— kA VPN

WD FE w7 Ti, VPN EMEZEIET 5 HEICOWTEALET,

« ' —F A VPN DA (12—
« VPN EFf (3 ~=—2)

« VPN JEBIOERE (5 X—)

* VPN JEBID AT —H A (18 _X—7)
« VPN OfitB L0t 77 (19 2—3)

77—k x4 VPN DERK

N=F )b TIFTAX—k Ry hT—27 (VPN) I&, A1 ¥ —Fy boMoORy hT—2 728
DT Y 7 =A% Llcmy RIRA » METEX 27 N RV BT D%y NT—7
¥ C9, Firepower BWHLXRT /S A ZADOFAEN— X IZEHX 2T VPN o RV ERESLT 5 &
T Firepower VAT AERETCEET, VAT AL, /> F—Fy h Frbaltivxal
7 4 (IPsec) 7B ha)b A — R EEH LT ARV ZEELET,

VPN NN ESND &, v—A N T — U oA OERICH DR A MIEF 2772 VPN k>
FNENLTC, VE—KF— b U OBFRICHDLHRA MIERT L ENTEET, B
L. 22905 = T =ADIPT RLVRERA N, ZOBE#/ROY TRy b, BILOFHAIED
72D 2 ODF— N oA OIFFIE TR SN ET,

VPN = R7ARA o M&, InternetKey Exchange (IKE) D/N— 5 1 L7238 —Y 3 2D
ThrOTa 2L EFER L CHEICRIEL, hr RS LTeF a7y 7Y vom—vs
VEAERR L E T, AT Al IPsec Authentication Header (AH) ~7'm bk =)L & 7213 IPsec
Encapsulating Security Payload (ESP) 7't h a2 /LOWTFnaHH LT, b RV ADLT —
ZEBRELE S, ESP 71 h=Lid, AH LR CHEEZ RIS D Mlc T — 2 DR SE b7V &
D

JREBAICT 78X 2 bu—V R V=B FET LG, VAT LI VPN b7 7 4 v 7837
JEARa ba— LV EBEERTHETVPN h 7 7 0 v 7 R ELER AL, SHIT. VAT A,
FoRNABE T L TWDEEIX, NV ST T 4w 0 %RT Y v 77V —RACEELEYE
Po

| #—tuz4veNn [l



. IPsec

IPsec

IKE

F—rHzAVPN |

VPN % Firepower FICE%E L CRMAT 51C1%, EBRLOSEHEIIRT SA A TVPN 71k
AL L TBLMENDHY £, F7-. VPN EEHEIT 7000 3 L8000 2V — X F /31 %
TOHMEATE £9°,

IPsec 7' &2 h 22/ AA — KX, VPN b R/UIZBWT, IP/37 v hRESP £721ZAH X =2 U
T4 7R RaALTEDLI TNy Vo, BB, BIOTvbsndnzERLET,
Firepower > A7 Ald /Ny v 73 Y X AF L O Security Association (SA) D5 — %
A LETA, ZHL, Internet Key Exchange (IKE) 7'm ha/LZ Xk > T2 o045 — U= A
THESLSALTWVE T,

X2 T4 TV — gy (SA) X200 F A AMTHEDEX 2V F 1 BYEA#EST
L. VPNV RARA U "X a7 RBEETAR—FTCX5L21CLET, SAIX, 220
VPN RARA VIS, VPN FURAREDEIICEF2aTICENTWENEFET AT A —
BENWETHZ ENTEET,

VAT A, IPsec EERLDO R T — 3 D MO BB T Internet Security Association and Key
Management Protoco (ISAKMP) Z{FEH L., =¥ FRA > F LFEREF—ZHLO T VPN % fifi ST
L9, IKE 7= k3T ISAKMP WIZH Y £7,

AHEX =2 U T 4 7 banid, ~Xry by X =7 —22R#E L ET08, eI TxE
A, ESPIF/ N7y bEREBILB IO L 428, HRBIMIDIP ~v X —% X 27127
LI TEERA, ZLDOBEE, ZOR#ETXER L KO VPN BRI, (BESbokk
BEICK YD) AHX Y HAHZICESPZEH LE 9, VPNIZ b RV E— ROATIET 5720
VAT HEIVLA Y INGDONT y MR ERF B L KORERE L Mmeb:wWT%@Li
T FUFILE— RO ESP I, %E DK SRS TR, T =X &b L £,

Firepower ¥ A7 AFIKE 7’1 F 2 v ZEHL T, FoRMIKLTSAZRITT=— T 5
iz, 2205 = Y = A ZHAICHIELE T, TrEXE, RO2OO7 = — XA THR I
£,

IKE 7 =— X | CiX, Diffie-Hellman ¥ —AHa(Z L - T F = TITRGES N EE T ¥ RV %
Wt L, K02 OIKEWEERE S LT 20 H:EEFT—2ERLET, 2RI —
alk, MEMOISAKMP X =7 ¢ 7Y vxz—varyNELET, 2—Wid, F
AiEAE X —2 A L GRREEIT) 2N TEET, 72— X 1EFAAS E— FTHEEL 7,
ZOT7 2 —ATIE, FAVZ—2ayOfICTRTOT—FZHRELLOELETH, ETD
TATUT 4T 4 bRELET,

IKE 7 =—X2TlE, IKEET, 72— 1 THMIN-EXaTR2F v 22 EH LT,
IPsec DDV ICEF 2 VT 4 TYIZ—T g icxdim—hLET, xIddz— 302
Yo, BE2o0¥ Rt Xa T s 7YY —v gy (—HIZEE, MFIERE) BNELE
j‘o

B 75—+ VPN



| #—FrHz1 VPN

VPN EF

venze [

VPN EBBHIZ, VPNIZEENTVAHZ U KRSV hBEORy NU—JZBEL, £-2hb
DHHAIZED L SIZHR L TV D0 EfEE LET, VPNIER % Firepower Management Center |Z
WET D E. WIZEBXNSRT A A, F£721250 Firepower Management Center (Z & > THEH X
NTNDT A AZZD VPN B ZEATE £,

VAT ATIE, RA MY —RA U b, AF— BIXOA Y20 H 3 D2DF A 7D VPN
BN R—FEnTnET,

RA > bY—RA4 > O VPN R

BAY Y —FRA LY FOVPNEBETIZ, 200y RRA Y A ECEEBELET, 25
DT RRA LV FEET TRAL AL LTHEL, WITNHLOT N AT o 7 bk 2 Btk
TEXET, TOREDET A XX, VPN HICOEBNRT SA A ThDHZ EDBNLETT,

WOKIL, —fRE72RA NV —aRA > F® VPN B Z R L TWET,

Managed
i Device!
Virtual

Managed
Device! |
Virtual

i VPN Tunnel VPN Tunnel &

]
——
(1]
ek
o
—
[47]
[\
97 2266

A2 —VPNEA

AL —=VPNEATIEK, FROZV RKRA K (N7 =) B, HHDOVE—F = RARA
YF (V=7 J—NR) LOBXaTREREMELLET, T J—FEExDY—T7 /) —F
MoOZNZENOEREEL, BIDO VPN XL TT, WTIhoU—7 J— ROERICHHHEA b
He N7 J—FRENLTHEWIEETE £,

AH=TIDORBIL, — KIS, A X —Fy ROV — =T DRy hT—2 %N LT
X2 TR L WA ORI 7T U F F T R ERET D VPN 2 L ET,
AH— VPN ERIX, T XTOREBICKH LT, fifkoxry hU—F~Dar ba—L Sz
TR AERMLET,

— B IR AL —RIORETIX, T = RIEARCEEE L ET, UV —7 /— NIl @&
LETd, FT774 v 70KESIE. b0 —7 J—FhblthEnEd, &/ — Fi.

VPN 5SS DB R T NA A THDH Z ENMBLETT,

A —HBIOE AL, IKENRX—V 302 DLhEYR—FLET,
WORIL, — 72 A X — VPN EAZ R L TWET,

%— k94 VPN




F—r9z4 VPN |

B ~oo-venmm

Managed ¢
Deavice/
Virtual

.. Managed
i Device/!
Virtual

Wirtual
Router |

Aw < a2 VPN ERH

A w2 VPNJERTIZ, T XTOZ RARA » FAMEAX D VPN b Uil Lo T o R
RAREBETEET, AvvaBMOREMATIII DO RRA » P CTHREENRBA L THIE
DOy RiRA Y FBHAEICEETCEA )12, MEMEHATHET, 20X A 7DOREER
L, — IS, DR LTET T F T 4 ARBE SN N—T T D VPN E R L E T,
ZOKETERMT % VPN L OEBEN R T A A0HT, MERTLEED L~ k> TR
20 FEF, HFTU RARA Y M, VPN SEOEEGRT NA A THDHZ ENRMETT,

WORKIE, — xR A v 2 VPN BEEZRLTWET,

. 77— b2z 4 VPN



| #—FrHz1 VPN

venEEoEE |

, Managed Managed
=3 Device/ Device/

Virtual

Yirtual

Branch Office Branch Office

lpuuny Nedn IR
|2uu I'I_L Nd-lﬁl |

[BuUn] MNdh,

[Buun] MNdh

Managed
i| Devicel
‘irtual

Device/
Virtual

- i
Branch Office Branch Office %

VPN ERIDEE

[VPN] <—3 ([T/31 R (Devices) |>[VPN]>[H1 FRE (Site to Site) |) T, BfTOFT T
? VPN BffZ, BRICEENTOVDOARMBLOT Y FRA VP ZLIZRRTHIENTEE
T, TON=VNOA T arE2ERALT, VPNEBORAT —% 2 %FRT 5, HLWERE
TERET 2, BERRG T ANA 2R T 5, BBAAZEIEETZITAIRT 2. & W ol ffE 2 2174
HILENTEETS,
7 73A A % Firepower Management Center (28872 & | BERHIZ, BB 7~ VPN 723 Firepower
Management Center & A SN2 Z LITIEE L T 7230,
BErE YD

VPN EBEHOEH (12 X—)

VPN ERA T3>

#H LU VPN B ZERT 2561218, RABOLEL LT, —Bo4FiE BEAO X A 755
EL, FAHAXF—Z2HETILERDY T, KO3 ODOX A TOREANLEIRT S Z &N
T, TNEFNOREBICIZI VPN Fo 2B EGENTWVET,

45—k x4 VPN
I



F—rHzAVPN |
B oo ry—RoorvPNEBEA T

e IRA v MY —RA 2 b (PTP) BIDEBIZ, 25D RARA > FETVPN b RV
ﬁbij—o

o« AX—FIORENI VPN b RNV DITN—T%fEN L, NT = RiRA v b e —T7 =
RBRA Y FNOTN—F IR L E T,
e Ay aIORERIL. = RRA L DBy RNTVPN M ROV —FEHN L E
7,
VPN BTy RARA v b E L THEATE 5D0E, Cisco DEERT NA ADHTY, P—
RRX—=F 4D FRA v MIFR—hSvERA,

VPN ARk L CHpidEA X — 2 EERTIHIVLENH Y £9, BRENTERLZTXTOD VPN
B CHHT AT 74V bOXF—ZIEETEET, RA L FY =KAo MIOREBTIZ, %=
VRBA U NORXTICERIEAE X —FEECTCEET,

VIF RAAL VEBHTIE, RAA T VPN EBRZMER CTEET, 2F0, BRI NAL
BT DT NA AT RARA VR 2BV Y THZ ENRTEET, 2085 2G4, BT
HF R RAA L CHRHDOEMAAR R TEETN, ERTLHZ LITTEEEA, RIALXT L
TIREAOMZRRT DL, BUED RAAL BT HT A ADEROARPERSINET,

R4V b Y—RA4 2 VPN EBEREEA T3
WA B —RA  FVPNREBEAZRET 2HEIE. T RRA U E T DI N—T%ER L.
FRXT D250 ) — FEIZ VPN Z1ER L £7,
Wiz, BBCHRECTE AT a Vil TRLET,
[£81 (Name) |
ERO—F oA ZREELET,
24 7 (Type)
RA Y N —RA v NUIORRZRET 121X, [PTP1 227 Vv LET,
E@THEFF— (Pre-Shared Key)

PRAEICK L C—EOFAHAF—2ER L E T, K2 FBRA v F XTIk L CHaidt s
F—ZEELRWEAIL. VAT ALATREBENOTTO VPNIZK LTI OF—2MEH X
NET,

Device

JBEBAD T RARA U b E LT, T/A ARy I RT /S A AT g & D& PRI
TN, AR CTX F9, i LTV 5 Firepower Management Center T4 P S 71 TR0
VAADFEINRT NA ADEGEIX, [0l (Other) | ZEIRL, =2 RFA > FDIP
T RVAERELET,

[{&#8)L—4 (Virtual Router) ]

T RRA b E LTEBIRT A A2 BIRT 25818, BIR LT A 2 (2B L M
SNTWOIEN—Z BN L ET, O RARA o M UV — 2 28 RT 5
ZElETEEEA,

B 75—+ VPN



| #—FrHz1 VPN

Ra v by—dqso rveNEBEA Ty |

A4 23— x4 X (Interface)

TV RARA b E LTERNRT N AZBRUTZGEIE, fE L8 — 212810 Y
THONTWOIN—=T vy R AU F =T = AEEINLET,

[IP7 FL X (IP Address) |

¢« LU RIRA v b E LTEBEMNRT NS AZERTLIEEIL. BESNTAL—T v KA
VAT 2 RAZED B THENTWAIP T RLVAZERLET,

o B GRT N ANT A ZAE AT HAMEST OHA1X. SFRPIP 7 RLAD U 2 Rk
DTN TE ET,

o BR U 72 BRI T 3 A A3 Firepower Management Center C/& B S 7L CULVE LGS
. = FRA U MZIPT FLAZELET,

REINT=FY FT—% (Protected Networks)

et ENTZRBE TRy hU—J 2 ELET, £Fy hU—ZIZ% LTCIDR 7V 1 v 7
TH T2y NEANLET, IKERN—T v 113, BEsn-H—Dxy NU—27 DR
A—FLTWVET,

VPN RARA » MIFLCIP T RLAZFFHSOZ LixTE 8 A, £/2, VPNV RRA
YERTOREINT Ry U7 IFEET LI LI TERN I LIZHERELTIESN,
TV RARA Y MZOWTER#ESNTZF Yy T —27 DV A MZ 1 DL ED IPvd E 7213 IPv6
T RNUMBEFEENTWDLHE, o= FFRA >V FOR#ES NIy NT—21F, FLH
A7 (IPv4 721X 1Pv6) O~ D7 &b 1 DFfo TWAHZ ENRMETT, ZD
koo N EE - TOWARWES, o= RRA L FDIPT RLANRFELZ A ST
bHZ L, BLORES Ny NU—INT= NIBRERE LN EPNETT (IPv4
{ZDWTIE/B2CIDR 7 RV AZMFHA L, IPv6 IZDOWTIL/128CIDR 7 KL A 7 v v 7 %
BEHLET) . NOOWMEOF =y ZIRBT D&, = RARA » FOXTILEIZ 2
DET,

AER IP (Internal IP)
T RARA I, Xy NU—2 T RUVRABEMEEZ T2 7 7 A4 7T U 4 — /L OEBRITHIE S
NTWLEEIE, ZOF =y IRy 7 AeF T LET,

[#X7Y w4 IP (PublicIP) |
[NEIP (Internal IP) | T = v 7Ry 7 A& F NI LTEEAIE. 7747 U4 —ICx L
TAT Y7 IPT RUAZIBELET, =2 RARA U MRIREROEGAIL. ZofExfE
ETHULENRSY £7,

/A1t IKE /R"— +  (Public IKE Port)

[NESIP (Internal IP) | T = v 7 Ry 7 A& AN LT HEE, WEO= Y RABRA v MT
R—=MEEENTWE 77 AT V4 —/L EOUDPAR— MM LT, 1~65535 Dl %15
ELET, =2 RARA 2 EPIRERIT, EINTNDI T 7 A T Ut —/L EDOR— R
500 £7213 4500 TIXRWIEE, ZOMEARET 2LERH Y £7,

#—troz4veN [l



F—rHzAVPN |
B xs-venommrToas

BRF—0OfER (Use Deployment Key)

JEBRIZX L TERSIN TW D FAEAE X —2HT 285813, T=v /Ry 7 A& 41T
LEd, 2O RARA v b X7k LT VPN BAFOFERLA F— 42 ET 51213,
Frv IR I AEFZIZLET,

EAI*£EFEF— (Pre-Shared Key)

[F2dx—% T 5 (Use DeploymentKey) | F = v 7Ry 7 A& A7 LTcHEIX. 2
D7 =)V RICHEFHEAF—Z2 R EL LT,

EErEYY
RA v MY —RA 2 F VPN EFlORTE (13 2—2)

A2—VPNDERA T3y

A% — VPN BB ZRETAHEAIE. 1ODONT ) — RV REAL b, BELORY—7 /—F
T RKRA L NI N—THERLET, BEEZHZET DL, T /=R RRA b
L.t 1 oDV —T7 J—RZ U RRA VU MEERTHILENDD 7,

WIZ, BRATHEECE ATV a VoW TRLET,
[&81 (Name) ]
JEBHO B o4 ZfEE L £,
24 7 (Type)
AL MO ZRES D2 L 2fHET DI1TiE, [A¥— (Star) 1227 Y v 27 LET,
EHIH B F— (Pre-Shared Key)
FORECH L C—BOHFAHRAT—2ER L T
Device

BHOT Y RRA L ML LT, T ZRAL 7 RTS8 @A AMEAT 70 & OF B 5
TNA AR TE 9, i LTV 5 Firepower Management Center G4 X1 CUN R0
VA ADEEIGT NA ADOLEIT, [T OM (Other) | Z#BRL, =2 RAFA L FDIP
7 RLAEHELET

[{x#8)L—% (Virtual Router) |

TV RARA b E LTEINRT A A AZBIRT 55613, BIRLZT A ZITHIEEH
SNTVOIAEN—Z 2RI F 3, HEOT > FARA & MCE U — 2 28 IRT 5
ZEIFTEEREA,

A4 23— x4 R (Interface)

TV RARA b LTERRRT A AZBRT 55613, BIR L8 — 21250 Y
TONTWDOINL—T vy FA U F—T oA AZERLET,

[IP7 FL X (IP Address) |

e TV RIRA VU b E LTEHEMRT NS AZERTIEEIL. BESNZLV—T v KA
VE—T 2 A AZEDYTEHENTWAIPT FLAZERLE9,

B 75—+ VPN



| #—FrHz1 VPN
AvvavengEsrTvar [l

o ISR T N ZANT A ZE AT HAMEST OHA1E. SFRPIP 7 RLAD Y 2 Rk
DIHBIRTE ET,

o BEIR L 72 B 5T /3 A A 73 Firepower Management Center CH& HE XU CUWVE WG S
X, TV RRA L RMZIP T RLAZEELET,

RiESNT=%v FT—% (Protected Networks)

o b SNIBH TRy NV =2 ZHELE T, Ry PV =2 L TCIDR7 1 v 7
T 7 Xy FEATLET,

VPN RARA Y MIFLCIP T RLAZFFHOZ LIXTEERA, 72, VPNV RARA
VERTORESINTR Yy NT—=VITEBET LI LI TERNI LIZEEL TSN,
TV RFRA YV MZOWTR#ES N XY FU—27 DU A MZ 1 2L LD IPv4 £ 721X IPv6
T RMUMEFEENTWAEE, o= FRA YV hOR#ESNTZX Y NT—21X, FLH
A7 (IPv4 721X 1Pv6) O " ZD7e< &b 1 DFfo TWAHZ ENRMETT, ZD
koo N EZETWARWES, o= RRA U FDIPT RLANRFELZ A ST
HHZ L, BIOM#ES Ny PN T U MU REF LW EBANETY (IPv4
{ZDWTIE/B2CIDR 7 RV AZEFHA L, IPv6 IZDWTIL/128CIDR 7 KL A 7 m v 7 %
FERLET) . 20T =y Z7IZKITHE, =2 FARA ¥ hOXT IR
DET,

RER IP (Internal IP)

T RRA IR, Ry NT—=2 T RUVAEBRER T2 7 74T U 4+ — /L OEHICEE S
NTWDOIEEIE, ZOF =y IRy 7 A% F AT LET,

[#X7Y w4 IP (PublicIP) |

[NEIP (Internal IP) | T = v 7Ry 7 A& F NI LTEEAIE. 7747 U4 —ICx L
THRT Vw7 IPT RVAZRELET, I/bf4/hﬁmﬁw@ﬁA . ZOfEEE
ETHVLENRHY T,

/A1t IKE 7/R"— +  (Public IKE Port)

[NERIP (Internal IP) | T = v 7 Ry 7 A& AN LT HEE, WEOT Y RABRA v MT
R—=MEEEINTWE 77 AT 74 —/L EOUDPAR— MM LT, 1~65535 Dl %15
ELET, T2 RARA 2 EPIRERIT, EINTNDT 7 A4 T Ut —/L EDOR— R
500 £7213 4500 TIXRWIEE, ZOMARET 2LERH Y £,

ErEYY
A K — VPN BHOKRE (14 2—)
2w a VPN ERA T ay

A w2 VPN BHEARETAEEIE. VPNO L —72ER LT, BHEOZ REA 2+
Ty MUEED2ODRA V"2 ) v 7 S8 FE T,

K2, BT ETEAL 7Y a VIOV TGRLULET,
[&E] (Name) |
ERO—BOA4FIZHRELET,

#—troz4veN [l



F—rHzAVPN |
B Aooavenmmrsoay

24 7 (Type)

Ay aBIORBEEZRETDHIEEEBETDHITNE. [Avyv 2 Mesh) |27V v 7 LE
T

EFTHAF— (Pre-Shared Key)
AR L C—EOFERAF—2 ER L ET,
Device

BROZ RRA L e LT, T RARE y IRT A ZA@a] HVERT 70 & O x5
TR, A% B TE E9, ] LTV 5 Firepower Management Center C& P S F1LTUNR 10
VRAADEBXMNBET NA ADYATX, [£Oftl (Other) | ZEIRL, =2 RAFA > FDIP
T RVAZEELET,

[fR#8J)L—4 (Virtual Router) |

T RRA L P E LTEBIMET A A BRI GE13, FBE LT A RZEH S
TSN — 2 28R L3, EEDOx= > FRA > M Ui — 2 2884195 2 &
IFCEEEA,

A4 23— x4 X (Interface)

T RRA b ELTEBMRT NS X8R LGAE. 88 LB — 2 128 Y
ToONTWAL—T vy R AV F—T oA ZAZBIRLE T,

[IP7 FL X (IP Address) |

e T RIRA VU b E LTEHMNRT NSNA ZABER LA, BRLELV—TFT v R AV
H—T 2 A ACEDYTENTWAIPT RLAZERLET,

o B GRT N ZANT A ZAE AT HMESRT OAIX. SFRPIP 7 RLAD Y 2 Rk
DB TEET,

o SR L 72 BRI 5 T /3 A A 73 Firepower Management Center CH& HE XU CULVE WG S
X, T RBRA U MZIPT RLAERELET,

REINT=FvY FT—% (Protected Networks)

et ENTZRBE TRy U7 2ELET, 3y P —ZIZ% LTCIDR 7 1 v 7
TH Ty "EANLET, IKENRN—T a2 113, HESn7-H—Dxy NT—27 DRy
A—FLTWET,

VPN RARA  MIFRLCIP T RLAZFFHSOZ Lid & 8 A, /2, VPNV RRA
VERTOREINT ARy U7 IFEBET LI LI TERN I LIZHERELTIESN,
TV RFRA Y MZOWTR#ESNTZF Y RU—27 DU A MZ 1 2L LD IPvd £ 721X IPv6
T RMUMEFEENTWDEE, o= FRA >V hOR#ESNTZX Y NT—21X, FLH
A7 (IPv4 £721XIPv6) O NY D7 & H 1 DF-TWVWH T ERMETT, Z0D
L%z MY o TV RWEA, o RARA U DO IPT RLARRFLHXA ST
HHZ L, BIOM#ESNZRry FU—7NT L MUREF LN EBANETY (IPv4
{ZDWTIE/B2CIDR 7 RV AZFHA L, IPv6 IZDOWTIL/128CIDR 7 KL A 7w 7 %

B 75—+ VPN



| #—FrHz1 VPN
veN ERoRELr T3> [

FEALET) . ZNOEOMEFOTF =y ZIZRWTDE, =2 RARA > FOAT I T/
@\iﬁqo

RER IP (Internal IP)

T RKRAV IR, Ry NT—2 T RUVABEBREGA T2 7 74T U 4+ — NV OHHKICEE S
NTWLEEIE, ZOF =y IRy 7 AeF T LET,

[#X7 Y w4 IP (PublicIP) |

[NEIP (Internal IP) | T = > 7Ry 7 A& F NI LTEEAIE. 774 7 U4 —ICx L
TARTY w7 IPT RLAZEELET, =2 RRA  FRISEMOEAIE. ozt
ETHMLENDD £7,

/At IKE 7/R"— +  (Public IKE Port)

[NESIP (Internal IP) | T = v 7 Ry 7 A& AN LT HEE, NEOT= Y RABRA v MC
R—=MEEEINTWE T 7 AT U4 —/L EOUDPAR— MM LT, 1~65535 Dl %15
ELET, =2 RARA Y EBRRBMT, BESNTWD T 7 A T U4 — /L EOFR— RN
500 £7213 4500 TIXRWIEE, ZOMEARET 2LERH Y £,

MENEY Y
A w2 VPN BRORE (15 X—)

VPN RRDFE#A T3 v

VPN OERIZIZ, B O VPN THATX 2 EREN NS ONFENTWVET, % VPN T
X, T 74NV NOBREEERAT L0, £RITTOT 74V OEREE EEEXTLZENTEE
T, WE. FREIXIFEEALE. HEINVEF LK EETHILERH Y A, FFREITE
ANBREEZ LT 0 £97,

WIZ, BATHETE 2MERA T v a OV TORLET,
FRTESZDMMD7ILT ) XL (Other Algorithm Allowed)

TDF =y IRy I AeF AT HE, [T/ Y XA (Algorithm) 1V A MZEE4LTW
BRONRTE— RN ETICE TIREEIND T L TY AAICHONT, BEiIxI vz — 3 )
BN £7,

7I)L31) XL (SNMP (v3) Auth. Alrorithm)

BN TT — 22X aT7I2T57200D, 72—R1 &7 2—R20DT7 /LT ZLDERE
EHRELET, MFO7=—XIZx LT, [BEE (Cipher) |. [Ny ¥ (Hash) |, B &
O\ [Diffie-Hellman (DH) |7 /V—758AEA v — T 2R L ET,

IKE 54 74 4 L. (IKE Life Time)

IKE SA O g Kx T m—3 3 VEFEICOWT, HllEZ 4@ L, R AL 28R L £ 9,
I 154y, mAR30 HETHRETE £,

#— kA VPN
I



F—rHzAVPN |
B vnEmowE=

IKE v2

VAT ATIKENR—=V a 258l T 256813, 20F=v IRy 7 A4 02 LET,
ZONR=Va T, A —BIORR RSN Yy F T =27 2P AR - LT
*7,

54 7% 4 L (Life Time)

SA DR ROFBRIT— a HERICKH L THREZEE L, FHEBEAZERRLET, &
K54y, e R24 W E CHRETE £,
54 7 Ny (Life Packets)

BN T BHIZ, IPsec SA I/ L THETE A2y MExEELE T, 0~
18446744073709551615 D A {FH A CT& £ 9,

4 7 /131 b+ (Life Bytes)
HRHEAM N T DM, IPsec SA ZN L CEETE 551 MMEAEBEELET, 0~
18446744073709551615 DI A AT £9,

AH
RSB DT —H IR L CRIE~Ny X — X2 VT 4 7 ha Lz lifl+s Lo ciEE
TAHERIT. COF 2w IRy 7 AeF AT LET, ek —E 2 ~2f a—F (ESP)
Fa halvEFEHTASESE. 2OFv IRy 7 AEAF7ITLET,

BEErEYD
7 VPN EBBA R ET 5 H1E (16 X—2)

VPN BN EE
AX— b 5S4t |[RHEDSAEVR|HR—FENET | HR—rENB K |7 ER
~ A N R A (Access)
BARP VPN 7000 & 8000 > |fEE (Any) Admin/Network
J—x Admin
A
AR

7000 F£721% 8000 > U — R T34 2 LD VPN ZBME72I3HIBR L T, REOEELZERMT S
& Snort FREANFEEI I, —RIIC RN T T 4 v IO AR v a URFETESRET,
ZOHWHIZ N T T 4w 7B Ray T EIND, ERLLEA VAR Vg U TERTICRT
EINDLEDNE, X =Ty NTNA AN RNT 7 v 7 BT 5 LG UTHRR Y £9, 55
IZOWTIE, Snort® OFEENZ LD R T 7 4 v 7 OEEEZ SR L T 7Z2& 0,

FIE

ATvT1 [T/84 X (Devices) |>[VPN]>[H4 8 (Site to Site) |%3#IRN L £9°,

W ~—t+oz1VeN
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| ¥—+5z1 VPN
A4 v by—tiqo kN EBORE ]

ATy T2 VPN ORHEZEHELET,

« B0 H LW VPN DR Z{ERT 5121L, [VPN DEN (Add VPN) | > [Firepower 7/\
4 X (Firepower Device) | %7V v 27 LT, BHZ A 725 TROFIREZFEITLET,

e XA w2 VPN EBREHORE (152—)
e RA LV FY—RA 2 F VPN EBHOZE (13 2—)

o« 24— VPN EBEIORE (14 X—)

o WAL BETFEO VPN BEROREEXEETHI0E, WET A2y @) 270 v 7 LET,
VPN EBIDOME (17 X—) 2L T EE,

« HIlBR : VPN BB ZHIRT 2123, BT A= (Od) 220 w7 LET,
« JBBH : [BBH (Deploy) 1Z7 U v 27 LEd (RELEDREN 25H) |

¢« VPN AT —Z ZDFm : BIED VPN JEBD AT — X 22 F R T HIZIE, AT —Z AT A
a &7 ) LET, VPN AT —HX Z2DF 51 (18 2—) #5R LTI,

MENEY Y
Snort® O FELE) TV A
R4 kYy—iRA4 2 VPN BREDETE
AX—b 54t |REDFAEVR | BHR—FENET | HHR—FESNEF|T7IER
R N R AL (Access)
AL VPN 7000 & 8000 = |fE:E (Any) Admin/Network
) —= Admin
1R AR

BHMRT NA A% FRA P LTHERALTWD5E, BV —F 2L, Tz i

72T 4 22 @A LET,

GB)  BEROx» FRA 2 MR ULV —Z 2172 2 LI TEEF A, FFCO VTR, RE
LTSN, V=20t VT v
FIIE
ATv 1  [T/8 X (Devices) |>[VPN]>[H4 bR (Site to Site) %8R L £,
ATw72 [VPNDEN (Add VPN) |> [Firepower 7 /34 X (Firepower Device) | %7 UV v 7 LE7,

#—troz4veN [l
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F—rHzAVPN |
B <s-venEmom:

ATY T3 —EBEOLHIEANLET,

ATy T4 [#A7 (Type) 1 & LT[PTP] BRI NTNWDHZ EaHERLET,

ATvTEsS  —EOFFEAEXF—FANLET,

RFvT6 [/ — K7 (NodePairs) | DBOEMT A 22 (&) 22U v s LET,

AFY Tl KA FY—=RAL FVPNERA T3y (6-4—) TSN TWD VPN ERA 7 3
VEBRELET,

ATv 78 [/—FA (NodeA) 1O TFD[fRi#ESi=x > b7 —72 (Protected Networks) ] DBEIZ&H 21BN
T4ary (@) 22007 LET,

ATy 7T HESNEFY FhT—ZDCIDR 7y 72 AN LET,

ATY 710 [OK] %227V v7 LET,

ATy 71N [/—FB (NodeB) JICxLTCFIES ~ 10 20K L E7,

ATy 12 [1RAF (Save) 1227 U v 7 LET,
TV RRA b RXTRERICGEMENET,

ATy T13 [fR1F (Save) |27V v 27 LT, BEOEREEZKTLET,

RDEZRY
REARZREALEYT, RELEORERMZZML TSN,

X% — VPN EFDETE

A¥X—hk 54t |[HEXDSA VR | R—FENET | HR— LB K |7V EX

VR N R ALY (Access)

AL/ VPN 7000 & 8000 > |[{EE (Any) Admin/Network
J—= Admin

IR BRI

BB T N, A RARA L FE L THEALTWAEES, (REELV—Z 2B L. Fhai
a7 S A LET,

GCE) #BHEOxT RRA v MR UBEAL—X 2EHTHZ EETEETA, OV TT, KA
ZRLTLEEY, FEL—2Dky T v

FIE

ZFvF1  [F/INA R (Devices) | >[VPN]>[H4 FRE (Site to Site) % &K L £+,
ATwv 72 [VPN®DENM (Add VPN) |> [Firepower 7/\A X (Firepower Device) | %7 U v 7 LE7,
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| #—FrHz1 VPN

»vvavenEEnEE |

ATy T3 —EOLHIEANLET,

ATy T4 [A¥— (Star) 27 Vw7 LTHATEEELET,

ATvTEsS  —EOFEFEAXF—FANLET,

ATvTF6 [T /—F (HubNode) | DEEDHRET A = (&) 227 U v LET,

ATy Tl AZ—=VPNOREMAT v ar @8~—=) THHISNTND VPN EBHA 7L a v &2REL
iTO

ATy T8  [fE#ESHI=Fy RU—7 (Protected Networks) | DREODEMT A 22 (&) 22U v s LE
D

ATvT9 (R#EINEFRY FU—IDIPT RLAZANLET,

ATV 710 [OK] %227V v27 LET,

ATy TN [RF (Save) 1227 Vw7 LET, 7 /— KBREBIZENESNET,

RFyTF12 [U—7 /—F (LeafNodes) | OBEDEMT A 2> (D) %27V v s LET,

AFy T8 V=7 )= FEFETTHICE, FIHT~102E0ELET, ZAICEY, AT /= RERT
FFva rRRESNET,

ATy 14 [R1F (Save) 1227V v 7 LET,
Jy—7 7 — PRGBS ET,

ATvT15 [{R{F (Save) 127 Vw7 LT, BEHOBRELKTLET,

RDEZRY

CREAEZREALEYd, RELAEORMAZZRL TIEE0Y,

Aw < a2 VPN ERDHKRTE

A¥—hk 54t |[HEXDSA VR | Y R—FrENET | HR— LB K |7V EX

VR INM R ALY (Access)

YL VPN 7000 & 8000 > |[{EE (Any) Admin/Network
J—= Admin

IR BRI

EHRBET N AT FRA L FE LTEHLTWD A, L —22Ek L, i
U727 A 2T L ET,

GB  HEEOT» FRA Y MR UL —2 2072 2 LT TEER A, SO VTR, RE

ZRLTLEEY, FEL—2D®y T v

| #—tuz4veNn [l
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F—rHzAVPN |
B ==uvenEmrnes s

FIig

ATFvF1  [T/84 R (Devices) |>[VPN] >[4 kR (Site to Site) %2 =R L £,

ATv 72 [VPN®DENM (Add VPN) |> [Firepower 7/\A X (Firepower Device) | %7 U v 7 LE7,

ATFYvT3 —EOXAHIEANLET,

ATvT4 [Avyia Mesh) 1227V w7 LT [¥AT7 (Type) | 2HRELET,

ATwTE  —BOFEFEAX—Z AN LET,

ZF9T6 [/—F (Nodes) | DBEDEMT A = (D) %227V v LET,

ATy Tl AvVa VPNERA T ary (9—Y) THASN TS VPN ERA 7Y a v E2REL
=3

AFwT8  [[R#XNIzFy bTU—2 (Protected Networks) | DBEDEMT A 22 () 22 ) v L%
j—o

ATvT9 FEIN-RxY NU—ZDOCIDR 7y 72 AHLET,

ATy T [0K] %227V w7 LET,
R#ESNT-Ry NT—7RNBINESNET,

ATvIT N Mﬁ?@w@]%ajyabiﬁo
JEBHIZ RARA > hBIENET,

ATvT12 i/]\T%/k%é%_Lﬂﬂﬂ“é X, AT v 76~ 11 ZfVIKLET,

ATy T13 [R1F (Save) 127V 7 LCEMEZRTLET,

RDBRY

REARZREIALET, RELEORMEZZML TS,

=EE VPN RRZRET 5%

AYX—bF 54t |RHEDFAEUR | YR—bSNET | HR—bSNBF | 7oEX

S NA R ALY (Access)

EmL VPN 7000 & 8000 ~  |{T:E (Any) Admin/Network
J—= Admin

YT RAAL VREBTIE, BUED FA A TR S 472 VPN BBAR RSN E T, ZIUIHRE

HETEET, £, ZURKRA Y I T AL ZADTION RAAL B L TWDEAIEL, B R A

A THERN SN VPN E b RIRENFE T, 6l KA A TER &S 72 VPN JERIIRE T
FHA, THO RAA U TER ST VPN BHEZ R RBLORET HI121X. TDO KA AL 02
IR T a3l

B 75—+ VPN
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| #—FrHz1 VPN

ATy
ATvT2

ATvT3
ATvT4
ATy T5
ATv76

ATy 17
ATy T8

VPN RRD RS

ven EpioEE ]

FIE

[T/31 X (Devices) |>[VPN]> [t ki (Site to Site) |Z &N L £,
LT A2 (@) 27V vy 7 LET,

ROVICERT A 2 (5) BERSNDGE, REFLH AL B L TR, BRELX
EFDHERDR BV £H A,

[Advanced] # 7% 27V v 7 LET,
VPN EBEHDOFEMA 7> a v (11 ~—2) OB T, FEMEEEZITVET,
[7/4=) X5 (Algorithms) ] DBEDEMT A =y () 22U v s LET,

WD 7 x2—XZx LT, W5 (Cipher) ]. [/»v 3 = (Hash) ]. 3 K" [Diffie-Hellman]
([DH]) ZN—TFHRED A =V IR L £7,

[OK] %27 Uv 27 LET,
[fRTF (Save) 1227 U w7 LET,

RDEZRY
cREAFZRALET, RELEORMAZEZML TIIZEW,

|l

ATy T
ATv T2

ATvT3

2 N2 —FMRE UREAICOWTHERECHRE L TIEWFEREA, 72720, Web A/ v X —T7 =1
WERIFERE B I L T2 L IZEE LT X,

VIVTF RAA VEBTIEK, BIED KA A TIERRS L2 VPN BBV R RSN E T, TV
HETEFET, T2, TURFRA U T ARALADI OB FAAL B L TW DT, ol KA
A TR SN VPN BB b KR S E T, Sl R A A TR S vz VPN JRBRIZRE T
FA, FALO RAAL L THER S L7 VPN BB Z R RB L OMRET AT, DO RA AL I
Uz ET,

FIE

[T/34 X (Devices) |>[VPN]>[H4 tFE (Site to Site) & &R L £,
mET A2 @) 270y 7 LET,

ROVIZEFRT A 2y (8) BERENDGE. REFTEFALN TR LTEY, REZL
B DHERD BV £H A,

VEI R E LR LET,

#—troz4veN [l
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F—rHzAVPN |
B vnEsoxs—42

R VPN BB ZRET D HE (16 3—) &ML

o [FEAIERE (Advanced) ] DERE
TLEE,

« Ay ¥ a BIHOKRE,
« RA Y RNV —RA v NLORBDORE,
V) BEBRLTLLEE N,

o« AX =IO DFRE, AX— VPN ERDF

A2 VPN BRHOFKE (15—2) ZZRL T ZE N,
NA L MY —RA 2 VPN EEORE (13 2—

J U~

RE (14—2) 2ZRLTLIEI,

et BEZROIRTFLIET, BEOZA TEHET L LT TEEEA, BHOZ A
TaRERTLHITIE, BRAZHIERL THo8H LOWRBRHZERT 2868 H Y £,
RDERY

CREAEZREALEd, RELAEORMAZZRL TIZEVY,

VPN EFRDAT—2 X

ww%%% RE L2 T,
Zi%. 4 VPN BB ORI

HELIZVPN hV RIVDAT —H A FKRTEET, VPNLI—
L FDORBEORT—FZ AT A aRFRINET,

e (&) FA v, TRTOVPNZU RES Y "RBEBIL WA L3R LET,
(W) 74243, TRTO VPN RBRA Y RBMEIELTWAZ 2 2FLET,

() T2 BEILTWAZ L RRA LV FEEIELTWAZY RRA MR H DD
LERLET,

AT —BATA w7 ) v 7 LT, BEDAT—Z A, BLXOEHNOT RARA > M
a‘é%ﬁ%i& (=Y RARA Y FARIPT RL A7 E) 2RARTHIENTEET, VPNRAT —
B A0, fﬂ: CERIE (U REA U IMEIE LT, FRRBE L) AT — X ADOER
BAECZGARICERTSNET,
BEErEYY

VPN A5 —&Z ZDFExR (18 2—)

VPN X 7—3 AD KRR

AX—hF 54t (RHEDSAELVR|BR—bZNET | R—+rSnBF | 7o EX

VR INA R ALY (Access)

ML VPN 7000 & 8000 > & (Any) Admin/Network
J—= Admin

B 75—+ VPN
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| #—*+z4 VPN

venogstssvns [l

VIF RAA VBT, VAT ANIBUED KA A U CTIERC S L7- VPN BHZ R R LET,
Fo. TURBA U R TFARAL ZADLI DN RAAL B L TOWDEAIE, ol FA A TR S
N7 VPN B L FRENE T, FLDO RAA U TER EN7- VPN BB 2 #£R151201%, =D
RAALANTEIDEZE T,

FIE

ATYT1 [T/84 R (Devices) |>[VPN]>[H4 i (Site to Site) %3N L £9°,
RTY T2 AT =2 A%FRTHRBAOHKICH D, VPNAT—FATAarzr ) v LET,
ATv T3 [OK]Z27 V7 LET,

VPN Offistb Loy

VPN EBZFRE L2 T, E L VPN b R @A T 57 — X Ofst a2 £ RT 52 LN
TEFET, 72, EZ U FRA 2 MTOWTHERFID VPN VAT AL IKE R 7 2 HKRT 52 &
NTEFET,

VAT AITIE, ROBERHERNFRSNET,
I > KR4 > b (Endpoint)

VPN RRA U FELTHRESININ—T vy R A X =T 2 ABLOIP T KL A~
DT INA A INA

ART—RR
VPN 85t OIREE (BB E 721351k EH50) |
Jakaj

Kb e Ens 7 n b=v (ESP £721% AH)
Z{E/\5y 3L (Packets received)

IPsec SA X T = —3 a3 VHIZ VPN N RANRZETH, A X —T A ABHT-H DS
7y M

§51%/84 2y 3 (Packets Forwarded)

IPsec SA x I3 —3 5 VHICVPN FURABREETDH, A F—T oA AHT-Y DS
o MR,

Z{E/31 3 (Bytes Received)

[Psec SA XT3 —3 3 VHIZVPN P RAMNSETE, A EZ—T oA AHT-1D DN
/r ]\ i&o

#—troz4veN [l



B vnosstssvny

F—rHzAVPN |

Brik/\1( 3 (Bytes Forwarded)

IPsec SA x 3 —3 5 L HICVPN FoRAREETDH, A FZ—T oA AHT-Y DN
4 M,

YEREE%] (Time Created)
VPN H&fe D3 ERL S 4172 H IR
RERICERA SN =K% (Time Last Used)
WD IT VPN 835658 4 B i L 72 RFf#],
NAT bk 5/3—H )L (NAT Traversal)

[IXV (Yes) | BFERSINTWEEHE, Xy hT—2 T RUVABHERZT-T 3 ADWY
HBIzD < b 1 OO VPN Y RiRA V FBFEELE T,

IKE K& (IKE State)

IKE SA ORRE (Befoe, Mz, HIBR, E723BEZE) .
IKE £ X + (IKE Event)

IKE SA A X b (BRlFE, F7213¥F—H4R) .
IKE 4 N> ~FifE (IKE Event Time)

RDA R FIRFET DR (B)
IKE 7)L31) XL (IKE Algorithm)

VPN BB THEAINTWA IKE 7 /LT Y XA,
IPSec kA& (IPSec State)

IPSecSA DIRFE ([ v A F—JLH A LA M— L3I, FEh., F—FEAER, bk, Bk
OBEHE)

IPSec 1 X + (IPSec Event)

IPSec SA A N bIRF—ZFAERT D F A I T Di@EH,
IPSec 4 N> hEffE (IPSec Event Time)

DA X MRFAETHETORR (B) .
IPSec 7 /L 31) XL (IPSec Algorithm)

VPN BB Tl & T D IPSec 73 U X A,
EELEYY

VPN #EHEHRB L Z7ofxR (21 *—2)

B 75—+ VPN



| #—FrHz1 VPN

VPN it E LUV O T DERT

RATvT1
ATvT2
ATvT3
ATv74

ATy TH

ven sstEss s vnsors [l

AR—b 54t ([RDSAEVR | HKR—bENET | HR—bShHF|TIERX

VR NA R AL (Access)

ALY VPN 7000 & 8000 ¢ |{EE (Any) Admin/Network
J—Xx Admin

I F R AL VBT, VAT LIBIED A A TERR S L7- VPN BRI ZF R LE T,
Flo. T RRA U R T AL ZADTI OB RAAL B LTV DAL, Bl R AL U TER S
M7= VPN BB b FRENET, FALO KA A U TERS N VPN BB 2 FR T 5121F, 20
RAAL NZEID B2 E T,

FIE

[T/34 X (Devices) |>[VPN]>[H4 FRE (Site to Site) 23R L £,

WG mA F T ARERBEDOBICH D, VPNRAT—Z AT A avz 7 ) v 7 LET,
HRHEROEFBRT A2 () 27V w7 LET,

F 7y a T, [EH (Refresh) 1227V v 7 LT, VPN OFEHERAEEHTHZ L b T&
T

G 7 a T, [KHFou 7 OFER (ViewRecentLog) 127 U w7 LT, T2 RikA v FD
B OT—2 0l eRKrndTHIELTEET, N TXATEUT T D 7000 % 72158000
V=R FNRAABLORRE v FAAL ZAD0 T 2FoRkT 50, 7727471774 < V.
IR I T TR E T DNTNNDT A A~DY BT v LET,

#—troz4veN [l



F—rHzAVPN |
B vensstEssLvnsoRR

B 75—+ VPN
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