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[7 7V r—a 45# (Application Information) &7 v a VPR RESND [T 7V r—
>a VEEM Y A & (Application DetailsList) ]i%, E=# %R %y NV —7 THiishs%&7 7
UVor—vaOME) 27, #HECORABEE, 73V AR MOERERTERTT,
TV = a sk, BERR MOBIETY A FInET,

[7 7V r—3 2 V36U 2 (Application Details List) ] %1% — h Tx £HAN, KOHEH
Vw7 LT, ZOERTTANZY L TERITIRIAFTT L LIZD, (ST 55E610)
TIV =y a ERERRLEDVTAZENTEET, ZORODT—XTFIC [T TV r—
¥ 3 (Applications) | &N HESFINET,

ZOU A MIBRFFNCERR <, FEHARRER TR TOT—F 2K+ 25 Z LICERE LT
SV, Explorer ORFRIFEIPHAZ AL L TH, U A MIELLEEA,

[tF*a) T4 427 1) P X (Security Intelligence) 120 2 3>

Context Explorer D [ X = U7 4 A 7 U Y= A (Security Intelligence) |17 > = i,
3ODA BT IT 4 TR T IRERINET, ZNHLDT T 7ITE, E=2x%x > b
=27 bD, 777 A MIBEINTWD MTF 7 1 v 7, £721% Security Intelligence |2
FoTE=XENTNWD N T 74 v 7 OEREOMENRENET, ZNHDTT 7T BT
FY METLIPT FL A, BRUOGEEIP 7 RLAZESWTENLD T 7 4 v 7RV —
S, FI7 74y 708 (KB LN TLEGOBOMGNERINET,

[ATT3VRAEXF2VTa ATV UR ST 4 9% (Security Intelligence Traffic by
Category) 155 7

(7T VREXF2 VT 4 AT VY2 A T 7 4 w7 (Security Intelligence Traffic by
Category) 177 737 7 7T, £=4{Rxy NIV—=7 LOIT T 4 v 7 DEF=2]
TAA LTIV AD O H T AVIIET L, Ry NU—2 877497 AU b (KB/
) CEA#SERKEFRRLET, VANSINEATIY LI, HROBIN T 74 v T T—
Z . RO T — 2 R LET,

777 FOEBOEZITHRA X2 wEL & GERERDEREINE T, 7T 7 DEEOHS %
IV I THE, ZOBFERTRIAE Y SNET,

GE)

BAANR NDOERTTIANEZ I TTHE, (AT VOEX2VT 4 AT VTR
N2 7 4 w2 (Security Intelligence Traffic by Category) | 7 7 7I1ZIHF /R0 £,

DT TITDOT—REEI[EF2 VT4 AT VT A A K (Security Intelligence
Events) | 7— 7 /b EGSNE T,
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REETIPAHEXFIVTA AT UP TR 57499 (Security Intelligence Traffic by Source IP) 155 7 .

EETIPAHEXFIUTAa AT YPT VR 5T 494 (Security Intelligence Traffic
by SourceIP) 1957

[EEXPHExXF=2VT 4 AT VP22 8T 74 v 2 (Security Intelligence Traffic by Source
IP) 177713877 7T, F=4{Lxy b= ETEXa2 VT4 AT VPR
RO TE=HENTZ T T 4 v 7 DEORETIP T FLRAZHT S, Xy hU—2 T
T4 7 AU b KBF) CEAEGHARRTLET, VA MW7) &2, H6
DI T 74 v T—4, REOBTERT -2 &R~ LET,

777 EOEEOHDIHA U Z &iEL & FFERDERTRINET, 77 7 DEEOHS %
TV rFTBHE, FOHERTRIALFT L INET,

\}

() BAALAXRCBIOERTTZIANZ IV TTHE [EELPHOEXF2VT 4 ATV VxR
N7 7 ¢ w7 (Security Intelligence Traffic by Source IP) | 7 7 7 IXFERRIZAR Y £,

DT T ITDT—HIEIEII[EXF2VT 4 AT VP2 A A2k (Security Intelligence
Events) | 7—7 /b E&EINE T,

BEEIPRIEXF22)To AT R 57497 (Security Intelligence Traffic by
DestinationIP) ] 455 2

BEEPHIEX 2T 4 AT VT2 A NF 7 1 v 7 (Security Intelligence Traffic by Destination
IP) 177 703#H7 77T, E=I/HERXy NV =7 LTEXF2 T4 ATV R
RS TE=FENTZ T T 4 v 7 D ELOSEHEIP T FLACET S, *y hU—2 7
T4 7 AU (KBF) CEAEGEEARTLET, VA NI TT) L2, F&
DI NT7 747 T—5, ROOEIERT — 22~ LET,

777 EOEEOEGZITHRA 2 EEL & FEERDEREINET, 7T 7 DEEOEHSE
TV IFTBHE, FOHERTRIALFT T INET,

GE) RBAAMXRVIOERTTANEZ I T7THE, BEPHOEX 2T 4 AT VT2 A B
7 7 4 v 7 (Security Intelligence Traffic by Destination IP) | 27 ZI3FEFR/RITR D £,

IDTITITDOT—HIEIEI[EXF2 VT4 AT VTP A A b (Security Intelligence
Events) | 7—7 Ao EGEESNET,

[I2A1E%R (Intrusion Information) ]t~ < 3 >

Context Explorer @ [{Z Af&# (Intrusion Information) | © 7 3 LZIiX 6 >DA 2T T 47
777 E1OORERY XA MRFERINET, U607 T 7L YR NMEL, E=2x4 1%y b
T —7 DIRAA X FOME (BAA X MIBEEMT 6T DREL~ L B, B
®gde, a—W BELL BROEXa T g V=l RALRY NOSGE, BLE,
Yy MR T MY AN) ZRLET,
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. [B22 7B A4 X2 & (Intrusion Events by Impact) 155 2

SERBAA X2~ (Intrusion Events by Impact) 155 7

AR AA <> & (Intrusion Events by Impact) |17 7 7137 7 7EATHY ., E=F x4
Xy FT—=7 DRAANY FEHEEREL L (0~4) DI NL—TZTLDEGTRRLET,

777 EOEEOHDIHRA 2 &iEL & FFERDERTRINET, 77 7 DEEOHS %
TV ITBHE FOBEBRCTTIANZ) U TEREFIRIAT T ENET,

ZDTTT7DT—=HIEFEIZ [IRAA X (Intrusion Events) | 7 —7 /L & [IDS #aHE#HR (IDS
Statistics) | 7 — 7 /b B S E T,

[ERIDEEZE (Top Attackers) 1455 7

[ [EAL OB B (Top Attackers) | 77 71387 7 7T, £=4%%xy hU—7 Lo (R
AA Ry hEFRASIETR) BV OBBETLARA NPT RUADIRAAL X MEEFRLET,

777 FOEBOEZTHRA X BEL &L FERIERNEREINE T, 77 7 DEEOEHS E
IV FThHE, FOFERTTZIANZ I TERZIRIAT T ENET,

ZDOTTT7DOT—HIE, EIZ[IRAAX b (Intrusion Events) | 7 —7 A BHESILET,

[EGID 21— (TopUsers) 14557

[[EALD=—H (TopUsers) 177 713#/ 7 7T, TE=4R*y hU—7 LORKEA
Ay MICEEM T bR — e AN M EERLET,

777 EOEBOEZIIHRA U Z 2B & FEMERPERSNET, 77 7DEREDOEHS &
7V w7 FHL, TOHERTTIANZ ) TERFIRIAVED SRET,

DT T TDT—HIZEIZ[IRAA XK (Intrusion Events) ]3¢ & [IDS = —¥#tEt (IDS User
Statistics) ] #OOLESGSNET, 20T T 7L, HROHDH2—T DT —ZNFREINE
D

[BEEREAA X2+ (Intrusion Events by Priority) 1455 7

[ESEERIR A A X | (Intrusion Events by Priority) 177 71X 277 7 TH Y, E=4x%f
Gy NI =T DRAA R e, HEEELE LV (& High) 1. [ (Medium) ], [{&
(Low) 172&) OIN—TTLDOEETERLET,

777 LOEBOMDIIRA 2 EL L FFERNFRRENET, 7T 7OEREOH &
IV w7 FHL, ZOERTTANZI) U TELITIRIANF T SNET,

DT T T7DT—HIiL, EIZ[HRAA 2k (Intrusion Events) | 7 —7 A bHG S ET,

[EFID A —4 + (Top Targets) 155 7

[EfLD % —7% > & (Top Targets) | 77 713#7 7 7T, £=4x4xry hT—2 LD
(RAA R N B3 ST CHRxI G L 725 72) O X —47 » M ARA N (KBS K
AR) ODIPT RLADRAA N MIaRFLET,

777 EOEEDOEZIRA 2 &EL & FFERPERINET, 7T 7 OEEOHS &
7V FThHE, ZOERTTIANZV L TERITRIALT T INET,
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[AAMMBADO LX) T4 Y—> (TopIngress/Egress Security Zones) ] 5 7 .

ZDOTTT7DOT 2L, FEIZ[RAA 2 & (ntrusion Events) | 7 —7 A NHE&EINET,

[AA/MAD ELItEF ) T4 J—2 (Top Ingress/Egress Security Zones) 15 5 7

[N Btz = V7 ¢ ) —2 (Top Ingress/Egress Security Zones) ] 7 7 7137 7 7
BT, E=FKEFXY PV =7 ETRESNTWDLIE X2V T 1V —r (V7 TREITL
CCANELEZIH)) IZBEEMF T N THDRAL N FOKEFR R LET,

777 EOAEBOEZIIARA o Z 2@ & FERMERPRRSNET, 77 7DEREOEHS &
7V w735, ZOERMTTANG Y TELIZFI AT ESRET,

Bk

7T 7CHKEEALT, X2V T4 V=0 DT T4 v I DBNFEREND LT
HDITIF, FI TR A EREE, omnShd NI AVRZ D)) (Egress) 1227V v 7 L
FT, T7HND Ea—IZETIZIE AN (ngress) ] %727V 2 LE T, Context Explorer 7>
AN ~DOBEN TS, 77 70T 74/ FO[AT) (Ingress) |E=—IZKD Z LIZERELTKL
7ZE0,

DT T TDT—HIEEIZ [RAA X2 (Intrusion Events) | EHEAEINE T,

IOSTTNE, BEIELT, AN (FIHAL) kxR a VT4 =R ERIE o
VT g J—=ERONWT NN ERTT LI IICHRETEET,

BAARY FEMY R B

[RAfE#H (Intrusion Information) ] &7 2 3 » THICRRINLD [ X2 FaEMY 2 & (Event
DetailsList) ]i%., E=ZX%Ry MUV —27 THRIHINTZERAA X MO, HEEELE,
AR MIDERERT T =TT, AR I, ARV MEORBIATY A hESivET,

HZEAA X2 R Y A b (Intrusion Event Details List) 313 — F T EEAN, T—7 LD
HHZZ YUy LT, ZOHERTIANEZ I U TERIIRIAFT L THIENTEET, 2
DT —TNDT—HTEIZ [RAA X b (Intrusion Events) | 7 —7 AN SRS ET,

[7 74 J)LIEHR (Files Information) 14 S 3 >

Context Explorer ® [ 7 7 A /L1 (Files Information) &7 > a3 Ui, 6 DDA X T 7T 4
T ITITIRERENET, TNHDT T 7IE, E=FRRy V=T EOT 7 A&~
VT AN FOBEERLET,

DB 5507 Z712iE, (LLATE AMP for Firepower & FRIZAILCUWN2) Ry U —Z [T
AMP [ZBET 2T —% (Xy hU—27 NI 7 4 v TRIHENTEZ7 7ANVDT7 74V X A
T T T7ANG, AT =T OMWE, TNHDT7 7 ANEEE (TyFr—F) BLUOZE
(Fvrm—FR) LiARA M) BERENET, REDOZ T 7121, Xy MU —Z7 AT AMP
% 7213 AMP for Endpoints @ £5H & TR S L7200 b7, N TR S -3 T
D=V = T BWNFRINET,
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B o740 547 TopFile Types) 1557

A\

VTR IHRTO—50EA |

G¥)

RAERTTANEZ Y TTBHE, [77AMEHR (File Information) &2 3 2 o &IENIEE
ZN A/ S B

[ERED T 74 )L 24 T (TopFile Types) 1557

[EArD7 7 A4 v %A (TopFile Types) 177 71Z R—FY 777X T, *v hU—7 b
T4 v TRHSNZTZ 74NV A TOEEOE2— UMIOY 7)) L. 77 A4V BT
FVOITN—TTLOEEOE2— (Nl > 7)) #FRKRLET,

777 EOEBEDWIIAA v Z 2B & FEMERPFRENE T, 77 7 DEREOMT %
7V 3HL TOERTTANZ I TERININLE T ENET,

IDTT 7 Fy NT—FJ T AMP T — X 2FKARTBHI2F, VU =T T4 ANRKET
HDHZEITERE LT EE,

DT ZTOT—HIFEIZ[Z 7 AN A b (File Events) | XN OEEINET,

[EGZDT 74 L% (TopFile Names) 155 2

[EER T 7 AL

[EALD 7 7 A V4 (Top File Names) | 77 7137 7 7T, Xy NIV —F b T T 47
TR SN AL O—EDT7 7 A VAL DB ERRLET,

777 EOEBOEZIIARA o Z 2@ & FMERPERSNET, 77 7DEEDOHT &
7V w735, ZOERTTANG Y TELIT I AT T ENET,

DT T 7 Fy NU—JHITAMP T — X 2F KT HI20F, v~V =xT 74 ANRNLET
HHZ EIZEBELTLTEE,

SDOTTTDOT—HIZEIZ[Z 7 AN A b (File Events) | L HEINET,

(Files by Disposition) 145 2

[LfrDZ 7 A4 v % A7 (TopFile Types) 177 71EM 77 7 THY ., (LLATIX AMP for
Firepower & FEIXILTUNZ) Ry NU—Z AT AMPEE TR SN 7 7 A VD~ LT =T D
MWEOEIGDOE 2—%FK~x L £, Firepower Management Center 23~ /L7 =7 7 77 N %
Tol2 7 7 ANMZOBMEERRESND Z LIERLTLKEZEIN, 777 RmBEE M) H—L
NS T7 7 A M, wa WO MEMNRTE I E T, vnavailable & W HE X, Firepower
Management Center 3~/ =7 7 70U NREREZFETTERN ST LR LET,

7T 7 FOEBEOEZIIHRA 2 &iEL & FEHERNERINET, 77 7OEEOE &
IV oI FBHE TOBERTTANEZ) U TERIZIFIALE T ENET,

IDTT 7 FRy NT—JHITAMP T — X 2R AT B2, VU =T T4 ANRKET
HDBHZEITHERELTLIEE N,

IDTFGTOF—FIFEIC [T 7 AN A~ (File Events) | &0 HHASNET,
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77 A LBEMDKR b (Top Hosts ReceivingFiles) 1557 [}

EET7AIILEELEDRR + (Top Hosts Receiving Files) 175 7

[EE 7 7 A V& EALD R A b (Top Hosts Receiving Files) | 77 71387 7 7T, xv b
T—7 N7 74y THRIEENTE, BET7 7 ANV ENOKRARDIP T RLURAIZET S 7 7
ANDE TR LET,

777 EOEEOEGICHRA A2 EELS & FERERDETRINET, 7T 7 DEEOHSE
TV IFTBE, FOHERTTIANZ) U TERIZIRIAT T ENFET,

-

77 7R EEA LT, v~V =T HRFETAHRA NZTRRRIND L HICTHITE, 7
TICHRA LV AEEE, FREND NIV REZ D[~V 2T (Malware) (%27 U v 7 LE
T TIANPDT 7 ANLDE 2 —IZETITIE[Z 74/ (Files) 1227 U v 7 LET, Context
Explorer N OANT~OBENTH, VI T7BT 74NV FDOT7 7 ANDE 2 —IZRD Z EICHEEL
TLIEEYY,

IDTT 7 Fy NU—JETAMP T — X 2FKRTHI20F, V=T T4 ANRKET
HHZEICEE LTSN,

DT TITDT—ZIIEIZ[T 7 AN A (File Events) | ENSHESSNET,

[ZIET7AILEELSDARRX + (Top Hosts Receiving Files) 1455 2

(A5 7 7 A VI EALD AR A R (Top Hosts Receiving Files) | 77 713277 7T, x> k
U—2 FF7 4 v THRIHENTE, ZET 7 ANVKEEORA RO IPT RLAIZET 57 7
ANDOEEFRLET,

777 EOEEOEZITHRA X2 EELS & FERERDPETRINET, 7T 7 DEEOHSE
TV IFTBE, FOHERTTANZ) U TERIZRIATT ENFET,

-

777K EEH LT, AV =T ZZETLRA MNECTNREREIND LT DT, 7
TICHRA LV AEBEE, FREND NIV REZ D[~V =T (Malware) (%27 U v 7 LE
T TIZFNPDT 7 ANDE 2 —IZETIZIE[Z 74/ (Files) 1227 U v 27 LET, Context
Explorer 22 GAMBA~DRBENTE, VT TINBT I7ANV MDD T 7 A NVDE 2 —IZRDZ LIZHEEL
TLIEENY,

IDTT 7 Fy NU—JETAMP T — X 2R TBHI20F, VU =T T4V ANRKET
HHZ EITEBE LTSN,

DT TITDT—HITEIZ[T 7 AN A (File Events) | ENHESGSNET,

[EED <Ly = 7H#HHE (Top Malware Detections) 155 7

[EfZD~ v = 7 i (Top Malware Detections) | 77 713#7 7 7T, *v hU—7m
7 AMP & AMP for Endpoints DWW THUZ KD & O0ICBRZ < Mk Cclirib Enz o~
VT EBOBERRLET,
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B ut=@EEs (Geolocation Information) 1443 >

777 EOEEOHDIHRA U Z EiEL & FEERD R TR INET, 77 7 DEEOHS %
TV IFTBHE, FOHERTTANZ) U TERIZIRIALTT  ENFET,

ZDOTT IRy NT—=ZITAMP T —# 2 &R T H121E, A0 =T T4 B ANKET
HDHTLITEBELTIEEN,

ZDTTT7DT—RFFEIL[Z ANV A b (FileEvents) | F & [vAT =T A2 b
(Malware Events) | &L HfFSVE T,

[#hIBI B EER (Geolocation Information) 149 < 3>

Context Explorer @ [HERALE 18 (Geolocation Information) ]2 v a L, 3 2DA ¥ F
DT ATIRR—FY T I INFRINET, ZNDODTTTE, F=FKERy NT—7 DR
ARNBT =2 WL COWDEOME (f =V —XEE IV AR LE I & oAk
B, EEITLELIIHEDE T EDREAAR ML, BROEEMELEIZEMUMOEI DT 7
AN AN M) ZRLET,

[41 =T —32/LRKRADEGIES (Connections by Initiator/Responder Country) 14 5
T DRXR

[f = x=—H%/L AR ZOERBER (Connections by Initiator/Responder Country) |27 7 1%
K=t 757 THY, Xy hT—7 ETOERICA=vx2—% (F7x/V ) 230
ARHEELTHLLEORHED 2 —%2RK R LET, WDV 7Tl Zih DED Kk
BN N —T S TWET,

777 EOEBOESIIARA 2@ & FEMERPRRSNET, 77 7DEREDOEHD &
7V w7 FHEL, TOHERTTZANZ ) TERFIRIALED SRET,

Je

EXYb UI7ICHINEBHAL T, SR CLARS X LR TWAEETNERRIND LT DI
X, T 7ICHRA A EE, FREND NI NVERZ D[V AR Z (Responder) %7 U v
JLET, T4V Ea—IZETIEI[A = —% (Initiator) %27 U v 27 L'E T, Context
Explorer > LM ~OBENTYH, 77 7N T 74V hDO [ == —4 (Initiator) | E = — IR
HTEITEFERELTIEEN,

IOV T T7OT—ZEEIT B~ Y — 7 —% (Connection Summary Data) ] 7 —7 /L5
PG Ed,

LEET/EEERBEAA N2 & (Intrusion Events by Source/Destination Country) 155 7
[1615 7e/58 e EBIR A A X K (Intrusion Events by Source/Destination Country) | 77 7% K—
T 77 IRATHY, Xy NI =7 EORAA RS MIA XY bOEETL (T 7408 &
72idsde LCHELIEOEAEEZRRLET, NV 7Tk, 2 boEPKERIC S
= ENTWET,

777 EOEBOESICARA U Z 2B & FEMERPERSNET, 77 7DEEDEHS &
7V w7 FHL, TOERTTZANZ ) TERFIRIAVED SRET,
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[EERIZEROER 774 JL 4 X2+ (File Events by Sending/Receiving Country) 155 27 .

Exb ZITICHIKIZEN LT, BAALNY RO E Lo TOWDEETNFERIND LT DHI
X, F I 7R S HBEX, %Téhé N7V IRE D [585E (Destination) %727 U > 7 L

F9, T 74N Ea—{RTICE [HET (Source) ] %27 U w7 LEJ, Context Explorer
BB ~OBE T 7“*’7‘7753‘?77rw%@[%%ﬁ (Source) J b= —ICRDH Z LITIEE L
TLIEEW,

DT T TDOT—HIZEIZ[IRAA X (Intrusion Events) | 7 — 7 /Wb EEIVE T,

LEER/ZEROER 774 )L 4 X2 + (File Events by Sending/Receiving Country) 145 5
7

[EEM/ZEMOER~ 7 A v A4 X (File Events by Sending/Receiving Country) | 77 7 %

R—FY 77K THY., Xy FT—7 LT 7 AN AR FTT 7 ANOEREM (F7 %

VR FREFEZEME L TREBESNZEORHIEOE 2—4%2F R LET, NMAlOY > 7Tk, 2
nHOEBKEERIC 7 V=TS TWET,

757 EOEEDOHZICRA 22 EL &, FFRERVFRSINET, FI7 7DEEOH %=
IV ITBE, FOFERTTIANZ I TERIZIRIAT T ENET,

Evb IIT7ITHIRNAEBEA LT, 77 A NVEZETDOEETRRREND L OITTHITE, 777
RAVEEES, BREIND NIV RE D [%ZEE (Receiver) (227 Vw7 LET, T 74
NV Ba—IlRETICE [#F#F (Sender) | %7 U v 7 LET, Context Explorer 7> 5 4MA~D
BEITYL, 77 7BF 744 hO[EEHE (Sender) (B2 —I0RD 2 EICER LTS,

IDTTTDOT—ZFFEIC[Z ANV A b (FileEvents) | 7—7 b EGENE T,

[URL 15%% (URL Information) ]t~ < 3>

Context Explorer ® [URL 1&# (URL Information) 1 ® 7 < 3 2t 32D XT3 T 47
&%7?7ﬁﬁréni¢0_ﬂawy77éi T AW BE Yy T —7 EORA NRT—
B a T 572D T 5 URL ORKOME (URL IZBHEIT TS T 74 v 7 &
[ A e 2« O URL, URL A7 3V, BXORURLLE27— 2 TY—hLELOD)
DRINET, URLTERTTZANF Y T THZLITTEERA,

\}

GE) BAAXRUMERTTZ7 4N Y 79 5HE, [URLIEH (URLInformation) &2 = »2KN
LRI £,

IDJT 7 TURLAT A L aTdT—raryay—H52E0A20%, URLZA4NVE ) T 5
AV AEFHLTWAMLENHD Z EIHEELTLIEEN,
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. [URLBI 57 4w % (TrafficbyURL) 1557

[URLBI F5 24 w% (TrafficbyURL) 1552

\}

[URLBINZ 7 4 v 27 (Trafficby URL) |77 71387 7 7T, £=4%%Fry hU—2
FORLEREIND ELISOURLO XY NU—2 v T 7 4w 7 ho v b (KBRY) &EAH:
AR RLET, VARSN/AZURL 282, HOOHEINT 7 47 F—% RO
BT — 2 Er LET,

777 EOERBOMBITHRA L Z 2B & FFMERARRSNET, 77 7OEEOMS %
7V rdHE, TOFERTRIVE T SNET,

GE)

BAAXRY FOFERTT 4 VELEEEZ I TTH L, [URLBI ST 7 ¢ v 2 (Traffic by URL) |
77 ZIFIERRITRY 7,

DY TZT7TURLAT AN L EaT—yaryay—H%2EG0A20k, URLZA4NVHZ ) T 5
AV AEFH L TWAMLENHD Z EIHEELTLLIEEN,

DT T T7OT—HiE, EIL[HEFA < ;b (ConnectionEvents) 17— 7 /Wb EEGSVET,

[URLATTYRBI 574 w4 (Traffic by URL Category) 1455 7

[URL 77 VB ~T 7 4~ (Traffic by URL Category) |7 7 7347 7 7T, £=4
ﬂ'%* v NT—7 L@%%g*éﬂé URL A7 =3V (Search Engines '?3 Streaming Media Vs
E) Oxy U — 7%574/7ﬁ?y$ (KB/®) LREFHEmREEERLET, VA MSH
7ZURLA T IV ZLic, HROWIEINT 7 4 v 7 T—4, REOWITERiT — 2 2R~ LET,

777 FOEBOEZITHA X wEL & FERERNERINE T, 7T 7 OEEOEHS %
IV IFTHE, FOHFRTRINVI T INET,

GE)

[URLLE 27—

RAANR FOFERTT 4 NVERMETFATT DL, [URL BT AURINT 7 ¢ v 2 (Traffic by
URL Category) | 7 7 ZI3IERRITRD £,

IOV T 7 TCURLAT AN L ar—arT—Ha2E505120X,. URLZ 4 NAVHA VT 5
AV AEFAHLTWARLENRS D Z LITHERE LT &N,

ZDT T T7OT—Hk, EIZ[URLHKF (URL Statistics) 17— /L & [##5i1 <> b (Connection
Events) | 7— 7 /b EASNE T,

a3 il k374 w4 (Traffic by URL Reputation) ] 455 2

[URL L ¥ =7 — a3 VRl NT7 7 ¢ v (Traffic by URL Reputation) | 77 7137 7 7
T, B=4x8xy NUV—2 EORBERINDHURLLVE 27— 3 Zb—"7 (Well known
X° Benign sites with security risks 78&) DRy NI—F "TFT7 v 7 v kb (KB
CEAER AR R LET, VA RSN URL LE 2T —varZEic, HAOEIhT
T4 T8 ROOBTERT —F ERLET,

. AVFFRAMIVRTO-SOER



| 2v7¥x+xH27F0—

Y

S OER
Context Explorer D E#i .

777 EOEEOHDIHRA 2 EiEL & FFERDERTRINET, 77 7 DEEOHS %
IV rFTBHE, FOHERTRIALFT L INET,

GE)

BAAXRY FOIERTT 4 VAL EZFETTHE, [URL L E 27— a Bl T 7 47
(Traffic by URL Reputation) ] 77 ZIXFERRITRY £,

DT Z 7 TURLAT A L aTdT—yaryay—H%2E0A20k, URL7A4NVE Y T 5
AV AEFHALTCVWALERH D Z LICEE LT IEEN,

ZDOYVZT7DOT—%E, EIZ[URLHF (URLStatistics) ] 7 —7 /L & [###5i1 <> & (Connection
Events) | 7—7 /ML EEILE T,

Context Explorer D E #

ATy T
ATy T2

AX—b 54t | RHEDSAELVR | B R—bEZNET |V HR—rShDBF | 7IEX

VR INA R ALY (Access)
FEREIZIG U TR 7 | BREIZIG U C R [{EE (Any) f£& (Any) Admin/Any

% % Security Analyst

Context Explorer [Z, &/~ L TWAIEHRZ BEIICEHR LEE A, HLWT —F ZHA0ATIC
I%. Explorer # FE) CHEHTH2LENH Y £,

Context Explorer A% Y rn— K425 & (77 0% v/ 7 LAOFEH £ 7213 Context Explorer 7>
DA~ L2 RICE D EER L) | TRTORRERPEHTINETR, B v a VRE
(Ingress/Egress 77 72 [ 7 7'V r— a3 fE# (Application Information) |27 3 72 &)
WXL TAT o e B RIIRFF ST FTo, BEARIATTIFRIDN 03025 Z L3 d 5 AU EE L TK

7ZEW,

VIVF RAAL VRERETIZ, BIEEO AL VTR RNAL VDT — R 2ERTHIENTE
9, LNV DRAAL VFEFRIINB RAAL DT — 252w THZ EITTEERA,

FlE
[47#7 (Analysis) |>[3>TF Ak TH X TFTA—S (Context Explorer) |%3#{R L £,

Z'EJ: ZHBH[Vr—FK (Reload) 127 Vv 7 LET,
[Vr—F (Reload) 1A% 13, EHAK TTLETT L—RRITRY £7,

AVFFAMIVRTO-SOER .



aVFER ISR T0-50E8 |
. Context Explorer 0D B £ 5 0D 5% €

Context Explorer O BF R &0 F D R TE

ARXR—b 54t | RHEDSAEVR|HR—LENET | R—rENB K| 7HER

R N R AL (Access)
FEREICIN U T | BEREICIN U T2 |1 (Any) % (Any) Admin/Any

A A Security Analyst

WEITRH (F7408) NoilREFEE TOMMZKRY 2 & 9512, Context Explorer D F[H]
FPHARE CE £7, FEMEEPHAZ A ® LT, Context Explorer | & H B2 28 5 & M9~ 2 BT
ZLRNWZ LITEBE LT ZE W, # LWRFEEEPH 2208 H 4 % 121%. Explorer % F8) TR
LUERDH Y ET,

IRFIAIEEPH D28 BE1%, Context Explorer 22 HAMBICHE L2V, nr Ay By va &2 TLE
D LThiERFSLET,

NITF RAL VRBRETIX, BUEDO RAAL U EFHR N AL DT —H 2 RRTHIENTE
F9, FALLA_RAD RAAL ETFRH AL DT —FE2RKRTHZLIITEERA,

FIE

AT9 1 24 (Analysis) |>[3>TF A THXTA—F (Context Explorer) |Z3&R L 7,

RAT9 T2 [VARNEFER (Showthelast) | Ka w7 XU R MovD, RERJEPHZRINL £,

ATV T3 A7 a T, HLOREHFEHOT — % 2Fr7 5121E, [Vr—F (Reload) 1227V 27 L
\ijqo

Evbh [ nZOiEH (Apply Filters) 1227V v 742 &, REMGHAOEHAEA S E
—a—o

Context Explorer Dt ¥ 3 U Dw/MEE L UEHEKE

AYX—hk 54t |EXDFAEVR | B R—FENET | HR—FENE R |7V ER

VA INA R ALY (Access)
REREICIG U C o/ [ BEEEIDIG U TR BB (Any) & (Any) Admin/Any

% % Security Analyst

ContextExplorer Ti& 1 DL LDt 7 v a v & /ME L CIERRICTEET, ZuL, FEDOE
7 a P EBRTARAR, Ea—% Y o AT LEEWEASICERITE, [F T T4 v
BLOMRAA R M y/EFR]  (Traffic and Intrusion Event Counts Time) |7 7 7 13f/IMET& £8
/Uo

. AVFFRAMIVRTO-SOER



| av7*¥zx bt T0RT0-50EA
Context Explorer T—42 D K JLF 5> .

ContextExplorer D27 2 U TCld, X—=VZEH LD, TTXIA T AhburrT U MLk
DLTH, FELTRMEE T IFRKIEDIRBEDSHERF S L E T,

~NVTF RAAL VRBABRE TIE, BUEDO RAAL V EFHRRAAL VDT =2 R RTHIENTE
FT, BV ANAD RAAL VETTRB RAA DT =2 2R RTHI LI TEEREA,

FIE

AT9 1 [54 (Analysis) |>[2>TFRA b~ TS XTA—5 (Context Explorer) % &R L F7,

ATFwT2 B varvERMET AT, B2 arDEA ML AR=IhBEMET A3y (7)) B2
Vo7 LET,

AT9 T3 v va R KET 5123, foMbEnizk 7 v a DX A4 MV AR—IZHDRRILT A 2
(B 220 v71LFF,

Context Explorer T—32 D ) LA OV

AX—hk 541 | REDSA VR | HR—rENBT | R—FSNBF | 7UEX

VR N R ALY (Access)
REREICIS U T [ BEREIIN U TR [EE (Any) f£& (Any) Admin/Any

% % Security Analyst

Context Explorer THFA IV TWAREML L L0 & S OIZFEMIC Y 7 7207 —2 %Y
ARLEDTHITIE, BT —EZDT—T L Ea—C RUAF Y LET, (RGN 7 0w
7B L OMFAA X b (Traffic and Intrusion Events over Time) ] 77 7 ClE KU /L ¥ T&

RNWZ EICEBELTLSEEI, ) e xIE, FEXIPHINT 7 4 v (Trafficby Source IP) ]
TI37DIPT RVATRIALZ D T 5 k [#fi1 X b (Connection Events) ] F&D [T 7

U/r—3 3 VR CHERE (Connections with Application Details) | B —2BF/RSNET, T D
Ea—2id, BRLULAEBHETIP 7 RLRACHEET 57— 2 OainFRENET,

HARDT—=H DX A TS L T, AV THA RN A= —|TBIOFT v a VRFEREND I &
NHOET, FFEDIPT RLAIZEHEMTONTWDET —X KAV FOSGE, BIRLEZIPT
RLADRA N ET2ILwhois [HH AR R T HT-0ODF T v a U nERINET, FFEDT 7V
r—ya AEEMT BN TS T —H KA v hORAE, BIRLET 7Y r—ya 2T 5
TV =g UNEREFRTHEOOFT T a UINFIRENET, FBrE O —PICEE T
BN TWNWATFT—H IRA LV FDOFRE, a—FDa—Y T 774 )L RXR=U 2 RTHZDOA
TalrNERENET, BALXRY FORA v —VICBEMNST N TWDT—Z KA hD
Ba., TOAX MIEH#ET 2ERFAL— VAT V= RRa A NERRT LA T a
NFERENET, FHFEDOIP T FLACEEMTONTWDT —F KA Vv FOBFE, DT K
VAT Ty 7 YUARNERIFARTA M)A NMIBINT 27003 T v a v RRRAINET,

VIV F RAAL VEBRE T, IEDO RAAL VU EFRRNAAL LV OT— 2 52EKRTHILENTE
T4, LD RAAL EFRIIRB FAAL DT —F2FRTDHZ LT TE LA,

AVFFAMIVRTO-SOER .



VTR IHRTO—50EA |
B -7xxr19270-50711%

FIE

ATy 1 [ (Analysis) |> [TV TFR~ THRXTO—5 (Context Explorer) |% &R L £,

AT T2 [~EHEDONT 7 4 v 7 BIOMRAAL R K (Traffic and Intrusion Events over Time) | LASt D
EEDOEZ v a T, WETLZT—F AA L a7 v 7 LET,
ATV T3 BRTDHT—F KA MUSLT, FRENDIAT > a R ERY T,

T TN Ba—TIOT7T—ZOiMEERTT DI, Mo 27 (Drill into
Analysis) ] 2@ L £,

cFFEDIP 7 FLRIZBHEIT N TWADT —F RA R &L TWAHEHAIC, BET
HARA MIET 25EMIER A SR 5121, [AAX ME#ROKR (View Host Information) ]
ZERLET,

FFEDIP T RLADT =X KAV FERIRL TWAHLAIZL, £D7 KL AT whois 58
24T 9 121%. [Whois] Z IR L £,

EEDOT I —a VICEEMT BN TS T —Z RA P EEIR L TWAEAIC, £
DT 7V r—va AT HEMERESRT LIIE. [T =Y a VRO FRTR
(View Application Information) ] Z 3R L £,

s FFEDL—FIZEEA T DN TNDT —Z KAV R ERIRL TV DLEEIC, 02 —HI(Z
B3 BEEME R 2SR 5121, [2— B DOFER (View User Information) ] % 38R L £
R

cFFEDRAANRY N Av—UIZEEfT O TWAT —4 KAV FERIRL TV D5H
W2, BIET R AL— VBT HFEMER A SRS 5123, b—v FFa A FORR
(View Rule Documentation) ] %% L &7,

cFEEDIPT R RAIZEEAMT BN TNDT —H AA v FERIRL T H5E1C, Security
Intelligence 7 72— )L 75 w7 U A NEFIIARTA MU A NMIZDIP T FLAZBINT
D20, [ <77 v 7 VA MBI (BlacklistNow) 1£721X [543 <HATUA hU A RZ
B0 (Whitelist Now) ] DWT DY T HA T T a v &2EIRLET,

AVTFRMNIVRTA—5DT 4 I)LA

AVTHAN DT AT —TITRANCE R SN D EARNTIRG T — 227 4V Z )T L

T Ay hNI—=27 EDOT 7T 4T 4 DLV FEMRIRILEET 22 LN TEES, 741
I URL {FH LIS O T T OFEFHD Firepower ¥ A7 A 7 — X IZxG L, R EAE DIV R—

N EFTEY, Context Explorer D777 F—X% KA b7 Vw7353 TTIC#AT
. Explorer BARICKBRSNVE T, —EIZRRK20D7 A V2 ZHHATEET,

AUTHXAN I AT =T TR T 4 NEEBINT A5 HETN 0B £,
«[7 42 DB (AddFilter) 1 %A 70 7 &2FH9 25,
cAVTHFAR A= a—EEHATE (27 AT B—=FDOF—4 KA v FERIRT D58)
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| av7*¥zx bt T0RT0-50EA

785847 74—nt47v3> |

BREDOFEME A=Y ([T 7V 7r—3 a3 Ol (ApplicationDetail) ], [FAA k7 u 7 7
4 /v (Host Profile) ]. [/L—/VDFE#ll (Rule Detail) ]. [2—W% Z'm 7 71/ (User
Profile) ) IZERREINDTFA RNV 72T D, oDV 227 w35,
AUTHRA NI AT u=FRHENICEE FEIERRN— Y OEET —H A OV T
VIRARNTZI AT —=FRT 4B Y 7 ISNET, 7ol 2E 22— jenkins D —
PEEAR—T T[T H A =7 A7 v—7 (Context Explorer) |V > 27 %227V v/
L, 27 AT —=F 30— FICHET LT — 2 TR RINET,

T ANEATORNE, AHEICHBMEN2WNE A THRBY £, 7-& 21E, BAAL XV MY
HOD 7 ¢ /L% (Device X° Inline Result 72 &) % #&fe A X MBEHE T ¢ /L% (Access Control
Action 72 &) LRIFFICHEMA T2 Z SiXCEx A, ZiUL, VAT ATIEEERA XU b 7 —
BERBAARY DT —HIZLoTY— hTERNWZDTT, BIEMED RN T 4L & ORI
IEV AT AT X o TCREBICHI SN E T, AEOMENFET 256, LVRICEA IR
DT 4NE BATEHPN DI NT A T DT 4 VHIFI LRI FT,

DT 4 VEIRNT 7T 4 TIGE, RIUT —4% 24 7OfEILOR MBS L L THbivE
T DFEV, WTNUNTIODOEE —ET L7 =BT XTERREINET, BAedr7—2 247
DIEIT AND RS & LTHRbIE T, DEVD, T—FR3ZF T4V T—=F 24T D15LL
L@{ﬁk*ﬁﬁ“é%%ﬂ&b D i?o =& /;\_61\ Application: 2channel, Application: Reddit.
B ILWuser: edickinson EWNIH 7 4 V¥ v rNCERENDT—X X, 2 — edickinson IT
BT D TEBY, MDT 7V 7 — 3 2channel £f2I&T7 7V 7 —3 3 U Readit (B
FFoNTWDLIHRENRDH Y £,

VI F RAAL VBT, B RAAL > TarTFA NI AT 0= %2FRLTWDHHEIC
BEOTFFRREAAL LTI 4 NEZ Y T TEET, ZO%A. IPAddress 7 1 /L% 1B 5455

ATEBELTLIEZN, VAT AL, &V —7 RAAL MEHB DX v NU—7 <~ v T EVERK
LET, EBEDOIPT FLAZFEH L TCZOREEZMGEIT S &, THILZ2WERICZ 5 Arae
BHFET,

FERENDT— XL, BIRBET AL AD T A o AB LR HIESCT — 2 24 A ke
EHETHENE IR EOHERIZ L > TR £,

GE)

T 4 VA T, WEE T D IEREZ: Firepower 7 —# 2T XA R E WO THLERIGTEX 5 7L
ORI ENTY — L & L THRE L £ 7, KBRICERET 2D TIEFIRL, a2y 7F A B
T AT =T NBIEIBET D, By v a v ER T T EHESNE T, B THEMATS
O T AN ERERRGET AL, TANANEINF-a L THA NI AT —F B a—
DRAFE 28 X—) ZZRLTIIZEN,

T—RR3ALAT IJ4—ILK A T3y

ROFKIZ, Z4NZELTHNTELT =X 24T L, KT =% ZATOH LTI ERLE
RS
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B 55177 —nrr70a>

R2:TANWE T2 8447

VTR IHRTO—50EA |

247 (Type)

ED B!

F2 (Definition)

TR ka— VT I ay
(Access Control Action)

Allow, Block

NZT7 4y BHAERII T ey 7T
AEDIZT 7R ay ha—)L R
VI LW EITENDT v a v,

TV r—vary a7 aY
(Application Category)

web browser, email

TN r—a O EERED IR
7200 FE,

TV r—va s

Facebook, HTTP

T r— g D4 E,

TV Ir—arDU A7 (Application
Risk)

Very High, Medium

T — g OHEEEX 2 Y T4
UR7,

77V r—3 3 %7 (Application
Tag)

encrypts communications, sends mail

T r—a BT B ENMER,
TV r— g SIIEEOROZ S
EEACEEST (X 7E2EHA LN
EHAEETT) o

77V r—2ar #A47 (Application
Type)

Client, Web Application

TV Ilr—ar ZA T (TTY r—
varverair, r5A4T7 M
72iZWeb 77U r—3)

U A L ORSEEM: (Business
Relevance)

Very Low, High

(BT EVRAT 7T 46
TAKT 2T TV r—a L OHEE
BAIE B,

Kz (Continent)

North America., Asia

T ARG Ry NU—7 TRE ST
J—TF 4 VU RIREIRIP T R L A BEE
1T STV D KR,

(Country)

Canada, Japan

ToAxtExry hU—7 TR SN
=T 4 VT R[BERIP T K L A |ZBE
fHiF BTV BE,

Device

devicel.example.com, 192.168.1.3

EFEoAXMGER Y NT—7 EDOT A R
DARITETZITIP T KL A,

R XA > (Domain)

Asia Division, Europe Division

TII7RRTDHDRY NT—T T I T4
ETAEITOTNRAADRKAAL L, =
DF—F B A T I~V F AL R
DA DOHRGFELET,

A X ~D43¥E  (Event Classification)

Potential Corporate Policy
Violation, Attempted Denial of

Service

RAA X N OFELRHH, RAAN
VRERIH—=LTEA—L, Ta—
A EIET) Fak o ic L0 kiE
SNET,

. AVFXFA RIS RTO—

SOER



| av7*¥zx bt T0RT0-50EA

785847 74—nt47v3> |

247 (Type) EDHI E% (Definition)

A2k AwtE— (EventMessage) |dns response, P2P AR MZEoTHERESND A v E—
Vo AN ME MY =L —b,
FTa—&, F37Y ek ook
DPRESIINET,

7 7 A &I\ (File Disposition) Malware, Clean Firepower Management Center {Z & 5~

NI =T 7T NRROETHERT 7
A IVOMEE

o

77 A IA

Packages.bz2

Xy NU—27 T 7 4w THRHEEN
727 7 A )L DA F,

7 7 A L SHA256 (File SHA256)

fE&E D 32 ¥ v hXXF4

Firepower Management Center (Z X %~
N =T 7T RREOFEITRERET 7
A VD SHA-256 7~ ¥ 2,

757 A ZA 7 (File Type)

GZ, SWF, MOV

Iy hNT—2 NTT7 4w TRHRILER
277 ANDEA T,

Z7ANEZAT F7 Y (File Type
Category)

Archive, Multimedia., Executables

Fy NI —27 T T 4 v THRHEER
277 ANDEALTO—WEHT Y,

[IP7 KL A (IP Address) ]

192.168.1.3, 2001:0db8:85a3::0000/24

IPv4d £721XIPv6 DT KL A, 7 KL
A, ERIET RLR Tay s,

IP7 RLRZRFETDHE, £OT b
ANEEITLE TSR OWT NI
o TWVHARY FBRIREND Z LI
EE LT EEN,

S H L ~L (Impact Level)

Impact Level 1, Impact Level 2

FoEi Gty NT—27 TOA Rk
DHEEZE L~

AT A4 FEH (Inline Result)

dropped, would have dropped

N7 74BN Ray I, R
0y ST RREMEDR B DD FT0IX
VAT ALY NI T 4w I PAELX
TRV DNT T,

I0C /17 =Y (10C Category)

High Impact Attack, Malware Detected

MU H—& LTHAINZEEDIE
(I0C) A X OHT Y,

I0C A X |~ %A 7 (I0C Event
Type)

exploit-kit, malware-backdoor

FrEDREOIKEE 10C) (ZREEA T
HNTVWDHID, ZDJEE R H—L
7oA FERLET,

<~V = T4 (Malware Threat
Name)

W32.Trojan.abbl

<L = T D4 I,

AVFFAMIVRTO-SOER .



B o 1s0@Em difiten 1912 KOB 07 1 L8 DR

VTR IHRTO—50EA |

24 7 (Type)

X3

E2 (Definition)

0S 4 (0OS Name)

Windows, Linux

FR—F 4 T AT LD,

OS Version

XP, 2.6 FRXV—TF 4 T VAT DOFFED
N—T 7,
[7ZA4 A Y7« (Priority) ] high, low A X N OHEE R,

X2 VT4 ATV AANT
=Y (Security Intelligence Category)

Malware, Spam

X2 VT AAT IV AITEY
HRIENDERIR N T 7 4y I DT

2,

XV T4 =

My Security Zone,

Security Zone X

N T g4 BTSN A o E—
Tz ADE Y b, A TA RO
S e = S N A A GRS DI s I T
H—TxAf ADE Y b,

SSL

yes. no SSLEHAb N7 7 4 v 7 £/ IX TLS
LT T 47,
:L‘_‘“H' (USCI‘) wsmith, mtwain :E:&;(‘T%Z‘ v b U—7 FEDOERA M

oAy Liza—3oID,

[Z4I)LZ2DENM (AddFilter) 14 > FOMNBD T 4 L2 DIER

ARX—hk Z4t |[EERDFAELVR | YHR— b ENET | HR—FENEK | 7O LR

VR INA R A (Access)
FEREIZIG U TR/ (BBl U TR BB (Any) f£Z (Any) Admin/Any

% % Security Analyst

COFEEZHEFALC, [Z4AZDEM (AddFilter) 1V 4 > K7 TT 4 )V Z i HIERK L

si—g«o

(AU THAPRA=Z2—%MALT, 74y 7 74 NBEERTLHIEHTEET, )

Context Explorer O/ EIZH B [7 4 V4 (Filters) |DTFOT T2 T A2y (Y) 270 v o9
LEFRIREND [74MZDEM (AddFilter) 17 4 > RUIZIE, RO 2-D5DT 4 —)/b R7Z1F
DRRINET,

o [T—% ¥ A7 (DataType) | Ku v 7 Z 7 X ~NZiL, Context Explorer (2l % i
T DD TE 524D Firepower VAT AT —H% XA TIRGENTWET, T—4
A AT DORIRZIZ, TDOXA TDOEAOEZ [7 4/v% (Filter) 1| 7 4 —/V RIZANLE
T (7= & 21X, [KFE (Continent) | ¥ A 7 OLGEIMME[T V7 (Asia) 1 72&E) , =2—H¥ X
BOD, [7 4% (Filter) 1 74—V R TlE, BRLIET—% XA 7O EIF72ME

(74— NV RITFT—2%ANTHL, ZhbiTHESH

DN T L —FRTRENET,

£, )

. AVFFRAMIVRTO-SOER



| av7*¥zx bt T0RT0-50EA

S Y S N Y Y P R |

«[Z 4% (Filter) 1 7 4 —/L RiTiE, 4 X2 MRREFRBEIC, « 01 R EORRBER T
A—HEANNTEET, T4 NHT T XA—=FOFNC Gl &5 2 & CHfthif 727 4 v
HEAERRTE £,

GE)  BIL7e7 4 ZIXEECITEH S EH A, ContextExplorer T7 4 /L& & FKRT 5T,

[7 42D (Apply Filters) 1227V v 7 T2 0ERH Y £7,
~VNTF RAAL VEBRBE TR, BIEO ALV E TR AL L OT =22 BRTHI ENTE
FT, EV_XADRAL ERITIRB RAAL DT —F KR THI LIFETEERA,
FIiE

ATV 1 28 (Analysis) | > [T TFRX kN THRXTO—5 (Context Explorer) |%i&R L F7,

AT T2 ERiZHDH [7 4% (Filter) |OFT, 772742y (*) #2707 LET,

RT9T3 [T—% #47 (DataType) | Ke v T X7 URANNL, 74 E ) 7 OEMEE L THER
TLHLT—H XA TERIRLET,

ATy T8 [740H (Filter) | 74—V R, ZA4NZ Y TOEMELTHERAT LT —% X4 7i%
AN LET,

ATy 75 [OK] &7 Vv 7 LET,

RATYT6 A7 a T, AROTFIEEGEV KL, LBERT7 4V Z vy NBRESNDET, 74 VH%E
BMLET,

AT T [7 42D (Apply Filters) 1227V v 27 LE7,
BENE YD

T=HBAT T 4=V R AT ar (238—=)
TSR DI
AVTHFRAMAZA DDAV T4IL3DIER

AYX—h+ 54t |[RDFA LR | HR—bZNET |V R—FrESNBF | 70X
R N R ALY (Access)
FEREICIN U TR | BEBEIDIR U T2 |12 (Any) & (Any) Admin/Any
% % Security Analyst

Context Explorer D277 7 L U A N F =2 %23 LARD LI, T—F KA NE7 ) w7
L, av7TF A M A=a— 2L TEOT —ZITESNT T 4V F (AE LTSI %A
HUT/ERRCE £ 7, a2 TF AN A=2—% i LT, Application, User, %72/ Intrusion
Event Message 7 — % # A 7O, H2D2WHEEOMENFA A N TTZ 4 V&) 7T 58546,
TANE U 4Ty ML, 20T —F ZA TOELT L5M—2 (T TV r—var7—

AVFFAMIVRTO-SOER .


fpmc-config-guide-v623_chapter115.pdf#nameddest=unique_2524

VTR IHRTO—50EA |

B - vsnEsntas 2zt 10270-35 E2—0k#E

ATy T
ATy T2

ATvT3

ZOPERX [T 7Y r—3 a i (Application Detail) 172 &) IV 74507 4V = M
WMTA AV NFERENET, URLT—F TIETANEZ Y T TERNWZ EICERELTLES
AN

BEDT T 7EIRITVANDT —H 523 L<HET2HAICLar THF AN A= a—% AT
%i‘j‘o

T RAL VBHBRE TIE, BUEDO RAAL Ve TR NAL DT =2 2 RRTHZ LN TE
F9, ELL_SAD RAAL VETIRS RAA L OTF =2 2R R-THI LT TEEEA,

FIE

[57#7 (Analysis) |>[3>TF Ak TH X FTA—S (Context Explorer) |% &R L £,
[—EMEDO NT 7 4 v 7 BLOIRAA X & (Traffic and Intrusion Events over Time) &2 ¥ =
YEURLT—X%&ETew s v a LD Explorer £ 7 2 a T, 74 NE VU TT BT —H
RA NI LET,

KD 2 ODDORIENRH Y £,

« DT —HITT 4 NVE EBINT DX, [7 4/ Z DB (AddFilter) 1227 U v 27 LE
R

«c ZOT—HIZBRAT 4 VB ZBINT DR, BRIV 4 v Z D3ENT (Add Exclude Filter) ]
Vw7 LET, ZO7 4 VEBEHIND L, RS ITAEICBEAM T S0 TUVELY
TRTCOTFT—=FRERINET, BINT 0 L T 7 4 VA EORNTEER (1) 233
RENET,

T4 IILANBEINF-00TFAMNIVATAO—5 E2a—DRE

IVTHXFARARNZI AT O =T NOIERICBEN Lok, Fidty a2 T LRI, v
TXANZI AT O =T DT 4 NVERELRFFT 2I2I%, @7 v ZE@EHA LT %
ARNTZIATO—=FDT 7 9Y Ty r~—02ERLET, EHIND 7 VX ITarTX
AR AT =T RX=Y URLIZHMAIATINTNDEDT, TOXR—=V DT v I ~—7 ki
At ST D7 4N F bHAAENET,

FIE

WO 7 ANV ERERHENT-a L THXFA NI AT 0 —F—DT T 0% 7 v 7 ~—27 2Bk
L/iﬁ‘o
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| av7*¥zx bt T0RT0-50EA
TANLE T—EDERER .

TJ4ILE2 T—3DXRT

ARX—k Z4t |[EERDFAELVR | BYHR— b ENET | HR—FENE K| 7O LR

VR INA R A (Access)
FEREIZIG U T/ (BB U TR BB (Any) £& (Any) Admin/Any

% % Security Analyst

VIVF RAAL VRBERETII, BIEEO FAAL LV EFRBRNAL VDT —F 2R RTHILENTE
T4, FiL VD RAAL FEFRIEIRB RAAL DT —F KR T D EIETEEE A,

FIE

AT9 1[4 (Analysis) |>[3>TFRA b THXTA—F (Context Explorer) |%3#R L 7,
ATYT2 FETLTANE U4V =y NOERT A2 (1) 22V vy LET,

7 14 ILEZ DHEIBR
ARXR—b 54t | RHEDSAELVR|HR—LENET | R—rEhBE | 7HER
R N R AL (Access)
REREIZIS U C R [BEREIIS U CEZ [EE (Any) TE (Any) Admin/Any
A A Security Analyst
FE

ATY 1 [9# (Analysis) |> [T TFA b+ THRXTFTA—S (Context Explorer) |% &R L £,

AT T2 EED[7 4% (Filters) | D F T, fEBEDT7 4 NE T4V 2y bDIZ VT T A2y (%)
27y LET,
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