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SHA-256 77 A LD SHA-256 /v ¥ 2l AT A 0850 417 F

—g«o

EEEDOSSLT 7 g

VAT AR AL SN A EO LD IR L E R
T SSLA—/L T g AR E1,

SSLEFHED 7 4 H—TY o k

T 7 4 w7 OB BALIZER S ZEHEO 7 4 v —T
Uy REANT DD, 740 H—7V v MCBEEMST B
-7 vy bodEL EBRIRLE T,

SSLAEAEDY 7V =7 F oIkl (CN)

oy va OGN SNIGEHEOY 7Y =2 Fo
WA DT X TELITLDO—EHE AT LET,

SSLEFHEDY 7Y =27 FoE (C)

Yy va OB IR ENZEEREOY TV =7 b
EHFEZ%Z 1 U EERLET,

SSLAEHEDY 7V =7 F Ok (0)

v va O FICER SNGEREOY 7Y =7 b
FfkA DT X TEITZEO—HEATILET,

SSLFHHZEZEDH 7V =7 FOEHM (OU)

By Y a VO ELICER S NGEHEDY 7V =7 b
ML OFT N TELIFZDO M2 AN LET,

SSL 72 —DA T —HF A

VAT AEZED N T T 4 v VT EFAEEITORERICHE S A
T A% 1 DL EER L ET,

EEITLAR— MICMP % A 7

EBEILRNT T4 v I DER— FEFEIZICMP Z A 7% A
HLET,

Web 7 7V r—a v

AT =T AR MIBEAT BN Web T ) r— g
A 1O ERIRLUET,

Web 77 r—a o3

Web7 7V r—2a 07 AV 2100 BERLET,

EENEYD

T7ANBINRN~LT72T A XN 7 40—/LK
Firepower ¥ A7 LD [P 7 N b AKFLIE

TARAN) ARV M)A—FHDEX

F 4 ABNY A X FTHEAL—LVER—Z L LTHERAT 512, £, HT57 0 28N
VARV MDA TEBELET, BINENEHAEER N IV —FHOREEZRELET, K
DRI, BIRAEERT 4 AN AR SDX A T HRLTWVET,
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Fazxnny 4~k by si—ghomx [

Ry TERIZL > THBEAL—LVE N H—E LTHERLZY, AA MRBEEO DIV AT
LBFLWRA M ey 7 LR CHEALV—AVZ N = LT L2 $25 2 L1ET
XFEHA, ZFEL, [EEDOZ A TDA X 5235 (thereis any type of event) | Zi®INT 5 =
ETCAEEDEZATDT 4 AHNY A X NOFAERHIV—VE N T—TEET,

RIHEBEL—ILO L) H—FHETARANY ARV EALT

ERTBF T ay ERNE

74T NP EREI N 7747 MR

IIAT VIR EALT U Mol IIAT N EALT TR
RANIPT RUABREHEHAESL TS DHCP : IP 7 KL ZADFE| ) 24T
ARA NMHIBRIZEE LTc 72 R A R HIBRE iz ARA NHIER © AR BRI 2=
BRARRR Y NT—27 TRAL AL LTHBISN TNV Xy NT—=7 TNALASNDEARN ZATOER
RARNNZALT U MIRoT2 RANZALT TR
RARDIPT RLARERE ST DHCP : IP 7 RLADEHE
NETBIOS 4 O B 3 S vz NETBIOS % DA H

FLWI T4 7 v b3 E - FLWr 747k

FLWIP AR M3 S HFLWAA R

HFLOWMAC T LA SR AR A~ DB MAC O

B LW MAC A A MR E HLWERA R

Lk y hT—7 Fa havpiH sz Lty hU—7 o han
LT AR—F Fa haridftsni- FLWEZ U AR—F 7m han
TCP R— h 3L T TCP R—F 7 r—X

TCP R— "R FA LT DML TCPAR—F XA LT D |

UDP AR— b3 U 72 UDP K—k 7o —X

UDP R— F 3 & A LT 7 b LT UDP R— b ZA LT U b
VLAN % 7 BEH Sz VLAN ¥ 715 0 %8

an I0C was set (I0C 23a% /& S72) REORY k)

an open TCP port is detected (BAV 7= TCP AR — F 23 S 7o) LU TCP AR— b

FA—7" UDP AR — M3 S 47z #H LW UDP A— b

| mERy o — I}



B 7 xn10 4~k buH—gtoEx

mERy o— |

EBiRT BT 3y BRAE
BRARND OS fEHRNEE iz H LW 0S

RAFDOS £/1EY—"ID Ta 7V 7 ERRBELL

TAT VT AT AHA

BRARDOS £TY—"IDRFA LT 7 ML

TATUT AT A4 XA LT T b

there is any kind of event (fEE D X A 7 DA R NI AHE)

FEBEDODAXR N ZAT)

L LWERDH %)

there is new information about a MAC address (MAC 7 KL &

\ZB3 |MAC RO H

TCP Y — NIZBEHT 28 LWERDE H 5

TCP H— MEH O FHr

UDP % — N2 28 LWMEHRDBH D

UDP W — MEHR O T

WDOERTIH., TA AN AR "HFEARA R R E LTEIRT S & X2, HBEL—LOSME

EVERT DGk L £,

RIE:TARAHANY AR FOEX

HEY SEE

BRI HBEEFLEAR

TV r— gy 7a hajl

TV r—vary Ia hanik 1 DU EERLET,

TV r—vary e bhan hraly

TV =gy a halobh T3 2 1 oLl FEIR
L/iTO

TV —v g AR— b

TV r— g7 halOR— NEEEAITLET,

7747 b

7534 T 1O BRIRLET,

UIAT YR AT Y

AT hOATAY 21 OLLEEIRL £,

JITAT Vb N—=TV g

IIAT 2 hDON=T a3 o FESFEANTTLET,

Device

T A AT NY AR S E AR LT TR 8 5 73 A
1oL EBIRLET,

RAA >

12D ED RAAL VERBIRL T I, vV F RAA
JRBHBRBE CIE, Ml K A A NS X DHIERERED R A A
YOFRICE > THRESND T —ZICbiElshEd, =
D7 4 =)V NIL, ~IVFT T —D7®HIT Firepower
Management Center & % E L72 2 &3 D5 HICF RS
EJsae

N— R =T

ENA N TFAL ZADN— R =T EFNVEADLET,
7o & 21X, 3T AppleiPhone | —E X & % 21X iPhone
EATTLET,

B aEERy > —
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Fazxnny 4~k by si—ghomx [

BEY HEHE BRI IEETFLEAT
KA ZAT KA ZA T2 1 DL ESRLES, FA R 7230

THPDE A TDFRy NU—7 FTNA ABEBRTEET,

IP7 RLVAEZIIH LWIP T RL&

H—DIPT7 RLAERIET FLATay 72 A LET,

AT a—7

AR RDEA NN 2ANT LA 7 ENTZENRA VT
NRAATHDHZ EEFTITNE TV (Yes) &2, £9 T
WA Wz (No) | Z2@IR L £,

MAC 7 KL A

AARDMACT FLAEIKEITZDO—EHEATILE
7,

& zI1E, BEDN— Ry =7 HE T DT 31 A MAC
7 RUAMN0A:12:34 TUHRED Z L B> TV BHEA,
AT & LT [BAdh (begins with) ] 23R L, & LT
O0A:12:34 Z Ay T&EE T,

MAC # A 7

MAC 7 K L 273 [ARP/DHCP T#:ti (ARP/DHCP
Detected) ] S E I NEBIN L F5,

DFED, MACT RUABKRAMIBLTWNWAEZ L2 A
TLANRYT 4 TR LT=D 7 ([ARP/DHCP THitt (is
ARP/DHCP Detected) ) . F7oid, BFEXGT S A A LR
Z RO —E RN D7 EDOEB T, FOMACT L
ABFFOLDIEA N BT AT ANREHE L TWDO0n
([ARP/DHCP THiH &7\ (is not ARP/DHCP
Detected) ]) ZFIR L E T,

MAC R & —

FURANY A R E MY A= LTHEALER Y b
U—7 774 v TEDILTVA NIC D MAC /~— K
72T XL —DHREERE T F O EATLET,

Mobile

AR BFDHRARRERL )L TRAL ZATHDHZ & ERT
WZIZIEDOW (Yes) 1%, €9 TRWSEAEIL[W 2 (No) ]
BN L E T,

[NETBIOS 4 (NETBIOS Name) ]

RA MO NetBIOS 4% ANJJLET,

Fy hU—27 Fu khav

http://www.iana.org/assignments/ethernet-numbers {Z U A k &

NTWAERy NU—27 o haLFesaz AN LET,

0S 4

FRU—F 4 VT VAT AOLHTE 1O FRIRLUE T,

OS N ¥—

FRV—=T 4 T VAT DO F—% 1 DL R L
E®

oS N—T g v

F_RL—F 4T VAT LADONN— g o 1 DL FEIR
L/i‘j‘o

mERy o — I}
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mERy o— |
B 27775 501/ byUF—£HOHEX

BEY HEE BRI HEEFLERNE

Ja harEiE N UAR—F Fe han http://www.iana.org/assignments/protocol-numbers {Z U A | &
NTWD FZ U AR— R 71 faLOA4FTEZIEES %
AJTLET,

Y — A (Source) RAMANT =2 DY —=AZBR L ET (AX—T 4~

T VAT —RNOT AT T 4T A EEBIOT A
LT T NDBHE)

J—A BT KA MATNT =D —ADEA THEERNLET (F
V=T 4T VAT ALY —ROTAT T 4T 4 ER
BIO¥A LT T FOBR)

VLAN ID (Admin. VLAN ID) AR MIBEE L TWAERA ROVLANIDZ AN LET,

Web 7Y r—ya v Web 7 7Y r— g AL F17,

BMELEYY
TAARNY AR N HAT
FTAARNRY) AR DT 4 —)V R
Firepower ' A7 LD IP 7 R L AEKGLiE

A—HYTFITAETADARYE M) H—FHDHEX

=P T I T 4T 4 THEL— LV EX—XE LTHAT 22X, £F T 52—9 7
ITAET 4 DA T HEIRUET, BREAEHATREZR b Y W —RIFOREERE L ET,
WDOFT v a v wBRTEET,

« a new user identity was detected (7L L 21— ID D)

« a user logs into a host (L—HAKRR ~ZAT A V)
2—FT I T4 T 4 BIERANRY N E LTRIRT 256, IROEXTHIIT 5 HIEINE> TH
B/ — DGR L £,

K5 A—HYTFIUOTAET1DEX

Y HHEHE BIRT BHET ENE
Device 2= T YT A ET A BRI LI THEEO 55 T 2

Z 1 DLLEER L £,

RAA v 1O ED RAAL UEBRIRL T IZE, vV F RAAL
JRBHERBE CIE, Bl K A A NS X DRI RED R A A
VOTRICE s THRESN AT —XIZbEHINET, Z
D7 4 —/v K%, ~VFTF I —D7®IZ Firepower
Management Center % i L72 2 & 03 D5 HICF RS
£
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A2 FAATAY by Ai—gponx [

fHEY HHEE

BRY IEEFLEARR

[[P7 KL A (IP Address) ]

H—DIPT RLAEZET RLRATay 72 AN LET,

[=—%4 (Username) |

a—¥HEANLET,

EENEY D

A=Y TITAET 4 T=HDT =/ F
Firepower > A7 LD 1P 7 R b AKGLE

RARANAARD b ) H—FHDEX

RAMATIA R P THEAL—LERX—2 L LTCHEHAT AT, £, AT 2258 A FATA
R PDEATERIBBELET, BIREAHHTRER M) P —FoREEZRELET, ROE
TIE, BIRAFEER AR A NASNAR N DEA T HRLTWVET,

A—PERICLDHRA NBMERZBIAIRAEE TS L& H25VIIMEIINED FEIRE 4 3%
ET DL, BNV —ALE R T—L LTHERTS Z T TEEREA,

RKEAEIL—ILD ) H—FHERX MAAARY L 24T

BIRTBA T ay

W—=ILE)A—ELTHERTEZAA S04

7547 hNBIMENE Lz (aclient is added)

7547 > bDEM (Add Client)

747 v FBHIRS L

7547 hOHIE (Delete Client)

RA RGBS

AARDENM (Add Host)

o haLBENnEhz

71 ka/L@iBAN (Add Protocol)

ZA=E = VI NC (1] S Wi

7'v h a/LOHIER (Delete Protocol)

A% ¥ UERNBMES T

AF ¥ UFERDIBENM (Add Scan Result)

P NERPRIE SN

P — NEFDORTE (Set Server Definition)

P—pEnE

A— F DB (Add Port)

P—BHIER ST

A— ~ DY (Delete Port)

Wasatk 3 L) & ~— 27 Sz

a5a i 2 M2 3% (Vulnerability Set Invalid)

fasatE N Goh & ~—27 Shi

ffa5s 1 2 AN EX E  (Vulnerability Set Valid)

T RUARHIRS T

AANFZy FU—27 OFI (Delete Host/Network)

JEBMEME 2 HIBR S e AA NBMEMEOHIER (Host Attribute Delete Value)
BMEEFRE S RA NBMEMOFETE (Host Attribute Set Value)
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mERy o— |

BRI HFTvay

W—ILERYA—ELTERT IRV 24T

OS EFDRIE Sh Iz

IR —F 4 T VAT DEFEDRRIE  (SetOperating System
Definition)

RANOEEENHRE SN

RA NEEEOBRIE (Set Host Criticality)

WDFETIH., FAMANARY NEEERA R FE L TRIRT S L X2, MHEL—L O

TERT 2 7ikz A L £,

R71:KRXAPARAARY FOEX

BEET HIER BIRTHEEFERNE
RAA 1OUED RAAL VEBIRLTLEE N, w/LF RAAL

JRBREREE Tl Jofl A A N K BHREENZD KA A
YOFRICE o THESND T —ZICbElSnET, Z
D7 4 =)V FIL, vV FTF o —D7®IT Firepower
Management Center Z i E L72 Z & N H HGHITERK R I
ESC RN

[IP7 KL A (IP Address) ]

HB—DIPT RLAERIET RLRATay 72 AN LET,

v —2Z (Source)

RARMANNT —=E DY —REERLET,

V—RA & A7 (Source Type)

RARNANT —ZDY—ADEA T HHEIRLET,

EErEY Y

WA RADNANR N Z2AT

FTAABINRNY AR DT 4 — )L K
Firepower ' A7 LD IP 7 N L A Ktk

BRANU b M) A—FHOEX

e A N2 P THBE V= L2 =R 8 LTS 2123, £9, ST 288501~ box A
TEREELET, iAo X M TR ARSI, AT ARt A v 7 ISRREk LT TA,
HE, BLIORIZE>TEDLL ZLITERLTLEEW, ROF T v a y a2 RIRTE £,

cERORRELEIRTEOLNT A

- B BRI
BRI T B

WD TIL, oA N P EHEARAAS R R e LTERT D & X1, BV — A OREZERT

LR LET,
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R ERMANY FDEX

g~k rys—gponx [

HEY SHEE

ERY DBEEFLERE

TR A arba—)L R
:‘/FA

Bga o LT 78R oy hra—L R —% 1 DL BRI L £,

TR arhr—) L—
NDOT 7 ay

B n JICEEE LT 78R 2y ha—n — UV IEEMT LT 2 a vk ]
DL g LET,

B L TR B — VE T IT 7 AN T 7 g BIRERRIC, Ry N U—
FS7 4 v 7 BNWETNDOE=F L— )LD — LTSI A R R 2 R Y
H—e LU THEMT I, [E=4 (Monitor) | ZBIRN L E 7,

TR arka—)L )L—
L (

B n ZICEEE LT 78R 2y ha—L — LOLRTIOTRTEIT—E % AT
L/iﬁ‘o

BHETERELBE LIV AV ETEIT 74V ST 7 a v SITERMRIC, B e —E L
TS L— L DARTIE AT TXET,

TN r— g Ta ha
JL

BRI BB o7 ) — gy Fu halky 1 DL RN LU E T,

TV —y gy Fua ko
VI ak=a))

T r—vary e bhalohFa k1 O ERIRLET,

7747 b

54T e 1O BRIRLET,

UIAT YN AT Y

IIAT DT AY 2 1 DL EERL £,

JITAT b=V g

IIGAT v RDONR—=a B EEATLET,

ot iy ]

iAo N> b ORFE (B0 ZADLET,

e A7

PR IE MmN ED L 9 ICHE SN ESWT, HEL—LE R T—F 50 E 9%
RELET,
e =7 AR— h S{L7z NetFlow 7 — & 2 BAERR SV BEfi A <> M2, [ZERoE (s) ]
$ L O [Netflow] 2RI L £79°,

» Firepower > A7 ADOEHIRT /NA A2 X » TR S =8k ( X2 Mo, [4ERK
JETRVY (isnot) |35 LN [Netflow] 23R L E 7,

i (H) £k ET
(=)

B A Ry PO ETEIIFAIP 7 FUACEEMT S EHE 1 DLl ERIR L E
KR

Device

Pt i L7e T S 2% 1 DL EBIR L7, £72id (=7 AR — bk 417z NetFlow
L a— Rinb DT — % D%a) S QB LT A 2% 1 DL BSR4,
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mERy o— |

B =5 ~or rus—spomx

fHEY HHEE BRI DBEEFLEAR
RAA IOL)U:O) RAAL ZBIRL T IEEW, w/VF FAAL VRBRE TR, Bl FA AL

CEBHRGEHERED RAL D TRICE > THRESR LT —FICbEAINET, =
@7 4=V R, =V F 7 F 2 —D7= I Firepower Management Center % 5% & L 72 Z
ERBHLGEITEREINET,

ANA B —T A A

WA 2 —T oA ZAFET1T

A B =T 2 A A% 1 DLLEEN L E9,

HAOrx=2U7 0 V—rF
ZIEANEXRF2 T 4 V—
Ve

12X T4 V= FERIT by = B8IR L E 4,

{=vm—s S ML L
AHLH S MR, ETNE
AN

WOWTNNEATTLET,
« EEENTNA ML (A =v=—% /34 M (Initiator Bytes) ]) .
« ZAEEINT A MME (VAR H 31 b4% (Responder Bytes) ]) .

« EZAESNIAA M ([BFFSA M (Total Bytes) 1)

f =T —X P, VARV
HIP, A =v2—ZBIN
VARV IP O, &5
WA = =—F 1P £721%
L AR H P

H—OIPT7 FLAEZEFT LA ey 7 #BELET,

f = m— s Sy M
VAR Xy N &
AR Y MK

ROWTNNEANTTLET,
cKEENT ATy M (A =3 =—% %7 | (Initiator Packets) ]) &
cZESINTAT Y ML ([VARCF 3 v M (Responder Packets) ])
c EZESNTAT y M ([EFF37 > M (Total Packets) )

A = —H ;R— F/ICMP
BATEINIV AR HZ
AN— FICMP =— K

f=vm—HR N T T 4T DR—=FEFELIZICMP ¥4 7, HDHNFLVARE b
FZ74 I DR—FESZEZIZICMP 2— K& AT LET,

10C # 7 Eiﬁi Ry MZEVREOKEX IRFRE[SND () ERIERE[S 72 (isnot) ]
MEIMERELET,
NetBIOS 4 BRI BT DB = R A A MO NetBIOS 4 &2 A1 L £,

NetFlow 7 731 A

MBI =% b U T —F D7D % NetFlow =27 AR —Z D IP 7 R L A &g
LET, v FT—=ZHHAY & —IZ NetFlow =7 AR —H ZBI L TWRWIGE
[NetFlow 7 734 A (NetFlow Device) | Kr > 7 &7 U A MIZEHIZ/RD £7°,

T T4 NE R —

P B L Te 7 L7 4 v 2 R —%& 1 DL IR £,
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g~k rys—gponx [

fHEY HHEE

BRY BEEFLERE

A (Reason)

Befoe A o MBS T S B A 1 DUl R IR L £,

X2 VT ATV
VA J1 73V (Security
Intelligence Category)

oA N2 MCBEEM TNt X2 VT4 AT VP2 AOHT A 2100 L
WLET,

P TAR FPOFMFEL L TEF2 VT4 ATV V=2 AT AV EEATHIC
X, 778X arre— LK) —CTh7IV% [Ty (Block) ] TiEi< [E£=
% (Monitor) JIZRRELE T,

EREDOSSLT V> a v

VAT AN B EN TR A EO LY ICBE LA R T SSLILV—L T a Uk
BELET,

SSLEFBHED 7 4 H—7"V
N

NS 74y 7 ORI SN ED 7 4 o H—F Y NEANT BN, 742
H—=FV v MIEEMT N TPy hodms 2 EIR L E T,

SSLEEAAE R 7 —% & (SSL
Certificate Status)

vy a ORI SR E I CEEA T b AT — X A& 1 O BN L
£,

SSLEFFAEDOY 7V =7 b
B4 (CN)

Ty g VOB ELITER SN HERAEOY 7V 27 hOEL DT R TERITEDO—
HAEANDLET,

SSLAFAEDY 7V =7 D
(@)

Ty g O ESICER SN EOY 7Y 2 7 FOEEFE 1 DL EBRIRL E
R

SSLEFFAEDOY 7 =7 b0
HfE (0)

Ty va VOB SNIEEREZEOY 7V = 7 FOMMEL OT X TERITZDO—
HEADLET,

SSLAFHEDOY 7V =7 D
5 (0U)

Ty va VOB SNEEHEOY 7Y = 7 FOEML OT R TEITEDO—
WaALET,

SSL K55 A4 — K~ (SSL
Cipher Suite)

Ty a OISR SN S A A — 2 1 DL E#IRL £,

SSLif&fbt v 2 3> (SSL
Encrypted Session)

[IEH 2185 (Successfully Decrypted) ] Z3®R L £,

SSL 7 —D AT —H A

VAT AL D T T 4 v I EBALRITORERICHE S AT —Z A% 1 DLL EBIR L F
7,

SSL AR Y 32— e b &N a o ZICa@ik LZ SSLARY > —% 1 DLl B@iR L %9,

SSL /L — /L4, et &N -8z o ZIZ388 LT SSL L— /LOALETIOT X CEIT—FE2 AN LE
7,

SSL #— 4 T IAT v BB SN B A TS LT — NOLRTOT R TERIT—HE2ATI L

£

SSLURL #77 =Y

Wb SN T7 7 B ARSI URL DA 7T A % 1 DLL F@EIRL £,
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. FS524v9 TRI7AILELRDEX

fHEY HHEE

L#F\I_‘j_ élﬂﬁ% & W’Q\"

SSL N— 3 v

Ty g rORESITEH S 72 SSL £72IX TLS N—Y g & 1 DL E@ERL £,

TCP 77 7

ML —LZ N H—L LTHERTA-0IC8EA X MZEEnTniaiTiudie sz
WTCP 77 7 %2R LE7, NetFlow L 21— R BARK S -85 — Z 12D TCP
T ITREENET,

N AR—K 7 hajy

Y=

=3

L

WmcERENZF T AR—F P bajL TP £721XubP A A LET,

MRV T 4V J—
JL

e 7
S

MPR U= F o R VETIT TV T A A Z A— L DAFTIOT R TERIT—E AL

URL

B TT 72 AENTZ URL &K E 320 —HE AT LET,

URL 7 =Y

B TT 7B AESN-URLOATIY %2 1 L FRBIRLF T,

URLVE 27— 3

BT 7 EASNTZURL DL 27— a3 UEExE 1 DL FEIR LET,

[=—#4 (Username) |

:I:
=

YL

B TWTEnnoRA Mol A v Lira—Foa—F4 52 A LET,

Web 7 7V r—a v

d:

=3

L

el AT B L7 Web 7 U r—a & 1 DL EBEIRL 9,

Web 7V r—a Db
var=)

Web 77U r—2a 073 & 1 DL IR L 7,

EPE

FEYY
PR LOEX 2V T4 AT IV AARU N 74— LR
Firepower 3 A7 LD IP 7 R L ZAFK Gk

S TJ4vd 7O 74ILETIEDEX

rZ
=7
na

raw 7 —X% . EET =405

EIES

e, WEELIIMOtx 2 7 40 R O —ERDFELE LTZTH

A H)
LT

T4 7T ANVENTHEL—LER—R L LTHERAT S, £, EHTS
©4 7 T T AIVERIR L ET, L—/UT, BIRTH 707 7 AU K> THEEAT T S
IRE =B Ry NI—T NI 74w I BR@ERTHEXICNIT—SNET,

AR S NHEHE RO VT IICIE SN COL— v E R Y F—T
T & ZE Xy MU= NEBET T — & (N MTHE) Aadic B kL
EERH Y T, DL O
FRHC DU = LTHEM SNV =V ZERTE ET, LTOWTDRORAIC ) T—L

BHIND LS, V=L ERETEET,

c Xy MU= NEBET 534 MADBKFEDAA MEk BRI S 5E

B aEERy > —

Ky bU— ?W%%@?éﬂ4kﬁﬁ\?@%?74y?%i@iikﬁ?@%iﬁ@%
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r374vs Fovranzionx [

Fy MU= NEBEIT 53 M, FEBROEERAEN b2 %Az (EEITT

[2) BATEZIZ MY A—L LTRSS DV — V2R T 2121, ROKITTRT L9

(2, ERRETRZIEEST 2HENHY £,

Select the type of event for this rule

If [a traffic profile changes | and the profile is | sample Traffic Profile ~| #  and it meets the following conditions:

@ Add condition

) Add complex condition

® | Responder Bytes ﬂ | are greater than LI B
data

3¢ [Responder Bytes =] [srelessthan =l 3

data

standard deviation(s) = | "] use velacity

standard deviation(s) ¥ | [T use velocity

BT 234 MDY, FHEIEEL LICREROREERAD EMAZB AT 58I M) T—
ELTHAEN D=2 BT D123, LT ORIIR ST D I DR 2 ]

LET,

BT 534 MRS, R EIEEL LIZRERORERERAD MUIEZB AT HEIC M) T—
ELTHEREN D V= VR 51213, 2FBORMFZT 2HEH L £,

M7= Z B2 =55

NoT7 4y TaT7 7 ANVEEERES RV RN E L TGER LGS,
WZHE > THIBE L — VD S 2 1B L 77,

RI: STy TOTFANTIEDEX

[T —2 ZHiH7T 2 (usevelocitydata) | F = v 7Ry 7 AZRIRTLHE, T—H KA b
MOELRIZESNTHENL—LVE N H—TZ T, Lol TRICEET —X 2 #H35
LA, ROWT DO TL— LR ) =L LTINS L) ICHEETEET,

* Fv MU= NZBEIT 554 MEOZER, FHEARLY EEITTORERDOIEYE

* Xy MU= NEBET DA MROZEALR, FFED A M E LRl T25E

LITOFRTHWT S ik

BT HIEE BIRT HBEFEATNE WIFhh %ER
Pei4 (Number of i S LT B DA EHEL Pefoi
Connections) standard deviation(s) : #& %R

Fr=1&

SEH LY EFERIT T OERERZEOS (KM S =B
INEBZLEL—AN R H— L THEAEINET)

2D

mERy o — I}



. FS524v9 TRI7AILELRDEX

mERy o— |

fHEY HHEE

BRI DEEFEANAR

W hhZER

BRI MR A =v=—F
NA ML FTRITIVARCE
A K

WROWTNNEAN LET,
o EE SNTBEIAAL M ([BFFN1 ML (Total
Bytes) ])
c EEINTAAL M ([ =v=—F A MK
(Initiator Bytes) 1)

P ZESHIAA M (VAR S
(Responder Bytes) ])

F=1E

VR EELIITOEERZOH (ERROWT ok
WERZNEB2DHENL—AB R H—EL L THEHASNE
9°)

bytes: /N1 ML

standard deviation(s) : HEAE(R
EDO¥

ATy M A =vT—
Koy MR ETRITL A
R & Ry MK

WOWTNNEANTTLET,
 RESNTABEIAT Y M (AR » M (Total
Packets) ])
cRFEINTAT Yy ML (A =v=—F% Ry b
(Initiator Packets) ])
ZFEINTAT Y MR ([VARZ N7y b
(Responder Packets) 1)

EJ S

VALY BRI T OBREEREOE (LEEOWT oLk
ERZINEBERLE, —AB I H—E LT SE
D)

packets: /37 v MK

standard deviation(s) : FE (R
2D

A== f ==X
(Unique Initiators)

v va AR LUIER DR A D
F=1E

P I EEREI TOREEREOR BHshica=—2
A== IENINEBR D EN— NN H—L LT
EHEET)

initiators : f = T — X ¥

standard deviation(s) : = V(R
0¥

A= — R VARNSHE
(Unique Responders)

Ty va NIURE LIZEBIOR A SO
F=1%

VR EELIITOEERAOR (R Shica=—7
VAR AN ZNEBZD EN—NAB ) H—E LT
HAEnx4)

responders : L AR XK

standard deviation(s) : (R
2D
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wERz k 7o77LRE0Ex |

HEARRA M A7 7 ILREEDNHEX

AR MIBEETHHEANDFEA N 70T 7 A RSO THEL— LV EZFFT 2120, [F

A~ 7a 77 ANVRE (hostprofile qualification) [ ZBMLET, v~V T =T A2 b,

~Z

T4 TaT7r AN, FRIEHLOVIP AR MEHICES TR =L LTHEHENS
FABEL—ZiE, AR N a7 7 A NVREZBMT 52 LI TETERA,

WAL T 0T 7 ANVREEERT D & &IIE, £F, L=V ZHF T Do 578

A MEFRELET, ERAREZRAR A M,

nET,

= IVDHEMEL T2 AR NDHA T L - TR

o BEGEA XU b D [VARZ R AR (ResponderHost) | E 7213 [ == —% 7R A | (Initiator

Host) ] Zi8R L £97,

AZAA b [FESEA A K (Destination Host) | %7213 [25{§7¢4 A  (Source Host) ] %

BIRL £97,

T AANNY AR BRARANARY ME, EFT2—F T 277087 1 [KA D

(Host) |1 Zi®IRN L E 9,

WROFETIE, HBEL—LVDFERA N a7 7 A NVREEIERT 5 HIEICOWTEBH LET,

£10: KR~ FOT7AILBREDHEI

fHEY HHEE

BRY IBEEFLEARR

[7 7V — 3 7ma k=2 (Application Protocol) >

]
[7 7V — a3 7a k2 (Application Protocol) ]

TV r— gy S ha L ERRLET,

[7 7V —3a> 7a b aj (Application Protocol) ]>
[7 7V —3 3> AR—b (Application Port) ]

TV r—gryu halOR— N EBEADLET,

[7 7V — a2 7m h=av (Application Protocol) >
[Za k= (Protocol) ]

7u hanEERLET,

(7 7V —ar 7a han 73U (Application
Protocol Category) ]

AT A EBRRLET,

[7FA47 >k (Client) 1>[Z 47>k (Client) ]

7747 bEERLET,

(7747 (Client) 1>[Z7 AT K "= a v
(Client Version) ]

JIAT o b=V a B ANLET,

(247 372V (Client Category) ]

AT FY ZRRLET,
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B eutzr 7077 LREOHX

mERy o— |

fHEY HHEE

BRY IEEFLEARR

RAA

1OUED RAAL EBIRL TLZEN, 9V F RAAL
R Tl ot KA A A X DHIFISRENZED KA A
YOFRRICE o THESh DT —FICbESnET, =
D7 4 —I)VNIL, vV FTF o —D7®IT Firepower
Management Center Zi%E L72Z LR DHLEITE RSN
*9,

N R =T

ENAIN TR ZADNN— R =27 EFLE AN LET,
7= & 21X, 3T D AppleiPhone (2 —E X 521X iPhone
EANTLET,

[ A b OFEZEFEE (Host Criticality) ]

WA S OEERELZFRLET,

WA ZAT

RAN AT 21D EERLEST, BEOFRAN, £
TIWTINDNDX A T DRy T —27 T3, ZA&RINT
%iTO

[I0C # 7 (10C Tag) ]

REOIMES 7% 1 DLLEEIRL £,

TN Ta—7

ARV FDIEA IR 2 A NVT LA 7 ENTZETNAV T
NARATHDZ EERTITE NIV (Yes) &2, £9 T
RWEAIT W2 (No) 1 Z2@IR L £,

[MAC7 RL A (MACAddress) |>[MACT KL &2 (MAC
Address) ]

RABRDMAC T RLUAEIKREITZED—E 2 AT LE
j—o

[MAC 7 R LA (MAC Address) 1>[MAC %A 7 (MAC
Type) ]

MAC # A 7"/ ARP/DHCP THIH SN/ E o 0a@iR L
F9,

¢« VAT AFIMACT RLANKRA MIBLTWAZ L
ZARTT 4 7B Lz (JARP/DHCP CTHaH (is
ARP/DHCP Detected) )

s TmE ZIE. TN RERA MEITIEIN—E BB BT
D, VAT AIFIZEDOMACT RLAEFFOLL DK A
h&F8i# LT\ % (JARP/DHCP THiH &h72uvy (s
not ARP/DHCP Detected) ])

* MAC # A 7P EERHZ ([EnTh 720y (isany) ])

[MAC X % — (MAC Vendor) ]

RARNBEHT BN N— R =7 OMAC R ¥ —2KFET-
XED—HE AT LET,

Mobile

AR NDRARNRENA )V TNAATHDZ LR T
WZIEIEOY (Yes) 15, Z 9 TRWGAIZ[WW 2 (No) ]
IR L FT,
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wERz k 7o77LRE0Ex |

fHEY HHEE

BRY IEEFLEARR

[NetBIOS 4 (NetBIOS Name) ]

RA MO NetBIOS 4% A1 LET,

S NU—7 Fa ko

http://www.iana.org/assignments/ethernet-numbers (Z U A h &

NTWobxy hNV—27 Fo barvFosz AN LET,

[A~XL—F 47 AT I (Operating System) ]>[0S <
4 — (0OS Vendor) ]

IR —F 4 T VAT LDOR =% 1 DL FEIR
Li‘d‘o

(AL —F 17 A7 L (Operating System) |>[0S 44
(OS Name) |

FRV—F 4 T AT AOLHTE 1O EBIN LU ET,

[V —F 47 AT A (Operating System) ]> [0S
X— g (0S Version) ]

TR —FT 4T VAT LDONR— g % 1O FEIR
Liﬁ‘o

[N7 v AR—FK 7'v kab (Transport Protocol) ]

http://www.iana.org/assignments/protocol-numbers {Z U A | &
NTWE KT U AR— K 7a a2 vOA4FTEIZIEE S5
ATLET,

VLANID (Admin. VLAN ID)

AARDVLANID H 5 E AN LET,

Web 7 7V r— g v

Web 7 7Y r— g UEABEBRL E1,

[Web 77V r—ardh7 Y (Web Application
Category) ]

AT FY ZRRLET,

FERHAREMEEDRA NEE (T 74V ar 75347
VARTA R RN ERZNEEEEET)

ARA NEMY A 7S CClE R EE A E RN L F
‘a‘o

ERMNELTAADY ZA T bEERLEZARR N TOT 7 1 ILIREDIER

VAT AN client B T r—va v 7a ba)bo4E] (728 21X, HTTPS client)

AL TR ENZZ 94T a2 LiR— T 584,
A7 747 T, ZhBDEA,

ZDUTA T MR £ 21T
VAT MIBED T AT FEBRELTOWERA

B, b= NEERNTF T 4 v T IZESINTIT ITAT v FOIFELEZHERI L TWET,
BB EZIZINHDO I AT v "2 L TCEHAA N a7 7 A NVBEZ/ENRTHICIE. 774

7 b TR,
THIKI L £

LARVAE RA N TCETENTWAT XY r— gy Fa haLbazfifiL

ARV T—E2FFALI=RA N 7O 74 IILEEDER
KA N7 a7 7 A NMREOHIKIFZ, Z< DA, L —ILVOIARAL X T —H &l

MTEET,

7-E 2, T2 HBONWTNODORA N TREDT 7PN HEREINTNEZEE VAT A
DR LIS ASIC, L — AR N =S LTSNS E LET, S, ZoFEHE2HK
HT b ez, 7790 FONRN—2a UREFHTROVGAEIEA XU FEERT D ERELET,
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B -vmronx

mERy o— |

ZOHAE. 7 74T b (Client) 11X[A X~ 747> (BventClient) ] TT 2, [/ T
AT hX—=T g (Client Version) |3 FTD/3— 3 TRWIGAIZDIHL—LIN N Y H—
ENDHEIC, ZOMBEL—ILERA N Tr T 7 AVREISEMNTE £,

RA M TOT7AILEREDH

WDHRA KT T 7 A NVRET, V=V DIBEL DT ¢ 2T AR MEE$
AR A R Microsoft Windows D N— g A2 FET L TVWSBEEICDOIL, L—L3 Y
H—E L THEHAIND X ITHEL—LZHK L ET,

Host Profile Qualification ¥ Remove Host Profile Qualification

Only generate an event if the host(s) i lved have the f ing properties:

&3 Add condition &) Add complex conditicn

IDEstinatiUn Hust;l I Operating System ;I has the following properties

0s Vendor I is j I Microsoft j
v,
2 0S5 Name I\s ;I IWmdDws ;I &
@
(o] Versinnl is ;I I any ;I E“-_-
3]

BErEYY
RANTFT =4 74— K

A—FRENEX

e, RA. T4 ANV FTZFHRANATIONTNOOA X MEEHA L THELV— V%

MU= LTHERT LG, ANV NCEET LI 2—VFDTAT T 47 412D TL—
NERRIT D ZENTEET, ZofE, 2—VREEMEEINET, 2L xX, EETEL
35—V OT AT T 4T 4 BIRFTEHIFTR THL5EIZOA M) H—L LTHERT % X
5. ML —LZHIFTE £,

NTT7 4wl T Ty A NVEAR— Y T /T BT A BRI Ko TR =L LTS
NHMEL— T, 2—FREZBMNTHZ LIXTEERTA, £, VAT AE, TATV
T 4T 4 LV I CHEST S U7z Firepower Management Center - — /SO G &2/ L T2 —F OFEHM
R LET, ZOBEHRIL, T—FX—ANOTRXTOZ—WFIZEH L TAFTARELIXIRD £+
Ao

a—WREEERT S & X2, T, HEAL—AZHTA-OIEHT AT AT T 4
TAEBELET, BIRABERT AT VT AT 415, V= IVDERLS R DX A T2 -T
B0 £,

A XN (A= —F DT AT T 47 4 (Identity on Initiator) ] £/ [L AR
VHEDT AT T 47« (Identity on Responder) | iR L £ 7,

ARAA NN L [BBEDOT AT T 47+ (Identity on Destination) | £ 7213 [XETD T A
727 47 « (Identity on Source) ] Z iR L £ 5,

e T AAINY A XK [RARNDT AT 7 47 4 (Identity on Host) | Zi#IR L F 7,

e IRARANANRS N [RANDT AT T 47 4 (Identity on Host) ] 28R L £7°,
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gwrsvn— [
WOFRTIEL, HBENL—L O —FREZIERRT 2 HIEIZOWTHBHLET,
& 11: 1—FREDHEX
BT HIEH EBRT5EFEFEAR
AL~ 1 b =L (Authentication Protocol) I—FERHT DI SNDFIET e haL (F=

Fa—HF X A7) e harEBRNLET,

W4 (Department)

MEE2ATLET,

KX A > (Domain)

12U ED RAAL U ZEBIRLTLSTEEN, wIVTF RAL Y
JRBHERBE CIE, Bl K A A NS X DRI RED R A A
YOFRICE > THRESNS T —ZICbilElshET, =
D7 4 =)V RZX, VT T —D7-9IZ Firepower
Management Center i E L72 2 & 03 D5 HICFR RS
EJaN

E A—/L B A=V T RLAEASNLET,
4 LA LET,

45 AN LET,

e B E AN LET,

[ —%4 (Username) ] =P e N LET,

BEErEYY
2= F—=HDT7 4 —)L K

Bt Syh—

Bt b7 v h— 13, V=V DORPIOHERE (KA N 77 A VB2 —PREEEGT) (I
—H LBV AT AREDERD N T v X TR0 5 Lo HEL—LZHIFI L £,
BERE N ARG, 5 LIRSz > THUEE SN BMOBEEZ - H 121, VAT
BPIL— L OFABEA R b EARKR L ET,

Bk

W, BN T o N —IIED N T 7 4w VG EE=Z L, N A= L THEHINESES
IR E SN e— BB 3TN E T, # b T7 v h—, JAEiRRry hU—2 R T T 4y
JHET=A L TCHERAICEITEND VT 7 4 v Ta 7 7 AL E 3BT,

Bt b7 o =AU P ERERT L HGET2oH 0 £,
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B =5r509—0em

mERy o— |

EHIC—HITHEEBICEBTAER NS Y H—

Xy NT—=2 8T T4 v IR N T I — DRI —ET 2 & AL — D EET 5
Lo RN T v N—ERETEET, ZOHA. ZA4 270 MMM T LT T,
VAT DIEDHRE N T v I — A AL ATOELEN A FIE L ET, MHEL—LE Y
A= LTHALIZOLRTZ A TORY —@EXNBORELTZSGE, AT MMIFHLVEE
ft b7 v —aE L £,

1L, 2y NU—2 T T 4 v 00N T v =D& DN H A L7 7 MR
DT LIEBE . AT MIMHEA Ry F2AERET, 20— 4 AZ 2 ZAOFGED b
Fyux T EEIELET,

7o & 21X, FRED A 7 O M R E O W ISR E R A 2 THAE LI2GA IS O R FHBE A
R NEARSEDL LT, RN T v =% HHHEOA XU P LEVWVEE L THESES 2
ENTEET, HDWIT, IHIERZ ICGRRERT — X iRk EE VAT AR L2GAICo
I, FHBAA R MRS EDLZ LB TEET,

BALT7Y FMARDETRICES T AERE NSy h—

A LT MIBREEICODIE > TESND T —ZIKGFT DL, B -7 v W —ZHRET
EET, ZOHE. AA LT Y MRS T 45 ETIIEESH L EEA,

7oL ZE FEEDOHIF AR S NICERE BARE DA Mz TRl T2 aI1c# ik 7 v
N—HEHTDHEOBRET DL, VAT HIFOHMARET HETRH->T, Xy FU—2 b
T7T7 4y P INEDFC B LT GEIEA N MR LET,

B N5y h— DB

AR—b+ 24 €
VR

HEDS1ER

HiRh—rEhdT
N R

HR—LEh5 K
ALY

TR
(Access)

& (Any)

& (Any)

& (Any)

& (Any)

Admin/Discovery
Admin

1R BHHIIZ

« B, R BiH, =2—VID, A MATIA R MZESWTHEAL—VE/ER L F9,
TN 2T AR RINRNT T 4T T T A INVOERICIE SN — VIR N T
H—FBMTHZ LixTEERA,

FIE

ATy fELV—L T 0 X T, B b T v 1 —DiBM (Add Connection Tracker) %7 V v 7 L&

B

ATY T2 BT 28mEELET, 7 v h—0r 31 =) ZBRLTLIEEN,
ATY T3 BT IS T, WA R FEAERT A0 E2BELET, #i b7 v h— A

~ O

B aEERy > —

(34 _—V) L TIEZEIN,
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&5y n—omx [

ATV T8 T I—OFRMENHT SNRTITR SRR ORI (B, /0 Eidhy) 2HEL £,

B by H—DEX

WOFNT, EO XD i 2 BUN Y 2 A 4RET D48 b T v U —FRAFEOERGIEEZBIA L T

WET,

RI2:FHR LSV H—DOEX

fHEY HHEE

BRY IEEFLERE

TR arba—L R —

BRSO AN LT VA 3y fa— LR —
1 DL IR L £7,

TIRRa b ka— ) )b—)LDOT 7 gy

B SROBEG 0 JICEE LT /R a3y ha—L
J— VZBEEMT SN T 7 A 3y ha—L L—L T
JvariE 1 O ERRLET,

bl TSNS AL—LEITIT 74V T
VOIIERIRIC, EEOFE=X L— VDI TS
i BT 21213, [E=4 (Monitor) |ZEIRL 7,

TRy ha—)L)L—)LE

B RO JICERER LT VA a3y ba—L
JL— VDL RIDOT X TEIITIZFDO—HE AT LET,

E=H =W —BT DR BT DI, E=F v—
INDOELETIEATILET, H& TSI L— LT
WET 74V N T va s EIREERIC, VAT AT
T O A BEF L £,

TV r— gy 7a hajl

TV r—vary Ia bhanik 1 DU EERLET,

TV =gy abhan hraly

TV =gy abha) T i 1Ol EEIRL
i‘a—o

774 T b

74T e 1 DL E@RIRLET,

7IAT N AT AY

7I7AT b AT E2 L DU ERIRLET,

IIAT b=V g

TS5 AT DONAR— g B AT LET,

o]

el (W80 2 A LET,
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B =5rson—onx
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HEY SHEE BRI HBEEFLEAR
e 4 A 7 DS & D XD ITHUG SNIZPITEESN T, MBIV —

W B T—=FoME I IPERELET,

e LU AR— K ENT- NetFlow L 2 — R HAERKR I
B A X2 Mo, [ERTT (is) 13 X OV [Netflow] %52
WLET,

* Firepower > A7 AOEPLRIGET /34 A2 & - TH
ST A N ML [ERIE TR (isnot) (B &
Y [Netflow] IR L ET,

e (E) E7ziddEx (H)

7z 1 LR L £,

Device

B ROBER AR L2753 A% 1 DL EER L E

9, NetFlow #Ht % BT 25613, =7 AF— 3z
NetFlow U 21— KD O T — 2 BT 57 /N X%
HIR L £,

ANTAVE—T 2 AEFITHEIIA L Z—T =4 A

A B =T A A% 1 DL EERLET,

ANNExa2 V7 V= FEFH X274 V=

129U EDEX2 VT 4 = FE T bR — i
WLET,

f=>xT—HIP, VARV AZIP, /-3 = =—%/L
AR HZ P

HB—OIPT7 FLRAEZET KL ATy 72 AT LET,

A =VT—2 N ML VAR Ao L EIEA
R M

ROWTNLE AT LET,

c KESINTAA M ([ =3 =—% 31 ME (Initiator
Bytes) ])

e A& 347231 ML ([Responder Bytes])

o« EEAR ST M ([BFHSA M (Total
Bytes) ])

A= x—8 Ny ML LARCE Sy ML £
TEFATy MK

WOWTNnE AT LET,
cEKFEINTAT Y MY (M=v=—% Xy MR
(Initiator Packets) ])
cZIEENTAAT Y M (VAR E Ny b
(Responder Packets) ])
o EZAGE EINT Ny N ([GFE Y7 > M (Total
Pakets) ])
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&5y n—omx [

fHEY HHEE

BRY IEEFLEARR

A=y —4% K= FMICMP & A FEIII VAR F R—
FMICMP =2 — R

f=vxZ—H " T T 4T DR— " ESEILICMP #
A7 BOWVFIVARSE VT T 4w I DOR—NEEE
721X ICMP =2 — F&Z A LET,

10C % 7 SEOIRMES ZRFREINT[WD (s) |FEFRESN
T[22 (isnot) 17208 9 0 ERINL 97,
NETBIOS 4 BERHIIRBIT D E= XM BREA FD NetBIOS 4 & A L

R

NetFlow T /31 A

BEF9 2 NetFlow =7 AKR—ZDIP 7 KL A Z®IR L F
T, Xy hU—ZHHARY > —IC NetFlow =7 AR—Z %
BAL TW2RWEEA . [NetFlow 7731 A (NetFlow
Device) ] Ry 7 &2 oo U A MIZEHIZRD £7,

TL T4 NE R —

BRI OB A LI LS LT g E R —F 1D
VI ESR U E T,

P (Reason)

BB G OB BIEAT T BT 2 B A 1D LL g
Li‘d‘o

X2 VT4 AT IV AT

BRI R OBEGICEEM TN TWHWDA X2 T 0 A
TV AOHT ) % 1 DL EEIR L E9,

TCP 77 7

Pefgi 2 1B 5 T2 O ICHER IC B N TV A MLED & 5 TCP
T EEIRLET, TCP 777 T—HX X, =7 AKR—
k &7z NetFlow L 22— R B AR SN BEREIC O E £
nET,

NZ U AR—K Fa han

Pl SnD F 7 o AR— K~ 7' ha L a @R L E
—é‘o

URL BEAEOERETT 7B A SN2 URL OFT T E 137
D—EEANTTLET,
URL Category B ROBGTT 7B AENTZURL DA T IV & 1O

PLE#IRL £,

URLVE =27 — 3 v

BRI ROPHGETT 7 EASNIZURL DL E 27— 3
i 1 DL EEIRL £ 7,

[=—H4 (Username) |

B R OB TOTNDRA Moa /A v Liza—H
Da—YHE AN LET,

Web 7 7V r—a v

Web 77V r—a % 1 DL BRI L £,
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mERy o— |
B =5r59n—1~vromx

1BEET HEB BERTLHEETFLERNS
[Web 77"V sr—3 2 >®DA7 32U (Web Application Web7 7'V —2 a7 E100 E#IRL 9,
Category) ]

ARV TR EERALEER NS YD — DR

Bt b 7 v I —EAET D L EIT, 2L DA BV — LV OHERAS XU DT —F A
TEET,
T2 VAT AR LW TAT U bR T 5L &I, MEL—AN N TS5 &
BELET, Bt T v W—2 ZDF A TOMEANL—/VTBINT 5 & VAT HTIROEARA
RN EZRTLHOHD N T v I —EHEICAT LET,
o[ =vx=—H4/LV AKX IP (Initiator/Responder IP) ] 23 [-f X2 N IP 7 KL A (Event IP
Address) | IZRE I D,

(7747 (Client) | [A Xk 277 A7k (EventClient) | IZREIND,

Evbh HEDIPT RLUAEFIEZIP 7 LA 7oy 7 ICBlT 286 280 512X, [FE= h
UIZAA v F (switchtomanualentry) | %27 V27 LT, FEICTIPEZHELET, [1 Xk
74—V RIZAA vF (switchtoeventfields) | %27 Vw2735, A XU FDIPT RLAZ
T 2REICREY £,

BErEY Y
BB L OEX2 T4 ATV Ve A AR N 74—V
Firepower ~ A7 LD IP 7 R L ARKFLE
BERrFSYD— AR FDEX

IBERROBEREUIESNTED L 5 2 & SITHEA X b2 BT 2024 ET 28Rt~ T »
A =R 2 AT D11E, ROFZDOFINIENE T,

RIB:EFEHEESVD— AR FOEX

{BET HIEE BRI IHIEEFLEANAR
564 (Number of Connections) AR AW 5 TADEA
SSL G 5fbt v v a ok M &N 7= SSL £721X TLS W55k v > a v DEF
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sk 2 koo odEsEmozEs ]

fHEY HHEE

ERT HBEEFEANAR

Ay

Bt A ML A= —2 A MR FREFVARY

ROWFN»E AT LET,

« FESNTEBFAA M ([BFHSA M (Total
Bytes) )

CEEENTAL M (A= xm—F A MK
(Initiator Bytes) ])

cZEENTAAL M (VAR E 1 b (Responder
Bytes) )

BEIRry M A= —F Ny ML ERIEL R
W& Ry b

ROWF Iz A LET,

 BEESNTBEIAT Y ML (AR v M (Total
Packets) ])

cEKEINTAT Y ML (A =v=—F T v b
(Initiator Packets) ])

CZEENTAT Y M ((VAEUH Ay b
(Responder Packets) 1)

—BOA = =2 FEITEBEDLVARSHE

WDOWT T2 F7,

st ENTt Yy v a CEBBLEEROR A ML (—
B0DA =3 x—% (Unique Initiators) ])

RSB IS LB oA A ML ([(—ED
L AR >4 (Unique Responders) 1)

= —]

NERRR b AN D BRI 7 R D ER E 5

Fv N7 —27 10.1.0.0/16 D&

FTAT TFANET —HA T L, @FE. Xy NT—740D

RAMIRY NT—THNORA S~OER LT 22 L30T I AE2FBELET, KFRHZ
IRy P U= AENDEEENBBENS Z L H D T8, 2 5 LINIC 4 DL E o B
WRENT-SEAIIIEENLES LT 5 & LET,

KON RS —L Tl #5503

10.1.0.0/16 x> T =4 xry NT—TNIZFE LT &

ST, BECEET D T v R TR ARG T D L OICHEELET, To%, 2 0 UNICE
PNC—ET D 400w REMOEREZET) MRS THREA N P E2AERLET,

mERy o — I}
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B ssx rrooBRsEGEoREH

Rule Information [@ Add User Qualification J [@ Add Host Frofile Qualification J
Rule Name ‘Ar:hive Cennections - Outside
Rule Description ‘Triggar on 4 outside connections to 10.1.0.0/16 in 2 minutes

Rule Group Ungrouped ';l

Select the type of event for this rule

. a connection event occurs : I at either the beginning or the end of the connection |'!_

[@ Add condition J [@Add complex condition J

K [initiator 1P =] [isnotin =] [10.1.0.0/16 |
[wo ]
K [Responder 1P =] [sn =] [10.1.0.0/18 |
Connection Tracker [x Remove Connection Tracker J

[@ Add condition J {@ Add complex condition J

*® [Initiator 1 =] [isnotin=] [10.1.0.0/16 | € svitch to event fislds )

|ane =]

# [responder 1P =l [iein =] [10.1.0.0018 | ¢ svitch to event fields )

[@ Add condition J [@Add complex condition J

| X total| Number of Connections El | are greater than or equal to El ‘4 |

UTORIZ, Ry FT—2 8T 7 4 v 7B ERROMBEL—LZ N ) T—& LTHATE 50514
ZRLET,

371879

Time Network
10.1.0.0/16

0 sec Conn. 1 | Host A |—-p-| Host 1 | initiating connection

Comn. 2 |H|:|stB |—->| Host 2 |
Conn. 3 |HostC |—->| Host 1 |

e T conditions met,
90 sec Y Conn. 4 | e |_'>| e 3| event generated,

conn. tracker terminated

371875

ZOFITIE, AN — LV OEARPFMEITEE T BRI SNE LIz, 20, #Ein
10.1.0.0/16 > " T —Z A DKRA B Xy hUT—F7NOFR R h~OEFEFRIHE I E Lz,
ZHICEY, BT o h—IMER Sk LT,
BEe b7 v —1E, WOAT—T TUHE L £,
e Xy NT—IHDERARNANSLRY U= HNDOKRA N ~OEEIHRHERL L, F
T TR ERB LT,
B N T v N — DB T D 2Ol EOEEHE (KA FB~KAR2, RAFC~KZ
1) ZRBRHELET,

« 2 3 DOFEMHIENTHRA M AR A R 3ICEHRT DL, 4 ODORE SN TV D& i
LET, b —AFEREEGLET,

B aEERy > —



| @Ry —
BitTorrent & F| 7% 7 — 2 853k D 5% E .

« BRI, MBI NV P ERERL, MT v R TR AEIELET,

BitTorrent B E| 7% T — X 51X D % 5E I

RANCEEARA RO Y U — 27 OARA MIEHitR. 1EF 72 BitTorrent 7 — & OHARAME H S 41
TG E A X N2 ERT DT VA EEELET,
F=AMBER Y NT—7 TYAT AR BitTorrent 7 7'V r—va v 7m halifmti Lz & &
R =L LTSN DAL=V Z L TORITRLES, 20— O8H N7 v I —
X, BE=H %R ER Yy hU—2 (ZORITIZ10.1.0.0/16) EDRA KB, FHIORY > —HERK )
5 5 4rfZ BitTorrent 24 L CA#H TMB (7340032 /31 1) DF — & &5k L& 12D H
=R ) =& LTSNS KO ITHILET,
Select the type of event for this rule
If a discovery event occurs | there is new information about a TCP server ~ and it meets the following conditions:
=2 &dd condition 2 &dd complex condition
¥ 1P address | isin - |10.1.0.0/16

AMD -
% application Protacal - is - BitTorrent -

Connection Tracker # Remove Connection Tracker

... start tracking connections that meet the following conditions:

@ add condition | | @ add caomplex condition

X Responder IP - is - Event IP Address « [ switch to rmanual entry ]
AMND - b 4 Application Protocol - is - BitTorrent -
b 4 Transpart Protocol - is ~ |[TCP

... and generate an event if:

&2 add condition () add complex condition

¥ total Responder Bytes - are greater than - |[7340032

in the nexts minutes -

3r1er2

UToRIZ, Ry bU—2 FI7 74 v 7B ERROMBEL—LV%E R H—E LTHERTE 27514
ZRLET,

| mERy o — I}



mERy o— |
. BitTorrent DB E|%: 7 — 4 ERiX D% E I

Metwork
10.1.0.0M6
Bsec |Trigoering event: BitT oment Host 1 Cornection Tracker crested
application protocd deteded Application Signature: Host1 1P, BitTarrent, TCP
Praotocal: BitTorrent
1s=c  Connedion 110 Hist 1 Connedion Tracker total 1048
Host 1 Host & He Application
1MB Protocol: BitTorrent
Szec  Connedion 2 to Host 1 Connection Tracker tatal: kB
Host 1 Hodt B H-ie= Application
2MB Frotocal: BitTorrent
7 aec  |Triggering evert: BitT orent Host 2 Host 2 addedto Connedion Tracker
application protocol detected Application Signature: Host 2 1P, BitTorrent, TCP
Protocal: BitTorrent
10 ==c  Connedion 1 to Huost 2 Connedion Tracker tatal: 4WB
Hos 2 Host & e Application
TME Fraotocol: BitTorrent
15==c  Connedion 3to Hret 1 Connedtion Tracker total, GMB
Host 1 Host © H-ae  2pplication
2hBE Protocal: BitTorrent
20 ==c Connedion 2 to Hast 2 Connedion Tracker tatal: 7MB
Host 2 Host B H—e Application
1B Protocal: BitTorrent
J0s=c Connedion 4 to Hizet 4 Connedtion Tracker tatal: 9B
Host 1 Host O H—ie Application Conneciion Tracker fires, tenmingdes
2B Praotocol: BitTorrent
2300 z=c mmec-utj C_onnedion Trgd{er WJ_uId havg
_______ e — — — — — — — — |evpired andterminsted without fiing | | 4
ifit had not already fived st 30 s=c. §§
&

ZOFIT, VAT AI2ODRLBFRA ™ (RA R EARA R2) TBitTorrent TCP 7 7 U 47—
varZubrariEBHLELEZ, ZO2O00KRAMI, D4 oDOFEA S (KA MA, FA
kB, &AA K C, /R"A I D) T BitTorrent /- L CF—Z Zfizt LE LT,

DR b T v I —IFUTOFIETAE S ET,

e« F¥9, I"A M1 TBIitTorrent 7 7' U 7r— 3 v 7ua halrhigans e, 0op~—>b—

TEBRO N7 X 7B LET, RO 55O 7MB®BMMMWWPT 2 Diix
ERHEIN WG E GO0 ~——I2LV) | B N T v I — XN DRI T
BLTEEN,

ST, ARADNLIE, BAIZETHIMBT — X ik LET,

I Bw—H—TiE, FAFIDOFRANA~IMB (LT85 5 v —ITk L
T¥ x 7-4 BitTorrent 5 7 14 >~ 7 1 MB)

S5~ —D—THANMINHARA N ~B2MB (&7t 3 MB)
TR LIS T, VAT AIEIARA N2 TO BitTorrent 7 7V 74— g > 7u halx
MHL., ZOKRA MTY BitTorrent #5652 1BHF LIGD £97,

Q0B LTS T, VAT AL, V= TF Il BT A ST = RAEA N
JORA R 2 BiEEhTWAZ B LE LR,

O~ —H—DE T, RA R 255K A R A IMB (& 4MB)

e ISH~—N—THA I MHHEAKC~2MB (&5 6 MB)

B aEERy > —
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22—2gMs L vET o7« 78m ]

OV —H—DIE T, AAR225658Z K BIZ IMB (&3 7MB)

« ARA R 1 LARA R 2R L7Z BitTorrent 7 — Z (IAFITIMBIZ R D F L7, X ST
AR AL MR TMB Z BB L TS Z DKL 7> TS 72 (Responder Bytes are
greater than 7340032) . /L—/LZ N H—L L CTERHSERA, ZORFRT, M7y
H—=DLA LT 7 NN OFE D 280 B, MO BitTorrent FEk A H S 7z 5
B FT o —ITIEICR Y . AR N M ERR S N E A

o 272 L., 30 OIS T, B BitTorrent #5153 K HH S, RO — VD07 S E
9,

30— —TiE, FA I HHAARD~2MB (A3 9MB)

o AR, FHBIA XU MR SIE T, Flo, SHOMNENICR LR THEF N T v —
[ VA & VAL OWTIE N T R U SR EIL LU EY, 2 O S T BitTorrent TCP 7
UVor—var7a harvzHnTli LWt ESns &, FrLnesk 7 1 —»20 4
ENET, RAR1IA2MB T _XTEAER b DICHRRE LBICHEA X Ak sh
DRI TEELZE, ZhE, By v a B R TT5FETERT — X 2HE T2 Z 1%
RN DT,

—AHEE L VIET 7 T« THIR]

FIBL— NV CAX— XM ZRET HZ LN TEE T, AX—AWMEZRET D &, MHEL—
AN KU H—E LTRSS E &, 5E LRIV — VEKPHFORAEL T, &
AT KIZOYRFII L — LD b H—EEIELET, AX—XWEARET D, —liT
HORYT—rARRIZARD F9 LW AX—XHMBHEEY £9) .

eI BEIE N T 74 v I B FE oK AR LAAWTITORA MR Ry hU—7 EIZH D &
LET, ZOFRNPEGTLERP VAT LA THREHENDATZRNC R - LTHERAEND
AL — LV OBE, ZORA N TEZEEINDI Ry NU—2 b T 7 4 v 712X -> T,
FERFRIC 2B OB A X FRER SN D TREMNH Y £, RV —E Z R~ B A <
F O ERIRT D0, AX—=XHMEBNTE £, Zhicky, BT LHRN)
VAT LTI SN E DR A MIBET D RN OEGICK L TOIH, AT ATHEEA N
FEERLET,

T, HBELV—LVTIHET 7T 4 THIMERET A b TEET, ET 7T 4 THIRIHIE, M
BA— I MU =L LTER SR E A, T 77 0 78I EER, Bl £72138A8Y
T EHICHRETEET, 22T, AN ARV =T 4 7 VAT LAEBEZRT DTN
WAy N —27 CHEEIZNmap Ax ¥ U #FETTHE LET, ZOHA. f#HEL—LRES T
MU= LTHEASNRNE Y, BHOAX ¥ UIFRIFIC, 324 T DML — LV TIET 2

T4 7 HMERET A ENTEET,

MBEIL—ILDERL A D =X L

MBI —d, = AN DY =N/ MH2RHEL TERLET. RETHATE
Hy 7 ZEAFRLE D L LTV DHHERICEI YRR TR, AD=ALTT TR L TT,

mERy o — I}
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B s —rormsn=xs

FEEAEDSEMIE, ATV, HET. [HEO3 SOOI N L7e0 £,
cHHBEANL— FUT—, RA N TR 77 ANRE., it b T v —, 2—FREDOENE
fER L CWBDONZIG T T, BINTE AT Y N R A2 £4, HEAL—LV MU H—T
X, EBIEN—=NVDERA R N EZATFICLVERTEAEITIYNRERLY 4, FHIC
XoTlE, ZNENMB OB T L2 FF OO T IV NREGEENDLIZENRH £T,

o FAFICHE A FTRBAR A I 7T TV IT K o TR £,

c MEDEAIEET DO TE LY Xy 7 AT, BTV EEEFITE U TR
9, BARICE->TUEL, TF A 74—V RIMEEZANTDHVERH Y £3, ZHLUSD
A, Fry 77X URAMNBHE (19525 03EEOM) ZRIRTE £,

72L& 21X, HTLWEA MDHEIND =N A X b EAERT DI, b2 —UEE 7
WEH 72— VA ERR T X £,

Select the type of event for this rule

if |a discovery event occurs x| | a new IP host is detected -

and it meets the following conditions:
| &) add condition | | &) Add complex condition

X[ [

arery

N—NESHIZEFI LT, HILWEZ R 104xx Ry T —7 THRHSNEBEEICDIA N
v NEARTAICIE. 1 OO&EEBEMTX T,

Select the type of event for this rule

If I a discovery event occurs ;] I a new [P host is detected L‘ and it meets the following conditions:

&) add condition (&) add complex condition

371869

K |Paddress =] [isin =] [10.4.0.0016

BEZEEORE 25O D561, Fb05M% AND £7213 OR [HE - THO2F 2 LE )N
bV ET, LI HDLEBORMIE, —EICFEHh S ET,

« AND {HBE A3, HHEHRO L~V H TN TORMZMITHERH D Z L aRLE

ﬁqo
+ OR [HE 71X, HIEMRO LI H B D7 & 1 DOFMNHT SR TniEe b2
WZ EERLET,

104xx %y FT—7 8 EXUN192.168.x.x % T —7 FOIIERER—NTSSHT 77 4 BT 4
ERIHT DT OL—/UZIE, 4 DOFRMERBRESHTEY . TO2 2 3HEEKMFZEHK LT
I/\ivg—o

B aEERy > —
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mEL—L~oztoemey v oE [

BHL [ 3 Gocmvary trem oo )| Tare & nam mliemanon sbo 8 TGP ferrar =] awd it meets the following conditions:
e -
K [Reshurenbon (=] [u- Bl =
3 e . yrep———— -
8 |y o 3l pmess 5
FREEAIIZIE, VIR O K S Il S E T,
(A and B and (C or D))
#z 14:)L— )LD FHE
s EHTHEET SRR
A TV r—vay 7a haRnSSH THD
B TV r—a v R— MR 22 TR
c IP 7 KL A%310.0.0.0/8 NIZH %
D IP7 KL A% 196.168.0.0/16 IZ& £ 5D

AR BBIRET AN MCE o TR T —SNOBMERABEL—VEFET 5 Z 128D, &
AT BT =< P APRTTLAREMENH Y £3, 7& 2, v X 7455 TOH
xtUCL BEOEMN B D — Vv AT ADEHE L2 T iuE e B nEE . U Y — AN
AMICR D ATREME B Y £ 77,

HEIL—IL~ADEEDEME) VU RE

AX— b+ 54 € [ HEDSA VR |YR—rENET | HR—+rShB K| 791X

R N R AL (Access)

& (Any) {£E (Any) £& (Any) {£& (Any) Admin/Discovery
Admin

FlgE

ATy 71 ML —A=T ¢ 2T, B EIEARZBMLET,

o Bl : [SefF BN (Add condition) 1% 7 U v LET,
G [EASMOBM (Add complex condition) &7 U v 7 LET,

| mERy o — I}




mERy o— |
B ss - z2ecorgoEnmEm

ATY T2 FEOECHD Ky FZ 7 ) A RS [AND] 721X [OR] A 2 IR L CHREEMEA L
\iﬁqo

BlEMEN EEERBDXLL
WROMIE, HAMZEM 2 5% [OR] HE 7 THE LICHBEAL— LV Z R LT D TT,

Select the type of event for this rule

If Ia discovery event occurs ;I I a new IP host is detected LI and it meets the following conditions:

() Add condition ) Add complex condition

) —
OR = * lﬁ E
ROBE, HMSE1 & HESRM 1 S% [OR] A F THiE LBV — 2R L
b DO TY, EEFRMIT 2 DOHMSGM% [AND] HETHE L TR LE T,
Select the type of event for this rule
If I a discovery event occurs ;I | a new IP host is detected ;I and it meets the following conditions:
() Add condition ) \) Add complex condition J
o —
! & Add condition | | €3 Add complex condition
o ) — .
[ano =] x—3 E
MEIL—LEHTOERDEDER
AX—b 4t |EDFA LR | YR—rENET | YR—FENE K| TIOER
VR AR A2 (Access)
& (Any) & (Any) & (Any) L& (Any) Admin/Discovery
Admin

ATy T

ATy T2
ATvT3

ATy T4

FABISRATF 2 ER T 5 & = 1T,

WIXU X PO EBOEABRTE £,

FIE

FMEOHEXLT Ry FH T Y X MpLEZERTE 554,

B

FBAL— =7 ¢ T, EREFLE L CHAET D (sin) ] EIE HFELR (isnotin) ] %
BIRL T 1 OOEMEZERLET,

TXADN 74—V RNOLEDBATE- 1L (R (Bdit) 1V 2722V w27 LET,

[BEFRIEE (Available) 1 D FIZHBEHEOMEEZTRLET, /2, 7V 7 LTRIvIT5
Z LT, METAEBOMEERINTE ET,

HRA () 227U v 7 LT, BRLIEH % [Selected] (2B L 5,

B aEERy > —
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mEL—rosz ]

ATvTS [OK] %7 Vv 7 LET,

HEIL—IILDEE
AY—hr T4t (HEDSAEUR|YR—FEET|HR—FSNEK|7OER
VR INM R ALY (Access)
L& (Any) L& (Any) L& (Any) {5 (Any) Admin/Discovery
Admin

VI F RAA VBT, BIIED KA A VTER S NTZHBELV— LV E TV — T RE RSN E
T, THUDIIRETRETT, £72. BHRAL UL OBIR LML —LE TV —TF b FEoR
SNFETH, INOITRETETERTA, FAD RAL U TIER SNTZMEEL—LE T L—T %
FRBLORETDITIE, FORAL EIDBEZFET,

\}

Gx)  FRIEL ﬁiﬁl@'ﬁ%iﬁ RAA L (Gl EERRT ANA R0 E) (T LERP ARSI TS S
VAT LT RAAL b OREEFR R LEE A,

{1

> %

TIT 4 TRABERY — D — L ~DOEFE L. BRI S E T,

48 HHIIZ

=NV EHIRT 25813 TN — a2 T XTOMBERY —h6HIR L £, FEMico
WTIE, MHBERY —DFEH (4—2) 2ZRLTIES0,

W

FIE

AT 91 [RY) >— (Policies) |>[#8B8 (Correlation) | Z%#R L C, [/b—/L&H# (Rule Management) ]
2T7% 27V LET,
ATV T2 V= VEEHLET,
o JERR : [V— VDFERL (CreateRule) 1227V 7 LET, MEL—1LOEE (53—)
EHBL TSN,
« TN—T DR [7V—T DIERL (Create Group) 1 %7 U v 7 L, 7\/1/~7°0)%ﬁﬁ?i’)\
ALT, R1E (Save) 1227 U w7 LET, ZA—FI—LZ2BINT5120F, L—1%
ML £,
ctRE RET Ay (&) 7Yy LET, HEAL—LORE (§~—Y) 2ZRL

TS, RDBVIZERT A ar () BERENLIGE, REITEHFAL IR L
TV, REEEETDMHERNH Y £ A,

| mERy o — I}



mERy o— |
B sunzs—Tonz

= VEIIN— N TA—TDHIE HIERT A2 () 220y LET, — T
N—TEHIRT D E, V=D ITNV—TBHRINET, 2 hr—ARNREERRIN
TWAEE, BREITHMARAALA VB LTEY, REEZLEETHHERNRHY A,

HERETIL—TDEE

ATvT1

ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

AYX— k54t [ EDSA VR |YR—bENBT | HR—bENBF | 791X

R N R AL (Access)

& (Any) & (Any) & (Any) f£& (Any) Admin/Discovery
Admin

77— bBIMEEOMBINE S NV—T 5B L, IN—T%T 7T 4 7L, 77T 47
RFRIR Y o —NOMRBENL— MZEID B TAZ N TEET, VAT AT, Ry hT—F bT
T4y 7 BN T B L, TRTI A=A EINTSEEZRBE LT,

TIT 4 TR I N—TF TN 7 N —F b ENT)SEITKTAEERIL, 77T 477
FIRRY o —TIT o BE. EBICEINCRY 3,

FIE

[/R1) >— (Policies) ]| > [#HR8 (Correlation) | Z&IR L., [/ /v—7 (Group) ] %7 VU 7 L
£,

[ V—7DfERL (Create Group) %27 UV v 27 LET,

AiE AT LET,

VERRFIZ I N—T"% T 77 4 7T 2581, [T 27747 (Active) | F =y 7Ry 7 A%F
IZLET,

T VT 4 T ENT TN —FIHISEEBA LA,
T N—T [ ATREZ2 IS (Available Responses) [ ZH R L, HAKFH (>) 227V v 7 LC,

ENOHE[ZNV—THNDIGE (ResponsesinGroup) [WZBENL £3, ISEZ Mo FiETEEIT S
Wik, ERED (<) 2L ET,

[fR7F (Save) |27 U w7 LET,

RDBERY

ANERBFIC T N—T T 7T 4 T Lo A
Uy LET,

TIT 47T BTN, ATAEED

B aEERy > —
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wEnssL—Jogz [

EErEYY
Firepower Management Center 7 7 — &2
1E18 DO

MEGETIL—TDEE

AYX—bk 4t |REDFAELVR | YR—bENET | YR—FENEHF|T7IOEX

R INM R ALY (Access)
L& (Any) L& (Any) L& (Any) L& (Any) Admin/Discovery
Admin

ISE T N—T1E, HERY O —THEA SN TOARWESITEIRTE £, Jn& 7 —7 ZHI%R
THZELET, ZOREDOITN—TbEfRLET, o, IE I N—TZHIBRETIT, —RFY
WCHET 7T 47T HZ b TEET, ZHICKY, ZA—T AT AITFRD 728, KR
V—IOERT D E XIS N—T BB E R R0 F,

LT RAAL VBT, BIED RAL U THERSNT I V=T RERENET, Ziudimse
TEET, B AAL U TERENTEII V=7 FRENE TN, ZIRECTEEEA, T
DD RAA L THERENTZ I N—T 2 FRB L OWRET HI21X, TORAAL YD EZF
7

TIT 4 T IR OISE T N — T ~OAETEL, BIEIC KR S E T,

FIE

AT v F1 [RY) >— (Policies) | > [#8E8 (Correlation) | ZiEIR L T, [/ —7 (Group) %27 U v/
L/i‘é—o

ATV T2 WEITN—THELE,
T I T 4 TETFIET 7T 4T ATA X EI ) 7 LET, v br— 3%k
IRENTNDEGA, BREITHM R AL VCEL TR, REEZEETHHERIH Y £
/\/o
o fERK : [ Vv—T DIERK (Create Group) %7 UV v 7 LET, HHBENE I L—TDHRE (
4 ~—) ZZRLTIZEIN,
R RET A2 (&) B Uy LET, HEREI LT ORE 44X—2) %
ZRLTLLEE, RDOVICERRT A3y (8) BERINDGE, RETLEH AL
WWRLTEY, REXEETDHERPH D EH A,
« HIBR : HIBRT A 2> (O) 227V v 7 LET, 22 ha—ARNRARRINTWDHLEE,
REFTARAALS B LTEY, REEZEETOHHERPH D A,

| mERy o — I}
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