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o [TS=—T = ha—H (TSAgentUsers) |: Nw U TRIAX A T THH TS =—V =
YHMZEoThIZvxvransa—¥ox A4 L7 7 N, FEBIZONTIE, #—3F
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L TEET, ZOHAIE. TO2—FICZOXA LT Y MEDEHINWET,
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(Hostname/IP Address) | & —83 24N H Y iﬁ‘o 72E2E, IPT RLARELT

10.10.10.250 ZfFEfH L T\ 5 DIZ, FEAE T computerl.example.com Z{#H L T\ %
Bl ekl £,

dI—HNAH>rn0—FK (UserDownload) 74 —JL K

[fEFAATEE%L Z )L— T (Available Groups) |. [E€(ZiEMNT % (Add to Include) |. [BRSV 95
[Z:BNT 5 (Add to Exclude) |

Zyrn— R L Ta—Pe2—FHEIcEHN TE 5 L5127V =72 RELE
T

s [BEFAIREZ V—7 R 7 A (Available Groups) ] IZZ7 /V—T7 03K > TWDHEE, 7
N—TDOHETa— NFThbhER A,

« IN—T% [GTTBMNT 5 (AddtoInclude) (1R v 7 ACBEISHZHE, D7
N—TEZF v ra— REj, 22— F— 2 32— PFFRHC= — il 4i~| fﬁfé’fi
ﬁ‘o

o [BRAMZIBINT D (AddtoExclude) ARy 7 R N—T2BEIED L, JL—TN
Fyra—REh, =Y F—2 T2 —FFRIFIHTE 0, = —FHEI3F
HTEEHA,

CEENRNWITN—T DT EEH LI, [0 DT N—7 (Groupstolnclude) ]
TO7 44— KRl %@a~%%%ﬂﬁbwﬁm(m@]%&);&biﬁo

s RIS W T =T D — PRI DI, BRIV D 20— (Groups to
Exclude) | TFD 7 4 —NV RIZZFDO2—F L& AL, [BM (Add) 1227V vZ7 L
iTO
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BE}A D oO0— FORMR. BYIRLEE (Begin automatic download at, Repeat every)
HE) XD o m— RoBEZEELET,

A—HBLUTIL—TDFHo0—FK (A—H7 5 2 XHEICHAE)
2= FEHEHB L2 —FHEHAIC 22— L TN —T 2T rm— R TEL L5110 %
R

— = |
LIVLT4LY F)DERTE
ZOFNETIE, LDAP % — 3% 7213 Microsoft Active Directory K A4 > 22> b B —ZZxHd

HUVIWVAET 4 LT NYEERTEET, TRENRR 2 —FX N —T %G 2850 K
Ay arbha—F%, 1 D0 Active Directory — NICRKET HZ ENTEET,

AY¥—hr 4t (HEDSAEUR|YR—FESNDET | R—FSNEKF | 7OERX

~ R AR A (Access)

& (Any) Control £E (Any) & (Any) Administrator/Access
Admin/Network
Admin

LIVAT 4 L7 NUDORET 4 —/V RICTHETAEEMIZOWTIZ, LILA 74— K (7 ~—
V) AL T EEN,

1R BRI

47 a o CSSLAEEAMMH L TT 4 L2 b U CRGET 5 IZIX, Firepower Management Center
DT 7 AT E IR D~ Tt EL T 22, GEET —% X —%2FHRRICLET,

FIE

AT FLEFETLTORWEETL, Firepower Management Center (2172 7 > L, [#t4 (Integration) ]

>[L /b (Realms) |27 U7 LET,

ATFw T2 [Lh (Realms) |7 R_X—=TVT, T4L27 MDORERARERDVIVLADLE I ) v 7 L
e 8

ATFvF3 [T4VZ7 VU (Directory) | X7 2=V T, [T 4 L2 bUDEM (Add Directory) 1% 27 U v
7 L/iﬁ‘o

ATw T4 LDAPY—  FE 7L Active Directory KA A > 2> b —F D[R A M4/IPT KL A (Hostname
/1P Address) ] & [A— K (Port) & AJILET,
VAT AZEY FRELIEAA M EIZIP 7T RLAIZLDAP 7 = U BEE SR ET, FA
;4473 LDAP #—/NF 7213 Active Directory KA A > a2 hr—FDIP 7 R AR IND
e, [T A B (Test) IR LE7,

ATy T [FE{tE—F (Encryption Mode) ] R L £,

ATy 76 (A7 a) UARNG[SSLAEE (SSL Certificate) | % 1 D3R T 2520, BIMT A 2

(&) 227V 97 LTIERELZBMLES,
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ATvT1
ATvT8
ATvT9
ATy 710

Bkia T A M4BTI,

[OK]Z7 VU v 27 LET,
[f-1F (Save) 1227 VU w7 LET, [LbA (Realms) | 47 ~N—TICRY £1,
LIV AZEEAZNC L TWRWESIE, [Lbs (Realms) [ X 7 ~— T, [IkEE (State) 1%

HzLET,

RDBARY

e =P LT N—T DXy a— R

A—HEHIL—TnAHoo—FK

(13 =) .

A—HFETIL—

[T AN (Test) 1227 Vw27 LET,

Jogyrn—k |

AX— bk 54 € [ REDSA VR |HR—rENdT | HR—rZhB K| 791X

VR INA R ALY (Access)

& (Any) Control & (Any) & (Any) Administrator/Access
Admin/Network
Admin

Z Dk v a T, Active Directory H—/37> 5 Firepower Management Center |Z=— & 2
N—TwZTra—RTL5HECONTHALET, G057 NV—T2E LRI,
VAT MIHEESNINT A= E =BT 2T _XRTOIN—TDa—F 7T =2 #BiFLET,
NI == A LOBEBENG, T/ Aay ha— Vil +T 52—V 2Rt I/ —T1E %
HRMICED DL Z 2RO LET,

Firepower Management Center 73 ¥-— /37 b Fuf5 Al RE 72 o —H D i KEX T Firepower Management
Center 7 /UZ K> THEARD £, LALDK T 10— KT A—ZOFHANLTEHHA.
Firepower Management Center (X CX 57217 % < O —WICEHT 2R EZ TG L, BUGTE ko
72— W # % Message Center O [# A7 (Task) | ¥ 7 THELE T,

G¥)

Firepower Management Center ClX, Unicode X F4 B e — WA ITRFINEH AL, 2—FX
TN—"T %L a— KT HHNZ, Unicode LT JTFICE S 2 T EE 0,

VIVARRIET 4 =/ FOFEIZOWTIE, LWL A 74 —bF (T~=2) Z2ZRLTEES
vy,

FIE

AT 71 Firepower Management Center (212 2 A > L E T,

ATy T2

[ A7 L (System) ]>[## (Integration) |>[L /LA (Realms) | %72 U > 27 LET,
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B -+»cor—Fosyon—¢

ATvT3

RATv74

ATy TH

ATvT6
ATy 71
ATvT8

AP L IN—TEFETH Y n— R LI, 2= PR —F I L—T %Xy m— N
HULNAOBICHB Sy vn— KT fay (&) £7)y7 LET, 3v br—AgkER
RINTNDGE, REIFEANAAS B L TR, REXZLEELETOHERPIH Y EHA, &
DDOFIEEZAX >y 7 TEET,

HEICa—P LI N—T%2F0 0 m—RT5L0CLVAEZRET ST, BEI T2 -/
N—T% T —RTLEIIRETDHLNLVLOMICHLRET A2 (v) 227V v
LET,

[—H7 7 & Zil# (User Access Control) | %7 ~— T, [ (2—H¥7T 7 & AHIHIZ MZE
7)) =W LI N—F% Xy m— K93 (Download users and groups (required for user access
control)) 1 ZA T LET,

—E D [HEN X 7 v a— ROBIMERF  (Begin automatic download at) | OB 238N L £ 7,
[# 0 L% E (Repeat Every) | —E&MH X 7 rm— NHERRZERIRL £7,

Zyru— RNoa—F ZV—T%EH 50N T HI1E, [EIRATREZR 7V —7" (Available
Groups) ][5 DHa—H Z—7 %8R L, [FDDHITEM (Add to Include) ] E721% [BRIMT
BN (Addto Exclude) 1 %27V w27 LET,

HEOZ—FIIHh o ~TREYV EF, ZOT 44—V RTIE, TAZXIRT (+) ZUANLRI—
K7 e LCEATE £,

GE) ZFOIN—TOa—WIxt L Ca—Fiilill 2 EITI 55 . [BDDHIZEM (Addto
Include) 127 Vv 7 THXLERHY 7,
WOFEFEFIHIZNES T TEE0,

s [ERAFEEZ V—7" R~ 7 & (Available Groups) 127 /V—7R3 > TWBE, JA—7
DFETu— RHAThiLEE A,

« JNV—T% [FTIZEBMT 5 (Addtolnclude) 4 v 7 AZBEISE5GE, D07 V—7
XX vra— REh, 2—% F—Z|da—H; ﬁ@i—#ﬁ@_ﬂmfﬁiﬁ

o [BRAMTIEMNT % (AddtoExclude) |y 7 AT N—T%BEISEL L, T—TRNEL Y
rve—Rah, 2= 75 =2 Fa—PFREEICHATE TN, 2 —FHEICERITE E
NEVR

CEENRNWITN—TDO—FEEDHITIE, [FHD 7 /NV—7 (Groupstolnclude) JD FD
74— K| %@n—#%%AﬁLJLW(m&]%&)/ﬂbifo

BRI SN W N —T D —F R RN T BT, [BRINT D 74— (Groupsto Exclude) ]
DFEDT 4=V RIZZEOa—FLEZ AL, BN (Add) 1227V v 27 LET,
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LILLOEE

&
ATv T2
AFvT3
ATvT4
ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

AX— b 41 [ REDFA VR | YR—rENBT | HR—FSNDEF | 7IEX

VR N R Ay (Access)

£ (Any) Control £ (Any) £ (Any) Administrator/Access
Admin/Network
Admin

OB v a T, [WrA (Realms) |_X—Y EOay he— L &2HH LT, LLAZET
HIEIERALVT T VAL R BFEITTHHFECOWTHMILET, ROAZERL T
él/\o
« AL PR ANRGEFTRINTVDLGE, REITTRH FAL B LTEY, REXZEKE
TOHERMR B EH A,
cMRDVIZERT A7 () BERINDIGE, REITEMA AL TBLTEY . &E
HERTDHERNR D FH A,

FIE

Firepower Management Center (22 271 > L £ 7,

[V AT L (System) |>[#& (Integration) |27V v 7 LE 7,

[Lv A (Realms) |27V w27 LET,

LV A ZRIBRT 2121, HIBRT A= (8) 2270 v 7 LET,

LV L ERET DT, LV ADRICHDIRET A 22 (&) 227V v 7 L, LILVADIERK
(6 ~—) OB TERZITVET,

LV L ERINCT 2I21E, [REE (State) 2 AICATA FLET, LALEZERCT 5T,
FEWZATA FLET,

2= PR LO2—F SN —TEF T n— B0, Fyra—Rrsay (£) 229y
7 LET,

Lakar—3aicid, ae—74ay () 22092 LEd,

LV A E BT 5 7RIS OV TE, LAV ADREE (16 X—) LT ZE,
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AX—b 54t [REDFAEVR|YHR—bEINET | HHR—FbSNBF | THEX

VR NA R ALY (Access)

& (Any) Control {£E (Any) {£E (Any) Administrator,
Security

Approver, Access

Admin, Network
Admin

FIE

AT w1  Firepower Management Center (212 7' A > L £ T,

ATvT2 [VRTL (System) |>[#i& (Integration) | %27 U v 7 LET,

ATy T3 [LAh (Realms) 1227V v 7 LT,

ATvT4 [URTL (System) | > [#i& (Integration) |47 U v 27 LET,

ATv 75 [LLA (Realms) 1227V v 7 LET,

ATy 76  [LILADLEE (CompareRealms) |27V v/ LE1,

ATw 71 [R5 (Compare Against) ] U A RS [LLADHEE (Compare Realm) ] ZHE8R L 7,

ATy T8 [L/LAA (ReaalmA) | BLO[L/VAB (RealmB) 1 U X ST 5 LIV AZEIR L £
7

ZFvT9 [OK| %2V vV

ATV T Hx OEFZRIRT51201%, XA b X—=0 LD [Ri~ (Previous) ] £721% [k~ (Next) ] %
7y 7 LET,

ATFyIN (F7va ) [HELAR— (ComparisonReport) 127 U w7 LT, LILVAKELAR— %
ERLET,

ATvT12 (A7 ar) [HLwE (NewComparison) |27 U w7 LT, HrLWLLVALKEE 2 —%
R LET,

LILLEA—FDAYO— KD ST a—Fk

T LW — R OBEICRT WD LIVARE, 75 ARE, £ —"RED
LB LT &N, BEOMDO hF TNy a—TF 4 o0 TIE, kESBL T
YN

2 2T NTAT T AT A S AD N T TN =T 4 T

ISENSE-PICT AT v T 4T 4 V—AD LTINSV a—TFT 47
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cTST—V 2V NTATUT AT A4 V—ADKNT TN a—T 47
XN T T AT R—=ENDTAT T AT A S —ADKNT TN a—T 4 T
cVE—RNTIERAVPNTAT VT AT A4 V—ADNT TNV a—TFT 47

e —YHIHO KT TN 2 —F 4 T

EWR 7R a2 b= LR —BITIL—TDAN—2y TE—FH LA

Z OERERIT. D AD KA A L DEFEEMRICH D AD RAAL ZEAESNET, UL TFO
BT, AN RAAL Y RAL T, 22— T A T D AL LSO AL U E2IBLET,

ZI—HFREEINTVDIINE R ALV TERINIZ I NV—TITE LT\ 54, Firepower 13
A RAAL DAL=y TEBIHFLETA, To& 21X, ROV T IV FEEZEZTIIZEN,

e KA v br—F 1 L2 FHEIEEL TS
cITN—TAIZRAAL Y 2 hr—F 2 TEEINTND
carbr—7 1 0O2—Y mparvinder [T NV—TADALNN—Th2D
22— mparvinder [FZNV—TAIBLTVDEN, A=y T TA—T AZEETH
Firepower D7 7 A 2> ha—L iKY — b—LARn—HLEHA,
BRE  INV—TAIETDH, TRXRTCORAAL VI DT I "EEGL RAAL Y 3 ba—
FZVICEBED TN —TZ B LET, JNV—T A FHIEITNV—T B DT RTD AL N—|T—
HTAHEHC. Tr/EvAay ra— L RY o— — L AEEELET,
EWR . 7R a2 A= LR S—BFRAL DDA N—2y TE—F LA

=R RAAL DT ThHD FAAL IR LTV DEE . Firepower 1L K A A [ O#/ 1B
BREBHLETA, LE2IE. ROTTIFEEZTIEEN,

« NAA Y child.parent.com [Z NAA >V parent.comDF+TH5H

e 2 —# mparvinder I¥ child.parent.com TEZRIN TS

2—% mparvinder NT FAA VIZELTWAA, parent.com & —E 9 5 Firepower 7
A arru—/LAR Y —Nchild.parent.com KAA D mparvinder &—EH L &
A,

fi#IRK : parent.com F721% child.parent.com DWTILND A L N— v FIZ—FT
LHiEowkTrrswAaryhe— L RY— L— L EEHELET,
FERR : DIWLFERFIUVILLATALY FUDTRMONERET B

FAL T R R=YD[T AL (Test) | RZ T, ANLIEARAMELIZIP T FLAIZ
LDAP 7 =V #XEF LET, KL AIR, REMBELTIEIN,

e AJLTz [AR A M4 (Hostname) |75, LDAP #—/3F 7213 Active Directory KA A 7 =2/
FE—F0IP 7 RL AR END,
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« ASJLTZ [IPT RL-2 (IP Address) | BWAEZITH 5,

LIV AFREAN—T D [ADSB IO T A b (Test AD Join) | AR ¥ it kD Z & EMERLET,

*DNS 73, [AD7'Z7 A~V RKAA > (AD Primary Domain) ] % LDAP #—/3F 721X Active
Directory KAA > 2> ha—JDIP 7 KL ARSI ND,

« [ADZ /N —Y¥4 (AD Join Username) | & [ADZNN/NA T — K (AD Join Password) ] 251E
Ly,

[ADZ = —H4 (ADJoinUsername) |IX5EREML THLUNERH Y £3 (72 & 2L,
administrator Ci372< administrator@mydomain.com #fEf L ¥ ) ,

s RAAL VNI Ea—HXE2/E L, K AA T Firepower Management Center & N A A >/
AL Ea—Z L LTEMERDLTODHDRERN2—VFITH D,

FER - PHILABVERICI—H 24 L7 MORET D

FHILRWHRC2—% A4 L7 7 FRFATESNTVDL Z LIRSV, 2= 2—T =
> k. ISE/ASE-PIC, TS =— = k H— 3DKEf A3 Firepower Management Center? ¢ & [F]
SN TWbHZ xR LET, 7774 7 U ABREY I T ene, PO T —
PDOLA LT U FINFEATSIND RN H D £,

FER : LILVARETHEELEE S ICA—AEENLL, FEBRNA SN

Y= XDV T T N—=T DAL R—=Th 52 —H %) TE 5 Active Directory L /L L& FRET 5
B2, Microsoft Windows Y — N3 RE$T 5 22— O A LI FIZHIBRT 5 Z S IZEELET,

 Windows $—/32008 &£ 721% 2012 TlE, 7 /—7 T £125000 =—H % T, Windows Server
2008 [=® Oracle Directory Server Enterprise Edition 7.0

RETELT, £02L 02— FEyH— M50, ZOF7 4k hOfRES & L5 &
5y —SORELEHCEET,

R AT ro—Fahin
FZZDLNDFERITRD EBY TH,

c LIVLAD [Z AT (Type) 13 IELSERESILTWRWEEIEL, FirePPOWER ¥ 27 AIZ X
DL SNHBEMEE VR MVICKViREEN D BEN - L2, 2—F L
N—THkFra— RT&EERHA, 72L& 2IX. Microsoft Active Directory L' /L AD [Z A 7

(Type) 1% [LDAP] & L CRET D &, FirePOWER ¥ A7 A ClXuid BENSKLEIZ/2D |
Z DJEMEIL Active Directory Tl none (ZEXE S AV TWET ., (Active Directory Y AR R Y
TliX., =—H¥ ID IZ saMaccountName DM S E E

Yya—3: LILAD[HAT (Type) 17 4 —/v RZHEYNIERE L9, Microsoft
Active Directory DG AL [AD] IR E L, YA — I TW5H5]D LDAP VAT U 0L
A1 [LDAP] IZRRE LT,
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o JV— T8 F T TR EAL AL (R R SUF M A & 4TV D Active Directory 7 /L — 7 (D 1 —
i, AT T 474 RV — V=L THEHATERWAREENHY £9, 72& 2013,
TN—TZETIREN LT AZ )V RT (») ( fa3— (=) . Ry T AT va

(\) REODEHRLFNEENTVWIEAE, LD NV—FNOa—F|ZF 7 a— R
SNT, TAT T4 T4 R —THHATEEEA,

FRIRK © 7V — T R IR AL 0 DR RSO 2 HIBR L £

R RADISELA—H I—C2 bOA—HDI—Y T—42HAWebf V2 —T (X T
RIRSNAEL

VAT MIT—HINEET —Z _X— AT/ WISE/ISE-PIC, t—Hx— = hELIETS =—
Vb a—YOT I T4 T 4 EmHTLE =L ENSICET AERA G L E
T, R Lo T, ¥ AT A% Microsoft Windows ¥ — 3025 Z O A2 E#ICEET 5 7=
DICEBICEERD Z b0 3, 7 — XS KENT 5 £ ¢, ISEASE-PIC, =—
TV b TSTZ—V 2 ha2—YNOLRIDT 7T A ET 41EWeb A X —7 = A AT
RREINFEA,

ZHUCRY ., TGV o e a—F T T 4 v J DR L TN ZENDH D
RICEELET,

R : AR bDI—Y T—EABENDARIZLES

=P —WT 7T 4 BT A AR MIEESNDIP T FUARFTENLILGAIEL, LV LE
B LET, EHEDOLVLIZFE—D [AD 774~ Y RKAA Y (AD Primary Domain) ] OfE%
BRETHILITTEERA,

SR : A—ZF LY=oy Liza—HYN, SXTFALIZE>T—EIZHEHMN S AL

HAINTWARRKIZY — I T AT =BG EI, ZHIERSNLTWD 1| DEITHEEO

= NIZV IV ARHEESINTWDLEAIEL, ¥ —I TV —RRgETOa—Vna /(& IEfEIC
159 5 72 Cisco Terminal Services (TS) =— = hERETHXLERHY £, TS =—
VxrhEA VAL, BFETDHE, OV NI —PIHYEDOR— FEEY
T, Firepower System (X416 D2 —H % Web A V¥ —7 = A4 AT—REIZHBITZ DXL 91T

30 £,
TS =— Y = > FOFEMIZOWTIX,  [Cisco Terminal Services (TS) Agent Guidel % Z M 1L T<
72 &0,
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