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TCP AT > av DT 4T N, N VT LET,

URG=0 DIFEIZEERKRA > 2% 1) 7 (Clear Urgent Pointer if URG=0)
BA (URG) HHE Y FARESHLTVRWES, 16 By FD TCP ~v & — [BERA ¥
(Urgent Pointer) | 7 4 —/V K& 27 U7 LE7,

EORA O—RIZRESN=BRKRSL 2 F=IZURG %% ') 7 (Clear Urgent Pointer/URG on
Empty Payload)

RA B— RR7RWEE, TCP~ vy ¥ — B2 A 4% (UrgentPointer) |7 4 —/L K3 X O'URG
ey h227 07 LET,

RERA VADNFRESNTULVELMEE URG 7% 1) 7 (Clear URG if Urgent Pointer is Not Set)
BARA VA PBEESNTORWEA, TCP ~y Z—URGHIEIE Y h2 27 U7 LET,

R2RA 2 DEHE (Normalize Urgent Pointer)

RAEPNA va— NEZ EFEILSHE, 25 O TCP ~v ¥ — [BEARA % (Urgent
Pointer) | 7 4 —/V R&_XAf o — RRIZHEELET,

TCP R4 O— FDIEFIE (Normalize TCP Payload)

FEEINLGT —ZO—EMDNHERSND X HIZ[TCP7—%# (TCPData) 17 4 —/L ROIEH#
fbzahicLET, ELSHERTERNWEZ AL MITRTRryYanET,

SYN [ZB9 5T —42 %HIBR (Remove Data on SYN)

TCPARL—F 4 7 VAT ARY T —2BA MacOS S OE4A . R (SYN) 47y hDOF—
X EHIBRLET,

Flo, 2O T a ik, TCPA NI —A 7Y 7 aty¥o AU — (Policy) 147
v a U [MacOS]ITRRE STV TV RWEEAIZ b U A —7lHE/ L — 1 1292 & F 7= 4hic /2 £
7

RST ICRH9 5T —%4 %ZHIFR (Remove Data on RST)

TCP UVt v k (RST) X7y LT —HZHIBRLE T,

F—R%E94 2 K912k 224 (Trim Data to Window)

[TCP 7 —% (TCPData) | 7 4 —/V K% [V 4> RKY (Window) ] 7 « —/L RIZHRE S N=H
A XTETUVEH/ETET,

FSURKR—rEBELURY FT—2ET) Totvy |



FSURR—FBEEURY FO—V BT Tty |
B os5ommerroay

F—H2%MSSIZ k') S>% (TrimDatato MSS)

A r— RN MSS LW EWEA, [TCPT—4% (TCPData) | 7 4 —/V R&dxg K7 A2 K+
A X (MSS) IZETYIVHETET,

FRRATTEEIL TCP Ny A —DEFEH T Oy~ (Block Unresolvable TCP Header Anomalies)

IDOFTvarERHEMNITDHE, VAT AFENIRVZERA MIL-oTT ey 7 ENAEF
FEMERE VR /R TCP X7 v b (EHLENTWAER) 27 oy 7 LEY, =&z, &
AT DI SNy v a VOBRIZEEFEEINTZSYN Xy e T v 7 LET,

Elo, VAT AE, AV ADREDTENTN L0 E S NI R < BIFIRTTCP A Y —
LTV Taeyh = OWNTRNC—ET 57y b Fay 7 LET,

* 129:1

. 129:3

* 129:4

* 129:6

* 129:8

* 129:11

* 129:14 ~ 129:19
(71 Yo Sizry hOEFE (Total Blocked Packets) /X7 4 —~v > A 72 7121k, A7
A VBT 0y 7 SN Ty FOBIRSH, Ny TREL Y v T E—RFTOAL T4
VIEOSGEIL, A TA VBT ey 7 IS TR RENET,
BARAI7ZEMEE AN (ECN)  (Explicit Congestion Notification)

B RAOEEESEZN (ECN) 7T 707y NEALEZIZA MY — LB OEERILEZLLTO X H I
Bz LE 7,

s [/37 v b (Packet) | ZIBINTHE, FIvm— 3 EHRZR L, X7 » FNHEALTECN
TN )T ENRET,

e[A FVU—2A (Stream) |ZEIRT S L, ECNOFHANRR T =— FENTWARWEE, &
KN —LBENTECN 777087 V7 &NET,

[AFVU—2 (Stream) | ZERL7=HE. ZOERERFETEIND X HITTHITIE, TCP A b
V=27V 7atyHdD[TCP3 V=A /N> Ry =A 277 (Require TCP 3-Way Handshake) ]
FTa b AEMMCESN TV DHLRNERS Y 7,

BEFEDTCP AT 3> %9 1) 7 (Clear Existing TCP Options)
[ZNHD TCP A 7> a »%FFA] (Allow These TCP Options) ] #H Nz L £ 7,

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

154 vEEr Ty ||

INBHDTCP AT 3> %Eal (Allow These TCP Options)

N7 747 THAITHEED TCP A7 a » OIEHL 2B LE T,

BIZRIICEF R S NTe A7 v a d, BBk ESnEH A, 72 a3 & [HfE/2 L (NoOperation) ]
(TCP A7 a 1) ITHRELTHIRIIZIFAI L TW WA 7 v g Ud, ESMbSE T,

[ZNBHDTCP A7 a2 %7 A (Allow These TCP Options) | D% EIZBIR7R <, kDA
va IEEZR TCP N7 4 —~ VA RIS SN D720, Y AT AMTHEIZIN DDA
TarEHFALET,

el K7 AL b AKX (MSS) (Maximum Segment Size (MSS))
« U 4 R A% — L (Window Scale)

o XA I AKX 7 TCP (Time Stamp TCP)

MDOZFIEE —RIIER SR NA T g Ao T, VAT AIEBICHFRT LY
Ao

BEDF T a v EHFATAHIZIE, A7 aryd—U— R, 7 a FE T oml
DH~<EEY Y A NEHRELET, LTI, —fHlER~LET,

sack, echo, 19

I 7 aryFdF—U—RERETHENI T LiIE, ZOXF—U— RFELEEEfITONTZ 128 ED
TCP A7 v a v OFEFERETHZ L LRI TY, 72& xE. sack ZIET D Z L1%. TCP
F 7 a4 (GRINAOFERIGE 2 FF 7 (Selective Acknowledgment Permitted) ]) 3 KON TCP A4
Zva v s ([ERMERIGE (Selective Acknowledgment) ) ZFET 22 & LRUTYT, 4
Tary F—U—RNTIE, KXFENLFVRXEBISIEE A,

Fr, any BERETHE, TRTOTCP AL a U RHFAIENLT-0, EEIITTTDTCP
F 7 a OIEFAER I S E T,

DRI, FF]THTCP A v a v ERETHIHEEZEN LET, 74—V FEEOFEIC
TBHE, VATAIIMSS, VA4 R T A= BEORYA LAZ L TDOF T arDhik
FALET,

BETHIRNE HFaishd4+ 73y

sack TCP 47"+ a2 4 (Selective Acknowledgment Permitted) I3
LTS5 (Selective Acknowledgment)

Ta— TCP 473 2 > 6 (EchoRequest) 33X TN7 (Echo Reply)

partial order

TCP 473 3 > 9 (Partial Order Connection Permitted) 35 &
Y10 (Partial Order Service Profile)

conn_count

TCPHEE AT > 3 11 (CC) . 12 (CCNew) . BIW
13 (CC.Echo)

alt checksum

TCP 473 = 14 (Alternate Checksum Request) 35 L%
15 (Alternate Checksum)

FSURKR—rEBELURY FT—2ET) Totvy |



B 5 mstk0

FSURR—FBEEURY FO—V BT Tty |

HET HIRE

FalEhdrIoay

md5

TCP #4~7+ = > 19 (MDS5 Signature)

F T a F 2~ 255

F—TU— RO\ T arvEte, BEOA T a

(EEF=3

T_XTOTCP A F a3y (ZORTEIT.
Tva ryODEREEESICLET)

EEHIZ TCP 7

12

DX T a Nl any BIEE LWGEAE, ERLIZIIROLOREENE T,

*MSS, VA4 R A —b ZALRET | BIOEOMOBRICTF AT S~
TaruERE, TRTOF T v a O, & [HEfE/ L (NoOperation) | (TCP A~ =
YD) ICRELET,

o XA LNAR U TITFEHE LT TCHEGRGE, BAWVITED Th-o T rIvo— M

WG, FALAZ T F Ty M [#{E72 L (No Operation) ]

A LAZ TR AT = FINDBDD, FELRNVGS

B

« {ERRINE (ACK) Il E > b2

(TSecr)

« SYN il v F23ERE STV NWEA,

BEIN TR WA

-

\_%ﬁéﬂ Lij‘o
Ny hETuy s LE

[ZA L AZ T Za—iE&
(Time Stamp Echo Reply (TSecr)) |47 > a v 74— RE27 VT LET,

IMSS] BL N[V 4 v Ko A4 —/L (Window

Scale) |47+ a % [BfE72 L (No Operation) | (TCP A7 3> 1) [ZHELET,

EELEY D

BAA R NONRT p—~ V AFFHER T T 7 OFESE

74 VIERIEDERE

RI— bk S4t |HEDSA LR | HH— FENBHT|HH—bEnd F| 7o £

~ A AR A (Access)

s (Threat) Protection f£& (Any) f£& (Any) Admin/Intrusion
Admin

158D DRI

cMEAEEZ Iy hEESRILERIIFry 21203, AV TAVEATOTY IR
Ty HZED N T T 4 v 7 OEEOBMAIHES T [A 7 A F— K (Inline Mode) | %
HEMCLET, £, BEHART AL AL, ATV TREBTAIVERDH D 97,

B S RR—FBELURY FT—Y BT TOE VY
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| F5ozK—

ATy

ATy T2

ATv7T3
RTv74

ATy TH
ATvT6
ATy 71

FEELURY CI—VET) TRty

1354 vEgttozzE ||

FIE

[R1) > — (Policies) |>[F7 2 A 2> kO—JL (Access Control) |. KIZ[RY FT—D 5
R1) & — (Network Analysis Policy) | #7 UV v 7 LEF, FiX [RY) P — (Policies) |>[7
2+t ZX a2 kA—JL (Access Control) |>[RA (Intrusion) |, KIZ [Fv kT—Y R
L — (Network Analysis Policy) | %7 U v 7 LEd, ZERLET,

Gx) HAR L 22— a0—VZ, T2V A NI TWDIRMD/IRA~DT 7 & ZHIREHR
HOGENE. 2BFEHONRAEZFEHAL R v—IZT7 78 A LET,

WET IR v —DRICHIRET A2 @) 27Uy 7 LET,

ROVICRRT A 2y (4) BRRINDGE, RETHMARAS B LTEY, RELE

WA LMD H 0 EH A,

FTES = a v SRRV T [ERE (Settings) 1527 Y v 7 LET,

[N AR—=bERITRY NT—7 LA 7Y 7Frat v (Transport/Network Layer

Preprocessors) | T[4 > 7 A »1EMAt (Inline Normalization) ] 23 EZNC/2 > TWAEHEIX, [H

2hit. (Enabled) 1% 7 U v 7 LET,

[f > 7 A »1ERHYE (InlineNormalization) |DHEICH DFRET A 2 (@) 227V v 7 LET,

AUTA BB T ) Tt ot (T X—=2) THHAIRTWL A v a Vv aRELET,
BEBEORY —MEZRIZZORY) O —TITo AR 2 RGFET DI1E, [FY —1F#H (Policy

Information) | %27V v 27 LT, [EEAZME (CommitChanges) | %7 U > 27 LET,

EEEEETICRY =2 ZDOEFIZLEGEIE. MNORY o—ZiRET D &, HEOHE

BICx Yy v o SNEETIIWEINET,

RDBRY

o A4 T4 VIERBYE B/ TTL (Minimum TTL) 147> a > TIRAA X2 24K T 585
ABlx. Xy b Fa—& L—1 116429 (IPv4) & 116:2270 (IPv6) DWW E 21
FEAMILET, FHMIIONTIE, BALV—VIREEOREL LU 714 VIEH LAY
vary ®@N—=Y) EZHLTIEIN,

RELLZEMALEY, RELEORMAEZZML TS,

BEErREYD
LA Y
BALAEE X2y MU= AR o—LRARY v—

FSURKR—rEBELURY FT—2ET) Totvy |
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B reatsurneuy

P &L 7

IP OS5 A

FSURR—FBEEURY FO—V BT Tty |

)y Aty

RGEL=y b MTU) LD REWEDIZIPT—Z T T ENEHRO/NSWIP T —H 75 A
WZpElEnNsE, FOIPT—F T T LMIT7T7 7 A Measni=Z &lZz 9, H—0DIP
TR TANTTT A ML, BINWTZHBE 2T 5 DI+ HERNE ENRWGERH
DET, ZOD, WBFIT= 7 AT 0 NOKRHERNLTZOIZ, 777 A MeEih b
7y NCHBT — X ERETLAREERH Y 7, IPRElLTY ety i, r—
VUNIP T =X 7T M LTV ERITT LRI, N7y MHHAEN /B A L — )L
TR LT T2, 777 A MEENTZIPT—X 7T MR LET, 7?7
AV MEENTT =% 7T DR TERWES, TNLOT—X 7 F MR L TiE, v—
IVINFEATEINERA,

F—av ITHRTOA KR

IPRE(LE AT HE, Ry FT—2 EOKRA MIXIT2HE (747 My 7HERE)
% VAT LBERICHT LY Y —ZHBEKE (Jolt2 B/ E) M T HDICKLLET,

T4T7 Rey THEL, BEDOFTXL—T 4T VAT LADONRNTEERAL T, D041 —
TAT VAT AN —NR—=TF T L IP 777 A b LE )95 7Ty
THE T ET, IPRELTY Vet b E2BERNIL T, A—R"—=F T LT T TR
v REHRAIT A X ICRETIUL. BUTAH T TS A L NEMBITXE T, IPRELT Y e
o, TAT Ry TREREDA—NR—F3 9T TI3 7 A NEET, RYIONT >y N &
BT 57200 T, RICKBTO®KEGED /N7 > MImHE LEEA,

Jol2 W TlL, IPFOE VARREZ L S5 L\ ) HIETH — B A ELREZ T 572912

T A MEESRERIUIP "7y hOabt—4a KEICHELET, IPEELTY Yoty
PTiE, ATVHHED LRICE T, 20X ) 2K 8A2MIE L, AENREICBN TV AT
L HOBAARIRIEIZ LE T, VAT AIBBIC X > CRAMIC/AR B3, # A TRE AR IE & HERr
L. *Yy NU—2 NI 74 v 7 OREERITLET,

TIT A MEENT Ry NEFRERRT DB, AN —T 4 VT VAT AL o TR
DNET, FARAIREDFTRL—F 4 VT VAT LATIEITENTWDLONEHEBENETEN
X, TOBEFILX —7 > M AR SNBRREEDFIETEMENRT 5 L) ICRERNT Yy NeT T 7
AV METHZEBARETT, E=F ROy NU—7 ETHRAMNEFEITLTWNDH AL —
T4 T VAT AT, VAT AIZEARHATY, Lo T, XY Taky sy hEES
T2 HETEHBR L TREL, T T A7 v A FPABHINZZWVWEFE AR A L—F 5
HREMERH Y T, ZOXIBREBEBET H1-DIC, ry hT—7 EOKRA N &Y
FHETry Mkt 5 k5, wEfb”) Ve b EHRETEL LI TnET,

Ny TRETT AT 47 a7y ANVOEFEENT LT, Xy bOXZ—4 v |k
RARDHEAN ARV —FT 4 7 VAT AERITIG U T, IP ik ~> YV 7et v i3
HE =Ky hR—=ZADORY —NEIBINENA LT A L TExFE T,

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

B—4y b R—ZDORBIEHRY S — .

B—5w k R—ADRBEILRY > —

RARNDFNRL—F 4 7 VAT AIUTO3OOEHELEH LT, v N TR T AR
BT 2Ry b 757 A FEBRELET,

AN —F 4 U VAT LAINT T T A N EE LTET

cTTITRALNDF Ty N Xy ORENSDZEDT T T A FOERE (S FE
fL) )

e F—N—=F L TNBE T T T A & OHBILEAIE & FHRHE TALE

INHOREITRTOLIRL—T 4 VT VAT ATHEHASNTWD LD, 757 A Mb
SN Ty PR T D EEIERT DT TS A L ME, AR —T 4 T VAT AT
FoTRRVES, LER-T, Xy hIT—7 ETRRDIAXL—T 4 V7 VAT L EfHT
L2BEDEARN, AUA—NR"—=T 0T 7T 7 X baeFo7-< Bip D HiETHEKRT 255
LEZOLNET,

WTNDDREA NDAR =T 4 VT VAT DEBH#H L TWDAREEN, A—N"—F 7 L
NIy N5 T A NMIRERay T oY EHIFETCHEHETHZEICL-T, =7 A7 A b
DM ESI, ZTOFRA NEEHATLREEMERIH Y T, ZO/ 7y PO KR A R TEHIERK
SINTHREINTH, N7y MIEFRVWEIICAAETR, ¥—F vy M AR NTEHERSN
éFA&iTE&17x7m4h#ainTwi¢ L, BE=AMBOFR Y NT—7 &S
AV NCEBET LA —T 4 7 VAT LEBEB T LY ICIP (LT ) T ak vy ER
ETHE, 2T Ta oY RnE—4y hARANERULGETTZ I AL M2 E#ERT5 2
LIZLo T, WEEZWHTEET,

BwikA T3y

IPEGE(LE AN FEIITENI T A LT ERRIRT AL TEETN, VAaTIE, 21L&
D HNNLALT, HENCT A IP T ) Fat vy OBELIEETH 2 L 2HER LT
WET,

PIFOFMBATT ) ety b L—ABERINTWRWEE, 7 a iz 7 ) ek ot
=V BEEA T STV ER A,

WD T a—)L FF g B ERTEET,

ERICEIYHTENIzT75%5 A2+ (Preallocated Fragments)

TV Fa PN —EIWBTCEBlE DT T T A NOBRKE, FRIEIVYTTETTTA
Yk ) —FROHERETDHE, HHATVEY Y TRENTRY £,

e D77 A b O i—ﬁMWA4b®f%)ﬁﬁ%éhi¢ 7Y FutyHT
@ﬁ@777%/k%mﬁﬁét WCHBER AT YR, FEHNRT A RZEFRIERE SN
FAATRE/R A £ U BOHIRE LR A E5A1E, BHEART A AD AT VHIRAMESR SN E T,

FSURKR—rEBELURY FT—2ET) Totvy |



B reaciioas

\}

FSURR—FBEEURY FO—V BT Tty |

IP bR ) =812, LTy a v 2RETEET,

*y kI—=9
bR Y o—ZWHT 2R A N () OIP 7 FL XA,

B—DIPT7 RLAERET LA Tavyr, HH50NIZno0WTnNEIZmFE o~
TRV A RERRETEET, T4V IR —%ED, At THRR25FO 70 7 7
ANERECTXET,

GE)

VAT AL, HV =T FAALVEM Oy FU—F = T EER LET, v ATF KA AL
JEBACIEL, EEEOIP 7 FLRAZEH L TZORELMEITLH L. THLARWRERICR S T6E
W2 o £, EESHEAT V=7 PEFEMAT DL, FHREACORREL, Su—L
AT 44X alb—varERSOR—INVEREICGHETEET,

F T H IV K RY T —D gefault HETIT. BIOZX—4 > hAR_R—ZA KRY > —TH X=X T
BRWE=HWMBR Y NT—7 BT AL FDOTRTOIPT FLANREIND Z LITEELT
KEEW, LEBST, F74LE RV —DIPT RLRAEZIECIDR 70y 7/ L7 (v
JARIFMETE S, FBEETLOILHELDHY A, F2. HORY > —TZOREZZEH
270, any 28 TT FLAER (00000 7203 2/0) 2FHALZ0T5Z L3 TEEE
Ao

Ry o—
Fo ARGy NT—7 BT A N EORA F—RITHEHT A RELRY —,

B—H 'y NBRARNDFRL—F 4 7 VAT LIS U T, TO0OREERY >—D 1 25N
TEET, UFORIZ, TOORY—& ZNENORY) =2 AT 4L —FT 17
VAT AEFTEHE LET, First & Last WO R Y —HE, TNHEDRY —DBrdD A4 —/3—
T TRy NERIREROAS— =T T Xy bOEL L BT AINE KM L TUVE
7

Z DA a ik, Firepower Threat Defense V' —7 v KRB IO M VAT LU b A U F—
Tz A ATIFEHEINET,

R1:3—57y hR—XAORBILR) >—

Ry o— TRL—T 4T VRT LA
BSD AIX

FreeBSD

IRIX

VAX/VMS
BSD-right HP JetDirect

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

TP DEDN |

RY— TRLV—TFT 42T VRT LA
75—k Mac OS
HP-UX
Linux Linux
OpenBSD
Last Cisco I0S
Solaris SunOS
Windows Windows

Timeout

TV Ty TN T T T A MEENTN N RS DRI T & DRI
Bl (38 #EELET, EBEINTERMNIC Ay NEFERTEXARWES, 7Y ety
P NINT y NOFERRITEEL L, ZMELET T A NEELET,

&/ TTL (Min TTL)

Ry MIHFRENDIE/NTILEAZIEELE T, 2047 3 43, TTL RN— RO A
ERHELET,

TOF T T ANR R EAEKRL, AT VIERTIE. By MR Re v LET,
T 5%, —L 123:11 a8 LE,

E®&40 (Detect Anomalies)

F—=R—=F T T TR NDLIBRT T T AT — g REEZHN L ET,

Z DA T a i, Firepower Threat Defense L —7 > RBLX N7V AXRT L b f o F—
Tz ATIHEHINLET,

ZOFT a4 PEREKL, AT VRATIE, EXT Yy P Fry 7 LET,
THITIE, RONV—=IVEHIIT LI ENTEET

¢ 123:1 ~ 1234
«123:5 (BSD ARV 2—)

* 123:6 ~ 123:8
A—\—S v JEFH (Overlap Limit)

Tty alNTEELTWAEI AL FOBRESINZE™IMEEIND E, TDOEB Yy 3 Dk
WlbEEIE+ 52 L 2EELET,

FSURKR—rEBELURY FT—2ET) Totvy |



B reatoz:

FSURR—FBEEURY FO—V BT Tty |

IOF T arERETHIIE, [EEHA (Detect Anomalies) | NI T HMENH Y F
T fEAZE E@FA\:®j7/aym%ﬁmﬁbi¢oﬁoﬁ\%ﬁ@@%@ﬁﬁfy%@
ZHRELET,

Z DA a id, Firepower Threat Defense V' —7 v RBL NN T VAT Lo b f U F—
T oA ATEREREINET, EE7V I T A MI, TNOLDOA L HX—T = ATIEHIZ R v
TEINET,

DX T a 8T LAY MEARKL, AT A VERTIE, BNy hE Rey 7L
T, ZITOE, = 12312 A TE £,

&INTST A2 kY4 X (Minimum Fragment Size)
BWESINTNA MLV /INESWREZETRNT 77 A SRR ESNTZSGE, 2037 v MIE
a@%é%@t#ﬁéhé_&%?ﬁbiﬁo

ZOF T arERET DI, [EEHA (Detect Anomalies) | AN T D2 MENH Y F
fommlaw%é\_@ﬁ7/ayﬁﬁﬁmﬁwiﬁoﬁO@\ﬁﬁ@®ﬂ4bﬁ%%EL
7,
DX T a NI A AR "EARKL, AT A VBT
4, EI7H120E, = 123:13 AT TE £,
EENE YD

Firepower ' A7 LD IP 7 R L AEKGLiE

CENASTy M Ray L

B DERTE

AYX— k54t [ HEDSA VR |YR—bENBT | HR—rENBF | 791X
R INA R A (Access)

Admin/Intrusion
Admin

&g (Threat) Protection & (Any) & (Any)

VAT AT, KV —T AL EBIOR Y NT—7 = TEERLET, vV F KAV
BT, BEBEOIP T FLAZBHALCZORELZMEIT DL, P LARWRERICAR D THE
WRBHY £, EEESKHEAT V2V NEERTLE, TR NAA COEFEFIL, Fr—r
arv 74 Xal—varEESOr— A VEREIGHE T ET,

IR B
s NAK N H =5y hR—=R KR =TT DRy NT—T B, Bry NT—T 58K
Vo —lZho T INA Ry NU—7, V—r BXORVLAN DY 7ty k& —FKT
B, BTy hTHDLIZ EBMERLET, IOV TIE, Xy NT—I 07 a7 7
ANVDOFEMERTEEZR LTI,

B S RR—FBELURY FT—Y BT TOE VY
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| F5ozK—

ATy

ATy T2

ATv7T3
RTv74

ATy TH
ATvT6

ATy T1

ATvT8
ATvT9

FEELURY CI—VET) TRty

paatonz ]

FIE

[R1) > — (Policies) |>[F7 2 A 2> kO—JL (Access Control) |. KIZ[RY FT—D 5
R1) & — (Network Analysis Policy) | #7 UV v 7 LEF, FiX [RY) P — (Policies) |>[7
2+t ZX a2 kA—JL (Access Control) |>[RA (Intrusion) |, KIZ [Fv kT—Y R
L — (Network Analysis Policy) | %7 U v 7 LEd, ZERLET,

Gx) HAR L 22— a0—VZ, T2V A NI TWDIRMD/IRA~DT 7 & ZHIREHR
HOGENE. 2BFEHONRAEZFEHAL R v—IZT7 78 A LET,

WET IR v —DRICHIRET A2 @) 27Uy 7 LET,

ROVICRRT A 2y (4) BRRINDGE, RETHMARAS B LTEY, RELE

WA LMD H 0 EH A,

FTES = a v SRRV T [ERE (Settings) 1527 Y v 7 LET,

[NV AR—=RFERITRY VU= LAY T T ey (Transport/Network Layer
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IPv4 %> b U —27 TiX, IPv4 R A h3 Teredo 7’1 ba L ZfH LT, IPvd x>y hU—27 T K
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TarEFFORSVP ARy e Ry P LET, A0 FA4 0, A0 TA 0 Fy T Eli3\y
VT A H =T 2 RTOWTIR, IP AT v a i bR X I s E T,

FSURKR—rEBELURY FT—2ET) Totvy |



FSURR—FBEEURY FO—V BT Tty |

B ror7a—sr70ay

\)
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TCP AT ay 5BA

9 NEFFEEEF 7] (Partial Order Connection
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18 BT = v 7 H LR (Alternate Checksum
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15 REEF = » 7 %A 5 —4 (Alternate Checksum
Data)

18 cL—F F = v 7% A (Trailer Checksum)

20 ANR—ZJ@E 7 1 b 3 VY (Space

Communications Protocol Standards (SCPS) )

21 BN EMERRISE (Selective Negative
Acknowledgements (SCPS) )

22 L a— RO (Record Boundaries (SCPS) )
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24 SNAP
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HDOTCPT a— R ARy N AT arTIIm S eV TCP 47> a U REREI N
TCP ~v X —ZHHLET, 2E20E. 20T 7y aid, EHRES, £-134 7y a v
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SV EERMRIPBIOTCP T a—& 7 a Tl SR WhoF o— K =5 —%HmH
LET, =2t ZoTa—Fid, REREXOT—% Vo7 7 bhar ~y X —% kit
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341 < k23 Cisco FabricPath ~ vy # —IZh 7 &
IEEND Ty ORI A XL D /S0,

116:468

~v X —@ Cisco A X7 —4% (CMD) 71—
IV RIZ, BZh72CMD ~» X O/ A AL D
INENASy X—BNREENLTWS, CMD

7 4 —/)U KiZ., Cisco TrustSec 7' h =2/L & B
HAT O TWET,

116:469

Ny B —DCMD 7 4 —)b RIZ,
IV REREGEENLTND,

N2 7 4 —

116:470

Ny B —DCMD 7 4 —/V Rz, B
)747w%7&7($n)ﬁ7/a/@&
A TRHY F9,

116:471

N~y Z—DCMD 74—V Rz, XTI
TWASGT REENTWVET,

FOMD Ny b T a—F AT g SZBEEMT BN TV ARV N T a—F b— LB
T D EHLTEET,

HErEY D

EREHT 7 4V NEK

Ny MESIEDERE

AYX—hk T4t |HEDSFAEUR|HR—FENET | HHR—bENBE | 7OEX

R INM R A (Access)

B (Threat) Protection & (Any) 117 (Any) Admin/Intrusion
Admin

FIE

[R1) >— (Policies) |>[F7 P X 2> kA—JL (Access Control) ].

RIZ[FY bT—=D 717

R1) &— (Network Analysis Policy) | #7 U v 27 LE9, /X [R1 — (Policies) |>[7

J+RX a2 kO—JL (Access Control) 1> [f2A (Intrusion) ].

KIZ [Ry bT—=0 3R

2 — (Network Analysis Policy) | %7 U v 7 LEd, ZBRLET,
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G¥) HAR L 2—F a—)Z, TV A NI TWDRPD/NASNDT 7 & AH| R
HOGEE. 2BFBONRABZEHAHL TR =T 7 ®8ALET,

T DRY —DMICHLWET A2 @) 27V vy 7 LET,

ROVIZERRT A2y (%) BDRRINDGE, REFEENALS TR LTEY, REXZE
I DHERDH Y EH A,

TS =3y NRVT [EE (Settings) %27 U 27 LET,

[NV AR— b EREFRY hT—2 LAY 7Y 7 at v (Transport/Network Layer
Preprocessors) | D N @ [73%7 > MMEF{E (Packet Decoding) | DN HEZNIZ 72> TWAGEIX. [H
it (Enabled) 1227 Vv 7 LET,

[/3%7 > hEEAL (Packet Decoding) ] DAEICH DIRET A 2> (&) 227V v LET,
NRry N Ta—=FFTar (22°3=0) THRHASNLTWD AT YV a Ve A E T ENIC
LET,

BKEDORY —HEERIZZDOR) =TT AR A RET LR, [RY —F#H (Policy
Information) %7 U v 7 LT, [£EZME (CommitChanges) %227 U v 7 LET,
ERAEAEEETICRY) V=2 ZDOEFII LG, MORY —2iFET D L. RkEDOHEH
WCF vy v o SNEAEFITREINLET,

RDEZRY

e ARV NEARL, AT VRETIEH, BNy FE Ry LET, 217912
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7 A—ZENE CEERE,. —EIZ 1 DLAFETE 5 A,

IREE(CRAET ATCP T/ X JAOA k

£ AL —)UI|T established 6[;&&%&#/\@@7‘" flow ¥—U— K& BT 5 L. BFEAL—L
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TICE D THENLESNT-TCPE vy v a v D—FL 7o TND T 7 4 v 7 IRt S NET,
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ETHEE DTS A ERICHAR DELEROK— b U X MEIRETEET, £, 7547
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ZORE LTOXICRETEET,
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* FTP/Telnet (#—/% Ll FTP)
* DCE/RPC

* HTTP Inspect

* SMTP

* Session Initiation Protocol

* POP

* IMAP

* SSL
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MNERTAHZ LICEELTLIEEN,

TCPR M)—LDTYTOARR AT 3y

PIFOMHATT ) Xty b—ARNELINTWRWEA, 7 a7 ekt
= BEEMT 5N TWER A,

WD T a—)L TCP 7 a U ERERTE £1,

B S RR—FBELURY FT—Y BT TOE VY
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TP by—LnTy 7wz 4+7a |

INTY b BATINT+—< 2 XDOMEL (Packet Type Performance Boost)

EEITLR— B L USEER— FOMmTE any ITFRE L7= TCP /L —/L T, flow £721% flowbits
T a UMERENTWAEEERE . AL SNTZBANL— VITHE S THRNA— K
BLOT 7V r—vary 7 halOd_XCTUTHONTC, TCP h T 7 4 v 7 BT 5 L 91T
BELET, ZOF T a g T r—~vrA&B EIEE TR, K8BE LK AREERS Y
7,

TCPRY > —TLI2, UTOF T a v 2RETXET,

v 7J—7%2 (Network)
TCP A RNV —AFHERARY) —%2 AT AHARANDIP T RLAZBEELET,

H—DIPT7 RLAELEZT RLA T ay 7 2 BECEET, 77408 RV v—%28D, &
FHTERR2SS O 7 v A VERRETE T,

GE)

VAT AT, FV—T FAALEBIOR Yy NU—7 = TEAERLET, vV F KAV
BT, EBEOIP 7 RLAZMHAL CIOREEZMH T L. THLARWERICA AR
WRBHY F9, EFEESXHEAT Vs NEERTLE, TR AL COEFEFIL, Fr—0
Ay T4 X2l —TarEESOa—AVEREICHETE £,

T 74k ARY 2 —D default BRETIX, BloZ—4 > hR_R—Z R o —ThH X=X T
RWE=ZMBR Yy NT—7 BT AL bOTRXTOIP T RLABFESND Z LIZEELT
XPEEW, LEBR-ST, T74NLF RV —DIPT RLAEZIZCIDR 70y 7/ F L7 4y
JARIIRETE T, FBETHILELHY FHA, 2, HOKRY o —TZOHREEZEH
ICL720 ., any ZFTT7 FLAKR (0.0.0.00 £721%::/0) ZEA L7052 LTI TEEE
Moo

R o—

TCP RY v —Z@EH T4 —7 v b ARA L (BEE) OANV—T 47 VAT KZihl L
£9, MacOS]USNDRY —2@IRT 5 & AT AZREE (SYN) ~TFy binb T —4%
MR L. —b 1202 125 B4 Ry FOAEREESCLET, A T4 EHIETY 7

YD [SYNIZBT 57— % ZHIBR (Remove Dataon SYN) |47 > a v ZHMCT DL,

=V 12922 BT/ 5 Z LICHEBE LT ZE0,

UTFDRIZ, ARV —F 4 T VAT AR =L EFNEHHTHZERA N AL —F 4 7
VAT LEYVAMLET,

R2ZTCPARL—T 42T VRATLKRY O—

RY— ARLV—TFT 4T PRT LA
77 —A b REH7Z2 OS
Last Cisco IOS

FSURKR—rEBELURY FT—2ET) Totvy |
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FSURR—FBEEURY FO—V BT Tty |

Ry o— ARV—TFT 42T VAT LA
BSD AIX
FreeBSD
OpenBSD
Linux Linux 2.4 51—V
Linux 2.6 7 —%/L
Old Linux Linux 2.2 LLRID 57— %)L
Windows Windows 98
Windows NT
Windows 2000
Windows XP
Windows 2003 Windows 2003
Windows Vista Windows Vista
Solaris Solaris OS
SunOS
IRIX SGI Irix
HPUX HP-UX 11.0 LLR&
HPUX 10 HP-UX 10.2 LLA(
Mac OS Mac OS 10 (Mac OS X)

EVb Fist AL —FT 47 VAT AR —F, RANDODFTXL—T 4 7 AT ARRALY
B H IRREDOHEENRIC/RY 9, 72720, WBE BRI AEELHY £, A2 —
T4 T VAT AP THIIL, RV —FRELT, TOELWARL—FT 47 VA

TAERELTLIEEN,

Timeout

BANV—IV 2 D UINET T 4 TR A N — LB RET — T NV THREFT 2% (1 ~ 86400
) . HEINHBNICA U —2AREER INZ2VEE., BAL—L T PIFED R b
J— AEWRET — 7 A LHIRLET,

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY

\}

TP by—LnTy 7wz 4+7a |

Gx

)

X NT—7 8T T 4w 7 INT A AOFABRIERIRICEZE LT WR 7 A2 Mo, EHSSRT
WA ZRBHENTWAEAIL, WO F— " —~y FEZHIFT57-DI1C, Zofix kEn
il (7=& z1E, 600F) ICRETHILEMHNITHALENHY £,

Z DA a i, Firepower Threat Defense V' —7 v KRB IO M VAT Lo b A U F—
Tz A ATIFEHEINET,

BATCP Y ¢ > K (Maximum TCP Window)

ZREMAA NTHEESNTWD TCP ¥V 4 > RUDERKITFREY A X% 1 ~ 1073725440 /XA D
FPHTHRELET, 2 0ICHETDHE, TCP V4 KU YA ADOF = v 7 NI £
—éﬂo

caf

FBRIZRFC THAENATERT 4> R 4 XTH, T, WEEDIBRHAERETX 20
FIOCTAZLEEZANELTCWETN, HFEVICHLRERRRV AV RY A XERET S
L VAT LAABER—EREELH ATRERH Y 7,

[AT—FTN A AT v arORE (Stateful Inspection Anomalies) | WA NI 72> T\ D
B, VL1296 Z N L T, 2O TV a it LAy REEKRL, AT V8
B CIEX, BNy bRy LET, 7HZENTEET,

F—/"\—F v JEE (Overlap Limit)

Ty a rTHRTOA—AN=T v T w7 A FORFE 0 (BEHIIR) ~ 255 OHFIPHTHIE L *
T, Byia T, ZORESNTEIZETD L, B A FOFERMEILLET, [AT—
M7 A AT g OB (Stateful Inspection Anomalies) | 23 20 AL TWT, ZHUZ
T2 7Y Tty L—ABRERNCSNTODEE, A X FbAERINLET,

TOF TN ANR FEAERL, AT VIERTIER. By MR Re v LET,
T BT, = 1297 ZENCLET,

279 3% 7% (Flush Factor)

AU TAVERTIE, 22 TRET LA X7 L' s A ot (1~2048) OEITH
AZXNBO LI 7 A M END &, VAT AMIRERICBEBEN -8 /A FTF—4
7Ty alET, HEOICRET DL, ERELIISEDOK DY Z-T AlReEOH 5 Z D
BT RA L N RE = OBV ET, ZOF T a v EAEICT IR, AT A
IEHAED [TCP <+ 1 — FOIEHR{L (Normalize TCP Payload) |4 7Y 3 v 2T HMLEN
HHZLICEELTLEEN,

FSURKR—rEBELURY FT—2ET) Totvy |



FSURR—FBEEURY FO—V BT Tty |
B cexrv—roTyTnextrToay

AT—rIIWA VAR L3 VDOREF (Stateful Inspection Anomalies)
TCP A% v 7 DEFELEEARH LES, MHETL27Y 7oty b— 3Bz sTtn
D356, TCPAP A X v 7 ISARGERITIEREN TV D & DA X2 PRSI D rTREMED
b0 ET,
Z DA a v iE, Firepower Threat Defense v —7 v FEB LN T VAT LU b f U F—
7oA ATIFEAINET,
ZOFT v aATARY MEARL, A T4 VBT, ERSTy M Rry 7 LET,
FTHINE, RONVL—IVERIZTHILRTEET

*129:1 ~ 129:5

« 129:6 (Mac OS D7)

* 129:8 ~ 129:11

*129:13 ~ 129:19

WO EIZHEB L TL &V,

e L=V 129:6 TR U H—F2ITUE, SHIC[HKATCP Y 1 > K'Y (Maximum TCP Window) ]
W20 KV KREVEEZRET DMLENRHY 7,

¢ =)L 129:9 BLV129:10 Th U F—FBI21F, SHIZ[TCP Ry a O Ty v
(TCP Session Hijacking) ] ZH#NCT 2 ME R H Y £7,

TCP v 3 >®D/NA P+ v% (TCP Session Hijacking)

3V xA N R zA 7 TCP HORMEN ORI Sz —Fo =7 (MAC) 7 RLX
DENEE, By a U TRELEERBEO Ry MG L THRET 52 &Ik, TCPE Y
var A Vx vl EBRHLET, [AT— R TIVA AT g OB (Stateful Inspection
Anomalies) | 3ANCINTNT, 220050 T 2570 7ty L—LOWT B aIC
ENTVDEHA, #EHOELLDOM[O MACT RLANR—FK LN E | VAT ANRA R b
EAERLET,

Z DA a L, Firepower Threat Defense L —7 v FB LN N T AT LU b f & —
T aA ATIRERINET,

ZDFTa K LARY REERL, AT VBT, BNy bR Rry 7 LE
Fo THITE = 1299 BL 12910 Z AN LET, TNDHDAL—DOWT il
HALTARY FEERTDITE, [AT— T A AT v 3 o ORE (Stateful Inspection
Anomalies) | Z BN THALENRH Y 77,

EHL=/NE 5 A 2~ (Consecutive Small Segments)

[AT— RN A AT a3 O E (Stateful Inspection Anomalies) | RN H NI N TS
B, Wt /NS IR TCP v 7 A2 PO Z 1~ 2048 OHFIPATHE L £, HZ 0127
ETDHE T HNSBRET AL NOF = v 7 PRI/ T,

B S RR—FBELURY FT—Y BT TOE VY



| FSURR—rEELURY FI—YETY TREYY
TP by—LnTy 7wz 4+7a |

ZOF T a i, UhNE'Z A R A X (SmallSegmentSize) |4 7Y 3 > & [RIRFZEEE
L. W5E BT 50, MHFIZERUADEELZRET HHERHY £, BEIX, £hE
NOET AL NDODEIN13 b ThHoTzL LTH, ACK BIMET 5 Z & 72< 2000 {H H i
BT DRI AL NEZETDHZEIERVOTHERELTIEE N,

Z DA T 3 i, Firepower Threat Defense L —7 » RBLX N7V AXT LU b f o —
Tz A ATIFERINE T,

TOF TN AR b EAEKRL, AT VIERTIE. By MR Re v LET,
T B2, —L 12912 ZHEMT L ET,

INEZ G A Y RDH A X (Small Segment Size)

[AT =RV A AT v 3 o ORE (Stateful Inspection Anomalies) | BN HZNZ SN TN D
B, MNEWLRREND TCP &7 A bOHFA X% 1 ~ 2048 /34 S OHFHTHE L £,
EZOITRET DL, NEWNWEBET AL OV A XDOIRENENIZ/2D 7,

T DA a L, Firepower Threat Defense v —7 v FB LN N T VAT LU b f U F—
7oA ATIIEHINET,

ZOFT v a ik, [HEETDH/NNE 'S A b (Consecutive Small Segments) | A7 > a vk
FIRFICRRE L, W& BN T 50, WA abAOBERETHLEND D 3, 2048
NARDTCPEZ AL X, R 1500 31 FOA —H Ry E 7L —L LD REWVWI &I
FELTIEIN,

NG A R EERLTz7/R— b (Ports Ignoring Small Segments)

[AT—RTN A VAR a3 OYE (Stateful Inspection Anomalies) . [Efe 3 5/ S7et
7' A K (Consecutive Small Segments) ]. BL R [/INEZE 7 A b ¥ X (Small Segment
Size) ] DA/ > TWDHEEIE, /NEWTCP B A2 hOKRINEZ TGS 2 1 DLl DR —
FOH U~V YA RERELET, 2047V a2 22A0FEFICTHLE, A—MIT
THEAINLWE S ITHRESNET,

Z DA T a i, Firepower Threat Defense L —7 > RBL N7V AXT L b f H—
7 A ATRERSNET,

UAMIUMEEOR— R ZBNTEETRN, 2OV A MREHIND DX, TCPKRY > —0D
[A bV — AR A EIT (Perform Stream Reassembly on) ] 7R— h U A MZHEESHTW5D
R—= FDHTT,

TCP3o A /N> KA 278 (Require TCP 3-Way Handshake)

TCP AV =D x A N Ry 7 DFETRICHL SNy > a VETERHT 52 & %24
ELET, "T7r—~v U A%MA LS, SYNT T v RKELLRH#E L, oI IER OBREE
TOEMZARRICT AL, ZOF T a 2B LET, LS TCP vy v a il
FEEN TV ARWERZZE L AR ZRBAESE L) LT 2 HBE RS 5121, 2ot
VarERANILET,

IOFTa AR N EERL, A T4 VBT, BNy hE Rey T LET,
T 5120, A— 12920 A L ET,

FSURKR—rEBELURY FT—2ET) Totvy |
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B cexrv—roTyTnextrToay

3VzA N R A9 B4 LT+ (3-Way Handshake Timeout)

[TCP3 V= A /"> R =A 27 #ZH (Require TCP 3-Way Handshake) | 23 EZMC ST 5
BN Ry A7 &7 T T HETORMGIREZ 0 (HEHIIR) ~ 86400 F) (24 FFf#]) OHiPH T
BELET, ZOF T a rOEEZEET HITIE, [TCP3 Y = A N2 = A 7 #7H (Require
TCP 3-Way Handshake) | ZHNCT 2 0LE N H Y £7,

Firepower ¥ 7 k' =7 7 /34 X L Firepower Threat Defense 1 > 7 A >, £ T4 5 w7
BIORy T A ¥ =T A ADYA, 7 74/ biX 0 TJ, Firepower Threat Defense &
N—=TFT 4y FA T =T z2AA ABIVE T ART L b A U F =T = ADGE, FA L
TURMIFIZIOBTHY, 22 CRELETERINET,

Ty YA X NT+—<T 2 ADMEL (Packet Size Performance Boost)

BNy 77 CREWAT Yy bEFa—IC ANRZNWE I ey a2 ELET, 2
DAT v a IR T —v A M LS ET, KL LRI AREERH Y £9, 1~20°
A MDONE Ty MR LI2EEREEOFAT DRET DX, 2047 v a U EEHIC
LET, IXTORT 740 v I RIEFICRE 727y Rinb e bcd, Z0O L9 7B i3 =
BRWETHETEZAEAIE. 04Ty a AT LET,

L —B#mK (Legacy Reassembly)

Ny NEBERERTABIC., BIEEN-A M) —247 ) oy PEroIal— 7559
AR =L 7 TetyYERELET, ZHUCEY, AN —A TV Tty CTHE
MENTZAR 2, ANV =247 Ty TEHER SN, AUT—% A MU —AI1Z
FHoOL AR P eI TEET,

JEREASR v kT7—2% (Asynchronous Network)

Fo A5Gty U= RERBIR Y N —2 (AT AT T 4w 7 OESTFITNRRZ D
Fy NT—27) THANEIDEIRELET, ZOF T ar2HNcTnHE, VAT A%
TCP 2 h Y —AZFHER LW, R r—< o 208mELET,

Z DA a id, Firepower Threat Defense V' —7 v RBL NN T VAT Lo b f U F—
73:/( X‘Gciﬁ$ﬁéniﬁ‘o

92472 b R—FTOR M) —LBHEBODZEST (Perform Stream Reassembly on Client Ports)

B0 7 747 v MUOKR— MIES A N —AOFEREAICLET, 2FD, Web
=X A= =3 F T I SHOME NET CTHREE SN IP T KL AIC L - TERS
NIZZDMDOIP T LA Z5EEET DA M) —LnEERSNET, RERMNT T 4 v 7R
I IAT VIO REATDOIEER S D553, 20X T a el LET,

Z DA a iE, Firepower Threat Defense v —7 v FB LN N T VAT LU b f U F—
7oA ATIFEAINET,

B S RR—FBELURY FT—Y BT TOE VY
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TP by—LnTy 7wz 4+7a |

D472 Y —EXTODR M) —LBEHEBNDET (Perform Stream Reassembly on Client
Services)

i 747 MUDOY—ERZHESS A N —2FHEENCLET, RER T 7 4>
IWBTTAT v RO RATAHRRRENDDHEIE. 20T varaEALET,

BIRT D7 I7AT L MY —ERT LI, 1DULEDIITAT U ST AT 7 X EGNNTHHME
NHYET, 774/ N T, Cisco DT 2T RTOT 4T 7 XIEXT 7T 4 772> TW
9, BETAEIIA T N T U r—2a VAN ENTWAET 4 L7 ZNRWEES. &
AT KT HEIC Cisco RO T RCTOT 4 77 4 % T 7V r— a I L THIICLE

T, TOEINRT 4T 7 ZBRREESN T ARVEAIL, KEBICEFSNZ2—VERDOT 4T
I EET TV — g N LA LE T,

ZOBEREICIE, RET AU REHIET A L ARKETT,

Z DA 3 i, Firepower Threat Defense L —7 > RBL N7 VAT LU b f o —
714 Xﬁ&jﬁ$ﬁéhiﬁ‘o

Y—NKR—FTOR ) —LBEHEBNDEST (Perform Stream Reassembly on Server Ports)

B OV — MUDFR— MIESS A N —2FHROLEGENNZLET, DFED ., Web H—
R A= =R F T #%IZ SEXTERNAL NET THRE SN IP 7 R LRI L » TE#
ENTZZOMDIP 7T RUADLRESNIZA N —ARF#REIET, — oK E:
BRI O2MERDLLGAT, o7 varEfFHLET, A—FrE2HEELRVI EIZk-
T, ZOF Ty a rEEMCTEET,

T DA a L, Firepower Threat Defense v —7 v FEB LN N T VAT LU b f U F—
7I4xb’6liﬁ$ﬁéhj€¢o

GE)

P— B R BN 5 121E. Perform Stream Reassembly on Server Ports 7 o — /L R{ZHR—
FEBEZIBIT 5 Z &1TMA T, Perform Stream Reassembly on Server Services 7 4 — /L RiZH—
B2 ZBMLES, 72L& 21X, HTTP —E XA & A9 51213, Perform Stream Reassembly
on Server Ports 7 4 —/L R{Z7"— h&5 80 2B 75 Z £ IZH1 2 T, Perform Stream Reassembly
on Server Services 7 4 —/V F|Z '"HTTP' —E X &ZEBML 7,

Y—NNHY—EXTOR L) —LBHERDEST (Perform Stream Reassembly on Server Services)

B O — MU OP —ERIZFES A N —AFEROAEZGNNC L ET, —MllOKESL
EHTHIVERNHLGEIE., ZoFFvarEFHLET, V—EAEZBEELRVWI EICE-
T, Z2OF a2 TEET,

1 DU EDT 477 25BN H20ENHY £3, 7 74/ F Tl Cisco DT 57
TOTATIZET 7T 4TI o TVET, ¥P—ERIADIENTNDT 4 L7 Z R0
it VAT MIHBMIC Cisco iREEDT R TOT 4 77 2 #ET 57 7Y r—va v 7n
Faizat LTEICLE T, 20X RT 4 7 7 2R REINTORWESIL, RRICEE
SN2 —VERDOT AT I 2T TV r—rary 7o haix LTEMCLET,

ZOBEREICIE. RET AU REHIET A B ARKETT,

FSURKR—rEBELURY FT—2ET) Totvy |
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B cexrv—roTyTnextrToay

Z DA a i, Firepower Threat Defense V' —7 v KRB IO M VAT L b A U F—
7oA ATIEEEINET,

HMADR—FTOR ) —LB#ERNDZEST (Perform Stream Reassembly on Both Ports)

B r 747 MIlE S —MUDHEHFOR— MIFES A M) —2HERZEINZLET,
FIUAR—=FT, RERNT T4 I BT TAT v eV —_EHOWNTNO L THLEET LA
RS LIHEEIT, ZOFTvavZHEHLET, R—hEEELRZNIEICLST, 204
Ta vy BB TEET,

Z DA a L, Firepower Threat Defense V' —7 v RBL NN T VAT L b f U F—
73:/( X“Gciﬁfx$ﬁéniﬁ‘o

AMADH—EXTHR b)) —LBHEHODEST (Perform Stream Reassembly on Both Services)

Vi D7 A4 7 > Ml B —MAOM T DY —E RIS A M — AR E AL E
T, MUY —EAT, RERN T T4 v I NI TAT 2 b EF—=_BONTOSGETHBE)
THARRERSHLEEIL. ZOFTvarEEALET, Y—ERAEBELLRNI LIZL-
T, ZOFTvavrrzEgccexd,

1 DU DT 477 Z5ANTHHENHY £3, 7 74/ hTIE, Cisco DMt d 57
TDTATIREIT VT4 712> TCnET, BT 747 0 77V r—varEhid
TV r—varra hallZxt L THENZ/>TWDT 4 L7 2RV GAE. VAT AIFH
FIIIZ Cisco TRBED T R COT 4 T/ X 2T 7V r—ya b Fq37 7V r—yary 7n bz
MK LTHBNZLE T, ORI T 47 7 X PRIESN T RWEAIX, BEBICEE IR
=Y EROT 4TIV 2T TV r—rar 377V r—yvar e hallixLThE
ML ET,

ORI, RHETA B A LIS A B ANKETT,

Z DA a id, Firepower Threat Defense v —7 v RBL NN T VAT L b f U F—
7I4x?ciﬁ$ﬁéniﬁ‘o

S INYa—TFao AT ay &K¥a—4 25 /34 kb (Troubleshooting Options:
Maximum Queued Bytes)

NI TN a—T 4 T DOEFERIC, TCPHHRD M TH a—A I TELT =X DOREIEE
THECYR— I BEEINOGGENH Y £3, 01X, EHEO NS MEEFREL £
R

TORNFTTITNY a—F 4o T F 7 a L OREEEETBHENRTF—v L ANIEET LD T,
WA B 2N TEITLTLE &N,

B S RR—FBELURY FT—Y BT TOE VY
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1ep 2y —soprnEnzz [

ST a—TFTa2o0FToay  mRK¥a—4A429 €5 42+ (Troubleshooting Options :
Maximum Queued Segments)

FNITNY a—T 4 T DOEGHERIZ, TCPHEHDO U THRa—A I TELT =2 BT A
FOTRNANS FEERET DL IR — b OEEINDIGERZH Y £, H0oEL, EHIR
DT —H VT A b AL NEBELET,

ORI TN 2a—T 4T F T aORELZEETAEENRT p—< AT HD T,
P HA X 2o TEITLTLIEE N,

HErEYD
Firepower ¥ A7 AD IP 7 K L AFKFLIA
TATIEDT I T A TBLNET 7T 4 7 ORE
LA YR
WA LER Ry FU—I AR ) =L RBARY —

TCP X 1) —LDREILEDERTE

&

ARX—hF Z4t |[EKDFAELVR | YHR—bENET | HR—FENEK | 7O LR

VR INA R AL (Access)
B (Threat) Protection & (Any) & (Any) Admin/Intrusion
Admin

VAT AE, FV =T RALVIEBIOFR Y NI —F v T EERLET, wLTFRAL
BRI TIX, EBEOIP T FLAZEMA L CZORTEMEITE L. P LARWEERIC/A 5 TR
WRBHY F9, EEESKHEAT Ol NEERTLE. TR AL COFERFIL, Fr—30
a7 4 Fal—alrEESDOu—VREICHRETE £4,

IR BRI
e HNAZ LB =Gy hR=ZADRY O —THETHXY hT—=I RN L TWDH, E£iX
BORY NT—T AR Y o—TREINH XY NU—7 Y —r | BLOVLAN O
Ty hTHDHIEEHERLET, FEMIIONWTIE, xy NU—I 07 a7 7 A L0k
MR EEZZR LT EE,

FIE

[R1) &— (Policies) |>[7¥ A a2 tA—)L (Access Control) |. KIZ[FY FT—I 94
R1) & — (Network Analysis Policy) | #7 UV v 27 LE§, F/iX [[R) I — (Policies) |>[7
2+€ZX a2 bB—JL (Access Control) |>[2A (Intrusion) |, KIZ [#Y bT—2 5K
2 — (Network Analysis Policy) | %7 U v 7 LEd, ZERLET,

FSURKR—rEBELURY FT—2ET) Totvy |
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B crxry—rompzonE

FSURR—FBEEURY FO—V BT Tty |

GE) HRF L=V o—il, TZIZY A RENTWEERIID/NRANDT 7 & ZAHIBRMN
HDHHENT. 2FBAORREBHEHAL TR =277 8ALE T,

ATYT2 BETLRI O —DRICHLIWET A2 (&) 27V v 7 LET,

ROVICFTRT A 2 () BRRSNDEGE, WEFLME N A IR/ LTEY, BEZLR
B DMERPH D £H A,

AT T3 EROF e — 9y NF)LT[RRE (Settings) 1227V v 7 LET,

ATY T8 [T AR—bERIERYy T —2 LAY 7 U7 at ¥ (Transport/Network Layer
Preprocessors) | D F® [TCP A kU — AL DHEAK (TCP Stream Configuration) ] 3% E 23 HEZhiZ 72 -
TW2HEE, (%)L (Enabled) 122 Y v 27 LTHZICLET,

AT w5 [TCP A kU —2L DAL (TCP Stream Configuration) | DEICH DMRET A 2 ) 227 U v

7 LET,

ATYT6 [/ u—rULERE (Global Settings) | 227 v aD[X7ry N AT RXTp—<2 AT —A |
(Packet Type Performance Boost) | F = v 7 Ry 7 A% A £73A 71 LET,
ATy TT ROBEZFETTEES,
X —7y hR=ZDOKRY =DM : [#—5 v b (Targets) | BZ > a D [FRA B
(Hosts) 1 ORIz BT 42 (@) 220 v 7 LEF, [FA L7 FLR (Host

Address) | 7 4 — /L RIZ 1 DFEZITEHEDOIP 7T RLAZIRELET, H—DIPT7 FL &
FLEIT RLA TRy 7 ERETEET, 774V 8 R o—2EH, G5 THRK 255
oz —2y hR_R—=2ADKRY —5ERTEET, (EENTETLEL[OK]Z27 U v 7 L

i—a—o

BEFD S =Ty FN—=ZDORY — DRk  [FA K (Hosts) 1O FT, LT DR v—
DT RVAZEZ Vw7350, £72037 740 FOBMMEERE L £,

«TCP A NV — ADRFHLEA T a VDOEE : TCP A M) —2D7 ) Tt A 47 g
(B0 ~—) ZZHLTLIEE,

PFR— ISR NRVEBY | [T 2 —F#A 31 F (Maximum Queued Bytes) ]
FE[RRF 2 —FHES A b (Maximum Queued Segments) | 225 L 720>
TLIEEW,

54T N —bER, =N HP—bE R FLIFFOMFIZHESS A NI —A
V7BV INAREEZELT HIZIE, BHEITLT7 40—V RONAZZ Y v o735
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