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W,
PAERP Firepower ¥ A7 LAEO T m 2% ¥ v hF v U7 —h, E£7z No Yes
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J1VEXE CF#) (Manually in Local Configuration) ] IZF%E S AL TV 555
Bk, RRZEE LET, AR XTORAIEY (68 ~—) &ML
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1D HTTPS H— 1 iE0ET [

IRTED HTTPS H—/\FEFAZ DR

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

VR INA R A (Access)
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FIE
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AT w F2 [HTTPS Certificate] #27 U v 7 L £,

HTTPS H—/\DIEFAEE L ERDIERL
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7000 F K T~ 8000
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NTWD CA £ITNERIICEETE 5 CAICE > TEL SN TWARWIEAEL A X h—/L
THE, VAT ANOEGRFICE X 2 ) T o BEERERINE T,

SERARESR AR SN D T —IT, X—R 64 = 23— KO PEM JER T,

FIE

ATYF1  [VRTL (System) |>[EX7E (Configuration) %R L 7,

AT w72 [HTTPS Certificate] 7 V v 7 LE7,

ATw 73 [HiB CSR D4R (Generate New CSR) 1 %727 U v 7 LET,

ATy 74 [E4 QXFO=2—FK) (Country Name (two-lettercode)) 17 1 —/V RICEE S AN LET,
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B vresy—ammEn( k—

ATw 76 [MfiXETA (Locality or City) ] Z AJJLET,
ATy ST [##% (Organization) ] DA4RIEZ AT LET,
ATw T8 [HHHEAL (H%54) (Organizational Unit (Department)) ] D4 a2 AL E T,
ATv 79 [HiE4 (CommonName) | 7 4 —/ b RiZ, FEHELZERT LV — OREEEM NAAL V4%
ATTLET,
GE)  [H:E4 (Common Name) |7 ¢ —/V RiZiX, FEMIEICRREND B0 IZ, —A
TRIER N A A U4 ZEICAT T2 0ERH Y 3, LiE4 & DNS ‘J‘X 44 73
—HLTWARWE, TFIAT v A~DEEHGERICE SR ERENET,
ATFw 10 [4EL (Generate) %27V v 27 LET,
ATFYIN TFANZT 4 XEFHEES,
ATY 12 FEHETEROT XA N 717 2K (BEGIN CERTIFICATE REQUEST T & END CERTIFICATE REQUEST
1TET) 2at—L 7T, ZOTXARN 77 A4 /ZRE0 (H1T£T,
ATV T3 ZDT 7 A )NVE servername.csr & L THRAF L E T, servername |[TREEZHHT 2V — D4
AICY,
ATv714 [ALD (Close) 127 Y v 27 LET,
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AEPAREBE I RE R ER 2R E L £

o B SNT-FEREEZZITE > 72 5, Firepower Management Center (21 > 7R — b L ¥ 7,
HTTPS Y — SGEHED A AR —F (10 ~—2) ZZMLTIZEW,

HTTPS Y —/\iEBHZ N A > 7R—

AY¥—hr T4t (HEDSAEUR|HR—FENET|HR—FShEK|7OERX
VR N R ALY (Access)
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7000 35 LT 8000
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nes y— a1 o R—+ i

cFEAED, GEAET == OFREEHFICEA LIV DO LR L CAIL K> TEA ST

é o
FE  Firepower Management Center /% 4096 £ > k HTTPS GiE#]E 4 4R — h L TWE§, Firepower

Management Center Cffi 9 2 FERIE2Y 4096 £ A2 DAY — N 2 —2fH L TAERS
TV 554 . Management Center Web A >4 —7 = A AlZv 7 A L CEx£H A, HTTPS FEH]
FBEONR—=T23 2 6.0.0 ~DOEFNIRET HFEMIL. Firepower System Release Notes, Version 6.0 O

[Update Management Center HTTPS Certificates to Version 6.0 % 2 L CT< 72 &y, HTTPS i
BE A2 AR E 72131 AR — b LT T, Management Center O Web £ > ¥ —7 = A AlZw 7/ A
YTERVWERIL, A= FETBRWEDELTEI N,

1R BHIIZ
c AFFAEZA TR A AR L E T, HTTPS — OFFAEZL EROIER (9 2—) 25
LT,
¢ ZMDCSR 7 7 A NEIEHAEDOIRIE L R 23FE/CT v 7 a— K450, 20 CSR #ff
AL CHCE4GFHELZER L ET,

FIE

ATYF1 [VYRT L (System) | > [FX%E (Configuration) |% RN L E7,
AT w72 [HTTPS Certificate] 227 U v 7 L %7,
AT w73 [HTTPSH— NGEAZED A > 7R— & (Import HTTPS Server Certificate) 1 %27 U v 7 L7,
ATy T4 TXAN T 4 ZTH— NFEHEZ BT, BEGIN CERTIFICATE DT & END CERTIFICATE DT
EELTXANDOT Ry 22k Eat—LET, TOT XA M [— NG (Server
Certificate) | 7 « —/v RIZAE 0 A1 £,
ATv TS MBEX—ZIRETINERDHDLINE I 0. FFAEZBLEROARITIEICL > TEZD £,
» Firepower Management Center Web A > % — 7 = A A& U CiEEE4 k& Ak L7-
Yree (HTTPS $— SOFEHFEBAEROMERR (9 ~—) IZRE#) . Y AT AT T
WX =N A0, ZZTCANTALEETIHY FHA,
MO FHFEEEH L CREAEBSAEREZER LTZGE., 2 CTHMESX—ZEETAIVNERD
DN¥E9, IEF— 77 A /L&EBAVT, BEGIN RSA PRIVATE KEY DfT & END RSA PRIVATE KEY
DITEELTXFA MO Ty 7 2Kk at—LET, ZOT XA L% [ — (Private
Key) 17 4 —/V RIZHED fHF £,

ATy 76 LELPEFEAELTXTHWT, TNENOT XA N7 a vy 7 2k%av— LT, [[E¥]
£F = —> (Certificate Chain) | 7 4 —/L FIZBE D (1T £,

ATYTT [#RT7F (Save) |27 U w27 LET,
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VR INA R A (Access)
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Center

7000 5 £ T~ 8000

=X
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CRL %] L7z HTTPS 27 7 A 7 > MiEIFEOMGELZ AR — F LTV ET,

CRL #2561, R LFEHEZED U A N & KFHOREIEST-9IZ, CRL #FH
HBATY a— N AATEERLTLIEEN, VAT AT, RBICEHF LI CRLEERLET,

GE)

ATy T
ATy T2
ATvFT3

ATvT4

IIAT v NRAFEAINZ LB TWeb A v F—T oA AT 7B AT 511, 7T 7P
BN TA T FiFHENRFEEL TS (F213U —F—IZ CACBFHEAEIN TV D) hE
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L AT LEXTE (System Configuration) |
B = s—oz1zomx

4§EBAVE—TIAREARV A VE—TI(REZRESETHERAT H5E

Firepower
Management

Center

=y =
BEA A —T 14 ADEE
Firepower 7 77 A TV ADEE A L —T 2 4 AREEERTEET,

» Firepower Management Center : Web A > % —7 = A A& H L E 9, (Firepower Management
Center %, Cisco TAC DEBE FIZHHLAICRY, Linux > =/V 778X ZHKR—MLFE
‘ﬂ—o )

* Firepower Threat Defense 7 /3 A, NGIPSv, ASA FirePOWER : CLI Z{#f L £9°,

« 7000 & 8000 >V — A T NA A HIRENTZ=WebA{ vV F—T = A AE7-IXCLI AL FE
TO

WOEEZMLTIIZEN,
EErEYD
WE AR — b O

Firepower Management Center £324 2 —2J = 4 XDERTE

AYX—b+ 4t |[REDFAELVR | YR—bENET | YR—FENBHF | T7IEX

VR INA R A (Access)
f£& (Any) f£& (Any) Management 7'a—L7E 1+ |Admin
Center

Firepower Management Center CEHIA L X —7 = A ADFEEEELE T, £ 7 a2 LT
BIMOERA L H—T oA REFENILTZD, A X FDHDA B —T 2 AZRE LI
TEET,

AR BERIN TV LIEEAS LV H—T 2 A AREET L5 I THEELEI N, FETT—O
72 OB T & 2054 1L, Management Center 22 Y — /L 7R— NI 7 7 A LT, Linux
YENTRY NI =V RECHRET DLENH Y £F, ZOHEMETIE. Cisco TAC (&S
HILENRHD £,
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| A7 L% (System Configuration)
Firepower Management Center X214 > 42 —2J = 4 RDEE .

FIE

ATYF1 [VRTL (System) |>[ERE (Configuration) | ZER L, WIZ[FHA 4 —T =1 A
(Management Interfaces) ] Z3R L £ 77,

ATYT2 [A =7 =AR (nterfaces) |V 7T, RET DA ¥ —7 =1 ZAOMIZH 2 [tk (Edit) ]
Vw7 LET,

Zov s va ik, FIAFRERT R TOS A —T 2 ANV A MENET, /10X —T =
AAZSHIEBNMTHZ LiITTEERA,

TNENOEHA X —T 2 R LT, UFOF 7V a v ERETEET,

« [ANZT % (Enabled) |: &EA L H—T oA ZAEHAMCLET, T 7 4/ b eth0 & ELA
VE—=T oA AP LIENTLIEZEL, ethOf VF—T oA AZNELTH T akER
LHET,

« [F v %L (Channels) |: A X FDHDA X —T = A A%%E L ET, Management
Center Tl 1 DDA RV h A U H =T oA ALDEETEEHA, THERETDHITIE,
[EFE N7 7 4 7 (Management Traffic) | T =y 7Ry 7 A4 7IZLT, Ak b
774 v 7 (BventTraffic) | T =v /7Ry 7 A4 OFFICLTEEET, LEILT
T, BHA L —T A AD[A X 8T 7 147 (BventTraffic) | #M2hiz4 52 &
MTEET, WTNOEAEL, T30 RE, A XV MDHBDA LV H—T = A ATA X2 B
EEELEIELET, ZOA L F =T oA ARF T LTOESHAIE, A hFrx
N2> TNTH, BEHA VA —T 2 A A LTA R MNEREEFELET, A ¥ —
T2 A A LETANY M F Y RV EEBRT ¥ RNV OWT 2 BN 52 LT TEEEA,

«[E—F (Mode) 1: V7 E— KZ4EE L £7, GigabitEthernet > ¥ —7 = A AT,
HEIRA T =2 g VOEZEE L THERMINARNI LITHERL TSN,

« [MTU] : g Kfsitr=> b (MTU) Z#FELET, 7 7 4/L MX 1500 TT, &ERHRER
MTU O#FiFIL, ETF N EA v EZ—T oA ZADFA FIZ Lo TRRDGENRH D £,

VAT AL, BREINT MTU MBS BEIRIZ 18 /34 M &2 HIET 2720, IPv6 DA,
1298 A OfEIEX MTU OF/IMETH 5 1280 IZHEHL L 8 A, IPv4 DEIL. 594 Kiii D
1% MTU O E/IME 576 ICHEHLL £, 72 & 203, WEAE 576 13 H ®1H9IZ 558 Il S
nEJ,

« [IMDIU/MDIX] : [H#)-MDIX (Auto-MDIX) ] Z#&XE L £,

s [IPv4 3% E (IPv4 Configuration) ] :IPv4IP 7 KL AZHRELE T, RO ELHLNEBRIRL
£75

s [AXT 4 v (Static) ]:IPvda DEFEEIP 7 KL AL Ry h~A7 & FEITAIILE
R

« [DHCP] : DHCP i35 A4 v X —7 = A AZFHELET (etho DA

o [#%%h (Disabled) ] : f&%h IPv4, IPv4 & IPv6 Ol T 2B LEWNTL S,

Y RTLEKE (System Configuration) [



L AT LEXTE (System Configuration) |
. Firepower Management Center 34 > 2 — 27 = 4 ADELE

* [IPv6 #% & (IPv6 Configuration) ] : IPV6IP 7 KL AZREL T, RO LEHLLNEERIRL
\i‘g—c

c[AXT 4 v/ (Static) ]:IPv6 DEFLIP 7 KL A LTV T 4 v 7 ARHZFFHTAN
Li—a_o

« [DHCP] : DHCPv6 #3514 v X —7 = A A% ELET (eth0 DA) |
o L— & %I4T (Router Assigned) ]1: A7 — ML AHERREEZAINZL T,

o [#£%h (Disabled) ] : IPv6 Z 502 LEJ, IPv4 & IPv6 DOl 5 &2 Mz LIEWLWTK 2
éL\O

ATY T3 b—1F (Routes) | VT T, AT 4 v I V—hEfRETAar &) 270 v 7 LTHE
F5h, FEA— BT A2y (&) 220 97 LTEMLET, #R-7A 22 (4)
7107 LT, b— hOFHERTRLET,

BMOKZEA B =T 2 A ANV E—F Xy b —2ZIZRET DX, AXZT 4 v 7 b— R
VBT, HLVIL— M BRREEIL 72 57— ADFEICOW L, BHEA VX —T7 =4 A LD
Iy hT—27 —F (22—) #BRLTLIIEE0,

GE) FTIFNVIAL—FTIE, Y= "7 2AIPT RLADLEEETEES, HhA o Z—
TxAf AL, BESNTF = T2 A F—T 2 ADFy NI —7 ZRET S
Zlicky, HERIGEIR SN E T,

WDOBRELEAAT 4 7 — MR L TRETEET,

* 485t (Destination) ]: /v— M &fEkT 24051y NU—2 DT L RAZRELET,

[y bvAZ (Netmask) | F72I1T [TV 7 4 v 7 2K (PrefixLength) ]1: x> T —27 D
T h~RA7 (IPv4) EET V74 v 7 AR (IPv6) #HELET,

[ #—T7 x4 (Interface) |: HNEHA =T A AZRELET,
[ —hFUxA (Gateway) |: 77— bV =AIPT FLAZHKELET,
ATy T8 [HAFHEE (Shared Settings) ] =V 7T, T_XCHOA X —T A ATHEINTNDF > b
T—7 WNIA—=FERELET,
GE¥)  eth0 f > ¥ —7 = A AT [DHCP] #i#RT 25 &, DHCP H— )b HGT 5 AR E
D—EE FETIHRET DI LN TERIARD T,
ROLFREZITI ZENTEET,
e [/RA h4 (Hostname) ] : ManagementCenter R A A EREL LT, FA M EEHET D
Yt syslog A v E— VTS LHHT LWV A ML 29 %121, Management Center

ZEELE L E4, FRET S ETIE. HTLWKRA M2 Syslog A v — IS E+
/\/0

[ KA A > (Domains) ]: >~ CXHYJ 572, Management Center DARTE N A A 2 &7 TE
LET, TNHD RAAL L, pingsystem7e &, a3~ RTEEEM NAAL U AEFEL

I S ATLEE (System Configuration)



| ~R7 L% (System Configuration)

ATy TH

ATvT6
ATy 71

Firepower Management Center X214 > 42 —2J = 4 RDEE .

RVEAIZAR A FIZIBINENET, FAAS UL, BEA X —T oA ZAETRITEHA
BT 2 A ABBRBATHa~y RTOH, FHINET,

«[7Z A~ U DNS ¥—,3 (Primary DNS Serve) ]. [ 4> & U DNS#—/3 (Secondary DNS
Server) ]. [#—3 % Y DNS #—/\ (Tertiary DNS Server) ] : #JcENEIZfH X5 DNS
P—NEHEELET,

e [VE— FMEHAR—F (Remote ManagementPort) | : BHXRT A 2L Di@EHDO U £—
F”‘ﬁfij‘ k% 5%E L £ 9, Management Center 35 J OVE BRI ST /A A 1%, W7 MO SSL
WS LAEF v v (T 744 b THEA— b 8305) &L CEFELET.

() v2=E, VE—MEEAR—-FET 74V PREOEEIZL TR Z L #f
WL TWETR, FHA— IR Ry NV —7 LOMoBEEHEET 2581%. 5
DR— PR TEET, FEA—-F2LHET 55803, BEANOHAIZIERE T
DMHEBDHTNTDT A ADEBR— h2EET20ERHY £,

[Zr¥%y (Proxy) ]fEIT, HTTP 72X v 2% E L7,

Management Center | £, 7~— k TCP/443 (HTTPS) 3L U'TCP/80 (HTTP) TA ¥ —x v hIZ
BT D L OIS CTVWET, HTTP X A V= A MEH TRAETCE 57 ¥ v Hh—
EEHTEET,

()  NTLAN Manager (NTLM) FRiEZfEHT 27 mX 3 R—ranEtA,

a) [A7%) (Enabled) | F=v /Ry 7 A%FNZLET,

b) [HTTP 72 % 3 (HTTPProxy) |7 4 —/b Ric. FHFL H—ADIPT KL R F7- 13540
B NAA B2 ANTILET,

¢) [F—1b (Port) ] 74— K2, K= FE5E2ANLET,

d) [7eFx I FBREOM A (UseProxy Authentication) | % E&4R L TH> 5 [2—H¥4 (UserName) |
L [PXAT— R (Password) | # AJJ LT, #AEEHRIEHRZFELET,

[fR7F (Save) |27 U w7 LET,

BHIPT NLAZEHET 5 L, Management Center & & HXf 5T /A ZADBOEEICHEL 5
ZDA[REMNH D FT,

IP7 FLAZEELTH, BUEOHERICITHEL 52X EH A, EL, 71 ZAE X
Management Center & V) = — N L7251, Bt e LT 20 ERH Y £3, ET7DIELW
IP7 RLARZEROTZDIZ, D7 &b 1 DDOFT /3A A (Management Center & 72 13 & B 57
NAR) BT T, 72L& Z1E. Management Center T7 /34 AZBM L, (P 7 KL 2D

IZ) NATID Z8E L7255 a1E,. RERFZT /A ATEF L 72 Management Center IP 7 R
VAPRIELL 72725720, TAA ATEE 2B TE R RV E4, o, 774 AT
Management Center IP 7 KLV AZ HH$25 2 L3 TEXEHA, IPT RLAZEZHZ T, HL
WTNA AL LTHBGERT D EDOHRNTEET (configure manager add) ., — 7 T,
Management Center TE B RT NA ADELWIP 7 F L ARE SN TV DAL, BEL
BT 34 ADSFFO Management Center 1O TP 7 K LA E L < 720 54 CT1 ., Management
Center [ ZIEH (CHeft & L CTE £ 97,
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B web (L5502 TDH50 90 FAAREERA L8 —T 14 RORE

Web A V32— TARTDIZIYYI TINAREBA VEZ—TIARAD

L AT LEXTE (System Configuration)

=L

ax AE

AR—b 24 €
VR

WHEDSA VR

HYR—+rEhBT
IN R

HiR—bEhd K
rAA Y

TR
(Access)

BALAP

f£E (Any)

7000 & 8000

7 a =NV

Admin

y—x

Web A v H—T x4 AEMMHLT, BEHMBRT AN, AOEHA VX —T 2 ADOHREELEHR L
9, ETATHR—FENTWEIESIC, 7 a3 TARU M, VB —T = A ZABEC
TEHZENTEET,

ATvT1

ATy T2

HEICEHEA VH—T o AEFEZMATLIEE D, Bl —CHEHR CE b L,
TNRAADAY ) =)V R—= b+ ~DT 7 ABIL O CLI TOHEFRENLIEIZRY FT,

FIE

[ R T L (System) |>[E%%E (Configuration) | R L T, [FHA X —T = Af R

(Management Interfaces) | Z &R L £ 9,
[f % —7xAA (Interfaces) ] = VU 7 T,
27V w7 LET,

ZDvs v a T, FIAFRERTRTOAS A —T 2 ANV A NENET, /10X —T =
A ABEIBIBMTAZ L TEERA,

FNETNOERA X —T 2 A RATKH LT, LLTFOA T a v ERETEET,

«[ANZT% (Enabled) |: &AL F—T oA ZAZHAMTLET, T 7 4/ b eth0 B HLA
V=T 2 AEIHILBEWNTLCESL, ethOf V F—T 2 A AEZMNELTEH7aE R
L ET,

[T % F/L (Channels) ]: (8000 U —RAD&H) A X hFA LV —DA 2 H—T A A%
HELET, 8000 vV —ADT /A A Tethl BHA X —T A AZFIMIL T, A
VhAUE =T 2 AL UTHRES D ZENTEET, ThERET DI, [EH
Z 7 4 v 7 (ManagementTraffic) | T = 7Ry 7 A%EF7IZLT, [AX M T T 4w
7 (BventTraffic) | T = v /Ry 7 A2 AL DFEFIZLTEEET, eth0 BEA X —
T2 A A AT DI MTOF =y IRy 7 A ADEFFICLTEEET,

Firepower Management Center - X2 N A VX —T7 = f RIEFETF ¥ XVD NT T 4 v
U HRZITFTANDZENTERNDT, FAL A AR N f X —T = A ATEHRF ¥ 3
IV BZHZNZ LT E SN,

WG U T, BEA VX —T 2 AD [A X b T 7 4> 7 (Event Traffic) | % M%)
T2 EMTEET, WITNOHEDL, T30 R, ARV MDD H—T A R
ETCARVIZRGELEYIELET, TOA L H—T 2 A ARX T LTWEEARIE, A

BRETDHA X —T = A AOMIZH 5 [fitE (Edit) ]

I S ATLEE (System Configuration)



| A7 L% (System Configuration)
Web {2 8—T 14 RTDY 5294 Friq REBEA 58— 11 20%% [

RN F Y RANER > TNTE, BHA L F—T oA AL TARU MNEEELE

@—O
A B =T A ALTARY N F YNV EEEF Y U RNVOWMGFEEYICT L LIITE
FH A,

[E—F (Mode) 1: V7 E— RKEHEELET, GigabitEthernet f > ¥ —7 = A AT,
HEiR A =2 a VOEEAERE L THERBENRNT SITHER LTI ZEN,

« [MTU] : ik Kfatr=> b (MTU) ZFELET, T 74/ FE 1500 T, HEAHER
MTU O#iIX. TN EA L F—T oA ADEA ST L > TR DIEERNH Y 9,

VAT AT, BRE SN MTU S BEIIZ 18 A hZHIET 5720, IPv6 D4
1298 KT DMEIT MTU OF/METH 5 1280 IZHEHLL £ A, IPv4A DEE1E. 594 FRTED
fEIZ MTU Of/IME 576 ICHEILL £8 A, 728 2 0E. #EAE 576 13 B 81A91C 558 ICHITE &
nET,

« [IMDI/MDIX] : [H#E)-MDIX (Auto-MDIX) | Z#E L 7,

« [IPv4 7% 7 (IPv4 Configuration) ] : IPv4IP 7 KL AZHE L E T, RO EH HMMERINL
i‘é—o

o [AHAT 4 v/ (Static) |:IPv4 DFEHIP T KL AL xRy h~AZ7EZFEBTANLE
‘j‘o

« [DHCP] : DHCP 2454 v X —7 = A A%ZFELET (eth0 DA)
o [#£%) (Disabled) ] : #£%) IPv4, IPv4 & IPv6 Difi Ji 2 LWLV T K 2 &L,

« [IPv6 7% 7E (IPv6 Configuration) ] : IPV6IP 7 KL AZHE L F 7, RO EH LnEEINL
EJ a8

s [AXT 4 v/ (Static) ]:IPv6 DEHIP 7 KL AL TV T 4 v/ AEEFEHTAL
LET,

« [DHCP] : DHCPv6 #9514 v X —7 = A AERELET (eth0 DA) |
o PL—ZEIY T (Router Assigned) |1: A7 — MLV AHEEREEZAINCLET,

o [#£%h (Disabled) ] : IPv6 ZMESHZ LEF, IPv4 & IPv6 Ol 5 2 5 LIEWLNT K 2
AN

ATv T3 [b—F Routes) | TV T T, ALT A v I N— b ERETAay &) 27V v7 LTHE
FTHM, EFA—bEENT A2y (@) 22097 LTEMLET, FRTA a2 (4)
27Uy LT, V— hOKHEFETRLET,

Y RTLEKE (System Configuration) [



L AT LEXTE (System Configuration) |
B web (L5502 TDH50 90 FAAREERA L8 —T 14 RORE

(G¥)  Firepower Management Center 73 U E— h * v U —7 EIZHHEGAEIX. 4~ FEH
AE—=T A ADAZT 4 v 7 )— NEBINTHUENRHY £3, BIMLRNWE,
TRTOIT T4 v I WNEHRA A =T 2 A AZBETT 74N b — b E—FKLFE
T 774NV M A—bTIH, = TV x2A IPT RLADHREERTEET, HhA
VE—=T AT, FBESNETS = U A A U E =T A 2Dy NU— T H
BTHZEICKY, BEMIZRIRSNET, Vv—T 1 7 OFEMIC OV TR, FEA
VH =T 2 A A LEDFR Yy FU—27 —k (225—=Y) EBRLTLIEE,

ROFBEEAZT 47 — MK L TRETEET,
* [565% (Destination) |: /b— M &EAERKT D580y NV —27 DT RLAZFRELET,

s [y b~AZ (Netmask) |E721X[F V7 1 v 7 AR (PrefixLength) 1: *v hU—27 D
Fy w27 (IPv4) £7237 V74 v 7 2K (IPve) ZRELET,

e[ H—T7 AR (nterface) |: HIVEHA L —T = A AR ELET,
[F— b xA (Gateway) |: 7 —hU=AIPT RLRAZHRELET,

RTv T4 [HAZE (Shared Settings) ]| =V 7T, _XTHA L H—T = ATHFINLTWDH Ry b
T— NI A—=FeZRELET,

GE)  eth0 f > % —7 = A AT [DHCP] Zi&R$ 2% &, DHCP — b BfGd 5 AR E
DO— %= FECTIHRET HZ ENTE ALY F7,

UTOREHEEITH) ZENTEET,
s [FA b4 (Hostname) |: 7 /3% ADKRA MERELE T, "A NEEET LA,

Syslog A v E—UIZH LWKRA M EKMESEDHITIE, T A%V 77— LET, Fid
BT B FETIE, HLWOER D Syslog A v E—TICKBLENER A,

s [KAA > (Domains) ]: B>~ TRUSTZTNA ZADKRBRAA LV ERELET, Zhb
DRAAL UL, A~y RTREAMEM N AA A ZEE LRV E EIT, R A M4 pingsystem
el LT buET, pingsystem K A A (%, BEA VH—T = AEITEHA
B =Tz AR %ERMTHavry RTOH, EHINET,

«[7Z A=< 1U DNS ¥ —,3 (Primary DNS Server) ]. [ 5> % U DNS % —/ (Secondary
DNS Server) ]. [7 U # U DNS #—/3 (Tertiary DNS Server) ] : DNS $—/ S AME S JIE Tl
Hanhs X ELET,

o [VE— FMEEAR— T (Remote Management Port) ] : Management Center Ci@fg» U £— h
BHIR— N &RE L 9, Management Center 33 L OVEEIRIRT XA 21X, B HH D SSL
Ko bd@fE T v r v (5740 FTIEAR— |k 8305) AL CTlfELET,

(B  vAIFE, VE—MEBEA—FET 74V MREDEEICLTIL Z &2 <HE
RLTWETN, HEHA— IRy NU—7 EOMOMEE LFET2541%, 5l
DR—FZBRTEET, HFEHA— NELET L5613, EANOHAICHET
LR DT RTDT NA ZADERR— N2 BRI HMENHY £7,

I S ATLEE (System Configuration)



| ~R7 L% (System Configuration)

ATy TH

ATvT6

ATy 17
ATy T8

Web {2 8—T 14 RTDY 5294 Friq REBEA 58— 11 20%% [

[LCD /%L (LCDPanel) | =V 7 T, [*v hT—ZEREDOHXEZLFF (Allow reconfiguration
of network settings) | F = v 7Ry 7 A% A2 LT, 73 AD LCD NPV EMH L7231 >

N — I REDEFEZHAMILET,

LCD RF A EHHL T, T4 ADIP T FLAZTRETE 9, £HPEH Firepower

Management Center|Z ML S VTN D & & Zfifgad L E ¥, R L - Tid, Firepower Management
Center T7 —# ZFEVTHEHT 5 Z LM EITRD £,

IE LCD RV L-FHBRETF 5 &, BX2 VT ¢ URZBNRAT D ATRENE
NHYET, LCORFAEHEH L TRy NI —IBEEHERT DHE1T, WELT 7+
ATV T, FBRHIMNEDH D FHA, ZOFT v arEREMNITDHEEF2Y
T4 LORENBETDREMEND D Z & ZRTEEN Web A V7 —T = A AZFE
RENET,

[ZFa%y (Proxy) ] =V 7 T, HTTP 7R ¥ VR TE LET,

FNA AL, A— b TCP/443 (HTTPS) B L XTCP/80 (HTTP) TA & —% v MIHEBREL
TAHLICHEINTWET, HITPA A P = A MEHCHIAETE A u X — "2 FHHT
EFT,

(G£)  NTLAN Manager (NTLM) #iEZ T2 7 a3 A — S EdA,

a) [A%) (Enabled) | F=v /Ry 7 A%FNZLET,

b) [HTTP 7' m ¥ (HTTPProxy) |7 4 —/L RIiZ, 7BF T ¥ —1"OIPT KL AEIT%EE
Effi NAA B ATILET,

c) [R—1bF (Port) ] 74—V RIiZ, R—b+FZEAHLET,

d) [7eFx I FBREOMH (Use Proxy Authentication) | &R L TH>5 [2—H4 (UserName) |
L [NAT =R (Password) ] Z AN LT, WiEERIEHREZHRELET,

[fRTF (Save) |27 U w7 LET,

BHIP T RVAZZHTT 5H &, Management Center & FBEXGT /34 2D OIBFIZHEL 5
R D AREMEDN D D T,

IP7 FLAZEELTH, BUEOHERICIIHEL X EEA, L, T/ ZAE72E
Management Center & V) = — N L7251, Bt e LT 24 ERH D £3, ET7DIELW
IP7 RV AZFFOZDIZ, DR & 1 DDF /34 A (Management Center F 72 (3E B xR T
NAR) BRETT, oz i 7‘/\/1’ AREFIZ AP 7 R 2DV IZ) Management
Center O NAT ID Z57E L7235E1X. 773 A& B L7z & & |2 Management Center CEZ L
72T NA AP T RLADBIEL < foﬁ < 72 % 7=%, Management Center | 31815 % FFff . TX 72 < 72
D ET, ZOHAIEL, Management Center T7 /31 ADEEIP 7 NV AZERT HLERH Y
£9. TS AEHREOWMELSR L TILEE,

m
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. CLI T® Firepower Threat Defense 1=V 52 v 9 TINAREEBS V2 —T 214 ADEE

AT LERTE (System Configuration) |

CLI T Firepower Threat Defense £7=1XV 5> v Y TNAREBALA R —T 24 ADEE

E

AYX—b+ 54t | XDFA VR | B R—FENET | HR—FENE R |7V ERX
VR AR A (Access)
& (Any) £& (Any) Firepower Threat | 7'z — \,L77|F |Admin

Defense

fEFL (Classic)

CLIZEH LT, FEMRT AA ZADOEHA L F =T =2 AORECEELET, 5D

EDLLIL, ey N7y PIRICRESNTZHOTY, ZOFIHICHE) Z & T, ZNHOK

EEAEETE, SOICHEZBEMNTEET B T AL THR—FINDIGHEITA XU M A v
H—T 2 AeHMET D, A¥T 47 V— F&EBINTS) , Firepower Threat Defense CLI
\ZOWTIE, [ Command Reference for Firepower Threat Defensel] % ZH L T 728, 7T v
7 T8 A CLI DFFAICHOWTUE, ZOHA ROGERMTAA ZADa~vr FI42 VT 7L
VA% S LT 2 SV, Firepower Threat Defense 38 KON 73w 7 734 A, HELA

F—=T 2 A ARECFRLa<r R LET, Tomoa~r NI, 77 v 874 —LA[T
HR DR H D £77,

ATy T

ATvT2
ATvT3

SSH & AT ABIL, BEICEHRA VX —7 oA AIEFEZMZ T IEEN, HleT —CH
%ﬁf%&<&é&\fﬂ4z®://wwf h~OT 7B ANNEIZR D F,

1R BHHIIZ

» Firepower Threat Defense Cli&, configure user add =~ > K& il L CCLIIZ R 7 A > A[HE
Ipa—F T HT L NEERTEET, CLI TONH—VOBMESRL T EE,
SSH DAMTRRREDRREIHES> T AAA 22—V EBRETHZ L b TEET,

« 7000 & 8000 >V — X F XA ZATlE, Web £ v X —7 = A4 A TOWNEH 2 —F OB OFHLH
WCHEo> T, Web A v Z—T =2 A ATCa—HF 7 h o MR C&E £,

FIE

Ay V= R— R b, ERIESSHZEH LT, 77354 X CLLIC#HR L E7,
Firepower Threat Defense 7 /3 AD A<y RIA A VB —T 2 f A~OD BT A U EITHER
WFNAATODaAY L RIAL L A F—T o A~Du A BB L TIIEEN,
EHHEO2—YHENRT—RFTrI A LET,

AN FN) =D E =T 2 ZAEFEMNILET (FHR— R FT/UTHONTUL, FBA
VH =T 2 A ADHR—F (19 =) BH])

configure network management-interface enable management interface
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| A7 L% (System Configuration)

ATvT4

CLI T Firepower Threat Defense £7=(37 5 vy TN REEA V2 —T 14 ADHRE .

configure network management-interface disable-management-channel management interface

51

Z AU Firepower 4100 F721% 9300 7 /31 ZDHITH, HRhRA v 2 —T7 A4 AZBIXT /A A
A AL TR T,

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl

Preserve existing configuration- currently no IP addresses on ethl to update (bootproto
IPv4:,bootproto IPvV6:

at /usr/local/sf/lib/perl/5.10.1/SF/NetworkConf/NetworkSettings.pm line 821.

Configuration updated successfully

>

Firepower Management Center f N> FNEEH A LV F —7 = f ATEHETF Y RXNVD T T 4 v I &
ZTANDZERTERNDT, TAA AR [V F—T = f ATERT v 3L & HIC
LT EEY,

473 a2 >, configure network management-interface disable-events-channel =~ > | % {% ff]
LT, HHA LI =T =2 ADA XY FEEHCT LN TEET, WINOLEEL, T/
AAE AR IDOHBDA L F =T 2 A ALTAN FMERFELESELES, ZOA 52—
T2 A ANL T LTWEHRIE, AR b Fr RARERITR->THTEH, BHA 2 —
Tz A ALTARC PEFELET,

A =T 2 A A ETARNY P F RV EFBBTF ¥ RNV OM G EHENTHZ LT TESEE
Mo
BEA P —T 2 A AETUIARY P AV E—T 2 A ADFy NT—IHEELET,
management_interface 31 aFEE LIRWGEIX, T 74NV MEBA UV H—T 2 A ADFR vy h T —
IREEER LET, /XU MU H—T oA AERET DHBETIE. %7 management _interface
FIMARELTLEEW, ARV b A B —T A AT, BEA L H—T = ZADHBIDOR v
U= EEFCAY NY—ZIZRETEET, BHOTHRET DA ¥ —7 = A ATHHE
ToHE SN ET, HILWIPT FLAICHERTE 7,
a) IPv47 RLAZHRELET,
- FHIRE
configure network ipv4 manual ip _address netmask gateway ip [management _interface]
ZDavy RN gateway iplE, 77 A~ VEBA X —T 24 ADT 7 4 )Lk b—
FEVERLT D7D LMER SN NZ LITERE LT IEZEW, A XY FDHDA
B—=T 2 A ADT = V2 A ZRET D%HE. TOax2 N, 7F— bV A ZHEH
LT, EUHDOT 74V b V= NEIFAZT 4 v 7 — FEAERL EH A,

configure network static-routes =~ > FZfifH+ 52 L2k o> T, HllcAZT 1 v 7
= b EERT D MERH Y £ T,

1 -
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L AT LEXTE (System Configuration) |

. CLI T Firepower Threat Defense 7115V 52 v I TNAREBSL VI —T 24 ADEH

> configure network ipv4 manual 10.10.10.45 255.255.255.0 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (F7 4V NEHA VX —T = ADHRTHHR— 1) ,

configure network ipv4 dhcp

b) IPv6 7 FLAZHRELET,

AT — h LA AEERE
configure network ipv6 router [management interface]

1

> configure network ipv6é router managementO
Setting IPv6 network configuration.
Network settings changed.

>

FERE

configure network ipv6 manual ip6 address ip6_prefix_length [ip6_gateway ip]
[management interface)

Zoavy RND ipv6 gateway iplx, 77 AV VEBRA X —T oA ADT 7 %)V
M= R EAERT D72 DI LAMER SN LICERB LT EE N, A X2 D&
DAE =T 2 A ADT = U 2A ZRETDHE. O3~ FiE, F'—rv=A
EEGALCT, ZTRHOT 74V b — NERIEAZ T 4 v 7 V— N EER L ER A,
configure network static-routes =~ > RZfifl3 52 Lick-> T, BCAZT 1 v 7
N— b AT D MR DD £,

11 -

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

DHCPv6 (57 /L NEHA L H—T = ADBTHR— 1) |

configure network ipvé dhcp

ATy 75 (Firepower Threat Defense D %) 7 7 4 /v NEHLA X —7 = A4 ZAD DHCP $—/ 323 B S
NTWDHRAMIIPT FUAZRMT L2 EE2AREIC L ET,

configure network ipv4 dhcp-server-enable start_ip_address end ip_address

1 -
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ATvT6

ATy T17

CLI T Firepower Threat Defense 13V 5L v Y TNA REBA V8 —T 1141 ADKE .

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

EHA =T 2 A ADIPT RV AZFHTRET D & SITDH, DHCP B — " ERKETE
¥9, Tda~ RNiX, Firepower Threat Defense Virtual T3 A — h ZvEH A, DHCP #—
IND AT —H A% FKT BHIZIE show network-dhep-server & AT L FE 7,

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Firepower Management Center 73 ) E— F X hU—7 LIZHDLGEX. A X2 MEHA - F—
T2 A ADALT 4y 7 —FEBIMLET, BIMLARNE, T_XTO T T 1 v 7 BNEHA
YHE—=T 2 A AEBLTCT 7 AV b = E—ELET,

configure network static-routes {ipv4 | ipv6}add management interface destination_ip netmask_or_prefix

gateway _ip

T7HN = EDOBEIL, ZOawr FEFHLRZNTSESY, 7740 Mb— DS —
N xAIPT RLVADER L, 774/ NEBEA U H—T = A ADT=H D configure network
ipvd =~ FEiTipve 2~ > FE2ERT 258 ICORMETT (FlE4 22H) |

N—T 4 VT OFERIZONTIE, BEHA V=T oA A LEOFRy hT—7 b—F (22 3—
V) ZZRLTEE N,

1 -

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211

Configuration updated successfully

>

ART 47 — hHERTHIZ1E, show network-static-routes * A7 LE9 (F7 41 b
/1/"_‘ l\ fj:%ﬂ?éﬂi'@f/u) o

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J----------—-----

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

RA NG DRE

configure network hostname 4 fij
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. CLI T® Firepower Threat Defense 1=V 52 v 9 TINAREEBS V2 —T 214 ADEE

ATvT8

ATvT9

ATy 710

ATvIN

1 :

> configure network hostname farscapel

FREIT D FETIE, HTLWEARA R P Syslog A v E— VIS LEH A,
MBRAA L ERELET,

configure network dns searchdomains domain_list

1 -

> configure network dns searchdomains example.com,cisco.com

N TCEGST2T A ZADBRRAA VERELET, ZNHD RAA E, a3~ FT%
BAER A A VAZIRE LRV E ZIT, ARA M4l pingsystem 72 & & L TMA HivE 9, ping
system K A A %, BEHA LV H—T oA ZAELITEBA X —T oA A RHATHa~v 2 R T
DI, fEHSHET,

7= TRY)5723 20 DNS H— "% 3%E L E T,

configure network dns servers dns_ip list

1 -

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

Management Center Cil{ED U E— MEHR— FZHELET,

configure network management-interface tcpport number

1 :

> configure network management-interface tcpport 8555

Management Center 35 X OVEHERI 527 /31 2%, WM SSL W BALdE T v 1V (77 + /v
R TR = 8305) &M L CH@ELET,

GB) 2= VE—MEER— 2T 74V PREDETEICL TB T L2 dHEREL
TWETN, HEHAR— IRy NU—2 FOMOBEBE L FHET 2581, BOR—k
BN TEET, BHA—F2ZEET 555135, SANOHAITBET L2 LERD D
FTRTDT A ZADOEHR— 2 BEHFTL0ERH Y £7,

HITP 7a % ZRELET, T3 AL, A"— F TCP/443 (HTTPS) R L O'TCP/80 (HTTP)
TA U H—Fy MIE#EER T L )ICRESNTWET, HTTP ¥ A ¥ = A MEH THIET
xhr7axy —N"EEHTEEST, avr REITRIZ, HTTP7D$€/@7FV7<J:T—
b, 7R TVORGERLENE ) hea—PFiEFdhonEd, BRERLERSGRITI T e 0
a—PL, e DONRAT— R, %J:U“j"jﬁ;f/@/\t’xy*‘f\@ﬁﬁwu%ﬂj}'ﬁ‘éijg*é
ET,

configure network http-proxy
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ATvT12

2276000yt eBED ]

1 :

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

BHELIP 7 RLAEEE S 5 L Management Center & & ELXI 517 /A A DR OBEFEICHEL 5.
R D AREMER BV F£7,

IP7 FLZZERLTYH, BUEOHERIZIIREL 52 E¥A, L, 74 ZE X
Management Center & Y v — R L7236 1%, #t 2 LT DML ERHV £9, ETOIELW
IP7 RLAZRST-DIZ, Dt 1 DDOFT /3 A2 (Management Center F 7= 13 HXf 57
WA R) PDREETT, el zIE, T AREFIC (IP7 RLADRIDVIZ) Management
Center O NAT ID #f5E L725E1E. 7354 A& B L7z & & |2 Management Center TEF L
7T A A IP 7 RUANRIELL 22 < 72 A 7%, Management Center 13815 & BN C& 22 < 7
V¥, ZOHAETX. Management Center T7 /NA ZADEFEEIP 7 NV AZER T HMENRH Y
F£9, TA Xf@f@ XEDOmEZSZRL T EIN,

Uy bEDULEBREE

TTIAT VA EOTavAD Y ¥ v N2 T 38 LOFERE) 2§13 521X, Firepower 3 A
TLADWeb A LU H—T A AEFEHLET, 7T IAT U ADY Y v T U, RET —
BaHRHZ Ll BRIV AT AOBREZY > CHEBTL%HE LET,

Firepower Management Center FO 7' m v 22 HIHTE L5, LTFOF 7T a b £7°,

¢« VAT ADY Y v NA DL Firepower VAT LD T L—RAT )N Ty AT U EBIGAEL
\i—a—c

« VAT AOHEER) VAT AEBEOFETY Yy N Xy LTHERLET,

e Y — )LOFER  @E, T—FX—A, HITP —OFut22HEHLET, =
NITEs., N7y a—T 4 v TOBRICERENET,

PLEOFT > a 0%, 7000 8 L8000 v Y — RGN BT N, AT R CCHBICHFATE E
T, TNEDF A A LT Snort 72 A2 FHEEBTHZIELTXET,

BIRRA L EFH L CT 7747 v A% EIELEWTESN, T—2 0 Kkbh s mREMEN b
NET, WebA v X —T =2 A ABFERALTCREREBIZT ITIAT LV A%y v hE T T H0EEN
HFET,
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L AT LEXTE (System Configuration) |

B o x7ro0vvvr gy cmrn

\}

Snort 7 AZEEEITLE, NI N T 74 v I A VAR g URFliEnEST, 2
DOHFBHIZ T 7 4 v 7B Ry 7INd0, FRLLEA VAT v a UM TonTICZTE
SNDEMWE, X =T T ANAANNT T 4 v 7 AT 5 5B C TR £3, G
DWTIL, Snort® OFENC LD N T 7 4 v 7 OEMEEZRL T E 30,

Firepower (R ABE HIXI R T A ADYA, VMware 72 EORIEA > 7 T A 8T 7 F v —2iF—#%
iz, R~ DT vy ME T U FE, BEBIFE, WAL ERT D E FTRE/R B A
TrarMHESRTOET, 6D A Ty a2 EOLIICERETINCONTIE, #H
LTCWAEET Ty N7+ =D RFXa AT —va 2R TIEE0,

GE)

VMware |- CHABI 9~ 5 Firepower (ABE BT R T /S A ZADGE . VMware Y —/WIZ ) A X LEER
FTarNEENTHWET, LER->T, JLb—AT7 A vy y MU VERET HITIE, K
M~ 2 VMware Y — /A3 A VA =L SN TV L RERDH Y £,

VRATLDY Yy b ZOU EBIEE

ZAI— bk SAt |[HEDSA VR |HH—bSNBT | Y R—FENB K |75 ER

VR N R AL (Access)
£E (Any) £E (Any) Management 7'a—s31771F | Admin
Center

7000 & 8000
J—=

FIE

ATYF1 [V RT L (System) | > [EX%E (Configuration) |% RN L E7,
ATFw T2 [Fut R (Process) | Z#EIR L ET,
ARTVT3 TTIAT v REY Yy MU UTHITE, LT EFATLET,

* Management Center : [tz % —D v v & 7 (Shutdown Management Center) ] O
BIZHD [a~r FDFEIT (RunCommand) [ %727 U v 27 LET,

cBHHRT NAR [T TIAT 2V ADY v v & 7 (Shutdown Appliance) ] DFEIZ H
b~y Fo3FEIT (RunCommand) |27V v 7 LET,

ARTYTE TT7I7A4T o AEHEET LI, UTFTEEITLET,

* Management Center : [ Bt > Z — DO FLHE] (Reboot Management Center) | DA{IZ&H 5 [
<> FOFEFT (RunCommand) [ %7V v 7 LET,

I S ATLEE (System Configuration)


fpmc-config-guide-v623_chapter16.pdf#nameddest=unique_198

| A7 L% (System Configuration)
yE—tz2rL—veE |

cHHRRT NA R [T TAT U ADFEE) (Reboot Appliance) ] DEEIZH D [2~ 2 N
D3FE1T (Run Command) %7V v 7 LFET,

(G¥)  Firepower Management Center & 72 |3 HKIRT NA A FHEETH L, TTI7A4 7~
ANHRIZTU RINET, VAT AET —FRXR—AF v 7 EIATLETH, Ih
FE T 501 1 R0 £9,
ATVTS TTIAT A \EEHTLI1TIE, UTFTEFTLET,

* Management Center : [t > ¥ —DOF{LHE) (Restart Management Center) | DA{IZH 5 [
<~ RO%EST RunCommand) | %27 U v 7 LET,

EP BT NA R [ TTITAT A 3y —)LOFEH) (Restart Appliance Console) ] @
FZHD [~ ROFEST (RunCommand) 127 VU v 7 LET,

(¥)  Firepower Management Center Z fF &5 &, Xy MU —7 = v 7HNICHIBR S 728
ANDBHBRRINDZEDHY T,
RATwT6 EEXLRT /N4 A TSnort 7 2t AL FEENIT 51, [Snort DFFEHE) (Restart Snort) ] DFFIC
H5[a~r FOFELT (Run Command) (%7 Y v 7 LET,
GE) Zoa=r RiE 7000 3 LT8000 U —X T8 20w —T) )L Web A F—7 =
AATOMERTEET,

TE Snort 7R AEEMTHE, ~HNIC N T 7 4 v Z7RENFRISNE T, ZOHE
HIZRT 740w 7N Ruay 7’550, AR L TERIETL20E I NE. T3 ADO%
FEFFEIZ L > THRRY F9, FEMICONTIE, Snort®P OFEENC LD VT 7 47D
HEEZBL TS0,

EENEY D
Snort® OFLEY T U A

JE— R FL—DEHE

Firepower Management Center ClX, Ny 7 7 v 7B LNV AR— DR —F)L A ML —F 00X
VE—hARL—=UL LT, UTEEATDLZENTEET,

Xy NU—2 Ty AN AT L (NFS)
e =R X y¥—Y 7 v” (SMB) /Common Internet File System (CIFS)
X a7 =/ (SSH)

)

CE)  YATARFR—FFER0 T v FBLOIE—F A PL—YDF =R Ayt —Y Try
7 7a hagnn—ag 1 ORTT,
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AT LERTE (System Configuration) |
B crrxr—vons

1ODVE—F VAT ANy 7T v T ZRkEFG L, oY E—F VAT AV R— FErET
HTEFTEEHAD, EH00EVE—F VAT AIZEF L. b 9 —J7% Firepower
Management Center |ZA&fH3 25 Z & ILAIEE T,

Evh VE—FRAPL—UaMR L TERIR LRI, 85T — 2 X—ZADH[REE0 S Eh- =54
IZDH, B—H)L A N —JICRT I ENTEXET,

OA—AILRXAFL—DERTE

AX— bk 54 € [ REDSA VR |HR—rENdT | HR—rZhd K| 791X

VR INA R AL (Access)

f£& (Any) f£& (Any) Management 7' —s8L77 17 | Admin
Center

Fg

AT 1 [V AT L (System) |>[EX%E (Configuration) %R L F7,
ATv T2 [VE—F AL —Y T34 % (Remote Storage Device) ] Z R L £,

ATY T3 [ARL—T X AT (StorageType) | ke v 77X U2 b [r—L (JE—F A KL—
P72L)  (Local (No Remote Storage)) ] Zi#IR L £,

ATy T4 [{R7F (Save) |27 U w27 LET,

J)E—F X FL—20D NFS DEEFE

AX—h 41 [ REDFA VR | YR—rENBT | HR—FSNDF | 7IER

R N R ALY (Access)

& (Any) & (Any) Management 7' —s L2 | Admin
Center

1R BRI

AU E— K A RL—U VAT ADEERE L TH Y, Management Center 705 7 7 & A TX
L L MR LET,

FIE

AT F1 [V RTL (System) | > [EX%E (Configuration) %R L E7,
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yE—t 2 kL—snsmB oz [

ATv T2 [VE—F AL —Y T34 & (Remote Storage Device) | %7 U v 7 LET,
ATV T3 [ARL—Y ¥ A7 (Storage Type) | K v 7 Z w7 U A RME [NFS] 2R L E7,
ATv T4 HEGERAE BN L ET,
e [ARABF (Host) ] 74—V FIZ, AL —Y VAT ALDIPVE T RLVRAETZIIHRR M %
AN LES,

«[F4 L7 +U (Directory) ] 7 4 —/L RiZ, A ML —UHEA~DAR2Z AT LET,

AT9 TS MBS U T, AT > 2 O (Use AdvancedOptions) | F = v 7 Ry 7 A& AL
T, RWFERav L RIA4 o FTvarwz AN LET, VE—MAML—UEHOFEMA 7> 2
vo43 =) ABRLTLIIESN,

ATYT6 [VAT LOMA S (System Usage) ] T, RO FNEEZFATL 7,

HRELIZARA MR I T v T E2ENT DI, [Ny 27 v 7IfEM  (Use for Backups) |
R LET,

HEE LTZARA MIUAR— b &I 51213, [LAR— MZEM (UseforReports) ] 214 L
e

e UE—RF ARNL—U DNy I T v T [T 4 A7 FEDOLEVME (Disk Space
Threshold) ] Z AJILET, 77 4/ ML 90% T,

ATy T1 REEZTANTDIE, [TAR (Test) 1227V v 7 LET,
ATv T8 [fR1F (Save) 1527 U w7 LET,

JE—F X FL—2D SMB DEEE

AYX—+ 54t |[RDFA LR | B HR—bENET | HR—FrESNBF | 70X

VR N R ALY (Access)

& (Any) & (Any) Management 7a—31u 77 | Admin

Center
188 BRI
AU E—F A L—T AT ADKERE L T Y, Management Center 7057 7 B A TE
LI LEEMRLET,

FE

RAT9T1 [VATL (System) |>[F%TE (Configuration) |Z =N L £,
ATv T2 [VE—F AL —Y T34 X (Remote Storage Device) | %7 U v 7 LET,

Y RTLEKE (System Configuration) [




L AT LEXTE (System Configuration) |

B v=—rxr—cossnonz

ATV T3 [ARL—Y XA (Storage Type) | a7 X UA MG [SMB] &R L £,

AT T4 BplE@AeBmL 7,
e[ARAF (Host) ]| 74—/ FIZ, APL—=Y VAT LDIPvET RLALITARA M %
ABLET,

« [3F (Share) 17 4 —/L RIZ, A MU —UHEBOIEZ AT LET, VAT AICGRES
HD01X, 77 ANDTN NATIERL, I EUOKELETTHL Z LITHERLTLES
W, FRELTEEAET 4L NV EVE—F N7 v LTERT 22, 2y
Windows > AT A TCHEETHMLENRH Y F9°,

« MBS LT, [RAA Y (Domain) | 74—/ RIZUE—R A RL—Y VAT LD KR
AHEANTILET,

e [2—H4 (Username) |7 4 —/L RIZA ML —Y YV RAF AD2—FLE AT L, /SR T—
K (Password) ] 7 4 —/V RIZFD2—HFDNRAT— K& A LET,
RTw TS MEIZEU T, [REA 7Y 2 OfEH (Use AdvancedOptions) | F = v 7 Ry 7 2% 412 L
T, MERa~v FIA AT a2 AN LES, VE—F A ML—UEHOFEMA 7> 3
Y43 =) BBRLTSIZEN,
[ AT LD J7E (System Usage) | C. RO FIAZFEITLET,

FRELIZEA MRy I T v T EENT DI, [Ny 2 T v 7IfEM  (Use for Backups) ]
IR E T,

« BB LT A MZ LR — b 28T 5121,
ESr N

BEETAPTDHITIE, [TAF (Test) 227V v 7 LET,
[fR7F (Save) |27 U w7 LET,

ATvT6

[LA— MM (UseforReports) ] &38R L

ATy T17
ATvT8

JE—F X FL—2D SSH DERTE

ARX—b 54t (RHEDFAELVR |V R—bZNET |V HR—rShDF | 7IEX

VR INA R ALY (Access)

£ (Any) £E (Any) Management 7'a—s31 7717 | Admin
Center

48 HHEIIZ

ALY E—F AN L—Y AT ADHEREL TH Y . Firepower Management Center 2> 5 7 7
TATELZ L EMBERLET,
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JE—+ R bL—vEROHEr TV I}

FIE

ATy 1 [V AT L (System) |>[EXTE (Configuration) |% 3R L 7,
ATv T2 [VE—F AL —Y T34 & (Remote Storage Device) | %7 U v 7 LET,
RT9T3 [ANL—Y XA (Storage Type) | Ku w7 &# 7 U A LoD [SSH] Z &I L 9,
ATy T4 R eBMLET,
o[RA K (Host) | 74—/ RIZ, APL—Y VATLDIPT RLAFERZIEFA M EA
SILES,
*[7T4 27 R~V (Directory) |7 4=/ FiZ, A b L—VHA~ONZZ AT LET,

o [—H%4 (Username) |7 A —/LV FIZA FL—Y Y AF ADa—HPF4E AL, 32T —
R (Password) ] 7 4 —/L RICFD2—FDNRRAT— K2 AN LET, #Ea—FH0—
HELTRY NU—2 RAL VERET DICE, 2—FADRNZ RAAL U EZ AL, A
TZvva (/) TREYET,

* SSH ¥ —Z 9 % 1Z1X, [SSH A% — (SSH Public Key) ] 7 4 —/V RKOWNEF% 2 &'—
L T authorized keys 7 7 A /VIZHE O A £ 97,

RATY TS MBS U T, A7 a O (Use AdvancedOptions) 15 = v 7Ry 7 A% A iCL
T, BERAY RIA ATV arv a2 AN LET, VE— X FL—VBFHOMEMA T 2
Y A3 R=Y) 2RRLTESN,
ATYT6 [VAT LOMASE (System Usage) ] T, RO FNEEZFEITL £,
FRELTZARA My 77w T2 T 21213, [Ny 27 7 v ZIEH (Use for Backups) ]
ZIEIR L £7,
cFRE LA A M UVR— M &K D121, [LA— MIH (UseforReports) ] % 3R L
i‘j‘o
AT9 T BEETANTHEEE, [TAR (Test) 1227 Vv 7 TH0ENRHY ET,
ATy 78 [fR1F (Save) 127V v LET,

JE—FRML—CEBEOFHAA T3y

Secure File Transfer Protocol (SFTP) ZfEH L CLAR—FE R 77 v T RFET B0
X hT—27 Ty AN AT A (NFS) 7m haj, =" RXytv—78vv7 (SMB) 7
o kol £ dssu 2®INTH L. NFS, SMB, SSHY 7V hD~v =2 7 /L ~—J|Zit#i &
NTVWDHLNTHND~T 2 b A F Y FTF o a BT L7200, [FHMREST T a0
i (Use Advanced Options) ] = v 7 Ry 7/ AZRIRTE £,

SMB ##{R$ 2% &, WO T[22~ F 741> 47 5 (CommandLineOptions) ]~ A —
NRIZEXF 2T 4 E—REANLET,

sec=mode
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B z===
mode X, VE—hF A ML= THATEIEX2UT 4 T— RTI,
K5:SMBEZXa1) T4 E—FDORE
[E—F (Mode) 1] ZiER
<JglL> NULL =—# (&miZz L) & LT LE7,
krb5 Kerberos /X— 3 o 5 FBAF&HEH L £9,
krb5i Kerberos iBFE & N7y NEAEFHLET,
ntlm NTLM NAT— R Ny vaZEHLET,
(T7x1V1H) .
ntlmi BAMEDONTILM RA T — KNy v = &
LET (/proc/fs/cifs/PacketSigningEnabled
WA N2 TNDIGHE ETT T — DR E4
EERTDHGEEEFT 7))
ntlmv2 NTLMv2 /SR T — Ky o ZfH L ET,
ntlmv2i Ny REBAZATZEONTLMV2 XA T — KNy
VazEHLET,
=[E
EERE

A—PPTHOERZET=F L, KENHMAOHELE T DIREIE > TV D Z L 2R T 0720,

W2 24 BERITATONIZ Y AT DEEDOFFMR VAR — FEBEF ALV TEETLLIICTV AT
LEMKTEET, 2—PPEEE VAT IERICRIFET DN, EEORA T v 7T g v b
PEGSNET, BEFHELR—-MI, ZhoDA Ty 7 vay MIILEREMEAGDE

T, REDY AT DEFEOE ML £,

WOKIE, BEFHELFR— O [=—H (User) €7 v aoflzrLTWET, I 2T,
BAERROEERIOM & AR HOEOW AN —HFR RSN TWET, = —HF2FE TR LT
BEOERZT o> 723581E, Hx OEFEOMEN RO b O BIRICKSRS|TLAR— MI—&
FoRENET,

25 24 BREECATON AR A2 TE £7,

I S ATLEE (System Configuration)



| A7 L% (System Configuration)

raszonz [

JIN = 1 —
LHFAZDERTE
AX—h 54t (RHEDSAELVR|BR—bZNET | R—+rSNBF | 7o EX
VR N R AL (Access)
f£& (Any) f£& (Any) Management 7a—3u 77 | Admin
Center

7000 & 8000
J—=

IR&H HEIIZ
¢ 4BFINC VAT DMATONTIZEED A —NVEEEND VR— N 2ZET HEF A —L P —
NEFJRTELET, IOV TIE, A=V VL —FAMBIOEMT RLADOHKRT (62
N—=) EBRRLTLEIN,

FIE

AT T1
ATvT2
ATvT3
RTv74

[ AT L (System) | > [EXTE (Configuration) %R L £,

[A % (Change Reconciliation) &7 U v 7 LET,

[B%h (Enable) | =y /7Ry 7 A4 LET,

[FATT DK (TimetoRun) | Fuy 77X T U MG, VAT AREEFRE LR — N2k
ET 2R 2 @R L £,

[A =564 (Emailto) ] 7 4 —/V RICA—L 7 KL AZ AN LET,

WA= T FLRZBMNLES, WO TH RHO LA~ bOF%E (Resend Last
Report) | &7 U v 7 LT, HIOELHELR—FOa b —2ZEHITHEETE
E3 e

ATy TH
Bk

RF9T6 KU —OEFEEZBMT A, [FY S —RE4EH S (Include Policy Configuration) ]
Frv IRy s At LET,
i 24 W OF < COBE 4 60 HHANE, [RAMEIEZF0R (Show Full Change History) ]

Frv IRy I RAEF N LET,
[fRTF (Save) |27 U w7 LET,

ATy FT17
ATy T8

EENEY D
Ao 7 affio CTERAZHRET S

ERAEF Ty
[RV T —&EZED5 (Include Policy Configuration) |14~ = id, RY v —DEHEDOL a—
REZZFRELR— MIEO LM EI AR L ET, Zhniid, 77 246, A, ¥R

Y RTLEKE (System Configuration) [
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AT LERTE (System Configuration) |

B =« :—z50axr

Th, SVA BROR Y NI BRHOERY —OEENEGEENET, ZOFTvark
BIRL o256, R —0EF I EN D LAR— MIERENNERA, ZOF T a v
IJ Firepower Management Center DA T TE £ 7,

[TRCOETEEAFK KT 5 (Show Full Change History) 147" 3 1%, i 24 B D4~
TOEEDOL a— REEFFELR— MIEHLNE I M %ﬁ%mﬂbiﬂ CDX T g R
WL o THA/E, BERIT I TEITHE SN TLUAR— MZERINET,

R O—ZBOIOAD k

J—fﬁT&@x:yhu~wf)y~ RARY — i3y MU= 0hR ) o —
%WELTM CENLDRY —EOEEE A MEREEEHL TN v TSk
) Flrepower /27‘.&% XETDHI ENTEET,

RV —ELEOaR Ly EBAPCENTWDHE, FHETTa AL MIT78ALT, HATHE

FERARY) —DNEREINTHAZEZRSFICEET, A7V a T, BARY O —BIW

Xy NI =75 ARY) —IZkT LR E2EAn JICEZALZ L TEET,

—DEEZENI S5 A FDKRE

ZI—F 51 |HEDFA LR |FHK— FENBT | HHK—ENDE| 72

VR N R ALY (Access)
£# (Any) £# (Any) Management 7a— 771 |Admin
Center

2—PFRT 7R arba— LK) o— BRAKRY — FETRY NT—THHARY v—

EERTHHAEIT, 2 A FOANZERT H X 9 I Firepower Y AT LAEFFHETEET, =
AVRIEFEHLT, 2—FORY v —DOEROHRAZBHTEEST, KU —DEEIZHET D
A RNEEDNCLESGE, a A et 7 v a rERRINAICGRETCEET, VAT A,
RY =T HHLWEFERRREEIND NS, 22—V IZa A v a2 AT 700>
FHLET,

FIE

RAT9T1 [VATL (System) | > [F%E (Configuration) |Z IR L £,
VAT AREL T a0tk FEOF S =g v RRVICERRINET,
ATFYT2 WOWFRNORY — a4y hOBREEITOETD

TR =L AR =D R NREIIF, [TZ7EA a2 ha—LOHE
(Access Control Preferences) ] 75:? Uo7 LET,

ARARY =D 3 A REEIZIE, [RAKRY > —8%7E (Intrusion Policy Preferences) % 7
Vw27 LET,

I S ATLEE (System Configuration)



LR T LERTE (System Configuration)
7oz uzt+ |

X NU—I 0GR —0a Xy MREIZIE, [y NT—T58AR Y o —%E (Network
Analysis Policy Preferences) 1427 U v 27 LE,
RTY T3 ZERY o— FA TITROBREDH Y £7,

o [#E2h( (Disabled) ]: ZAH D3 A MahZLET,
s[4 7>z (Optional) |: 2 A hOERIZONWTRERT D47 v a v aa—WFITREEL

EJC AN
o [%ZH (Required) ]: fRIFTDREICIT AL N TEEIZOWTHAT S XL ) Ica—WF2 Bk
L7,
AT T8 BARY —F2 3%y NU—27 00 R ) —0a Xy MNIE, RO T arndbh 7,
&J\T V=D RTCOELZEEAr ZJICEZALITL, RAR) —0EHLZEAD
X JATe (Write changes in Intrusion Policy to audit log) 1 &A1 Liﬁ‘o
'Z‘/}\V THHIARY =T RTCOERLZEER ZICEZALITIE, [(*y NUV—7 54

MR —OER AT 7ICEX AT (Write changes in Network Analys1s Policy to audit
log) | &4 2 LET,

ATY TS5 [R1F (Save) 1227V v LET,

TOEA)AR L

Firepower Management Center 33 X O8N T 3w 7 BERRT NA ATIL, 778 A VX &
LT, IPT RLALR— hERAEZS AT AA~DT 7 A%HIRTE £, 774/ hTiE
FEEDIP 7 FL AT LTUTFOR—= M RAMES N THET,

«443 (HTTPS) :Web A X —T A A T 7 BRAIMFEHINET,
«22 (SSH) o~ R IA Ly T RAMHHENET,

IHIZ, A—HF 161 TSNMP EHEZR—V T T572007 7 ALBMTEET,

AR TNV ETHE, 77 RBREFMBRINTOETA, K0EXa T REETERT 72010, FF
EDIPT RLRIZHT DT 7 BAZBIMLTHE, T 74/ D any 47 v a > ZHIBRT 5
ZEEBRELTLIIEEN,

Y RTLEKE (System Configuration) [



L AT LEXTE (System Configuration) |

B 250075 ez uztomE

DATLDTHOER )R FDERTE

&

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

AT—k 54t |HEDSA VR |[HHR—FENET | HR—FERBR|FHER

VR NA R AL (Access)
& (Any) & (Any) Management f£& (Any) Admin
Center

e (Classic)

Z OERKIL, Firepower Management Center & 72 (3R DE BRI 517 /31 A (7000 35 L TY 8000
v —A ASAFirePOWER, X UNNGIPSv) (Zi#f S4LET,

« Firepower Management Center Tl&, Z DAL AT LR O—E T,

NEROEBRRT SA ATIE, ZOWKET T v b7 4 —LRERY =D~ L LT
Firepower Management Center 7> 53 L %97,

WTNOGEAEDL., HERkIT, VAT AMEREEEZRGET L. HETT7 Y b7+ —AFRERY
—HRETAETHEMICRD T A,

TOTIEAYANMI, BT —FR—RA T 7 AZHE L2 VWO TERL TSN,

FIE

Firepower Management Center Z 4 {9~ 2 2MER DE BT R T A A RS 20 C T, K
DEELEITLET,
* Management Center : [Z? AT L (System) | > [5%X7% (Configuration) | Zi&R L 7,
 BHHRT NA A L [TINA R (Devices) |>[FTT v b T+ —LEKTE (Platform Settings) |
ZER L, Firepower N U ¥ —ZE FE 72 13MmE L E T,

[77%AUABF (AccessList) 1227V v 7 LET,
BUEDORED 1 DEHIRT 7201, HilRT A2 (8) 220y 73252 TEET,

EE TTIGAT LV ADAL VB —T 2 A4 A~DEGICHREFHA SN TWHWABIP T KL A~D
T 7 A&ZHIBR L, Ip=any port=443 DT F U BNIFEELZWES, KU —% R
LA T AT AA~DT 78 A 3kbhvET,

1 DL EDIPT RLUASNDT 72 RA%ZBMT HI21E, Pb—/LDEM (AddRules) 1 %7V v
7 LET,

[IP 7 KL A (IP Address) ] 7 4 —/L RIiZ, IP 7 RLURE71ET7 FLADHPHE AT 59,
any AT LET,

[SSH]. [HTTPS]. [SNMP]. £721Z2N 6047 Y a v OMAEDOEAZRIRL T, ZH 5D IP
7T RUVATHEMNCTHR—EHEELET,

GEM (Add) 127V v 7 LET,

I S ATLEE (System Configuration)



| ~R7 L% (System Configuration)

gzns |

ATY T8 [R1F (Save) 127V w7 LET,

BEEXxOY

RDBERY
REEH LR LET, RELAHFORMEZZML TSI,

BErEY Y
Firepower ¥ A7 LD IP 7 R L AEKFLIE

Firepower Management Center (£, FEE ¥ — 2 —FDT7 77 4 ©F 4 500 HEHEA 2
TIFER L ET,

MR T AL 2R 7 2Rk LET, IERUT A 2DEAr 72 B3R L T ZE0,
Ehu 707 —21F, W OPDOHETHRTEET,

AT UL, Web A U F —T oA ADEHEAS X N Ba—ICRRINET, EHEAL
FEa2—TiE, BEL2—OLBEOHEAICESHNCEER Y A vE—V0FR, K
A TANZWENTEET, BEEFRECEHRICHIRLZY . 2T VAR — M &fE
RLTZVTHZENTE, 2=V PTo BRI T MR LA - 2RTTHZ LD
TEET,

BEH T 7 Ay E—T% syslog IZE(ET % K 9. Firepower Management Center & iX &£ 3 % Z
ENTEET, syslog~DERD 7 XA vt —YOEE (504—2) 2BRLTLIEEND,

BT Ay tE—U% HTTP — N2 A MU — 79 2% X 9., Firepower Management

Center #RETHILENTEET, BEH/ XA vk —I% HITP b —NICEET S (51
R—=) BT EEN,

Bifim 77— X 4N syslog X HTTP H—NICA N =0 7958 a—ALv 777
AT VADEREHHITEET,

Bifin 7 2 M) =7 OF v 12 R#ET HITIE, TLS GEAFZM M LT TLS I L UMHEAE
WRAEZ AL E T, FEMIC OV TL, Bhn 7RElE (2 =) 22RLTIEEV,

A URLICESIER A LETHE. VAT AT 4 —< L R IR 52 AEARH 0 7,

Y RTLEKE (System Configuration) [
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. syslog ~NDEERY A vE—TDEE

syslog ~NDBEEO Y A vt— DD

L AT LEXTE (System Configuration) |

AYX—b+ 4t |[REDFAELVR | YR—bENET | YR—+bENEF|T7IOEX

VR NA R AL (Access)

& (Any) & (Any) Management f£& (Any) Admin
Center

GE)

PERBUT ISA A G syslog r—N"A~EED 7 A v -V %R ET LA BEAdn s A vt—
CENEKRAT XA AND Syslog IZEETHESZBL TS EEW,

ZOMREZANCT L L, Ehun s La— RiL, syslog lZIROIEATER RINET,
[Tagl]

B HAF, B2l BELORETTARA MAORIS, AFRINCTHENTLAT v a v X Tk E
EERT AL 2L ORICEER 7 A vt —VhE 7,

72& 21X, rromvic DX T HEBE LTZHEIE. BE e A v —THI3RO L H IR RENE
7,

Mar 01 14:45:24 localhost

Page View

Ay —VICBEEMNTLERE, 772074, BLXOA T v a v ¥ 7 EEECEET, ¥
I, syslogDEEERE T 7 A vE—V bl —HFICRREINET, 77V IV T 413 A =V EERT
HZYTUAT LERL, BREIA YE—VOEREZTEERLET, syslog A v E—I2i
TV VT BIOERETIGENETEA, INLOfEITsyslog A v —VEZETHV AT
DA =T O IEE R TT,

Date Time Host Sender: User Name@User IP, Subsystem, Action

[FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

1R BRI

esyslog P — " EEL TV, BEER VA EXETHVATLANLT 7 BATEDLZ L4tk
ABLET,

« TLSFEAEZMMHEH L CTLS B X UM AR EZ AN THZ LIk o T, BB A MY —
ST DOF v RN EFHETEET, IOV TT, BEA o JEEAE 52—) &%
LT 7EEN,

FIE

ATYF1 [V RT L (System) | > [5%%E (Configuration) |% RN L E7,
ATv 72 [Ei#&En 7 (AuditLog) 127V vZ7 LET,
ATv T3 [EE#& o /% Syslog 123515 (Send Audit Logto Syslog) | K v 77X Uy A=a—0nb6, [A%)

(Enabled) | Z&IRL £,

I S ATLEE (System Configuration)
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| A7 L% (System Configuration)

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8

BEOY Avt—UE TP 4—nc2ET 5 [

[ARA K (Host) 17 4 —/v RiZdH B syslog—/ DIP T KL A F =358 &4 2 LT,

BEBEMOS R A REHRELE T, 77408 R—1 (6514) BMEHEET,

FE A 7 2Z T ANDEHIICRELTCWDarEa—2Rn, VE—MAvbE—U%%
TANA LTy b T v 7ENTWARWES, A MIEEo 7 2% 7 AnEE
/\/0

G TDT 44—V RIZE/2IPvd 7 R A (192.168.1.456 72 &) # AN LT2HETH,
VAT AFEEEFRIRLER A, RDVIZ, VAT AIEDRT RLAEERA N &
L THWET,

Syslog 77—k 77 v U7 4 THHAINTHDEBVIZ, [Z77 VT ¢ (Facility) 1V A hd»
77 T 4 BBRIRLET,

syslog ERE L~ULTHIA SN TS EBDIZ, [ERE (Severity) 1V A e B 2 3R
LET,

FTa T, [(#7 (Tag) 1 74—V RIZ, syslog A vt—T b EHICERTDHH T4 %N
HALET, L 2T sysloglliFEEINDTXTOEAR 7 L a— FOSEHIZ Trromc] %1
MU=V, 207 4= RIZ Terommc) &AL FE T,

[fRTF (Save) |27 U w7 LET,

BEEOT AyvtE—TF HTTIP H—N\ITEET S

\}

RT—k S4t |EDTAHUR | HH—FENET |[HHR—kERBR| 7o

VR INA R ALY (Access)
£E (Any) £E (Any) Management £E (Any) Admin
Center

GE)

KT IS ZADBHTTP Y —R"A~ER O 7 A v v — VR ET2HAT. BEn /s A vkt —
DEHERIT NA A HTTP b —NIZEET 52 L T E &,

ZOBREEAMCT DL, TTTAT U AERITT AL RE, HTTP B —NROBA TR
ny La—ReEELET,

Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action

2= O AR K B L OFRETTAR R MAORIZ, ARINTHENTZA T v a v F 7%
L EEUT T IAT UV ARAEINIT AL AL ORICEER T A v —U R RE £,

7ol Z1EL rromue DX VT HARE LI ald, AR 7 A vy —IFIIRD L O ICF RSN E
h@‘O

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

Page View

Y RTLEKE (System Configuration) [
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AT LERTE (System Configuration) |
B =zoyuanz

1R BHHEIIZ
IR A RDEREL CWA L L, RO VR RET DT T IA T V AETNIT /A AD
LT 7HEATELZ LaRLET,

DA RN —ADF ¥R, %L&%i%ﬁﬁbfnskmﬁmﬁ%ﬁm Bz LET
%éf%ia‘o FEAZOWTIE, B e JEEAE (52 8—) EZBL T &N,

FIE

AT9 1 [V RTL (System) |>[ERTE (Configuration) % &N L £,

ATv 72 [BEEEn 7 (AuditLog) 127V 27 LET,

ATY T3 MBS UT, [#7 (Tag) | 74—V RIZ, AvbE—VLEBICERTIFITHEANLE
T, 72 xE, TARTCOERE D/ L a— ROFNZ rromuc 24T 2121%, 207 4 —L RiC
rrOoMMC & AT L E T,

AT T4 [HTTP —~DE#E 7 7 D45 (Send Audit Logto HTTP Server) | K v & 72 U A ki
©. [f%) (Enabled) ] Z3EIRL E7,

AT w5 [EEEEF#RAZ%IET 5 URL (URLtoPost Audit) ] 7 4 —/L RIZ, ERIEMOEIESE URL 246 7E
LiﬁoWKUXbLtHﬂ?MﬁT%ﬁ%%kTé)xfw7m77A ZxfIid % URL &
AJTLET,

® subsystem

® actor

® event type

®* message

®* action_source_ip

®* action destination_ ip

TS

* Il

ctag (EHRENTVAEHE, FIE3 23R)

EE ELEN-RA NEFA+ 51213, HTTPSURL 25 H L E 4, A58 URL (2 BE &1
WMERETDHLE, VAT A RT3 —~ L A BEEZ D800 £9°,

ATvT6 [1F (Save) 127V v LET,

BEEEOJEAE

9547 NERE

I S ATLEE (System Configuration)



| A7 L% (System Configuration)

\}

Management Center N SEBEO T 2 REICR M-I 0T A% .

7747 v hiEHEEMEH LT, A r 7 =" ROMO@IE 2 RET 5121

» Firepower Management Center : Management Center 2> S B &0 7 2 L4 (ZA N — I 7
LI (53 —) ZZRLTIIZSN,

 WERFLT IRA A NGIPS T AA AR 72X 2 TICA M) — AT 5 B2 L
TLIET&EW,

GE)

BTHGRT A ADFEAE L #ET 5 72912 Management Center 55 Z LI T A,
BHSRIRT NA ADIEPAEZBIET HI2E, o—I N Web A VX —T = A ABEALTEKT
PN A CHEBEO A T HVERD Y £,

H—/\EERAZE (Server Certificate)
MBS U T, B n S = NICBAM S EORM 2R TX T,

GE)

Y= NCBAN EEHEORMEAZERT 56, 7 747 > FRAEAEIT I — FEE & [F TR
AERIC E > TEASNOBENDH Y £,

Y= NREHE LR T 720, 1 DU EOREHFERDY A M (CRL) 20— R 5K52T77
747/%% XELET, 7T 74T VAL %—ﬂﬂ%iéau:iﬁéhfw RIEW]E

CHRG LT LEd, — 032tk Lﬁuﬁﬁﬂiﬂ%xﬂ L7zREBE & LT CRL ICREH ST
1/‘555'7{:\ ZOY—NFEEr 72 A N —I U 7 CEERHA, BEha 7 H—/3L Management
Center [FIZ & 3 = 7 R S B2 56 (57 ~—2) ZZRL TSV,

GE)

CRL #fiH U CRFAELZ R T 2HE. VAT AL, BEfdo s/ b— GEHEOKIEE . 77
?47yxkWwfﬁ?%@%@Hﬂ?@ﬁ%%£¢é£%5®@ﬁ®ﬁﬁK\ﬁuau%
EALET,

Management Center N LEEE OV ZREICRA M) —Z VT F B

AX— bk 54 € [ REDSA VR |YR—brENdT | HR—rZhd K| 791X

R N R ALY (Access)

{TE (Any) {T-& (Any) Management L& (Any) Admin
Center

[EHET & % HTTP r— & F2lid syslog — N ZEEE R 7% A N U —3 7§ 5454, Transport
Layer Security (TLS) FEFAEFZEM L CT 7 I A4 T o ALY —RHOF v xNVZR#ETE £,

%7?47ybﬁ%ii TTIAT VART NA AT LIZR R £F, BEOT 74T v
ARTNRAARNBHAEE . ZT T FTAT L AIOWTKROFINEE T RTETLET,

Y RTLEKE (System Configuration) [
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AT LERTE (System Configuration) |

. Management Center N SBEE O #REICR MY —I V5T BA%

ATy T

ATvT2

ATvT3

B GIERAT A 2SI — 3~ B n 72 2RI A N — I 7T 51T1%, NGIPS
THRAANBERER 72X aTIZA M) — LT 5 HEEZSRLTIEIN,

WO TFNEZFEH LT, Firepower Management Center 7> 5 /M — "~ 0 7 2 242 A N —
U LET,

15D B

7747V MBIV —GEHEEZ VAL T 5560 OV TIE, BEhr 7FEHE (52
N=) ZBRLTIEIN,

FIE

WDOFIEEFEITL T, BEMNE I T4 TV MEAEZEEZAF L, 7T IA T L AIZA VA =)L
LET,

a) Management Center DEA TR 7 7747 FEHEORS (55 X—)

AT AEREEEELILIDERICEASNT, TFI5A4 T AT EEAL TR (CSR) %
AR LET,

CSR Z Rk OE T & D8GER (CA) IZXfE LT, FAMNE 7 747~ MitHEL

77 TAT A kﬁ/‘ﬁlﬂ 7 "j-"_/\F"i@$H;ELmLJ FIED \giﬁ%{:} E'@L \—'fﬁﬁﬁﬁ—éqj—w/\uﬁﬁ
WCBAL LTZDERIUC CANY FA4T v FEAEBEICEBLATHOLERS Y 7,

b) IR OBAMNEFENELZE LKL, ZOMHEL T 7747 AL VR — L
%9, Management Center ~DE:#& R 7 7 7 A4 7 MNEHEDO A VR —F (56 X—) %
ZRLTLIZEN,

Transport Layer Security (TLS) ZfEHT 2V — "L D@EETF ¥ XV EEREL, HAREE AR
Li hd‘o

Bify o 27 —/3 L Management Center [F]IC® & = 7 BN M E 0 GH (57 N—) 2]
LTL7EENY,

EEIToTORWERIT, BErZ AN —I V7 E2RELET, RESZRL TSN,
s syslog ~DEE T 7 X vbE—TU0O%E (50 X—)

R T U Ao —T% HITP U —NIZIKET D (51 ~2—)

I S ATLEE (System Configuration)
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| A7 L% (System Configuration)

Management Center DE&ZHEHEDY 7 54 7 > MEAZEORG .

Management Center DEZ{FTZEEERQYT V54 7 2 FMIBAZEOWE

AX—F 54t [REDFA LR | YR—bENET | HR—rENBHF|TIOER

VR INA R A (Access)

ML f£& (Any) Management Ja—s L7 | Admin
Center

BEROUORIN T S A ZOFEHEL TG 51203, 1ERRT S ZADBA A 7 7 5
AT v MEHEORGEZZR LTI IZaN,

BEE

ATvT1
ATvT2
ATvT73
ATvT4
ATy 75
ATvT6
ATvT1
ATvT8

INA T RATEN T 4 BRIEDAH 731 Firepower Management Center Tl [BifE 1 7 REE
(Audit Log Certificate) | X— Y % T& £ A, AH 731 Firepower Management Center 7
BIDHATZFTTLHZ LT TEEYA,

VAT AL, N—R 64 = a— RO PEM ER CIFAEEROF—2E LET,

1R BHHEIIZ

WOREZERLTLIEEN,
CEFHEAE A VA N AT AT AL RENET 54T AT, AFHEBELE R (CSR) %
BT AHAMERHY ET, (LRI TTIF9AT U AATTFANA A B DIFAEZ, 5
KIZAEBTEEFRA, ) BT ABLIOT T4 T 2 ATHEE O EEA R A2 AR
THVENRHY F7,

X2 VT 4 MR T HITIE, e LIRS N BT E 2385ER (CA) ZfEH]
LT, fEFICEA LET,

T TIAT AL T T — B THAGRES LB 2 aid, R LRGERIC L ->Tr 7
A7 v FREHE L — NFEEOWM T N EL SN DHLERH Y £7,

FIE

[ R T L (System) |>[E%%E (Configuration) % &R L £,

(B4 o 7 3FE  (Audit Log Certificate) 1227 U v 27 L9,

[#r#l CSR D4R (Generate New CSR) %27V v 7 LE7,

[E4 Q35 =2—F) (Country Name (two-lettercode)) |17 4 —/V FICEFZEZ AT LE T,
[#B3EJFF IR (State or Province) | 7 « —/V RiZ, #BERAEZ A LET,

[ XHTAS (Locality or City) ] Z# AJILET,

[#f#% (Organization) ] O&4HIZ AT LET,

[ RAL (%5 44)  (Organizational Unit (Department)) | D4 BiiA AJILET,

LR TLERTE (System Configuration)
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L AT LEXTE (System Configuration) |
. Management Center ~DEZERNY Y 54 7> MEHED A VR—+

ATv 79 [HiE4 (CommonName) | 7 4 —/ b RiZ, FEHELZERT L2V — "OREEM NAAL 4%
AJTLET,
GE) 34 & DNS A MR —H LW E, BEe IJOA N —I U 7I3RRLET,
ATy 10 [4EL (Generate) %27V v 27 LET,
ATYTN THFANZTAXT, HLWEOT 7 AV EHEET,
ATy 12 FHEEROTHF RN 70 v 7 2K (BEGIN CERTIFICATE REQUEST T & END CERTIFICATE REQUEST
1TE%) #ab—L T, ZOTXFA M 77 A /VZEEY T E9,
X-T-‘y7°13 :@77’/1)/1/%1_’ clientname.csr E LT{%@ Li‘@—o clientname li\ éft%%%’fﬁﬁﬁﬁé%i@
TTITAT 2V ADLRNZ LET,
ATy 714 [FALD (Close) 127 Y v LET,
RODARY
« ZOFNED NFICLHBHHENT) BZ v arDhA RTA4 &AL GER L-RIERIC, fE
BEEAEREEELET,

« BAHSINTREAELZ TS, 77747 AL A AR — b LE T, Management
Center ~DEEH TR 7 7 747 FEAFEDA VAR—F (56 X—) #BMLTLLEE
AN

Management Center ~DEEQO ST 7 54 7 > FMIAZED A ViR— b+

RT— k54t |REDSAELR|HH— FENET | HH— FEh5d K| FoER

~ A INA R ALY (Access)

£E (Any) & (Any) Management sa—, Ui} | Admin
Center

BEE A TS TEVT AREDAHK 31 Firepower Management Center C & [BH 17 7 GEHE
(Audit Log Certificate) | ~— Y% T& A, AH¥ 1/ A Firepower Management Center 7>

BIDHAATHFETTHILITTEERA,

(D) EERZ 7 TAT L NENEEORRE IR G S A LA b BB, GRS

AANDEETa T 7 74T v MEHEDOA VAR— 2SR L TIEIN,

1RO SRS
* Management Center DEAL T XA 7 7 747 > FEZEORSSG (55 X—) .
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| A7 L% (System Configuration)

&N Y H4—/s\& Management Center f (2 % 1 7 A RN BELIHE .

cIELWT T I ATV ADBLFEIHHEEZA VEAR—FLTWNWAZ L 2R LET, £IEH
X, T IAT UARTNA AT LR £9,

« SFAE A AR LT BAEEN D T CA Z1EHHT 2 X o ICEREaN=HE1T. KLERGE
BHEF=—r GERAZ AR ELIEEND) Z2REELET, 77472 FERAEICEL LT
CA X, FEETF = — OWVWTHNOHFMGEAEICEA LIZCA LRILTHLIVERH Y £
j—o

FIE

AT w71 Management Center T, [ AT L (System) | > [EXTE (Configuration) | Z 3R L £,

RATv 72 [Eskv J5EHE (Audit Log Certificate) 1 %7 U v 27 LET,

AT T3 [BEKS TA47T v MEHEDA VAR —F (Import Audit Client Certificate) 1 %27 V v 27 L7,

ATYTE TXANTZT 4 XTI T4 7T 2 MiEHELZBV T, BEGIN CERTIFICATE 1T & END CERTIFICATE
DITEELT XA NDOT ey 7 2k abt—LET, ZOTXFANE [V T7A4T7 v MEHAE
(Client Certificate) ] 7 4 —/L RIZREY 115 £ 97,

ATy TS BEX—%7 v 7 a—RT5120F, EX— 77 A /V%ZBV T, BEGIN RSA PRIVATE KEY DfT
L END RSA PRIVATE KEY DITH BT FA DT uv /& at’—LFEdT, ZOTFA %
[f%% % — (Private Key) 17 4 —/L NIZEEY fHF £,

RATwT6 LERPREFEEZTXTHNT, ThENOT XA MOTa vy 7 &K% a2’ — LT, [FEH
#F = — > (Certificate Chain) ] 7 « —/V FIZBE 0 fHF £,

ATYTT [{RTFE (Save) 1 &2V v/ LET,

EE&Z 04 H—/\& Management Center 12+ ¥ 1 7 HEGEN B ELIS

AN

A

RT—h S54t |REDSAEUR|HH— FEhET | HH— a5 K| FoER

~ A INA R ALY (Access)

& (Any) & (Any) Management sa—s Ui} | Admin
Center

AT BE, BRI SR (DER) B TA AR — STV 5 CRL 2 L7z, Bidin
7 = GEHEORGEEZ VAR — R L TOVET,

)

GE)  CRLZFEHLUCHEHEZHERTINEG. VAT AT, BEEn / — SGEHEORIEE ., 77
TAT AL Web 7 U OO HTTP ###i % hif T 2 EHZEORFEO W 512, [A U CRL %
HFHLET,

Y RTLEKE (System Configuration) [



AT LERTE (System Configuration) |

. EE O H—,3L Management Center f§]IZ 2 ¥ 1 7 G IEHKAVLELISE

|

-3

&
ATy T2
ATvT3

ATy T4

ATy Th

ATvT6

ATy 71

INA T RA T BV T 4 FREDAH 731 Firepower Management Center C & [E# 1 7 GFH &
(Audit Log Certificate) | X— Y %Ml C& £ A, AH 731 Firepower Management Center 7
BIDHATERITTHI LITTEERA,

PEHRAVE B R T S ADFEHEZ TR T 5 I121F, BEfA e 7 Y—3LE 7000 3 L 1UV8000 > UV —
RXTFTNRA AL DM X 27 2R’ LE R G AR LT,

1R BHHIIZ

« FHEGRGEZ MZH E L, GEERS Y 2~ (CRL) ZfEH L CREHEO A ZRFFT 55
BOEEIOWTHH LE T, BEhn Z5EHE (2 °—) 2ZRLTIEIV,

* Management Center 2> HEEA 2 7 222 A MU —I 7551k (53 2—2) [ZR#H S
NTWLFIEBIRZOFIRTSREINTWD MYy 7> T, 7747 MiEAEE
BAELTA AR —RFLET,

FIE

Management Center C, [ X T L (System) | > [EX%E (Configuration) | #=N L 7,
[ o 7 5EHE  (Audit Log Certificate) 127V v 7 L¥ 9,

Transport Layer Security Z i/ L CEi A& 1 7 & Z2IMNBY— "~ N — I 73 5121
[TLS®OAEZME (Enable TLS) ]3&IN L £,

BEEE IS —FEHEEZZIT AN LGS GRS | REEITLET,
a) [MHAFIEDOAZNE (Enable Mutual Authentication) | #4712 L E T,
b) [&fF (Save) 1227V v 7 LT, HRYVDOFIREZAXT YT LET,

Bfrm 7 Y — NOFEEEZREET 2121, [FHAGRIEOHE N (Enable Mutual Authentication) ]
EAATLET,

(FHAGRAEZ AN L7 6) B RGENEZ BB T 2121E. REFATLET.
a) [CRLOHSDOFA %Y (Enable Fetching of CRL) ] A4 I LE T,

() CRLOZxzyTFaEAMITHE, EFMIICCRLEZERHT LAY a—/L XA
PERRSVE T,
b) BEfF®D CRL 7 7 A L ~DHZN72 URL # AJ) LT, [CRL ®iEM (AddCRL) 1%27 YV v
LET,
K 25 ff & T CRL @B MZ#Y KL ET,

¢) [CRL ®%#H (RefreshCRL) %27 VU w27 L THED CRL Zr— K350, f5E L7 URL
76 CRLAZE2— RLET,

7747 b nﬁfﬁi%'ﬂ;ﬁkbf;%@&nbmuuﬁﬁ J:’)Téﬁkéﬂf:ﬁ/;ﬁfi& A4 7 NiEH
ERHDZ BB LET,
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| A7 L% (System Configuration)
Management Center TOEERY ¥ 54 7 2 FEAEDORT .

ATY T8 [R1F (Save) 127V w7 LET,

RDARY
(A7 ayv) CRLEBFOHEERZRET DAL, iEHERGY A bOL 7 o0— ROREE
ZHRLTL7EEN,

Management Center TDEIERY 7 54 7 > FEFAZD R

AX—hk 541 | REDSA VR | HR—rENDT | HR—LShEF | 7U€X

VR INM R ALY (Access)

£& (Any) =& (Any) Management 7'a—s3171F | Admin
Center

RTA LTS T T IAT Y ARILBT A ADEE 0 7 7 547 2 FMEREDOAFIRTE
E

A

GE)  ~N—FKv=7 7000 £721% 8000 >V — X F 7213 ASA FirePOWER FH R T A ZADEER 0 7
ELS R T HEAIE. (OCRF AL A TOERa S 7547 v MNEAEORRTEZZB LT
<TZEV,

EE A TATEVT 4HKEDAHK 731 Firepower Management Center Tl [B5 A 1 7 FEA &
(Audit Log Certificate) | X— Y ZfEHTX A, AH¥ >/ A Firepower Management Center 7>
BIDHAT ERITTHI LITTEERA,

Management Center CE{EDE & v VA EA RN T HITI1X, KREFETLET,

FIE

ATYFT1 [V RT L (System) | > [5%%E (Configuration) |% 2RI L E7,
AT 72 [Efn 7FEHE (Audit Log Certificate) 127 U v 27 LE 9,

Sy S SEn e
Fyoah— FERRE

By vaR—RTE, V4 V=y FalT22LI2kY, BIHEDT AT A AT —F Z3—H

ThOrET, V4 V=zy MINESRACE M2 R —F2 N THY ., Firepower > AT A

Y RTLEKE (System Configuration) [
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B 7 at—ronzssnmysozy roamit

éfvi/:Ji—-

ATy T
ATy T2
ATvT3

ATvT4

DNS &+ v

DEFEIERMEIET 54 YA 2Rt L X3, Firepower & 27 AIZIT,

L AT LEXTE (System Configuration) |

FEEOT v ah— R UV PR FELTHET,

[B A X L5587 (Custom Analysis) ]V 4 V= MK v aR— R THMIZRS L D12,
Firepower Management Center % 7% /€ TX £77,

EELEY D

K ah— RliZoWnT

-~

HAEFR SN

FDARZLGHV14 DTy FOEMIE

A¥X—hk 54t |[HXDSFA VR | Y R—FrENET | HR—FSNB K |7V EX

VAR NA R ALY (Access)

£ (Any) £E (Any) Management 7'a—s31771F | Admin
Center

[B A X L5587 (Custom Analysis) 1% v aR—RK U4 Vxy FEfHA LT, R Ta2—W|Z
KD NFHE R 7 2 VIS TA R hOE Y 2 T AERBLEER L ET,

FIE

[ R T L (System) |>[E%%E (Configuration) % &R L £,

[# v+ 2R—F (Dashboard) 127V v 7 LE7,

PR [ AKX L5507 (Custom Analysis) |V 4 Yz MaX vy aR—RBNMTES L)
T DI2E, [HAZ LT Y=y FOAZNME (Enable Custom Analysis Widgets) ] 7 = >~
IRy I A F AT LET,

[fR1F (Save) 1272 Vw7 LET,

~

P ga

ARV FERRN=VT, IPT7 RLAZHBWIIHRT DL ISV AT LAEZRETEET, £
o T T I9AT VAL o TEITENDDNS v v a2 DEARKR T a7 4 ZRETEE
T, DNS v v U VT RaBETHE, IBNMON Y 7T v 7T hETEI, LLENCER LT IP
T RLVAEHBHTEET, TN, IPT RUADRBIRNENI 2> THDEEIZ, £ v b
T—2 FDRNT 74 v 7 DBEREROL, ARV NR—VORTHELZHDLZ ENTEET,
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| A7 L% (System Configuration)

DNS v v a2 FO/RT 1 DERE .

DNS v wvia JO/T41DEFE

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

VR INA R A (Access)
f£& (Any) f£& (Any) Management 7'a— L7+ |Admin
Center

DNS RO F ¥ v o 70, UBINCBERENZDNS Ly 7/ T v 70X v v o v T RFA[T 5
VAT AR OBRETT,

FIE

[ AT L (System) |>[E%7%E (Configuration) |% &R L 9,
[DNS %+ v < = (DNS Cache) | ZER L £7,
[DNS fg > %+ v 27 (DNS Resolution Caching) ] K v 7% 72 U X Rk, IROWT
N Z IR L E T,
« (6%t (Enabled) ]: F¥ v 772G LET,
o (#5501, (Disabled) |: ¥ ¥ v v 7 H#Mhz LET,
[DNS F* ¥ v = #A L7 7~ (43) (DNS Cache Timeout (inminutes) ) ] 74—/ KT, I

TIT 47 DEDIHIBRESNDETDNS = PR AEYNIZF v v 2 SR (H
L) ZAHLET,

T 7 /L M 300 4y (5 EEED) T,
[fRTF (Save) 1227 U w7 LET,
EELEY D

AN N Ea—KTEDKRTE
BHLA LA —T A A (17T =)

BT A—ILDBEAN

RO EAT I GEIE, A=V HRANERELET,
« AR FR=ZADVUR— FDEFEF A —VEE
ATV a—VENIZH AT DAT—H A LR— hDET A —/ViEE
« BHFEL R — S OEF A —/VikE

c T TN— = TEHMOET A — VR

Y RTLEKE (System Configuration) [
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L AT LEXTE (System Configuration) |
B - hx rsRUERT FLROEE

AR B, AT N TS AR T I = BAALRU T I— R, B
FOANNVA AR N T T — R TOBEBFA—ILOFEH

BT A—VBHERETDHHE, VAT LE A=)V U L— KA MEOBEIERT 2851k

FHREZBIRL, MEIIE LT, A=A P —"OFFEY LT Uy VERETEET, REL
%, BT AP TEET,

A—=IL)L—FRRAMBELEUVBEMT7 FLADETE

AX— b 41 | REDSFA LR | YR—rENBT | HR—LSNBF | 7IER

VR N R AL (Access)

5 (Any) % (Any) Management v —s 072 | Admin
Center

FiE

ATYF1 [V RT L (System) | > [E%%E (Configuration) |% RN L E7,

AT w 72 [Email Notification] 7 V v 7 L £,

ATY T3 [A—/ UL —AKAL (Mail Relay Host) ] 7 4 —/L R T, T 5 A=/ H—1DKR
FEIFIPT RVAZANLET, AILIEA— NV HRANIT TITAT UV ANLDT AR
AL CWORENHY FT,

ATw T4 [K—bES (Port Number) | 7 4 — /L RiZ, B A—/N P —N_"THEHATLIHR— 1 EBEEAD
LET,

— KAV AR — MTIFRD b DR H Y £7,
<25, Wy B bEM A Langs
* 465, SSLv3 i+ 554
587, TLS # M+ 53454

AT w75 [KB{LE (Encryption Method) | Z 3R L £ 9,

« [TLS] : Transport Layer Security Z i/ L TG 251k L £,
«[SSLv3]: &X =T Vi vk LA VEMEHL GEEZKESLLET,
«[72L (None) ]: HFo b SN TWRWEBIEZFFAI L E T,
(6=3)) TTIAT VAL A=Y= E D ORFL SN l8(E Tk, FEAFEORGEIAE
‘(“ﬁ‘o

AT9 76 [EETLT KA (From Address) ] 74—V RIZ, 77 I7AT UV ANLEEIND A vE—V
DEFEILEBFA—N T RLRALE LTHEATOIHNRE T A—NV T RLAEZATLET,

I S ATLEE (System Configuration)



| A7 L% (System Configuration)
szozr |

ATy T BEIEU T, A= = NZERT BRI — T4 &R T — RERET 5121, [ReEx
fiffl (Use Authentication) ] Zi®R L E7, [=—H4 (Username) | 7 4 —/L RlZ2—H 4%
AN LET, WATU— K% [/XATU— K (Password) | 7 4 —/V FIZAILET,
ATV T8 RELIZA—NY—NEFHALTT AN A—LEEETDHITE, [TA N A—LOF—FRE
(Test Mail Server Settings) |27 U v 27 LE7,
TANDENETZITRINERT A =T RRZ L ORICERRINET,

ATv 79 [T (Save) 1227 U w7 LET,

[E7E (Language) | X— T ZMEHLT, Web A v F—T = AR L EEEBETEE

=]

j«O

ADEEDIETE

ARX—k Z4t |[EERDFAEVR | YR—FENET | HHR—FENEF | 7O LR

VR INA R A (Access)
{£& (Any) {£& (Any) Management =& (Any) Admin
Center

7000 & 8000 >
Y —%

D% EIL. Firepower Management Center 3 72 1% 7000 35 XUV 8000 2V — X EHIXF R T /31 A
Fﬁﬁﬁ SET,

» Firepower Management Center ClX, Z DX EITT AT ARED T/ £,

* 7000 33 L TN 8000 ¥ U — X FELRT NA A TIE, ZOREET T v b7 4 —LikERY
o —®—# & LT Firepower Management Center 7> 53 ] L & 77,

=A==

WTNOBREL, VAT ARELELRIFT I, ETT v b7 3 —L3RERY > —% B
THFET, BRETAEIITZ2 0 FHA,

FE I TCEELESEII. 77 9A T RIS A LT R TOI—F DO Web A F—T =
AFEHENET,

Y RTLEKE (System Configuration) [



B oy

ATy

ATy T2
ATvT3
ATv74

o4y

ARZLAGAL2

AT LERTE (System Configuration) |

FIE

Firepower Management Center Z A3 2 2MERDE BRI R T A AT 20025 T T K
DEAFZFEITLET,

» Management Center : [2> X T4 (System) ]| > [E%X%E (Configuration) | Z®&R L F 7,
 WHRSRT SNA A [TINA X (Devices) |>[F 5y T+ —LERTE (Platform Settings) |
%3 L, Firepower N U v —ZEE 72 I3MRE L E 7,
=i% (Language) | %7 Vv 7 LET,
T2 EmaRRNLET,
[fRTF (Save) 1227 U w7 LET,

RDEZRY
cREAFE R LET, REL

i

BOREAEZZRL TS ESVY,

INTF—

[m 2714 /"F— (LoginBanner) | "~—YZHL T, BX=2 U740 77 T4 7 0 AFE 3k
BRIV =Dy varNf— vl Nf— DAXAAyvE—U NF—EEETEE
ﬁéo

NRP—=DTF A MUFAR—=ZAZHHTE LT, 7 IIMHEATE EEA, N —ITEHAT
DT HARNERETEET, 7FAMIZEOITREENTWDLHA, N F—TlX, ZOITHK
T (CR) & LCFRENET, FEHTELDIE, &AT (Enter ¥—%9) Z&Te ASCI LT
POTT, T2 XL T R ERET,

Telnet £721XSSH Z /I L CEeX =2 U T 4 T T7A4T AL 77“[22L7‘:<‘:"é"&1\ W= Ay
TV ENHT LDV AT A AR BT AT = A=V ORRE
AITLTCTCP FEZIAALT T =3 FALLAICIE, By e /75\F7'FJ CET,

\F—®miEM

ARX—hk Z4t |[EEDFAEVR | Y R—bENET | HHR—FENEF|TIER

VR INA R A2 (Access)
f£& (Any) & (Any) Management & (Any) Admin
Center

fERFL (Classic)

SSH£771Z Web A v Z—T A AMmbua A o Th5a—F Mt CHERTIHINAZ L 0T A
VN —EETTE T,
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| A7 L% (System Configuration)
snpt—y >y [

Z OFXEIL, Firepower Management Center & 72 [ ZHE KA D F BTG 7 /S A 2 (7000 33 L TN8000
U —A_ ASAFirePOWER 3 XU NGIPSv) (CHH S ET,

» Firepower Management Center Clt, Z ORKIT T AT MMERO—ETT,
c PERDEHKRT NA XA TIX, ZOME 77y h 7+ —LRKERY —O—E LT
Firepower Management Center 7> 53 H L %97,

WTFNOBRE L, VAT ARELELRGET 0, HET Ty b7+ —LFRERY > — & JEH
THE T, HEITHEITIT R A,

FIE

AT w71 Firepower Management Center ¥ 7= (% Classic BHRIRT NA ADWNWTNERE L TWDENITEH T
T, UTFZFITLET,
* Management Center : [2? AT L (System) | > [E%XE (Configuration) | Zi&R L 7,
o BWHERIRT S ZADEE  [TIN A (Devices) |>[FTT Y T+ —LERE (Platform
Settings) %R T 50, 77 AT U — /R —EAERK, EITmELET,
ATwF2 [mF A ") — (Login Banner) ] Z R L E7,

ATV T3 [BAX L vl A /3F— (Custom Login Banner) | 7 1 —/V K2, i+ 2071 " —
TXAMEANLET,

ATy T4 [#1F (Save) 1227V v 27 LET,

RDEZRY
REEALZEMALEYS, RELEORMAEZZML TIES W,

SNMP R—1) > 5

Firepower Management Center 33 XUV 7 & v 7 W HIRT /3 A Z1Z1X, Simple Network Management
Protocol (SNMP) AR—V v 7 ZA0Cd 5 Z &N TEET, SNMPHEREIZ. SNMP 7' | =L
D=2z 1, 2, 3EYR—FLET,

COREZEMN LT, ROERIZT 7 EATEET,

« f%%E Management Information Base (MIB) , ZAulZi, #Hi&E, &8 Hr, h—E X F
W IPT Ry 70N —T 4 7O H, N7 AIviar 7 haoffi ik
MOFF 2 ED VAT ADOFEMNEGENET,

+ 7000 35 L 88000 o U — X EHLXIRT A ADBIMDOMIB, ZiUliL, WA L ¥—7 =
A A, A LB —T oA A, RIEA L F—T =4 A, ARP, NDP, {RIEETV v (k48
IN—RZ R L TCESIND N T T4 v 7 OFEDNEENET,

Y RTLEKE (System Configuration) [


fpmc-config-guide-v623_chapter16.pdf#nameddest=unique_28

B swek—y>some

\}

AT LERTE (System Configuration) |

GE)

SNMP 7'&2 k /LD SNMP /X — g > RN T 1L, SNMPv2 TIlEFH ARV HEHaI =
T4 DIHEFR— KL, SNMPV3 CliditA AN EHa—F oLz VR — 52 L EELT
< 72&Vy, SNMPv3 IZ AES128 (2 L ARk b iR — b LET,

SNMP HREZ AN DL, AT ATSNMP F 7 v 7Z2IFETERLIAQRD . MIB OIE#HRIZ
oy N — 7B 2T NI AR=Y T TCOIMEMATREIC A Z LICHERE LTI,

SNMP :R—1) VT DEKE

\}

ARX—hF Z4t |[EEKDFAEVR|YR—FENET | HHR—FENEF | 7O LR

VR INA R A2 (Access)
f£& (Any) £& (Any) Management £& (Any) Admin
Center

fEFL (Classic)

Z OFERIE, Firepower Management Center & 72 (ZHERDOEBEXI ST /34 A (7000 3 L T 8000
U —A_ ASAFirePOWER, 3 X U'NGIPSv) (ZHEH SV ET,

» Firepower Management Center Clt, Z ORKITT AT MMERO—ETT,
cERDEPRRT NAATIE, ZOWEET Ty b7+ —L2ARERY v—D—fE LT
Firepower Management Center 7> 53 L 97,

WINROBE S, MK, VAT IERAEEERFT S, AT T v P T A —LBRERY
BT ETHEMIRY A,

GE)

VAT LER—) T BT, HHTAEEOa L E 2 — 2 TSNMP T 7 & 2 &8T5 4
ERH Y E7, SNMPMIBICIZEBOKEIMEH SN AIREENHHEHRDEFENTNLHDOT
HEELTLEEW, SNMPT7 27 ®ADT 78 A AN MIB OR—Y > 71 H & 5 HEE
DFREAMIHIBRTHZ 2RO LET, SNMPV3ZFEA L, Xv NU—27FHT 7+ A2
IR NAY — RafHT 22 b BB LET,

SNMPV3 13, Fto Y HH—H & AESI28 I X A E kD HZ R —F L TWET,

1R B
VAT ADT I EA YA NDOHRE (48 X—) OFHAIES T, T Ha L Ba—~F
TLIZSNMP 77 B AEBIML, VAT LAER—V T LET,
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| A7 L% (System Configuration)

&

ATvT2
ATvT3

ATvT4

ATv 75
2Ty T6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN

2T F12
ATy 713

snwp K—y v o onE ]

FIE

Firepower Management Center A A3 25 2MERDE BRI R T A AT 20025 T T K
DEAFZFITLET,
» Management Center : [2> X T4 (System) ]| > [E%X%E (Configuration) | Z®&R L F 7,

BB G T N, A [TINA R (Devices) |>[F 5y b7+ —LERE (Platform Settings) |
%3 L, Firepower N U ¥ —ZERE 72 I3fmE L E 7,

[SNMP] 227 U w7 LET,
[SNMP /3—3 = > (SNMP Version) | Ky 7’Z 7 U R Rnn, #HHT 25 SNMP X—V =
VEFEIRLET,

WOBRPE R H Y £7,
o [/X—=T a1 (Versionl) [ [3—V 32 (Version2) [2&ERLEGAER. [23=

=7 4 A KVY 7 (Community String) ] 7 4 —/V RIZSNMP a2 == £ & AJILE
I, FNE 13 IR E T,

GE)  SNMPW2 X, HtARVERAaI 2=7 4 OH eV R—HFLTWVET,

« /3= =23 (Version3) | ZIR L72A, [=—F %8B (AddUser) 1227 VU 27§
HEa—PEREBI-UNFRINET,

(GE)  SNMPv3lE., FHAHYBEH 22— L AES128 I L 25 Bk A E YR —F LTV
*9,

=Y E AN LET,

[FRFEZ' & b =/L (Authentication Protocol) ] K v 7 & 7 U A k| FRREICMHEHAT 57 1
kLR L £,

[FRFE/XA T — K (Authentication Password) ] 7 « —/L F{Z SNMP H— _ROFRGEIC B 72 3 &
TJ—Fa AN LET,

[/SA T — RO (Verify Password) | 7 4 —/V RIZ, @BAEXAT— REHEAHLET,

T4 — T r harvkE (7743 — 71 ka/b (Privacy Protocol) | U A ka»
LIEIRT 57, 774 — T a havzlHLRnAIE 72 L (None) | Z#IRL £,
[T A/ — /RAYTU— R (Privacy Password) | 7 « —/L R{Z SNMP #— /T8 7 SNMP ~°
TAN— =2 ATJLET,

[/SAT — ROMEFR (Verify Password) | 7 4 —/LV RIZ, 74N — N2 —REHEATL
S

(B (Add) 127Uy 7 LET,

[fR7F (Save) |27 U w7 LET,
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AT LERTE (System Configuration) |
B =ussomams

RDBERY
REARZRIALEYT, RELFORMEZZML TS,

B %l &5 & Ul [ HA
FirePOWER ¥ A7 A% IEH IZEI/E S 5121, Firepower Management Center & % D& B 515
WA ADY AT KL E R S5 Z LRI R TY,

Management Center & §-XT DT /34 AD T AT AREZ % [AH & % 121X, Network Time Protocol
(NTP) H— & LET,

(GE)  Firepower Management Center & BRI BRT /A ZADORZINEH L T | BRI L7220 iER
WD EenbYET,

v bT7—%2 NTP H—/\ZERA L =Rzl DEHA

AYX—b+ 4t |REDFAELIR | YR—bENET | HR—bENEF |7 EX

VR NA R A (Access)
& (Any) {-& (Any) Management 7'a— L7+ |Admin
Center

Firepower Management Center & X COE KRG T /A A [H] Tl B 7e [F) H] & HERF 9~ 5 Feiii 72 7
HEiE, Xy NU—=Z TNTP =245 L TT,

I8 BRI

WORUSTER LTI EE W,

s UE— ENTPY—SEIRET 28E, 77 74 7 2 ABLUF /S AXTIUCKT 5% v
hU—2 T ARREF S TV D LB D Y ET

fEHETERWVWNTP b —REHRE L2V T E &0,
e NTP =" ~DEE TlE, RS- o d U EIdMH I EEA,

Firepower Management Center 2SN fFELE) S 41, ZZ CHRELLE LD LIFR LRI NTPh— N L a—
N4 DHCP ¥ — S3E L7256, DHCP 28k NTP — "3l v Il s h g4, 2o
Wtz BhEET 5120, U NTP Y — "2 ET D K5I DHCP — 2%k E L £7,
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| A7 L% (System Configuration)

ATy
ATy T2
ATvT3

ATv74

ATy TH
ATvT6

#v ko—y NP H—si27 s ex e FEnzEs [

FIE

[ AT L (System) |>[E%7E (Configuration) |Z &R L £,

[RFfEIEI#] (Time Synchronization) ] %7 U v 7 L£7,

[NTP % ffi i L CHER A 424 (Serve Time via NTP) 73 [£%h (Enabled) ] D34, [HZ%h
(Disable) | Z@&IRL 9,

[A4 7y 7 OFE (SetMy Clock) 147 v a iZit, [NTPO#ERi T (ViaNTP from) | %%

RUT, NTP H—_"DKRA MGEILIP T KL AEZ AN LET,

FHFEPICHEEE S 2 NTP =030 25815, RO NTP b — & o ~XEPY DY 2 N TA

HLET,

[fR1F (Save) 127 Vw7 LET,

EEXGET NA ATIEFE UNTP — "2 L CRMT 2 L ICHELET,

BHRRT AN AZED B TONTZT Ty b7+ —LARERY >—0 [IEZIFEH (Time

Synchronization) ]i%E C. [NTPO#Giot (ViaNTP from) [ ICRIBT 2 L o7 vy 7 2RE
LT, ETHELEZOEFELUNTP b—"ZHEL, ZOEELZT A AERLET, FIA

IZOWTIE, REZRL T IV,

« Firepower Threat Defense 7 /31 ZADEGE 1L, REAZH LTI ZE W, FEUTT 2 H O
728 @ NTP K [RIH D% E

s FOMTRTOT/NA ZZHONTIE, RESHR LTI, WERIT S A 2 TOR|FR
)

2y b= NTP H—NIZT7 9 R ETCHEZ ZREE

| o

AIX—hk 541 | REDSA VR | HR—rENBT | R—FSNEF | 7U€X

VR INM R ALY (Access)

£& (Any) f£& (Any) Management 7'a—s3171F | Admin
Center

TINA ANF Y NT—27 NTP — N ZEEET 7 B ATE R, £ 723N IZ Management
Center 3 L OVE R T NA A THANZFEHT 2%y N T —27 NTP h— "B WEEIT #
Bl N— K7 = 7 Firepower Management Center 2 NTP ¥—/ Nt LTI TE £9,

-3

{548 Firepower Management Center % NTP $-—/3& L CEH L 8 A,
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L AT LEXTE (System Configuration) |

B =ursoszozzEiconT

ATy

ATy T2

ATvT3

FIE

Firepower Management Center C >/ 27 AREZ| &2 FE) T T 2I121L, RO FIAZIATLE T,
a) [V RTL (System) |>[ERFE (Configuration) [Z &N L 5,
b)  [FEMFEIH (Time Synchronization) 1% 27 U » 27 L&,
¢)  [NTP %M L CHEM %421t (Serve Time via NTP) |73 [5%) (Enabled) ] D&, [MHZ)
(Disable) ] Zi®#IRL £7,
d [frfF (Save) 127V v 7 LET,
€) [vA4 7y 7 ORE (Set My Clock) ] T, [2— Vi E CTFE) (Manually in Local
Configuration) ] ZJE#RL 7,
f) [fR7F (Save) 1227 Vw7 LET,
g  HEHOEM[OF ST =g XL T R (Time) 127 U v 27 LET,
h)y  [FFEOFRE (SetTime) | Re vy X v URX MM L CRMZRELET,
i) RRINDEA LY — B UTC TiEeWa, 7V v 7 LT, A4 LY — 2% [UTC]
ICRRE L E T,
D[R (Save) 157U v s LET,
k) [567 (Done) 127 Vw7 LET,
)] LEH (Apply) 1227V v 27 LET,
Firepower Management Center 2= NTP $— 3 b U CHERET D L H ICRRE L £7,
a) EEHOLEMOFT s — g Rk TREZIES (Time Synchronization) (%7 U v 7 L%
D
b) [NTPZ{EH L CTHE &2 #2ft (Serve TimeviaNTP) ] C. [£%) (Enabled) ] Z3IRL F,
c) [fRfF (Save) 1%7 U7 LET,

BHLRIS T /XA A Tl Firepower Management Center NTP V— &2 ] L ClRIMI9 2 L 5 IZF%E
| =

BIXGT NA AZED LB ToNZT Ty b7+ —25%ERY > —0 [REZIFH (Time
Synchronization) 7% C. [Management Center®NTPZ{#f (Via NTP from Management Center) ]
RIS E 97 my 7 2R EL T, ZOEEZEBRNRT NA ZZRFALET, FIHEICHS
WTIE, WEZRL TS 7ZEV,

« Firepower Threat Defense 7 /3 ZADGEIE, WESM LTIV, BRI 2P0
728 ¢ NTP B[R O &

s ZOMTRTDOT/NA RZHONTUE, WESH LT ZE, IR T A 2 TOREZ[FE
b1

FrZIREA DR ENEEIZDINT

« NTP % f# f L TR 2 34635 X 9 |2 Management Center Z 7% E L T b, % CTENEE
B LIz3a . BHRST /A AD NTP ¥ — " A %3] & #t & Management Center & FF%] %
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| A7 L% (System Configuration)
BEDLRATLEL, Y—R. BLUNPH— R T—2 2087 ||

AL LD & LES, HLORAY =R 2T DI2E, $NTOFETHT Ty b7 4 —
LRERY — % B LOHRHT2LENH Y 7,

* Firepower Management Center & NTP — /N & U TR E L T BRI Z AR T 208N H 5
Ba. NTP A 7> a v ahic LT, RE&Z FEITERE LT NTP A7 v a v & iE
BT 20BN HY £3,

HED R TLEZ., V—R. BEUNIPH—/N\EHGAT—2ADX
A

AYX—b+ 4t |REDFAELIR | YR—FENET | HR—FENE R | 7O

VR N R AL (Access)
fEE (Any) fEE (Any) Management Ja—sLi2 | Admin
Center

[ —&&iE (UserPreferences) ][ A ALY —1 (TimeZone) |"X—Y CRELIZHA LY —
¥ (77 4V b Tld America/New York) # T2 &, 13L& A EDN—T T — I LIEZ Tl
ARENFRENETN, T T4 7 AL UTC B A2 H L TR S E 7,

X5, BEOREZNZ [FZ] O[FH (Time Synchronization) | ~— O _EfIZ UTC THERI N
9 (2 — DI TEIE SR EL TS a V CERINET BEDTR>TWAES) )

GE) ALV — e ([=—VRRE (User Preferences) ) I&. T 74/ DU AT L 71y 7R
UTC BIICRE SN TWD Z L AR E LTWET, u—h L XA LY =0 %2R0 59
T TITAT LV ADVAT AT 0y 7 BBEELEEAIX, Effen— VIR E RIS X
T, TNAELEE L CUTC BICETVERH D 3,

(GE)  NGIPS "— R =7 T34 A THZIE X OB ZIRIE S &2 213 58581, NGIPS 7 /34 A (D
BIED T AT KL, VY —A BEONTP Y — AT —H AOERRESRL T EEW,

FIE

ATY 1 [VRTL (System) |>[3%E (Configuration) |% 8RN L E T,
ATy 72 K (Time) 127V v 27 LT,

TTIGAT U ATNIP =R HHT L2546, 77— =2 b JIZOWTiL, NTP %—30D
AT =R A (12X—=) ZBBMLTLLEEN,
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B vros—ozx7—sx

NTP H—/\DRXT—H2 X

AT ADINTP 2 B 2 A 2354

L AT LEXTE (System Configuration) |

Firepower Management Center @ [FFf#] (Time) ]-<—

¥ ([ A7 5 (System) ]>[#E (Configuration) ] A ==—0T) L 70004 & 8000 & U —
R FRL ADE =TV Web A V4 —T A Zb NIP AT — 4 Ak FmTE £,

K6 NTPRT—R X

#7154 (Column)

B

NTP #—/X

KB DONTP — "D IP T R L &4 Hi.,

AT —H R

NTP % — " OREMRIEIDO AT — & A,

« [BEFH (BeingUsed) 1L, 77747~
AINTP P —NERBILTWD Z & 2R
L\ij—o

« [ ATBE (Available) ]i%. NTP H—
MEFATRETH D b DD, BN £ 7-[F
HLTWinZ 2Rl ET,

« [ ABE (Not Available) ]1%. NTP % —
RIERIZEEN TS H DD, NTPF —
EUNEDNTP —NEEHTE RN
LERLET,

o [f&% (Pending) ]iX. NTP % — 381 L
W, EZIENTP 7 —F 2N et R
SN eERLET, ZOMHEIE, FfHE
Of%iE & & HIZ[EHF (Being Used) 1.
(5 FTEE (Available) 1. F72i1% [ R
fie (Not Available) 12D 51LT TT,

« [RBA (Unknown) ]I!%. NTP ¥ — 3D &
TR ANLRHTHDLZ L ERLET,

T 7y k

T T TAT R ERERGE T D NTP H— /3] D
K ooZE (R V) . AT 7747~
ADEEFENANTP — "LV EBENTNDLZ L%
R, EOHEITHEATHEZ L E2RLET,

Last Update

NTP H— /3 & e g IR 2 R LT B %68
L7-BE (%) . NTP 7 —F 1, <o
DAD ST FES T B B [F) B IRR R 2 5
LET, bz, TR RE N (3007
728 BhE. TR ZE L TR
0. NTP 7 —=F > 3/ S B B /3 E % i
TAHMBENRNE R L2 2R LET,
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| A7 L% (System Configuration)
tvvavaqnryr |

ttya v BZALTI R

Firepower ¥ A7 50D Web £ U X —7 = A AL I a~y RIA v A U F—T =4 ADHKE
ANl A4 vty rasid, X274 OV A7 2AECSEEHBER”HY T, T 7T+
TRRKRCa—FouarfrtyraBIA LT T MNIRDHETOT A RV Z 53 BEALT
RETEET, Vb (a2 RIA4Y) By a U CHRBEOZ A LT U NERETEE
7T

EMIZHhZ0 Web £ v F—T =24 AT L TEXF 2T Ry T REREZITY TED 22—
2, EBENICFEET D2 HEERS Y 7, 2—PEREA T a L TWeb A VX —T A AD
o al BALT Y ML=V ERNTDHZENTEET, Aca—F T ar~D5E
BIRT JRAMERD HEREa— L Oa—W L, REPECDIELGE. ROV A7 #ALCEE
TN, By ar XA LT RDLRATHZ LI TEEEA,

o a RAALTIMDETE

AYX—bk 4t |REDFAELVR | YR—bENET | HR—FENBHF |7V EX

R INA R ALY (Access)
L& (Any) {-& (Any) Management & (Any) Admin
Center

R (Classic)

Z OHRKIL, Firepower Management Center & 72 (3R DOE BLXI 517 /314 A (7000 5 L TY 8000
v U —A_ ASAFirePOWER, X U'NGIPSv) (ZHEH SV ET,

« Firepower Management Center Tl&, Z DAL AT LR O—E T,

NEROEBRRT ASA ATIE, ZOWKETT v b7 4 —LRERY =D L LT
Firepower Management Center 7> S L £77,

WPNOEAE L. BRIE, VAT AERETF 2 RFETE0, HETT v b7 —LARERY
—HERTAOETAHDICRY FHE A

VAT AANDY VT IR AERIRT D MEN D DA, B4 TV g Lo Tl a~ v
RIA L A2 B —T 2 AD expert A~ REKGHNIINTHZENTEET, 777
AT VATZFAN—NE— REEHTHE, MR VT V2R R >2—FTH, V=
NDTZFAN—K ET—RIZADLZENTERL 2V ET, 2—FRHiha~ R4 A
H—=T 2 ADZFAN— K EF—RIZAD L, 2—PIF> 2 S UfEED Linuxk 2~ > K
EFITTEET, TF A=K T—=RIZA> TOWRWEAIE, o~V RIA vy a—WFida~
VRIA A E =T A AP RMET D a v FETEETTEET,
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AT LERTE (System Configuration) |
B nse<oey

FIE

AT w71 Firepower Management Center & K9~ MHIERDFEXRT SA AR 200G T T, &
DEAEEFITLET,
» Management Center : [2> X T4 (System) ]| > [E%X%E (Configuration) | Z®&R L F 7,

BB G T S, A [TINA R (Devices) |>[F 5y b7+ —LERE (Platform Settings) |
%3 L, Firepower N U v —ZEE 72 I3MRE L E 7,

AT T2 [V A LT 7~ (Shell Timeout) 15227V 27 LET,
ATV T3 ROBRERH D £7,

eWeb A >V H—T 2 ADyary XA LT T MERETHIEL, [T By ay
XA LTk (47) (Browser Session Timeout (Minutes)) ]~ « —/L RIZEME (%) = A
HLET, T 740 MBI 60 T, FKMEIT 1290 Q4BEE]) T, 2oty ar ¥ A A
T U RS =P ERINT D FEIZON T, Web A ¥ —7 = A ATONE2—H DB
MEZ LTS,

caAv U RTA A VA =T 2 A ADE Yy a v A LT U MERET DI, [V
A L7 DN (4y) (Shell Timeout (Minutes)) 17 « —/V RiZHEE (%) #ADLET,
77V MElX o T, SRKMEIE 1440 (24 FfH) T

cHiha~r RIA v 4 H—T 24 AT expert I~ R&EKFHNIINTT HI121X
[expert 2= > K& K#FHHIZ LY (Permanently Disable Expert Access) ]9 = > 7 R v 7 A
IR ET,

FE ITHRANR— | B RPENC 2o TZIRRETHRY o —%T 7747 LV AZER LT25
B, Web A 2 —T x4 AFEFMHa~ FIA L A —T =2 A&/ LT
FANR—=F E—=RIT 7 BATOMELETT LI LILTTEEEA, TFA—]
T— MEREAE LT D121, VP AR— MW EDLELILERH Y 3,

ATy T4 -7 (Save) 1227V v 7 LET,

RDBERY
REARZRALEYT, RELEORERMZZML TS,

[e) A\
1 S
fegste<w v ELY
P —=RDOF 4 AR AR N TF—=ERXR=ZT TV r—2a DR EGENTEBY., MF
T4 T DINT sy N Ny ZIIRXHE—BILON—T 3 URNEEN DA, Firepower ¥ A7 A
1. ZOT7 RLANOEZEISNATRTOT AV r—yary Fabhal b7 4978
W, MEFtEEAR A MIP T FLRICHEBIMIC Yy 7 LET,
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| A7 L% (System Configuration)
s—romsEttovves ||

RT Y MIRCE—IFRb A=V g UERbE IRV — AT RTITKH LT, AT LTS
NHEDORUHE == a3 VLV ADOY =DV —N 8T 7 ¢ v 7 LRt EBEM T 50089
MEFRETEET,

Tl 2 RA RPNy =R —F I A=V a VR EENTHRWSMTP N7 7 1 >
T HREEEL TS E LET, VAT ARED Mgt~ > ¥ 7 (Vulnerability Mapping) ]~—
VTSMTPH—NEHHI LTS, EDNT T 4 v 7 HHT 57T 3 A% % Firepower
Management Center (2% DX E Z PR1F L7256, SMTP H— 3 & BEfHT 5T T ol
FIENRZEDHRA NDRARN a7 7 A ZBMENET,

TAT I AP —MERENEL T, TNERA N T8 7 7 A MTEBIMLETN, 77U 7r—
var Zabhanr s T 23 EEto~y o SIER SR ERA, UL, IAZ AT
TV r—vary Iabal T 4TI AR —F I AN—=Ta CERETET. FME
M~y B THOY—RERINTEX 20D TT,

Y—n\OEBEED<TyELY

AYX—b+ 54t |[XDFA VR | B R—FrENET | HR—FENE R |7V ER

VR INA R A (Access)

£& (Any) Protection Management 7a—7F T | Admin
Center

FIE

ATy 1 [V AT L (System) |>[ERXTE (Configuration) %R L E7,
ATv T2 [Miggtk~ v B2 (Vulnerability Mapping) ] Z 3R L 77,
ATV T3 ROBRERH Y £,
e R —F IV a OFERPEEN TN RNWT T r—v a3y e han bF
T4 vV EZETHRA M = "OMEEIER v v T ENRNE DT DR 2D
WAV ANPL SEE/ N /72%%7 LET,
e R —F IV a OERPEENTNRNWT T r—v a3y e han bF
T4 w7 EZETOIRA M, =" OMgER vy T END X0 TDHITE, £ —
/\0)?"::/7%‘/71%:2‘7 LET,

Ev bk [A%) (Enabled) |ORICH DT = v 7Ry 7 AZEATHE, T _XTCOF v 7Ry
U A —EICA U EIIA TICTEET,

ATy T4 [R1FE (Save) 1227V v LET,

Y RTLEKE (System Configuration) [



AT LERTE (System Configuration) |
B =—travv-norrezem

JE—hFa2Y—ILDT I RAEE

YR—= bR BAT L ETIE— T 7 RBAEITOIZO, VGAKR—F (T 7/ 1) 720X
W7 774 T U ALEDOY ) TV AR— AN LT Linux VAT LD Y —)LEFEHTE £
T, KD Cisco EAOHELL A T 7 MIFxb#E LA 7 v a VBB LTI Z I,

PR—=F ENTWVEYFAN— R =7 ~_— 2D Firepower > A7 A TlE, Serial Over LAN (SOL)
Bt DT 7 4V NEBRA H—T 2 A A (etho) TLights-Out®H (LOM) ZfliHT o5&, v~
AT LDEBRA LA —T oA AT AT HZ LR, VE—FCUVRATAZE=FFEIX
BHCEXET, TURNET AL REHE GO a~vy RIA v A2 —T oA ZA5FHT5 L,
X =YDV TNFZOFRTORE (77 VHERLEERE) OF=FR2ED, [REF AV
EIITTEET,

LOM (X, VAT LEV AT AZERT L2 —FOW G THNT 20 ERHY £, VA7
Ll a—FEHMM LIk, — K/3—F 1 #D Intelligent Platform Management Interface (IPMI)
2—FT 4 VT4 BFEAL, YATLAIT 7B ALTERLET,

DAFLEDYE—FaAUY—ILEEDERK

ARX—hk S92 |[EDFAELVR | YHR—bENET | HR—FENE K| 7O LR

R N R AL (Access)
fEE (Any) fEE (Any) Management Ja—sLiE |LOM 7 7 & AKE
Centerd & TN7000 B H 5 Admin

& 8000 Y — X

1R BHEIIZ

o TNRA ADEIA L H—T oA AR SINTZ— RR—=F ¢ A, v F U TEEFET, AR
=7 v Y— 7 ha)L (STP) ZERICLE£7,

FIE

ATy 1 [V AT L (System) |>[ERXTE (Configuration) %R L E7,
ATw T2 [22Y— )45k (Console Configuration) ] %727 VU v/ LT,
RT9T3 VE—F VY= T I vAODF TV a VERIRLET,
TS TAT L ADVGA R— M EFEHT HIZIE, [VGA] Z&IRL £,
T TITATUADY Y T IV R— k&M HH, Firepower Management Center, Firepower

7050, F721% 8000 U — R T34 A CLOM/SOL 23 254 1E, [WEY Y T v
AA— & (Physical Serial Port) ] ##&R L £,

I S ATLEE (System Configuration)



| A7 L% (System Configuration)
Lights-Out EED1—4 77 L REE .

* 7000 > Y — X731 A (Firepower 7050 LI#}) TLOM/SOL #7544 1%, [Lights-Out
Management] Z 3R L £9°, TN HDT /A ATiX, SOL &l DV 7 IVEEG % [RIRF I
HHTHZ LT TEERA,

GE) UE—h arV—L% [ U 7/ R— b (Physical Serial Port) ] 2>5 [Lights-Out
Management] (225 L7235A5<°, 70xx 7 7 2 U ®F /31 A (Firepower 7050 LA#}) C
[Lights-Out Management] 7> 5 [#EL U 7/ 7"— (Physical Serial Port) ] IZA® L7z
BalEk, 777947 A %20 7= Ligne MIfFEBY 07— K Fr 7 b
FRINIZNZ ERH Y F7,

AT 74 SOL#EH TLOM & ET DITI1E, LER IPVAREEZATLET,
« VAT LDT KL AR ([DHCP] £721% [Manual (FH)) ]) Z2IRL £,
cLOM IZEHFTDHIP T RLAZ AN LET,
GE) LOMIPT RLAIE, VAT ADEIHA U H—T A ADIPT KL AL ITRRD
L[Z‘gzj§§) D iﬁ—o
VAT LDy FRAT AN LET,
VAT LDT T AN T— T A B ATILET,

ATv 5 [T (Save) 1227 U w7 LET,

RDBERY

» Lights-Out Management % 3% i€ L 7235414, Lights-Out Management = — % 2 H2ZhZ L 77,
Lights-Out EERO 2 —H% 7 7 B ARE (77 X—) Z#ZRLTIZ30,

Lights-Out 32N 1—H 79t XHFE

Lights-Out FHFERE A H 92 = — Ik LT, Z ORRE DR 2 BRI 59 5 BN &
DET, LOM = —H|ZiE, ROX I 2flfbH 0 £,

« 2.—|Z Administrator 2 —/L &%V B THMLERH Y 37,

e —WHIHEHATE 2DEFEHEF 16 LFE TTT, LOMZ—FIZx L, A 7 RFh
FVEVWa2—VFLITPR—FINTWEREA,

TIXX T 72U FARAL A~NDRERRE . AT — R K 20 CFOPHT 5 cX
%9, Firepower 7110, 7115, 7120, F£721% 7125 T /3A AT LOM BN/ > T D5
Gy NAT— RN 16 LFOFE TR TEET, 20E72F16 LFE D LRV
AT — KX, LOM=2—HFIZx LT AR —hbIhERHA, 2—FDLOM/ AT — KL, %
DA—PFDYV AT ANAT— REFLTT, FFECH > TOWRWEMER R RKED/SAT —
RETTI3A4T ALK LTHERAL, #NE230nAZEICAEARTTHZ EAHERELET,
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B uosonsmi—v7orzommt

AT LERTE (System Configuration)

« ¥)#H Firepower Management Center 33 &2 UF 8000 3 U — X 7 /34 R |2,

2—PEFRE

£,

T&EET, 8000 U —X T /A R

K 13 AD LOM

X, RS ADLOM 22— W AR ETX

hira—Laxoa—For S P LOM TEOa—VEZIET 75 4 7L L THh /T 7

T4 7L

G, a—Yourlf ey g rPlicFoa—YELiZa—YF o — 12Ny

T IMBET LIRS, FO—F X IPMItcol =~ R~DT 7 A &[T 5 7-9DI

Web A Z—T A R Zu A LETRENRSH Y £7°,

Lights-Out 21 —Y 77 £ XDHF L

AYX—hF T4t |HEDSAEVR|HR—FENET | HHR—bENBE | 7TOER

R INM R ALY (Access)

& (Any) & (Any) Management ra—LE |[LOM 77 & A
Centerd & TN7000 B H 5 Admin
& 8000 > —X

BHYAT LD —=TN Web A o —T =A AN LT, Y A7 LT LIZLOM & LOM = —
"7L é" RELET, ©OF V. Firepower Management Center % i | L CTEBLLI SR T /3 AT LOM

WETDHZ EIETEERA, AR, 2—FIIT 7 T4 7 AT L If@lcERIND T
&’) Firepower Management Center C LOM xfJ&t—H 2 H WML E72ITER L T, EEIRT
NA ZAD2—PIIZ OBREITIR SR S E A,

FIE

ATvT1
ATvT2
ATvT73
ATvT4

[ R T L (System) |>[E%%E (Configuration) |Z 38R L £,
[22> Y — iRk (Console Configuration) %7 U v 27 LE7,
[Lights Out % # (Lights Out Management) | %727 U v 7 L¥7,
ROBIRIR DY £,
O —FICLOM 2 —H 7 7 v 227451213, U A PHO—F4 ORI

T 42y @) 27V v s LET,
LWV —HFIZLOM =—H 7 7 B A ZFF 3 512i%, [ —V DEK (Create User) | %
70 w7 LET,

ATy TH
ATvT6

[—HY DF%E (User Configuration) ] C. Administrator 2 —/LZH I L E 7,

[Lights-Out & B 7 7 & XA DOFF A (Allow Lights-Out Management Access) | T = v 7 R v 7 A& 74
ZLET,

ATy T 17 (Save) 1227 U w7 LET,
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Serial over LAN {25 D% E .

Serial over LAN 5 D% E

)

T AT A~D Serial over LAN #55t A{ER T A121%, 2 B a—# ETH— FoX—F #l
DIPMI 2 —T 4 VT 4 A L $9, Linux REREF 7~ X Mac BEE AT 220 Ba—X
TIZ IPMItool Z#ifl L. Windows Br& Tl IPMIutil 245 H L £,

GE)

2 aTlE, IPMItool /N— = > 1.8.12 LA A2 H#EE L T E

Linux

£ DF 4 A MY Ea— g T IPMItool IEAHEL 72 5 TEY | [FHATEETT,

Mac

Mac TlZ, IPMltool A > A h—/LF HMENH D £, &I, MaclZ Apple D XCode Apple
Developer Tools 34 ' A h—/L ENTWAHZ L ZMERLET, ZHITEY, a~v2 F7 4 B
¥MOF T ary aryR—xr b (H LwA— 5 > Tl UNIX Development and System Tools,
i N—27 3 2Tl Command Line Support) 734 A h—/LZNTN5HZ & AR TE £7,
KIZ, MacPorts & IPMItool Z > 2 b —/L L E T, FEMICOWTIE, HFHOMBT L 0 2l
T 20 ROV A FEZRLTIIZSV,

https://developer.apple.com/technologies/tools/
http://www.macports.org/

Windows

Windows TliX. IPMlutil 2 2 > XA VT ARERH Y £9°, a3, FIT7 7 BATE RN
A, IPMIutil HIRZFEH L Ca v & £4, FFcO WL, HAORBT V0 %
ERAT 20, ROV A FESIRLTLIEIN,

http://ipmiutil.sourceforge.net/

PMIZ—FT ) T4 FIZDT

IPMI 22— ¢ U 4 TEMATH a2~ RiZ, kO IPMItool DB R LImE 7 A b THERE S
hi‘j—o

ipmitool -I lanplus -H IP address -U user name command
S DT
s ipmitool (XL —FT 4 U7 4 ZiZE) L E T
e -I lanplus lXtB v ¥ a v OREE{LERAIIZLET
«-n IP address 17 7B AT HT I ITA T ADIP T RV AZRLET
* -u user_name |ZHEMR & FRF O —HF DL FITT
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GE)

ATl
e

IPMItool 73— = o 1.8.12 LARE O FH 2 HELE L T

Windows D EEHD 2~ RFkO EEBY TT,

ipmiutil command -V 4 -J 3 -N IP_address -Uuser name

IDavr NI, TTIATVADaAv Ly R v ila—F e L4, Zhick-TC,
2—WPIIMENCZF DT T I7A4 T ADFL WD EELRILEI T/ TaEd, HE

2 k- Tix,

IPMItool % {$ FH L 7= Serial Over LAN )%

NAT—ROAN RO LENET,

AYX—h+k Q4%
VR

HEDSA VR

YR—bEh3T
N R

Y—bEhD F
ALY

TR
(Access)

fE& (Any)

f£& (Any)

Management
Centers J UM7000
& 8000 'Y —X

f£& (Any)

LOM 7 7 & AHE
fRD & 5 Admin

FIE

IPMltool Z{FH LT, KD a~v> R, Frr P RRFRRENELRNAT—REANLET:

ipmitool -I lanplus -H IP_ address -U user name sol activate

IPMIutil % {5/ L 7= Serial Over LAN D% 5E

& 8000 Y — X

AYX— k54t |HEDSAEUR|HR—bENET | HHR—bENBL | 7HEX

R N R ALY (Access)

L& (Any) L& (Any) Management L& (Any) LOM 7 7 & A
Center3s & V7000 D &H 5 Admin

FIE

IPMIutil 5 LT, R a~vwr R, a7 "R rmEnNzb 20— K2 AN LET,
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Lights-Out &2 D E .

ipmiutil -J 3 -H IP_address -U username sol -a

Lights-Out EIE D E

Lights-Out ZH (LOM) TiX, VAT Al A FT5Z <, T 74/ NOFHA 7 —
7 x4 A (etho) 7D SOL B2 L C—HDORERIELEITTE £9, SOL #k 2 ER 4
Ha<wy RN T, KOWTNHDOLOM a2~ REFEALEST, a~v RR%ETT 5L,
Bl 3 T LEd, BEHIE o~ FOFIZIX, 70xx Family 7 /34 A 2% L THI TRV
DHLHY FET,

(G¥)  Firepower 71xx, Firepower 82xx, & 72 Id Firepower 83xx 7 /34 ADN— AR — NEHa v hr—
7 (BMC) (X, A FOBEFRNA L D EXIZDOI1Gbps DV 7 HETT 78 ATEET,
TINA ZADEIRDA 7 DGH BMCimﬂmM@yT®H4 Try b U BN TEE
T LIZiio T, 710 A2V E— b L ERMEFET 572012 LOM 2/ L TW 25513
MM%MWwDUV&EEﬁH%ﬁﬁbfTﬂ%X%X/FU IR L CTLIZ &,

AR FhIC, AU N VAT AOEEA X —T 2 A AR DY T Xy MZhHY, FD
2 AT M2 DHCP &R SN TV A AL, LOMBSREIC T 7B A L L D &+5 LR+ 5 2
ERHYET, ZOHAIE. VAT LD LOM ZESIC L CTHME NS T 50, £ER Y
TExy b EOavEa—8 % AT A LTHEMLT, ZOEHA VX —7 = A A% ping T
HZENTEET, ZO%, LOM 2T 2 L H12R5139 T,

FE A3 TiX. Intelligent Platform Management Interface (IPMI) 4%2# (CVE-2013-4786) (ZWNTET
é%%ﬁ% Bk L CWET, AT AD Lights-Out FFE (LOM) AT 5 &, Z Dffigsi:
ISbhENFET, ZOMEIEEZERT 57202, BEEAL—FLETNT 7B ARt X 2
7@%ﬁ*yhv TV AT LB L, BEICH > COARWEMERRKE DAY — R &
VAT AR UTEHEHL, ZERE3INH T EICERLTIZIN, Z Ot U R 7 Z[alkE

T 5I21E. LOM ZHF T LN TS 72 &0,

AT LANDT I ABITNTRTER LS. LOMAZEH LT E— TV AT L%
FHE#CEET, SOLERNT 7T 4 77t VAT ANFHERETLE, LOM By v a v
NI SN B0, F/RITFA LT T T AHREERH Y 9,

EE VAT ARBOFEESORITICINE Lﬂ\éﬁﬁ I, VAT LAEHEESHLEWLWTEEL, U
FT— b CUVARTAEFHEET L L, BHEOFTETUVAT AN T —FLARWED, T—Z %k
bnaaEENH v =4,
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IPMIitool IPMIutil S BR

(EH7Z2 L) -V 4 IPMI & v 3 3 > DB FREHERR
EHMCLET

-I lanplus -J 3 IPMI & v > g O E{bEH
e LEd,

-8 -N VE—RKT7 774 T ADIP
7 RUVAZRELET,

-y -u B INZLOMT I b
a—WHERELET

sol activate sol -a SOL v >a &Rt LFET

sol deactivate sol -d SOLEwy > a v &&TLET

chassis power cycle power -c T4 T v AEZEEE L E

7 (70xx Family 7 /34 X Tl%
L) .

chassis power on power -u TTTAT U ADEREHRAN
LET

chassis power off power -d TIIAT L ADERY AT
\ZLET (70xx Family 7 /3 A
A TITEERD)

sdr T — TTIAT ADER (77

VHERRERE) 2FRL
E3xh

72 xE, T ITAT U ADERD Y A R EFIRT S IPMItool D2~ KL, ROEBY T

B

ipmitool -I lanplus -H IP address -U user name sdr

G¥)
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A aTlL, IPMItool /S—0 3 > 1.8.12 LU ZHELE L Tk,

IPMIutil 2 —7 4 U7 4 DRIED a2~ RIZkD LB T,

ipmiutil sensor -V 4 -J 3 -N IP address -U user name
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IPMltool (= & 5 Lights-Out Management (% &

IPMItool [ & 5 Lights-Out Management % & .

AR—b 24 €
VR

WHEDSA VR

HYR—+rEhdT
IN R

HiR—bEhd K
rAA Y

TR
(Access)

& (Any) £E (Any)

Management
Center3s K UM7000
& 8000 Y —X

£E (Any)

LOM 7 7 & AHE
fRD&H 5 Admin

FIE

a7 ERERINTES,

ipmitool -I lanplus -H IP address -U user name command

IPMlutil (= & 5 Lights-Out Management % &

[PMItool DR D A~ R R2T—REZ AN LFET,

A=+ S14 &
VA

WHEDZA VR

YR—bEh3BT
N R

YR—bshd k
ALY

TR
(Access)

{£E (Any) {£E (Any)

Management
Center3s & UM7000
& 8000 > Y —X

f£& (Any)

LOM 7 7 & AHE
fRD&H 5 Admin

FIE

a7 ERERINTEL,

ipmiutil -J 3 -H IP address -U username command

=JL ==

REST API Ex &

IPMIutil DR DA~ R AT —RE AN LET,

Firepower ® REST API |%, H— K/X—F 4 77U /r—2 2> CREST 7 74 7 > hEBLOWE
HEHTTP A Y > R L CT 7 I9A4 7 VU AREZ R IB I OERT D720 OBEDA 4 —
7 = A A%t UE 9, Firepower ® REST API DFEAHIZDOUWNTIE,  [Firepower REST API Quick
Start Guide] %ZMR L T ZE W,

7 7 4V h TlL, Firepower Management Center |7 7"V 77— 2 > )25 D REST API Z#fH L
TFEREFAILES, ZOT778A%T 1y 7§ 5 K5I Firepower Management Center % 5% i
TEET,
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AYX—b+ 4t |[REDFAELVR | YR—bENET | YR—+bENEF|T7IOEX

VR NA R AL (Access)

& (Any) & (Any) Management f£& (Any) Admin
Center

(GE)  Firepower Management Center /N1 7 XA Z U 7 ¢ ZfEHT 5 TIX, ZofiRIx. 77

7 4 7' 7% Firepower Management Center C72 il Cx 97,

FIE

ATy
ATy T2
ATvT3

[ R T L (System) |>[E%7E (Configuration) | Z 3R L £7,
[REST API #%7& (REST API Preferences) | %27 U v 27 L7,

Firepower Management Center ~0> REST APl 7 7 & 2 %W £ 72 13 5024 5 12iE.
DAL (Enable REST APD) | T = v 7Ry 7 A% A i34 7Ic LET,

[PRAF (Save) 1227V v 7 LET,

[REST API

ATvT4

VMware Tools & {RE T X T L

VMware Tools 1. B~ VAT DONRT p—< U A% 0 EEEE3-002—T 4 VT 4 A A —
FCT, ZNoDa—7 4 VT 4 2T 25 L, VMware 5 ORI 22584 7 /VICTEH T
£7, VMware THEIT ST 5 Firepower (KAET 77 4 7 L AL, ROTZ T A o &HR—
cLFET,

* guestInfo

* powerOps

* timeSync

» vmbackup
YR=FENDTNTO/N—= 3 D ESXi TVMwareTools # AT 252 &b TE LY, ¥
R—=FENTNDE = a3 »O—EIZOWTIX, [Cisco Firepower NGIPSy for VMware 7 A ~

J AR — K HA K] 25 LT EEV, VMware Tools DT DHEFEIZ OV TIE, VMware
D Web 4 b (http:// www.vmware.com/) ZZH LT X0,
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VMware [ [ Firepower Management Center T VMware Y —)LDE 1L .

VMware [@] 7 Firepower Management Center T® VMware *V —)L DB %)
it
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NGIPSV [Z{Z Web A F—7 = A X372\ 2d, D7 T b7 4 — 5T VMware > —/L &4
INZT HITIECLI 2T A2MERH Y £ (Cisco Firepower NGIPSv for VMware 7 A > 77 A
2— b~ A REZH)

FIE

AT F1 [V RT L (System) | > [E%X%E (Configuration) %R L E7,
ATv T2 [VMware YV —/L (VMware Tools) ] %7 U v 7 L7,

AT w73 [VMware Y — /LDt (Enable VMware Tools) 1% 27 U v 27 L £,
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(AT av) Web Rt bSvXx2o DA T M7k
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VAR NA R ALY (Access)
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D=V g, BEAN—T g 22— OGP, Firepower Management Center 7 77 A 7 A
DEFIP 7 FLALTIRA MR E, HAZRETERVMERT -2 R 232k > TIL
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SO =5 DIEE ST S AT, ROBEEFTTEET,

FIE

RT9T1 [V AT L (System) |>[#%7E (Configuration) ] Z IR L £,
AT w9 T2 [Web 0#r (Web Analytics) 1527 U v 27 LET,
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