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Threat Defense 7/\4 X (Firepower Threat Defense Device) | =2~ U »» 2 L, Firepower
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CEHXRT NAANRNA TRATGEY T 4 avTFHFTHLIGEE, AV F—T <A
ADY A RPHEIRLET,
ZDIP(XFTS54A4RX—KTY (ThisIP is Private)

ITURRAL I, Ry hT—7 T RUVAEH (NAT) 22727 747 U4 —LDH
BIIHE SN TWAESIE, COF v /Ry 7 A% F I LET,

INT VY w5 IP 7 KLUA (Public IP address)

[ZDIPIET T A ~_— K Td (ThisIPisPrivate) | F = v 7 Ry 7 ANA L DHAF. 77
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fHlE. ZOEERELET.

#4147 (Connection Type)

PPl &L H r 2 m—3 3 %, bidirectional, answer-only, 72/ originate-only & L CHg
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GB) 7782 arbep—n UZAMI, AL FY—=FRA b MR TORYR— ST
WET,

WET 78R VAN T2 v 7 27EAUZANNI, GRE T 7 4 v Z7=0SPF 5
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THRESNT-RY RU—T DU A NI DU ED P4 £7201XIPv6 =2 F U 3 E T
DA, o=y RIRA v hOR#ESNT-Fy NU—271%, FLZA T (DFD, IPvdE
7213IPve) O Y M7 EH 1o TWVWAZ ERMETT, 2Ok
RO TWRWEAS, o RIRA U D IPT RUVARRELZA T THHZ L, BX
WMrESNTRYy NU—INTZ Y FUREHRE LN ERMETT, (IPv4IZDONT
I1Z/32CIDR 7 KL A& L., IPv6 (DWW TIE/128 CIDR 7 KL A 7w 7 il L %
T) . INHDOEGOF =y ZIZKITDHE, = RARA U FOXTIIHEEEL EH A,
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2O MREPICERIR L IKE O/N— 3 COBAIE, [IKEVI/IKEV2 3% (IKEv1/IKEV2 Settings) ]
ERELET,

\}

B ZoXATalZOREE., FARe YRR, TRTO MR, TRTOEEMNRT A A5
Aanxdt,

FEF—3 v RR

[7 /734 A (Devices) |>[VPN]>[#%+ K] (SiteToSite) ], D%, [VPNDiEN (AddVPN) ]
> [Firepower Threat Defense 7 73 A (Firepower Threat Defense Device) |, £721%U A & T
W5 VPN bR P ZRE L ET, [IKE] ¥ 72 & £,

J4—ILF
Ry o—

FATERF D IKEv] 72X IKEV2 R Y o — A7 V=7 FEBRT D0, F3EHT
DHLWRY = FT7 V=7 NAERLE T, MO ¢ Firepower Threat Defense
IKERY v —
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FBEE2 4 7 (Authentication Type)

N

GE)  IKEvl #%AR— 17925 VPN bR TiE, BIRLZZIKEVI A — 47 V=7 M THIE
L7- [8RE 3 (Authentication Method) 7%, IKEv1 @ [R8FE4# A 7 (Authentication Type) ]
BREDT 7 AN MY ET, ZhLOEIE—HTH20ERH Y I, —B LRV ERE
INTT =20 ET,

o [FRiH A E)— (Pre-shared Automatic Key) | : ¥ ¥ —72, Z® VPN |ZfFE
SNDLHEFLAF—ZHHNIZER L E T, [FAFEAF—K (Pre-sharedKeyLength) ]
ERELET, ¥—OXFHIL1 ~27 LFTT,

o [FRiHH FE)F— (Pre-shared Manual Key) ]: Z @ VPN IZfFEH S 2 FaidH 5 —
ERETEIDYTCET, [F— Key) ]ZHEEL T, [F—DE (ConfirmKey) ]2
BAN L TR LET,

IKEV2 IZXf L CZ DA T v a vy 2BRT 5 & [16 EEN—ADHFHLAT—DH %
M9 % (Enforce hex-based pre-shared key only) ] F = v 7 7R v 7 ANERINDHD
T, REDGLTHAACLET, AT 25813 F—0F%7 16 Bz, 50
~9FIXA~FEHERALT, 2~256 XFOMBTANTL2LERDH Y £,

« [fFAAE (Certificate) ]: VPN Bt OFRFESE & L GEHEZF AT 2546, 7%
PKIA VT TARNTITFYND CAS—"0ET VX VGEAEL RS L, MHAEIZHEE
TAHEHDIZ AL —RLET,
[FEFAE (Certificate) 17 4 —/L RC, FAIRE SN PKIBERA T V=7 MBI L
EFT, TOREAT Vs ME, BENGT AN, A ETRCARIO NT A RRA b
BAERTDOICHHINET, FTAMKRA Y ME, PKIBEAT V=7 FRZED
T ANZBEEM T DTV D EAITER S NE T,

F7 v a r OBRADFEMIHONTIE, AT LR NOREEZZR L TIZS W,

Firepower Threat Defense VPN IPsec = 7> 3
Y

CE) ZoXAT7TalZOREF. MARa YRR, TXTO M, TRTOFENLET A A i
HEhET,

91Tk~ <vF 247 (Crypto-Map Type)
7 U7k = 7IZiE, IPsec Security Association (SA; ®F¥ U7 4 7V —vay) &
HETHEDIINERTXTOa R R—3y MPHAEDINTWET, 25O T A SA
EWMLE D ET25E613. TRENIO R EL 1 DOE#BI VT N~y = Y
DETT, 7T v vyl = NICERSINZT aR—Fix, 2027V s~y
7D IPsec L=Vl L > THRESNEZT —4% 7 —%3#+T 57200 IPsec txF 2V T 4
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FIAvZ—a rTERAESNET, ZOREOI VT N~y FNCAET 4 v 7 E2E A A
FIv I ERIRLET,

[RET 4 v (Static) | AFT 4 v IS~y L, RA L MY —FKRA U NERIF
SERA YT VPN hARe U THEALET,

s[4+ w7 (Dynamic) |: EEMINZ, A4 F I v IS~y I -»T, 7C
DRTA=EPRRESN TRV S~y 7= FUBMERENET, RESLTH
RN T XA —H T IPsec x v m— g O REE LT, VE—F ETOEEIZES
IEDTHETEHIIRESINET,

AFIv I VT h~y T RY—F, ~NT T RAR—7 VPNERIEIZD A H
ENET, KAV IV —RA L FERITTLA Y2 VPN AR DT, AZT 4 v
7 7VT N~y R —DREBHATEET, 22007 A RAEFEHLTATT
Y RAR—=7 FERaPEERTHIET, RA VMY —RA 2 b bR TEAF
Ry 7V T b=y OEHETI 2L —MLET, AR—TDEAFTIVIIPT
RLAZEBEL, 2O MR TEAFIv T I VTN~ T2HDIMNLET,

IKEv2 £E— F (IKEv2 Mode)

IPsec IKEV2 DA DI, BT MLE— R b > FIZ ESP B5EAL & R T 5 7-
WICHEELET, ZAUCkV, ESPAEHASNDA Y PF D IP /R~y b OE Sy B E
ENET,

s[h> R E—F (Tunnelmode) 1: (F7#/V 1) BT Ev/MALET— RN R E—
RIZEREINET, P/ E— FTiE, ESP K EAL EFBREN LD IP N7 v MK
P~y H—bF7—%) \[ZHEH SO, REHIRIEFEITT LR L30T RLA

MWIERRIZRD  FHLWIP Ny TS m— RIZR2Y £,

Mo E— RORERFEIT, =0 RO AT LAEZEE L2 T IPsec 2 TX
HENHZETT, ZOF—KRTIE, W—FREDRy NT—7 T34 A [Psec D
Tux L LTEETEET, 20, V—ZDBHRA MIfbo THS{LEZITW\E
T, FETN—F By bERFE{L L, IPsec bR LTzt LEd, 51
FEN—FITTDIP T —4 7T L%\ HL L, 58T AT AICiEELET, £/, b
T4 TN RET S L TEEY, bR E—REHHT D L, WEBE
WX ROy RARA VR Lo d . bR 73T Ty NOARD
FEITLEFEITOL FHA (INER R RFNVDZ Y RRA VN ERIUGETHH
£R) o

[H525ESE (Transport preferred) | : B 7 3R — L TWaWgEE, 7 E{bE—
N, PRV E—RICT =Ny 7T LT 3 AP & DHEGEE — FITERIE S
F9, BREET— R TIXIP XA v — REFRRE LS, TP~y X —IZDFF
fFRENET, LEN-T, BEHEIX, VPNA X —T 2 ADIPT RL ALK
THHREINT-R Y MU= ZRINTDILERNHY F9,

ZOF= NI, 237y ML PLpBmshd, "7 ) v 7 xy hU—2 |
DT RA AT, T v D OFRAERILE(RTE L5 a2 ik TE D LV O FERH Y &
T, BT RTIE, TRy U —27 TORBIZRARE (7L 213 QoS) %, IP~v
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F—DERITIESNTEITTEXDE LTV ET, 72720, LA Y4~y X =05
fbENd7=0, N7y FOBEBENHIREHET,

o [E52%00 28 (Transportrequired) ]: W 7/ bE— NIFfEEE— FORICEESHL, b
VRNE—RIZT ANy I FTEHILIITEER A, BEE— FEYR—bhLTH
RN DDT RINA V"R HDHENT, = RARA  FPRREE— REIEFICR A
vI— FTERWES, VPN HERIIATOILE A,

7 aR—4 )L (Proposals)

IR L72 IKEV] £7201X IKEV2 A Y » ROTaR—FLEBETLHICE. @) 27Uy
7 LET, FIHATEEZR [IKEv] IPsec 7' 1 78— /L (IKEvl IPsec Proposals) ] % 7213 [IKEv2
IPsec 77 AR —H /L (IKEv2IPsecProposals) |47 ¥ =7 MxBEIRT 57, F72lTH LW
T R—=P LA ER L TEIRLET, SOV T, TIKEvl IPsec 7' AR—H /L 47
Pl bPOFKRE] BEO TIKEV2 IPsec 7R —P )L 7V =7 hOFRE] 2B TL
7ZE,

tHa)T4 FTIYIVI—2ar (SA) DBREBEADHERE (Enable Security Association (SA)

Strength Enforcement)

COF T arEEMMCTEHE, FIPsecSA THEAENAREE(LT AL TY XA, BIKE
SA LV HE< 2D LiEdH I FHAL (F—HNOE Y MIOESND)

JIN—=RJ—hr 4222923 0&FBMIT S (Enable Reverse Route Injection)
YNR=Z2N—h A Vxr7¥ary RRD ICLO, ZZT 47 —HKE, UE—F b
YHN T RRA L P TRESNTWD R Y NI —T ERANDN—T 47 Tt
(CHEICHA S E T,

Perfect Forward Secrecy DA 11t  (Enable Perfect Forward Secrecy)

R L ENZHBmI LI —EDEy v ay F—2AEMB IO AT 572512, Perfect
Forward Secrecy (PFS) ZfEHT A EINEHBELET, EAOEYy 3 F—%2H
T5HZ LT, BHOEBSNPOZBPREINET, o, ZBEEEPTESNLTWNT, K
BENT RARA U M T A ZATHEH SN T A FAEEF—CHEX—2 AT LTS

AThoTHIRESNET, ZOF 7Y a v BBRTH581E. R Vv —7 (Modulus
Group) 1 U A R T, PFS kv ¥ a v F—DEFRFIZM T % Diffie-Hellman % —3& 7 /L
Y XL ERNLET,

235 )L—7 (Modulus Group)
2 OO0 IPsec BT HOILARME X —%2 EWVIEET D Z LR BEGT 520 AT
% Diffie-Hellman 7 /v — 7, 2B RKEWVEE®EX 2 T o NfL I E 28, A
REMN RS RV ET, 22008710, —HTHFET NV —TRRE STV DHLEN
%Di¢0ﬁ7/a/®ﬂ%®#ﬁ_owfi\ﬁ%?émmmmmm%ﬁ7w—
TOWREEZRL T TEEN,

F4 7454 L#) (Lifetime (seconds))
X2 VT TYvE—a UHIREINIC R DRI CE 2B, 77 4 X
28,800 F» T3,

4 7% 4L (KB) (Lifetime (kbytes))
BEOEX2VT 4 TV ro—a UBRHIREINUCZR DN EOEF 2T 4 TV vo—
vavEMEHLTIPsec BT HZBIBTED N7 7 4 v & (KBHALD) . 7 74/L M
4,608,000 KB T9, HEROT —X ZIEETHZ LITTEEHA,
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ESPv3 %% (ESPv3 Settings)

EEICMP DI S5 — 4 yt—U%FHREE (Validate incoming ICMP error messages)
IPsec M RNV ENLTRESN, TI7A =k Xy bU—27 LONERZ 2565k
DICMP =7 — A v —VZRGEET 5008 5 1 EEIR L £,
(25542 hEib) R >—%FXIZT S (Enable 'Do Not Fragment' Policy)

IP ~ v % —|Z Do-Not-Fragment (DF) B> k & v FZFORKE 7237 > h % IPsec ¥
TYATLNED XS IS 502 EFRLET,

Ry o—

«[DF £y RO = &— (Copy DFbit) ]: DF By h&H#iRF L £,
«[DF £y R 27 U7 (Clear DF bit) ]1: DF &y & #EH L £,

«[DF &'y h®DOFEE (SetDFbit) 1: DF By h&FE L THEMAL £,

FST 4w JO—HERREF (TFC) /N7y bZEFMIZTT S (Enable Traffic Flow
Confidentiality (TFC) Packets)

NN EBRT DN T T 47 TR Ty ANEY AT T LHEI—D TFC /37 v b
EHMCLET, [2S—A b Burst) ], [ 72— KA X (PayloadSize) ]. BILW

[% 4 57 % b (Timeout) /55 A—# 2 LT, 55 L= SA TREMNCT v 4 4
REIORTy FEAKLET,

Firepower Threat Defense (Dt &l VPN BRI DA T a >

ZZTiE, S2SVPN OEBITHRE TE 23 MA 7Y a VIZOWTHALE T, T o 0% E
. B VK, FRTO bR, BROT R TOEIRGT A ATHASh T,

Firepower Threat Defense VPN O IKE s¥#i4 7> 3 >

[F¥#05% % (Advanced) 1> [IKE] > [ISAKAMP :%7 (ISAKAMP Settings) ]
IKE ¥— 7754 7 (IKE Keepalive)

IKE ¥—77 94 7 2HNEITEHC U ET, 7203, KBRIICEDNCT S

(Enablelnfinite) [ IZEXEL T, T A AN —T T 74T £=F )V T HPMTH I &
MIRNEHITITHEELET,

L EUME (Threshold)
IKEX—77 74 7OEFEMRBRERELET, ZHUL, =77 I7A4 7 =4V 7
BT A ETICETICHRIEND T A FAKR () T, m/MEBLOTF 7 4 v

NME 10 BT, RAMEI 3600 B T,
B THRE (Retry Interval)

IKEF—77 74 7OHBITHOLHRITE COREPEEEELET, T 740 M
2T, mKIE 10 TT,

E7IZ#E{E SN S ID: (Identity Sent to Peers:)
IKEXd> T —3 g U CETRHGOMINIEHT 2 ID 28R L £,
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e autoOrDN (F 7 #/L ~) A A Sk > CTIKER I m— g 2B L E1,
FAHEAE X —DIP 7 R LA EIIGEHEZRGEOGEHEDN CRY R — ) Z2MHLE
ﬁ—o

* ipAddress : ISAKMP iR/ A Z#T 2R A MDIP T FLUAZEH L E7,

o R A b4 (Hostname) : ISAKMP ik BIIE M &AM 9 578 A N OFERES KA A 4%
EALET, ZOLFNE, FA R E RAAL & THERESNET,

TILyiT E— FOFEXE (Enable Aggressive Mode)
NTT U RAR=7 VPN bRV TORMEMTEES, IPT RLABRRHTHY, 7/
A AT DNSfRRZEN TERWAEEMDA H 55613, ZoxraTro—3 g IR EER
LTHF—FERELZHLET, SR MBLORNAS ATESNTRI T =23 VT
bihvET,

[F¥#E%E (Advanced) I>[IKEI>[IVEv2tE X)) T4 7Y IT—2 3> (SA) ERFE (IVEv2Security
Association (SA) Settings) ]

IKEV2IZ2OWT, A =72 SA OEAEHIR TS X B3 EMrry v a U EEHT 22 &M
TXET, T 74/ FTHE, SA OEITHIBR SN FEH A,

2 vF&— F+¥ L2 (Cookie Challenge)
SABRIE/ X7 RDIGE L LTET TAAL AL v X —F ¥ LU VEEETHNE I %
RELET, Zaud, 4= 2EE (DoS) WEDOPILIZESLS>ZENHY £, 77+
VN T, BERATEEZR SA D 50% MER T T—va VHTHLIHEIC vxF—Fx L
CEMALET, ROF T aronPhol D&EEIRLET,

o« JAH 2 (Custom : )
« L2V (Never) (T 71 1)

s F1Z (Always)

EEVYF—FrL2PDOLEME (Threshold to Challenge Incoming Cookies)
FASns23xarz=—2a VO SA DREOEIE, ZORELXEET D L. LIFED SA
FIAYT—aNH LT v F—F v Lo VR b A—ShEd, #HIZ0~ 100% T
7
A Ensd I IT—2 3 M SA D (Number of SAs Allowed in Negotiation)
TR TR =g YIS TE D SADRKRBERHIRLES, 7 vF—Fr Lo
HIFEAT2EAIT, B/ oA F oy I NFTEINDHLIICTHED, 7 vF—Fx
LyVOLEWEZ ZOHIRMEL D HES LTZE N,
Fral &5 SA DExKEL (Maximum number of SAs Allowed)
PR S D IKEV2 #2it DR ARIR L £, 7 7 4 /v b TIEERIR T,

b RILDOUIERFFED @S ZE %N % (Enable Notification on Tunnel Disconnect)
EHEIT, SA TREINTEGRT Yy MREDSAD NI 7 47 BV X E—FKLRR
WEADET ~OIKEBHOEFEANEITEHcT LN TEES, 774NV KT
WX, [Z0@H & %{E9 % (Sending this notification) ] IXMEZNIZ 72> TV E T,
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Firepower Threat Defense VPN O IPsec 3%l 7> 3 >

[%#z%E (Advanced) ]>[IPsec]>[IPsec X7 (IPsec Settings) ]

BEEIEDRINZT ST A T—2 30 %FXITT S (Enable Fragmentation Before Encryption)
ZOFTvaNE, P T T T AT —a TR — L TWRW NAT 734 A% K
T4y PBRTELLICLET, ZOFTvaryEHEALTH P7T 7 AT —
varEHAR—= R LTORWNAT 731 ZAOBMERTIIT N0 Z &EH 0 8 A,

IRADBRKRIEELI=Y FOIT—2 2% (Path Maximum Transmission Unit Aging)
FAZTHE PMTU (NAFKRImEL=y ) O=—=U 7 DFD, SA (E¥=
T4 T YT —ary) OPMTU Uty hE TOREINEZNCARY 7,

fED ) v fElE (Value Reset Interval)

SA (tX=aUT 4 7Y/vxT—vay) OPMTUMAILOMEIZY) &y b EN D TORR
(43) AN LET, AL 10 ~304 T, 7740 MIERIR T,

Firepower Threat Defense D41 FE VPN kU RILDFHA T 3 >

FEF—a iR

[7/34 A (Devices) ]>[VPN]>[#A1 Kf# (Site ToSite) . D% [VPN DB/ (Add VPN) ]
> [Firepower Threat Defense 7 /3 A (Firepower Threat Defense Device) | Z3R3 575, £70i%
JARSINTWDHVPN AR UZRELET, FEMERE (Advanced) ¥ 7 ZBE, S/ —
var 74y R T[ %/l (Tunnel) | 23R L £,

foRILA T3y

NT TURAFR—IBLIOTILN A vy a "R TORMEATEXET, Z0® 7 g iEF
A2 N —RA v MERRTIEERINERE A,

c[INTENLIZAR—T Y —AR— 7 Hfi 2 A0 T % (Enable Spoke to Spoke Connectivity
through Hub) ]: 7 7 4/ h TIXIEHZ > TWET, ZOT7 4 — LV REERRTLHE, R
=27 ORI DH DT /N A, NT ) — REN L TOT NA A~OEHi A LR TE £
ﬁ‘o

NAT 5% 7
[F—TTITAT AvE—T T A=W/ (Keepalive Messages Traversal) | : NAT F—7
TIAT Ayt —=Y FIN=HNVEGNT L0 ESPERELET, VPN EHiNT &
AR—=27 EDOMNZT A A (FET A R) DEEISNLVTWDEA, =TT 747 Ay
TV EERIET DT OIINAT NI RX—H L =TT I3ATE2FEHLET, ZOT /AR
TIX, IPsec 72 —TCNAT ZEfTLET,

TOF T a rBBBINT LSS, By ar BT T4 T THDHI L ERTIEDICA
A= EHETNAA AT =TT 74 TEFNEESNIRR () 2 ELET,
X, 5~3600 BO®PETIELET, T 74/ MI 20 TT,
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SIBRET Y TDHRTE

o [T RARA M TRIE SIVICREAE~ » 72 LT v 2453 % (Usethe certificate
map configured in the Endpoints to determine the tunnel) |: T DA 7' a Y EH T D (F
T D) &L ZELIAREONEET Y FRA U b/ — RIZRE STV Hakll#
YT F TV FERETLHZ LTS TR SNET,

s [FEHAED OU 74—V REFEH LT o r2H5]3 25 (Use the certificate OU field to
determine the tunnel) ]: @R L7Z5GHE, RESNT~vy BT (ERROAT v a ) 12k
DT/ — RIS WGEIE, 38 LTCREREO 7V = 7 MEkil4 (DN) off
fHAL (OU) DEEZMFEHL TR XV BT A EE2RLET,

«IKEID Z{EH LT b rvZ¥HB]3 % (Use the IKE identity to determine the tunnel) ] : i3

RLUTZHE, OU (EREOAT v ay) &—HT o0 — /730U B IRGEhizL—
JNZEASNWT ) — RS20 e, iEHES—ADIKEE Yy v g V3, 7=2—X
1IKEID ONFIZHESNWT R ilvw vy b7 asnsd Z e 2R LET,

[T IPT FLAZEHL TRV ZHB]F 5 (Use the peer IP address to determine the
tunnel) ]: IR L7284, bR 0U £72IXIKEID HiE —#$ 50— Ei3E D
FANBESG ST — M ZEDWTHBI SR WG, LS ET IP T R X
AT 2R LET,

Firepower Threat Defense - k& VPN .



Firepower Threat Defense - k& VPN |
. Firepower Threat Defense D+« LRI VPN k> RLOFMA T a Y
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