IW—ILEFERLERBARD) O—DRE

ZITIE =B LTRARY =2l T 5 FEICOWTH L E T,

c BAL—LOREDOIEAR (1 4—)
BANL—NLDHE AT (2 —)

BRARY —HNORAL—LDEKR (32—)
cBRARY —NDIEANL—I 7 4% (10 2—2)

c BANL—LOIREE (20 X—)

BAEY —DREALNRY FEHOT 4 LE (22 R—)
c BIEAL—LREE (31 R—2)

cBANL—LDIA AL FNOBEI (35 2—)

BAIL—ILOFZEDOEKN

RARY =0 b=/ (Rules) | X—VZMHEHLT, HAT V=7 b r—b | FEHET XX
Mv—n, FV7at vt L—VIZET AL VIREE L ZDOMOBRTE LR TEET,

=X, = RREE [ XY b &ARNT 5D (Generate Events) | £721X[Fue vy 7L TA X
v &R T % (Dropand Generate Events) JIWCERET HZ LK > THMICLET, L—1%
AT DHE, AT LANZEON—NE =BT DHRNT T 4w 7IZHTHAN MEAERLE
T, N VEBHITHE, L— L OMEMEESINET, Flo, AT AVERT[Re Y
7L TA Ry hEAKT D (Dropand Generate Events) JIZF%E SN7-/—lk» T, —&F
DT 47T AN IRERII, EONT T 4 v I PEEIND KO, BFAR
Vo—%hRETEET, Ny v 7TRERETIE, [Frey 7 LTA Xy 4Rk T % (Drop and
Generate Events) JIZRRE SN/ — I K-> T, —HTDH T 7 40 v 71T 54 X2 hAVAE
MENBTZTFTT,

N—NDY Ty NEFRTDHILINN—NET 4 VAT L Lo T, —REESR
IW—IBREEERETHNL—LDE Y b &2 EMICERCTE F7,
BAN—IVEZEZN—NDEIEN T ey OBz nEETLH5E5, *y NU—7 %
ARV —DWebA v F—T7 x4 AT Taty BN ENLENTZEEITARD T2,
VAT MIBBMCHEORETT Y a2 FEHLE T,

L=LEFERLEBARY S—0HZE [}



. BAL—LDE AT

BAIL—ILDOAA T

R1LBAL—LOEAT

RAL—LLIE, Ry U —7 NOMgIEE RN ERMM$ 2R Az i3 5720

L—LEEALEBARY —0RE |

IZ AT DDl

MT 5. BESNEF—U—FE5 DLy FDZETT, VAT ALFIRY FI—27 R T T4y

7 % o DB

W, Ny R ERSILV—VIER

N—VHRE SN2 T RTORM A5G, £ON—NE MU T—LET,

RARY —|

IELLTOREENH Y £77,

cBANL—, ELF TV P A— L ERET A N — IS EIESNET,

e YTt Y —il,

NIy NT

WATBOZTY Zat ydo 1 DICEEMT O ET,

WD,

UbEon—n 24 FOBMEZELH L £1,

ESNTZRMEICES LEbYE, T—4% %y bd

T a—X O A T a . Fizid Firepower ¥ A7 A

DA —% WAL L =)L LTREFETDHZ T TEET,
FEHRIER CEETLLHEDR—FLIP T RL AR YY) 2EETEXET, w/L
WKLo TERENALV—F 7 e — 0 RAL IR LET, T
X, =0 —h) at—ERELTHL, L— L EZHEETETET,

Lo TR EN D L—VITIE, KT 7 4V MEARY —HNTTF 7 3L hD—ik
BToHNET, FEAEDOT Y Fat v L—ILinT 7 )L N THEHIZR> TV DT

JL— )L Ny A —
F RAA VB TIX, Talos
PR A A v OEEE

Talos |
HENEY

B L L EERLEBAKRY S—DHRE

247 (Type) S rL— [SnortID (SID) |Y—X (Source) JAE—OF | #REDF
21D (GID) = %
HHEF T b |3 1000000 i Cisco Talos Security Intelligence and Yes H PR AT X
JL—)L Research Group (Talos)
AT % 2k L—L |1 1000000 it Talos Yes I RAT =
(Z/'a—n
Vv RAAL Y
FELY
v — GID)
1000~2000 | 1000000 VA k= 2 —YRERE T A AR — k Yes Yes
(FF R A
A4)
7Y TakyP—|Fa—4FE 1000000 A Talos No No
JL =X 7
b oz 1000000 BLE | AT s VRGERAC S AT AT &Y AR | No No
& A
Talos (Z & > TERC S NTcV— L EZEH L TRIFT D Z EIXTEERADN, BEHINTZL—L

N— VTR EN DA E-IT



| v—LEERLEBAKRY S —DHRE

BAKY & —

&

ATvT2

ATvT3

gaky v—mogAL—LoxE [

D, VATAZT V) T eyt =T HAR FOAEREAS T A VBBTOERK S
ry POREEZITHOE 581, ZNODONL—VEENITHEHLERH Y £9°,

HDEFEAIL—ILDRER

AYX— bk 514t [ HEDSAEVR | BR—bEShET | HR—rENEK | 701X
R N R A (Access)

Admin/Intrusion
Admin

B (Threat) Protection & (Any) & (Any)

RARY 2 —=TON—NOFFRTTECTE T, BROFMFIZL>T— &Y — b TEE
To FEDN—NDOFEMEFRRF LT, L—ARE, L—/b RFats b BROZOMDL—
MR Z RS D 2 L b TEET,

FIE

[R1 <— (Policies) |>[7 7 R 3> kAO—JL (Access Control) |>[&A (Intrusion) ]% &
WLET,

T DR —DMICHLWET A2 @) 227V vy 7 LET,

ROVIZFFRTA 2 () BERRSNDEE, RETLENAA IR/ L T, BHEZE
EI 2RI H D EH A,

T —Tay o [RY —fE#H (Policy Information) ] @ FiZdH 5 [/L—/b (Rules) ]
27V v 7 LET,

ATYTE = NEFRLTWDHH, UFEETTEET,

AZARY —NDIL—)L T g L DEE (19 X—)
Vo7 LET,

c V= DHHELTHEH T LO—FLEDH A MEREZTA 2BV v 7T LICL-
T, V=% Y—krLET,

RANL—IEEHIORR (5 N—) OFICIES T, BRAL—LOFEMER R LET,
«[RU— (Policy) | kmy 7 XUy URAINOMEEZRIRT S Z LIZL-T, BARLHK
Vo—REEoL—N 2R RLET,

DOFHIZ > TIL—L % T 4 LK

[{RAJL—JL (Intrusion Rules) ] R—< D3]

(R AL— L (Intrusion Rules) | X—T TliL, A=a— RN—BILW~y X —IZR LT A 3
DMEHEINET, =& 21, b—/VIREE (Rule State) | A == —TiX, /L—/L U A LD [/b—

JVIRRE (Rule State) (FIERIUT A 2> () BMEHINET,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B e —roum

£ 2:[)L—IL (Rules) ] R— D3|

RHL Bl
GID A= DY xR —% 1D (GID) % 3T 3%,
SID N— L DEFFRB] T & LU THERET 5 Snort ID (SID) % 9 %5k,

B AL I =L DA . SID i 1000000 LI ET9,

Ay—v DN E S TERINDA R MIEENDA vy E—Y, L—LDA4RTE LT bR
l./ \35 j—o
= JL— )LD jL— LR EE,

<

ey FLTARy baEmT 5 (K)
o ARV FEERT D ()

< (77)

Aarxz7) v r45e V—/WREBEEETEET,

@ JL—/L® Firepower /L — LARTE,

A 4 =R S DA N2 b LEWESRA N Ml EOA X b 7 4L H,
c J— LV DBV —VIREE, FRE ST L — MERENRAE LS EICHEICR Y £,
1) V=R L TRESNTZT 77— b (BUEIXSNMP 77— D7)

o = MTBMSNTZa A b,

LAYDORay Xy VA ReEALT, A —HNOMO LA YO [Lb—L (Rules) ]-%—
VI EZHZ L TEET, RV —ICbAYZEBMLhosmBIckay 77Xy
A MIEREINAMETRESRE 2 —FRY —D[)L—/ (Rules) [~— &, JEidMy Changes
EWIHARITEST2R Y —EED [/L—/b (Rules) | "X—T 7RI THDZ LITHERELTLIEE
W, ZNHDOE2—D—FEERTLE, b —FbRILEIICEREINDGZ LICHIERLT
<&V, Fry Xy U2 MIE, B0 EHOEARRY —o [L—/L (Rules) ]—
VHERRINET,

FEAIIL—ILDEH

DL—/v DR (Rule Detail) | B = —T, /L—/L ¥ =2 A N Firepower DHELERIH, 5L
NV F—sN—y REFRIRTEE T, £o, V—VEROKELZFRBLIOBEMTE £,

B L L EERLEBAKRY S—DHRE
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gar—rimozr [

R I IL—ILDOEMA
EH Zi8A
2 = VOB, L—L R=ZDA N> R T, A—/b RF a2k MOEEERN S

FNTWVWABESICZDITNFERINET,

JL— LIRHE (Rule State)

=L DBEDNL—)VIREE, L— LIREERRESINT-BELRLET,

Firepower D HELEH I
(Firepower Recommendation)

Firepower DHEREHIENER SN TV DA, HRINH L —VIREEEZRT T A =
>, [fRA/L—/ b (Intrusion Rules) ] X—Y D% (3X—) 2L T EEW,
VBT D EPHEREN TV D58, VAT AIHERSEEEZ N T— L7z
Xy MU= Ty bERIFRELRLET,

L= DA —s3—~ K (Rule
Overhead)

AT N NT 2 L ACKTT BN — LV DOBTEN S L L — LN A B X T
TR, Maggtkic~ v 7SR T e —h L Jb— A== RAVE D 2
THONTVER A,

L& UMl

ZON—/VIBHERESN TV D LEWEE . =D L EWEZBEINT 5720 DR

a0
Hbo

i (Suppressions)

Z DN WZBHEBGE SILTW 2 IIHIRGE & b—/L Ol 21BN % 72 OREE,

FRAE (Dynamic State)

ZDON—VIZHEREINTNA L — N R—Z2D/L—/LIREE L | L— L DB L —
JVIRREZ BN 5 72 8 DHERE,

77—k (Alerts) ZON—VZEESIWTWDHSNMP 77—~ & L— DT 77— N8BT 579
DIHE,

B ZON—VTBMENT-a A b e, —LDa i s ZBINT 5720 DOHEEE,

Bk Cisco Talos Security Intelligence and Research Group (Talos) T L - THRILI N2 HIE

DIV—D—) FE a2 A R,

BRAIL—ILFHEDRT

RT—h 54t |HEDTAEUR | HHR—FENET | HH—FEhd R|7o£2

~ R N R A (Access)

%W (Threat) Protection fE& (Any) {£& (Any) Admin/Intrusion
Admin

FIE

ATy F1 [R1)— (Policies) |>[7Z X a2 kB—JL (Access Control) |>[®A (Intrusion) ]% %

WLET,

L=LEFERLEBARY S—0HZE [}




L—LEEALEBARY —0RE |

B e —roLsnenz:

ATy T2

ATvT3
ATy T4

ATy TH

T DRI = DRI HDWET A 2 (@) 227U v 7 LET,

ROVIZEFT A 2y (8) BERRESNDGE. REFTHEFAL TR LTEY, REZL
B 2MHERRH D 8 A,

T —var XL TUb— (Rules) 227V v 27 LET,
=N DFMER R LTV —E 7 Vw7 L, R=TUDFENCH D [(ElDFE R (Show
Details) | %27 U v 27 LET,
BANL—LOFEM (4 2—) THMHINTWD X IIC, V=L OFEMNRFREINET,
=L DFEMD D, LTEZRETEET,
¢« T T —F ARANL—ILDSNMP 77— FORE (9X—) 2L TIEEN,
s AR ARAN—IAD TR OB (10 2—Y) 2L TIEIN,
« XA F I w7 V—)LOIRKE : JL—/ Vi (Rule Details) |3— 26 OB L— LIREED
RE (8 =) ML TIZEN,
s LEVWE : BANL—LDOLEVEDORE (6 ~—) ZZRLTIZIV,
o J AR ANL— A O O E (T N—Y) EZRLTIIEIN,

BAIL—ILDOLEMENETE

ATy I
ATy T2

AYX—bk 4t |REDFAELIR | YR—rENET | YR—FENBF |7 EX

VAR NA R A (Access)
@ (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

[L—/LDFH (Rule Detail) ] —2 T, L—/LOBE—DLEWMEAZRETEET, LEVE
MY 5L, V=V OREFEDO LEWEDS EEEINET,

TN EE ANTHE T 4 — L RICETT A 2 (&) BERSNDACES LTSN,
FOTAaALEIT Vv ITARE, FOT 4 — FOREOEMEIZREA D LETOMENIEEL
VAT T 4 — IV R0 F9,

FIE

BANL—)LOFEMIT, [LEVME (Thresholds) 1DFiIZH 5 GBI (Add) 1227V v 7 LET,

[#47 (Type) | Ky 7 HZ o URXA N, ZETDHLEVEOX A THRINLET,
cRESNTHEHTZD DA R N A AKX U AFEINEHIRT 5 8E 1%, [HIFR (Limit) ]
PERLET,
cFRESINTMRHTZ0 DA R N A U AF AT LM E T 25T [LEW
i (Threshold) ] ZERL £,
FEEESNTANRY A VAZ U ABITGE L% T, BflH7-0 1 EFomma it 55
A1, [M (Both) ] Z&IN L £,

B L L EERLEBAKRY S—DHRE
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ATvT3

[BEixIE (TrackBy) | Re vy 77X o U A Rnh, [

(Destination) ] ZEIN L., A X2 b A AKX AREE

DEHBIZ L > TEIF SN D 2R E

L/ij—o

gar—romsionz [

ES =P (Source) ] E£720%

BT
gt IP

(5t

U AEFIISEHRIPT R R

ATy T4 [k (Count) |7 4—/VRiZ, LEWEELTHERATIAR N AUV AX U ADEE A
jj L\i—;«O

ATY TS [ (Seconds) 1 7 4 —/L RIZ, A XUk A AZ L ZEBHT L8 () #EETS
BiEA AN LET,

ATvT6

[OK] %27 Vv 27 LET,

EVk

[f X 7 4% 17 (EventFiltering) ] ¥|D/L—VDOFEIZA X N 745 T

gay () BERINET, L—MBEROARY F 742582, 7
A3y BIZAXRS N T A NEOEBERINET,

BAIL—ILOHFIDETE

ATy I
ATvT2

AX—b 54t |REDFAEVR | YHR—FENET | HHR—FESNEF | 77X

VR INA R AL (Access)

Z B (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

BARY =D — Ukt LT 1 2L Eoinl %z

W EEANT DL 74—V RicELT A 2 (@)

FIE

BANL—IVDOFEHT,

9 FET,

BETEET,

NERRINDHZEIZ
W FDOTAaLEI) v IThHE, FTDT 4 —)L FOREDOHEIMEIZRE S ),
ELRWIRESILT 4 —V RRZRIC

HEELTLEE
LLRTOE 3T

[#1#] (Suppressions) ] DFEICH D EM (Add) 127 Vv 7 LET,
L ROWTNINDOFT T a v wik

[l % 4 " (SuppressionType) ] K v X 72U A Khinb
RLET,

BN LI —LDA RV N W 55a0E. b—/v (Rule) ] @R L £7,
hmttﬁﬁxW?%vxﬂagﬁéméﬂﬁ/hmioféﬁéﬂé4NV%%mﬁ
T 5561, [HE7C (Source) | ZiEIRL £7,

-hmttm%m?vaK%Eénéﬂﬁybm;oféﬁéhé4Nyk%m%¢é
WAL, [#856 (Destination) ] Z3#R L 9,

il # A4 7L LCEEIL (Source) | F 721X [565E (Destination) ] Z &R L72GA 1. [Rv b
7 —2 (Network) ] 74 —/VRIZIPT RLA, 7T RLA Try s EZTIENLLDOEEDOM
FAEDETHE SN o~ DY A NE AT LET,

ATvT3

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B 0 a8 Rule Details) 15— Sh 5> OBIEIL—LREDRE

BARV =BT 7R arybra—L R —DF 74 /)L N 77 g AABEMIT SR TW
BEEE, TIANIT 7 a BBy b TRy NI BRARREEZIIVETLZZ &b
T&EET,

VAT AL, HV—T RAAL VAN DO Ry NT—0 = T EERLET, vV TF KA AL
BT, EEOIP T RLAZEHA L TCIOREEMHITD L, T LW RIZA S ATEE
Hnd v 9,

ATy T4 [OK]Z27 V7 LET,
Evb T HEL—LOREICH D [Nk 7 4 0Z ) 2 (Event Filtering) 30D /L—/b

ORICHBA RV D T4z TAary (W) BRERESNET, A—ITERD A~
VR T ANEEBMLESAE. TA a2y EOTR T 4V Z O E R LET,

[JL—ILE# (Rule Details) ] R— M5 DEIRIIL—LIREEDERTE
AT— k54t |REDSA VR |HH—FENBT | HHR—FEhBE|7HER

R N R AL (Access)
B (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

1 2O—Zx LT 1 DL EOBFL— /VIREEZ R E TE 3, RUICRREINHBEHL—
IWREBIZIRR O EWT T A AU 7 4 BED Y THENET, 2 DOBIL—/LRENBA LTS
BRI, BOOT 7 v a U RETEISNET,

gL — WIREEIIAR U v —[E AT,

TN EE ANTHE T 4 — L RICETT A 2 (&) BERSNDEACES LTSN,
FOTAaALEIT Vv ITARE, FOT 4 —)L FOREOEMEIZRES D LRTOMENIEEL
VAT T 4 — IV R0 F9,

FIE

ATYT1 BAL—/LOZEMT, [BIEREE (Dynamic State) | DREICH 5 B (Add) 1227V v 7 L%
7
ATY T2 DB (TrackBy) | Koy 720U A Rinh, —L—BOBWHIERIEET 547 3
VEBERLET,
BEDREILELITEETOE Yy ENBDZFDONL—LDE v NMIE BT 585580, [
fEt (Source) | Zi®IN L £7°,
cBEEDOSIEEEIZITFED T Yy F~DFDONL— LD v N IE BT D 5A %, [5i5E
(Destination) ] Z#R L £ 7,
s EDON—NDOTXTO—EEZBHT 55581, b—/v (Rule) | ZER L ET,

B L L EERLEBAKRY S—DHRE
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

gan—nosnmp 75— rozz [

BB E (TrackBy) 1% [15/57C (Source) ]E 721 [585E (Destination) JIZE%E L72GE 1T,
[r> FT—2 (Network) ] 7 4 —/V FIZIEBMTAKEHFA DT RLAEZ AN LET,

VAT AT, KV =T RAALNEBIOR Y N —2 = TEAERLES, v TF RAAL Y
JBBATIZ, EBEOIP T FLAZMH LTI OREEZMEIT 2 & THILARWFRICR 5 AHE
HERH Y F9,

[L— b (Rate) ]OHT, WBEL— FERETHHMHTZD ONL—NL—FOKEERELET,

[Tk (Count) | 74— /L RT, LEWVEE L THEHTAIL—L—EOREEELE
@—O

*[# (Seconds) |17 4 —/V RTC, WRZEZBHT MM Z2EIEEREELET,
[BrLVVIREE (NewState) | R v 77X 0 U R Mn . NSz & ZI2FETTHHL
WT7 7 va v EERLET,

[#A4 2572k (Timeout) | 7 4 —/V RIZfEzE AJILET,

BALT T IBBETDHE, V=R TEOWREIZREYD £9, HLWT 72 a U BNEA LT T b
L7Z2WE ST 25E1F, o ZATILET,

[OK] %7 U w7 LET,

EXF [@fkiE (DynamicState) 1FID/A— L ORICEIFREET 4 2> (W) BNERSNE
Ty =V OBIRI L —VIREE T 4 VX 2B LT 5E1E. 74 3 v Eosn
TANE DR ERLET,

RAIL—ILD SNMP 7 5 — L DERTE

AR—b 54t |RHEDSA VR |HR—LENET | R—rEhBE | 7HER

VR N R ALY (Access)

W (Threat) Protection £& (Any) £ (Any) Admin/Intrusion
Admin

[L—/L DFEA (Rule Detail) 12— T, /L—/L®D SNMP 77— h &R ETE £,

FIE

RANL—IVOFEHIT, [7 77—k (Alerts) ] DE{IZ&H D [SNMP 77— DB (Add SNMP
Alert) 1227 VU v 7 LET,

Bk

[75— b (Alerting) 15O —ADHIZT T—F 74 ar (W) RERENET,

N—INIEB DT 77— b BN LTGElE, 74 2 BT 77— FOBBFERINE

R

L=LEFERLEBARY S—0HZE [}




L—LEEALEBARY —0RE |

. BAL—ILADI A FDEM

BAIL—ILADI A FDEM

ATv T
ATy T2
ATvT3

ATy T4

BARD O—

ARX—hF S4t |[EEKDFAEVR | R—bENET | HHR—FENEF| 7O ER

VR INA R ALY (Access)
B, (Threat) Protection & (Any) £& (Any) Admin/Intrusion
Admin

FIE

BANL—IVOFEHT, [Z2 A2 b (Comments) [ DFLD BN (Add) 1#27 Vv 7 LET,
[ A2k (Comments) | 74—/ RIZ, W—/baXr hEAHLET,
[OK] %2V v LET,

EYh o x5 aE[2 20 b (Comments) |5 T ADOL—LORECa AL kT Ay (B)
EFRRLET, L MIEEOa A MEBILIESRAE, 74 2> EOETRa X
v RO ERLET,

=)L a X R EHIRT A2, v— b aRX ks arTHIER (Delete) 122V v 2
LET, BARI O —OEERII v bEINTIZIZ AL IMBEX Y v a2 INTWBHEAITET
A MEHIBRTEET,

RDBERY
REAFEZRALET, RELEORAZZML TIZEW,

HDEAIL—IL T4 ILA

b=/ (Rules) | <—PIZFRT D0 —VE, 1 DOREHEE 71T 1 DL EOIEEDAE DY
IZHEADNWTT 4 VZ L TE ET,

=) T 4 VB F—U— RiE, L VRERCA X N T4V E R EON— LR EEREHAT 5
=& BOFRT < LET, b— Rules) [ X—T DT 4 )V F NV TG | HkiE
WT2ZLI2E-T, F—VU—RTT 4 NFUEF B LRI, F—T— RO5IEE®EIRT S
ZENTEET,

BAIL—IL T4 IILADFETEEIE

VERE LT 7 4 VBN [ 7 4 0% (Filter) | THFA MRy 7 RAZFRENET, T4 LZ SFL
THF—U—RLX—U—FRE¥E7 ) v LTTANANZEERTE LT, HHOF—U— %
IR L2580, /XT.MIP%ZFL%% AND vy 7 2L TRHAE L, BEMB7 4 V2 %
R LET, 72E X [T TV (Category) | T[Z'V 7 atv¥ (preprocessor) | ZEEflL

B L L EERLEBAKRY S—DHRE
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| v—LEERLEBAKRY S —DHRE
BAKY o—L—1 T4 LatEE0A1 £S5 ||

TH5, Jb—IL 32T > (Rule Content) |>[GID] DJEIZER LT, [116] EANTS
L. TV Tyt — T, BD, GID 2 116 DT R TONA— IV EHfFT 2 lcategory:
“preprocessor” GID:”116”] EWNWIHI T A NENRIRINET,

[#77 =Y (Category) ]. [Microsoft fi5514 (Microsoft Vulnerabilities) ], [Microsoft 7 — A
(Microsoft Worms) 1. [7'7 v 7+ —2L%¢f (Platform Specific) . [V 7'rt& > ¥
(Preprocessor) |. B X ON[MESLE (Priority) (D% 7 4 VZ Z—T %R+ HIE. Ho~T

X bNTeF—U— ROBHOFIEEZEETCEES, L& 2E, (7 TY (Category) ] 706

[os-linux] L [os-windows] ZERT D&, os-linux I 7 T U F721F os-windows T T Y N L—

IVERET A ’—Category: "os-windows, os-linux"] &EWNDH T 4 LA FERRCEE T,

T AN NRNVERRTHITE, ZonTAar () 22Uy LET,

TANG NNV EIEFORICT DITE, HERRT A= () 7Y vy LET,

BARY S —IL—IL T4 IILEABEDHA K42

FEAEDEE, 74 NVEEERT D E I, BAKRY —HNO [b—/b (Rules) | X—T D
ERNZHD 7 4V Z NFIL L TR — U — R/BI A BN T £,

T AINVE NIV TII, =L T4 ILEZB)L—)L T 4 VR TIL—FICHHEEINET, £<D
=)V T 4 WH TN—TICH THENEGEENTNDED, L TWVDEEFEED/NL—/LV A I
ROFdZEmTcEEd, —HONL—1VT7 4 220, BBELTEMNOAL—IZ NI AZ T
THEDOEBDO L~ NEESNTVET,

T ANE NV NOERIL, BERICEST, T4NE EAT TN—TERFELIZD, F—T—
RERLEZD, F—TU—RO5|/HEE L7V LET, ROKBIZHEBELTLIZIN,

e F—TU—F (b—/&E (Rule Configuration) ], [/b—/b =27 > (Rule Content) ],
[T > N7 4+ —2L5F (Platform Specific) ], 3 X O[S (Priority) ) LSO 7 11
B EAT TN—TRHLERIRT DL, 2O 7NV —7REHINCTERTRRT—T —
RR—BERRIINET,

HEVZXNNDO /) —FE27 ) o7 LTHF—U—RE2ERTDHE, 74NV 2EHET 5515
EHRTETAEDOOR T T v 7 740 RURFRENET,

FOF—T— KNI T T 4 NVE THERHEN T EHERITL. FOX—TU— RO EDOF K
NRE LI IcEE R A ONET,

722X, 74 Z X ® [JL—ILERTE (Rule Configuration) |> [HE4E
(Recommendation) | T[RK2 v 7L TA X F& 47T % (Drop and Generate Events) ]
7557 U P4 7’&5 & N rRecommendation:"DJ:op and Generate Events" | N 4/1/§ k-
Ry 7 ZZEBMENET, DK T, JL—ILEXE (Rule Configuration) |> [HE3E
(Recommendation) | T [ X2 N & 4% 79 % (Generate Events) | %7 U v 735 &,
74 JVH M ’—Recommendation:"Generate Events" | ﬁi’ﬁﬁéﬂiﬁ“o

e ¥ —U—F (A7 =3V (Category) ]. [7¥H (Classifications) ]. [Microsoft ifi59t (Microsoft
Vulnerabilities) ]. [Microsoft 7 — 2 (Microsoft Worms) |, [#5c/ (Priority) ]. B8E O

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B artus—n—n o nstgnnqarsqo

v— 7 > 77—k (RuleUpdate) ) (2722 TWNWDT 4 NVE X AT TA—TRHL%E
BIRT 5 & ARSI B — BRI RSN ET,

DXL TDOITN—TNLHAEZRRT A E, EHINDGFIHEXF—U— BT IT7 »
AEICEBIMENET, F—U— R BT T AN EZRNICHEE L TWESEAIL. 2071 —
FIZHIET HF—U — ROBFOSIEPEEMmZ 5 ET,

T ZIE, 74 NE XD BT 3V (Category) | Clos-linux] #7 U w27 35L&,

lcategory:"os-linux"| N7 A /VH THFA MRy 7 AZEBMENET, FOHKT, (BT
= (Category) ] T [os-windows] 7V 3BHE, 74NV EN [category: "os-windows"
WCEFESNET,

[b—/ 227 Y (Rule Content) | D F D [ZH (Reference) |1 LF¥F—V—RTHV, £
D FIZFREDSIID Z A4 7% ET, ZRF—U— FOWThNERIRT 5 &
FIBERRET DT ODR T T v 7 T4 RURKRSI, F—T— FRBEOT 4 V4
WCEIMENET, F—U— FRRTTIC 7 4 LEZNTHEA SN TWE5EAIE, BEFEOS 50
BELESH LW SIEIcES R DR ET,

722, 74 nH RXRFATUL—ILa T2y (RuleContent) |>[SHE (Reference) |>
[CVEID| DIEIZZ Y v 735 E, Ry 7T w7 742 RUBBEWTCVEID 2f5ET 5

XokwonEd, Tl EATTBEE, Tcve:720077] WT 4 NVHETHXARRY 7 A
WZiEmEnET, BoFITIE, 74 ¥ SR TUL—)L 32T Y (Rule Content) |>
[BH8 (Reference) |DIEICZ Vw7 325L, RoyTTv7 740y RUBEWT, 2%

?Eﬁiﬂﬁ‘éc}: 5*&5 %ﬂi'@‘o |—2OO7J k]\jj'j‘ék\ |—Reference:”2OO7”J ﬁ§7/(/l/§5:
FA MRy 7 AZEBMSET,

EEOIN—TNE— T 4 E =T — REZER LSS, £ 7405 F—TU—
ER 7 4V ZIBIMEN, BEFOF—U— KRR INET (FIUXF—U— FOF LUVVE
TEEXINRDST-5HE)

T ZIX, 74 NB XD BT 3V (Category) | Clos-linux] #7 U w2735 &,
rCategory: "os-linux"] i A JLA T XA RR v 7 A LCJEj][] é;}’biﬁ‘o %@?&T\ [MiCI‘OSOﬂ

e85 (Microsoft Vulnerabilities) ] C [MS00-006] #7 U v 27 35 &, 7 4 )L XN
rCategory: "os-linux" MicrosoftVulnerabilities:"MS00-006"] @:%E = Z"Lifo

BRDOX—T— 2R LB AIE, VAT LARENDLEZ AND Y v 7 2 L TRES
L. BEMB7 A NVZEERLETS, E2E 73V (Category) | CT[FV Tty
B (preprocessor) ] ZEIN L T225, [Jb—IL a2 T2V (RuleContent) |>[GID] DJIEIZ
BINLT, Tie) EANTDHE, 7V Tty —L T, HD, GID A 116 DT T
DON— )V ST 5 rCategory: “preprocessor” GID:”116”] EWIH T 4 VEPDIRENE
7

[#7 Y (Category) ]. [Microsoft ffa55% (Microsoft Vulnerabilities) ]. [Microsoft 7 — A
(Microsoft Worms) ], [7'7 v K7 % — 2454 (Platform Specific) ], 35 & OV [BILE
(Priority) 1D 7 4 V& I N—T 2T UE, I~ TRULNZF—T— FOEEK

DI EFETEET, & xiE, [#7 TV (Category) ]7°5 [os-linux] & [os-windows]

BEIRT D L, os-linux 7 IV F721% os-windows BT TV ND/L— L EESET 5
|—Category: "os-windows, app-detect"] &I T 4 L H EAERTE £7,

B L L EERLEBAKRY S—DHRE
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\}

BAKY o—L—1 T4 LatEE0A1 £S5 ||

DT 4 VE =T — RBIROST TRULV—ABBEG SN HE™H 0 £T, &z,
Jo— LN dos BT Y TT 4 VHBLS -6 & High BJE[ECT7 ¢ V& U S iz 56101

EBi,

DOS Cisco attempt rule (SID 1545) BERINET,

G¥)

Cisco Talos Security Intelligence and Research Group (Talos) 23/L—/VEHFA J = XL ZEH L T
=L T g W EBINETITHIRT 2560300 7,

[/b—/v (Rules) ] =Y D— i, FEF TV b —b (Y=L —%1D3) £72i%
BT AN L—)L (=R —ZID1, 7 a— )L RAAL F- T2 — GID (1000 ~

2000) . FRRERAALY) OWFRNTRY £, ROFIZ,

ZRLET,

RAINL—=ILTALNE TL—TF

SESFERNA—IL T 4 NAE O

TJA4NLE TL—7TF

B

BHEOSIHEYR—+
ERCY

RHL JA FADIEAR

JL— /L% E (Rule
Configuration)

JL— VDR TEIZ TSN
TI—VEBTZERLE
j—o

L

Th—7 F—U—F

N—)v ag Y
(Rule Content)

L=V DNFIZFESN
THA—ILZRERE L%
Er

L

TN—"7 F—U—F

717 =Y (Category)

Jb—)V =T ¢ BT
ENnBHA—IL BT T
1SN T — L B R
KLET, m—Hn
J—ka—a o
TN—TIZRREIND
ZEITEELTLES
VY,

F—U— R 513

43¥E  (Classifications)

= K o THERE
NHANR SOy
NEENIZR R E D
WS FRITHADNT
=V ERRFELET,

L

F—U—R 513

Microsoft ffEg54
(Microsoft
Vulnerabilities)

Microsoft % = U 7 ¢
T B> TL—
NERRBELET,

F—U—FR 51k

L=LEFERLEBARY S—0HZE [}



B artus—n—n o nstgnnqarsqo

L—LEEALEBARY —0RE |

TANETL—T

B

BRO5IHEYR—

ERCYA

FIREL

VA FADIER

Microsoft 7V — A
(Microsoft Worms)

Microsoft Windows 75 A
MR B EED
T — KZEEDSNTL—

NERFRLET,

o

Fom—

51k

AR NS N
(Platform Specific)

FA_R—T 4 T A
T LDEFED/N— 7
v & ORI IS
TA—VERELE

RS

=V D A

L—F 4 T AT A
FIE1oOF 2L —
TAYT VAT LB
BON— g TR
THHGENHDH I &I

HEELTLIZEN, =
& ZIE. SID2260 A
T35 &, Mac OS
X, IBMAIX, BXO
FOMD AL —T 4
VTV ART BOBED
N—=T g SNTHBLF

‘j_‘b

F—U—F

51k

BTV RX DB NTI
DO H % ®IRT 5
&L SIEITE TN E
MENHZ EITHEEL
TLIEEY,

) 7atk vt
(Preprocessors)

AR 7Y Fat v
D=V Z R L

7,

T Tav v BNEAER
(72> CWBEEARILT
Voatvyh 7T a
AR DA N E
ERL, A T4 V8
BACIX, EXNT > b
ZRay7XLET, T
HI=DITIX, £0FT
va VICEREMT B
=70 Fat -y L—
IV BN D BN
HorZiicEELTL
7ZEW,

Tn—

BT ITN—T

B L L EERLEBAKRY S—DHRE
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gan—nigz s |

(Rule Update)

LCEBMERFEE S
NI — LB RTRLE
T, VT L

2, BHNOTXTO
J—)b HHITA v

R— b Ii-ME—DHT
Lvwb—b, F70idE
k- TEFIN-
Me—DREAFED NV — /L %
FRLET,

T4NE TL—T Bl BHROSIHEYR—F | REL )R FADIEE
ERCY

[FF7A4AA4V T« . . BIOMEOE |0 F—U—F GIE

(Priority) ] S‘E}E&F‘i%/j‘b\f/l/—/lx B % R R
ERRLET, DI &I 2
=W ZEID B THR &L Bl E TN E
T2 BIC L > TEOE MENDZ EITHEEL
TEENRE S NVET, TLTEEY,
INBEDTNV—TTE,
NS o =)
WS nET, r—
Sov—v (-OF 0
I—FNA R — N FE
TV ERE LTz v—0)
VMBS T — TR
TRENRNT LICHE
LTL7EEN,

=V Ty T T— R~ | FFEDNL—/VERZE | 72 L F—U—F 513K

BAIL—ILEERT 1 LA

[b—v (Rules) ] R—UINZFRSNIZIL—LZ2 N DD /L—URERLERTE T 4 VA ILEE T X

F9, LR

= VIRBE DS HERE L — /VIRRE & —E LD — V2 RRT 55613,

[#ELE L —F L 72\ (Does not match recommendation) ] Z 3R 5 Z L2 K » TL—/LikfESE

T4 NVE B TE T,

HEYV X NDO ) —FE27 U v 7 LTHF—U—FREZERTDILE, 74 VEEMET A5 5%
ETEET, ZOF—U—FRTTIC T4 N ZTHHASH TWEEAIE. Z0F—TU— FOBE
TFOBIEBIEE L5 icEE Bz onE T,

e 2, T4 NH XF D [IL—ILERTE (Rule Configuration) |>[#22 (Recommendation) |

T[RayFLTA X hE4ERKT 5 (Drop and Generate Events) | %7 U v 735 &,
(Recommendation:"Drop and Generate Events"| N7 4 /VH THF A K Ry 7 ABMENE

T, ZDO% T, [JL—ILERE (Rule Configuration) |> [#%E (Recommendation) | T [ X2 b

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |

. BAL—=ILIVTUY T4ILAE

%% T 5 (Generate Events) 1227 Vw358, 7 4FN0 [Recommendation:"Generate
Events"| ICEEINET,

BAIL—ILaADTFIUY T4ILA

[b—sv (Rules) ] N—VIZERKRINTN—IZ N DDD/N—)L 2T Y IHETT 4 V4
W TEET, 2L —ADSIDEMRETLHZ LIZE->T, A=Az T I ETE
FI, FEDIEAR— MIEEIND N T 74 v 7 2R ET DT X TCOL—LVERFETHZ L
HTEET,

HEEYZANNO ) —FRE7 V7 LTHF—U—RERIRTLH L, 74 VHEMEET D51 55E
ETEET, FOXF—U—FRTTICTZ A AZ THHENLTWESEAIE, 20F—U— RO
FORIBNTEE LTI BICE A b E T,

e ziE, T4 NZ KD [—v 27 Y (RuleContent) | T[SID]Z 27V v 795 &,

Ry TT w7 04 RUNRBENWTSID DAIBNESIET, [1045) EATTBHE,
[s1D:710457) DT 4 NH THRA MRy 7 ZZBMENET, TOHKT, HE[SID| 227 U v

LT, SID 74 NHE% [104a) WCEFETDHE, 7 40%N Isip:7104a7) ICEEINET,

RE5IL—ILAVTUY T4ILE

PRI BRRTHIL—ILORE

Ayl—v Ayt— T 4 — )b RTHRE SN FH & 5T,

SID fRESNZSID 3d 5,

GID fRE SN2 GID B3 5,

2 M7 4 — )V RCHREINLXFH 2 G, £12, FFED
B A TOBRE L EE SN XTI TT A NE Y 7
HTEHTEET,

(S alert £721% pass M HHLAT 5,

o ko BRENT= 71 barikEt,

J517  (Direction)

=N, FBE SN HRRENE ENTNDENE H M
3L,

Y —A 1P

= NHNOFEITTIP T R AGEEICIRESNZT FLA
I EBAEHNT D, AZRIPT VA, CIDR7 H v
TITVT 4w 7 AK, £721F sHOME NET X SEXTERNAL NET
REDEREMEH L TT 4 VHLBRTEET,

%65 1P (Destination IP)

N—IVNDFEITLIP 7 RV ARSI E ST FL X
ELREBEENS D, ARRIPT RLUAL CIDR7 H v
JI7VvT 4 v AR, F£7013 sHOME NET K> $EXTERNAL NET
REDEREMMA L TT7 4 VAR TE LT,

B L L EERLEBAKRY S—DHRE
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gan—nn75y |

PR BRETDHIL—ILOARE

V= A R— b fRE SN EERR— MEEte, A— MEIX, 1~ 65535
DIEILFT2NIAR— FEBIZT D HERH Y £77,

Pt e AR — bk (Destination port) RSN skerR— NagTe, A— MEIEX, 1 ~65535D
R E NI — NEBIZT DM ER DY 77,

=L DA — 3=~ K BIRSNTN— DA — =~y FBH 5,

AR T —H —HIT DX —ELMEOXT 2EGLA T —ENbD, 2L 2
X, HTTP 7 7Y r—3 g v Fa b a/L il it 5 2 4
F— R B LT — L B RRT DI,

|—metadata:"service http” | é:]\jj Li?‘o

BAIL—IL ATTY

\}

Firepower ¥ A7 AlX, W=D T D NT 74 v 7 OEA S IHKEASNTHT IV ITL—
ZRELET, b—/ Rules) |X—V T, =L BT TV TT 4 NVNFUETLHZ LITL-
T, BT FTVNOTRTONL— ML= VEHEERETEET, &2, *vy hT—7 kT
Linux /8 A FWXTEE LR WSS, os-linux I 7 2V T 4 VXL ThHhH, oIz
RCON—NVETNZTHZ LI > T, osdinux 77 IV REEZWB T D ENTEET,

AT AVLD LIRS 2 BB TLE, ZONTIAVRNDOL— VOB EFRRTEET,

GE)

Cisco Talos Security Intelligence and Research Group (Talos) 723/L—/LVEH A = A LZEH LT
No—v T3 7 3 Y BN E I ITHIBRT 256085 0 £77,

BAIL—ILDIT4ILE AVR—R2 b

TANERFNVTT A NG E TV 7 Lint EICAN SN X — T — R 205 HME%E
FITBHEIICTANEERETEET, b= Rules) | X—SDHAZ L T 4 VTN —
NZT 4 XA THEHSND DO ERBRICHEIELE T, 74 0¥ SRV EBLTT 4 VH &%
WU TR RENIELEZFEH LT, b— (Rules) | R—TD7 4 LZICAT &N
F—U—ROWTNWEEATLIZELTEET, S%EATLIXF—U— RERET DI,
FROT7 4 v NFVTEENET D855 7 ) v 7 LET, 7 40% F—T— REGIEMEN
TANE TXA MRy 7 AZFRENET, =T —RKOWr~XUY OEBZOSI BT (I T
=Y (Category) | & [HBSEEE (Priority) | D7 4V ¥ XA T TLNYR—FENARNI LITHE
BLTLEE N,

SIABNOF—T — R L5148k, 74, BEOU T I AT E /IS, D7 25404
ERGIHAR—AEFEATEET, 2L, EHRBL, VAL RU— RF, BLORI T
). TRV e &) . Uy s (9 REORKRREETEZ 7 4 VZIZED D
ZLIFTEERA, F—U—FARL, F—U— FOEELFORLFRLR L, 2135150
JEHY OB LOMRBEEEZATITDH L MBENLFIIME L LTHbL, [#T7TY

L=LEFERLEBARY S—0HZE [}



L—LEERLEBAKRY L —0RE |
. BAL=ILDT 4 )LR aVKR—FR2 b

(Category) 1. [A »E— (Message) ]. BELO[SID] D7 ¢ —/b R THIE I L7z BEEN R
RKINET,

gidF =T — K& sidF—VU— FZRETRTOFE & SCFFINERY SCFH & LT E 1,
gid & sida OFIHIE, FE2—BOHEERLET,

FE— T4 NEIT, WO T O EOF—TU—RFE2ED5Z LN TEET,

keyword:”argument”

Z 2T, Keyword (FRANL—I T 4 W H TNA—THNOF—T— ROWT AT, argument |3
“HESIAFTCTHEEN, U NIEHELERED T 4 — /L RN TRE SN H—DKRILTF &
INCEREB S 7 W e ST, =T — NI T A KT L CAI T 5405
DD EITEELTIEZN,

gid & sid ZFRS TRTOF—U— FOSIEMBH LTI E L THbhvET, =& 2, 513
123 12X 2T 123457, "41235", "45123" IR ENEINE T, gid & sid DFIEITZE DA
FIRLUET, =& 2I1E, sid:3080 1% s1D 3080 DAEIK L E T,

FL— T A NEIZ, 1 DU EOFEFXFINEEDL I LB TEET, XFFIFIL—LD

[AvE—Y (Message) ] 74—/ R, SnortID (SID) \ 8L =k —% 1D (GID) %
;“'f;: L\ij—o =& %_6i\ 5(??'] 123 [, /L—JL A /JZ~VW®3C$§U "Lotusl23" %‘7 "123mania"
72 B &I L, s1D 6123 R° 51D 12375 72 EHIK L F T, #0AY72 SID # KT HITiE, 1 2Lk
DILFHNEAE>TT 4 VB TE LT,

FTARTOILFHTIERILT LANLCFR B S, SRR 5 e LTifbinEd, Lz
5i‘\ i?ﬁ” ADMIN, admin, iff_ 0i Admin ﬁi'ﬂ—’\f\ "admin", "CFADMIN", "Administrator" 7L£
EziRLET,

AN ESI A CHTe . B BERTIENTEET, L xE, SIHfMfEO T I
T roverflow attempt” IL5BE—H DA EZIK LE TN, BIHAKGZR LD 2 OO T4 overflow
<E attempt T*%E‘Zéﬂé 74 VB X moverflow attempt", "overflow multipacket

attempt", "overflow with evasion attempt" A A Ljﬁ‘éﬂo

T OXF—U— R, XFF], FRITZFOMGTE AR—ZATRY > TEEICHAEHETATT
HZ LT, ZA4NEY VITORREZKEVAL Z LN TEET, FBRICIL, T_XTOT 4 LZ5%
8T HL—ARNEENET,

CHOT7 4 NVAEEEEBEDOIEFTANTEET, 222013, ROT7 4V ZFZEnEFNELT
= EIRK L ET,

*url:at login attempt cve:200
®* login attempt cve:200 url:at

®* login cve:200 attempt url:at
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BAL—IL T4 LEDER .

BAIL—IL T4 LR DOFER

BARY —HND [Jb—b (Rules) | S—TDEMANCH D T 4V F NFILNLHERIEFRD 7 4
NEF—TU— RERINTEET, 74NV FERIRT DL, X—=VZ, I _XTO—HTHL—L
MFRINDIN, EDON—L b —H Lo T ENFRINET,

TANAIF—T— RFEBNLTELICRYIADLZ ERTEEST, A7 4 Vi3,
=)V F =B R—=ZAL KRR LT, —HTHTRTCONL—LZIRLET, BiEIOT 4L H 5§
REPRNR—VIZEREINTWDBIRETT A NEEANT D E, ZOXR—VONERHEES N,
DOIZHLWT 4 V2 OFRERBIESNET,

7. TANBEBRIR UL X, E-03. TANKERIRBICTOT OB EEE LR L7 & =
ICHELELD LR L —U— FESIMOM AR LT 74V ZEANTHI L L TEE
T, F—U—FARL, ¥—U— FOELEELFORLFRLR L, E7-I351 50 0 o5 %22
LORBEE AT &, RBENCFIIRE L LTlbh, [#7 23U (Category) ]. [A vE—
Y (Message) ], BEV[SID] D% 7 4 —/L RTHRESNEEEIMRB S ET,

BARYS—ADIL—IL T4 ILEDEKE

ATy T

ATy T2

ATvT3

ZI—F 51 |[HEDFA LR |FHK— FENBT | HHK—FENDE| 7R

VR INA R ALY (Access)
B (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

[v—/v (Rules) |"~— T, =DV Ty NERRT LI —1VET L ZUFTE
F9, TOHT, WTIDOXN—VBREA AT ET, 2L, a3V TFA R A=2—T
HHATREZRBERE ORI G EENE T, ZHUL, FFEOH T IV DT X TONL—LO L XWMEE
RETLHEREERNTT, 74 VMBI NTHWDIEAEL IR TWRWESEL, VAR
DONL—/LTCRIUEREEMFHCTEET, X, L —nRiEgEEZ, 7o v &2usisiniy
A MNON—IVETITT A NVZLBEBIN TR Y X NADOAL—/VZEATEXET,

FTRTDOTANZDOF—U—F, F—=U— NI, BLOFHNTIIRICF & /NS0T ) &
NEEN, ZANENIIET DX =V —F D58 E 27 ) v 735 L, BAFOLIRNESHZ
bNET,

FIE

[R1J < — (Policies) |>[7 7R 3> kA—JL (Access Control) |>[{EA (Intrusion) ]% %
WLET,

WET IR O —DRICHAIRET A2 @) 27Uy 7 LET,

ROVIZETRT A 2y (8) BERENDGE. REFTEFALN TR LTEY, BEZL
B MR DV FH A,

[JL—JL (Rules) | =27 Vv 7 LET,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B e —rnone

ATV T4 WIRTHELZEINER LY AEGbETHERATL2Z L TT7 oV ZEER L ET,

o [7 4% (Filter) | 7F AN Ry 7 AfEE A LT, Enterﬂ‘r EHLET,

c FRIERSINTEF—T — FoWnThhzEELET, &2, Pb—A&E (Rule
Configuration) | %7 U v 27 LET,

e FXF—TU—KEZVUy I LT, 7o IRRRINCEOFIEOEEZREELET, KRIHZEZ
ALET,

o L— ViR E (RuleConfiguration) D T, [Jb—/LIKkEE (RuleState) 1227 U > 7 L,
Keo 7 X ) ARG [ X2 hOER (Generate Events) | ZER L T, [0OK]
Vv LET,

o JL—/LE%E (Rule Configuration) ] ® F T, [Z A~ (Comment) |27V > L,
TANZFRMEE LTHERTL2aA N 7R A MDOXFHNEAS LT, [OK]Z227 Y v
7 L/i‘a—o

«[#7 TV (Category) ] D F T, [77 VMt (app-detect) 1 %2V v 27 LET, A
TAE, I ESIEOE LTHERLET,

e X —U—RZERLT, 5IOEEZ 7Y v 7 LET, 72& 21, b—/LikEE (RuleState) ]
ERBELT, [ DA (Generate Events) [ %27 U 7 LET,

RAIL—ILDIKEE

BANL—ILOIRBBIZ LV . lx DEARY S —NOIL— L BN EZITENCTE L5 TR
<, BF=HARMBOEFEMIZE TN NI H—ENTE XV AT ANETTHT 7 a
ERETEET,

KT 7NV IR —DRAL—LETY Tk /43‘11/~—/I/0)7‘72L/1/ NIKHEIE, CiscoTalos
Security Intelligence and Research Group (Talos) 23i%E L £7, 72 & 21X, /L —/L % Security over
Connectivity 7 7 4 /L k AR U 2 —TIXA N LT, Connectivity over Securlty T 74N KR

—TIRENCTHZENTEXET, Talos L —LVEHALFEHLTCF 7+ RY—HND
1O EDV—NDFT 7 40 MREEZEET 256 06H0 3, L—VEFHTORARY v —
DEFHEZFFAT DL, R —OERRFICHER SNZT 74V bR — (RT3 L2
T7HN bR =) OF TN MREDELESNIZLEED, TORY —HOL—1LDT
T AN MREBOZEEGFFAT 52 L2 Ed, 2720, v— M REZZEEL TV L5581
N— IV TEDEEN EEEZ SRRV LIZEBELTIEEN,

BANV—IVEERT DL, ZON— UL, RY —DIERFFICHER ST 740 AR Y v—
NONL—VDTF 7 4V NRIEE A L E T,

BAIL—ILDREF T 3>

BARY —TiE, —VOREEZROMEICRETEET,
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gar—rigomzE [

AR FEERT S (Generate Events)

VAT L TREDRABITZMH LT, =B LI T T4 v 7 BRSO TR R TRAA
N NN T D%, BEOHL /Ny MRy NU—7 il L COV—v& R H—
THE, EONNT Yy RPSEITEHESI, VAT LAPRBAANY PR LET, EED
BHNT Y MIFORRIZENELETH, A X h eX o ZZ o TRAMENET,
FRy T7ELUVA XY FDER (Drop and Generate Events)

VAT LATHEDRARITEHRH LT, TORELZL Ty & Frny 7L, —HLk
N7 4w 7 BROMDSTERERTRAANNY N2ART 056, BEOH L/ v MIE
DORBGICRFERET, A XU hrX o it THEMSNET,

ZDON—)VIRBEIZERE ST b— T A X b &R L E 3725, 7000 F 7213 8000 > U —
RFNRALADA v FTA L A B =T 2 Ay FRZ v T T— FOBEDOREREZETD
Ny TRBETIEI Yy hE2 Ry LRV LICEBRLTLEE N, VAT ANy
N Rey 7325121, BARY —T[A 74 VI K >~ (Dropwhenlnline) ]%
HHLT, TAAAL U TAVERBETAILELHY F7,

Disable

VAT ATHTDNT T 4 v 7 EFHIL WA,

\}

GE) [ h&ARKT D (Generate Events) | £7-2iX [Fa v 7B LA X2 b4 (Drop and
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