FBAER—XMDEX

Firepower Threat Defense
Ak

» Firepower Threat Defense VPN FEFA EOFEEFE L HOFEE (1 2—)
» Firepower Threat Defense iEFAEDEH (2 <X—)

s BOEBAGBREMN LIGEHEDA U X b= 3 ~—=)

* SCEP OXFg 2 il LIZREE DA A h—/b (4 ~—2)

s FEIBGR A LIZRERZEDA VA F—L (5 3X—)

«PKCS12 7 7 A VA LIZGEHEFEDO A A b—b (T R—2)

» Firepower Threat Defense GEFHED N7 7V a—F 47 (8 N—2)

Firepower Threat Defense VPN SEBAZ DX EFIE L HlH0SE
I8

cFEAEXRGA TV 2 7 RIRT A AZBEEAMT BiL, TN AT VA = END ET
I, FERAERGE T 0 ARG INET, YRk, BOBE4L B L UOSCEP Bk~ A

=~ R

FORESITABMICITONET, 2F V., BHEHFICLZENMOT 7 a NInEHY FH
Moo FEREFAZEZGETIX., ISHICEHEORESLEIZRY 47,

c BEEMFETTHE, AFHAEORGEA T 27 M EFILLARIO N T A RKRA LV FBT A R
kiR ENET, VPNFRGEFROBRETZID N T A MRS MEERALET,

» Firepower Threat Defense 7 /34 A%, Microsoft CA #— " & & | Cisco /¥ = U 7 ¢
T7T747 A (ASA) B LU Cisco I0S —# THRALI LD CA b —E R ZMH L7
HEOREA AR — ML TEBY ., MEEFEATT,

« Firepower Threat Defense 7 /31 A%, CA & L THRET HZ LITTEET A,

RAS D ETNA RBTOERAZEDEED LA K514 >
FEAEDBREIL. FRAASVERITBE FAL U TITH) ZEMTEET,

Firepower Threat Defense SEBAZE N — X D23 .



Firepower Threat Defense SEERZE X — 2 DERE |

. Firepower Threat Defense ;EBAZ ) &I

CHBRAAL U POORENTET LI, SEAFEORRA TV =7 P b T D RAA U RITIFE
TOMENDHY ET, TXAAD T ARRA L IBF RAL T EEEENESEG, &
EESNTNERT A AR SNET,

e J—T RAAL VDT NA ATIEHEDRENMTON D BEE ., TOBRBIIE R AL U E720%
MOF RAAL NCERENET, £, GEHAEZ BTS2 TEET,

e U—T RAALUDHIREND L. GFENTWAT A R EOIFBEOB ) BB
SINFET,

e BHD RAL NS TWDIEREZ ST /N A3, D KA AL B TEET,
o> KA A NZFEAEZBINTE £97,

e HDRALMBRIDO RAAL NTT A R EBETH L EHEDLZIUISCTEEILE
T, TNEDT A ADEEREHIBRT D720 ENRERINET,

Firepower Threat Defense SEBAE ) & IE

ATy T

AYX—bk 4t |REDFAELIR | YR—bENET | YR—FENBF |7 EX
VR INA R A (Access)
L& (Any) ML Firepower Threat |{£& (Any) Admin/Network
Defense Admin/Security
Approver

FOHNVFHAEOWEIZOWTIZ, PKIA V7 TA NI 7 F v L F DX NIFHELRR L TL
72,

B GT A ADFEHE 2 BB LORGT 2720247 Y =7 FOFBIC OV T

.

AEAEOREA T V27 FESRL TSN,

FIE

[T/31 X (Devices) | > [EEBAZ (Certificates) | 29,

-
—

BT, ROBIEELFIATLET,

e T TIZ b T A MRA » PBEEMT SN TWD TN AL, [4E7 (Name) 14012 A b
FRENET, T AZREBALT, BHEMTONTZ N TARNKRA Y FOY R N &R L
£7,

ZDORNFANKRA Y MERTHBERS A 7%, [BEF 17 (Enrollment Type) ]5ZF
IRENET,

FRED FAA ANTBERSNIEED [ FAA S INCFERSNET,

. Firepower Threat Defense SEBAZE X — X D23


fpmc-config-guide-v623_chapter40.pdf#nameddest=unique_565
fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_584

| Firepower Threat Defense SEB3E < — X DEREE
segssgesAL-EREor >z -~ I

s [AT—H A (Status) ]FTIE, [CAFEBE (CA Certificate) 1 & [T A7 7 4 7 4 7k
# (Identity Certificate) |D AT —Z ANEKREINET, BdORNREI YV v 7 $T5HT LT,
FEAEDONELZ R R TEET (Available DHE) .

BRI LTS EE, 74227 ) v 7 LTRIA v E—V2FRLET,

« R T AL AOGEAELTH LET GRIROKA) , FEAFELZEH T 5 & Firepower
Threat Defense 7 /XA A DFEH]E R 7 — & A7) Firepower Management Center (Z [F] ] S 41 %
‘a‘o

BB A A EMEHLT, TAT T 4T 4 EAEE R LET,

KU —OREFIZ, SEAEZEORGE T AN LZEA1E. BRGEA 7Y 3 V2 A
LCTAT VT 4T AiFHEZHESRSELET,

cREFAOREAFEZHIFR (FI/HICBE) LET,

AT T2 [ (+) B (HAA) [EBIRL T, BEAT V=7 FET 3 AZEEMNITTA VA b—b
LT,
REERGRA 7 Y = 7 MR T S RCEREST T HiL, TS AL VA =L ENRD ETLC
12, AFEBEE T o AN ENET, et R, HOE4L B L OSCEP B8 Z A 7D
AITEEBIITONET, 2F0, BFEHFICLZ2EBMNMOT 7 v a VI EHY A, TEIGFE
BERGECIE, SOICEBEEOBRENLEIZ/RY 5,
GE) TNRA A EOFFHEOEEG ClEa—T A v X —T =2 ANT v 7 &Nt B n
BRI Ny 7 TT 7 RTHEITEN, 22— T A A TIEAEOBE A (T L
TIATTEET, ZNOLDOWHEEOHEITRIIL, RLa—Y A ¥ —T = ATE
=HTEET, TNENDT A 22T, FEREOREAT — 2 ZANRFRENET,

EErEYY
HOBABERAEH LIZGEEDOA v A h— 3 =)
SCEP OB gz il LIZGEHED A VA h—L (4 <—)
FEVEGAEH LIZGEAED A A b= (5 =)
PKCS12 7 7 A WM L7ZREED A VA h—L (7 _X—Y)

BCERLEREZFEALLIBREDSA VX =)L

AYX—bk 4t |REDFAELIR | YR—bENET | YR—FENEHF |7V EX

VR INA R A (Access)
& (Any) BALAD Firepower Threat |{£-& (Any) Admin/Network
Defense Admin

Firepower Threat Defense sIBIZ~R—2 DR |



Firepower Threat Defense SEERZE X — 2 DERE |
B scerozsrmmLtERgos oz -0

FIE

ATYT1 [F3A4 A (Devices) > [AFFHE (Certificates) | EiE T B (Add) ] 233K LT, [HrEizEmH
E@iBENM (Add New Certificate) | ¥ A 7 u 7 #Bl& £9,

ATV T2 [T3A4 A (Device) | KRy T XD URNPLTSA ZAEZRLET,

ATV T3 WONWTNPOFIET, GEREDORRA T V=2 & ZOT A A& BIEMNT E T,
s a7 ZT YR END A A TN [HEES (Self-Signed) | DFEAERRAT =7 b
ZIER L E7,

(M EZV Y7 LT, HILWGERAEREGA 7V =7 MBI L ET, AEEOREA T
=7 b OBEMEZRLTIEIN,

ATy 74 B (Add) 1227V v 7 LT, BEEAOHERE  nE 22t L£7,

HOBEALBBIA TDRNT A RKRA L FOBGE. [CAGEAE (CACertificate) | AT —# A1
T A arTERRINET, ZHUE, BEIRT AL ZAAKRPMEOCA & L THEREL, It
BOTAT T 47 4iEHEEERTH7-DIC CAFEHEEZ LI L LW =TT,

[ID FEBIE (Identity Certificate) 11X, 73N ADMB DB CBELT AT T 4 7 4 st EZAE
f% 9% &, InProgress 7> 5 Available (b L £ 77,

ATFYTE HORNEZ VI LT, ZTOFAAL AOHCBELT AT T 47 il EEF R LET,

RDBRY

BEEMNTETTDHE, FEAERGEA T =7 FERIUARTIO N A RKRA LV b T A X BITAE
BENnET, 1 MEIBLQRYVE—F 727 EBAVPNRIESFROBRETIDONTF A RFRAL L b
ZEH L £,

SCEP D& ZFEAL-FIAEDSA VX F—JL

AYX—hr T4t HEDSAEUR|YR—FENBT|HHR—FSNEK|7OERX

VR N R ALY (Access)

{£& (Any) YL Firepower Threat |{£& (Any) Admin/Network
Defense Admin

IR BRI

GE¥)  SCEP BEkAEHTH L., BHMNRT NA AL CA VT — L ORICEERERES WL INET,
L7=No T, BEET B RAZBMETDEINC. T8 AR CAT— NIZHER INTND Z &2
WL TLIZEN,

. Firepower Threat Defense SEBAZE X — X D23


fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585
fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585

ATy

ATFvT2
ATvT3

ATy T4

ATy TH

ATYF1 [T/31 A (Devices) 1> [AEHHE (Certificates) ]
EDIEN (Add New Certificate) | ¥4 71 7 =& £,

| Firepower Threat Defense SEB3E < — X DEREE

FIE

[7 /314 A (Devices) > [FEHIFE (Certificates) ]
E@iBENM (Add New Certificate) | ¥ A 7 0 7 #Bl& £9,

BT LB (Add) ] Z@RL T,

[7/3 A (Device) ] KRy Z X7 VX RNLT AN ZAZRIRLET,

WDONT D IFIET,

ATV =7 b DBMESRL TSN,

GBI (Add) 127 Vv 7 LT, BEIBRGE e A2 LTI,

SCEP &k Z A 7D kT A MiRA v b DOBFE.
P35 CAFEMEDNRG S, T3 RZA VA M=V ERD &

BB LET,

(TATYT 4T+

MRz s7 )y 7 LT,

ZFRLET,

RDZRY

BIRPTET T DL,

2L £,

FAEAERGREA TV 27 R ERICARIO T A MRA » FBT A R EIC
BMENET, 4 FEIBLQRYVE—F 727X VPN I HFROBRETID RN T A MRA

InProgress B Available
IETFE LB D £,

FEEHZEFERLIEGEHEOAN VA =L

snagceAL-TERE0 v =L I}

[Hr BLRERA

FEREORGRA T V=V b DT A A EREA T E T,

s Rey7H U A RS XA 7 [SCEP] DFEAE
(DT A 2 EIY 7 LT, FILWIEAERGEA 7 V=7 hEBIMLET,

BgA TV =7 FBRLET,

RIEIE DX

[CAFERA#E (CA Certificate) ] A7 —# A%, CA
InProgress 7> & Available

A (Identity Certificate) 1%, 7 /3 ADBSCEP ZEH L1277 AT 7 «
T A REHEZRED CADLR&GT 5 &
WCE-oTH, TAT T 47 4 iEHEORE

EELET, BE

ZDOFNA RNERR L TA VA =N LT ATV T 47 4 A&

+
N

AYX—hr T4t (HEDSAEUR|HR—FEBT|HR—FSDK|7OERX

VR N R ALY (Access)

£& (Any) ML Firepower Threat |{£:& (Any) Admin/Network
Defense Admin

FIE

B C EM (Add) ] &38R L T,

AT9 T2 [T14 A (Device) | ka7 X2 JARNLTNA AR LET,

AT RIE

Firepower Threat Defense SEBAZE X — X D23 .


fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585
fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585

Firepower Threat Defense SEERZE X — 2 DERE |

B zvessem a0 oz -0

ATvT3

ATvT4
ATy TH
ATvT6

ATy T1

ATvT8

ROWTNINOFIET, FEAEOREA TV =7 e ZOT A 2 &l £7,

s Rk FE T RN EA TR [ =27/ (Manual) |DFEHAESEEA 7Y =7 &
BRLET,

(M TA2ETY w7 LT, FHLWGEREREA 7Y =27 bEEBEMLUET, sEHEDOR
AT N OEMEZRLTIEEN,

GEAN (Add) 1227 Vw7 LT, BE7otv 2 &2BBLET,

747/7474&%i%ﬁ%?6t@@PMCAﬁ%A X AWM T /T 4 BT 4 B E
TLET,

a) [TAT T 47 1 E (Identity Certificate) | DELET A 2% 27 U » 7 LT, CSR %
FRLTCatr—LET,

b) ZOCSREMEHNLTT AT T 47 4 AEHEFEZRIFT 272D PKICA ¥ — NI 2
YRT 2T 4T 4 2FTLET,

ZDT 7T 4 ¥T 41%, Firepower Management Center £ 72 (X EHIRI R T XA A L1524
R T, 52T T5E, BHHBT AL ADT AT T 4T 4 GEAENER SN ET,
Ik, F37 7 A NVICERETE T,

) FEI TV RAEKRTITDIE. BELETAT T 47 4 iEHEEEHNRT XA AL
VA= LET,

Firepower Management Center % 1 7 2 Z\ZR > C, [T AT 7 47 « iEEDOSH (Browse
Identity Certificate) | ZIEIRL T, 7477 4 7 AGEHFET 7 A L ZFINL £,
[ > A— b (Import) ] ZEIRL T, AT T 4T 4itHFEELA A — b LET,

[TAT T 47 4iEBE (Identity Certificate) | D AT —HX XL, £ V' KR— b NETT D&
Available 2720 £,

HONNRET V7 LT, ZOTNAAD[TAT T 47 ik ZE (Identity Certificate) | %
FRLET,

RDBARY

BEENGFTET T D&, GEHERGAS 727 FERILALRIO T A KAV "B T AL R BITAE
BENET, 1 FMEOBLIRUE— K 727 E2RXAVPNHIEFROBETIDORN T A RNEAL 2 B
ZHERALET,

. Firepower Threat Defense SEBAZE X — X D23


fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585
fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585

| Firepower Threat Defense SEB3E < — X DEREE

presiz 77 A LA LiEREo( >z h— [

PKCS12 7 7 A L ZER LI=EsEBAEDA VX F—JL

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ZX—F 54t |HEDSI LR |[HH— FENBT|HH—FEhBE|[FHER

VR N R b % (Access)

{£E (Any) AP Firepower Threat |{£& (Any) Admin/Network
Defense Admin

FIE

[7 /34 A (Devices) |>[fEBI#E (Certificates) | EmONAICEE L, B (Add) ] Z B8R L
T, [FHGEAEOEM (Add New Certificate) | A 7 1 7 P& £,

[T/3%4 A (Device) | Ry ZHA ) A D, FRRESINTZEHEANSRT NS4 AZERL
ij‘o

WDONTINNDITIET, GFHEORGELS TV =7 b Z DT 34 2 & BHEAMT £9,

s Ray 7 X JURARNGPKCS XA 70 FEAZEOREA 7V 27 b @R L £,
(D TA2EIZV 7 LTH LW IEHEOREA 7Y =7 b 28BN L £9, GEWED
BekA 7 =7 b OBMESRLTIIEIN,

[VAH (Add) 1 &ML ET,

[CAFEHIE (CA Certificate) | BEL [T A T T 4 T 4 iEMA#E (Identity Certificate) ] D AT —
H AL, T/XA AZPKCS12 7 7 A VA VA =L ENDH EEIZ In Progress b
Available 2L L £,

GE)  HOTPKCSR2 77 ANV%ET v 7 r—FRT5L, 774 /L3 CertEnrollment 47 ¥ =
7 R ®O— & LT Firepower Management Center [ZF#H SV E T, RIER/SAT7 L—X
REHO KRB FRR TREETE R0 12581, 77 ANVET v 7 r— FEFIC
PKCS12 i ED B &k & kT L £ 7, PKCSI12 7 7 A /b A XL 24K B 2 TIE72
D EHA,

Available Il o726, BORNRE I Vw7 LT, ZOFTNRA ADT AT T 4T 4 iEHE
FFERRFLET,

RDBERY

BERIRT S, ZADFEHE (FZ7 A MARA > ) 1Zi&, PKCS#12 7 7 A v L [A AR 6
NET, ZOIFFHEIL, VPN R ETHEHALET,

Firepower Threat Defense SEBAZE N — X D23 .


fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585
fpmc-config-guide-v623_chapter18.pdf#nameddest=unique_585

. Firepower Threat Defense EBAED 5 TS a—TFT 125

Firepower Threat Defense

5

Firepower Threat Defense SEERZE X — 2 DERE |

EfBRZED S I a—T a4 Y

ZX—F 54t |HEDSA LR |[YH— FENBT|HH—FEBE|[THER
VAR INA R A (Access)
{£E (Any) AP Firepower Threat |{£& (Any) Admin/Network
Defense Admin/Security
Approver

Firepower Threat Defense VPN

AL O TR IH & iR H

(1—=v) Z2HLT,

A

DBEGEREDONY T — g UNRKNTREREAEL THENE I EHT L T 7EEN, Z0
%, WOBEHRLET,
c FNRAANE CAYV—NR~D)L— "3 H DT LR LET,
CA Y — "DRA NP BEA TV =7 FTHREINTWDLGA, Flex 27 X 2 L—

varEFERLT, P NICEETED L OICDNS 2@UNCEHELET, HHWIE, CA
P—ROIPT7 FLAZFERT L b TEET,

* Microsoft 2012 CA %r— NEZHH L CTWAEHE., T 74/ hD IPsec 7 > 7 L— M IE Bkt

RTNA ZATRZIF AL, TREERTOMLENRDH Y £,

VBT 71— FNERETAITIE. MSCAD RX oAy NESRBR LN LROFIBICHE

WET,

1. IPsec (A7 T4 HR) o7 —baERLET,

2. [$E3E+ (Extensions) | # 7 C., [7 7V —+ a3 U — (Application policies) ]
ELTUPEX =2V T ¢ IKEYW (IPsecurity IKE intermediate) | Tlid7e< ., [IPEF =
U7 4 Kbty A7 I (IP security end system) | Zi®IR L E 9,

3. TUORBAREFAR LT L —RAERELET,

4. FLWF oL —rEEML, VLYARY

S ET,

. Firepower Threat Defense SEBAZE X — X D23

REEZEHELTHLWT P L— M A



	Firepower Threat Defense 証明書ベースの認証
	Firepower Threat Defense VPN 証明書の注意事項と制約事項
	Firepower Threat Defense 証明書の管理
	自己署名登録を使用した証明書のインストール
	SCEP の登録を使用した証明書のインストール
	手動登録を使用した証明書のインストール
	PKCS12 ファイルを使用した証明書のインストール
	Firepower Threat Defense 証明書のトラブルシューティング


