BIAFEEEAF IO b+

LLF® RE > 7 TlX, Firepower ' A7 A CHHMAMEAS 7 V=7 FEEHT 5 HIEIZONT
AL £,
c HAHFREA TV =7 bOfE 2 =)
cF TV b=V x (4—)
Xy MU= ATV b (13 3—Y)
eR—h ATV b (15°3—2)
e hr L V—r (20 3—)
T lr—ay T4 H (20 =)
*VLAN ¥ 7 47V =7 F (20 %—%)
et X VT4 TN—T X T AT b (21 =)
cURLA 7V =7 kb (224—Y)
« P ETE#RA 7V 27 b (24 X—Y)
BEEEEA TV 27 b (25 2—Y)
Bt b (26 %—Y)
X VT A ATV ADY A RET 4 — R (46 2—)
RN F T2 b (57 =)
« 77 AN YA K (583—2)
S AL—F UA R (652—)
WAL AT 2 (66 2—2)
*PKI A7 V=7 kb (68 2—)
SLAE=HX A7V =7 b (89 =)
TV T 4T A VAL (90 X—)
e —h v (93 =)
o TR YAL (97 X—Y)
CASRADAT V=7 b (101 ~X—)
cea3a=T 44 VR K (102 =)
e ARYT—VURAK (103 %—7)
VPN A7 V=7 b (105 3—)
e 7 RLZ F— (122 %—%)

arATesr Iz~ I}



BRAAREAL ISk |
B samaeroo:s roms

s FlexConfig 7'~ =7 b (123 X—7)
« RADIUS #—/% 7 )L—7 (124 _—72)

BRRAAEF IO FOBE

FRMEE Web A H—T = A ADFENWRT Z & EXE 572912, Firepower ¥ A7 ATl
4 Bl 2 BV BT B R ATRE ek CH DAt & 47 V=7 NEERALET, Tofi%E
AT HEAIE. RV ICLHITEA T V27 b2 LET, Z<OR) —L— A
Ry MR, VR— b, v v aR— KRl WebAf v F—T 2 ADXE I ERIGAHTTOA
TVl NOMHNR— RSN TWET, K<HEHINHERERTZ OFFIERI N
F TV MBI TWET,

F TVl NEERBLOEHET AL, A7V b X=X EEALET, ATV
FEEAT 5% OB TR, VEIZGL T, TOHTEH T V27 FafEkT5 2L TEF
T, ATV b~ =Ty EMALT, ROBIELFITTEET,

- H— O CERO AT V=7 FEBBT 2100, £7 V=) hOIA—T b, 4T
Vel b IA—F (14—Y) ZBBLTIES N,

cBIRULTZT A R, I~ TF FAAL VRBAOGEITEBR LI NAL L OFT V=7 b
EDA—=N=F A R, T P=7 hDF—="=F 4 F (9—=2) 2BRL TSIV,

TITATIRR)—THEAENLIAT V=7 MEfRELTRIC, BEEEZANCT DI, £
B L7 a2 BRERTOMLENDHY T, 72774 7R —THlSh TnL a7 Y=
MIHIBRTE £ A,

FICzObBA4T

WDFIZ, Firepower VAT LA TIERTE DA T V=l b, EF TV N XA THRITN—T
ERTEENE Dy, BLOA— "= 4 FEFATD LI IR TE LM E I e R LET,

ATz k247 (Object Type) 5 IL— Ll RE A—NnN—S4 F&EH
aJ

Xy hNU—7 Yes Yes

[AA— bk (Port) ] Yes Yes

A E—=T AR No No

X2 UT 4 =

e f B —T A AT N—TF

R S—o No No
TV r—vay T4 H No No
VLAN % 7 Yes Yes

| EEEEDE e R A



| BREAaLA IO b

srATEr v s romE ]

AT2xY k247 (Object Type) JIL—F LT A—N—S4 F&H
7

X2 UT 4 I—T %5 (SGT) No No
URL Yes Yes
AriEE# (GeoLocation) No No
S i No No
2ty b No No
X2V T4 ATV V2R Xy FU—2 |No No
DNS, URLDY A hE&T 4 —F
TRV No No
77 AN AR No No
EAAL—K U] No No
A4 (Distinguished Name) Yes No
NRF— A7 T AT 7 F v (PKI) Yes No

s HEB L OMEIHTE 5 CA

s NI L OMMEBRER &
SLA =4 No No
TVT7 4y A YR IPvA BLUIPYG No Yes
J—hk = No Yes
TR YA ERER X OYLE No Yes
AS /N R No Yes
23I2=7 4 UAF (Community List) No Yes
AR — Uk No Yes
FlexConfig : 7% A k35 J U'FlexConfig 47+ = 7 | No Yes
~

T FBLUILFTFOO—

AT RAL VEWTIR, 70— SUBERTHR AL TAT Ve M fERTE £, -
EL, 70—l FAL v CORMERTE B EF2 YT 4 FA—F 47 (SGT) A7V =/

arATesr Iz~ I}



| R TI R

2

7+

\}

BHATELA IO b |

FBREET, BUED RAL U TERENT-F T V=7 FRFERENET, Z2OFT V=7 b
ITRETE ET, £7o, WETERWVWERH FAL VTERENTZAT V=27 PbFERENET
N, X2 VT4 = AF—T A A TN—T2FEET,

G¥)

~

VI

Z

X2 VT S A B —T 2 A AT N—TF, V=T L XL THELET AL A A
H—T A AEET D720, AL CNOEIRE I, ol RAAL U CE SN —
LIN—TEFTRBILORETEET, YT KA O2—WL, K — LT N—T 05

A Z =T 2 A AL BMBIOHIBRTEETH, V= /7N —TZHIBRETIARTEET S
ZEIEFTEEREA,
FT7V = MME. RAA VBENT—ETHLILERNH Y 3, AT AF, BUED FAA

YTRFERTERWAT V=7 bOARTE DA ERET DI ENTEET,

IN—MEYR—F247 V=2 hOGE, BUED RAAL DA TV =7 Ml R AA
VIR RENTE ATV 2 s N T N—T I TEET,

ATl NOF—NN—F 4 FIZKVY, Xy FU—2_ FR"— bk, VLAN ¥ 7| URL 72 £ OFf
EDAT V2l N ZATDOTNRA AEAEEZIL R AL VEAOEEEHRETEET, wLF B A
A VBT, B RAAL CNOF T V27 bOT 7 4L Mz EFETEETH, FRRKAA
CHNOEHEIL, D4 TV 2 hOF—NR—F 4 ROMZBINTE £,

N

Y R—T ¥

FTV =2l =V EMHTLE, ATV FBROAT V2 b IA—TEAERK
BHT LI ENMTEET,

FTV 2l b=Vt X—=UHTE02000F TV FEIIIN—TNETRENTE
T, ATVl NERIWIITN—T DA TN BRI, =Y TEOFesr— 9
YU EFEHLTCGENMR—VE2RRLET, FEOX—JIZT7EALEY, BHTA 2
(C) L7 7 BALCa—4%EH LV THLHTEET,

TNV ETIE, 7920 hEITN—TFIR—=T T, TA7 57Xy MEIZARITY A NS

£, EL. RSN TWDIEREDIITA T V=7 bERIFIN—T DXL AT %Y — T
EET, N=VOFT V=7 NI, AMELIIETTANETLHIELTEET,

ol FDORE
AX— k54t [ HEDSA VR |YR—bENBT | HR—bENBF | 791X
R INM R AL (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

| EEEEDE e R A



| BREAaLA IO b

ATvT1
ATy T2

ATvT3

ATvT4
ATy TH

ATvT6

ATy 717
ATvT8

vz romk |

< AF R AL OEBTH, BUED F AL L TR SN AT Ve 7 FBRFRENET, 0
FT s MIRECTEET, Sl F AL RSN AT Ve 7 P RRSHETR, 13
LAY OB THUSRETE E A, FHR R AL U Ch AT Ve s F RS L OS5
I, 20 RAL AT D B2 E T,

FIE

724 b (Objects) |>[F Ty FEE (Object Management) |Z RN L FE 5,
YA MNOAT V27 b ZAT2BRLET (BRHAEAS 7 V=7 hofzE 2 =)
=)

WET DA TV NORIZHDLMET A2 (&) 227V v 7 LET,

ROVICFFRTA 2 (5) BERRSNDEBE, A7V =7 MIER FAL IR LTEY,
FEIZHFAILRVESICRESNTEY, A7 V=7 FEEETOLHRIDH D £ A,

MBS T T V=2l VEEEEELE T,

By NERET L2561, By M"NOEKAEFRLET (BHOEHR 42—) 25

)

T —=NR—=F A4 FEHFATHIIIIRETEDAT V=7 NOBE, KOBEEZ LET,
cZDFT V2T NOF—NR—=F 4 REFAITHHEIT, [(A——F 4 FZFFA (Allow
Overrides) | T = v 7Ry 7 AL NI LET (A7 V=27 hOF—R_—F 4 ROFFA (
11 _=2) 22  BUEDO FAAL VB LTS AT V=2 M LTOR, Z O
EEERTEET,

s ZDFT V=l MIA—N—=F A MEZBEINT 2551, [F— =74 F (Override) ]
v varvEEMRL, BN (Add) 127 Vv 27 LET (72027 bOF—R_R—=F4 R
DEM (11 =) Z2&W) |,

[fR1F (Save) 1272 Vw7 LET,
TRty NERETHEXICEDEY MR T 78 A ary bao—L R v—THHAIA TS
A, 13 (Yes) 1227V v 7 LTELTORTFEMRLET,

RDBERY

CTITATREY S BAT V2 BT SHAIE, WEOLEEEMLET (RE
EHEOREM &2 BH) .
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BHATELA T b |
B Aooz0 @tz 0 b I—T0T Lo ME

N

D hERFA TSI M ITIL—TDT 4 )L 3 NE

A7z
AX—b+ 54 € [ REDSA VR |BR—rENdT | HR—rZhd K| 791X
VR N R AL (Access)
L& (Any) L& (Any) f£& (Any) f£& (Any) Admin/Access
Admin/Network
Admin

~NVF RAAL L OEANRETIE, BIERAAL L EBLNAL U TER SN2 AT ¥ = 7 R RERR
SN, TNHET A NVAUBTEET,

FIE

ATY 1 [T b (Objects) 1>[FT P9 FEIE (Object Management) %8R L £9°,
AT T2 [7 4 NZWE (Filter) | 74—V RKOT7 4 VERMEEATILET,

N=VEAN s THEH S, — BT 2HANRRSNLET,

WD A XL FEFEHTEET,
e T AKXV R (x) XFIT., BAHXFOORU EOF L AIC—FH LET,

¥ ¥ Ly higB (») 1ZXTHNOEEE 7y & —FK L ET,
s KGR (3) IXFSIIOKRREE—HLET,

Aoz FDY—+
AY—hr T4t (HEDSAEUR|YR—FENBT|HR—FSNEK | 7OER
R INM R AL (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

VIF RAL COREMTIE, BIED RAAL TR SNTA T V=7 RERINET, Z0D
A7V MIRETEET, BHFAAL CTERINIZA T V27 b EREINETH, 1F
EAEDHEZNIIRETEERA, TREALSVICHDIFT V=2 FeRRBIOWRET S
12X, £DO RAAL YV EZET,

FIE

ATYT1 [A#TP x5 b (Objects) |>[AT LY FEE (Object Management) |% 3R L £,

| EEEEDE e R A



| BREEaLA ISy k
+7vzs k-7 |

ATvT2 FORMLE7 Y v 7 LET, KAHFRTY — 51203, ARHLEBEZ Y v 7 LET,

IO NG IL—T

T2l VeI N—F T H L EEROAT V2l b1 OORETERTEET, VAT
AT, Web A U X —T oA ATHT V=7 hBIOAT V2 N I NV—T 52 RAIFEHT
HZEMTEET, ezt R—=F A7 V=27 F2HEATIIHEAITNSOTH, A—F 47
Vb IN—THHEHTEET,

F v hU—2_ R—bh, VLANZ 7 URL, BEXUOPKIA TV =/ h& I/ N—F{LTEET,
Fy hI—2 T Ve b =T ERA T HIERTEET, 2EV, kv hT—2 F
T2l N IN—TEYNOR Y NT—F F T2l b INA—FIEINTEET, FREIND
FA N LUV AR 10 T,

FCAATOFTV =7 hBRIOAT V=7 M 7 V—7121%, RCARTEZMNTLZ LT TEE
Hhe SAVFRALVRETIR, A7 V=7 b I NV—TD401% FAA CREEANTEICTS
VENRHY £7T, VAT AL, BUED RAL U TERRTERWAT V=7 bOARTE DOFEE
ERETDHIENTEET,

R —THHAENDI AT V= v IA—TF (e ziE, 778vA a2 bep—L K)o —T
FHENAZ XY NT—2 ATV =r N I—) ZfET D56, FEXEAT 7912
EREEORE X FHEMTL2LENHY £77,

IN—TEHBR LTS, ZA—FNOF TV =7 MIHIRST, FHEORENMES T 23 IR S
NET, B, 77747 R —THERAFOZV—FIFHIRTE EHA, & I, RF
INETI7EAay hr—LRY —0 VLAN &4 CTHEH LTV VLAN % 7 0O 7 )L — 7%
HikR T EHA,

BFIRAREF T bOTIL—T1E

RAT—k St |HEDSA VR |HR—FENBT | HR—FENBE|THHR

VR N R ALY (Access)

5 (Any) 5 (Any) {7 (Any) £ (Any) Admin/Access
Admin/Network
Admin

SNTF RAL CDORFATIE, BUED FAA TR SN AT V=7 FRFRSNET, T0D
AT V= MIRETEET, S FAA U TERENTAT V=2 POEFSRETH, 13
EANEDHEZNERETEEEA, FRIALSN VDI TV =7 FaRRBIORET D
ik, 2O RAL ACH 0 BRx £,

FTHRAAL MO MR LA T V27 FEROBRED KA VNDOAT Vs a7 —71k
T&EET,
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BHATELA IO b |

B =rmaerovs ro—Jie

ATy
ATvT2

ATvT3

ATy T4

ATy T5
ATv 76

ATy FT17

FIE

[T x4 b (Objects) |>[AT ¥ FEIE (Object Management) |% 3R L £,

TN—=TNT AT V=7 N EZATN, [Fv hU—2 (Network) ], [AR— K (Port) ], [URL],
[VLAN % 7 (VLAN Tag) | DAL, RO X I IZEIEL 9,

Q) ATV NEATDIVARNNOLAET V=l b XA THRIRLET,
b) EM[AT V=2 b #A47] (Add[ObjectType]) ] K v X U R KNG [Z—TD
B (Add Group) | Z 3R L £,
TN—TNF DA T =7 b XA T W [514 (Distinguished Name) ] D3GEIL, RO K 51T
BAELET,
a) [#54 (Distinguished Name) ]/ — R& BB L £,
b) [A7 Y=V ~ Z—7 (Object Groups) ]| Z R L E 7,
c) [#B4 7 v—7DiBM (Add Distinguished Name Group) ] %727 U v 27 LE7,
IN—TIT B4 TP b AT [PKI] DA, RO X IITEIELET,
a) [PKI] /— RFZEBHLET,
b) KOWTNNEFATLET,
« AER CA 4’ )L—F (Internal CA Groups)
«{E$8TE % CA ¥ )L—T (Trusted CA Groups)
« NEREEBAZ S )L— T (Internal Cert Groups)

« 5V EREEBAE S )L— 7 (External Cert Groups)
) (A7 V= hZAT] 7 NA—7DEM (Add [Object Type] Group) | HRF¥ %7V v 7 L
£7,
—E O [4A] (Name) | A LET,
UARNNPL 12U EOAT7T V=7 FERIRLT, B (AdD) 1227V v 27 LET,
RO L HETTEET,
cBODREFOAT V=) NERBT DT, 740 Z 74— R (%) 2HERALET,
ZHUIATNC > THEF SN, BT 2HEARRLET, MEBEXFINEZ 7 VT35
F. BR7 4=V RO RchiHe— R 743y (6) 220 v s 320, BT 11—
IWENOIZ VT T4y (%) #7)v 7 LET,
BTV 2 FIR=— X & S WS, TSI T Y =7 MEERT DI, B
mr4ay (D) 229927 LET,

MEZIEUTC, [Fy hU—2 (Network) ], [A— bk (Port) ], [URL], 33X O [VLAN ¥ 7
(VLAN Tag) ] Z/V—71Zk L, ROBIEZIFATLE T,

o [ (Description) | Z AL E T,

| EEEEDE e R A



| BREAaLA IO b
+7vxs rot—n—54¢ |

o [A—"—F 4 REFFT5H (Allow Overrides) | F = 7Ry 7 A% LT, ZOF
T2 N IN—=TDF—=N=T 4 REHALET, A7 V=7 FOA—"—F 4 FOFF
11 ~=Y) 2L TIESN,

ATw T8 [R1FE (Save) 1227V v LET,

RDEZRY

T ITATIRARN =N A T2l N ITN—TE2LRT L5513, REOEEZREMHL E
T REALEDORMAZZRL TIZE0,

ATz bOA—IN—F4 F

FTP=20 Faed—N"—=FA4 FF5Z LIV, A7 V=7 FORBFEEERTEET, 5
L72T A AR LT, Y AT LI o EEEH L £,

BE AL DTS R RERERE LA T V= s MR Ui, B b ek L L
FTBLEDT A RZDNT, A—N—F 1 REMH LCAT V=2 Mokt 5 ETNA 4
ETEET, £, TRTOF AL RH L TA— =T NS HUERBHAT V= b
L, 2047 V=2 Ml LTFRTOF A AT 580K Y o —kfFlT 5
TELTEET, AT V=S b A—A—TA BT, T AR TEAT 53K v —0
INSTEy FEER L, 4 DF AL AOUBEIS TR =2 BETEET,

Tl 2, HNOSESEREBA~DICMP N7 7 4 v 7 2 HETHHE03HY £3, ThE
NOEHMIE, Biedxy NU—27 2R SN TWET, T EFEITT HITIEL, Departmental
Network L WO AHID Ry NU—27 ATV =7 beGie—NVEHEHLT, 778 A a2 b
0= LR =R EELET, ZOF T2V DA —NR—=F (4 REHFATHZEITL- T,
B# 95K T /A AT, T, AR EINTWDERDOFR Y NU—7 2fRETH4—1—F
A REERTEET,

YNF RAA VIERTIE, B RAA L OFT V=7 NOT 74V MliZEEFRL T, FHR A
A DOEHENREDAT V2 hOF—N"—=F A MEZBMTELHLOICTHZENTEE
T, ez, vV REX2 VT 4 =R T mA X— (MSSP) TlE, Hi— Firepower
Management Center ] L THEEOBEDO Xy NV —2 £X 2 VT 4 2 EHLT L5508 0
£, ZO5A. MSSP OEHEL, TR TOMEDOEATHENT 247V 2r e/ m—n
W RAAL NTERTEET, FHEOEHEITFFR AL Zu s A LT, TRENORME
WIS LTEDAT V=2 haeA—"—=T4 RTEET, Tb0r—h/VEBEHMSSP O
DEEDF—N"—F 4 FMELZFR LY, ZBE25X 0T LI3TEERA,

FT I N A =N —=F A ROX = FEFEED RAL KD L TEET, DY
B, 2—PFRTFARL A LYVl E A —NR—F A RLARWRY , AT ALEZZ—F v b KX
ALDTRTDTFNRA R IFA T2 b F—_"—F 4 NMEZEHHLET,

F T bR =T ¥ T, A—"—TF A RA[gER ATV =7 FNEEIRL, £O4 T/ b
kT BT NRA ALV EFNIRAAL LD F—N—F5 4 ROU A N EHRTXET,

FTV20 A =N=T A FEHTE4 7V b ZA4 FFUTICROENET,
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BRAEELS IO b |
B tooz0rdt—n—3541rou=

cFy hU—7

e [AA—TF (Port) ]

* VLAN % 7'

« URL

*SLAE=#

TV T 4y A YRR

=k vy

T ERX YRR

e AS /N R

ea2I=2=74 UAF (Community List)

e ARYT—URXE

« PKI %6
FTVx b vF—=V XTI, A—"=FA NA[RRRA T V=V hDFT V=2 b ZA 7T
X [A—=F 4 F (Override) |PIRFRINET, ZOVOHNREITZLUL T DL IBY TT,

KD F =y I~—0  ZOF TV MIUTA—N—=TF A REAFRLTEET, A—1—7
A FiZFEEENSNTHER A,

CHRDX: ZDOF TV =7 MIFIF— =T A FEAERRTE 8 A,

il DA TV 2l MIBNMENTWE G —R—=F 4 RO¥ERLET (72& xIiZ.
] F22o004—""—=F 4 RPNBMENTWDLIZEEZEWRLET)

IOz b A—N—54 FOEE

AX—hF 54 € [ HEDSA VR |YR—rENET | HHR—rZhB K| 791X

VR N R AL (Access)

L& (Any) L& (Any) £& (Any) f£& (Any) Admin/Access
Admin/Network
Admin

FliE

AT 1 [T b (Objects) |>[FTP x4y FEE (Object Management) |% &R L 7,

ATYT2 A7V M ZATOIV A INOERLET (HRAMEA7 V=27 FOBE 2 X—)
2ZM)

ATV T3 WETHAT V=0 POBIHDLMWET A2 (&) 227V v 7 LET,

| EEEEDE e R A




| BREEaLA ISy k
+7019 rot—ri—354 roxa [

ROVIZERT A 2y (%) BERRENDEGE, A7 V=27 MIFEHFALITBELTEY,
EEZIZHFALRVEIICRESNTEY, A7 V=7 FEEETIHRPDH D A,

ARTFYTE T2 b FA—R—=F 4 REEHL £,

B ATl P A—NR=FT A REBNLEYT (AT FOF— =T 4 ROEN
(11 =) Z&H]) ,

A ATV AN —F A FEHFATLET (T V2T FDOF—R—F A ROFA]
(11 =) M) .

HIBR ATVl P T 4 2T, BIRT A= R—=T A FORICHDHIRT A = (d)
70V v 7 LET,

R ATV P AT RERELET ATV N A= —=TF 1 FOFRE
(12 =) =Z]) |

FITSIH FOF—R—5 1 RO

AX— bk 54 € [ REDSA VR |HR—rENET | HR—rZhB K| 791X

R N R ALY (Access)

L& (Any) £& (Any) £E (Any) & (Any) Admin/Access
Admin/Network
Admin

Flig

ATV AT V=27 F =T 4 X T, [A——=TF 4 F&Fn] (Allow Overrides) 1T = v 7 R v 7 A% 4
VIZLET,
ATY T2 [(RTFE (Save) 1 &2V v/ LET,

RDERY
cF T2 FDF—NR—=F 4 FEZEBMNMLEST (A7 V=27 FOF— =T 14 ROBM (
11 X—2) &) |

T2z bDF—IN—F4 FDEM

AY¥—hr T4t (HEDSAEUR|YR—FENDET | R—FSNDK | 7OER

~ A AR A (Access)

£ (Any) £ (Any) £ (Any) £E (Any) Admin/Access
Admin/Network
Admin

BRATREGA IS b .-I-



BHMATRLGA IO b |

B 000 rt—rn—51roms

ATy
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

ATy T17
ATv78

1R BHHEIIZ

ATVl FOF—A=FA FEFALET (A7 V=2 hOF—"—F 4 FOFA (
11 =) &)

FIE

F TVl N 2T 4 H T, [A—"—F 4 F (Override) | v7 v a&REBEELET,
GEAN (Add) 1227 Vw7 LET,

[#—7% > b (Targets) 1% 7 C, EHARE/RT /34 A & KA A > (Available Devices and
Domains) | U A R RAAL VEITTANA AZERL, B (Add) 1227V v 7 LET,

[A—/3—=F A K (Override) | # 7 C. [4#] (Name) | ZAJILFET,
MENZIS UC, [RE (Description) 1 # A1 LET,

F—"—=F 4 MEZ AT LET,

1 -

Xy NT—=0 FT7 V=7 MZOWTE, Ry bT—J7HEATILET,
GEM (Add) 122U v 7 LET,

[fRTF (Save) 1227 U w7 LET,

RDEZRY

T IT A TR =3 ATV =2 FaBRTLHEIE, REODELELZRMALET KE
EHEORER 2ZH)

IO b A—N—54 FOEE

&

RAT—k St |HEDSA VR | S R—FENBT | HR—FENBE|THHR

2 IN R ALY (Access)

5 (Any) 5 (Any) {7 (Any) £ (Any) Admin/Access
Admin/Network
Admin

MDA == FOBPHLMEZALETEET, L, BFEOX—F v YR MIELET
EEEA, DV, BBFEOA—"=F A4 FZESHWAD, LI =7y MIFT 8L
F—=N=F 4 FEIBMTHLE P DY £7,

FIE

F T2l N 2T 4 H T, [A—"—F 4 F (Override) | v7 v a &R LET,

| EEEEDE e R A
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| BREEaLA ISy k
2vro—s47vzo+ ||

ATV T2 BEHRTDHA—N—F4 RORIZHHRET A2 &) 27V v 7 LET,
RTv T3 MEIZE U T, [#P] (Description) ] Z#ZHE LE T,

ATV T8 == NEEETLET,

RATY 5 [RF (Save) 1227 Vw7 LT, A—1—F4 RERFELET,

ATV T6 [(RTE (Save) |27 Vw7 LT, A7V =7 FERFELET,

RDBRY

T IT A TR =3 A TV = FeBRTLHEE, REODEELZRFALET KE
EHEORER 2ZH)

2y bT—=0 ATV b

Xy FU—2 F 7027 MI1OLUEDIPT FLARZEFELET, Xy NT—2 A7 V=2 h
BXo/r—7%, 7/t Rarbe—n R — Ry NIT—TEBE TATT AT 4
—b, Fy NI =T — A X MR, LR — el VAT LD Web A o H—
T2 A ADIFEIERGFHTTHEATEET,

Fy NI —=0 3TVl Ve BB T AT a rERET ORI, VA RBHBIICT 4L
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xFET,
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[URL] {2, URL £72I1XIP 7 RL A& AN L ET,
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CIDAT V=l DA —N=T A FEFFATL5E1F. [A——T4 F&7F (Allow
Overrides) | F = v 7Ry 7 24N LET (AT V=2V FOF—1_—F 4 ROFA (
11 ~—=2) ZZH) .

c ZOAT Vs MITA—N=T A FEZEINT 5561, [A—/3—T7 4 K (Override) ]
trvarERML, BB (AdD) 122U v LET (A7 V=7 hOAd—n—F1

DB

(11 ~=—2)

2ZH) .

ATw T8 [R1FE (Save) 1227V v LET,

RDERY

cTUTF 4 TRE) ATV N EBRTBEHA.

EHORER 2ZH)

MBMERBA IO b

REFEHONBEFR (Auar—ray) 77027 M, =240 32y hU—27 LD T
T4 v DRETRELITSEILLE LTV AT AT ESNZ 1 DL EOEE 2T KEELZELE
SSLARY v— A X MEERRE, AT LD Web A
VHE—T 2 A ADSE S ERGHICHBLERRRA T V27 MeEHTEET, L E R
FEDENEETSELTHD N T T4 v 7 T avy s T5T778A a3 ba— b—LEAERK

4, T/ RAarybbo—L R —,

TEET,

L

REDKHEZRFA LT (RE

FICRHOEHREZHEM L TRy NI —=27 8T 7 4 v 727 4 VHRBEITE 5 X D12, HEMIE

fH#7T — 2 ~—2 (GeoDB) ZEMMNCHH T2 2 Lzl BEIDLET,

B EFRA T TV FDER

AX— bk 54 € [ HEDSA VR |YR—rENdT | HHR—rShB K| 791X

R N R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

FIE

ATY T [T b (Objects) |>[F TP x5 FEE (Object Management) |% &R L £,
ARTVT2 7020 N XATDY R G [HENLE S (Geolocation) | 2R L 9,

ATY T3 MEFHROEM (Add Geolocation) 1227 V v LET,
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E7,

AT TS MBLERHRA T V27 MCEOLIEBIOKRMEOT = v 7 Ry 7 Z2EIRLE£3, Kbz
T2 &, ZORENDOTXTOE, LV GeoDB HHNZ L > TEDOKREEICAHZBINEND
FTARTOEPRRINET, KEO T TWTNNOEZBIRIERT 5 & £ DR IR
SINET, HEREATEIHEAGDODE TEIRTEET,

ATv 6 [fR1F (Save) 1227 U w7 LET,

RDBERY

T ITATIRRY =3 AT V= baBZRTOHEE, WEODELELRALET (KE
RO 2Z8)

FrEIZEEA 7o) b

fE LR MICoBRY o —2@d M3 21203, FEEHEA 7Y =27 M2 LET,

FrREEEA Tz FDOERK

A LRI ORI O BN Y — 2@ T 25613, FR#EHA 7Y =7 S 2B L T
b5, TOFAT7 V=7 baRY —THRELET,

RHEIHA 7> =7 ME, VPN L —7 RV o — ATV =7 FTORBETEET,

FIE

ATY T [TV =7 (Objects) >[4 7 =7 MEFE (Object Management) ] & EE4R L £,
ARTYT2 A7V ZATDY A G [FEM#H (Time Range) | 2@ L 9,

AT 73 [BEEEPHOEM (Add Time Range) 12727 U v 27 LET,

ATvT4 fEE AN LET,

WDOHA BT A N> TLTEE Y,

AN LTIeAT V27 NADEVITREDT T — Ry 7 ANRFRRINTZHEEIL, [4HT
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< OBROKRE (X FBLOKEET. A Spm 25 AR DO 8am £T) 2L, 1
OOEGET HFAEIEET DITIE. [FiF X 1 7 (Range Type) 1T [#iFH (Range) ] &3
WLET,

« AEH N HEREH O 8am 725 S5pm £ T (FHOAFH, &, FHER) 7»E, HEOH
D—H =R ET HHE1E., [#FAZ 1 7 (Range Type) ]I [HkENE (Daily Interval) ]
EBIRLET,

o [/ UWE H ORI ERERFH], £/ RR A ORR LM A ET 25613 M0 IR
UM 2 BB L3, 72 & 23, BEOEERF 2R <X TORMICR Y v — &8
AT 25613, RO 250V IR LEZFS 1 DORFREFEEA 7Y =7 b2/l L &
j_o

c ABHMNOARA O S5pm 775 8am @ [HIK[EME (Daily Interval) ], 3L

o ZREH D Spm 5 HREH @ 8am F T [#iFl (Range) ] DV X LRk,

ATw TS5 [fR1F (Save) 1227V v LET,

RDEZRY

[7 7 & AKf# (AccessHours) 17 4 —/V RZMEHL T, VPNZAL—F RV —FT7 =7 b
WCHER#PHA 7 =7 bEFRELE T,

AN OWTIE, =T RV o—FT V=7 FPOFRE (113—=V) BIO I A—T R
VDA T v ay (119 %—2) ZZR LTI EE0,

Tty bk
BHEIL, BANLV—L TR EINAEEAERL, FETBLUOSEEDIP 7 FL AR LW

A= FE#HHNLET, BARY —TEKEEMH LT, V—Vfll, 7TX¥TT 47 70774
AOEFH. BLOE (XA FIvr) V—AIRETIPT RLAS2ETI L TEXET,

et UV TukyPr—E, BALV—LTHEHINDSI XY N =7 B TEZINTZAR A M
NobT, A X ME N T—TEET,

Bty LT, BREER, WAZ~vA X, BIOIZA—TELLET, 2T Ligft
DT 7 HN FOEKYy VEERT2Z80, MADHAZ Lty PE2ERT LI LB TEE
T, WIThOty NNTH, BERIFADT 74V MEKZER LD, 2—FEREEZEM
BROZEHL LY TEET,

Firepower > A7 A CTRMETHHAE ATV 27 B — )L EEHRET XX N L—LDIF L AL ET,
EREFHDOT 74V NEBEERAL TRy N —27 LR— MEFEERLE T, =& 2,
=V DRET, REINTZR Y N — 2 ZHRET D7 DIZE snove ner ZfEH LT, i
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INTHWRNY (DFEVINBD) Ry T =7 ZIRET 572 OITZHL sexrernar neT ZfH L F
T SBIT, FBHRARL—V T, MOERFHOLEEN LT UIEHER S ES, 12& 23,
Web ¥ — NZxtd 27 A7 a A FEMRHT 20—/, sarte_servErs 24833 SOV $HTTP PORTS
ERAELR L LS,

=V E VRN 72D, BN —FOxy MU —JBEEZ LV BRI T 58545 T
T, Vel bt T7HANNEY NEHDT 74V MERIIEE T H0ENH Y 77, sHOME NET
REDEENBF Yy T —7 ZE L EFK L, suTTP SERVERS XY N T —727 EOFTXTD Web
=R EEN TR, LEITREL S, BDOLWT 7T 4 BT 4 BRVINE S v~ T
DOREY AT AR E=X INET,

EEEHATHIIE, Bty b2T7 78X aryba—L b—LE5RET /A 3 bo—
WIRY=DFT T H Nk T 72 a AZEEMT DR TOWSRARY =2 v 7 LET, 7
THNMBITIE, TIANPOEEE Y ME, T7EX ar b= WY U=l Lo THEM S
NDEZTRTORART >—IZ) 7 SN THET,

EEAEEZEOE Yy MBS L, FRITT_RToOy MZBIENET, 2F0 ., 8K
Yo MMI. VAT ATHEREEN TWVWETRTCOEROaL I g 4l £, FOEK
ty FRTH, 22—V EREHLZBEBNML, FEOEROEE AT~ A XTHILENTESE
bé‘o

Firepower & A7 AT, HIOICEBEHLDT 7 4V METHERSNIZE—OF 7 40 DX
¥y PEBEELET, 740 8By NNOBEKIL, KOIZZDOT 7 4/ MEICERE S
TWET, ERBFHAOEEDOYA. T DT 7 4 /L MEX Cisco Talos Security Intelligence and
Research Group (Talos) 2 X o> CTERE I, NM— /L EHCRESNHETT,

EREHDOT 7 4V FERUT, ZOT 740 MEICRESNIEEEIZTHIEHTEEIH,
EREHDOEBOY Ty NaBRT 52 L 2R L4,

BEIIT 74NV 2y hTORMEFATEETN, Z<DOHEE. 1 DL EDOH AX LR EZIEN
L. B22%%y NCERRIEHOMEEZZRTE L., BRI TUIH LWEKEZBINT S L1
Lo T, WKRRIZIFHTE £,

B oYy FEFERTLHEAIE. T4 DOy MIHHEBEOEROBIEMHEIC L - T, il
DT RTOYE Y NOEEOT 7 /v MEPRED Z LIZTHEFE LT ZE0,

(7Y =2 b ~%x—T % (ObjectManager) |-X—C[£% -t~ b (Variable Sets) ] Z 3L
A, ATV hex—U IR, TIANNOEKE Y M fERLETRTOI AL
Lty bBYRANINET,

LA VA= NENET AT AT, T4/ FOEHtY v ME. Cisco TEZRBEHLDT
T gV R TR EN TV ET,

BEEBE Y MUX, VAT AL TRt SN DT 74V NES L | MEOEH Y FhbiB
MU= RTOI AL LEHNEGEENET, T 74V PREFRETEETN, T 7411
ty hOLAFIZETELZY, HIBRLTZD T Z EIETERNI LICERE LTI EEN,

VNVF RAAL VERTIE, VAT AEY T RAAL L TECT 74V Oy FE2ARLE
TO
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B e rtvs—mozsey ~

TIRAay ha—LEzHMRARY V=% VR— DL, T4V NOEKYE Y MIH
HBEEAFEDT 7 v NEKIN, A VI R—bFENEZT 740 hEBTAH—1R"—F 4 RENET, B
FOT 7 5 NESE v MT, A VR— RSN AY DB v MFE LR AZ B
BREENDEGE, —BOREENM SN ET,

BENEYY
B OEE (42 =)
¥y FOEEL (40 X—)

FBAR)O—AOEHEY

i

3

Firepower ¥ AT Ald, T 74/ FTIET7 78 A ary bo— LR ) o —THEHENDTITO
RBARY)—IZT 74NV b OEHEY b2V 7 LET, BARY O—%2HT 77X =
Y=V RY —ERET D E, TORARY —HNTHNNZ LR AL—L TR, U2
ShTZHtEy NOEBEIERSNVET,

TR aryrp—L R —NORARY —THEHINDI I AX LBy N EHET
e, VATLD [T ER 3 bu—L AR Y — (Access Control Policy) ] ~— T, Z®D
RY—=DAT—=Z AN TR%) (out-of-date) | EFERINET, Bty FOLETAFEE
I 2F, T/ ERar b=V R VA FERBTOLERSVET, T4V MRy
FEZERTLHE, BRARY =TT XTOT 78X ary bo— R —DAT—
Z AN TR%) (out-of-date) | EFREN, BENERZEEST LTI TOT 7R 2|
2—/L RY T —ZFHERMTOMLENRDY £7,

EBEIZ. OB T IV Ol E LET,
T4 REH

Firepower ¥ AT AL I N DL, 77 4/ NEROLRIAE R L2 13HIBRIZTTE £
Hh, £, 774NV MEEZERTHZ L TEERFA, 2L, T 74V NEKEDO A
R ALTeNR—V g VEERTE E9,

NAZTARENTETH
VERE L7228, ZOBBIZIE. ROEBERHY 9,
s AR A RENT-T 7 v NEE

T AN NEBOEERET DL, VAT DITOEEE [T 7 4V b OEE (Default
Variables) | fHIK O [ A HX v A XAE7=Z% (Customized Variables) | I IZFHE)
LET, 77400 By hOEBEICE > THAZ L By NOEEOT 7 4V Ml
PDREDLED, TIFNLVNEY FDOT T4V NEBE D AZ A RTHE | o3~
Toty FOEEDOT 7 4V MEPEEEILET,
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A OEKEZEBEMBLOHIBRLZY , B2y NNOEE I A S~ A X LT
N, DAZARINTZEEEZFDOT 74V MEIZV Yy LY TEFET, 22—
EREHE )y bTD L, ZNIL [T A~ A XENT2E$ (Customized Variables) ]
TEIICIR D E97,

I—PEREEIT. ROWTNODOXA T TEET,

c Iy NT—=I BT, FY MU —T bTT 4T DRAFDIPT KL ALZIRTE
LET,

e R— b EBHIF. Xy " U—2 T T4 v 27O TCP £721L UDP R— h & fRET
HHDT, WIENNDEA T2 ERT DMl any ZHET DL TEET,

el X, DAY LERET X R N V— VBB T A6, B O —FERERZEML
T, M7 74y 7 HXDIERECKMLZY, Ya— b Dy bELTOLV—HERT R ER %
b L7422 b TEEd, £/, HEEHE] (DXVDMZ) TORLNT T 1w
I BT HNV—NVEERT D256, ARSI THWDEH— DO IP 7 RLAREIZY A |k
ENb somz LW EEEERT L TEET, 29 LT, ZOMFETERINT
BN —/)LT somz BEEFHTEET,

fhaRZE

FEE DA T C Firepower & A7 A DiRE SN D AR, Z OEENEEN 5 EITIET
WZIRERI T,

EREBEATIAILNEH

7 7 4 v hClX, Firepower System [X, 1 2DFT 7 4V "NEHKYy ek LET, Zot vy
ME, EREFHDOT 7 4V NEEI BRERL STV E T, Cisco Talos Security Intelligence and
Research Group (Talos) Tl, W—AFHEFEA L, HTLWVVRANLV—ALTEH INTZRANL—
W MORARY —x b A b (FT740 MESKRE) 2R LET,

VAT LR D RAN— VDL BERFHDT 7 4V PEBEEN L TND 2 Linb,
IO DOEBUICET 20 EERELET, Aty heEAL TRy FU—27 LD T
T4 v ERETDHEIL>TE EEEIFZTRTOEK LY MZHDLINHDT 7 4V
NMEBOMEELEETEET,

TIRAay b= LEIMRARY) V=% VR—F TDE, TN IOEKE Y MZH
HBEEFEDT 7 v NEKIN, A VI R—bENEZT 740 hEBTAH—1R"—F 4 &N ET, B
FOT 7 5 NESE Y M, A VR— RSN AY LB v MIFE LR AZ LK
BREENDGE, —BOREENM SN ET,

WKDOFRTIE, VAT AL TRESNAEHICOWTHHA L, @F. WTNOEENET I
NEWERLET, ZBEETHEHOR Y NU—27 128 THRET 2 FiEARET AR, 7
07 xzyya o —RXEEITHR— MIEWAEHbE T EEN,
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$AIM SERVERS

Cx (AIM) —A_"ZEFEL, b
XF v v b R_"R=Z2D)L— )L AIM =
AT A NERFET H— VT
SNET,

P € A EELFEITH
BEAOD AOL A VY AHX v b Avtky | ARE,

SDNS_SERVERS

RAA v Rx—LH—EZ (DNS) H—
NEEFRLET, DNSH— NIRRT
BT LN — VEVERT 2% A,
$DNS_SERVERS X & 5050 F 72 13:(E 7T
IP7 RLAELTHEHTEET,

BHED /L —/L &y FTIIARETT,

SEXTERNAL NET

Firepower System 723 3FE{RGELR v b U —
7 ELTHRRENDIRY VU=V &ZE
BLOANTERY NU—2 2 EERET DS
KON—LTHHASNET,

1LV, sHoME NET ZTEUNZEFR L TH
5. $ExTERNAL NET DfE & LT
sHoME NET A SRANT D MERH D £,

SFILE DATA PORTS

Xy FI—=7 AR —=LTT7A V%
BT 2R A—/L Tl S RS
LR — P EERLET,

AE,

Fv T —27 EOFTPH— "D E— k

XV, FTPY— "0 F 7 4L b iR— k

Fv hNI—7&EFRL, N x> b
U—J B ERTDHEDILELL DL—)b
THEHINET,

e EERL. FIPY— Oz 27 ud | PHOR— N EMEHT 556 (web £

k=R S ET, VR =T 2 A ADT T H )V KR — &
FRTEET)
SGTP PORTS Ny b T a—X GTP (General | REL,
B Packet Radio Service (GPRS) k> %V

> 7 7nr kajL) PDUNERTAA 1—
RERST 57— Fv xR — b
EEHRLET,

SHOME NET B LIZRARY =B =4F2% |NElFy hT—=27DIPT FLAZIEE

TOHGBITEELET,

SHTTP_PORTS

S b T —27 LD WebH— DR — k
EHRL. WebHF— D7 27 aA
N —MIERENE T,

1TV, web— 33 F 7 4L b AR— b
DS DR— b EHAEHT 555 (web A
VHE—=T 2 A ADT 7 IV N AR— &
FRTEET)
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EHB

B

EELFEIH

SHTTP_SERVERS

X FU—7 EOWeb P —_ZEFL
9, Web r— D7 27 1A b
N— )V THER S ET,

HTTP % — % FAT3 25513 L
9,

SORACLE_PORTS

F v hU—2 ETOracle 7 — & ~_— X
HF—ROFE— F%EEFZ L. Oracle 7 —
AR—ATORBEE A XY T D —
NTHERAINET,

Oracle ' — &2 FITTHHEEIFEFE L
I

SSHELLCODE PORTS

VATFAIY I a— RO A1
A FEAF Y SEDLR— P EER
L, Yz/ba—RRafERATLIZIs AT
A MEBRHT ALV L TERISNE
7

$SIP_PORTS

F hU—27 D SIP — DR — |k
FEFEL.SIPOT T AT Ak JL—
JNEER SN ET,

R,

$SIP_SERVERS

S hU—2 £ SIP Y — R ZEH
L. SIP&RT 7 A7 aA FaigEd
HN— )L TEHSNET,

[TV, SIP =z I TL TV LHE
L. sHoME NET ZEUNZER L THH,
ssTp_sERVERS DfE & L T $HOME_NET %
BOLMERDH Y ET,

SSMTP_SERVERS

X FU—27 ETSMTP 4 — % EH
L. A= NP —REZ—Fv RT3
Ty AT A NERRT H— LT
HahEd,

SMTP Y— % FITT DLEEITEF L
F9,

SSNMP_SERVERS

F v hU—2 L TSNMP H— "%z 5%
L. SNMP % —/STOREEE X F ¥
THL—LTHERENET,

SNMP % — & 3T T 58T AE L
£

$SNORT BPF

FDH%AN—Y a3 530 LARICT v
JL— REN5H/— 3 53.0 LA
@ Firepower System ¥ 7 h 7 =7 U

U —ADY AT b EICFET D560
FRMIRRZ D VTV — YRR % Ry
ELET,

EHELEEA, ZOEBITFRREIX
HIBROD A3 WTRE T, HIBRIE I, #RE
FIFECTHZ LT TEERE A,

$SQL SERVERS

* v T —27 FDOF—F_N— 2 P—
BERL, T—HXN—ARRT T XS
oA NEEETAL—ATHERINE
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1TV, SQL U —REFEITT HEEITE
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$SSH_PORTS

ZiEF L, SSHY— RO/ 27 1A
F =R S E T

Y= NOR— b EHEHT 255 (web
A H =T 2 ATOT 7 )V HR—
NEFoRTEET) |

$SSH_SERVERS

Fv hU—2 E® SSH h— % E %
L. SSHA&ET 7 270 A F&HET
H—)L RSN ET,

[TV, SSHY —RZEITL TV DEE
%, sHovE NET ZENIEFR L TH G,
sssH_sERVERS DfE & LT sHOME_NET %
BOLUBENRDHY ET,

STELNET SERVERS

Fv NU—27 EOBEM® Telnet $—°
Tz L. Telnet — %R s X7
oA hEEETAL—ATHERAESNE
7,

Telnet Hh— & FITTHHHITEF L
F9,

SUSER_CONF

Web A > ¥ —7 = A A%&4 L CHIHA]
RRTX2H,GERE. 1| DLl EORHHK
HERETE 57y — v adefit L
N

SUSER_CONF DFXENF A EIILEME L
TWhE, VAT AIEIELET,

KEREDRBH TR REIN TV B EHA
PR— M X DERBH - T-5E 20
., BELEHA,

2y I —OEH

Ty U= BETRINDIPT FL 2%, BARY —THMMILIZREAL—IL RAR
U — b— Ll Bf L —IREE, BLXOT X ST 4T a7 s A NVOEFRTHEAT S Z
ENRTEET, Xy NI EELEXY NIT—F AT V27 VBEORy NU—7 T V=
7 N ITN—TEOMERE LT, *y NI EHIIRARY > —8 LR AL—VIZEA O
HLDOTT, —FH, Xy NV —7 A7V MBI N—T2FERTLE, T7A a2k
n—/LARY — Xy NT—=TEH RALV—, Xy MU=V — A4 MREE,
VIR— R VAT ADO Web A v X —T 2 A ADSEIERGHTIP T FLAZRT I &
MNTEET,

WOFRETHY NT—IERHEHEHLT, Xy NU—27 EORARNDIPT RLAZIEETE
3

ARAN—IL B ANL—ID [EFICIP (Source IPs) ]33 L OV [5E5E IP (Destination IPs) ] L
HLZ7 44—V REFEHTDHE, XT Yy M A VAT v a vk, BEOREILEITISL
IPT7 RLAZFONRTy MTHIRTHZ M TEET,

o PO HE I EFRIISEIEORANL—AMHIO [F > T —2 (Network) | 7 4 —/v F&ff
HTbL, FFED 1 DDIP T RLVAEIXIP 7 FLRFHAMRANL—ALT Y Tty
Y& N A= LTIEGEORAAL R MEMma G TE £,
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« BIHYL—/WIRTE  RE 0 E TS e ORI L — WIREED R v U —2  (Network) ]7 1 —
NV RERERT 2 & FRERFBINIZAE LTITRAL—ART ) T at y $ b— L O—EH
LT ELHEEIC. ENERETEET,

TETT AT T T ANDEH T ETT 47 Ta 7 s A NVOEFNEE A TH
LDY%6. THETT 47 7a7ZyAN0D 3y 8T —2 (Networks) | 7 4 —/L RIZ, /Ny
VITRETAY Yy N 7T A RBIOTCP A R =D Y TR TN EhETHLE
NHDRANPRINET,

DI Va TIREND T 4= RTEBEFEHTLIHE, BARY —I2) 7 ENEE
¥ty MI. BAR) O —ZHHT A7 7822 ha— LR RY O —TUH ISRy T —
7 NTGT 4w TCOEREEIELET,

MDAy bV —7RELAERITHAGOE TERITBINTE £7,

fEHTTREZR R >y P U —27 URA MO LIeRy NY—I B, Xy NI —27 A7 V=
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HEBEMTEET)
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ENENEEBNGEMTHZEICLY, EEOIVTINVIPT RLRAET RLRA Tyl
ZUARNTEET, PUBLIOIPV6 T RLRAET RLR 7y 7 28MT, $RI3EE
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NWIALEDOT FLUARERAIZFEH TE £7,
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—HERHL N TEET,

Tl xIiE, V7T IV 7 R A 192.168.1.1 RN D L 192.168.1.1 LIS ODAEED TP 7 K LA
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DIRESNET,

VTFI N Ry NU—7 FI3ERAEER R Y NV —7 ZEBEICHAEDE T, BRIV CHEATE
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¢« VAT ALIEDNS £72/ X URL Y A = R UIZH LTDNS vy 2 7 v 7% (74T —R
Ny P T w7 UNR=RA )y 7T w7 Hhil) fT0WERA, 72& 21X, URL U R MZ
http://192.168.0.2 f&ﬁj‘mb\ :ﬂzﬁflf‘)777‘)7Oﬁ—3’l/6i‘http://WWW.example.com THo
72 LET, ZOHE. VAT AT ntep://192.168.0.2 DAHA—F L L,
http://www.example.com L —E & 720 FH A,

*URL U A MIRENRAT v a (/) L5 THRDODURLAZBM LSS, O FUIZ
—HT LDIFERI T D URL DA LD £7,

«URL £721EZDNS U X MIKRBIZA T v ¥ 2ilH5DRWURLZBML-HE, £Ox= 2 K
VERUTVT 4y 7 Z%&FFOURLIT—H LD E4, 72L& 21 URL U X RMC
www.example.com %JEJJ[]'?—%) & N ‘.\/7\5“‘5\6;}' www.example.com & www.example.com/example

DT —HE LET,

FLWWEXa)Ta 42T 1) X )R D Firepower Management Center ~0D 7 -
Jo—F

AX— bk 4 € [ HEDSA VR |HR—rENET | HHR—rZhE K| 791X

VR N R Ay (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

X2V T4 ATV V2 A VR NEERTLHITIE, VA T7ANVEERLT, HrLn
aAbB—%7 v —RFTA0LERH Y ET, Web{ L ¥ —T A A&BFHLTT7 7 A VONE
EERETHZLIITEETA, V=R T FANSDT 78 ZENRVEEIT. VAT L0Db
v—Z&A Y u—RLET,

FIE

ATY T [T b (Objects) |>[FTP 9 FEIE (Object Management) |%5EIR L £9,
ATV T2 [BEX2VT 4 A7 Y= A (Security Intelligence) ] / — RAEJEBAL, VA DX A T %
BRL £,
AT9 T3 LERROFETRINLZY A MY T LA T varva sy LET,
c[RY bT—D UR +ET 4 —F®DENM (Add Network Lists and Feeds) |

arATesr Iz~ I}



BHATELA IO b |

B cs2v5c15700z02 uz r0ES

ATv74

ATy TH
ATvT6

ATy 71

*[DNS YR h& T4 —K®DiIEN (Add DNS Lists and Feeds) |
*[URL JR k& 74— F®D3EM (Add URL Lists and Feeds) |

AHiE AT LET,

VI F RAAL VEATIE, #7720 Fa%E RAAL VBN TRBICTHIMLERHY £, v
2T MI. BEDO RAAL U TIEERTERNWAT T V=7 NOLRTE DS EIET A ENT
%i‘j‘o

[#47 (Type) 1 ey 7 Z oy URX G, [UAL (List) | Z@8RLET,

[ (Browse) 127 U7 LTCYARD .txt 77 A NVEMBEREL, [T 7r—F
(Upload) 1%27 U v 27 L%,

[fRTF (Save) |27 U w7 LET,

RDBRY

T IT A TR =3 ATV = FeBRTLHEIE, REODELELZRFALET KE
EHORER 2Z5H)

X1V TA ATV VR YR MOEH

ATy I
ATv T2

ATvT3

ATy T4

AX— b+ 4 € [HEDSA VR |YR—rENET | HHR—rShB K| 791X

VR N R Ay (Access)

£E (Any) TE (Any) % (Any) £E (Any) Admin/Access
Admin/Network
Admin

T AT KAV ORBTIE, BIED FAL Y CIERSNEAT V=7 MRERSRET, 20
FTVx s MIRETEET, B ALV TERSNIEAT V=7 FRRSNET S, 13
AL OBRE ZIRETE A, FREALVICHEAT Vs bR ERE L ORET 5
ZlE, O R AL AT L E T

FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |%EIN L E,

[BExX=2UT 1 A7V Tz A (Security Intelligence) |/ — RZREBIL, VA DX A 7%
HEIRLET,

EHT DA NORMICHLMET A2 (&) 27V v 7 LET,

ROVICFTFRTA 2 () BERRSNDEGE, RETLENAAS IR/ LTEY, BEZL
B DMHERGH D 8 A,

WET DV A POab—2RNEREE. [F7a—F (Download) (27 Vv 27 L, 77 UW
DT T MGESTIAIETHRAN 77408 UTIRIEL £,

| EEEEDE e R A
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| BREEaLA ISy k
vuom—nt7vzs+ ]

AT9TE MLEIZSEUTY A MEERLET,

ATYT6 [BEXx=2VT 4 ATV Pz A (Security Intelligence) | R 77 w7 74 RUT, [
(Browse) (227 Vw7 LT, BREINLVANESRL, [Ty 7e—F (Upload) 127V v
7 LET,

ATvFT [RF (Save) |27 U w27 LET,

RDBERY

T IT AT RRY =N TVl NI 5813, REODEFLZERLET GRE
EHEORER 25M1) |

I

DOR—=ILATOTY b

VIR INFT V=T MR, VIR ANDTRTCD RAL S HDON—T 4 T RAT
RUAM FIE— R SN2 IP 7 KL ZADOWT I Z 5325 DNS — &£ L
3 mﬁij~w~wW@yy7T—wﬁ7V17k%%%bf —ﬁ¢5}§74y
JEVVIBR—MIVEA LI bFHIERTEET, A7 V=7 ML, P T KL R L
IPv6 7 RLADW T 2H D B THRERDH Y £,

~

SUR—IL AT DR

AX—hk 541 | REDSA IR | HR—rENBT | R—LSNEF | 7U€X

VR INA R AL (Access)

B (Threat) Protection =& (Any) =& (Any) Admin/Access
Admin/Network
Admin

FE

AT 1 [T b (Objects) 1>[FT P9 FEIE (Object Management) %38 L £9°,
ARTYT2 A7V XA TDY A KNNS [V 7 A—/b (Sinkhole) | ZEIR L £,
RART9 T3 [V 7 AR—/ OB (AddSinkhole) 1% 7 U v 7 LET,
ATV T4 LRk AN LET,
VNLVF RALVEBBATIE, A7 V=2 ME RAAL VBEERNT-BICTHO20ERHY £7, ¥

AT LIE, BUED RAAL U CIERRTERWVWAT V27 FOARTE DBGERETH I LN T
TET

ATYTE U R—/L®D[IPv4 7 KL A (IPv4 Address) | & [IPv6 7 K LA (IPv6 Address) | # AJJL
ij_o

BRATREGA IS b .“
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B o-ruxr

BRAwTeELEF ISz~ |

ATV T6 WOBRENHY 7,

IR RAD ST T 4y T HVEA VT N DGARIE, [V AR ~DHE
> v 7 (Log Connections to Sinkhole) ] %R L F 7,

cHFERIP 7 FLRAIZ T 74 v 2 &V HA LY T D5E1E. [0 7 R— Dt
7 wmwy 7 LTrZ (Block and Log Connections to Sinkhole) ] &R L 7,

RT9T1 BAOEW (1oC) DX AT a7 HR—IEIN Y THIZIE, [#A47 (Type) | Kry7H

TUMBWNTINDE A TR L T,

ATv T8 [R1FE (Save) |27 U w27 LET,

TJ74IL1JR bk

Fy NT—ZIFAMPEZHEHLTEBY, AMPZ 77 KInT7 7 A VOWE Zid-> CHRT L%
BlE, ZOT77ANET 7 A VANMIEBMLT, 5% ELIKBRHTEET, 2077141
L. SHA-256 "y v affizfEHA L THRESINET, &7 74/ U R ML, —ED SHA-256
E% f K 10000 fHE TEHHDHZ ENTEET,

T7AN VA MU 2 HEOEERF AT T NH Y £,
20— )R+t

TDYARNITFANEBINTSE, AT ALIXAMP 7 57 KB 7 U — o REEEZEY
VCIHGE LRI 7 A VBTN FE T,

HRELREHY R -

ZOVARNIT7ANEZBNTLHE, VATATAMP 7 50 R~ /LY =7 OMWEZE
DY CRGAERRICTZ 7 ANV ERNET,

INVTF RAL VBT, FFAAS A7 V= VR M EBDAZ LHY A FBFELET,
TALLALD RAAL T, MO A REFRTEETR, BETEERA,

INHDVANMIEENTNDE 7 7 A NVIFETT 0wy X JEWEEZIRET 2720, AT A
TIN6DT7 7 A NVOMWEIZOWTAMP 7 77 RICHELEEA, 77 A /O SHAEZFHE
THIZE, [T =T 779 Ry 277 7 (Malware Cloud Lookup) | 77 v a v & [w/b
77 78y Z (BlockMalware) | 77 v arDELLN, BXO—HKTLH77A4 0 X AT
EHEHALT, 774NV K —NOL—VERETHHLENRHY T,

V= UANITNAT =T ZEBHRNTEI, 7V = JANMIE->T, AMPZ T ¥
RBEOH AL LY A FOWGRA— =T A4 FSLET,

| EEEEDE e R A



| BREAaLA IO b

Jraruztov—27740 |

TJ7A4ILYJVAMDYY—RXR T7A)L

SHA-256 fED U A k L@z G~ XUV A (CSV) Y —RA T 7 A N&T v 7 r— R
HZEIZE o T, #E D SHA-256 6% 7 7 A /v U A MZIEAITE £9, Firepower Management
Center |3 DINEZIRGE L, H#N78 SHA-256 % 7 7 A /L U A MZANET,

VAT ANMEI, T ANVAIEET csv DM T XA N Ty AN THLILERNH Y £,
RHE LIRS Fie s (1) THEDIXLERAHY 34, A FE LTRSS, Ty
oD— RENFEHA, HFTo MV, 190D SHA256 [EOBICHAN G EN DL LERH Y | 1r
FIAXcRiLF BT FE CTRDODDZMERH Y £F, VAT A= NUANO Z DS OERE T
NRTEELET,

ROFITEBE LTI ES N,

e 77 ANV ARIDNEY—RX 77 A NVEHIRT D &, THUCEEMITOENTVAETRTO
SHA-256 "y a2t 77 A/ U R RDOLEIRENET,

o =R Ty ANDT v T — RIZHE L7ZFER, 10000 18 % 8 % 5 &5 0> SHA-256 E 3
T7AN IV ARANMIEENDIHER. HEROT7 7 ANVET 7 AN VANMIT v r— T
HIEITTEEREA,

« VAT ML, T v u— RIFIZ256 LTFEB2 DA Z BRI 256 LFETUIDHETET,
A~ 2G5 581E. T A7 —7XF (\) Z2ERATHILERSH D £3, FARN
SENTVRNES., RDVICY—R 77 A NEABMMERSNET,

« HE LRNTXTO SHA256 fEN D7 7 AL VA MZBMEnEd, ¥ TCIc7 7 A

U 2 MIAEET 5D SHA256 B A Bde Y — A 77 AN ET v 7a—RLTEEE, LT v
7' — RENTAEIZ L > TEEFD SHA-256 fANER S D Z Lidd D 8 A, SHA-256
EICEET XYy T TF LT 7 AN, T7AN AN b, FllF~Aro =T A X2 b
BT HE X, fHlx D SHA256 E) D EBA LTINS LNET,

o VAT ATV — A T 7 A NVHAOE T SHA-256 fE% T v 7 a— K LERA,

Ty Fu— RENTEHD Y —2 77 A4 VNIZFE U SHA-256 fHICEHT 5 U BREF
No%GE, VAT LI LI LWEERFEHR L £,

c1ODY—A 77 A NLHICHE T SHA256 fEO T N BEHEENAES. VAT AT
BEDOLDOEMEHRL £,

e F T2 PR =TV YHNTY—R T ANV EHERET A LI TEEYA, £FEL
T2, AN —A T 7 A NEBEBEERL, VAT AEOaE—%2HIR L%, £BF
BHR)—A T 7ANET v 7 a— RTHINLERHD FI,

o J— A Ty ANMZEEMSITONT= > MY E R, B0 SHA-256 fEOTT, 77 A

WAL =R T 7 A NEHIRTZE, 7740 U A NMIEEND SHA-256 =2 k
UDOEEIE. V—RAX T A NVNOEN T U TR LET,

arATesr Iz~ I}



BHATELA IO b |

B o vz 510 sHa-2s Eoiem

274U 1) X kRID SHA-256 {E DB

ATy I
ATy T2
ATvT3

RTv74

ATy T5
ATv7T6

ATy T17
ATv78

AX—h 54t | RHEDSAELVR|BR—bEZNET | R—+rSNBF |7V EX

VR N R AL (Access)

<)L= 2V =T Firepower f£& (Any) Admin/Network
Admin/Access
Admin

77 A NVDSHA256fE%EFE LT, a7 7 AV U A MOBITE £9, EHHET D SHA-256
EIXBMCTE 4 A,

VNVF RAA VDR TIE, BED RAL CTERSINT-AT V27 PREREINET, 2D
FTV el MIRETEET, B NAA U TERESNEA T V27 PO EREINETHN, 1T
LAEDEEZNIRETEETA, FRREALNICHEIFT TV 27 FEFRTBIUOWRET S
IZiE, ZORAAL AT B2 4,

48 HHIIZ

AR Ea—nb T 7 ANERIFIINT 2T AN A7)y 7L, 2T FAD
A=a—T[7/TFAMDFER (ShowFull Text) | ZEIR L, 7 7 A /LD SHA-256 {4
Hrar—L, 774U R MIAEVAITET,

FIE

[T x4 b (Objects) |>[F TPy FEE (Object Management) |Z 3R L FE 5,
FTx I N BEATDYAINS [Z7 A0 YA (FileList) ] @R LET,

T ANVOBMGTTE D7 Y= VR NERIEHAX LG A FOBORET A 2
&) 27Uy 7 LET,

ROVIZFEFT A 2y (%) BERERENDGE. A7 V=27 MIEHERFALITELTEY,
ATVl P EEETDHHERP DY £ A,

GEASE (Addby) | Ky X U A Rovh [SHAMED AJ] (Enter SHA Value) | Z %I L
£75
[HA (Description) ] 7 4 —/V RIZY—A 77 A VOFHEZ AT LET,

[SHA-256] 7 4 —/V RIZ7 7 A VRIKDEZEZ AT L, F7FE0 T ET, VAT A TIHED
oW —BuI A — F SR EEA,

GEAN (Add) 1227V v 7 LET,
[fRTF (Save) 1227 U w7 LET,

| EEEEDE e R A



| BREEaLA ISy k

RDBERY

T ITATRRY) =N AT V= NEZRT HGEIT.

EHOIER #5M)

T7AIL YA CADBELID I 7AILOTy FTO—FK .

REDEFZRIALET (RE

G¥)

REDEENEAINTZD., VAT AIZDIV ARDT 7 A VIO TAMP 7 7 7 KIZRIW
b2y 7,

T774IL VA MANDERDOD 774 ILDOT7y T7A—F

ATy I
ATy T2
ATFvT3

ATv74
AT975

ATvT6
ATy 71

AYX—h T4t HEDSAEUR|YR—FENDET | R—FSNEK | 7OER

~ A AR A (Access)

=T Ny =T £E (Any) & (Any) Admin/Access
Admin/Network
Admin

T7AN VANMIEMNTE7 7 A NVDat—ndb o556, HTHIZ T 7 A V% Firepower
Management Center |Z7 v 70— R CEE T, Y AT LI 7 7 A /LD SHA256 AR L, 77
ANz ) A MTBMMLUET, SHA-256 Z3tH T 5L & VAT AET7 740 H A X&HIRL
FHA,

~NVF RAALCORERTIE, BIED RAAL CTIER SN T Vo7 ERFRENET, 2D
FT7 V27 MIRETEET, A RAAS TER SN T V27 PEFRRENETH, 1Z
EANEDHE I NEIRETEETA, THREASNVICHDIAF T V=7 FeFRrRBLUOWRET S
WX, ZORAAL NIV BEX ET,

FIE

[£7> x4 b (Objects) |>[F Ty FEE (Object Management) |% N L FE,
FT 2 N BEATDY ARG [Z7 A0 U AL (FileList) | &R LET,

T ANOBMGHTE D7 U —r VA NERIEDAZ LY A NOBORET 1 2
() 27V v 7 LET,

ROVIZERT A2y (%) BDERRINDGE, 7V =7 MIFEANAAL TR LTED
FTV =T NeBERTLHERPHY THEA,

BN (Addby) | Ry & U X Kb, [SHADOFH (Calculate SHA) A& L £,
A7 a T, [ (Description) | 7 4 —/V RIZ7 7 A VOFAAE A LET, fiHE AT
LaWGa, 7y 7 u— RRHCT 7 A V40 e L TER S E T,

[ZM (Browse) |#27 Uy 27 L, 7y 7a—RT577 A4 VEERLET,

[SHA OFHE LiBHN (Calculate and Add SHA) %2727 U v 27 LET,

arATesr Iz~ I}


fpmc-config-guide-v623_chapter16.pdf#nameddest=unique_28
fpmc-config-guide-v623_chapter16.pdf#nameddest=unique_28

B ruzr~ov—

ATvT8

\}

ﬁﬂﬁﬂ%ﬁ#79:9h|
A I77A4NLDTyTA—FK

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

T I T AT RARY—RNAET V=l VBRI H5A1E, REOELTXEMLET GRE
EHEORER #2M8) |

G¥)

REODLERELZBATILE, ZOBRIATAMIFOIVAIND T 7A)LE AMP 7 57 T/l
L7 2 E9,

TJ77A4IL YR RADY—R T7A4ILDFTyTA—K

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

AYX—b+ 54t |[RKDFA LR | B HR—bENET |V R—FrESNEF | 7€X

VR INA R ALY (Access)

<~V =T N7 {LE (Any) {-& (Any) Admin/Access
Admin/Network
Admin

VIF RAL OREBTIE, BED RAL U TIERSNTZAT7T V=7 PREREINET, 20D
ATV MIRETEET, BHFAAL TEREINZAT V27 PEEREINETH, 1F
EAEDHEZNIIRETEETA, TREASVIZHDEAFT V27 FeRRBIOWET S
WX, ZDORAAL NIV BEZ £,

FIE

[#72 x4 b (Objects) |>[A Ty FEE (Object Management) |4 %R L E 5,
[Z77A4/0 VALK (FileList) 1227V v 27 L%7,

V=R T ANNEDEDBMEE D77 A0 VA NORICHIWET A= @) 27
Vo7 LET,

ROVIZERT A 2> (8) BERRENDGE, A7 V=27 MIFEHFAL TR LTEY,
FTV ) P EEETDHHERP DY £ A,

LEMFE (Addby) | Fey 77X UZXKNT[SHA ® U A & (Listof SHAs) | Z&#IRL
R

A7 a ¢, [l (Description) |7 4 — /L RIZY—A 77 A VO E A LES, M
EANIUIBWEA, VAT NI 7 A V4 EHRHLET,

[ZH Browse) |7 Vv 7 LTY—RXA 77 ANESRL T, [VAMDT vy T u—KE&
1BA0 (Uploadand Add List) (%7 U v 27 LE9,

| EEEEDE e R A
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| BREEaLA ISy k

ATy 717

\}

T 74 )L )R 0 SHA-256 {EDHRE .

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

T I T4 TIRRY) =N AT Vs NESZRTLGEIX
EHORER 2ZH)

==

REDEFEZRALET RE

GE)

Z274IL 1) R

ATy T
ATy T2
ATvT3

ATvT4

RV —FRERELEL, YATAIFDOVRANDT 7 A VIZHOWNT AMP 7 57 RiCBWE
Tl EF,

k@D SHA-256 {ED#mEE

AX—b 54t |REDFAEVR | YHR—bENET | HHR—FENEF|T7IER

VA INA R Ay (Access)

<~V =T N7 {LE (Any) {LE (Any) Admin/Access
Admin/Network
Admin

T 7 A U A RO A D SHA-256 [ ZfREFT-ITHIBRT D22 N TEEd, A7 V=7 b~
F—TXYNTY—A T 7 A NVEEERETERNI LICERLTLIES N, BHEAITHITIL,
BN —A 77 A VEBEEEEL, VAT A LEOa—%HIR L%, BEELY—RX T 7
ANET v 7 —RTHLERHD FT,

SYNTF RAL CDORATIE, BUED FAA TR SN A T V=27 FRFREINET, 20D
FT7V=0 MIMETEET, B FAA TERSNTZA T V=7 FBFERENE TR, 1T
LAEDHEZNTIRETEE AL, FRIEAASNNZHLAT V=7 M eFoRB L OWET D
WX, TDORAAL AT EZ £,

FIE

724 b (Objects) |>[F Ty FEE (Object Management) |Z 3N L FE T,
[Z77A40 VAL (FileList) 1227V vZ7 L¥7,

TrANOERNG LD 7 U —2 VR NERIEHAX LG ) A NORORET A 2
&) 27V v 7 LET,

ROVICERT A a2y (8) BERENDGE. A7 V=7 MIEHERFALVITELTEY,
FTV 2 FEEETOHERPD Y EE A,

ROBIEERATTE LT,

arATesr Iz~ I}
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BHATELA IO b |

B - ruzrriov—xzs710089 00—k

ATy T5
ATvT6

« BHS 5 SHA256EORRIZH DfET A 2 @) 227U v L, LEIZL L T[SHA-256]
F 721X [P (Description) ] DEZZE L £ 9,

* HIBR 9% SHA-256 IEORIZ H HHIBRT A =2 (D) 227V v 7 LET,

[fR1E (Save) 1227 Vw27 L, VAMDTZ7AL= M) EFHFLET,
[fR1F (Save) 1227 Vw7 LT, 774V VA MERELET,

RDZARY

T ITATRRY =N AT V=7 FEZRTLGEEE, REOEELRALET RE
EHORER 2Z28)

GE)

REDEENRERBEINTZE, VAT AIEIZFDY A RDT 7 A /WIZDOWT AMP 7 7 7 RIZHW
Eb¥Rlnn £,

T774ILYRAMMSDY—RX T7A4ILDA I A—FK

ATy I
ATy T2
ATFvT3

ATv74

AX— bk 54 € [REDSA VR |YR—rENET | HHR—rZhB K| 791X

VR N R AL (Access)

)T SOV & (Any) & (Any) Admin/Access
Admin/Network
Admin

<V IF RAAL ORTIE, BEDO RAAL U TIERSNTZA T V=7 REREINET, 20
FT7 V27 MIRETEET, A RAA TER SN T V27 PEFRRENETH, 1Z
EANEDHE I NTRETEETA, TREASNICHDIAF T V=7 FeFRrRBLUOWRET S
WX, ZORAAL NIV X ET,

FIE

(#7249 b (Objects) | >[F Ty FEE (Object Management) |4 I L E5,
AT N XATDY A RS [Z77 AN U AL (FileList) | 28R L E 7,

V=R Ty ANDE T ra— Gl 7 ) —r VA MERITAAZ LY 2 OO
mET A2 (@) 27Uy 7 LET,

ROVICFEFRT A 2 (5) BERRSNDGE, A7V =7 MIEH FAAL TR LTEY
FTVx2 FEEETDHHERPD Y £E A,

Foma—RFLY =X T7ANDRIZHLERT Ay (%) 227V v 7 LET,

| EEEEDE e R A
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| BREEaLA ISy k
gsx—tuzt ||

ATwF5 [SHA U A FdF 7 a— R (Download SHA List) |27 Vw27 L, 7ar7 Mo TY—
ATy ANERTELET,

ATy 76 [HLD (Close) 127V vZ7 LET,

FEALA—F R b

AL — K UANIEBOWEBEAL— IO RDFT V=l N TT, ERELREHAAL— b
OfEIE, SSLEIXTLSK Sty aroxrITm— MUEDNAKEAAL — 2R LT
F7, AL — P BIUOEAAL—F URXAMESSLAV—/ATHERATHE, 7747 b
P —RNBEEAAL — FEf#ioTSSLEy v a v rayom—h L7anE ) DI TR 51k
Ko7 4w 7 BHIEITEE T, SSLL—LICKEAAL — R U X NEEBMTAE, UARADN
TNUDPDOREFZFAAL — P CRrITVT— I SSLEYy Vg rB—l—8HLET,

)

G¥)

WebA >4 =7 = A ZATEMZAA— T URBERUCBIT TR AA — b E2fHTE 925,
Wi A — b ziBN, ZH, HIERT 52 L3 TE EEA,

EEAA— bk JR FDER

AYX—hr 54t (HEDSAEUR|YR—FENDET | R—FSNDK|7OER
~ R AR A (Access)
£ (Any) £E (Any) J_T (NGIPSv [{EE (Any) Admin/Access
ZBr<) Admin/Network
Admin

FIE

ATYT1 [£#TT xS b (Objects) |>[AT LY FEE (Object Management) |Z 3R L £,
RTVT2 ATV b ZATDYARNNE [B5AAL— K U AL (Cipher Suite List) ] Z8R L 7,
AT9 73 [B5AAL— OB (Add Cipher Suites) ] %27 UV v 27 LET,

ATy T84 ZRiE AT LET,

RTv TS [{EHATREZRKT S (Available Ciphers) ] U A hivis,

CILF RAAL VBT, 7027 bME AL VBN T BT I2HLERHY £9, &
2T M, BIEEDO RAAL U TIIRRTERWA T V27 FOLARTEDOBEEZHET A EMNT
xFET,

1 DU LD A A — b 2R L £,

ATy 76 B (Add) 15227V v 7 LET,

BRATREGA IS b .“



B sreroo-or

BHATELA IO b |

AT T 72 a T, [BIRENT-HS (Selected Ciphers) ]V A + T, HIRT D055 A A — F DREIC
HLAIRT A2y (d) 270y LET,
ATy T8 [fR1F (Save) 127V w7 LET,

RDBERY

T ITATRRY) =N AT V2 N BRI HGEIT
EHEORE 2ZH)

HBAgA T bk

REDEFEZRALET (RE

ZNTNORHNL ATV =2 ME, AREEEAFOY 7V =27 MERITFETLICY A FShik
s AR LEST, SSLA—AT#aA 7Yz N ZV—"%i1+5L, 7= |
FLFFEATLL LTHRA 2 G0 — A E 2> T 4T PP —"RSSLE v g
YEFALT—FLENE I PITHESE BEL T T 4 v 2T £

Ly B (CN) 25052 N TEET, lon=) 2L THE4
ZEMT DL, VAT AIAT V=7 NeRAFTDENT Ten=) ZBMLET,

S bz, WORITRTRELZGOBIAZ BT 52 L b TE T, BIEID o~ TRE-T

A4 AT = 7 BT,

EHLET,

= 3:#AB0REME

B (Attribute) s ER (EFREEEAE

C [El=— K (Country Code) 2 ODHF

CN Common Name K 64 SLFDORET, Ny T
AT yva () o "N T
() B (M) . TRH
URZ7 (¥) | AR—ZALF

0 Organization B K 64 LFDOYHT, Ny 7
AT wva () o M7V
() . 5lHFE (M) . TAH
URZ (%) | A=A

ou Ak BeK 64 CFOIEHT, Ny
AT vva () . "7
() . BIARE (M) TRH
JRAT (¥) | ANR—=AIT

TANKA—=FRELTIDUEDTRZ Y R (*) Z@MEICERETE £9, Tl mrETIi,
RAAL BTN IO DT ALY A7 Z#EERTEET, VAV N I—NEIEDOTA

| EEEEDE e R A
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| BREEaLA ISy k
e AN |

NATOHRESNETR, VANV FI—RFE2HLTEED T V2 ERTEE T, Flico
WTIE, UTFORZZRLTIIZEN,

R4HBREEDTAIL FH— LD

Bt (Attribute) B AN

CN="*ample.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="exam*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com” example.com mail.example.com
example.text.com

ampleexam.com

il

CN="*.example.com’ mail.example.com example.com
example.text.com

ampleexam.com

CN="* com”

example.com

ampleexam.com

mail.example.com

example.text.com

CN="** com”

mail.example.com

example.text.com

example.com

ampleexam.com

HMAEA T FDERK

AX—h 41 [ REDSA VR | YR—rENBT | HR—LZNDF | 7UERX
- A AR A (Access)
fEEL (Any) L (Any) F_T (NGIPSv |[{E:#& (Any) Admin/Access
<) Admin/Network
Admin

FIE

ATY 1 [T b (Objects) |>[FT Py FEE (Object Management) |Z®IR L 7,

AT T2 [#A4 (Distinguished Name) |/ — RZEBH L, [fE5I4~7 =2 & (Individual Objects) | %
WINLFET,

arATesr Iz~ I}



B orxioozsr

ATvT3

ATvT4

ATy TH

ATvT6

BHATELA IO b |

[#%514 BN (Add Distinguished Name) %272 U v 27 LE7,
ARIEANTILET,

NVF RAAL VBT, 7727 "B R AL VBEENT—RBICTAMNENHY £, &
AT BE, BEDO AL U TIIFRRTERWET TV =7 FOLRITE DA EHETDHZ ENT
xFET,

[DN] 7 4 —/V RIZ, @il £72i3db@m4 oEx AN LET, ROBRERH Y £77,

o HRRNAL T BN AEEIE. LA TV 27 b (66 X—2) ITRENTWAEMEE L
Y TCRY->TEDDLZ ENTEET,
@4 2B 28 81%., BEOT_VLETAL VR —RE2EZDLZENTEET,

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLGEEE. REOEELRALET (RE
EHORER 2ZH)

PKIAZAT o k

SSL7 Uy —2avmPKIAToH b

PKIA T V=7 MM, BAZYR— T H72DICHERABREIERE, BLXOXTI22 o=/
BRERLET, WHCAT 7V =27 FEBLOMEHETEZSCAL 7 V=7 M, @&GER (CA)
SRR SNE T, £ WEHCAF T V=2 MOIE, SEHE L XTIChR - - SRS 5
ENFET, WEGEHES 7V =7 FBXOINTREEAS 7V =7 ME, —/GEE TR S
NWET, o, WEGEHEA 7 V=7 MIE, GEAEE XTI MER S ENE T,

BHETX /AT V=7 b ENFEEAEA T = 7 b & L T ISE/ISE-PIC ~D#fi &
RETHEE. ISENISE-PIC T AT T 454 VY—AEL L THEATEET,

WEGEFHEA 7 V=27 P2 L TR Y 7T 4 T R—Z NV ERETDHDHE. VAT LExF Y7
T AT HR—B )N TINAZANRZ—FD Web 77 U WFICHHRT DB, TXAADTAT T 4
T4 EREETE ET,

%ﬁf%émﬁEﬁ7/lﬁb%ﬁ%Lfva% NET HEE . LDAP £7-13 AD — 3~
DX TR ERETEET,

SSL/L—/VCPKIA T V=7 NefAT 256, UTOLOEMEH LTSS hT7 7 4>
JERETHILENTEET,

SNHFEEA T Y = 7 NNORERE

EHEHTEXACALT TV FOCAILEL > TELSNEAE, F-IHMEETX 5 CA
F = — L NTEL INT-FERE

| EEEEDE e R A
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| BREAaLA IO b

maziERt Iz~

SSL/V—/VTPKIAT V=7 FaMHT 56, UTFTOLOEEFTTEET,

RGN T T AT WECAAT Ve s Mo T — SR ATEAT S Z LIk o
THELET

cZERNT T4y NEREHEA 7 V=7 MCh LMo E#RZMEN L TES LET

FEAE L X —DFERETEICTANIL, ZOFEREEL 77 ANVET v 7 ue—RRLET, HEIZ
LoTIE, HLVW CAGFHESCHME X —2 LR T2 ENTEET,

F T2l b Fx =V ¥ TPKIAT V27 FDOY A NERRTDHE, VAT LTIEAEOY
TV ML EA T2 MEE LTERLET, IEHEORERRY TV Nilki4 %
FRT BT, HEO BICHRA 2 #BEN L T3V, GEEICET oM A2 TR RT 512
X, PKIA 7V =7 FafRELET,

GE)

Firepower Management Center 3 X OVE BRI R T /N A A 1X, W CA A7 ¥ =7 |~ & NHGEH
FT7V = MURFESNDT X TOMEF—% ., RIFANZT X DMTERSNIZF — %> T
Wb LET, "ATV—RREISNTWOIREX—EZ T v 7 e —RT5L, 77747 A%
A—PRUIDNRAT — Faflio THEF—ZEHE L, FUo X AERShF—2flioTER
EHESLLTHrOLREFELET,

SAZEDBEHROPKNA TSy b

RERAZEORERA 7 Y = 7 ML, GEEEA R (CSR) #ER L=V, HBES N CA D
TAT VT 4T AEHELZRSG L7203 5 72002 FEER (CA) P — NEROB GRS
TA—EREENTVWET, INOLDT 7T AT 41%, WEX— AV T7TANT VT ¥
(PKI) THAELET,

AEHEOREA 7 V=7 M2E, SEAERDEROZEN TV DL HERHY 3, PKI, T

HOVEEAE, B X UGEFHEOREGEOFEMICIHOWTIX, PKIA V7T A R T 7 F v & F VX )LEE
BHE 22 LT 7ZE0,

NERREE/A T2V b

WESNIEZZNEFNONERRGER (CA) A7V =7 M, Mk CHIE S5 CA D CAABR#:
GEAEARLET, oA TV MEL ATV ML CAGEHE, BLORTIZh 72
BN G720 £, SSLAL—/LTHREECA AT V=2 b N—T%MHT 5L, N CA
WL T —FEABICHEALT D LICLY, BETLIHEIL NI 74 v 7 2EETEE
7

arATesr Iz~ I}
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BHATELA IO b |

B craszcams—oromk—+

\}

G¥)

[1H 5 - FFE4 (Decrypt - Resign) ] SSL /L—/L T CA A7V =7 hABBTHHEE, LV—
AR by aic—%T 5L, SSLAY Ry = 7 DOFx Ty m— FIFEHELEET
EXRNENWHIBEEND—FOT T UFICRRINAZENHY £3, ZhEBEET I, 7
HCTELN—NEHEDIZ FA T VERITRAAL Y U A MINHCAL T V=7 MEHESL
BLET,

WOTETHNEECA T V=7 hEERTEET,
« RSA N— A F 721 3FE M HhRN— A DBEFD CA REE L X —% A VAR— 75
« HT LW RSA X—2 D HCES CAFERFH LB —24EMT 5
* RSA R—ZDRFA D CAFEHF L WEX—ZENT 2N CAFT TV =7 FEMT 2

BIZ, FERAEIZEA T D1 OICGERAESZSAER (CSR) 250D CAIZKETILERH Y
i—a—o

BN EEAEEZGDNHMCAST 7V =7 NeER L% T, CAREE L EHE X v o r—
RTEALE 72 ET, VAT AR, Frvru— RENEAEEME S — 2 2 —FR{ito
INAT— RCHE B L LET,

VAT ATERINTEAETH, 2—FICk o TERENTEHETH, NEHCAF TV =2 b
DLENIEETEETN, oA 727 N 7a XT38 E T A,

EHFORNE CA AT V=7 MIHBTEERA, 51T, SSLARY > —THEHINLNE
CAF TVl "NafREaEdTre, BETAT 7R ay ha— L RY o—RNEEhLET, £BF
EFRMEERICE,. 778RA 2y he— A R — 52 BHERBETAVLERH Y 7,

CARIBAZ L ME X —D 1M VR— b

X509 V3 CAGEELRIEX—2 A VAR — b THZ LICL-T, NECAA TV =7 NERE
TEXZET, P R—PFENBEXKONTNODOER Ty a— RENEZT7 7 A VET v 7Fa— KT
=F7,

« kB BL AT (DER)

o T ARV —FE{LE S A —/ (PEM)

MEX— T 7 A NVBNRAT— NMEES N TWDEAIE, HE AT — Raefgicx £4, G
ELX—NPEMEA T a— FENTWAEAIE, FRE2a— LTI T
xFET,

WY eREEE X —DEHREFA TS, HAIZRTIZR>TWAE T 7 ANDRET v
O— RCT&EFET, VAT AIA T V27 FEREFETARINCAT #REEL 9,

| EEEEDE e R A



| BREEaLA ISy k

\}

o R |

G¥)

=V 1875 - B4 (Decrypt-Resign) | 727 v a VERET HE, TDO/L—/LTIL,
SN TND =LA T, ZRENLWE CATEHFEDOR 5L T LTV X LD S A 7T
HEAONWT KNI 74 v 7 PRESNET, =& I,
NIEFRIE ST 74 v 7 21T DI,

NV ET,

iR X—2 07 /13 XA THE(LE
KM HiAR-X—AD CAFEHELZ T v /e — R 50 E

CAEIBAE L WEX—D 1 ViR— b

ATy
ATvT2
ATv7T3
ATvT4

ATy TH

ATvT6

ATvT1

ATvT8

A=
X IE

AX— b 41 | REDFA VR | YR—rENBT | HR—LSNDF | 7IERX
- A AR A (Access)
fEEL (Any) L (Any) F_T (NGIPSv |[{E:i (Any) Admin/Access
ZBr<) Admin/Network
Admin

ST AL L ORMTE, BHED KA TIERSNIAT V= s MBRFENET, 20
ATV w s MEIRETEE T, SR AL S TIERS AT Ve s NBRRSNETH, 12
L EDBRA T NIERETE EH A, TR AN VEHDFT V=7 P RFB LOWET S
i, 2O RAL DB ET,

FIE

[Tz b (Objects) |>[A TPy FEE (Object Management) | IR L £,

[PKI] / — RZJEB LT, [N CA (Internal CAs) | Zi®IN L £ 7,

[CA DA > AR—b (ImportCA) 1227V w7 LET,

AEiE AT LET,

YNAVTF RALVERTIE, 797 MiZ RAAL VRN T-BIZTO20ERHY £5, &
AT AL, BUED RAAL U THEERTERWAT V=7 NOLARTE OFAERETHZ ENT
XET,

[FERHEST — % (Certificate Data) |17 4 —/L KD _EIIZH % [BIE (Browse) (227 Y v 7 LT,
DER £721Z PEM T 22— RSN/ X509 V3 CAGEE T 7 A V&7 v 7 u— R LET,
[F— (Key) 1 74—V RO EEHIZH D [ZH (Browse) | %22 U » 7 LT, DER £721% PEM
Ty a— RENLEXRTOREX— 77 A NVET v 7 —RRLET,

T a—R 77 ANRNRAT — RMEEINTWAEAIEL, BB L ORO/NRAT — R
(Encrypted, and the passwordis:) T = v 7Ry 7 A% 4N L T, NAY—REZANLET,
[PR1F (Save) 1227V v 27 LET,

arATesr Iz~ I}



BRAwTeELEF ISz~ |
B craszssvnms—osm

RDBERY

T IT AT RRY—NE TVl NI 5813, REOEFEZERLET GRE
EHOIER #5M]) |

CAFIEAE S L UBME X —DEM

AX— bk 54 € [ REDSA VR |HR—rENdT | HR—rZhd K| 791X
VR N R ALY (Access)
& (Any) L& (Any) J T (NGIPSv |[{EE (Any) Admin/Access
%) Admin/Network
Admin

AR A RAET 52 LT, RSAN—RADHAEA CAGEAE L MBS — 24K T 25 X 51T
HCAAT V=2l NaRETEET,

ARk END CAFEHEO AWML 10 4T, [AHIHE OB (Valid From) ] @ BAHE, £
E‘Z@Qﬁﬁﬁﬁﬁﬁ.@ﬁ*o

INVTF RAAL DREBATIE, BUED FAA TR SN A T V=7 FRFERINET, 20D
F7V=7 MIMETEET, B FAAL TERSNTIZA T V=7 FBFERENETH, 1T
LAEDHE ZNITIRETE AL, FREAASNNZHLAT V=7 M aFoRB I OWET D
WZIiE, £ORAAL AT EXET,

FIE

AT [T b (Objects) |>[FT Py FEE (Object Management) |Z2 8RN L 7,

RATw 72 [PKI] /— RZEBA L, [N CA (Internal CAs) ] &R L £,

ATv T3 [CADEK (Generate CA) %227 U w7 LET,

ATV T4 ZRiEANTILET,
VIF RALVIEBTIE, A7 V=27 MME RAALVBENTRBICTO2MNERLY £7, v
AT A, BUED RAL U THEHFERTERNWA TV =7 bOLRTE OBEERET DI ENT
TET,

ATv7T5 IDEMEATLET,

ATv 76 [HCOE4 CA DERL (Generate self-signed CA) 127V v 7 LET,

FLWEAM SRS

BAEHAESL CADLORETAZLIZE-T. RECAA TV NERETEXET, =
L, RO 2ERENS72Y 9,

| EEEEDE e R A
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| BREEaLA ISy k

*2%0 cAiEE s csRois ]

W CAAT V=7 FEARETLHOOBHEREIRELET, ZT&Y ., READRE

HFERL LORT TR o e EEBAER S L, F8E L7 CAITKT 2

PERR S IVET

« CA X VBN EFEHELRITSNEO, TNEZHNEHMCAAT T V=7 MIT v 7 r—R
LT, READFEHAEL BB ET,

AERAESE 4 ER (CSR)

BN EFHAERGSEN TODIEAICDH, SSLIL—/LTHNECAAF TV =/ M2 TxE

B

REHL D CAZEEAE & CSR DERK

ATv T
ATvT2
ATvT3
ATvT4

ATvTH
ATv7T6
ATvT1
ATvT8

AX— b+ 54 € [ HEDSA VR |HR—brENdT | HHR—rZhB K| 791X
R N R ALY (Access)
& (Any) & (Any) 3 _TC (NGIPSv |[EE (Any) Admin/Access
%) Admin/Network
Admin

FIE

[#72 x4 b (Objects) |>[AT> Y FEE (Object Management) |4 %R L E 5,

[PKI] / — RZEB L. [N CA (Internal CAs) | Z3#R L £,

[CA DERY (Generate CA) &7V v 7 LET,

HETE AT LET,

VIF RALVIBBATIE, A7 V=2 ME RAALVBEERNTRBICTO2MERHY £7, ¥
AT ME, BHED FAAL CTHERTERNA TV 27 NOLRTE DFAZRETHZENT
XFET,

ID @tEE A LET,

[CSR D1ER% (Generate CSR) %27 U v 7 LET,

CAIZEET HT-OICCSR a2t — L £,

[OK1 %27 U v 7 LET,

RDBERY

cCAIC L > TRITENABL B LM ELT v 70— FTAULERHY £+, kROR—
EHILTLLIEEY, CSRADIGE L LTRITSNEBAMEIEHEDT v 7o — K (
74 N—3)

arATesr Iz~ I}



B s~ oz LcarantEansEREOT v FO—F

BHATELA IO b |

CSRADEEELE LTRITEIN-ELAHZHAZEN7yTO—F

ATy T
ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

ATy 717

AY¥—hk 4t HEDSAEUR|YR—FENDET | R—FSNEKF | 7OEX
~ A AR A (Access)
f£EE (Any) £ (Any) 3_T (NGIPSv |fEE& (Any) Admin/Access
ZBr<) Admin/Network
Admin

VNF RAL CDOREMTIE, BIED RAAL TR SN A T V=7 RERINET, Z0D
7V MIRETEET, BHFAL S TERINA T V27 b ERENETH, 1F
ENEDGEZNTRETEETA, THREANICHDIA TV NeFrnBLlUOWRET D
WZiE, FORAAL AT B2 F 5,

T v a— KT 5L, B EEVIEE SSL L — L TBRTE T

FIE

[Tz b (Objects) |>[A TPy FEE (Object Management) |% iR L £,
[PKI] / — RZEBI L. [INEF CA (Internal CAs) ] Zi®IR L £,

CSR Z 1 L TV DO RBA DFEHELZ G CAL T V=7 FOBOIRET A 2> (&) &7
Uy Z LET,

[REFAED A > A h—/L (Install Certificate) %27 V v 7 LE T,

[ZH (Browse) 1% 2 U v 27 LT, DER £72(Z PEM TxT > 2 — F 7z X.509 v3 CA GEHE
TrANET v I —RLET,

Ty T a—=R Ty ANPNRAT — MRS TN D55, [k, NAT—F:
(Encrypted, and the passwordis:) | T = v 7 Ry 7 A% F NI LT, RAT—RE AN LET,
(17 (Save) 1#27 Vw7 LT, CAZT7 V=V MIBAMNZENEELZTY v 7r—RLET,

RDEZRY

cTUF 4 TR = NA TV N EBRTHBAE.
EEOREN 2 BMH) .

WREDERZRALET GRE

CAIRAZER L UBEXF—DF o O0—F

FEAEB I OBROEREZ G 7 7 ANENTCAA T =7 " E Ty —RF52 L2k
D, CAFEHEB L ONRT IR o e B E Ry 7 7 v S EITIRETE ET,

IE

Zyrm— FSNIEERIILTLERRGITRFELTIIZ S,

| EEEEDE e R A
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| BREEaLA ISy k

casELEs—osyoo—k ]

VAT LIE, WERCAA 7V =7 MIBEFEEN TV EMEHRE T 4 A7 IRET DRI, T
X LZERR SN 2> THESL LET, iEES L UOME#ENTCALT 7 V=7 Mnb
Foyra—R35E VAT AIETHEREZES L T b, GEFL L OWE#OFRE ST
TrANEERLET, ZO%, ¥Ura— R 77 A NVEE LT 1D AT A TEDR
HINAY — REET 50 ERZH D £7,

VAT LNy T T DO—HE LTH Y rn— RENOWMERIT, B S Thir6, L

Ny I T o7 774 MIRESNET,

CAFIBAE L WEX—DFYO—F

ATy T
ATy T2
ATvT3

ATv74
ATv75

ATvT6

AX— k54t (REDSAELUR|HR—FENET | R—rENBF | 791X
~A AN r A (Access)
fEE (Any) fEE (Any) F =T (NGIPSv [{E& (Any) Admin/Access
w#Er<) Admin/Network
Admin

~NVF RAALCORERTIE, BIED RAL CTIER SN T V7 ERFRRENET, 2D
I 727 MIRETEET, A RAA U TERENTAT V27 PEFRRENETH, 1Z
EANEDLHE I NTRETEETA, THREASNICHDIA T V=7 FeFrnBLUOWRET S
WX, ZORAAL NIV X £,

BEORAAL VBIXOEMH RAL Of GO CAFEAEEZ Y Y v a— RTEET,

FIE

[#72 x4 b (Objects) | >[4 Ty FEE (Object Management) |% N L £,
[PKI] / — RZJEB L. [N#5 CA (Internal CAs) | Z 3R L E 9,

EAERB IUOWEXF—2 XU n— FT50RLRDOINECAFT TV =7 FOBOMRET A =
v (@) 7Yy LET,

AT RAL CEATIE, BT A2y (8) 22Uy LT, B RALS v OAT V=2 b
DFEAEL LB —2 X 7 a— RFLET,
[#7 11— (Download) 1% 7V v 7 L%,
[/NATU— R (Password) ] B [/XAT — ROfER
TAERAT = REATLET,

[OK] %27 Uv 27 LET,

(Confirm Password) ] 7 4 —/V RiZ, HF

arATesr Iz~ I}



BHATELA IO b |

B csczemaptivzst

EETEHEAR/RAT IOV b

HELEH TX3EER (CA) A7V 7 MI, TNFNEFETE D CAILET S CANR
BEFIAEA R LET, 20X T V27 MI, A7V 27 M E CA ABRBIFAENS 2D £
T, MDOLDICHRESNTNMBCA ATV =2V Ve T N—T %X ET,

fFHTE 2 CA, EIFEET =— > HWOVTNND CAIZ K > TEH SHTFEHE TR
FAESNTE DT T 4 7 EHIET 272D SSLARY —,

« LDAP £721X AD V' — "D % 2 7 R A WL T 272D D L)L LA DOFRIE,

« ISE/ISE-PIC #%f5¢, [pxGrid %—/3 CA (pxGrid Server CA) |7 4 —/L K & [MNT #—/3 CA
(MNT Server CA) ] 7 4 —/V RCREBETE LRI A TV =7 FEBIRLET,

FBHTEL CAAT V=7 PERERLIZERT, TOAMTZEE LY GEWERD Y X b
(CRL) ZBML72D T LIETETETN, MOFT V=7 F 7 a7 1 2EE 5T LT
TEFEHA, A7V =7 MIBMTE S CRLOKITITHIBERH Y FHA, A7 V=7 MIT v
7a— REHRO CRL ZEE T HITIE, A7 V=7 e ol AHIBR L THRIERT 2 LR H
DET,

GE)

F7Vx7 MZCRLEZEMLTY, 7Y 7 M ISEISE-PICHAHRE THEMA SN SEE1X
RN H D FH A,

BHFPOEHETEHCAAT V=7 "EHIBRTHZ EIXTEERA, £o, FHATOEETE
LHCAFT TV befRETHE, BMEMTONTNWDET 7R a2 ba—L KR U—2
B3l Ed, BEHEAKMSEDLIZE, 778A arba— R o—&HERRY
LEENH D 9,

E¥ETESHCAA TV b

NECAZAT V=7 ME, XS509Vv3CAGEAEARST v 7 — RTAHZ LI THRETEET,
WOPR—FEINTWHLEROWWTFIN T a— KL 7 A VE2 T v 7u— R TxE1,

o B BALIRAI (DER)
o T A N —il{bET A —/L (PEM)
T ANVINNRAT — R TIRFEIN TV EEEIE, HEE5 AT — RE#ET 20813 H Y £97,

FEAES PEMEA T2 3 — FENTWLEAIE, iz ae— LTV g2 LT
ij‘o

T 7 A MR FEHEEEAE EFNAEEICOL, CATFHEEZ T v u— R T&E4, ¥
AT MFIA TV NERIET DANCREAEEBRAEL 7,

| EEEEDE e R A




| BREEaLA ISy k

ERETESHCAF TS Y FDEM

gEczscArIvzy toem [

AY¥—b+ 4t |REDFAELIR | YR—FENET | HR—FENE K| TIOEX
~A INAR Ay (Access)
fEE (Any) £E (Any) T _T (NGIPSy |{£#E (Any) Admin/Access
ZER<) Admin/Network
Admin
Flig
ATV TN [FT2xD b (Objects) |>[A TP MEE (Object Management) |Z 3R L £7,
ATv 72 [PKI /—FZRE L, [fEH#HTE 5 CA (Trusted CAs) | IR L £7,

ATvT3
ATy T4

[MEMETX % CA DEM (Add Trusted CAs) %27 U v 27 LET,
AaiE AT LET,
CNVT RAAL VBT, A7 V=27 MMaE AL VBN T BT O2XLENHY $9, &

AT AME, BUED RAAL U CEIERTERWAT V=27 NOARTE DFEAERET DT ENT
SET

ATv 75 [ Browse) | %7 U 27 LT, DER £7/2/X PEM Tx > 22— K &}72 X.509 v3 CA FEHHE
TrANET v 7 u—RKLET,

T 7 ANHBINAT — REGES N T LA, eIk, 2SXA T — K : (Encrypted, and the
passwordis:) | T = v 7Ry 7 A% A NI LT, RXAUY—KEAHLET,

[#1F (Save) 1&7 VU v LET,

ATvT6

ATy 717

RDEZRY

T ITATRRY =3 ATV =2 SR TL5E1E, WEDEELRALET KE
EHORER 2Z28)

EHETESCAF T FOFEAEERHY X b

B CEDCAAT V=7 MICRLEZT v 77— RTEx T, EEHTEXHCAA TV =2 b
SSLARY v —DHFTEHT DL, By a OB SLAEIHEA BT L7 CA NE DOtk Tl E
EEROBE LIEZNE I NCHESN T, BBk b7 7 4 v 7 &2l cE £9, PAR—h&h
HIRONTNNOEA T a— RSN 7ANVET v 7r— RTxET,

« WA AL (DER)

o T A NN —il{bET A —/L (PEM)

arATesr Iz~ I}
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BHATELA IO b |

B cEczsatroos rA0EHEED Y 2 FOEM

)

CRLZEML7=%, RALIZAEAFEDO Y XA 2R RTLHIENTEET, A7V =7 MIT v
T — REHRDO CRLEZERET HITIE, A7V =2 bW oAUHIBR L TEIERT 2 LEN H
Di‘é—O

W72 CRLEEATWA T 7 ANDHET v 7 — R T&Ed, EEHTELCAAT Vs
MZIBIITE 5 CRL OEUTITHIERH O T A, 7272L, CRLEZT v u— RKL7=HEAE. Bl
® CRL BN DENC, A7V =7 NaZOEMRTETILEND D £3,

G¥)

F 7Y = FHISEASE-PICHARTECTHEAIN TWAEARIT, A7 Y =27 MICCRLEEML
THEETIHY A,

ERETELCAA T FADFIAE R X FDEN

AX— b 54 € [ REDSA VR |YR—rENET | HR—rZhB K| 791X
R N R ALY (Access)
& (Any) & (Any) 3 _XTC (NGIPSv |[EE (Any) Admin/Access
%) Admin/Network
Admin

VN TF RAAL UOREBTIE, BUED RAAL U CERSNAT V=7 RRFRRENRET, Z0
A7Vl MIRETEET, B FAAS CTERENTAT V27 FbERSNETR, 1F
CANEDEEZNITRETE FYA, FTREAASVIZHDIAT V27 FeRRBIOWET D
WX, ZORAAL NIV X ET,

GE)

ATy I
ATy T2
ATvT3

ATy T4

ATy TH

F 7Y =7 RINISEASE-PICHERE THHA SN TWAEAIL, 7Y =27 MICRLAZEML
THLEREIHY FH A,

FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |4 RN L E 5,
[PKI] / — RZJEB L. [ T& 2% CA (Trusted CAs) ] ZER L £,

BHETEDLCAALT V=l NORIZHDLIRET A2 (&) 27V v 7 LET,

ROVICFTFRTA 2 () BERRSNDEE, HETLEFAAS IR/ LTEY, BEZL
B DMHERPH D 8 A,

[CRL @3B/ (AddCRL) ]%72 U 2 L, DER £721XPEM T 22— K&}/ CRL 7 7
ANET v Ta—RKLET,
[OK] %227 U v 7 LET,

| EEEEDE e R A



| BREEaLA ISy k

simarmErIvzs -

RDBERY

T IT A4 TIRRY) =R ATVl b eBRT LG, REODERZRMALET (RiE
EHEORER 2ZH)

SNEREERREA 72U b

REFERHDENENOIBIEAEAST V7 ME, BRRICE S W0 — ARSI EEZ £ L
FT, ZOFT V=l MIL AT V=T ML EGEAENLRY 9, SSLA—/LCHERFERE
FTx N TN—T T L b NGEE TR S SN N T T 0 v 7 AFE T
FT, EEE BETEZIECEAY—NEEHEZ T v 7 e — R TEXETHR, [GHHTE S
CAGEFAZEZE > THRAET 2 Z LIXTEEHA,

X509v3 P —RNEEHELEZ T v e — R 52 LIk o T, AEGEEHES 7V 2/ M ERETE
9, YR—FENTVEDBROWVTNNDIERD 7 7 A VET v Fu— R TEET,

o« BT B LA (DER)
o« T A N —i{bFEF A —/L (PEM)
WY — NFEHEB R A S A TWE 77 ANE T ET v e — R TEFET, VAT AIAT

Vxl NERETAHANI 7 7 ANVERIELET, EAZEN PEM AT a— RT3
LA, Ao — LTl ffirs b T ET,

SNEREEBRZEA T U FDIEM

AT T1
ATv T2
ATv73
ATv74

ATy Th

AYX—hk T4t |HEDSFAEVR|HR—FENET | HHR—bENBE | 7OER
R INM R A (Access)
=& (Any) =& (Any) 4T (NGIPSv |[{£E (Any) Admin/Access
<) Admin/Network
Admin
FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |4 L FE T,
[PKI] / — RZJEE L. [FMHBEEE (External Certs) | # 3R L £,

[FMEFERE OB (Add External Cert) 1227 U v 7 LE7,

AiE AT LET,

SNVF RAAL VBT, A7V =7 Miax FAAL CBEANTBICT20ERHY £7, &
AT LE, BUED RAAL U CIERRTERWAT V=7 NOARTE ODBEERET DT EMNT
ERE

[REFAET —# (CertificateData) |7 4 —/L RO EFICH 5 [B (Browse) 1227V v 7 LT,
DER ¥721XPEM T a— RE 7= X509 v3 »— NFERET » A V&2 T v a— R LET,

arATesr Iz~ I}
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BRAAEAL IO b |
B rsamEroozor

ATvT6 [R1F (Save) 127V w7 LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLEEE, REOEELRALET (RIE
EHORE 2Z2H) .

WNEREEBAZE A T2V b

REFHDZNLENONEGEHEA 7V =7 ME, MR T 5 — KRG EEZ L L E
To TOFT V=l ME, ATV =2 M, ABREEENE. BRORTICR o T EH#N G 7
DET, WEFERAES 7 V=7 7=, UTTHEMT 22N TEET,

« SSLV—/b, BERORE X — 2 HT 2O — D1 DIZEEGTH N T 74 v 7 &21E
FLET,

« ISE/ISE-PIC #%f5t, [MC $— NGEBHZE (MC Server Certificate) | 7 « —/v KON FEHE
FTT el NEBEIRLET,

XY T T 4T R—=HNRE, 2—F D Web 77 UHICHST DTy T 47 R—X
IWTNAADT AT VT AT A 5Bk T D L IITHELET, [— GEBE (Server
Certificate) ] 7 4 —/v RHOWHGEHEA 7 V=7 FEBRIRL £,

X.509v3RSA X— R F I RN — 2DV — FEHEB L UOST OB X —%27 v 7 o—
RITBZ ez, WEGEREA 7 V=27 PE2RETEET, YR —FEINTVBERONTI
MOBERDOT7 7 A NET v 7Fa— R TEET,

« @B S LAl (DER)

o T A R —il{bEF A —/L (PEM)

T 7 ANVIRINAT — RREINTWAEAEIL, B/ SAU— RERMETILERH Y 9, iF
AZLF—NPEMER T a— FENTWAHERIT., BHAar— LTI 2 8%
T&EY,

BRI EE 2T —OFEREZA TS, FHHAIZSTIZR>TWDA 7 7 A NDRIRET v 7
O— RTEFET, VAT AIF TV =7 NERET ARG T 2HEE L E T,

WHGEHEA 7 P =7 b EER LTIZR, TOLARIEERTHZ LIXTEEIN, ot 7V
I N TuNNT A BEETAILIETEERA,

FRPONEGEEAEAS 7V 27 MIBIRTEETA, 62, FHTONEGHERES 7Y =7
FNEMRETHE, BETAT V7R ary hu— L R —RNELET, EHEELIKEIESH
i, 7278 A arybhre— LR —52HERBTAVLENHY 7,

| EEEEDE e R A
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| BREEaLA ISy k

massEREs I roem ]

NEBRERREA T2 =¥ FDiEM

AX—bF 541 | REDSA VR | BR—rSNDT |V HR—FSNBF | 7UEX

VR N R AL (Access)

& (Any) & (Any) $_T (NGIPSv |fE& (Any) Admin/Access

) Admin/Network
Admin

FE
ATYT1 [A#T2 xS b (Objects) |>[AT LY FEE (Object Management) |Z 3R L £,
ATw 72 [PKI] / — RZEBE L, [NERFEAE (Internal Certs) | Z 3R L E7,
ATv T3 [NEREBEDEN (Add Internal Cert) 1227 UV v 27 LET,

ATV T8 ZHiE AN LET,

INF RAAL VRBTIE, A7 V=7 Mz FAA CVBENT-RBICT2REND Y £3, &
AT ME, BUED ALV TIEEFRTERWA T V=7 FOAHTE DBEERET D LT
TET

RT9 TS [GEHET—H (CertificateData) |7 4 —/L RO EFIZH 5 [BH (Browse) 1227 U v 27 LT,
DER £721ZPEM T a— R &N X509 v3 b — NGEHETY 7 A V&2 T v 77— R LET,
[F— (Key) | 74—V D EIZH D [/ (Browse) ] %7 U >~ 27 LT, DER £72i% PEM
Ty a— RENERXRTOExXS— 774 VET v 7a—RKLET,

Ty Ta— RTLMEX— 7 7 A NVRNAT — FMRES LTV DGEIE.

ATvT6

ATvT1 [ SALF 7+, /XA

U — K : (Encrypted, and the password is:) | F = v 7Ry 7 A& F N2 LT, NATU— K& A
HLET,
ATy T8 [fR1F (Save) 1227V v LET,

AEEAZEDEHEA TV b

NI ARMKRA > bEMHTHE, CALIEHEDEHBINN T v 7 2172 %7, FT AR
A FEIE, CAFERIZIID T EZRKIALIZHDOTT, T AMKRA L FMIiE, CADID, CA
FHEDOaL 74 X2l —ar "I A—F BFEINTWLIDIEAELEDOT Vizm—a v
NEENTNET,

REEOREGRA 7 V= 7 ML, FEEEAER (CSR) ZfER LY | fEESI CArD
TAT T 4T AEHELZTRIS L7203 5 72O MEE R FEER (CA) P — NEROB GRS
TA—EPEENTVWET, TNEDT 7T 4T 41X, EX— ALV T7TANT I T ¥
(PKI) THAELET,

arATesr Iz~ I}



B iv=ozsrooon

BHATELA IO b |

REAEDOREA T V> 7 M2, SEHERDHROTEN VD5 E8H Y £, PKI, TV
ZNVGENE, B L OGEAEOBEOFEMICOWTIZ, PKIA Y 7T A M T 7 F v &7 VX VL
HE 2R LTSN,

SIRAEQEHBA IO TY F DFERAE

SEHEOBRGEA TV 27 b, BEHASRT AL AEZPKIA VT TANT I F v IR, DL
TEFITTHZETVPNERGREZYR— T 5T XA AL TARRA U b (CAFTT V=7
N ZAERRT A0S ET,

1.

FEAFEDRGA T V=7 FO CARRIEL BREFDONT A —F 2 ERZ LET, AT A—X
AIEL. A== F A FEEEZMEHAL T, BR2T A RACEAOA T V=2 MNREE
RELET,

TAT VT AT AFEAZBZVE L THEKFHART AL R ZZOFT V7 & BEEMT
TA VA=V LET, TRARAET, TOFT V27 MIFTAIRA L MR E
T

REAERGEA T Y = 7 MR T A ACEEMT DI, TS AL VA —vEND T
T, FEAERGE T 0 AN SN ET, Yot AL, HEB4. SCEP, B X OPKCSI2
T ANKGES A TOHEEIIEBNIITORET, 2FV, BEEICLHENOT 7 V3
VIIMESH Y ¥ A, FEREHAERGE T, I OHICEHEEOBENMLEIZRY 9,

ER S h T A RARA > F % VPN ORETHE L £,

MHAEOERAF TV F DEE
AEAEDORGA T V=7 b ZEHT DL, (A7 V=27 b (Objects) >[4 7Y =7 MEEE

(Object Management) JICEIL, T 47— 3> 74> RUunb [PKI] > [FEFAE OB G
(Certificate Enrollment) ] Zi#R L E7, IROIGFWMAERINET,

s EFOFEAEORGEA T V=7 ME, [4A1 (Name) (FICFERINET,

UARNET 4 NE ) TTHITNTMRBET 4 — 8 (RHNh) 2EHALET,

KT NOBERS A TN XA T (Type) 1FNCF/RENET, ROBGFT %26 H
TEET,

*[B%E (SelfSigned) ]: EEEXGRT /A AHMA D H LEA/V— FREAEZ LR L E
o

+[SCEP] : (57 /L ) Simple Certificate Enrollment Protocol IZ. CANSLT A T 2T 4
T AREEZ G T DI T A ATHA S ET,

o [F#) (Manual) |: B0 7 o A%, BHEHEICL> TFETIEITINET,

* PKCS12 7 7 A /b (PKCSI2File) : VPN Ok % ¥R — k3% Firepower Threat Defense
DEBKRIGT N4 A TPKCSI12 7 7 A V& A AR — h LET, PKCS#12 (PFX £721%
P12) 77 AN&iE, = GEAE, FREEAE. MEX—OT XTS5k L Tk
12577 A40LTY, H5OHD [/SA 7 L—X (Passphrase) % AN LET,

| EEEEDE e R A
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| BREAaLA IO b

angozsrIczs roen

o [A—N—=F A4 K (Override) 15iF, A7 V=7 "BA—N"—=F A4 K (FOF=v7 <—
7)) BHFRTEINLW GROX) ZRLET, BEREREINDGE. Uit —1—
T4 RO¥TT,

[A—"—F 4 K (Override) 147> a &AL T, VPNRED—HTHLET /A A
DAT V2l NREENAZAALET, A—N"—=F A KTDHLE, KT A ADKIT A
FRA  FOFEMA—EICR Y 9, EE, WBAELETY TV ML VPNORIEN
DETINA AR LT EEXSNE T,

EBEDEATOAT Y =7 hOFA—"—=F A BT 23MB LOFIEICOWTE, 47
Vel FOF == F (9~—) 2ZRLTIEZIN,

RET Ay hE) 227V v 7 LT, BICHER L SEHEZEORGRA 7V 27 b 2iRE

Li?‘ﬂ%ﬁi BekA 7 V=7 MR EOEEXGT S A A2 H BEHT ST ng
WZOBRFATTEFET, MHEOKEET 7V 7 FOREICON TR, BN FIEE SR

Lf<té%o%th%ﬁﬁ7/xﬁ%%ﬁ%f%iTo

cHIBRT Ay (ZHF) #2710 v 7 LT, ANER L2 iEHEORGEA T =7 b %#Hl
BRL 7., BEXNRT AL ZZEEMTON TWAFEAEDRGEA 7 V= 7 MIHIR T
FH A,

[ (+) FERAESEROBEM ((+) Add Cert Enrollment) ] Z# L T, [FEAEEEXOEM (Add Cert
Enrollment) ] # A 7 r 7 #B &, fEZEOREA T V=7 b ZRELE T, iEHIEOREA
TV b OB (83 X—Y) EZMLTIEIN, KRIZ, FHIRO~y R K FAN
ARZEITREAFELEZ A VA =V LET,
BErEY Y

HOBABGEEHE A LIsEED A VA h—b

SCEP DX Gk & H L7ZFEED A A h—/b

FEPEGR A L7ZGEIEDOA VA h—b

PKCS12 7 7 A WEMEH LTFERED A A h—)b

FIBAZEDEHFA TSV b MENM
A¥X—h+ 54t |[XDSFA VR | Y R—FENET | HR—FSNB K| 7R
VR NA R AL (Access)
£E (Any) ML Firepower Threat |{£-& (Any) Admin/Network
Defense Admin

FE

AT T LFOHFEOWTIMNICLY | [REFELEOEN (Add Cert Enrollment) | 4 A 7 1 7 % i %
iﬁqo

arATesr Iz~ I}
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BHATELA IO b |

B avzozsr 00 - oem

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

c ATV = MERNSEHERL (A7 V=2 b (Objects) >[4 7 Y= MEFE (Object
Management) ] H[E T, [} E 4 —3 =3 > (Navigation) ]34 > @ [PKI]> [FEA & D&k
(CertEnrollment) | %33R L, [FERAEDOEERDIEN (Add CertEnrollment) ] Z#L £9°,
« BWHHRT NA ZAOFREFICHEL  [T31 A (Devices) 1> [FEFAE (Certificates) ] IHiifi
T, B (Add) 1> [T LWEEEOEN (AddNew Certificate) | Z i8R L, [REIED X
$#% (Certificate Enrollment) | 7 4 —/V KO H 27V v 7 LFET,

[4F7 (Name) | Z AN L, EETEET 247V =7 b [ (Description) 1 Z AL %
D

BERINE T T DL, ZOLRIDBEEMNT SN EEGET NA ZAD T R MRA N OLAHIIT
AN S

[CA & (CA Information) | % 7 ZBAWTH 6, [BEkH A 7 (Enrollment Type) ] Z iR L %
R

« [HEBAEAE (Self-Signed Certificate) | : BHIRIHT /NA AN CA L LTHREL, HE
DB E N — FEHEEZ AR LET, 20 Tk, S6ICRELRAERITIHY £
A,

GE)  HACBEAERAFZRERT L &I, GEAEAT A -2 T4 (CN) 2
TOMENRDY £,

«[SCEP] : (57 #/V ) Simple Certificate Enrollment Protocol, SCEP {§# % f8E L £7°,
FEAEOREEA 7V 27 FSCEP A7 v ar (853—) BT &N,

« [F#) (Manual) ]: Ef5 L7= CAGEHIE% [CAREHE (CA Certificate) ] 7 1 —/L RIZHED
T ET, CAREHEFIOT A Anbat— LTS TEET,

« [PKCS12 7 7 A/ (PKCSI12File) ]: VPNt % 7" — Kk L TV % Firepower Threat Defense
FHXAHRT NA ADPKCS 12 77 A V& A R— K LET, PKCSHI2 77 A /b, F2id
PEX 7 7 A id, F— G, TRREHE, BEX—2NEENSE -0 7 A v
Tt, HEDHD [7SA 7 L—X (Passphrase) ]EZ AL ET,

(EE) [REHED/XT A —X4 (Certificate Parameters) ] ¥ 7 Z B &, fEHEBONEZFE L £
T AEEOREA T VeV N FEHEDO/NT A= (86 X—) SR L TIEIN,

ZOEHRIE, GEHFIHEMH S, ZOV—FPbREHEEZET LT X TOE FNRFRTE
3

EE) [F— Key) 1¥7Z&MHE, S—ONFEZEELET, itHEOREEA TV =7 b O
FHR AT ary 8T—Y) EBRLTIEEN,

(EE) [2&%h (Revocation) [ X7 %7 Vv L, ROATvarzRELET, AFAED
BigkA 7TV =7 bR AT ar (88 %—2) EZBILTLIEEN,

WENZE T, ZOF T V=7 MZHOWT [F——TF A RZFFH (Allow Overrides) ] L Tk &
FT, ATV FOA—NN—TF A ROFEMI AT V= FOA—N—=TF 4 K (9X—=)
EHIRL T &N,

| EEEEDE e R A



| BREEaLA ISy k

HBEOBHEL IOy rsceP Ty [

RDBERY

TNRAZAD ST ARRA » DEAFRT D72, T ADKGRA TV =7 FOREMIT & A
A b=V EATWET,
BENE YD

HOB4ABEEHEHN LsEHEOA VA h—b

SCEP O %Gk i L7ZFEED A A h—/L

FEPSER A LZGEAEDO A X h—b

PKCS12 7 7 A /W& ] LIZREED A X b—1

STRRENZFA T FSCEPA T 3>

Firepower Management Center £~ — 3 > / X

[72 x5 & (Objects) |>[ATP x4 FEIE (Object Management) | DIXIZ, T B/ — 3
> U4 v Runb [PKI > [PKI Z$% (PKI Enrollment) | #3384k L £4, [ (+) PKI&HDIEB
A ((+) Add PKI Enrollment) | Z#f L C, [PKI%&DiEN (Add PKI Enrollment) | %A 7 1
ZPI& . [CA 5 (CA Information) ] % 7 &38R L £,

J4—ILE
[%§% 4 A 7 (Enrollment Type) ] : [SCEP] IZ&%/E L £,
&4k URL (Enrollment URL) ]: 7 /34 AMNEERZHRITT DD CA —,30 URL,

http://CA name:port DJEA.D HTTPURL ZfEH L £9, Z ZT. CA_name|% CA #—
DARAFDNSHE/IEIP T RLATY, AN— FEFIFILHATT,

GE)

SCEP #—/3H378 A F4/FQDN TR SN TV 5 AL, FlexConfig 47 Y =7 b &AL T
DNS $—"Z5E L £,

CA TD CAcgi-bin 227 U 7 MENT 7 4 /L~ (/egi-bin/pkiclient.exe) TreWIGEIL, Z D
YLD A 7 U 7 MLIE % http:/CA_name:port/script_location DFEZT URL (25 & D LER H
W EJ, ZZ T, script location [ CA A7 U7 kD7) /NATT,

[Fr LY RRAT— RRAYT— ROFfEZR (Challenge Password/Confirm Password) ] : CA H—
NPT NAZADID ZRRAET DT DIEAT 52T — K, CAYV—NCEET 7EA LT, £
721X Web 77 UHIZ7 KL A (http://URLHostName/certsrv/mscep/mscep.dll) %
ABLT, RMAU—RZHRETEET, ZONRAT— KT, CA V=055 LIRS
603N T, LIzhioT, NAT— RNiX, {ERlth, TEX AT REICEA T 20 ERH Y
E3 N

[FFRATHIH (RetryPeriod) | : REMAEFZROFITHIME (5580 . HIZIX1~6002fHETE £
Fo TN MI1IHTT,

[T (Retry Count) | : PO ERFFIZFEHENEITSI N TWARWESE, FEITT5HR
1TE%, 1~ 100 DfEEEETCEET, T 74/L NI 10 TT,
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BRATEGA IS b |
B eszozsro00 ramEn52—4

[CA FEFHEDHS T (CA Certificate Source) ] : CA REBHEORSG HiLEHE L 7,

* [SCEP =i L7-Etf5 (Retrieve UsingSCEP) | (7 4/ FTH Y, ME—H R — ST
WA A7 a ) Simple Certificate Enrollment Process (SCEP) % f#iffl LT CA H— 3
OREFIEZ IS L E 3, SCEP 23 2121E7 /A R & CA Hh— & DM OB M E
TY, BT o AZBGT AN, T35 ANE CAYV— "~ — 35D 2 L& hk
ALET,

[7 44—V~ (Fingerprint) ]: SCEP ZffiH L T CAGEEA TS T 585G, CAH—
NDT 4 =TV b ANTLRERDYES, 74 T—7V > bl LTCAH—
NOFEHEFEORIEMAMEGET 5 & NERB=FH1, AYOTEHELZHBOIENFICEESI]HZ D
ZEEMIETEES, CAYV—D[7 4 H—7Y b (Fingerprint) 1213 16 #EHIEATA
SILET, ANUIAENRGEHED 7 4 =TV o M=K LWEE, EEITES ShvE
T V= NZEEET 7 EA LT, £721E Web 77 UHFICT RLA
(http://<URLHostName>/certsrv/mscep/mscep.dll) # AJJL T, CADT ¢ > H—
TV b ERAELET,

AAEDEFEA T FEHED/NF A4
CA H— NI RIE SN BRERTERIC, COMOIREIRE LET, —OMMIL, AT
MEN, ZON— 2 DO EEZET TR COFZERERTE £,

Firepower Management Center £~ — 3 > /{X

[#72 x5 & (Objects) |>[ATP x4 FEIE (Object Management) | DIRIZ, T B/ — 3
¥ 74 v Ruink [PKI) > [PKI Z$% (PKI Enrollment) | Z38R L £9, [ (+) PKI&&kDA
i ((+) Add PKI Enrollment) ] Z#7 L C, [PKI &&k@iBM (Add PKI Enrollment) | %A 7 1 7
P&, [REBAED/ VT A —% (Certificate Parameters) | ¥ 7 Z 3R L £ 77,

J4—ILF

FEAED LDAP X.500 TR A A L T, T _XTHOEREZ A LET,

+ [FQDN % & 72 (Include FQDN) ] : 7 /N4 A ® Fully Qualified Domain Name (FQDN; 584
B RAA U4) ZAEEERICED 20 E 90 ERELET, BRKEFRO LB T
j—O

o [T/INA ADRR %% FQDN & L TER (Use Device Hostname as FQDN) |
* [REBAZIZIE FQDN ZfER L% LY (Don't use FQDN in certificate) |
« [1 A% 1 FQDN (Custom FQDN) ]: Z#&Z@&EIRL, KRS [ A 4F L FQDN
(Custom FQDN) |7 4 —/L RIZfRE L £ 7,
[THAAADIPT RLA%ZE®H S (Include Device's IP Address) ] : IP 7 K L A 3GER] &2
KRIZEERTWDHA U F—T oA A,

« [34 (CN)  (Common Name (CN)) ] : fEBAEICE © 5 X.500 Hid4,

| EEEEDE e R A



| BrmmERstIvs b
MREOBRA IV FoxELA TV ||

N

G HOBLAHHEZBRET S L IQL, FAERT A —4% T4
(CN) Z4EETHXLELRDHY £,

o [#LFRHAL (OU)  (Organizational Unit (OU)) ] : AEBAEICE O 2 MR HEAL 04T (R4
mE)

o [#1f% (O) (Organization (0)) ] : fEFAEIZE ® DMk £ 72132040,
o Mk (L) (Locality (L)) ] : REBAZEICE O 2 Hilik,
« [BRERFE (ST)  (State (ST)) ] : FEAEICE D B M F 72 138 E IR,

[E=—F (C) (CountyCode(C)) ]:iEBAZEIZEZ®DIE, Znbda— Kk, ISO 3166
DEOEBEMIGIZHEI L TWET (L2137 AU hEaREIT TUS) ) &

[EFA—A (E) (Email(B) |: fEHEICEDHBEEFA—L T NLZ,

[T ADY Y TNEEEED D (Include Device's Serial Number) ]: 7 /34 AD T U T
NEFEAAECZZDLNEIDERELET, CAlX, 2OV T AEFEMHEHL T,
FEEAGRAET 570>, E£72idd & TREHEZRFE DT A R ET, vV T LE
FEEDDHNE I DB TERVIGEIX, Ty TITRNDT2D, GO TSN,

AAZDERAT IOV P DEELGA T a Y

Firepower Management Center £~ —3 3 > /\X

[T x5 k (Objects) |>[#TPxH FEE (Object Management) | DIKIZ, T B/ — 3
¥ 74 v Ruink [PKI] > [PKI &£k (PKI Enrollment) | Z3R L E£3, [ (+) PKI&EDA
S ((+) Add PKI Enrollment) ] Z## L T, [PKI %&%DiE/N (Add PKI Enrollment) | %A 7 a2
X, [F— Key) ¥ 7&ENLET,

J4—ILF

e [F— A7 (KeyType) ]: RSA (F7 4/ b, BEOYR—FENH AT a D)
%7213 ECDSA,

o [F—4 (KeyName) ]: g5 & BhEA T 2% — XT BBEICFET 256, 207 4 —)b
RTIEZEDF— XTOLRERELET, F— T REFEELRVES, 207 4 —/ R
WIIBEHIZAER SN DT — RTIHRET DAREZFE LT, RSA X — X7 ZfFEL
7254, Fully Qualified Domain Name (FQDN; 52 2{&fiffi KA A > 4) R VIR X
NnET,

s [F— WA X (KeySize) ]: F— T VFELRWGEIL. LERX— A4 X ((f) %
By bCERLET, ML A X111024 T, BEOVA ANRKRELRDIZE, F—
IVEXaT7Ic0ET, 2L, BEOVA XBRENF—ITE, ARRICHERA Y
512y FEYREWGAEIT 1 2L E) | &5 & OB SRR A0 7,

arATesr Iz~ I}



BRATEGA IS b |
B eszossr 0 ramtrToay

« [FEMIER & (Advanced Settings) ]: IPsec VE— F 7 74 7 hEHED, F— R
T AT Y a rBRORF — ORI 7 2T v a COEEZBGEEL R WIBETT.
[IPsect— D Ik % 457 (Ignore IPsec Key Usage) | #i#IR L EJ, IPsecZ 74 7 > b
AEAEO X —OFEARNT = v 7 2iTbRWnWE 2 T&ET, 774NV NTHEH, 2047
a TR S TVET,

STHEQBRA TS F KM T3

FEAZEDENAT —Z A WRBTHNE Ik, FEZERL TRETHIZLETHEELET,
K DOHETRILT 7 /v N TH 772> TRY, EB5DJHE (CRL £721X 0CSP) 4 12
o TWERA,

Firepower Management Center 7 £~ —2 3 > / X

[T x5 k (Objects) |>[F T x4 FEE (Object Management) | DIKIZ, F B/ — 3
¥ U4 v RUHG [PKI) > [PKI 483 (PKI Enrollment) | #78# L£9, [ (+) PKI&&KDE
N ((+) Add PKI Enrollment) ] Z#f L T, [PKI %&kDiE/1 (Add PKI Enrollment) ] %4 7 2
ZBRE, [&%) (Revocation) ] % 7 & &K L £,

J4—ILE

s [REBAELRZN Y X FDFZNE (Enable Certificate Revocation Lists) ] : CRL DR &2 BT
BHIZiFA AT LET,

o [REBAZED S O CRL 43781 > b (Use CRL distribution point from the certificate) ] : AlF
BHEN S DZsh U 2 MEAH URL BS54 2134 ic L,

o [BRESINT-FHY URL %] (Use static URL configured) ] : KWV A MDA T ¢ >
7 IR ERER SAUEAT URL Z2BI03 21213, Ziva4 i LEd, RICURL &8
MmLET,

[CRL #—/3® URL (CRL Server URLs) ]: CRL % % 7 > 12— K A[HE/2 LDAP H— /3
®» URL, Z® URL iZ 1dap:// »HhiAE D, URL IZIER— NESNE T D HLEH
b0 ET,

« [Online Certificate Status Protocol (OCSP) D £ %{t. (Enable Online Certificate Status
Protocol) ]: OCSP F = v 7 ZHNZT HIZITA T LET,

[OCSP —/ X URL (OCSP Server URL) ]: OCSP F = v 7 ZWMZHE L TWBHHAIC, K%
F x v 73 250CSPH—/"DURL, Z®URLIL, http:// THEDILERH Y 7,

 [RDERICT 7B ATERWGA, AEAETAEZ E RS E T (Consider the certificate
valid if revocation information can not be reached) ]: 7 7 4/ h TA IR >TWVWET, =
NEFAILRWGAIE, T2y IRy 7 A2 A 71 LET,

W srRATRET IV b
88



| BREEaLA ISy k
siax=a47czs+ |

SLAE=A2 ATV bk

KA H—Fy b 7o balLP— R LYULELK (SLA) F=F TlE, F=F VU ITHED
T RUA~DERAR) > —%2EHR L, TOT RLA~OL— O fMEZ T vx 7 LE
T, — FORTAME, ICMP =2 —ZREZXEFE L, IWELZFET 2 L2k - T, EHmIC
Tzl INET, BRBIALTUNTDHE, ZON— NIV—T 4 7 T =T BHIER
Sh, No 27y 7 —hMIEZHIONET, SLAE=XV T Va7, 73 AHE
25 SLAE=H ZHIBRL TOWRWIRY | RBEHEZ T ST L TIATLEITE S (0FD, U
TNE=— 7 T M LERA) o A ¥ —Fy b 7r halr— R LULEL) (SLA)
T ATVl MEIPVAALZT 47 — kR —D[)b—F b7 vF 27 (Route
Tracking) ] 7 4 —/V RCHEHA SN ET, IPv6 /L— R TiX, L+—h T vF 72Xk >TSLA
FE=HEEATLZZ LI TEERA.

AY¥—F+F 214t YR—bESNBT | R—bZNBF | 79X
VAR HEDSA VR | INL R A (Access)
& (Any) ML Firepower Threat |{f-#% (Any) Access Admin
Defense Administrator
Network Admin

FIE

ATYT1 [ATPxH + (Objects) |>[FTPx¥ FEHE (Object Management) | Zi&R L, 227
Y F—T7 6 [SLA E=4 (SLA Monitor) ] Zi&IR L £,

ATFwF2 [SLAE=XDEN (Add SLA Monitor) 1 %2727 VU v 7 L%,

ATv T3 [4HT (Name) | 74—/ RIZAT V=7 FOL4iTE AT LET,

ATvT4 (A7 ay) [ (Description) | 7 4 —/V FIZA 7TV =7 bOBBAEANLET,

ATy F5  [HE (Frequency) ] 7 4 —/b FIZ, ICMP = = —ZRE[FOHE (BHA) ZAHLET, A
hieEO#FIZ, 1 ~ 604800 8 (7 H) T, 77 4/v ML 60T,

GE)  BHEIFZA LT U MERMIZTEET A, TNUOOELET ST, HELZIVD
WCHET DM ERH Y £7,

ATv 76 [SLAE=4ID (SLA MonitorID) ] 7 ¢ —/L RIZ SLABSED ID HF 5% AL LET, O
1% 1~ 2147483647 T9, 1 DDT /31 AITILHRAK T 2000 {HD SLA BAEEZER CE £, &
IDEFIIR) —L TR AREICKH L T—ETHIVLERHY £7°,

ATFwF1  [LEWE (Threshold) ] 7 4 —/V FiZ, ERHLEZVWVENRES &N 5 £ TIZ, ICMP = 22—k

DZICFBT 20 EOH LM (I VBHAD) 2 AN LET, ARREOHFEIL, 0~
2147483647 L VR TY, 7 7 4/L ME 5000 2 VUFTT, LEVMEIZX, ERINEAHEL
AN FERRTEOEFIERSNET, ChHDA Xy M, ZA L7 7 MEXEE TH
BINE I DEIHMET AT DIHEHTEET, 2O MME, F=F Y U ITHEDT KL A~
ORI E [ REME 2 BRI R T HOTIEH Y £ A,

G¥) LEWEIZZA LT U MazEiEa LanE 2 LET,

arATesr Iz~ I}



B oovozuxr

ATvT8

ATvT9

ATy 710

ATYTN

AT T12

ATy 713

ATy 714

BHATELA IO b |

[#A L7 7 & (Timeout) ] 7 4 —/v RIZ, SLA #fE2S ICMP & 2 —BRA~DIGE 2 R+ 5
B (2 U RHAL) AL ET, HOFPHIL 0 ~ 604800000 X U (7 H) T, F74/b
ME 5000 R VMTT, E=X UV ITHEDOT RLANLDIEENZ DT 4 —/L RIZEZI N
RIS ZIE SN WEA. AXT 4 v 7 Vv— MRV —T 4 7 T—T L bHIBRE N,
Ny 7T w7 — N MIBEZHZONET,

GE)  ZAL7 7 METHEEZBETE XA, 2 OOBEZ KT 51213, SHEEZ
URICHRE LT EE 0,

[7—# ¥A X (DataSize) 1 7 4 —/V FIZ, ICMP ER /7 v h ~Xf o — RDOH A X (/34 b
HAL) AN LET, EOHPEIL0~ 16384 /34 T, T 74/ MEI28 /34 F T, 20D
Y. BEOICMP /N7 ME 64 31 bERY ET, ZOHEIZIE, v b 2/bFE i Path
Maximum Transmission Unit (PMTU) T#FA] SO KIEZ B L DEEZRTE LRV T E &,
LA Ko T, BIEREMEZ MR T D720, T 74NV DT —% 4 X K& LT,
V—RAE =7y NORTOPMTU OEWERHTELLIICTHZENMELRD F7,
PMTUN/NEWE, oy a DT 3 —< A BE RIS 0NV ES, Byiay
DIRT =<V ASNDEBENRHEEIND &, B XD SARERINET,

[ToS] 7 4 —/V FIZ, ICMP ER A7y hD P~y X —TEHRENIZZA T AT —E R
(ToS) DEAZ AN LET, MHOHPHIZ0~255TT, T 74/ MIOTT, ZD74—/LF
Wi, EBEE, EERNENL, FEMR EOFEAEENE T, ZoERIE, RV v—n—F 17
DI=OIZH Y NT—2 EOMDOT A ZABERT 255U, SHT 78X L— 2 ED
HREIZ L > THHAINZGELH £,

[/ > R (Number of Packets) | 7 4 —/V FiZ, EEINE 7y hOFAEATILET, |
OFPHIT 1~ 100 T, T 74/ MEI1237 v ST,

GE) "y MEKIZE o T, Firepower Threat Defense 7 /NA ANE=H U > IO T K
VAICEETE RV E-S GBI 2 Z LRSS NDOHBBIE, T4 bO Ty
FMEAERES LTIV,

[E=% U 7%57 KL A (Monitored Address) ] 7 ¢ —/V RiZ, SLA BAEIZ X - TR HMED
EFE=HXINTWELIPT RLRAEALET,

[V —v/A v —TxA A (Zones/Interfaces) | U A N T, T/NA ANEFEAT — 9 Li#F
THA B =T =2 AEELY = EBIMLET, Y —CRIZRWA V2 —T = ADEH
WX, BN LY — /A ¥ —7 A A (Selected Zone/Interface) ] U A D TFD 7 —/b RIZ
AE—=Tx A A% ANTTL, GBI (Add) 1227V v 27 LET, T3 RATERLToA & —
T oA AFELIEY U BREENLTVDHAICDH, T/, ATHRA MRREINET,

[R1F (Save) 1227 Vv 7 LET,

TJLI7ZA4YIRIJR

N—hk<wv 7 RU—~<vF OSPF 7 4 NEZ VLT BGP RA/N— T4 )VEY Tk
ETAHBICHEHT A, IPMEBLIORIPV6 IO T L7 4 v 7 A VAN FT V=7 Ma{ERTE
ﬁ—o

| EEEEDE e R A



| BRATRELEAL TS b
P TL7 4 w2 U roBE

IPv6 7L 74 v IR YR MDETE

IPv6 V7 4 T A VRNDEER—VEFEHLTC, V747 A VANFTT V27 b2
fEpf, o —, WELET, L—hr~v 7 KU —~<v 7 OSPF 74 VZ U T E-1T
BGP XA N—=T 4 NEZ ) U T ERETDHEEIHEHTD, V74w I A VANFT V)

M EERCE ET,
AX—hk 54t YR—rENET | HHR—bSNBF | 7R
VR WHEDSAEVR |18 R A (Access)
f£& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin
FIE

ATy Tl [ATPxH + (Objects) |>[# TPz FEE (Object Management) | ZEIR L, HK T[T
L74 Y9 R 1JR L (Prefix Lists) |>[IPv6 7L 74 v %9 X 1JRX + (IPv6 Prefix List) | %%
WLUET,

ATwFT2 [FvT7 4y 7 A UANOBN (AddPrefixList) 1227 Vv 27 LET,

ATYT3 [HLWTLT w7 A UANAT Vs b (New Prefix List Object) 17 4 > KD [4 i
(Name) ] 74—V KT, L7 4 v 7R VARNFTT V=7 FOLHIZEATILET,

ATy T4 LWL T 47 A VYRR ATV =7 | (New Prefix List Object) ] 7V « > KT, B
(Add) 1227 Vv 27 LET,

ATy Ts [TZ73ar (Action) | Ky 7H o U X Mpbi@tier 7 vay, [#Fa (Allow) | E£720%
[7m v (Block) ]Z#2INL T, HlEAMAT 7 EAZBELET,

ATFTYT6 ZOFTVxl FTTTIERESNTWATS LT 4w 7 A VAR RIDY R MIBITS,
LTV T 4w 7 A YRRy N ONEEZRTEAOBF %, [V—F A% S (Sequence
No.) ] 74—V RIZAALET, ZEAICLTEL L, BIEFHSN TV DRRY—7r v A&
KO SREWS =T U AFENT 74V MR £,

ATFvF1 [IPT7T RFLA (IPaddress) ] 74—V RDOIP 7 KL A/~ A7 ERA T, IPv6 7 KL RA&ZFFEL
FT, YRAZRIX 1~ 128 DFRRETRITNIZRD EHA,

ATy 78 [TV T7 4 v 7 AE (Minimum Prefix Length) | 7 4 —/V R ClR/NT VT 4 v 7 AR & AT
LET, X, RRKTVT7 4 v 7 ARDMEBPRESINTWDAEAIL, ~AZEUE &KXV
T4y 7 ARLTTCRFNERY /A,

ATYFT9  [mKFV7 v 7 ALK (Maximum Prefix Length) |7 4 —/V RCIRKT V7 4 v 7 A& AT
LET, HIX. ATV 74y 7 AROEBEEIILTVWDGEIC, R/NT VT 4 v 7 AR
b BINTVLT 4 o 7 ARDENMEE SN TOARWEAICL, ~ A7 EL ETRTFNERY £
oo

ATy 710 B (Add) 1227V v 7 LET,

arATesr Iz~ I}



BRAwTeELEF ISz~ |
B resLovozuzromE

ATYIN ZOFT V=l FOF—N"—F 4 REHFATIHHAIL. [F——F 4 FZ#FA (Allow
Overrides) | F = v 7Ry 7 A% AN LET (AT V=7 FOA—1"—F 4 ROFHFA (11
=) BER)

ATFYT12 [RTFE (Save) 1227 VU v 27 LET,

IPvd L7414 v R )R FDETE

IPVA 7L 7 47 AYVAMDORER—VEHEHLT, VI 497 A VANE TV b
Bk, a—, WELET, V—h~v 7, KV —~v7 OSPF 74L&V T Fi=%
BGP RAN—T A4 NH VT HRETDHEXMHEHNTL, TV T4 v VA VARNET V2
N EVERRCE E T,

AR—k 54 %
S

WHEDZA VR

HiRh—hkEh3T
N R

HiR—bEhd K
rAA Y

TR
(Access)

£E (Any)

ML

Firepower Threat

£E (Any)

Access Admin

Administrator
Network Admin

Defense

FIE

ATy F1 [TV b (Objects) 1>[A7 Y= MEH (Object Management) ] ##R L, HK T[TV
V7 4w 7 A YA (Prefix Lists) |>[IPv4 7'V 7 ¢ > 27 A2 U A L (IPv4 Prefix List) ] Z 3R
LEY, >>

ATvT2 [FvT7 4y 7 A UAXAROEM (AddPrefix List) | %27 U > 7 LET,

ATFYT3 [HLWFL T w7 A YRR ATV =2 b (New Prefix List Object) |7 4 > K70 [4 i
(Name) ] 74—V KT, V74 v 7R VARNFT V=7 FOLHIZEATILET,

ATy T4 B (Add) 1227V 7 LET,

ATvTIs  [T7var (Action) | Ky XU A Spbi@dieT 7 va, [ (Allow) ] E720%
[7wa w7 (Block) | #3INL T, HlEATT 7 EAZEELET,

ATFYT6 ZOFTVxl FTTTICERESNTWAET LT 47 A VAT RMIDY A MIBITS,
FLWT L7 4y 7 A VAN M) ONEZRTEAOT %, [—7 2 AF 5 (Sequence
No.) ] 74—V RIZAALET, ZZAICLTEL L, BIEFHSN WDKK —7r v AEK 5
KO SREWS =T U AFZNT 74V MR ET,

AFwF1 [IP7 FL A (IPaddress) | 7 A —/V ROIPT RL A/~ A7 BB T, IPvd 7 FLAZFEL
F9, vAIZRII 1 ~32 OFNRMETRITITRY £HE A,

ATvT8 [TV T7 4 w27 AK (Minimum Prefix Length) | 7 4 —/V R CTl/NT V7 4 v 7 AR E AT)
LET, X, KTV 7 4 v 7 ARDENEESNTWAELAIL, v AR E, kK7L
T4 v ARULTTRIFAULRY £/ A,

ATvT9  [KTV7 4 w7 AE (Maximum Prefix Length) | 7 4 —/V RCIR K7V 7 4 v 7 AKE AT

LET, HiE, DT V74007 AROEPMBESNTWAEEIZ, /T V7 v 7 ARELL

| EEEEDE e R A



| BREEaLA ISy k

2Fv 710
ATy 7N

AT T12

L—r2y7 .

b BANTVT 4 7 AROEPRESH T RWEAIL, ~ A7 EUETRITAIERY £8
/\/o

GEM (Add) 1227V 27 LET,

DFTV 2l NOF—_—=TF A REFATIHHEE, [(F——F4 R&FFA] (Allow
Overrides) | = v 7Ry 7 A% 4N LET (A7 V=27 bOF—1"—=F A4 ROFA (11
N—=) BB

[fR1F (Save) 1272 Vw7 LET,

W—hk<w7J

ATy T

ATy T2

N—hk =y FlFE. V= EN—TFT 47 Tt RCHEMRT S EXIHEHTXET, F7-.
FI AN M= =T 47 T RERT L EEICBEMLET, L— b~y 73,
BESNTNV—T 47 7 baloEor— aEfBL—T 47 Tt AHEA TE
HONEERLET, »—F o7 EHRELT, —bF T FT7 V=7 FOHFLVVL— b
~v 7 M) EERLIEY, BEfFOL—F v~y = MU ERELTED LET,

AY¥—F+F 214t YR—bEINBT | R—bSNBF | 7R
VAR HEDSA VR |INL R A (Access)
& (Any) ML Firepower Threat | {f-#% (Any) Access Admin
Defense Administrator
Network Admin
1R BHHIIZ

N— by IRLEOFT V= bOIOERBEEEHAT I LN TEET, Ihb
DAT V=7 b RTENT2LEEFTH Y A, INLOFT V=7 b EBLEITE L TE
RBLOCHEAL T, v—F vy 7ERELET,

« ACL O3B/

« LT 4wy A YR NDEN
« AS /X2 DB

e a3 a=F ¢ URFDOBEM

e R — U R DB
Fig

[#72 x4 b (Objects) |>[AT x4y FEE (Object Management) | ZEINL, =27
Y T—=T N5 [Jb— bk ¥y 7 (Route Map) | ZiIR L F 7,

[b— bk > 7 DiEM (AddRoute Map) 1 %7V v 7 LET,

arATesr Iz~ I}



. L—r3v7

ATvT3

ATv74

ATy Th

ATvT6

BHATELA IO b |

[HrLuvwib—hk ~v 7 47Y=7 kb (New Route Map Object) 1 7 1 > R T[ENM (Add) ] %
727Uy LET,

[—% A% (SequenceNo.) | 74— /L RT, ZON— b~ FT7Vxy MNMITTIZHE
ESINTNEIL—F vy 7 = IO JANTOFH LWWL—h w7 =2 b ONEZR

F. 0~ 65535 DFEFEANTILET,

GH)  APRIOICAE AT 5 LB Ui & 2 OB B OB RRT 57010, 1< &
b 10 BT CRICE B ZRET 5 2 L2 BE0D LET

[FHicA (Redistribution) ] Ru w7 H 0 U R Minh, BEAT 7 B A2 R/TEYRT 7 > =
Y (FFA (Allow) ] E72iX[7 a2 (Block) ) Z&ERL ET,

[IOMA (MatchClauses) | # 7 %27 Uy 7 LT, 27 Y 7T —7 /L TEIRT HROFEMEIC
EONWTHRELEST (=M T7 70 v7)

s [EF¥=UTF 4 V—> (SecurityZones) |: {I/0) A X —T A RIHKISNNTIT T 1 v
7ERELET, YU ERBRLTGEMT 20, A0 =T 242 AL TEMLE
R

o [IPv4] : IROGIFIZIESNTIPVE Ob— N T 7 4 v 7)) ZRELET, FMHE2ERTD
BT BN L ET,

1. V—FT7 RLRAIZESNTL— FEHETDHITIE, [T FL A (Address) | # 7 %7
Uo7 LET, IPVA7T RLAIZH LT, BEIT 7 ERXA VA MNELIT T LT 007 A
YA NEERT20E &2 Ry X0 U I LBRIRL, BEIZHEHT S ACL
T2l FERIITV T 4 v 7 A YA NEASNEZILBRIRL 97,

2. V—FDRXZ ALKy T T FLACESWTL— FEBAETHITIE, [RZ A K Ky
7 (NextHop) ¥ 7 %7 Vw27 LEd, IPvd 7 RLAIZX LT, BEICTZ7EA Y
ARNERIFT VT 47 A VA NEFERTLINE I DE Ry Xy URARMG
BR L, MBI DA ACLA 7 V27 bERET V747 A VA NEATET
IHER L ET,

3. L= DT RARZ A REETT RLRIZESNTL— FZ2BAET DR, v— FiXfE
st (RouteSource) | ¥ 7% 7 Vw7 LET, IPv4d7 RLAIZx LT, BEILT 7R
VARNELFT VT4 7R VA RNEEATLZ0E I DE Fay FZ T U X R
HEIRL, MAIHEHTSACLA T Y =7 b ERITF L7497 A VA MEANE
TR L E T,

«[IPv6] : L— bk : L= DNL—KT RLVA, FTARKY T T RLVA, 72137 RA3ZA
REETLT RLRIZESNTIPV6 Wb— N T 7 4 v 7)) #BAELET,

« [BGP] : WDOFKMEIZIEASWTBGP Ub— N T 74 v 7)) #ZRELET, RME2EHTD
BT HIEIRLET,

1. BGPHBV AT ANRATIVEA VA RNEEESNTENNAT 7R Y A NOREEZH

T HIiE, [AS/SA (ASPath) ¥ 7% 27V w7 LEd, HEORXATI7EAY
ANERELESSE. V—MIWTIhoRRA T 782 JARME—HLET,

| EEEEDE e R A



| BREAaLA IO b

L—r2y7 .

BGP 2 I a=F ¢ LIEE SN I 2 =T 4 OREEEDCT HICIE, [2I2=T 4
YA K (CommunityList) ¥ 7 %27 V27 LET, BOaia=T4%2HFELTY
G, = hMInTnhroala=F ot —HLET, P Eb 12O Match 23 =
=T —H LWL — NI, TU TR L= vy T RRZ A XEE
A,

BGP RV o — &Il LG 2720 D) — h vy THRETHITIE, [RU—
YA K (PolicyList) | #7 %27 Vv 7 LEd, 1 DONL— K vy = NN THEEK
DRV — VA DBBEEZITHIEHE., RY— U AN XTUIZEREZS T THRA
ATV ET,

« [Z DM (Others) |: ROFMITE SV TCL— b EFRIZ T 74 v 7 2BAELET,

1.

N—brDA N w7 ORAEEFNTT DL, [A FY v 7 Jb— Ml (Metric Route

Value) 1 74—V Rz, BEICHEHT DA N v 7 EE AN LTS, HEOMEE D v
TR > TANTHZEbTEET, RELLEA N v 7 2FFO>TEOL— &R
ATEET, A MU v ZEIZ. 0~ 4294967295 DO#PHTHRE L £,

[# ZME (Tag Values) |1 7 1 —/V RiZ, BEIEMRT 2% 7EE2 A LET, EED
ExE o ~TRU>TANTEZZ L TEET, HHELEEX2 T 4 L —T X
THEFEANEEDONL— P ERETE £, X 7HIE. 0~4294967295 D#iH CTHE L £
7,

N—h BATOREEFENCT DT, @URIL— b FA T T arvrzt izl
*9. AR/ — b XA 71X, Externall, External2, Internal. Local, NSSA-Externall,
NSSA-External2 T4, DN —h XA 7%V A MPOBRTHZ LN TEET,

ATFvT1  [HORE (SetClauses) | X7 %7 U w7 LT, arT Y T—7 /L TERT HKRDEMICIHE
ST —N I T T4 v 7 ERELET,

«[A MU > ZfE (Metric Values) ] : [#7kiE (Bandwidth) ], J-XCTOfE, /I3l L%

RELET,

1. [friibE (Bandwidth) 17 4 —/L RIZ, A MU v ZfEEZITEEE (Fe vy NP
ZANTUET, BLRMEIL. 0~ 4294967295 O#i[H O E T3,

2. [AFVw 27 ZAT MetricType) | KRy 7 H T URA RN, sif—7 17
T haLdDA RN v I OFA T EFRUTHELET, AR7RHEIL. internal, type-1,
F 7213 type-2 T,

3. [BIE (Delay) ] 7 4 —/L FIZ. EIGRP /b— h DIRIEA 10 ~A 7 0 RHAI TAS L%
T, BRREOFEIL, 1 ~ 4294967295 T3,

4. [1Z#EPE (Reliability) 17 4 —/L NIZ, EIGRP D /37 v MadkOkth#E 4 AN L ET,
B AEDOFPAIL 0 ~ 255 T, 255 1% 100 % OFFEMEZ EWR L, 0 1 Z(E 582 72
WZEEERLET,

5. [H%) (Effective) ] 7 4 —/b FIZ. EIGRP ODF L2 ig 2 A L4, A7 ED

L 1 ~ 255 T9, fH2551F, 100% Or— REEWHRLET,

arATesr Iz~ I}
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6.

BHATELA IO b |

[MTU] 7 4 —/L RiZ, EIGRP D/ — h D/ MTU A X% 34 FEALTAS L E
I, BZhZMEOFPAIL 1 ~ 4294967295 T,

* [BGP 4] (BGP Clauses) |: ROFEMHFIZESNTBGP L— M EHELET, FHEE
LT EEIRNLET,

1.

BGP /L — FDBPHYV AT A NAEETT 51X, [AS/XA (ASPath) | # 7 %7V v
& Liﬁ—o

1. EEOBHEY AT L SZALFH % BGP /L — F ORNTATINT 5121%, [AS 78 A &R
\ZAH0 (Prepend AS Path) | #7227V v LET, EH., =2—/L7R AS F 5N
BB S, BEVAT A SZAERHLET, #EO AS "AFSEHBEL
%A, v— MInThoo AS FEEfnTE £,

2. %D ASEHE AS NADFNIAIINT HIZIX, [FED AS % AS /S ADHRNZAHIN
(Prepend Last AS to AS Path) | 7  —/L RIZ AS "AFES5H# AT LET, ASES
DfEZ 1~ 10 DFHETAT LET,

3. NW—FDETHEEEVAT LA RRAIEBBET DL, V— b X T B AS SR
9% (Convert route tag into AS path) | F = /71‘ /77\%31“/51 LEd,

Al a=T 4 BEERET DL, [73=2=7 ¢ U AL (Community List) ] ¥ 7 %
707 LET,

1. W—h~=oTERXRTET LT 47 Anbala=T @BEERETHIZIE
[72L (None) | 7V A4 RZ &7 v LET,

2. Ra2a=T 4 BFEEANTDHITNE, [22=T ¢ DFEE (Specify Community) ]
Z /7k RE a2y v Liﬁ“ (JA%@%E\) o HRNIAMEIZ 1 ~ 4294967295 T
R

3. BEfFoala=74ilaia=712BMT510F, BEFO=2 2= 71BN
9% (Add to existing communities) | F = v 7Ry 7 A& A AT LET,

4. MDA 2= 4 OWVTNNELENT 5121, [ % —x v I (Internet) ].
[7 RANH A4 X72 L (No-Advertise) |. F7/2iE [=7 AR — 72 L (No-Export) ]
Frv IRy AeA AT LET,

BB ZRET 2120, [0 (Others) 1 #7 %27 Y v 7 LET,

1. X 7% BEMICHET HI2IE, [BBEX V%% ET D (SetAutomatic Tag) | F =
&ﬁy&x%ﬁymbi?o

2. [m—hWESEDFETE (SetLocal Preference) |17 4 —/V RICHEET AT L /RAD
EEREEE A AT UE T, 0226 4294967295 £ TOMEE AL TLIZE N,

3. [EAMHTOBE (Set Weight) ] 7 4 —/L Ric—F 4 2 T—7 /LD BGP 7 =
A FEAFLET, 0005 65535 T TOEEASLTLIEE N,

4. BGP OHfFma— RZERLTHELET, A7EIX[=m—H/VIGP (Local
IGP) | BILO[FEZET (ncomplete) ] TI,

| EEEEDE e R A
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ATvT8
ATvT9

ATy 710

7oz uzt+ |

5. [IPv4i%E (IPv4Settings) |27 a T, X7y MO ENDIHX I A MKy
DFRIARNKyTIPVAT RLAZIBELET, ML —Z ThHHIMEIIHY £H
oo BEDIPVAT RLUAZEELESSG., WTNDLDIPT RLATAT Y M
MAOc&xET,

(V7427 AU AL (PrefixList) | KRy 7 X7 JRARNLIPVAT LT 4 v
JAYANEEIRLUTTRELET,

6. [IPv6a%E (IPv4Settings) |27 a T, X7y "R HDENDIRX I A MKy T
DFXIANKYTIPV6T RLAZRELET, MEL—4 THHXLEIH Y 4
lo BEDIPV6 7 RV AZIEE LGS, WTNDDOIP T RLATRry b
HAhc&Ed,

[V 7 427 AUAN (PrefixList) | Fay 7 X7 UXRNLIPVO T L7 4 v
I ARBRIRLCTHRELET,

LEM (Add) 1227V v 27 LET,

ZOFTT 2 bOF—N=F A REFAT 581, [F——F A FEZFFA (Allow
Overrides) | T =y /Ry 7 A& A NI LET (A7 V=7 bOFA—"—=F 4 ROFFA (11
=) BEBR)

[PRAF (Save) 1227 YU v 7 LET,

TIOERAVAR L

AYX—h+k M4 +® YR—bENZT | HR—FrENBF|7OER
VR HEDSA VR | INL R AL (Access)
£E (Any) ML Firepower Threat |{T:% (Any) Access Admin
Defense Administrator
Network Admin
TI7RVAVANF T2l MNI, 7782 a2 hae—L UA R (ACL) IR, T

T4y ZICHASNAY—ERAEEINLET, T/7BRA VAN AT V=7 bafioT, L—
h~o TR EOMREEEZRELET, ACL CHA SN N T 74 v 713V —EAZFHTE F
TR, [TaovrZE&N] I 7409713 —E20n6BRAESNET, —E20 6B SN
2RI 74 BT LLEREBIZ Ry FEINEIDITTEHY FH A,
WX A 7D ACL ZRETEET,
HEIE  BEETTEMET FLABIOR—MIESNWT T 70 v 7 230 LET, IPVUB
FOIPV6 7 L AZ Y R—FLTRBY, FEDOL— NV TREIEDLZLENTEET,
o FEHE  FEET RUVADRIZHEANWT N T 7 4 v 7 2B LET, IPvADHFAR— K LT
i‘j‘o

arATesr Iz~ I}
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B st rons

ACLIZ 1 oFE 13 H o7 72 aha—L Y (ACE) E7/213Lb— /L CH SN E
7. ACE DIEFIZEETY, 7 v & [FFA) ACE &G LT ACL 23+ 2%, ACL
WCEGEESNTHNDACEDNEERE B VICBRAELET, BN Ao0nd L, ZNLEED ACE i
WELEEA, 72L& 21E, 10.100.10.1 Z TFFAT] LT, 10.100.10.0/24 DF% Y T3 T [T m vy
71 TAH5A, Frlmr NIRRT ey 2 Y LRSS N TV ARERHY 3, &
W, BARMED BV L—L A ACL @ _EIfICE & £,

[FFa]) = RUIC—H LWy y MIvey s Sk E /R LET,
WIZ, ACLA 7 V=7 FOFREFIFEIZHOWTIHLET,

VR ACLA T2V FDERE

ATy T

ATy T2

ATvT3

EETRBLIOMET FLA, Ya bal, BIXOR—RMIESNT, HBEWVEINT 7 4 v 7N
IPv6 DA N T 7 4 v 7 AT HITIE, JHIEACLA 7 V=7 FEFEHLET,

FIE

[#72 x4 b (Objects) |>[AT x4y FEE (Object Management) | ZEINL, =27
YV TF—=TNNG (TR a2 kO—)L ) Xk (Access Control Lists) |> [#i58 (Extended) |
EEIRLE9,

WONTNNEFETLET,

o [#£5E ACL ®iEMN (Add Extended ACL) %2 U v 7 LT, HiLWA TV =2 MEAERKL
£7,

WRET A2 @) 27V vy LT, BFOFT V27 FPamRELET,

[#E3E ACL A7 ¥ =7 b (Extended ACL Object) | ¥ A 7RV ARy 7 AT, A7V =7 hD4
BiZANL (A= IMEHART) | 7782 aryto—L o M) ZRELET,

a) ROWTNEEITLET,
«[BI (Add) 1227 Vw7 LT, HrLnzy MU ZERLET,

HRET A @) Vv LT, BFEOTZC MY ERELET,

HI7 VoI Ama—mbh, T MUVOYIVERDY, a2 —, BT, E23HIREZIT S
N TEET,

b) T Ty LR (—B) T EiFT ey s (—BELRY) T50h0TFY
varvaeERLEd,

G¥)  [27 (Logging) ]. [ L~UL (LogLevel) . BLW[aF A4 % — 3L (Log
Interval) A7 a NI T 7 BANL—UZH L TORMEASINET ([ F—T =
A AER SN TS, Zu— LTS5 ACL) , ACLA 7 V=7 b
DT 7B ANL—)LTHEHIN TN, ZIODEIZIET 74V b &AL
ES N
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) WOT 7=y 7O ThnnalHLT, [£Y b7 —2 (Network) ]# 7 CTiA{ELE L 0%
BT RLRAZRELET,
« [FIFATRE (Available) 1V A R BHBIOFR Yy NU—27 A7V =7 bETIFINV—T
ZBINL ., [EEICIZEM (Addto Source) ] F721% [585E1Z:EHN (Add to Destination) ]
7V LEd, VANOLED[HRE L EZ 7w ITHE, LA T V=7 b
PR CE £, IPVA T RL AL IPv6 7 RL AZ AR bELZ N TEET,

c EETLELIISEHRY A MO TOMRER Y 7 AT KL AZ AL, B (Add) ] %
7V v 7 LET, 12OKART FLA (10.100.10.5, 2001:DB8::0DB8:800:200C:417A
7 E) F£3V7 %> b (10.100.10.0/24 F 7213 10.100.10.0 255.255.255.0 DX, IPv6
DOEE1E 2001:DB8:0:CD30::/60) ZI5E T £,

d) [FA—h (Port) 1#7%27 V7L, ROT 7=y 7 DOWVTN0EMEHL TH—E X435
FELET,

« [FIHTTHE (Available) 1V A R B HEIOR— K A7V =7 FE2IE 7 —T %2R
L. [ZE7Ci23800 (Add to Source) ] F721% [564C(ZBM (Add to Destination) ] % 27
Vo7 LET, VAMNDLED[HARZ L EZ7 Vw7358, FiLAT Y7 MEfE
BCEET, A7V 7 ML - TTCP/UDP AR— k., ICMP/ICMPvV6 A vt — & A
7. FooTe havEiRE T EET ( MER] 25T) o 2L, @EIEZEICL
TELEHETAR— ME TCP/UDP O %% F AN E T,

c KMEILEITSEY A PO TOMER v 7 ATHR—MELIETT 1 b2z AN £
BIRL, BN (Add) 1227V v 7 LET,

GE) TRTCOIP T 74 v 7 CHEHAT2 M) ZEET IR, [T oFnm
FaVERIRET ARER—F ATV FEBIRLET,

e) [DEM (Add) 127 Vw7 L<C, = M) BATV=7 MTBEBMLET,
) MEISLCT, =MV EJ7 VI BLORNI v 7 LT, V= RFTEROELETE CTE
TIZBELET,

ZOTaRBAEBYIRLT, AT Vs MBI M) BEREZITREL 7,
ARTYT8 ZOF TV O —N—TF 4 REFATHHEIE, [F—3—F 4 FZFFA (Allow

Overrides) | T =Y 7Ry 7 A% F NI LET (A7 V27 FOF—1"—F A4 ROFA (11
=) BEZR)

ATw TS5 [R1E (Save) 1227V v LET,

BEALAF T FDOERTE

S IPvA 7 RV ADRIZIESN T N T 7 4 v 7 ZBETHEHEAIT. BHEACLA T V=27 b
ERHLET, ZUANDEEIL, JEIE ACL #EH L £ 9,

| arATesr Iz~ I}
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B =000 rons

ATy

ATy T2

ATvT3

ATvT4

ATy TH

FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) | ZR L, =7
YT —=TANG[FYEA 32 kA—IL )X+ (Access Control Lists) |> [{Z# (Standard) |
IR L E T,

RONTNNEFEITLUET,
o [FE#E ACL @3B/ (AddStandard ACL) 1% 7V v 7 LT, HrLWA TV =7 FE/ER L
j—o

cmET A3y @) 7Yy LT, BFOA T V=7 FERELE T,

HEHEACL A7 Y =7 & (Standard ACL Object) | XA T BV Ry 7 AT, A7 x=7 hOATH]
EANL (AR—RIEHATEEHA) , 7782 a2 e— o NI ERELET,

a) ROWTNDLEFITLET,
BN (Add) 1227V vy 7 LT, itz b 2{ERLET,
cRETAay (&) 7 Uy LT, BEO= N ARELET,
F7 Vw7 A=a—nbt, = hUOUIVEY, 2 — AL AT, 720382179
ZENTEET,
by 7/7kAarybia— Lz ) TEIZ, ROT B RT 4 ZRELET,
«[7Z7var (Action) 1: b7 7 4 v 7 HEEELH (—F) FoEivevyrs (R—%)
THME I D,

[y hTU—27 (Network) ]1:IPv4 R NI —27 A7V bERE N T 747 D
SN ERFET DN —TEBMLET,

c) [BM (Add) 1227 Vw27 LT, = %247 V=7 MIBIMLET,
d) HELELUT, = MV EZ Uy Z7BIORI v 7 LT, W VEFTHROEFTE TE
TicgEs L E£7,

IOTavRAEBHEVIRLT, A7 V27 MBI b ZERERITRE L ET,

DX TV 2V NDOF—NR—=F A REFATLHEIL. [F— =T 4 FZFFA (Allow
Overrides) | F =y 7Ry 7 A& A NI LET (A7 V=7 bOF—"—=F 4 ROFFA (11
~N=) wBH)

[PRAF (Save) 1227 VU v 7 LET,

| EEEEDE e R A
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AS/INADA Ty k

ASRAIBGP Dy N7 v T OMEBETT, ZiHUL, Xy MU= DT 7 AZFRRIZT
HASTEZDL—r AT, AS/NAIL, BEI ST v MOV — MIe D EE T & 5D
N—BBOF AS BFZ D —7 L ATY, B7pDHAS T V7 4 v 7 A2 —F 35 HIEICH
THAYE—VERH, FHTDHOIZL, XA N—HHET AT A (ASes) TBGP 2MEHA S E
T, FK— X THEE TORGE/N— MIBET 287 e a — A VHERM Thh =%, HE ST
WAHHREEA P U v 7 BLONABEMEE EHIZ, — FELIINADEFERNENENDOE T Ik
FBanEd, ZoFERBXy NV—72BEIT 5L, RRTHhoTeBLV—F1%, EAED ASF
5% BGP A vE—T M ASes U A FORNZMILET, ZDU A ME, —FDAS/RAT
T AS/NRRIZAS L7 4 w7 AL EBIC, Xy NT—2 &4 Lic—JimO L — hOFfF
TED/NY R0 E7F, AS/IRAR—VORELFEH LT, BFEVAT LA (AS) O/XADKR
Vo—F7 V=l NefEpk, at—, wWELET, »—b~v 7 RV v—~<v7 FiZ
BGP XA N—T g VB2V THFETHEZIEHT D, ASSXA ATV =7 MEERTEE
T ASRRADTZ 4 NHIZEY, ERBH AT 4 T T 7T — M Ave—U%7 0 1%

M TEET,
AY¥—h+ 34t YR—rSNBT | HR—FShB K| 79X
VAR REDSA VR | INL R ALY (Access)
& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin
Flg

ATY T [T V=7 (Objects) >[4 7 =7 MMEEL (Object Management) ] Z3ER LT, HIKT
[AS /XA (ASPath) | ZERLFJ, >
AT9 72 [ASXZDBM (AddASPath) 1227V v 7 LET,
ATw 73 [4ET Name) | 7 4 —/L FICAS NZA A7 V=7 FOL4RTEZATTLET, AO7REIZ, 1~
500 T,
ATV T8 [HLWAS/KA 4727 b (NewAS Path Object) ]V 4 > KT, B (Add) 1227V v
7 LET,
a) [T77=ay (Action) | Ka vy XU X IE A (Allow) | FRiE [T ay
(Block) | A 7> a v z@RNLC, AT 7 EAEZHBELET,
b) [IEBI#EBL (Regular Expression) ] 7 —/L K TAS /NAD T 4 )L X IEZ EFRT D EHE
BAfEELET,
c) [Bin (Add) 1227V >y7 LET,
RT9TS ZOFT V27 bOF—N—TF 4 REFATIHHEIL, [4——F A R&FFA (Allow
Overrides) | T = v 7Ry 7 AEFNILET (A7 V=2 bOA—"—=F 4 FOFFA (11
~N=V) R

arATesr Iz~ I}
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ATvT6 [R1F (Save) 127V w7 LET,

AXa=T4 )Rk

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

a3 2= 4%, BBBGP BHEOA T a T, ala=T7 4%, HET LN OO0
B AT 25D S V—F T, ZhiF— M XIS ET, BGP O 2
=T 4 REE, FFEDO T VT 4 v 7 AIZEID Y TH, MDORA NR—IZT XA ZENDHHK
ETY, aIa=7 1%, —RURBHEEZILET LI —HOT LT 4 v 7 AD~—F 2 ZIZfEM
TEET, TvTARN) =LA 7 ua (=L, ZnoO~—"—%2HL T, FFEOu—H)L
WMEDT A NHE ) TETEY LT, HEIWVIIMOBIEDOEE R EO— R —T 4 7
RV o—%2@ALET, 232=27 4 VAMDOEEX—VEMHHALTC, 232=741 UA}
RV —FT V27 MaEk, abt—, HELET, V' —h vy 7E 3R v— v 7%
RETHLEEIMHEHT D, a3a2a=F 4 VAR —FT V=7 FEERTEET, 232
=54 VA MEFEHTHE, L—h vy 7O mach A EHEND I 2=2F 4 I V—T%
ERRCEET, a3a=74 VA NI, —HAT—FAV FOFZHEY X NTT, ik
X, —ERRONDEETL—IINT D% LFET,

A¥—k 51t
V2

WEXDSA VR

YiRh—hkEhdT
N R

HiR—brEhBHF
r Ay

TR
(Access)

L& (Any) ML Firepower Threat |{£-% (Any) Access Admin
Defense Administrator
Network Admin

FIE

(72 =2 & (Objects) >[4 7T =2 MEHL (Object Management) ] Z IR L T, HKT[=
R=2=7 4 UA}F (Community List) ] Z&ERLET, >

[Z2=2=FT ¢ URAFDEM (Add Community List) 1 %27 U v 7 LET,

[48] (Name) ]| 74—V RiZ, 232=74 VANFT V=7 NOAHIZRELET,

FrLnwalia=74 YUAKNATZ7 V=7 (New Community List Object) ] 7 1 > KU T, [iB

mn (Add) 1227V >v27 LET,

[E¥E (Standard) 1472 a v RAUEBRL T, aa=7 4 L—VOFEHERRLET,

BRI a2=T 4 VANMI, Vb /) Uy aia=74RaAI 2T A HHEOREEIEHS

ET,

G HEZEHLE= N, aia=7 4 —VOPRFEAZHEHA Lz MY & [F
Caia=74 VANAT V=27 MZEDDHZ EITTXERA,

a) [77var (Action) | Rry XU A MG [FFA (Allow) £ [Ty ”

(Block) 1 A7 v a vy Z@R LT, BlfMT 7 EXAEHBELET,

| EEEEDE e R A
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b) [2=2=7 4 (Communities) |7 4 —/V RT, 2 2= 4FZEEELET, A7MHE
IE 1~ 4294967295 % 721% 0:1 ~ 65534:65535 T,

c) MYl7e [b— bk ¥4 7 (Route Type) ] ZER L F 9,
s[ A Z—%> bk (nternet) |: A X —Fy hOU V) UYy A a=T 4 EH{ET
HDEODICERLET, Z0aIa=T 4 D—ME, T XTOET (NEE L 0%
W) 2T RANZ A XSNET,
c[FE7 FNEZ A4 X (NoAdvertise) |: IET RRXAZXDT x)V ) 7 ala=T 1 &fi
ETHEDICRIRLET, Z0aIa=71DbbHL— MIET (NEEIZINT)
WZIWET7 RARX A XENFERA,
«[BE 7 AR —F (NoExport) ]: L/ AKR— DT =)L) Ty 2 a=F 4 2I5E
TLHEDICEIRLET, Z0aIa=710ObbL—MNE, FCEBHEVATLARNOE
T~DIH, FIATHEENOMOY T HFEL AT A~DOBRT RAFAXSINET, I
SOL— MIEETIIET FRZ AL ZENER A,

ATw 76 [HEiE (Expanded) |47 a v RA U ERIRLT, aa=T 4 —LOHEZFRLET,
EEaIa=7 4 VA NIERRBUCEI D27 V¥ ala=FT IR ET, EHFKRE
E, 2 a=T A BHEORE Y - OREICHEASNET,
a) [7Z7var (Action) | Kry XU URARNG [FFAl (Allow) | £ [V ey
(Block) 1A 7> a vy &BIRL T, HEAMAT 7 BRAEZEELET,
b) [EBL (Expressions) | 7 4 —/L KT, EHEHREZFELET,

ATy 7T BN (Add) 1227V 27 LET,

ATYT8 ZOFT V2l FOF—"—F A REFAITLHE1T, [F— =T 4 F&FFA (Allow
Overrides) | T = v 7Ry 7 A& A NI LET (AT V=27 bOF—_"—F 4 ROFA (11
~_—=) B

ATYT9 [R1F (Save) 1227V v LET,

R S— 1) Rk

RY) = URAMORY) —=FT7 =7 bafppll, 2 — WET LD, [KV—U XD
i% i (Configure Policy List) | ~—YZMHLET, v— b vy 7E2RETDHEZIMHEHTD

RNV —=VAMNFT V=7 FEAEKTE LT, =~y 7HNTRY = U X RS
L& RY = U R FHNOmatch LT NTHRES L, LS ES, 12DL—h <y 72
2O EDORY = VA MERETEET, RV T—UXME, FCA—F vy T7NIZHD

WRY — U A NOHTREZIINTODMOBESFED match 38 X W set L& HIAFTEES, 1

ODON— b vy T FYNTEROR) >— VA SPREETIHE., RV — U XY
NTFRBRMELE T TREZITVET,

arATesr Iz~ I}



B oc—uxr

ATy T

ATy T2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

BHATELA IO b |

RT—h 4% Yi— b ENBT Y E— bENB K| FHER
VAR HEDSA VR |INL R A (Access)
L& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin
Flg

[T x4 b (Objects) |>[F TPy FEE (Object Management) | ZHR L, 27
Y T =T [RY— U Ak (Policy List) ] 3R L £,

[RY— URXFDiENM (AddPolicyList) 1227 U w7 LET,

[4E7 (Name) ] 74—V RIZKRY — VAN AT V27 bOLHIZEANLET, ATV
N4 TIE, KCFENCFNRRB S ILER A,

[77 v ay (Action) | ey X URA NG, =BT HKM4~DT 7 B RAEFFa[T25 0
Ty T H0EERLET,

[f & —T7 AR (Interface) 1 X7 %27V v LT, fEELIEWTNDOOAL L F—T A A
DR T A N Ry T EFFoN— N alfi LET,

[V =2/ & —T A A (Zones/Interfaces) |V A h T, T/ ANEFHAT— 3 LiEE
TEIAVE =T A AEFELY —VEBMLET, Y —r NI V¥ —T = ADEE
WX, [BIR L7 — /A v X —7 A A (Selected Zone/Interface) ] U A RO FD 7 —/L RIZ
AUH =T A AL EANTIL, B (Add) 1227V v 7 LET, T4 AR LTZA o F—
T2 A RAETNLY — U REENTODLLEICDR, T34 ATHAMBRRESNET,

[7 FLZ (Address) | #7427V w7 LT, EHET 7 RA VA NERIEZT LT 4 v 7 A U R
R TR SRISET KL A% oL — b ERLA LT

A [T 277A UAN (AccessList) | 701X [V 7 4 v 7 A U AL (Prefix List) | D EH
AT 2ZBR L, BAEIENT2HEET 78R VA MAT7 V27 FERITIT LT 4
JAVANAT V2l N AT DN ET,

[*Z7 A KAy 7 (NextHop) | #7 %27 Uy 27 LT, FBELIETZ7E®A VR NERITT L
TAITAVARD I ONLEINEAXT AN Ky S N—4 T KU RAEFFO/L— k% BFEAGN
LET,

A [T 277A UAN (AccessList) | 701X [V 7 4 v 7 A U AL (Prefix List) | D EH
AT 2R L, BAEIENT2HEET 78R VA MAT7 V27 PERITIT LT 4
JAVANAT V2l N AT H0EINLET,

[V— FEfE5E (Route Source) | #7227 Uw 7 LT, T7T7A VA NELZT VT 4T R
VA RNCTHRESNEZT RLADL—FBIOT VAP —RNZLoTT "X AL RENTL—
k&R LET,

| EEEEDE e R A
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ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

VPN 4+ T &

vwnioozs b [

WEIZ[T727EA UAN (AccessList) | E21E [V 7 427 A VAR (Prefix List) | D EH
EMHT 20 EBRL, REIEHTLIEET 78R VA NAT V=l NEITT VT 4
JAYVANFT V= e AT HNERLET,

[AS /XA (ASPath) | #7 %7V 7 LT, BGP Hftv AT A RA 2 —HKSHFd, #HED

AS RNAZEELIEGE, V— MIVTHhho AS SR E—FK L ET,

[ =2=7 ¢ /L—/b (CommunityRule) | #7427 Vv /45, BGP 2 2=7 1 LIFE

SN aia=T s OREVAENRET, EHEOaI2=T 1 ZHELELA, V— ME

WINNAOaAI2=T 4 L —HLET, BGPaIa=T 4 LEELZaI =T 1 DEE—K

EAMNZTHITE, FRELILaI 2 =7 1 L5223 (Match the specified community exactly) ]

Frv IRy I A A A LET,

[A MY w27 BT (Metricktag) |7 %27 Vv 7 LT, AN w7l —1sDEXF=2UT 4

IN—T BT ERELET,
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ZOF TVl NOF—="—=F A REFAIT 2581, [A— =74 FZFFA (Allow
Overrides) ] Fx v 7 Ry 7 A& AV LET (AT V27 hOA—=F 4 FOFFA (11
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IKEVI R S—AT2xH FOERTE

ATy T

ATvT2

ATv73
ATvT4

ATvTh

AX—hF 54t [ REDSA LR | YR—rENBT |HR—FSNDK|7UEX
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ARNTRY ROTNRA AT, WMFOETIZ—EHTHT7NLTY ALAZRINTHLERNH Y F
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WELET, bRV —F 7 V7 MTIZ, IKEV2RY S —ZHER RS A—FNEE
nTnEd,

FIE

[ x4 b (Objects) | >[A TP x4y FEE (Object Management) | Zi&R L, HKT
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IKEV2 7R —H VAT AR B LNy 2 TAT ) XAERET DHE, BHEHXR
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R1J — (Group Policy) |. [Z/v—7 KR Y I —DiBM (Add Group Policy) 1 %27 U v 27 3%
n, BIIEORY o— % RINUCHRELET, 227V v 27 LT, [ (General) | ¥ 7 Zi%R
L\i—a—o

VPN O ko)L J4—J)L K

ZOITN—T R o—%@ATDHEXMEATEAVE—FNTI7EAVPN bRV DX AT
ZRE L ¥, [SSL] F 721 [IPsec IKEv2]

IP7 LR T—JL

VE—KRTZ7EAVPNOZ—F FNL—TIZEHDOT RUA T — /WD Tl &b IPv4
T RLAE DB TEIEELET, UET—h 727X VPN Tit, LI RADIUS/ISE ZfH L
T, HAENT2—F TV —TDREDOT RLA F—ANSHIPT RLAZE VY TEHZ LR
TEET, FFEO=Z—Y Z L —FIZk LT, FFEDZ NV—7 R Y 2 —% RADIUS #ilkE Mk

(GroupPolicy/Class) & L CETHZEICED, IETAT o T AT 4T VT VAT AND
2—WELIFZ—YF TN —TZHR) U —DHHE > — AV RACETTEET, 2L xE, FFA
EHENEEDT FLA S =L EBRL T, Zho6DT7 FLAZEEHLTRY > —ouEH %217
W, NEBR Yy N T — 7 ~OHIRFE DT 7w AEFFRA[THAMLERH Y £,

Firepower Threat Defense 7 /XA AN7 T A T2 MIIPvd 7 KL A 7— L& E Y Y CHESNE
A

1. IPv4 7 KL R 7—/L-® RADIUS J&

2. 7 —7 iKY —d RADIUS @

3. BT a7 ANy T ENTIN—T R —HNDT RL A F—)L

4. HEiTm 77 A NVADIPVA T KL A 7 —)1

TN—=T" R —=TIPT RV A T VEHT DBROHRFHED M LLTITR L ET,
«IPv6 7 R LA 7 — /LI H R — h I TOER A,
« TN—T RY =TI, RKT6ODIPv4 T KL A F—LEFEETEET,

AT OT FLA A NERSND L, BAMNKELES, 7RV =2 EET
DHENZ, $R_XTCO2—Y2u 7 F 73508 RH Y £7,

| EEEEDE e R A


fpmc-config-guide-v623_chapter42.pdf#nameddest=unique_621

| BREEaLA ISy k
sn—Fkyo——mr7var i

* 7 FLVA T=VOARHIPERSNTY) BERTLT PV T—uipgiEshsd &, RHA
PRI D2 REMDRS H Y £4, AHEEZRMHTDI2E, W7 FLA F—2HlRL THh
O, BEENT FLA =BT OILENRDH D T,

NTGTNYa—T 4T a<vy RO—EEZUTFIORLET,
® show ip local pool <address-pool-name>
¢ show vpn-sessiondb detail anyconnect

®* vpn-sessiondb loggoff all noconfirm

NF—T4—ILF

0 A VR =K L CRRT DN — TF A MERELET, £ IITHKK 491 LFT
T, T 74 MEEHY £ A, IPsec VPN 7 T A 7> bk TIENF—I1Zxf L TTTO HTML
DY AR— K EHEFTN, AnyConnect 7 74 7 2 TIE—HOHTML O AR R — b IvET,
NFE—=NYE—F 2—PIZELLEREIND L IITTDHITNE, IPsec 7 TA T > MImHZ 7,
SSL 7 A 7 M <BR>Z 72 L£7,

DNS/WINS 2 1 —JL

Domain Naming System (DNS) #—/33 & T) Windows Internet Naming System (WINS) H—/3,
AnyConnect 7 7 A 7 > N DL FIfFRAEH SvET,

« [ 74~ Y DNS¥—,3 (Primary DNS Server) |3 X[ % 4% U DNS#—~3 (Secondary
DNS Server) |: Z D7 —7 T3 % DNS —/ 3D IPv4 £7213 IPv6 7 R L A & EFH
THFRY NU—2 A7V =7 MEBREIIERL £,

o [7F A~V WINS $%—/3 (Primary WINS Server) | LU [EH % U WINS H—
(Secondary WINS Server) |: 2D 7 NV—7TEHT 2 WINS — D IP 7 KL 2 &5
Xy NT—7 A7Vl NEEREIIER L ET,

« [DHCP v b U —7 il (DHCP Network Scope) ]: Z® 27 /L —7® DHCP % v kU —7
DIPV4 T RLRAZEL Ry NU—7 7V =27 FPE@BIRERIIMERLE T, ZORET
%, IPv6, 7 FLU A&, £73V 73y MARIZTR—FSh TnEEA, BUIIERE
ENTWRWEA, VPNRY U —DEBIT AR L 7,

[T 74/~ RAA Y (Default Domain) |: 7 7 4/L b RAA L D&HI, & EALRAA
(7= & 21X, example.com) %#fHTELET,

ATy bk b)Y T4—ILFK

27V b hrRUTE, —HORYy NT—2 T 7 4w 7% VPN Mo RVICEE L THE
BEE BEL) ( BOOXy NU—2 57 4w 7% VPN b RADOANCHFELET GE
e, 2FE0 7107 THXMDOIREE] )

c[IPvd 27V v b hoRY L Z/Pv6 A7 Y » b bl 2 (IPv4 Split Tunneling/IPv6
Split Tunneling) ]: 7 74 /L hTlL, A7V v b U o 738 TY, IPv4 & IPv6
MAEH, [FrRV ETTRXTONT T 4 v 7 27735 (Allow all traffic over tunnel) |

arATesr Iz~ I}



BHATELA IO b |

. 5 IL—7 K1) > — AnyConnect = 7 3 >

PE

WCRESNTWET, ZOFFICLEHE, TV RERA VD LDTRTDORNT T 4 w7
1L VPN 85t T E &S E 4,

27V N MR T ERFET DI, RICEEESNTZ h v Fy FU—727 (Tunnel
networks specified below) | £721% [IRICHE SNz v 8T —27 R4+ (Exclude networks
specified below) | ZEIRL 7T, ZDKk, ORI —D7 78X ar he—L JZX |
ERELET,

[(A7U >~ hrxrv Ry hT—2 U R K Z A7 (Split Tunnel Network List Type) ] : fiff
HT267 782 VA NDOZATHZRINLET, [EHET 78R U A (Standard Access
List) | F721X[HEET 78 A U A (Extended Access List) | Z N $ 50>, 1ER L E9,
FECOVWTIE, 77X VAL (97 =) 2ZRL TSN,

[DNS Zk AU » b hx U 7 (DNS Request Split Tunneling) ]: A~7'U v k DNS &
HIFINET, THEHORE THFRFS NS DNS @i ik E L7,

T 74V FTiE, A7V > DNSIZHEZ T, [A7 U > b hr LR Y > —{Z%- TDNS
B3R A %{59 5 (Send DNS request as per split tunnel policy) ] IZF%E XA CWE 3, [DNS
FORAZ IS b RV TiE(E79 5 (Always send DNS request over tunnel) | #3875
&, T O DNS ERITFRAFIFI b FREHTT T A N—F x v FU—=ZIZEESN
S

A7 h DNS % ET DI, FBELTE RAAL DI E b FUEEHTEE (Send
only specified domains over tunnel) | ZiBIR L., FAAL LDV A NE[RAALY URAR

(DomainList) 7 4 —/V RIZAJILET, TNHDOERN, F'I7A4AX—F xy hU—7
ZAZY b b afr LTRSS ILE S, fioT X ToO4RNL, /87 ) v 7 DNS¥—
NEFERLUTHRREESNET, FALCOV A MIEKI0DTY FY Z2H 2~ TRYIS T
AL ET, XFHEEIL, 255 XFU T THAILERH Y £,

FEYSY
TN—TF RIS —F 7=y FOFE (113 2—2)

JIV—T K1) < — AnyConnect =7 3 >

TS OHARIL, AnyConnect VPN 7 7 A 7> F OEMEICEH SNV E T,

FEF—Tay
[#72 x4 b (Objects) >[4 TP xH FEE (Object Management) | > [VPN] > [F)L—T
R1J — (Group Policy) |, [Z//v—7 KR Y > —>DiEM (Add Group Policy) | %7 U v 27 3%

AN

BIEORY > —% 3R L TR LE 9, KIZ, [AnyConnect (AnyConnect) ] 7 AR L

iﬁ_o

JOaJ7A4IL T4—ILK

[7'v 77 A/ (Profile) ]: AnyConnect 7 7A 7> N a7y ANV G077 AN ATV =
7 bEFIRETIIERLET, 707 MEROFEMIZ DU TIE, Firepower Threat Defense
TrANFT TV (120°—2) 2L TLEIN,

| EEEEDE e R A



| BREAaLA IO b

JIL—F K1) & — AnyConnect ¥ < 3 > .

AnyComnect 7 7 A 7> h 707 7 A JVIZXML 7 7 A WMITKEAIN S NTZERE/XT A —F DT )L—
7CJ, AnyConnect ¥ 7 "V =T 7 F3A T NI, 2 T7AT L NO2Z—HF L F—T AR
WCERENDEEHT P EZRETHEZDICINEZFHLET, b T A —% (XML
2 7)) T, BN AnyConnect BEREZ AN T D E BITOILE T,

AnyConnect 7 74 7 b 70 7 7 A )V ZAEAT DI, ML L7 — /L Tdh % GULN—
A D AnyConnect 7’12 7 7 A )V =7 4 ¥ ZEH LET, FHMICOWV T, [Cisco AnyConnect
Secure Mobility Client Administrator Guidel]] D% % U U — A D AnyConnect 7’1 7 7 A L T
TAY OEESZRLTIZEN,

SSLERE T4 —IL K

* [SSLJE£#f (SSL Compression) | : 7 —Z JEMa & AN T 20 E 20 AT D563,
EHT 27— X EMO T E (JEHE (Deflate) | £721X [LZS (LZS) 1) . [SSLJEAE (SSL
Compression) ] 1X7 7 4 /L b T2 > TWET,

T A EREL, BEEHEE EFETR, Fax—Y vy a0 XAE V) EfE CPUFEHE
bEOET, FORD, BX2 VT A T T IAT LV ADREKKZRANL—T"y FMETF L ZE
7,

« [DTLS £#fi (DTLS Compression) ] : LZS A ffH L T Z ® 27 /L — 7D Datagram Transport
Layer Security (DTLS) O#&ke % JEAfi3 2 7>E 9 7>, [DTLS [E#E (DTLS Compression) ] (%
T 7 & FTHEHIT o TV,

« [IMTU ¥4 X (MTUSize) ] : Cisco AnyConnect VPN 7 7 A 7 > "I X - CTHENL X417z SSL
VPN #t D RARE AL (MTU) A X, 77 4/ MiE 1406 /34 b ARh72R4HI 576
~ 1462 NA F T,

« [DF v hZ MM (Ignore DFBit) |: 77 7 A v MEBKLEE2/3 k@ Don't Fragment
(DF) By FZ2MEHT 502852y DF By MREEEIINTND /T > N Z5REIIC
777 A MELT, bR EBRIBSELZENTEET,

EHEEI4—ILKR

« [AnyComnect 7 7 A 7> b & VPN X — b =2 A DX =TT 54 7 A v —T DML
(Enable Keepalive Messages between AnyConnect Client and VPN gateway) | 35 5 O8N O [[#]
fE (Interval) |5X/E : F RNV TOT —HEZEICETZHHTE DI L 2RT720IC,
ETHTHR =TT IAT A=V ZWMme onE I DEBELEY. 774/ FTRA
T, ¥—=TTIAT7 AvbE—F, RESNEMBTEESNET, AT 56
. UE—F 24T FBIKE X =77 74 7 /37 v b OKXREH ORI O MR
ZANALES B o 7740 FORIRIZ 20 B, AR 72T 15 ~ 600 BT,

[T v K E7HHEOHEZYE (Enable Dead Peer Detection) ] 3 KON D [[#FE (Interval) ] 7%
E 7Ty RETHIE (DPD) 2LV, VPNEF a7 ¥ — b7 =A £721Z VPN T4 T
MI, ETPINE LR 2otz b, BRUOBF KRR L2 L a2 dH o ce 9,

FIFINEITIE, = T2 L7547 FOWFTHLTYT, DPD A vt —I1d, &
ESNTRRCEEINET, AT L5613, VE—FZ 747 F»DPD A vE—

arATesr Iz~ I}
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. JIL—7 K1) > — AnyConnect

BHATELA IO b |
FFoay

COEEEHOMGEREMOBRE AN LET (BEAD) . 7740 FORBIX30/, A
IR IL 5 ~ 3600 ¥ T4,

[Z7TAT v h_"A A2 71 ha/LizA42T % (Enable Client Bypass Protocol) ]: &3 =
7= RNTzANIPV6 T T 4w VIETEBELTWDEEDIPVE N7 7 4 v 7 OEH
FHERS, IPv4 T 7 4 v VP EBEL TS EEXDIPY6 T 7 4 v 7 OEFEER LR
ETHILENTEET,

AnyConnect 7 7 A 7 2 Fid~y R RIZVPN KT D & &2, ~v R RiXIPv4 &
IPv6 D—FE 721X D7 RLUAZEID ¥ TET, ~v R F)Y AnyConnect #5512

IPvd 7 KL ADH, FXIPV6 7 RLADRZREZEID Y TlGEIZ, ~y R RRIPT
RUVRZEY Y Thhoslerxy NIV—7 v T T7 4 972D TC, 7747~ 7u b=
WRANRRAZLSTED N T 7 4 w7 Ray 7 EE50 (T 7408, B, +7) |
FFANY R U RENARALTY TA TV MBS L, DFED 7 U7 7%
AN ELTOREEEZTHT 0 (A2, Av) ZRETELHEIICRVELL,

7mEZIE, BF¥ 2T ' — U = A ) AnyConnect ##5E (2 IPv4 7 R L A 7215 &#ID 4 C, =
VRFRA VIR T 2TV AZ 7 ENTHWHEBMELTLIESY, ZOxTY RARA VR
IPv6 7 R ANDEIFEEZRATZEXIZ, 774 T b XA X Fa fa BN Ehogs
X, IPv6 b7 7 4 v 7R Ray TENETR, 774 T2 XA 3A Fa ha/LRaR)
DFAIE. IPV6 b T T4 w7137 TAT U b7 U T THFRAME L THEENET,

[SSL & —F4 5k (SSLrekey) 1: 7 74 T > MR EROF—2FERTE DL OICL T,
B — b~ ¥ —@Hrdvz— L, EFOEX 2V T 2mMEIEET, =
AUX. 774 FTIEENICR > TWET, ANCT 2L, BRIV —T 3 UREES
NIZMBCTEIT I, BEFEDO R FAOXF—=RNHARINDID, ROT 4 —V REREL
TH LW h FABERENE T,

s[5 (Method) ]: SSL F—fHAERN AN 2SI EETY, Ly b
(New Tunnel) ] Z1ERKT 5 (F 74/ ) 2, [BEFD ko /v (Existing Tunnel) ]
Ot EHRI =3 LET,

o [[HIfE (Interval) ]: SSL F— AN H NG EITMEMA FEETY, 4~100807r (134
W) O#FPHATA DT 7 4L MIEELET,

[ 94T b 7747 4+—/L/L—/L (ClientFirewallRules) 1: 7 A7 N 7747
A= = NVEEHLTCVPN I FA T bDT Ty N7 —LDT7 7 AT U+ —/Li%
EaRE LET, —/Ud, EELT FUA 50567 RV A, 7o b a)jbip ORI
DEFET, EET 7R ar b — L R MERERA T2 FEFEHLTRT T 4
TDTANEEMEERLET, 2O N—T KU > —0PEE ACL 38R+ 570, 1Ek
LET, 7T7A4X— b Xy NU—ZIZHiiNDT — X 56T 5[ 74—k Ry hU—
27 Jb—/)u (Private Network Rule) ], ##EN. S 4172 VPN R RV DANTIZ T2 V7 7F% A b
T) WS T—FEHHT 5 [TV v 7 Rry hU—2 jL—/L (Public Network Rule) ],
FEWMFEERLET,

| EEEEDE e R A
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sn—F kys—omtriva [

N

() ACLIZ TCP/UDP/ICMP/IP X — h DH P EHEN TN T, EIETLR v
R —2 7% any, any-IPv4, F7-1% any-IPv6 Th 5 = & & HEd L
*7,

Microsoft Windows # T L CWA VPN 7 4 7> FETN, =
NP7 7 AT UF—NLNBRELHHTEET,

EErEYY

TN—T R —F 7=y FOFZE (113 2—)

GIL—TR)—DHEMA T a3y

FTES—T a2 R

[#72 x4 b (Objects) >[4 T xH FEE (Object Management) | > [VPN] > [F)L—T
R — (Group Policy) |, [Z//V—7 KR Y > —DiEM (Add Group Policy) | %7 U v 27 3%
n, BITEORY o— %R TRELET, 227V v 7 L, EMERE (Advanced) | % 7 % ik
WLFES,

F2TJ499 T4ILR TJ4—ILF
[TZ7EAVUAK T 4% (Access List Filter) |: 7 4 VXX, VPN ##fi 2 &M 325 b

IV T ENET—Z 2y NEHFAT AT 0y 7T ERET HL—L TR SN
TWET, = bd, ®EIXT RVA 56T RV X, 7'a b auip EOREREZHESNT
WET, EIET 7R ar ba— L U R NORERER AT V7 NI, VT 4w T4
NREELERTAEDICHERENET, 2O AL—7 R > —0H LWL ACL %%
WETIIERR L T

« [VPN % VLAN (Z 895 (Restrict VPNto VLAN) ]: [VLAN~ > B> 7] & H RN,

TONRFGRA=RIZEY, ZOTNV—F RY—nEHEN STy g o DOH ) VLAN A
VE—T 2 A ABEEINFET, ASAIL., ZTOTN—TNEDFTRTDONT T 4 v 7 &5
EEN7- VLAN IZ#EE L ET,

ZOREMEFHLTVLAN 270 —7 R —IZEY YT, 7/ RA arybha—/L&2H
FLET, ZOBRMEICHEEZEY Y THHEE, ACLEZHHLTCEYyYa DT 7 (v
DT 4 NE ) TTHFEORBRFETT, Fay X UARMNIL, 7740 MA
([ZEHIBR (Unrestricted) 1) OLIZ, Z D ASA THRE SN TV 5D VLAN 72 08" FEr &
F9, AIREZREOHPHIT 1 ~ 4094 T,

Tty aVERET ALK
o [7 7 & AWK (AccessHours) | : KREfH#HA 7> =7 NE@BIREIFMER LET, Z0F

T NI, ZON—FRY—nNY— N 7T 7R 22— 25 H R R A
ZHEELET, MOV TIR, BEEHEA 7227 b 25 9—) 2BBLTLEE
A

arATesr Iz~ I}



BRARELZA TS b |
. Firepower Threat Defense 7 7 L AT/ +

s [2—V BV [FIIFe 7 A > (Simultaneous Logins Per User) ] : —WIZFF A B [AIFE 7
A DORREERELET, 774V MEIZ3TT, f/MEIZ0T, ZOHEr T4 0n
B, 2= T 7RI LEd, EROFRNFEG LT LA, EF=Y
T4 DERGMENEEL, RT3 —~ ATHEBETHAREERH Y 7,

o [ KEERRER]  (Maximum Connection Time) J/[7 7 — FRiBE (Alert Interval) ] : g K= —
PR (DAL ZELET, I CHEE LERENRIRT 5 & AT N3k
PEIELET, &/AMEIZ 1 TY, [77— S (Alert Interval) | TlE, B AREERLRH
WELT2—WIIA v =V 2 FRT5ETCORRMBREZEELET,

«[7A4 K ZA L7 7 L (Idle Timeout) |/[7 7 — k@ (Alert Interval) |: Z O —H D
TA RN EALT Y MM (B ZHEELET, ZOHRK, 2—VEgIcsET 7
T AT AR TGE, VAT AFERAELELET, R/AMEIX1S T, T 74
MZ 305 Td, [77— MG (Alert Interval) ] Tid, 7 A R/VERERICEL T2 —HIC
A=V hkFRTDHETORMMEREREELET,

BENEYD
ITN—TF RIS —F 7V FOFE (113 2—)

Firepower Threat Defense 7 7 /L AT x5 k

[Z77 AN AT Y7 FOBM (AddFile Object) [0 [7 7 A/ A7 V=7 hOfEE (Edit File
Object) | ¥ AT R TRy 7 AZMEHNLT, Z7AN A7V =7 FEAERBLOWRELET,
TrANFT Vel NI, BEIZVE— R TV EAVPNRY V—DORETHAT L7 7 AL
ZFRLET, Ui, AnyConnect 7 74 7> ks 717 7 A )b 7 7 A L AnyConnect 7 7
AT MAA=Y T ANDEENET,

TrANET =y NeEkT % & Firepower Management Center ([Z L > CTZD 7 7 A /LD
E—NUARY M VIERENET, ZNHDT7 7 AL, T—FX—ADNy 7T v 7T EZEK
TNy 7T v T EN, T—ERXR=R&@ T LEINET, 77 ANVA TV
N CTOEH D=2 7 7 A /L% Firepower Management Center 77 > 7 4 —AlZa b —3 5% &
T, 77 ANET AN VRY FVICE#EIE—LRNTLEIN,

Tr7AN AT FEHIBLTH, BEM TN TWEI 77 A NMIET7 740 URY MU »
LHIRENT, A7V 7 FOLBEIBRENET,

Tr7ANTT V2l N ETHRELRERAT L&, BEEMITONTHWD 7 7 A LH, %47
HF 4 LT NUDTFARAL AZE T m— RENET,

FETF—2 3 RR
[#72 x5 b (Objects) |>[FTP x4 FEE (Object Management) |>[VPN]>[AnyConnect
774 JL (AnyConnect File) |,

J4—ILF

 [4A1 (Name) ] & [@B] (Description) |: i K 128 LFDOA4RIZ AL, A7 a T2
D7 7ANFT V=l Nl T 572008 E A LET,

| EEEEDE e R A



| BREEaLA ISy k

Firepower Threat Defense SEBRZND< Yy T AT x4y DT .

s [Z77 A4 (FileName) | & [Z77 AV Z A7 (FileType) ]: 7 7 A NVDL4RETE 743
A, BEOEA T, (B Browse) |7 Uy 7 LTT7 7 A NVEEIRL, 4T 2447
=7y LET,

Ty AN FTT V= MIEDDT-HIZIE AnyConnect 7 S A T 2 b A—2 BI W
AnyConnect 7 SA 7> b TAT7AIL XA TDHPEZ)T, Firepower Management Center
7Ty N7 A= MHET DRERH Y £7,

EErEY Y

Cisco AnyConnect X =27 EE VT 4 7 T4 7k 4 A—|Z-DU TFirepower Threat
Defense

T N—"7 KU T — AnyConnect A7 2 > (116 X—)

Firepower Threat Defense SEBAZE DY T AT Y FZDUVT

FFAEO~ Yy ATV 7 M, BFAE-BUL— L OL4FIfE Y T, b0 F TV
7 ME, ZELEGHEL VE— N 727 B A VPN 70 7 7 A )L & OBES T 2824 %
WIERINET, Bt rn 7 v ANV EEAEO~Yy I A7 V=7 NIl ES, VE— |
777 AVPNARY —D—HTT, ZE LIiEHENEAE Yy FIZEHER TN DL L— Lk
— T B L EERIISEOERE T 7 s A [y B 7SR TWa ] H, BT ST
WET, A WTERIEN CTEE S, ULICERSNDIERCHRASINET, A, FEH
oy S F T NNOBEHIOL— AN LT & I T LET,

FEF—Yay
[T x4 b (Objects) |>[ATP Y FOEE (Object Management) | > [VPN] > [FEEAE
Ny 7 (Certificate Map) |

J4—ILE

« [4HT (Name) ]: 2OFT7 V=7 "aRELET, ZHIZEY, VE—F 727 EZXVPN
REDMORTE TR TEET,
o[> B 7 %M (Mapping Criteria) ] : #Hli T 2REAEOANEZ45E L £, FEAENZ
NEDL—=LVORMEHTZ LTV L5E, 2a—FEIo4A7 V=2 a7 n 7 7
AN~y BT EnEd,
s[m AR —F% kb (Component) ]: —H i —/iZxt L THEAT L7 747 MEAE
DarR—3xr FEBERLET,
o [7 44—V F (Field) 1: 7 747> haEBHE®D [#F4 (Subject) ] F 7213 [FIT70
(Issuer) JICHE-> T, —BUL— D7 4 —)L FEEIR L £7,
[7 14—V K (Field) 123 [f0&F% 7 =27 b (Alternative Subject) | £ 7213 [JLiEF—
DOFERDL (ExtendedKey Usage) JIZERE SN TWAHEGE, VR —xRy ME[7 4 —
Jb R2fK (Whole Field) | & L CTHifE S ET,

o [ 1 (Operator) |: —HBL—/VOERE 72RO LINLRRLET,

arATesr Iz~ I}
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. 7 ERLR F—)

s [Z LV (Equals) ]:

BHATELA IO b |

HYFET, BRIZ-ELRAVWES, EiETShET,

« [&%e (Contains) ] :

FEHE 2 A= ME, ATJSHIEE —Bd 508N

FEHE A R—R 2 MZiE, AN ENTEREGER T DL

BRDHY ET, aVR—R MZEDOERETENTORWEE, ST Sh

£,

« [ L <72\ (DoesNotEqual) ]:

FEAE R =R M. A S EEEL

SBRWVWRERDY 3, 72L& 20E, BRINZEAE =2 AR —x 2 3 Country
ThOH, NNENTMERUS THLGE. 7747~ FNOEOHEN US LE LT
T, HERsES S ET,

« [k%& & £720 (Does Not Contain) ] :

AEAE T AR — R MTIE, AT Sl

NEENTWRWKLENSY £, 728 20, BREINFEAEa R R—%2 b
23 Country TV, ANENTENUS THEHHAE. 7747 > FOEOEIZ US
MEENTND &, iR ISNET,

«[fE (Value) ]: —FL— L DfE, AJjSn7fflL, BRENT-arF—xr B IR
FLBEMF O TV ET,

EELEY D

AEAE < TORGE

7KLRXR T—)L

7 AH Y T @ Diagnostic f ¥ H—T =A A, FFRITVPNIUE— KN T ER a7y AL
(A TE 2 IPv4 BENIPVE O T, IP 7 FL A F— L 2R ETEET,

AR—b+ 24 €
S

HEDZA VR

HiR—hkEh3T
N R

HiR—bEhd K
rAA Y

VATA
(Access)

& (Any)

B AP

Firepower Threat
Defense

& (Any)

Access Admin
Administrator
Network Admin

FIE

RAT9T1 [#TP Y b (Objects) |>[A TPy FEE (Object Management) |>[7 FL X T—)L
(Address Pools) | > [IPv4 7—/JL (IPv4 Pools) | iR L £,

RTw T2 [IPvd 7— %8BI (AddIPv4 Pools) 15227 U7 L, IRDT7 4 — /L REFHRELET,
s [4HT (Name) ]: 7 RV R F—LOA4RTIZATILET, K64 LFEBETEET,
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