IAB D} 2

ATV NT TV =308
INA

WO Y7 TE, ATV 8TV r—var /XA (IAB) #EHT5L57 7
TR arhe— L RY —FRETHHECONTHHALET,

« IAB O % (1 ~—2)

cIABA 7L gy (2-8—)

«IAB OFE (4 ~—)

cIABOu X7 Lo (53—)

IABlZ, "7t —~voRLT7m—0LEWEZEE LIZGEISBMOA AR a2 LT
Fv MU= @it A EHEENET T r—yar2ELET, 72é2E, oy s
T YT WUAT AT = P RAIRKRELSEETLILE, LEWVMEZBA TNy I T v
TV —va U BER LI NI T4 vy P EEEHTOEIOICRETCEES, £/ a T, A
VARG gy N7 v A LEVERZEIE L L XIZ, TAB, WO T a— A
NMALEVWVMEEBZDTRXRTCO NI T 4w 72T 7TV r—var0¥ A 7R EET D
KOICIAB ZRETEET,

IABlZ, 77®R2Aarbu—nV —LEFT7 782 ar b= LK) —DF 73V 8T
I a il o THAESND N T T4 v 7Tl 8T 74 v 7 BiEfiiRA VAT a3 d
KRB LRDANCFATENET, TARME—RFTIE, LEWVEZBEBRL CWDE0E D 05
ZEE, LEWEEZEE L TWDIEA, IABZEBEICEMEL THDRE (N XX E— R L
WWET) THIUEAA RRAENTEZTHAI TV r—rary 7n—aE+T 52 LRARET
7

WO L, IAB DIRETa A&~ LET,

17y szv b 7INT—var 15z |



R PE VAN L e EPIACTAY
- R

/\

= "\
( Allow AEenabled‘“ >—

Per"orr"l ance
threshoid
exceeded?

no

. g S
yes \/AII appllcatlons..%
enabled?

D 4

no

/\
/ Qpecmed

application
\ present?
r"S
///
// Flow no
— threshold

exceeded?

T
P
/,\

i
e P )
Enabled |AB Test ( Allow

mode

(log: would have
bypassed)

On
(log: bypassed) l

'
Trust )

Hasal

O
IABA 7 3
IAB A% E =138 LE4,

NITH+—I A Y TI)L A4 2%—s\)L (Performance Sample Interval)

VATALANIAB NN T F—< U ALEWVMEE DD TZDIZT AT A RT3 —< 2 A AR v
JHENETHIAB AN T+ —~ A H T 7 2F%x OMBERDEMNTIEELET, B
02T 5L, IABDE AV 1,

B TSI T ISV Y KR



| 1vFUSzo b 7TUr—v a0 Rq5R
me+7v3> |

INAINRABETRT T 77— 3> & T 4)L% (Bypassable Applications and Filters)
Z OBERBITIZ, FEICHHE 2, RO 2 DDA T v a v BbH Y £,

7TV r—232/74)L3 (Applications/Filters)
WA RRRRERT TV r—varBXOT 7V r—vay (740 %) Oy NEEET
T 2NN ET, TV =T a Rkt (T =g Uil 2SR L
TLIEE,

RKERT7 TV r—2 a3 E2E8CITRTO7 IV r—ay
AVART g N T =V ALEWVEZBEE TS, TV = a DX A FITH
fR72 <, WITNDLOT7 B —NA RRALEVMEZBIRT AT XTONT 7 4 v 7 ZEHLE
R

NIF+—IAEXV70—DLELME

Dipl EBL 1 ODA UV ART U ar RT3 —<w ALIWMEE 1 DO 78— XA /RALEW

BERETHVLERLY T, N7+ —~v U ALXVWVEEZBEZTWAE, VAT A T7r—1L

EVMEZ S, 1 2O LEWVEAZBEX TWEGAIE, lBESNTZ N T 74 v 7 Z2EH L £7,

WITNDOOBEEDO L O EENNCTHHE1E. TNEN 1 DL BE T ETAL, 1 AXRY

YAy RTFp—< U ALEWEE T — NN LEWVHEIX, T 7 4V b TIEE L X T

WET (0 ITEE) .

AVARYD LI VNTHF—IVALEWMEIL, BAL U ART 2 a v DNRT 53— ZADRF

EEDDHHLOT, ZORREEZDLE, 7a—LEVMEDOA VAT va BRI H—SnZE

T, IABIE. OICREINTVWARENR 7 +—~v A LXWVMEEZEHALERA, KO 1OFET-

ITEB DA AT g R T —~v AL EWVERRETEET,

KB w 7% (Drop Percentage)
HEMELMRAL—IL, 77 AR — EfEfRER72 EI k- T T7 4 —~ U AHHA
&R ololedlI/Nry M Ru vy 7 ENEHEIC Re vy FE3N 7 823, 27y b
BIRIZED DEIG DY), BANV—LD XD BREEOREIZLI>T R Rry FEN53T7
MIBEREREA, | KO REWEREZHEET S, BESNEEGDO Ny A Ra vy
TENDEIABRT 7T 4 7D EICHEFELTLESW, 1 2BETHIE, 0~1D
EEOEGIZE>TIABBN T 77 4 72720 £9, Ziuckv., 2o/ > FTIAB
BT TA4TICTHIENTEET,

Ot yHERZE (Processor Utilization Percentage)
TatyY U Y — 2O,

/N7y MEFE (Package Latency)
~A 7 a BB O Ny MERIE,

78— L— b (Flow Rate)

1BHZV07a—8TRIEIND, VAT AILAT7n— 1R, —o4 7V 9 T,
IAB1Z, 7o —2 8T b= N THIET DL IICERESND Z LITEENVLET
T,

1o7USzv b7 IUs—vav i1z |


fpmc-config-guide-v623_chapter17.pdf#nameddest=unique_438

B meoz:

WL WD e PIAC AV

TO—NANRRALEWMEZ 70 —DRRAZEDHLHEDOT, ZORAEHEZD L, IABIT, A
IRA F— R TIENANRAARERT SV r—ya v zZE#HEL, 7ANET—KTlX, 77U 7r—
Ay NI T4 I EFALTESRLA AR a rDORRIZLET, IABIX. 0ICHE
INTWE7a— XA NRALEVEZHFEHALETA, KO 1 OFEITHEED 7 v — XA 3R
LEVWVHEZZRETEET,

20—%1YD/\1 3 (Bytes per Flow)

Ta—llEGHL T ENTEDLRRPA X (KB)
2A—HYDNTy M

Ta—llEHDH T ENTE L3y FORKEH,
7 O —#k5EE R

Tua—%k A =7 DOFEFICTE HERERRE (B)
J0—EE

RRHERIEE (KB/AY)

AX—b 41 | REDFA VR | YR—rENBT | R—LSNDK | 7UERX
R INM R Ay (Access)
fEE (Any) Control fEE (Any) fEE (Any) Admin
Access Admin
Network Admin

&M

TRCORBRICIABRLELRDITTIEH Y THA, IABZHEHT 2B TlX. BREMNRFET
IAB #4228 E1”HVET, *v bIV—2 v T 7407 BT TV r—var b7
Ty D) EVATANRT <A (TRAREIR N7 +—~ U AOREZ ETe) OB,
NHHBEEHERE, IABEZAMELANWTL ZE N, N /32— RTIAB #3779 51T,
BELIEN I 74 v 7 2GEHLTHLY AZBRELRNT EE2MBRLET,

FIE

TIEA arbr—nRKY— 27 4 X T (Advanced) | # 7% 27 U7 L, £ T
Vo b TV r— a3 N, E (Intelligent Application Bypass Settings) ] DREIZ 5

LmMET Ay &) 27 ) v LET,
ROVICERT A 2 (5) BERSNDEGE, RELHERY =ik S, BRELZ

FIHHERBH Y A, RENE v 7RI TODEAIE, [N—R R —nbikKT
% (Inherit from base policy) ] &4 72 LT, WELZAMNZLET,

| IR e AN L e PEACTAY



| 1vFUSzo b 7TUr—v a0 Rq5R
meonxy s sy i

AT T2 IABOF Va2 ELET,

s [IRFE (State) 1:IAB % [4 7 (Off) 1 E7/2id[4> (On) 1. HAWIE[T A b (Test) ]
E—RNCTHZICLET,

e T fp—v A% VRIE (Performance Sample Interval) @ IAB D/X7 f—~< L A H
TV Ax v CORIBEREMTASNLET, IABZAMILIESGAIEL. 7 A E—
Fﬁ%of%\fnu%®ﬁ%ﬂﬁbiﬁoO%AﬁTé&\MBiﬁm 2720 E9,

o NARRARFREIRT 7V r— 3 &7 /L% (Bypassable Applications and Filters) : ¥R
WP EFEITLET,

e NANRREINBT IV r—ar b T4 NEZOEEIZ V7 L, NG T 4w 7 %A
NATBET TV r—a v BZRELET, 77V 05— a7 o NV EOFRTEE
ZHLTLEEN,

[(REERT 7V r—raruaEdLd _XTOT 7 U —3 3 (All applications including
unidentified applications) (%27 Vv 7 L, AV AXRT a9 N7 43—~ ALEVHE
ZEE L& EIC, IABA, WTFRhD 7o — A RALSVMEZBEZ 5T XTO k
T4 I ET TV r—varOF A SRR EET L X ICHELET,

[ AR gy RT g —< 2 AL XUVMAE (Inspection Performance Thresholds) ] : [FXE
(Configure) 127 Vw27 L, 1 DL EDLEWMEEZASLET,
s [7Ha— A 8A L& VMHE (FlowBypass Thresholds) ] : [f%/E (Configure) 1% 7 VU v 7 L.
1 OUEDOLEWEZATILET,

W B 1 DDA VAR g RT3 —< L ALEVWMEE 1 DO T7 a2 — XA XA LEWN
BEHEETOMLENRDV ET, IABB NI 7 4 v 7 ZEHT 2120, W2 HEE L T D0
N ET, HEXATIHEEDO LEWVEEZ AT LIZSGE, WIN 12O A T Ol % iimd
HHMENRHY T, FEFRICOWTIE, IABA 7 v ay 2%—Y) 22RLTIEEN,

ATYv T3 [0K] %27V v 7 LTIABREZIRTFLET,
ATy T4 [fR7F (Save) |27 Vv 7 LTAHRY U—ZREFELET,

RDBERY
ELRZREALEYT, RELFORMZZML TS,

IABDOX > &Rt

IABIL, Bitu X 726 L) hallbT, " RAINTT7r =0 "2 E
LIENTREND 70 —% 0 X 7T DR T A0 Faisfil LEd, 251~ M
INANRA FT—=RTCNRANRZRZINT=7 08—, FHET AR E—=RTARANRNREINAZ ENTHE
SINH7a—%RLET, AR MIESWET AR LADOR v 2R— R 7 4Ty bR
LR—FTlE, XA ARNRAINTZ 70 —BLONRNAS RAEIND I ERTFHREIND 7 e —DEHH
et AE R TEE T,

1o7USzv b7 IUs—vav i1z |


fpmc-config-guide-v623_chapter17.pdf#nameddest=unique_449
fpmc-config-guide-v623_chapter16.pdf#nameddest=unique_28

B msonxosesnm

R PE VAN L e EPIACTAY

IAB DiEfA N>k
723> (Action)

[BEH (Reason) [IZ[A T V¥ x 77U r— 3 343 (Intelligent App Bypass) ]
WEENDIGE
el (Allow)
WHENTZIABHRENT A N E—RTHY, [TV r—var e bhan
(Application Protocol) I\ Z X > THRESNLT TV r—2a O 7 4 v 7B A
AR a RO EETHDH L ERLET,
%9 % (Trust)
WHENTZIABEEN NSNS NAE—RKTHY, [TV r—rar 7 hal
(Application Protocol) W2 X > CTHRESNTZT TV —a D T 7 4 v 7 BMEHH
ENTWDED, TR EA VAR v a UMTbRTIc Ry N —7 Zi@ilT 5 2
LERLET,

¥EH (Reason)

(AT VY= N 77V — 3y 31 /3& (Intelligent App Bypass) | 1%, IAB 73/3A1
WA F—=RELEFT AP EF=RFRTAXC b2 NI AT—LIEZ EZ2RLET,

77— 3> A kajL (Application Protocol)

ZD7 4=V RUE, AR e NI =L T7 T r—vary7n balRiFrsns
j‘o

1

IWOEME SN TIE, —HF D7 4 =/ RREPNTWET, Kt 2 20FED T
IR arhr—L R —DRRD IAB REDN BAER I NI 2 DDA < b
D [T 27 ar (Action) ]|, [EEH (Reason) . BIX W [T F IV r—rar 7a han
(Application Protocol) ] 7 4 —/V K&K L CWET,

BHIOA Xy NOE, [EHET S (Trust) 177 >3 »id, IAB B3 /X2 £— R T
AN TEY, Bonjour 7’1 ha/b T 7 4 v 7 BMEHINTWDHT2D, Eibh
EA AR a UM TONTICZTESND Z 2R LET,

2EBHDA XY MDA, [ (Allow) 177> aid, IABMNT Ak E— K THR
IZENTUWA72, Ubuntu Update Manager b7 7 4 v Z X & HITA VAR ¥ a VR
ITONDVENH D £33, IAB BN, RN A FT— R THUI NSNS RAENDEZ ENRT
BIsnbrZ a2 RLET,

Action ¥  Reason ¥ Application

Brotocol
Trust Borjour §
Allgw Intelligent App Bypass Ubunty Update Manager F

| IERPENA W EUL st PZAC AT



| 1vFUSzo b 7TUr—v a0 Rq5R
mepax>sesy i

il

OB SN TIX, —HDOT7 4=V RREPNTWET, 2FHDOA XV FD7
—Eli G EL (727 v ay (Action) |: {5475 (Trust) ]. [BH (Reason) ]:
(AT VY2 v T TV r— a3 3432 (Intelligent App Bypass) ]) % /3A /XA
L. @A/L—/ ([BH (Reason) ]:[RAT=%4 (IntrusionMonitor) ]) 2> THRE
SNnFE L7, IRAT=% (ntrusion Monitor) ] ®EEH X, [£ X2 b DAL (Generate
Events) JIZEXE S NTARANL— AP ST, #Efiklc= s X7 vl b a7y
Lol Z L H R L TWET, ZOFITIE, 2T 7Y r—rva VRIS
DANCEELE L, 77U r—vardmiiani#%, IABlZ, 770V r—va v

WINANARRETHD LML, 7u—2EHL £ L,

Last Packet Action *  RAeason X Application »
Protocol

2015-06-12 10:53:09 Trust Intelligant App Bypss ] Sk Pr g

2015-06-12 10:53:08 Trust Intelligent App Bypass, Intrusion Monitor J HITP =

IBOARBLE Yy aR—KosPTy b

i A N MCESWTEMMRIAB OFGHEREF TR T DI AZ LA v 2 h— KT 4
Vv MEERRTEET, Va4V y FEERTHEICIE, ROERBERELET,

« 77Uty b (Preset) :72L (None)
« 7—7 )L (Table) : 74— 3 Dt (Application Statistics)
« 74—V K (Field) :{EE (any)
« 555 (Aggregate) : IRDOWT U
* IAB MEfiZ /NA /XA L7= (IAB Bypassed Connections)

* IAB WA A NRAT B R TFHIN (IAB Would Bypass Connections)

« 74—/ R (Field) :f£& (any)

451
WDHAR LG H vy 2h— R4 Yy ROBITIE, ROXHIZ/>TWET,

o [Bypassed] OFNE, TV r—a U RAAALRRAFREE L THRE S L, IAB 2
BRGSO T 78 A a2y ba—L R 2 —ZBWWT /S, RAE— R THRII -
TNBTEZDITNRANRREINTEZT IV r—vay b7 7497 OFERLTWE
7T

[ Would Have Bypassed] OBIL, 77U r—3 a3 VINA XA AREE L THRE S
. IAB BREBFEAOT 7EA av ha—L R —IZBWTTF A N E— RT
BN 2o TWDBIZDIINANAEIND Z EMTFRENEZT SV r—vary vT
74 w7 OfEE R LTOVET,

127Uz b 7IUs—vav 15z B



AP L e E PZACEAY .S

B msonxosesnm

Bypassed

rris s 5
Prasat: |} TI Tithe: [woud Have Bypassod |
Tabie: [ apphcation Statistics =] Praset; [tone =]
Fiela: [Fusk =] Table: | Appkcation Statstics ]
Aggregate: 148 Bypassad Connections | ¥] e — =]
Filter: [ None =] Aggragate: | 1A Would Bypass CORNBCYons ;]
show: [ Top 1] Filter: [Hone =]
Results: [5 ] show: [ Top =]
show Movars: Results: | 5 =]
C“'“"D BEEEOEO Show Movers:
color: C]JEEEOED
Risk w [AB Bypassed Connections
Wery Low 1,301 Risk v 1AB Would Bypass Connections
Low o very Low SN
Megium 5% Low G
Last updated § mirastes ago bedam 13 §
Last updated 14 minutes 490 F

IABDAHRAR L LR—F

B A N MTHESW TR IAB ORGHEMEZFRT DV AL L VA= P E2ERTE %
To VAR— F AR 2BRICIE, ROEREZRELET,

o7 —7 )L (Table) : 7Y —3 3 2Offist (Application Statistics)
« 77Uty (Preset) :72L (None)
« 74—/ R (Field) :{EE (any)
o X #il (X-Axis) :{EE (any)
<Y #il (Y-Axis) : AFOWFhne
* IAB W HEfi% /NA /XA L7 (IAB Bypassed Connections)

* IAB W EEfiia A NRATH I ENTHEINT (IAB Would Bypass Connections)

451
WOBIL, 2 5D L R— bOFlOHREEEZ R L £,

o [Bypassed] OFENE, 77V r—a U RAAALRRAEREE L CTHRE S L, IAB 2
JBBIEHDT 7B A 3y hr— /L R =28 TS RAE— RTHEICR -
TNBIDITINAA RN AINTT TV r—ray VI 74 v 7 OfetERLTWE
?‘O

[ Would Have Bypassed] OBIL, 77U r— a3 VInSA NAAREE L THRE S
. IAB BEHEADT 78X 2 ba—L KU —ZBWTTF Ak E— T
A2 o TNDTeDIIANA RAIND Z ENTRENTET )V r—2ar bT
74 w7 OffEt R LTWET,

B o FUSz b TIUT—Ya s N8R



| 1vFUSzo b 7TUr—v a0 Rq5R
mepax>sesy i

dli Bypassed

Table Application Statistes X i would Have Bypassed

Preset Maone = Table Apphcateon Stabistics L

Format . 2 o Preset None L

Search ‘web Apphcations L Format m = o

splication L

- Mis Applecat Filter L

LELEat 4B Bypasied Connechand " 2o
X-Anis L @
V- Axin BCtOnE ol F

MErEY Y
BBl O0exa2 )T 4 AT VP2V ARV N T 40—V R
[77 A% L4587 (Custom Analysis) |V 4 2= v b
By aR—R~D7 4=y OB
ViR—hk 77 L—F

127Uz b 7IUs—var g5z B


fpmc-config-guide-v623_chapter119.pdf#nameddest=unique_1620
fpmc-config-guide-v623_chapter11.pdf#nameddest=unique_288
fpmc-config-guide-v623_chapter11.pdf#nameddest=unique_186
fpmc-config-guide-v623_chapter107.pdf#nameddest=unique_258

AVFYSIU b T7IYr—ar 482 |
B meooxsesnsn

| RPN et VA A



	インテリジェント アプリケーション バイパス
	IAB の概要
	IAB オプション
	IAB の設定
	IAB のロギングと分析


