T — Z {EEDH

ZOREIZIE, B ORAFEE . T 4 AN DFA R OT =2 EEOFINTH I LTV
FT,FZNENOHNI.FKAE Y PR EDLIICEREINTWEINEHMI R T2 .2 #EIEA T
FRENET,

FEAIZOWTIX ROEHAEZB L T X0,
o ALY FOT —ZIEEDH
o T AAINY F—HIEEDH (A-31 X—)

BAA XY DT — ZHEEDH
ZDRv T v a AL ARAA R MIZOWT eStreamer TE(E SN D A[REMEDN & 5 T — X & D
BN I N THET, 22 TR KROBIEZRLET,
e Management Center 5.4+ D1EAA X2 h DRI (A-1 X—)
o RARET T — FOBHI(A-T =)
o Ny bk La— RFOf(A-8X—)
o L a— FOHI(A-10 ~—)
o HEHRIEL a— ROFI(A-11 =)
o =)L A yt—T La— ROH(A-12 X—)
o 6.1.x DERIRIT —4% 71 v 7 OF(A-15 =—)
o N—Uzg 50+ 22— A4 X FOf (A28 X—)

Management Center 5.4+ D2 A A X |k D]

WO A X b ba—FRoflzRLET,

A R 0 1 2 3

._.
—
—
—_
—_

. TRRRE 2
B b (OF1I203 0405160781901 1213]8 5(6(7|8 90|12

1 000000000O0O0O0O0O0OO0100000000000O0O01O00O0

2 000000000O0O0O0O0O0O0O0O00000O0OO0O1TO0O01O0O0T1T1O0

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

RYRt 0 1 2 3

. T2 202]22]22]2[3]2]3
By b |01 20304057617 1819 0011 1513|8/5(6/7/8/9/0/1(2/3[4|5/6|/7|6[9]|0]["
3 100000000000000OO0O0OOODOOO0O1T1O001O0O0ODO00O

10 000000000O0O0O0O0O0O010000000000101100O0

11 010100111701101000010111100101111

12 0000000O0OOO0O0OOOOOO1O011O01O0O111001110

13 0000000000O0O00O0O000O0000000O0OO0OO0OO0OT1O0O

14 00000000O0O0O0O0O0O0O0000000OO0OO0OO0OO0OTT1TOTI1IT11

15 00000000O0O0O0O0O00O0O0O0O0O0O0O0O0O0OO0OOOOOOOO1

16 000000000000O00O00O0OO0O0O0O0O0OO00OOO0OOOOOOOO0OT1

17 000000000O0O00O000000000000O0O0O0O0OO0O0OT11

18 00000000O0O0O0O0O0O0O0O000000000O0O0O0O0OOO0OO

19 000000000O0O0O0O0O0O0O0000000000O0OO0O0O0OO0OOO

20 1000000011111010000111111001000°0

21 00000110000001110000001000000000

22 000000000000O0O0OOOOOOOOOOOOOOOOOO0OO

Firepower eStreamer &4 1 F
A2 | |



| 4&A F—2HEDH

BALRY boF—siEEos W

PRV 0 1 2 3

Bk |01]2]3]4]5/6/7|8(9 31

N W
o
S W

23 00000000O0O0O0O0O0O0O0O00000000000O0O0O0O0O0O

24 101010000001 10011101001101111110

25 000000000000OO00O0OOOOOOOOOOOOOOOOO0OO

26 000000000O000O0000O0O00OO0OO0OO0O1T1O01TO0O0T1T1T11

27 01r1r1011100110101100101101010010°0

28 00000000O0O0O0O0O0O0O000000001010100100

29 000000000000O00O0O0OO00O0O0O0O00OOO0OOOOOOOO0OT1

30 11000001010001000010111001001110

31 01101001000101011010100100011010

32 01101001000101011010100100011010

33 0010110111100110111100110011000°0

Firepower eStreamer $5 H4( K
| g A3



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

VN 0 ‘ 1 ’ 2 ‘ 3

By k 0‘1‘2‘3‘4‘5‘6‘7‘8‘9 31

W N
O N

[=NS)

N W

W —

o0 —

Lo —

o —

34 001011011110

(=]
—_
—_
(=]
—_
—_
—_
—_
(=]
(=]
—_
—_
(=]
(=]
—_
—_
(=]
(=]
(=]
(=]

111111100001 00010001000°1°1

—_
—_
(=)
(=)
(=)
—_
—_

1010001011100100110010100100000°1

35 01ro0100111011010000101111001011T11

36 000000000O0O0O0OO0OO0O10O/OOOOO1O0O1100O0OO0O1T10O0

37 000000000O0O00O00O00O0O0O000000000O0O0O0O0OO0O0O0O

38 00000000O0O0O0O0O0O0O0O00000000000O0O0O0O0O0O

39 00000000O0O0O0O0O0O0O0000000000O0O0O0O0OO0O0OO

40 00000000O0O0O0O0O0O0O00000000000O0O0O0O0O0O0OO

41 00000000O0O0O0O0O0O0O0O000000000O0O0O0O0OO0OO0OO0OO

42 00000000O0O0O0O0O0O0O000000000000O0O0O0OO0OO0OO

43 00000000000O0OO00OOOOOOOOOOOOOOOOODOO

44 0000000000O0O00000000000O0O0O0O0OO0O0OO0OO0OO0OO

FROBTIZ KDOA R MERAERTEET,

Firepower eStreamer &4 1 F
A4 | |



| 4&A F—2HEDH

BALRY boF—siEEos W

&5

(Number) |#iEA

1 ZOITORMD 2 34 MIAERESN Y X —fH1 2R L TVET2FBD 231 |
T AYvE—UNRT—HF A= (DFEN A= XA T 4)THDHZ EER
LTWET,
O EREDORA v =V DEEN 24 N, FTHDHZEETRLTOVET,
TOEHEE Y MI ANV EZ =BT — DA TDEA LRAE L TG teihiE~y & —T
HDHZLERT T T TT D158y MI ARV EBPREEINTZ AL D
Netmap ID # &4 7> a v 74—/ RTT ATORY OHZIT . va—R F A7
D 400 Z RLBAALARV F La—REaERLTWET,
ZOITIE B DA RN F La— ROREEN 278 3, FTHDHZ EERLTWVET,
ZDITE A XY FOBRIFREDO X A DAX 7T, ZOHA 201447 A 2 H(OK)
D16 B 11 43 27 ITEIFES N TV E T,
OISR T 5720 FHENTEBY  FueBh Ao TnET,
TOITIE. T ey BALA TN as THAHAZEERLTWVWET, X AA—V g
54+ DIFAAR N La—RoTay sy X4 7TY,
TR T Tyl OEEN 278 4 FTHBHILEERLTVET,

ZOMTE AR IR —FE s OINEIND AR LTVET,

10 ZOFTIE AR N ID EEH 65580 THH I EERLTWNET,

11 ZOITIE A X2 PDY 1404317489 P THAELTZZ E AR L TWET,

12 ZOITIE AN "D asa2 A 7P TRAELIZZ L EZRLTWET,

13 ZOFTIEZ NV ID EFEEN 2 THDHZ EERLTWET,

14 ZOITIE ARV IRV 2R L —Z IDEF 1190L— L =V THRE ST
LERLTVET,

15 ZOIHE =D EYa vEENLTHDLII LR L TWVET,

16 COMIEEID ZBEEN1L THAZIEERLTWET,

17 COMIIEBREID ZEEN 3 THDLHZEERLTVET,

18 :(Dﬁi EEITLIPT R AN 10.5.61.220 THDHZ LEZRLTWVWET, 2O
T A=V RIZIZIPv4A 7 RL AL IPV6 7 RLADWT NN E EN D A[REMEN &
6:&&EELT<téw

19 ZOFTIXSEEIP 7 R A7 10.5.56.133 THDHAZ LA RLTWVWET , ZDT 4 —
JVRICIEIPVA T RL AL IPV6E 7 RL ZADWTFNDNEEN A REMRHH Z &
ICHEBE L TL &N,

20 ZDITDHRMID 2 23, MIFE LR — FEZN 33018 THDH I LEZRL2EFAD
28 MISEEAR— FHE S 8080 THDHIEERLTWVET,

21 ZOIT DRI DONNA I TCP(6) A Xy FTHEHENTWSL e ha/LThD

ZEERLTVWETR2EEONS NIEE T I 7 THY 2FHOE Y 31 Th
HLIeO AR IR Ly REE) THHLZ AR LET, Fo B ELFEITsmles
ANMIVATAIZLSTE=A SN TWEXRY NIV NIZHDHZ L EETER
BSEERA RN Ry bU—2 = FICH DT L EFETERLITSELR R bRA

VERRBER—F T —REETLTWVWELZEEZRLET . EHIC2HHBEIBZRD
TN THDHZO. INNA LY (EFHORREEH V) DA X FTHDH I L
ERLTHWET, ZOTO3IFHDONAA MIFKETZ 7 TT 2 THDLHTED A
ALY (MEFIORREESH V) TH D Z EE2 R L TWET KED/SA MEA X
VN T sy ENRholnZ LA RLTNET,

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

&5

(Number) |&%BH

22 ZOFTIZIEMPLS 7R EENFE T (FET 2HE).

23 ZOITDORHID 234 MEIVLANID N0 THDHZ EEZRLTWET HZED 2
A4 ME.TFHEINTED 0 IR ESNTWVET,

24 ZOTICIFEBARI S —D—BO IDEFNEENE T,

25 T =T ORNEBID B ENEENTT LY —TREFEE LRV,
FTRTEaizsTWVET,

26 ZOITIZIE Web 77U r—2 g VOREFID BB E Ei, 2 DAL sa7 L7go
TUVWET,

27 ZOFFICE I IAT N T U= a rONEBID HEEREEN. ZOEAIT
2000000676 & 72> CWET,

28 ZOFTIIET IV A=y I haloNHID HBENEGEN. ZOEAIT 676
Lo TVET,

29 ZOITICIE. T 7B AR — L O—EDOID DG EN. ZOEAIL1L o TWET,

30 O T 7 B AKHIEARY =D —FD ID NEENET,

31 ZOTIIFE AN v E—T oA ZAD—EDID REENET,

32 TR HAA =T 2 A AD—EDOID RNEENET . DA RNV MNIT
7y 7 SR TWET,

33 ZOFICIFE ANEXF 2T 4 V= DB ID BEENET,

34 O X2V T = O—BEDOID NEENE T,

35 ZOITIZIEBAA R MBI T SN TV AR A X h D UNIX # A LA X
IR EENET,

36 T DITDFHID 2 34 "I BEFiA Xy PR AER SNBSS T XA A D Snort
AVABZADHEMBID ZRLETIEY D2 34 ML B UMW ORICTEAT D
AR NEXTBTEDIEHEINAEERLET,

37 ZOITORMD 2 31 MEIERFBTARA MDOEOa—RERLET HED D2 34
MISEEFRA FOEOa— RaRrLET,

38 ZDATOITHID 2 34 FZIZ, 2 DA Xy MIBEEMIT LN TWARED ID FE
NEENFET VO 2AA, NI M T 747 EB LX) T 0 2T
FANRBTZ 7 AT 74 —N)DID BHDOEIOESBEENE T,

39 ZOTICIR NI Ty I NEBR LR 2T a TR A NRE T AT
T4 =)D ID FZ5DEY OO NEENET,

40 ZOITORPD 2, NI M T 70 v R@B L7270 a7 %A
AR Z 7 AT 74 —V) DEHED 2 54 bR EENFET,SSL A EH S N85
B2FAD 2 31 MITIE.SSL Y — SFEBED SHAL /v ¥ 2 DIRPIDOERT N E
FhEd,

41 SSL Ml E N4 . Z OFTIZIL.SSL 9-— FFHED SHAL Ny > =2 DY @
BANEENET,

42 ZDITDIMID 2 734 MIZIE SSL H— 3GEIED SHAL /N ¥ 2 DR D 2 /31

MPEENET2HHD 2 8 ML EBCETSNIZSSLT 7 v a Y EE
NWET, ZOER TILSSL MEH S olclod 0 1T/ > TWET,

Il Firepower eStreamer £ & 41 F |



| 4&A F—2HEDH

BALRY boF—siEEos W

iy
(Number) |35B9
43 ZOTDRHID 2 254 FMZIX.SSL 72— AT —Z ARG ENE T, Z Ok Tl
SSL MER &N o772 012> THET2HBHD 2 341 MIE, ZDA X
Y MIBEM T BTV DRy R T =T 5HTAR Y > —d UUID OFEAID 2 /34 bk
NEENET,
44 ZOIFIZIE. Z DA Ry MIBEMIT 6T DRy NI =7 5HR Y v —0D
UUID DF% Y OB E FILET,
RAEET T — FOF|
ROKIZ ARAEET 77— La— RFopflzRrLET,
XA R 0 2 3
By b |0]1]2]34]s]6]7|8 203 8|5|6/7 8901 23|45 6876501
1 000000000 0001/0000000000000100
2 000000000 000000000000001101T10
3 000000000 000000000000000O0T100O01
4 000000000 000000000000001100T10
5 000000000 00000000000000010100
6 000000000 000000000000001100T10
7 000000000 0011000100100010100°0
8 000000000 000000000000000000T10O0
9 010000001 1101101101111001010°0
10 000000000 0000000000000000O00O0O0 1
11 101011000 000000000001000101T1°0
12 000000000 00000000000000000000O
13 000000000 00000000000000000000O
14 000000000 000000000000000100T10
15 010101100 01010110110001101110
011001010 001001100001011000T1°0
011011000 010

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAr~ roF—28EDOH

ERROFITIE ROEHREZ B TS £7,

5

(Number) |giBA

1 ZOITDRAND 2 34 M~ 1 2R L TOET2HHD 230 K
FAVE—IBRTF—F XAyt —V (A=Y AL T ) THDHILERLTH
E3

O ERDOA v E— VDR EN 58 A FTHBH I LERLTOVET,
ZOATDEHE Y NI ANy F =BT —AA T DI A DAL T G iR~y
=TI NWZ L ERT 77 7T EHD 15 By MM Ay b Ehiz v
AA D Netmap ID Z&deA 7> gy 74— )V RTTATOEY O 31E, L a—
R AT o 2R L BT —F La—RERLTWET,

4 T RO T —ZDEEN 50 N, FTHDHZEEARLTWVET,
COITIZIME 20 REENTEY BAEET I — b T—% 78 v 7 B3 RICHNT
WHZ EERLTWET,

6 ZOTIXEET T Tny s Ay X —EEREET I~ Tuy /0ESE
KLU ZOEEIT 50 2314 R T,

ZOITIE AN M IDFEED 201256 THDHIEERLTWVET,

ZOFTIE AR IR T R, ZAFEET 2 POINEINDZ LR L TWET,
ZDATIE A XY B DS 1087223700 P THEAELEZZ E A RLTWET,

10 ZOATIE A XY MZBEEAMAT N TV D REBEL LN 1R M) THhdHZ &%
RLTWET,

11 ZOATIZGENR A Ny MCBEEMIT SN TWASIP T R A8 172.16.1.22 TH D Z
LHERLTWET,

12 ZOATIEGENMICEEAMA T 5N TWDLEHEIP T KL ARRZNWI L 2R L TVET
(1% 0 IZRRTE) .

13 ZOFTIRFEAN T 0y I DREEETFA PXFINEELCFN T 0y 7 BN 2
EERLET, ZOHE. T XA MXTINIREL T, LTV T v v 7 OF/ICD
WU XFAHNT —H 71y 7 (3-63 X—V) BB LT EE N,

14 ZOME TR Ty I L V=R GO TR Ty 7D =S ILRN
183 P THDZ EEZRLTWVWET, ZHITIZ EEBOFHHAD 10 34 k& XF5]
Ny H—D NN FREENLTWVET,

15 ZOATIE B O [Vulnerable (Ii85) | THAZ L 2R LTWET,

Ny b ba— RO

ROBNZ N7y b ba—ROFlzRLET,

RV 0 1 2 3

. VTt l2]2]212(2]2]212]3]2[3]3
By b (O LIZI3 04051617819 611 15/3/8(5(6|7|8[9]0/1T/2/3[4/5/6/7|6/9|0]1
1 00000000O0O0000DO0DOO1]00000D00ODO0ODO0DO0O0O0DO0OT1TO0OO
2 00000000000O0D0D0O00O0OO0DODODOODOOO0OTTITITOTT1TT1TO0T1

Firepower eStreamer &4 1 F
A8 | |



| 4&A F—2HEDH

AR

=

10
1

12

BAAL RV DT — 2 HEEDH

EROBITITZ RO MEREHERTE ET,

&5
(Number)

1)

B!

1

ZOITORAD 2 3, MI ANy X —H 1 2R L THET2HFBHD 231 b
FAYE—VNRTF—F Aot —V (Rt —V FAF4)THHZ LA RLTWY
iﬁ‘o

COITIR DA v — VDR SN 989 A1 FThHHIEERLTOET,

ZOTOREE Y MI AN E—NT — A TDEALARAR T HELIE~ Y

H—TIERWVWI 2R T 7T 7T EFED 15 By M, 4’&/%75%%&?5%71%“

AA O Netmap ID G847 ay 74—/ RTTATOED OS> F. L a—
NEALTOME 2R~ Ty b ba—RaRLET,

OBy F La—ROREEN 981 XA FTHBZEERLTWVET,

X AR IR T AL ZFE 3 POINEINDIZLEZRLTVET,

I AN NID HEF 195430 THDHZ EERLTWET,

TIZ. 237w b2 10572380 B CIRE SN Z L 2R L TWET,

I8Ny P 2sazes v A 7 u B TCTIRESINZZ L ERLTWET,

-
—
-
—
-
—
-
—
-
—
-
—

!
Tl
1L A X2 F2% 10572378 P CHAELLEZ EEZRLTWVET,
!
Tl
Tl

VT ZATH 1(/1’**)‘*‘) FME)THDHZLERLTWET,

ZOTIEBEONRT Y N T DREEN 953 X, P THDBZEERLTWVET,

ZOITERDATIFEBEDORA m— F F—=F R LE T, EREOT — 213 953 /XA
FTHY ZOFTIITVHETOENTND Z LITHERL TSN,

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

S L = — FOF]

KON Yy 2 — FOFlZR L ET,

A R 0 1 2 3

By k 01234567890

N
~ N
N W
=)
S W
—_

o

,_
N —
W —
0 —
W
=N
N
0
N=3
(=)
—
o

1 0000000O0O0O0O0OOOOOI1I000O0O0OO0O0O0OO0OCOOOOOT1TO0OO

2 0000000000O0O0O0O0O0O0O0O0O0O0O0O0OO0OO0OO0O1TO0O111O00

Firepower eStreamer &4 1 F
[ A-10 | |



| 4&A F—2HEDH

AR

=D

Eieop)

BAAL RV DT — 2 HEEDH

—_—
N —
W —
0 —
W —
O\ —
~] —
0 —

— N

2
2

w N
Ao
W N
NN

~ N
O B
—_— 0

N W
S W

[=3 ]

O —

000000000O00O0O0O0O0O0O0O0O0000000O0O0O0OO0OO0OO0OO

000000000O000O0OO0O0OO0OOOOOOOOOOOOOOOOO0OO

TIERDOA XY MEREHERTEET,

&5
(Number)

B

1

ITORMIO 2 34 MEIARES Yy F—l1 2R L TWET2FBD 231 M,

AvE—UNT—H A=V (AvE—T A T4)THDHI LERLTVET,

O BEOA Y E—CDEEN 02 N, P THAHZ EERLTWVET,

ZOITORIEAE Y ME ANV T —NT —HA T DX A DAZ T HET LR~
F—TERNZ L ZRT 7T 7T EHBD 15 By MI A2 b Eh
RAA O Netmap ID &4 7 gy 74— RTT ATOEY O, L
a— R A TDfE 67 Zn L BV a—RERLET,

COTIE ERDOSEL 3 — FORIN 84 A FTHDHZ LEARLTWVET,

ZOTIESEID RN 3s THAHZ EE /L TWET,

ZOITDERND 254 MIBEOSFALDREIN 15 3 M ThHDHZ LERLT
WET2HFHBD 24 NI SBFABKRTHED | Z DA E T rojan-activity ( F =
ADOKRET 77T 4T 1) T,

ZOFORIE A M AT 6 THI LTV 2 5HAOfE T, Z OITOREHD 2 4
A MIBEHORADR S 29 3 FTHDHZ EERLTNET IR DA ML
%ﬁﬁimﬁﬁﬁﬂfﬁﬁi U Z OD%é.\éi ’VA Network Trojan was Detected. (* P4 rNY—2 T
FaA ORGP SHE LIZ,) )T,

ZOITIR O —EOID & LTCORENERZTHHEIDEFEEZRLET,

ZOTIE. OV EY s v D—EFDID & LTOHREEZBE-T45HY ©¥3 »ID
BEEZRL.ZOBESHEHOY EY g Vin2nzd Null T7,

BILEE L a— FDf

W ERELVa— FoflZRLET,

234 b

0 1 2 3

v b

o|1]2]3]4|5|6|/7|8o L/ 11111

—_
—
—
—
—

2
0[1(2|3(8|5(6[7(8[9]0]1]2

1

000000000O0O0O0O0O0OO0100000000000O0O0T1O00O0

2

00000000O0O0O0O0O0O0O00000000000O0O010O0O0O

00000000O0O0O0O0O0O0O00000000000O0O0O0OOT1O00O0

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

PRV 0 1 2 3

3121313
69|01

. Ljr{rjrjrj1f1/1r|1j1 21212(2(2]|2
B K 0[1(2|3(4|5[(6|7(8]9 3

2 2
0]1(2|3(8|5(6[7(8[9]0]1]2 415(6|7

4 00000000O0O0O0O0O0O0O0000000000O0O0OO0O0O1O0O0O

5 000000000000O00O00O0OO00O0O0O0OO00OOO0OOOOOOOO0OOT1

6 000000000O0000100011010000110100°1

01rro0o011r101101000

FFRROFITIT RDOA N MEREZERTEET,

‘5
(Number) |&kBH

1 ZOATORMD 2 34 MEIERES~ Y A —fl 1 ZR L TWET2F B D 2314 M,
AvE—UNT—F A= (RyvE— ZAT4)THAZEERLTWET,

ZOITIRBRDOA =V N 16 N N THDHZ EZRLTWVWET,
ZOTIE va— R ZA 7O s R L EBEELa—RERLET,
ZOITIE EROERE L a2 — ROESN s A hTHDLZ L EZRLTWVET,
ZOITIXEREID N1 THHZEERLTVET,

ZDATORPID 2 3 MIMERELIZANA, FREENTVDHZ LA RLTWNE
TR2FHD 24 R ERDITO 2 34 NI EEL B (Thigh(7F) 1) 2R~ LT
S

Al | W

JL—)L A otE— La— RO

WIZ V= Aot —2 La— ROz R LET,

VRS 0 1 2 3

Ew k 0|1(2(3(4|5(/6[7|8]9

O -
—_—
o —
W —
00 —
W —
;S

0

1 00000000000O0O0O0OO0O011000000000000O01O00O0

2 00000000000O0O00OO00O0O0O0OOO0OOOOIOOOO0O0OO0T1

5 00000000000O00O0O0O0O0O0O0O0OO0O0OO0OO0O0O0000OO0O0O01

Firepower eStreamer &4 1 F
= |



| 4&A F—2HEDH

BALRY boF—siEEos W

VAT 0 1 2 3

Ew k 0|1(2(3(4|5(/6[7|8]9

—_
—_
—_
—_
—_
—_
—_
—_
—_
—_
N
N

W N
N

W N

[o0 ]

~ N

N W

=)

S W

—

10 6011011011101001010110110001101T1°1

11 0110110111010010010000010101000°0

Firepower eStreamer $5 H4( K
| g A5



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

VAT 0 1 ‘ 2 ‘ 3

~ N
O N

Ey k 0‘1‘2‘3‘4‘5‘6‘7 8‘9

00110110001 10000001011100110001°1

601101110

FROBTII KRDOA R MERAERTEET,

&5
(Number) |7%HA

1 ZOFFORAD 231 NI YNy X~ 1 R L TNET2HFB D254 b
T AYE=—UNT—F A= (DFEY Avbt—V XA T 4)THDHI & ER
LCTWET,

TOITIR RO A v =V BN 120 34 N THDHI L ERLTWVET,
ZOITORIAE v MEI ANV Z =BT = A T DXL LA T e E it~y
F—=TIERNI L EZRT 7T 7T EHD 15 By MI AN BRI R
AA 2D Netmap ID Z & ieA 7 gy 74—/ RTTATOEY OEIE, L a—
K24 T7DE 66 ZRLIV—N AvE—Y La—RKERLET,

4 TR ERDOL =L A v — La— RORESEN 121 A b THDH I & &R
LTWET,

COFIE. Ve Rx L —FIDEER 1= D) THLI L ERLTWET,
ZOATIE V=V ID FEH D 28069 THDH I EE/RLTWNET,
TOFIEN—ADIED g v BENL THLIEERLTVWET,

Z OfTI. Firepower > A7 A IZESI N2 /—/L ID FEEN 28060 THDH I L ERL
TWET,

9 ZOITDRMD 234 MEIIIL—L THFRARIT 7134 FREENTWLZ L%
RLTWET2EFHD 234 MINA—NALDO—BDID HBETHEEY £,

10 ZDATDEHID 2 34 M NA—LD—BDID HF S5 THKOLD ET KD 251 k
T A—1o)EYaryro—EFDIDEH S THEEY 7,

11 ZDITOHRPID 23, NI NA—LDY EVarO—FEDIDFHTHKRDLY £3.2
FHDO 2L I A= Ay E—VHEKOTFAMTHEY T XESN
JL—)L Aot —DT7 VT F A ME [APP-DETECT DNS request for potential
malware SafeGuard to domain 360.cn(d0main 360.cn @:iﬁ'jﬁéfgﬁéﬁfﬁ'?/V'?IT’
SafeGuard (Z[#9~% APP-DETECT DNS #:R) | T,

RN

Firepower eStreamer &4 1 F
[ A-14 | |



| 4&A F—2HEDH

BALRY boF—siEEos W

6.1.x DEFRET — & T v 7 OH
KON it L a— Foplz R LET,

XA b 0 1 2 3

—
—
—
—
—_

31

By bk 01234567890

oM
— N
w
o
TN
¥}
o

NSRS

._.
o —
W —
0
w
=N
N
0
O —

1 0000000O0O0O0O0O0OO0OOO1)00000O0OOOOOOCOOT1TIOO

2 0000000000O0O0O0O00000O0O0OO0OO0O1IO0O1TTOO0OT1IT1O00

10 000000000O0O0O00O00O000000O0OO0100000O0O0O0

11 00000000O0O0O0O0O0O0O00000O0O0OO0OO0OOOOOOOOOO

12 00000000O0O0O0O0O0000000O00OO0OO0OOOOOOOOOO

13 0000000O0O0O0O0O0OO0OOOOO0OOOOOOTITTITTIITOTIOT11

14 000000000O00O00O00O0O0O0O0O0O0O0OO0OO0OO0OOOOOOOOO1

15 11010001100001001111101 101010111

16 0000100010111010000011000000000°0

17 0000000O000O00O0O0O0OOOOOOOOOOOOOOOODOO

18 0000000O0000O0O000O0OOO00OOOOOOOIOTIO0OO0OO0T1T1

19 000000000O0O00O00000000O0OO0O1O01O0OO0OO0OO0OT1O00O0

20 000000000O0O0O0O0000O00O0O0O0O0OO0OO0OOOOOOOO1

Firepower eStreamer $5 H4( K
| g Ais



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

AR 0 ‘ | ’ 2 ‘ 3

. LT[l [1l2]202]22]22]2[3]2]3
vy bk 0‘1‘2‘3‘4‘5‘6‘7‘8‘90123856789012345‘6‘7‘6‘9‘0‘31
21 01011001111001000101000001O0T1 1100

22 01100000110101010000110010000000

23 0101100110010001001001 1011011110

24 01r1r0000010001101011011001111010°0

25 00000000000O0OOOOOOOOOOOOOOOOOOOOO

26 0000000000OO0OO0OOOOOOOOOOOOOOOOOOOOO

27 00000000000O0O0O0OO0O0O0OOOOOOOOOOOOOODOO

Il Firepower eStreamer £ & 41 F |



| 4&A F—2HEDH

BALRY boF—siEEos W

RV EN 0 ‘ 1 ’ 2 ‘ 3

By 0‘1‘2‘3‘4‘5‘6‘7‘8‘9

28 000000000O0O00000000O0O0O0OO0OO0OOOOOOOOOO

29 000100000000000000010000O0OO0O111O0O0T1°1

30 00000000O0O0O0O0O0O00000000O0OO0OO0OOOOOOOOO

31 00000000O0O0O0O0O0100000000000O0O0OO0O0OO0O

32 0000000O0O0O100OO0O0OO0OO0O1010101100001O010

33 0000000110111011000000000000000°0

34 00000110000000000000000O0O0OO0OO0OOO0OO

35 00000000000O0O0O0O0O0O0O0O0OO0OO0O1I11)10011100

36 o11r1ro0011010101111111101110001110

37 oo11r00114010101111111101110001110

38 0011001100000000000000000O0O0O0O0O0OO0O

39 0000110110000000000000O0OO0OO0OOOO0OCOOO0OO0OO

40 000000000000O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOO0OO

41 11001111000000000000000000000O0O0°O0

Firepower eStreamer $5 H4( K
| g A7



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

JAVAS 0 1 2 3

Ew k 0‘1‘2‘3‘4‘5‘6‘789 31

42 0000000000O0O0OOOOOOOOOOOOOOOOOOOO

43 0000000000O0O0OOOOOOOOOOOOOOOOOODOO

44 0000000000O0O0OOOOOOOOOOOOOOOOOOOOO

45 0000000000O0O0OOOOOOOOOOOOOOOOOOOO

46 0000000000O0O0OOOOOOOOOOOOOOOOOOOOO

47 00000000000O0OOOOOOOOOOOOOOOOOOOO

48 0000000000O0O0O0O0O0OO0OOOOOOOOO1IOOOODOO

49 01010010000000000000000000000100

50 01100010000000000000000000000000O0

51 0000000000O0O0OOOOOOOOOOOOOOOOOOOO

52 00000000 00000O00O00O0OO0O0OOOOOOOOOTOT1

53 0001000000000000O0O00O0O0O0O0OOOOOOOOOOO

54 0000000000O0O0OOOOOOOOOOOOOOOOOOOO

55 0000000000O0O000O00O0O0OOOOOOOOOOOOOOOO

56 00001000000000000O0O0O0O0OOOOOOOOOODOO

57 0000000000O0O0OOOOOOOOOOOOOOOOOOOO

58 0000100000000000O0O00O0O0O0O0O0O0OOOOODOOO0OO

59 00000000 00000O00O0O0O0OOOOOOOOOOOOOOO

60 00001000000100000000O00OO0OO0OOOOCTI1OO0OO0OO

Firepower eStreamer &4 1 F
[ A-18 | |



| 4&A F—2HEDH

BALRY boF—siEEos W

PRV 0 1 2 3

31

By |0)1]2]3]4]5/6/7]|8(9

61 00000001100000000000000O0O0OOOOOOO0OO

62 00000000 0000O0O00O0OOOOOOOOOOOOOOOODOO

63 000000000O000O0O0O0O0O0O0O0O0O0O0O0OOOOOOOO0OO

64 000000000O0O0OO0O0O0O0O0O0O00O0O000OO0O0OOOOOOOO0OO

65 000000000O0OO0O0O0O0O0O0O0O0O0O0O00OO0OO0OOOOOOOOO

66 00000000 0000O00OOOOOOOOOOOOOOOOODOO

67 000000000O0O0O0O0O0O0O000O0O0O0O0O0OO0O0O0O0O0O0O0O0OO0O

68 0000000000O00O0O0O0O0O0O0O0O0O0O0O0OO0100000O0O0O0

69 00000000000000110100100000000000

70 00000000 0000O0O00OOOOOOOOOOO[0OOOCOOODOO

71 000000000O0000O000O0O0O0O0O0O0O0OO0OOOOOOO0OO

72 00000000O0O0O0O0O0O00000O0O0O0OO0OO0O0OOOOOOO0OO

73 0000000000O0O0O00O0O0O0O0O0O0O0O0O0O0O0OO0OO0OOOO0OO

74 0000000OO000O00O0O0OO0OOO0OOOOOOOO[0OOOOOODOO

75 0000000O00000O0O0O0OOOOOOOOOO[OOOOOODOO

76 000000000O0O00O0O0O0O0O0O0O0O0O0O0O0OO0O0OOOOOOOO0OO

77 0000000000O00O0O0O0O0O0O0O0O0O0O0O0OO0OO0OOOOOOOOO

78 0000100000000000O0O00OO0OOOOOOOOCOOODOO

79 00000000 0000O0O00OOOOOOOOOOOOOOOOODOO

80 000010000000000000000O0O0O0OOO0OO0OO0OOO0OO

81 000000000O0O00O0O0O0O0O0O0O0O0O0O0O0OO0OO0OOOOOOOOO

82 0000100000000000O0O00OO0OOOOOOOOCOOO0OOO

Firepower eStreamer $5 H4( K
| g Ao



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

JAVAS 0 ‘ 1 ’ 2 ‘ 3

Ew k 0‘1‘2‘3‘4‘5‘6‘7‘8‘9

83 0000000000O0O0OOOOOOOOOOOOOOOOOOOOO

84 0000000000O0O0OOOOOOOOOOOOOOOOOOOOO

85 000000000 0O0O0O0OOOOOOOOOOOOOOOOOOO

86 0000000000O0O0O00O0OOO0OOOOOOOOOOOOOODOO

87 0000000000OO0OO0OOOOO0OOOOOOOOOOOOOOOO

88 0000000000O0O0OOOOO0OOOOOOOOOOOOOOOO

89 0000000000OO0OO0OOOOO0OOOOOOOOOOOOOOOO

90 0000000000O0OO0O0O0O0O0O0OOOOOOOOOOOOOODOO

91 0000000000O0OO0OOOOOOOOOOOOOOOOOOOOO

92 0000000000O0O00O00O0O0O0O0OOOOOOOOOOOOOOOO

93 0000000000001 0000000O0O0OO0OOOOOOOOOO

94 0000000000O0OOOOOOOOOOOOOOOOOOOOO

Firepower eStreamer &4 1 F
[ A-20 | |



| 4&A F—2HEDH

BALRY boF—siEEos W

JAVAS 0 1 2 3

31

By bk 0‘1‘2‘3‘4‘5‘6‘789

95 0000000000OO0O0O0O000000000O0O0OOOOOOOO0OO

96 0000000000O00OO0OO0OOO0OOOOOOOO[OOOCOOODOO

97 lIoori1100101101010101001111111110°1

98 000000000O0000O000O0O0O0O0O0O0O0OO0OOOOOOO0OO

929 00000000O0O0O0O0O0O00000O0O0O0OO0OO0O0OOOOOOO0OO

100 00000000O0O0O0O0O0O00000O0O0O0O0OO0O0OOO0OOOO0OO

101 00000000O0O0O0O0O0O0000O0O0O0OO0OO0OO0O0OOOOOOO0OO

102 0000000O00000O0O0O0OOOOOOOOOO[OOOOOODOO

103 0000000000O00O0000O00O0O0O0OO0OO0O0OOOOT1IO0O0O

104 000000000O0OO0O0O0O0DO0O0O0O0O0O0O0OO0OO0O0OO0OO0OOOO0OO

105 000000000000O0O00O0OOOOOOOOOO[OOOOOODOO

106 000000000000O0O00O0OOOOOOOOOO[OOOOOODOO

107 0000000O000O00O0O0O0OOOOOOOOOO[OOOOOODOO

Firepower eStreamer $5 H4( K
| g A2



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

FROBTII KRDOA R MERAHERTEET,

&5

(Number) |3i.BH

1 ZDITDHRMID 2 3, MI RSNy X —H 1 ZRLTWVET2HFBD 2 31 k
T AYE—UNT—HF A=V (DFEN AT XAT4)THDHZ LEER
LTCWEd,

ZOITIE DA v E—VDEEN 716 XA N THDHZ EHRLTWVET,
TOWREE Yy MI AV E—INT — DA TDEALARAZ T oaiehiiE~y #—
THhDHILERT T T TT HfED 15 By ME A Mi*ﬁﬁjéht RAA
D Netmap ID # & te A7 v g 74—/ RTT, ﬁ@iﬁ@ DO IT. La— K A
TOME 71 B L ERREF L a— FEERLET,

ZDITIE DA R N La—ROEIN 7003 hTHAHZ EEZRLTWET,
ZOITFIE AR NOREEOX A DAX T TT, I OBA 20164510 A 10 H
(A)o tFﬁu8H#48 72 IR ESNTWET,

ZOATIZVEREATA 720 PRI TEY  Fald A->TWnWET,
ZOTE T A AN AR NEERLET AL ADIDEZEHRTELTHE
T, F A ZID %1 TY,

8 ZOFTIE VA —IP(IPv4) 7 KL A T, FRNITHR T SN TV RN 4
TEPulzhosTED IPv4 7 KL AT IPv6 7 4 —/L RIZIRESINE T,

9 ZOITFICIE AR MCBET AR A DO MAC 7 RLAREENET . MAC 7 R
L A% 00:00:00:00:00:00 T,

10 ZOTFOENID 16 B MIIZ.MAC 7 RLADED OEWSREENE T, RD
8E Y FTIXARARNMNIPV6E T RLATHIEINE I DERT 7T 7 TT gD
8 By MIZEATY, 2N RDFEHIH: CTFHESNTWET,

11 ZOFTIZIE AR PRFELTZEFZ O UNIX XA L AZ TR EENE T,

12 ZOITIZF ARV N A7 anEgENET, Z0OHEAIX. 0 TY,

13 ZOITIFE ARV N BATREENE T, ZOEE XA 71 1003 TY,

14 ZOITIIFR AR N BT HATREENET T, ZOEAE AR N BT XA TNT
1 CT, I AR N AT 1003 & EBIT. ZNDEwREFA X FTHDZ
CEEWRLET,

15 ZOITIE T 7 ANEFEFIHEHINE T, ZIUINEREH T,

16 ZOITIX T v A NDILEICE A SN E T, ZHIXNEREH T,

17 ZOFTICIZIPVE T RL ARG ENE T, 2D 7 4 —/L RIZ.IPv6 7 T VNGRIE &
NTWAEARICFEELERAEINET, ZOHE.IPv6 7 K LA
0:3eb:0:1:d184:fb57:8ba:c00 N EIN TUWET,

18 IO T v XA TNEENETAIL 163 T, 2T EFFFT —#
Ty g ZATERLTWET,

19 IR . T Ty DEINREEN. 644 XA FOT—ENREENTND
ZLEERLTWVET,

20 ZOITIE T A ADNY AR FEARLET AL ZDOID FEEFEHEELTHE
T F AL XIDIE1 T,

21 ANEX2T 4 V= RNEENET, V— 0%
59e4505¢c-4493-11e6-a62d-£1df£731a85 VC‘\'?«O

Il Firepower eStreamer £ & 41 F



| 4&A F—2HEDH

BALRY boF—siEEos W

&5

(Number) |#iEA

22 Hhtx=a27 4 VY=o BnEEnEzS,V— 0T
60450c80-4493-11e6-9843-84d8d6a3008 TI

23 ANTA LV EB—=T 2 A ANEGENET A —T =14 AT
599126de-4493-11e6-a62d-f1df£731a85e T

24 HOA v =T 2 A ANGENET A F—T7 =4 A
608d6cf4-4493-11e6-9843-84d8d6a3e008 T,

25 ZOITIT R A X P TRENTWA Yy v a VEBRKBLESARDIP T R
VARG ENETIP T KL AKX 172.16.3.5 T,

26 ZOFTIZIE BA R A MZISE LA A MDOIPT RUVAREENETIPT KL X
X 72.48.149.244 T,

27 EROEFBETHLTu XV OBERIZHHEANDIP T LA, ZOHITIE, Zh

Y= G

28 ZOITIZIE, P U =SB Xy McEEMTT SN — DY BV g UE
EREGEENFET, U EY 3 F 51X 00000000-0000-0000-0000-000057e9¢39d T9

29 AR NE N T — LI — VORI RN EENET, 2D —LIiX,
268439603 T,

30 ZOITIZIF AR b E RV A =L b r v b= L ONEGERB BN E ENE T,
TDARY NI R RNV V=L T RN T —S e ho ez [l o T,

31 ZOATDERAD 234 MIZ V=V THRESNET 7 va ryRNaEhnEd, 2o
BE X s T TV arRt ey s TholcZEEARLTWET EED 2 /3A
MZIEA— NV OBENEGEENT T, Z0HA 60 TEATr vy 7 B LET,

32 BHID 2 234 MTiE, /l/w/lxwiﬂéﬁﬂ@iibﬁaiz"bi? WD 2234 MiZiE A =
T—H RAPNCHERAINZR— IR EFENET (43786),

33 ZOFDRHID 2 A MIT VAR R— PREENET (443), 580 D 2 A
4%6i1€P777#aiﬂiT

34 ZOITOERMIONA M. 7ae harngEgEnEd (6), 2L, 2 DA X2 bR
rcp ML TRALES &%Tbiﬁ‘ e D 24 N4 MZIX Netflow V — A D IP
T KU ADRAIOEHAS N5 £ E9 (00000000-0000-0000-0000-000000000000) o

35 ZDITDORAIDNA M Netflow YV —ADHEED 8 By v EENET KD
234 MZIZ AR MEAKR L Snort DAV AZ  ZADHIFREaEn £
(1) 5D O/NA MZIE, &‘ﬁiﬁﬁ?/?ﬁ&ihi?

36 ZDATDIAND/IA NI T 7 > 2 DI Y OF VG £ E T, kED
24 By MITIE, ‘TZ//E VORI NI I DN D UNIX XA DAZ T D
%@ﬂaiﬂi?};@&4Axﬁ/7 1476103731 T4, Z#1%.2016 4F 10 A
10 B (H) 4R 8 5 48 43 51 aE TR L CTWET,

37 W DINA BT KA DINT > FOXE A DAZ T O OGN EENET,
FBODO3IANA MI By a r TRBINDIEHBONN Ty FOHF A A25’/775*a
EFNTVWET, ZDOX A LZAZ LT 20164 10 H 10 B (A) 4-R1 8 B 48 45 51 F
ERL.EyvarNIBRECRTLEZEZRLTHET,

38 ZOITORMDONA MZIFE W&y N FALRF L TORED 8 E Yy vRE
FNFETEYVDO24 By MZ BB FRA RO EEINTE Ny M ENEGENE
T, ZDOPEI1L 13 T,

39 ZOITORHIDONA ME A =2 —ZEETry MO Oy T, RO
24 By MIF VAR U ENLERE SNy MEREENET (0),

Firepower eStreamer $5 H4( K
| g Az



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

&5

(Number) |&%BH

40 ZOITORMDNA ME VAR T EE Ty NEOED O T IKRD
24 By M A=V —FPOEEINTZAAL MEREENET (1743),

41 WD MIA =3 —FEENRAL FORHENAL FTIFEYV D24 By R TL R
R ZEEANA SBIGE L £9 (o),

42 HRADNA NIV AR B EENA ORI ASA P TIHEYVD24 By h T, =
T—% Xy b Fay BB LET (o),

43 BOIONAL MIAf = =—F Ry b Fey7ORBETCHEYVO24E Yy FTLR
W& 2y b Fay 70 LE3 (o),

44 WD MEIVARAE Ny b Fry ZPOREBETIHERVO24Ey TS =
T—% A~ ey 7RRBELET (),

45 BAIDNA MIA=vZ—F N F Fey7ORETEYID24 Yy hTLAR
VHERA R Ry BB LET(0),

46 WHIDNSA MEIVARSE XA b Fay 7OKREBETIHEYD24 Y b TL— |

HIRASEH SN A v X —T = A ADLBINEE L ET
(0O000000—0000—OOOO—OOOO—OOOOOOOOOOOO)

47 ZOITDORHIDONA FE.QOSHEHA X —T 2 A ZADEY OERS TR D
PE BRI ST QOS — LT, 2D A U H —T = A AT QOS /L—/b
NI TWAn=d ID X o T7,

48 ZDOITOERYID/SA M X, QOS =L ID OFE Y OHESY T 580 OEDIE. ~ 7
T4 I EAERLIERAR MEHBIce A Lima—F D ID F 5 T9 (16466),

49 ZOITORMDONA ME 22— ID OFE D OERD T 55D O 1%, 85 T
ENET TV A= gy 7a ba)l T 22 1T HTTPS #f Th D2 L 2R LT
WET,

50 ZOITFDRDONA NI T TV A — gy Fu haID 0D OFST, 5
DIX.URL B 2V Td,

51 ZDATORHD/SA MMEURL BT U O OFE4A T,V IZ.URL L E =
F—ar Tl [ v2r M 2 EHRLET,

52 ZOTDORHDONAL MEIURL L E 2T —2a v OFEY OHSTT EVIZ. 7T
AT TV r—2g31ID Tt 1296 X [ssu 7547 M EBEHRLET,

53 ZOITDEMIDONRAL NI I TAT b T TV r—2 a3 1D OFEY O TY,
HRVIZ Web 77U — 31D oo ld (R ZE®LEST,

54 ZDATORHID /SN, M X Web 77U r—3 3 ID OFEY Oy T, ZDITD
VOO TIE. 7ayy ZATRHBLET 0IX.XFEITayy A4 T70%
AR LET,

55 ZDITDTHIDONA NI LFHN T a7 ZATORY OES T /EV T 7 ey

JETT . ZNI. 294 T v s 77V r—2aURLIC. ~v X —LREXE2ETe
8N IFREENTWVWAHZLERLTEBY . 7947 s 77U —3 32 URL
WCT— 2 NEELNWZ L Z2ER L,

56 ZOATDRHIDNA NI LFEY T 0y 7 EDEY OWMSTT . 294 T N 77
U4 —3 9 URLIZIZT — DN FEIE LW . ZOTOER I T ay 7 247
0 TR L TWET, 2L NetBIOS 4 DX FH Ty 7 B A FDHFEEZ T LT
WET,

Firepower eStreamer &4 1 F
= |



| 4&A F—2HEDH

BALRY boF—siEEos W

BE
(Number) |#iEA
57 ZDITDRHI DAL NI LFHT 0y 7 5 A4 TOREY DS TR IET 0

7 RTY, T NetBIOS # IS A~y X — L REZFTL 8 A AT ENR TS Z
LHERLTED NetBIOS £ ZT — X BIFELRWVWI L2 EKRLET,

58 ZDITORMI DA NI XTI T vy 7 BOERY O#Sy T3, NetBIOS 4121
F— B BFELRNWTED  ZOT0RIZT ey Y 247 0 THEBLTWET, 21
X2 F9A T N TV r—2 g R=Ua O FHTay 7 BT OEEEY
RLTWET,

59 ZOFORDONAA ME XTI T 0y 7 24 TOEY DWW TT HEYIZT 0y
VRTT, AR I IAT Y R TV = ay "= a il ~y =L RS
A8 AN MREENTVWAHZLERLTBY /74T TV r—v =

YR=Ta LTI PFIELR O EEBERLET,

60 ORI IAT U N T U =gy R—=Uary Tay JEOEY ORA
MREGEENFTT LD 3 31 M BERA Xy MIEEMT LTS 1 ZFHD
F=F )L—LD ID T9 (268439553),

61 ZOTIIFIBEDOE=H —LDID OFENA PREENTWHET EZY D3N
A MI2EZEHDOE=% L—LDID T1(0),
62 COTICIE2ERDE=Z L—LDID DFRENAL FBREENTVETED D3 A

A4 MII3BEBOE=F L—1LDID T3 (o),

63 ZOATICIEB3BHDE=Z L—LDID DE¥,NAA MR EENTWET Y D3N
A MIAFEHOE=% L—1LDID T3 (0),

64 ZOITICIZABHDOE=HX =L DID OFRENA FBEENTHVET FHEY D3N
A4 MISEBOE=F L—LDID T1 (0),

65 ZOITIIF6BFEHDOE=H L—LDID OFENA PREENTWHETEZY D3N
A4 MITEEDODE=% L—LDID T1(0),

66 ZOTICIFETBZEEDE=FZ L—LDID DEENAAL MR EENTWVETEY D3N

A ME8FEHDE=% L—LDID T3 (0),

67 ZOFTITIZ 8 BHDE=H L—LD ID DEEAAL PN EENTWET, 207D
2EBEDNAA MI EETLELITHEDIPT RLAZIP T T v 27 U A MNMIEXED
BHEMEIPERLTWVWET, ZOITDO3IFHONA, MIIP T T 7 VA D
HLEIPE T ®EDONA, N T I 7 AN AR AT F0BIE L £9 (o),

63 ZOITOHRPDONA MEI T 7 AN AR NI T L FOEY OEGTTIRD 2N
S M BALRY M AT BREENTOET RBEONSL ME A =
T HOENPEGEENET, ZOEAIT o T RN ZEKRLET,

69 ZOITORMIIDONA I A = Z—FDOEDE 2 /54 N TT RO 234 I b
AR HEDETT (840) HEDNNA N T T4 T bOA Y PFHIVENHIE L E
T, ZOHET o TR ZERLET,

70 ZDATDOEADNAA NI ZTAT 2 bOF ) PFIVEORE TTIRD 2231 b
1$.10C &5 CTF (0) e D/3A MEEEFILABY AT ADSIHANA R TT (o),

71 ZDOITORMID 384 MIEETTHBEY AT AT EDOA MM s E
2T LOYEFHNSA R T (o),

72 ZDITOEPIID 334 MI WHREBEV AT LA TT HEDONA, MI ASA o F—

72 A ADSNMP A 5 v 7 A9 (o),

Firepower eStreamer $5 H4( K
| g A2



HEA  T—2HEEOH

B gAl~Y L OF—F#EEOH

&5
(Number)

B

73

ZOITFDREHDONAL NI AL HE—T 2 A4 ZADSNMP A »F v 7 A TT KD
24 NI A v EZ—T =2 A ZDSNMP A »F v 7 Z T3 (0), Z DITDHFE D
NA NI EBEAVE—T oA AFAOXA T FT F—ERZETT(0),

74

ZOITDHRHDNAAL METEA v Z—T =2 AA ZAADEA T F T —EZRET
?‘(0) 2FEHDOANAAL MIEEIL~Y AT TT(0).3FBH DAL MI Sk~ A7 TT
) HEDAAL MIL T T4y 7@ LIE-EX2) T4 a0 THFAMDID %
FOHETT , ZOHE. X2V T 4 27 F A M 00000000: 0000: 0000:
0000-000000000000 T,

75

ZOITORMD 3 NA MIEXF2) T 0 3 THFANDOEY O T wED
XA M VLANID T4 (o),

76

BAIDANA MEIVLANID T 5B D 35D A NTIX Al o TXFH T v v 7 »n
BIE L CWVWET, ZOXFH T a v 71T . 2RAEA FOLRINE TN TWVET,

77

BAIDOAAL M CFINT 0y 7 ZATORY DES T xED 33, N T
Byl AT EREIEEGELXTI Ty 7 ORHEETRLTWET, ZOLED
8 XA MIBHER MRV XTFIT oy 73T —ANFELRZNWI & &
BEWLET,

78

BHIONRA M LFEI T v v 7 EOERD OFS T HED3I DDA FTlHE
0 CXFHTay 2 NHEL CWET, ZOXFHN Ty 7iZid . 2a—HY =—2 =
Y EREENET,

79

BHDNAA MIXFIN T av g XA TOEY OLSTT mED 3NN, FT. 7
0yl ZATERISEZOLXTI Ty ORFEERLTVET, ZOLED
g, MI.a— V=22 RN OXXFEIT ey 71235 T — 2D FELR
WZ EEERLET,

80

BOIONA NI XTI T ey 7 EOERY OF T &&ED3 2D/ 4 N TiH E
0 CXFH T a vy I BRBEBLTHWET, ZOXFEI 7 a v ZIZIE HTTP U 7 7 77
EFENET,

81

BAIDASA NI LFHNT a7 XA TOERY OE T xhED 33, N T 7

0yl AATERISEZLXTI Ty ORFEERLTVET, ZOHED

8 XA MIHTTP UV 7 7 IR 2WdXFHN T v v 7123 T — 2 BDFELRN D
LEBEWLET,

82

ZOITORMDNA MZIF . LFHN T ey 7V EORENEENE T ED 3 /31
MZIX.SSLEEAED 7 4 o — 7V 23 EFF T ( 00000000000000000000)

83

ZOITORMD/NA KT i SSLAFAED 7 4 o H— 7V M ID OEEBENE LN
F9, ZDITOED OERFITILZ.SSL AR Y —ID NEENET
(OOOOOOOO 0000-0000-0000-000000000000 )

84

ZOTDRHIDSNA FE.SSLARY > —ID OFHE T B D 3 /514 L. SSL
JL— L ID T9 (o),

85

_mﬁmaﬂ)}@/w M. SSL /L—/ L ID DFE Y OFERSy TT KD 2 /31 h X, SSL
BF5AA—bFT9,0 L. TLS_NULL_WITH_NUL_NULL % =W LFE I HED A M
SSL X—2 g T (0),

86

ZOFTIZIL SSL Y — NFEAEZERA T — X ARG ENE T 0l . KkF=2vs ZEHL
F7,

87

ZOITDENID 2 34 MIVEBEDOSSL T 73 a T 03 .70 2EHLET,
WD 2, NI THEENZSSLT 7 a Tt ol . foE2ERLET,

Il Firepower eStreamer £ & 41 F



| 4&A F—2HEDH

BALRY boF—siEEos W

&5

(Number) |3%HH

88 ZOITORHD 234 MEISSL 70— A5 —X ZATT 0 T A1 ZEHRLET,
WD 23 MEISSL 72— =5 —T94 01T FHEZEKLE T,

89 ZDATORMID 234 FE . SSL 72— =5 —DFE Y DOEAS TTIRD 234 M,
SSL 7u— X v t—T9 (0),

90 TOITDOED 284 FE.SSL 7u— A vEB—ITEH RO 254 ME.SSL 7
7 — 7?7?#(0)0

91 ZDITOFAID 234 NI SSL 70— 77 7DD OERS T IRD 234 KT,
SSL = RZOXFHT v v 7 BBAE L ET (XA 7 o),

92 ZOITORHID 234 N T XFEINTa vy XA TRETLET RO 254 R
. T ey JEREGEENET. T uy 2 Eids T, 2 NICIE. TRy s DH A
TERENEGEN . XFFN T a v 7T —ENEGEEN TN EEZERL £,

93 RO 234 MZIX . XFHNT oy 7V EOERDNEGEENFE T IRD 234 ML,
SSLURL 77 T U NEENE T, 01X Ao EEWRLET,

94 ZDITOENID 2 234 MZIZ.SSLURL #7 T Y O Y OESNEENET, RO
234 FT.SSLEw g ID2EAAE L £ 9 (00000000000000000000000000000000) 6

95 ZOITDORHIDNAL MTIFESSLEY S a v IDOEBREENE T ROAAL MT

IZ.SSLEy>aryIDOEIREENET(0), KD 234 N T.SSL F4 v ~ ID
A3BEAAE L %9 (00000000000000000000) 6

96 ZDATORMIID 2 34 MZIX.SSL F47 v D ORENREGENE T, 3HEFERB DA
MZIZSSLF 7 v FID DESNEENET () EDNA T . xy NU—2 5
MR — U g AL F 9 (4e78cb70-7842-11€6-299b-cdbl9cb553£d) o

97 ZDITDORPID 3L NI Y NT—I BRI >— U ED a v ORERS
FNFET HKEDASA FPT.ZV RRA N 777 A0 ID BERBELET (0),

98 ZOITDOHEAID I NA NI . =2 FRA b 77 7A401ID TE 5D DA b
T EXxa2UT 4 ZA—71ID MBEABLET (o),

99 ZOITORID3IANAL ME X2V T4 ZJA—7ID T 5EY DAL R T 1
r—a U IPVe BB L E 4, ZHILISE L EETAA v X —T =2 A ADIP T K
VAT, 4EHTY,

100 ZDOEBRORYIO 334 ME. abr—3 3 IPv6 DRETT RY DAL T,
HTTP LV AR ANREIBLET 0 T HTTP LAR AN N L2 EK L F1,

101 ZOEBEOREIID 3 34 FMEI HTTP L AR ADRKELTT EY DN, N T, LF
7wy 7B LET, XA 7 0L DNS 7= U T,

102 BHID 3NN T XFHNT a7 ZATNRETLET IR DAL MMTE. 7

Oy DIATEEIEZELLFI 7oy 7 ERNEGEFNET .8 231 FL.DNS 7
TV TF—ENFEELRWZ L EERLET,

103 WP DINA R T XFHN Ty 7ERKTLET, 207D D O/NA FT,.DNS
La— R ZA 7RG LET (71),

104 ZDITOEMDO/NA T DNS La— R XA TR ETLETIRD 231 M,
DNS VAR A XA T T (0) IBED/SA N T.DNS TTL 2BIEL E7,

105 ZOITORMID 3 734 MEL.DNS TTL T, &% D /XA kT, > 7 H=—/L UUID

HBAAE L £ 9 (00000000-0000-0000-0000-000000000000) o

Firepower eStreamer $5 H4( K
| g A27



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

&5

(Number) |&%BH

106 ZOTDFEHIDINA N T L7 A= L UUID BT LET HED AL FTo
MOEX2 VT 4 AT U2 U NREELET (o),

107 TOITFOEHO I N, FCEIDOEXF2VF 4 AT VP2 R R RNBEKT
LET HEDONAS FTRERBDOEF 2T 4 AT VYA Y RRMBBRBL
F 7 (0),

N—=Tg VBl 2 —F A X ~Df

ROKNZ, 2—HF A X h La— ROz RrLET,

N4 R 0 1 2 3
ev b P[RRl EERE R EEEEEERRRT
1 000000000000O00O0I1/00O00O0O00O00OO0OOOOOOT1O0O0
2 000000000000O00000O00O0O00OO00OO0OO0OO0OI1IOO1T1O00O01
3 00000000O000O0O0O0O0OO/0OOOOOOOOOTIOTTITTITTII1
4 000000000000000O0OO00O00O0OOO0OO0OO1TO0OO0OO0TI1O0O0T1
5 01010011001 10000011111000010100°1

10 00000000O0O000O000O00000O0OO0OO0100000O0O0OO

11 010100101117 0111111110001011100T1°1

12 00000000O00O0O0OO0OO0OOO1T11000110010011T11

13 000000000000O0O0O0OO0OO0OO0OO0OOOO1TITITITII1O1T1O00

14 000000000O000O0O0O0O0O0O0OO0OOOOOOOOOOOOOTO

15 o011r1ro00111711710001111011110101001060

16 0001000100000010000000O00O0O0OOOCOOO0OOO

17 000000000O000O0O0O0O0O0O0O0OO0OOOOOOOOOOOOO

Firepower eStreamer &4 1 F
= |



| 4&A F—2HEDH

NA B 0 ‘ 1

2

BAAL RV DT — 2 HEEDH

3

=D

1
7

1
6

1
8

1
9

2
0

2
1

2
2

2
3

2
4

212(2(3|2]3
516/716/910

060oo0o01111r1111r111111

1

3
1

0000101000000100000011110111100°0
18 000000000O0O0O0O0ODOODOOOOOOOOOOTITITITT1T1T11
19 00000000000000O00O00O0O0OOO0OOOO0OO0O101O0O00O01
20 ororoororr1o01r111111100010111001°1
21 00000000000000000O0OD0O0O0OO0O0O0O0O0O0OO0OO0O0O0O
22 0000000000000000O00O0O0O0O0O0O0O0O0O0O0O0OO0O0O0O0
23 0000000000000000O0O0O0O0O0O0O0O0O0O0O0O1O0O0O00O0
24 00100000001 10011001100000011000°1
01000000001 10001001100000010111°0
001101r0000101110001100010011000°1
oo0ro0rr1000110001001101110011010°1
25 00000000000000O00O00O0O0O0OO0OOOO0OOO0OO0O1O0O00O0T1
26 000000000000O0OD0O0O0O0ODODOOOOO1101010T10
27 0000000000000000O00O0O0O0O0O0O0O0O0OO0O0O0OO0OO0O0O0
28 0000000000000000O0O0O0O0O0O0O0O0O0O0O0OO0OO0OO0O00O
29 0000000000000000O0O0O0O0O0OO0OO0O0OO0OO0OO0OO0OO0OO0O0O
0000000000000000O0O0OD0O0O00O0O0O0O0O0O0OO0OO0OO0O0O0
ooo0oo0o0000000000O0OO0O1T1TT1TT1TT1T1T1T1T1T1T1T1T1111
0o000101000000100000011110111100°0
30 00000000 000000000O00OD00O0O00O0O0O0O0OO0OO0OO0OO0OO0O0O0
31 00000000 000000000O0O00O00O0O0O0OO0O0OO0OO0OO0O0O0

Lo TR ROBEREZEETXET,

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

B gAl~Y L OF—F#EEOH

&5
(Number) |3%FEH

1 ZOITORMD 2 3, MIAEREANY X —H 1 2R L TWHET 2FBHD 231 b
T AYE—URT—H A= (DFEND A= XA T4 THDHI L ER
LTWET,

ZOTIIBHEOA v E—VDEIN 153 8, N THDIZ EEZRLTWVET,
OBy MI AV EZ =BT — I A TDEALARAT L T EEieiiiE~y X —T
DL EERTTITITTT  EBDOISE Y MI AV PRABREENEZRAAL D
Netmap ID # & e A4 7> a v 74— /L RTTATORY OHZIX. va—K A4~
DfE 95 R L, 2 —WIHEREHFA v —T 2K LET,

ZOTII BEREOT—EADEIN 137 3, N THHZ L EZRLTWVET,
COATIIE T —HATDEA LAZ L THREENFT,23 By F2dE Eéntt
D EENTVET A LAZ TR UNIX ZA LAX T THDHEATE.1970 4E
LA 1 HBUBOREE L TRFEENET . ZOX A LAZ X 1,391,789,354 Th
D.20144E2 A3 HH)D 1943 55 49 A2 FK L TWET,

COTICR e RNEENTEY RREHTIZDICTHENTWET,
ZOITIE B IDE SN 3 THHI EERLTHVET,

ZOITIE VA —TP(APv4) 7 KL A T, FHNICHRTE I N TV RN T
Prlz/e>TEY IPvd 7 L AL IPV6 7 4 — /L RICIRFESNVE T,

9 ZOFTICE ARy MM SN TS MAC 7 RL ARG ENET.MAC 7
FrzanzinrEd PueRngEhnTnEd,

10 ZOITOHIEIX . MACT RLADFRY O THY . BT, RDSNA MMELIPV6
T RUVARGET DI EERLTWET, ZOITORED A MIRREHT 72
DICTFHEINTEY . BErelgEnTnET,

11 ZOITICIR VAT ANA R b EAERKR LIZEZ O UNIX A L AZ T
(19704 1 A 1 BUBEOBE) N EENET,

12 ZOITITIE VAT ARA R MEAER LI 2~ 7 0 (100 5450 1 #) H
MTELAENEENET,

13 ZOTIZI AR N ZATREENET 2T EF X v —T %Rl 1002 2
HEENLTWET,

14 ZOTICIF AR P T EALATRGENE T 2= a S AR ERT
2 NEFENLTWVET,

15 ZOMTITF VI TN T ANEEFREENE T, 2D 7 ¢ —b KX, NEMER [
JTHY BELTHLENERTA,

16 COTIZIE U T T ANHNDA R NOMNEBENGENET , ZDT 4 —L K
ECREEHRT THY EBHELTHhENERA,

17 ZOITICIEIPVE 7 RL AR EENTE T, 2D 7 4 — /L RKIXIPv6 7 7 VU NRE X
NTCWAGAICHFEL EHENET 2E L. Z0EAILIPvd 7 KL A
10.4.15.120 "B FENTWET,

18 IO T ay XA T 127 TREnbaa—Y un s A UERT—X Tuw /T
BEY £9,

19 TR RO T 0y JDREEIN 81 NN M THDHZLEEZRLTNET,

1)

Firepower eStreamer &4 1 F
[ A-30 | |



| 4&A F—2HEDH

F42HNY F—sgEoy A

&5
(Number)

1)

B!

20

ZOITIR 22— u A DEALNAR LTI 1,391,456,7 THHILHEZRLTY
F9, 2T 2014 4E 10 A 3 B (H) D 19 K 43 43 47 B (GMT) IR &= & %
EHLET,

21

ZOTIE VA —IP(IPv4) 7 R LA TH, FANCERE SN TN 33T
Prllo>TEY IPvd 7 RL AL IPV6 7 4 —/L FITIRFESNET,

22

ZOTIRIFNN T 0y I DREEETHRANIFEININEELXFEY T 0y 7 B 2
EERLET, ZOHAE. TF A NLFINT2—VL T, XFHN T a v 7 OFFEIC
OWTIH . LFHNT —% 71 v 7 (3-63 X—)2BHRLTLEEN,

23

ORI T 0y 7NOT =S DREP 16 3 P THDH I LZRLTNET,

24

ZOITIE. 22—V 403 30110.4.11.175 ) THA T L EZ R L TWET,

25

O, a—Fo IDEFEERLET,

26

ZOTE n A AAERORGIEOER THEM S TS 7 7Y r—vay 7n
caro7 7Y r—v a2 IDEZ R LET,

27

COIE XTI T By I ORS LT XA NLFHE GLLFIT 0y 2 B T
CERLET, ZDOWE . TFAMLFEINIEFA—IL T RLATT,UFY Ty
7 DFEANZDOWTII XXFRNT —Z 717 (3-63 =) BB L TLEE N,

28

ZOTIE. XTI Ty JNDOT—ZDEIN o, P THDHZ LERLTWVE
T RERSIE. 2O —VFIZEEMTONTWDEEFA—ALT RLANRRNEZD
T7,

29

ZOTIE 22— ou AL UK ENTEARARDOIP T R Vzﬁxai:hiﬁ“

30

TEEENA MZiZ e A v XA TREENETT, ZOITOED O IE. T 7
By OREIETXFANLTFINEELXTI Ty 73 i ZEERLET, 20
BE.TX A MNLFINL, v 7 A &2 #HE L7z Active Directory % — 3D LB T,
XFHNT vy 7 OFFIZOWTL, LFHNT —% 7 a w7 (3-63 X—V) 5L
TLIEEW,

31

’@T?@f'ﬁﬁﬁ/*/f FNCXXFRNT—% 7 vy 7 OERTET LET, ZDITD5H%KD
DI L FINT 0y TNOT =2 DEIN oA P THLHZ LEZRLTVE
TRERLIZ. ZOw T A ZBEEMT 53TV S Active Directory H— 37237210

=TI,

T A AINY T —HEEDH]

OB varTIE T A ABNY A X MIBE L TeStreamer TEEENDZENH LT —X
MEDHI 2/ LET, 2 2 TR KOBIZRLET,

o HLWXy hU—F2 7 Yo bha) A yb—T0O0(A-32 X—)
o HLWTCP ¥— X vt—TDf(A-33 _X—)

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

W x5 ) F—FEEOH

LRy hU—F 7 7Fa hai X oi—04f)

WO 3.0+ DFLWFR Yy hU—27 Fa bhal Xyv—00%2RLET,

VRS 0 1 2 3
. il i [2]2]2T2]2T2T22]3 12133
= 0711213 7415/6171819701112/3/8|5(|6/7/8/9/0/1|2(3|4|5/6/7|6/9 0|1
~ H— 00000000000O000OO0O01/00000000000OO0OO0OT11IO0ODO ARk
N—Tg 1 A yt—
(4) &5 TofE
Xy t—
TNy H—
DO BRLA

Ayt—TE [000000000000000000000000001 10001
(49 /XA 1)

HLLWwgrvyh|00000000000000000000000000C0OO0O1T1TO0°1

U—7 Jnak

)L Ay —
2 (13)

Av—FE ([00000000000000000000000101101000O0
(41 34 1)

B> [000000000000000000000000000000T10
> ID(2)

P 1100000010101 00000000001000010°10
(192.168.1.1
0)

MACT KL [00000000000000000000000000000000
A (72 L)

(=]
(=]
[
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=
(=]
(=]
(=]
(=]
(=]
(=]
(=
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]
(=]

FHISA b
0)

UNIX 001111100110101110101000001000°1 1
(104724278
7)

UNIXIU# 0000000000001 11011011001 1001100°0
(973208)

(=]

AN
A 7 1000 —
B

FHIRNA | 00000000000O000O0O0O0O0O0O0O0OO0O111110100
(0)

ARy W 00000000000000O0D0O0D0ODO00OO0OODODODOODOODOOOTTIOO
THRAT 4-
Hr LR
A==y

J7yAN%E 5 (01 000000010001 11100010011101000°1

Firepower eStreamer &4 1 F
[ A-32 | |



| 4&A F—2HEDH

F42HNY F—sgEoy A

A b 0 1 2 3
i Va1l l2]2]212(2]2]212]3]2[3]3
=7 01 172131415/6/71819101112/3/8/5(6/7(8/9/0/1(2(3|4|5/6|7 6|00 1
7 AIVD 0000000O0000O0D0DO0DO0OO0ODODOODOODOOO0OT1TOODOOO0ODO TEUE X >
(AT e Ny
H—DT
7ua k=)L 00000110
(6 — TCP)

FLWTCP — X X wotE—T D

WD 3.0+ DFLWTCP V— X vb—VDORERLET,

SA R 0 1 2 3
. 1)1 (1111|111 |(1({2[2]2]2]|2/2|2[2]|3|2|3|3
= 0711213 7415/6171819701112/3/8|5(|6/7/8/9/0/1|2/3|4|5/6/7|6/9 0|1
~y B 00000000000000010000000000000T1 00 2k
N=vard Avy—v
4) % &A%
Xy t—
Uy H—
DOPR4h
Ayt—E [0000000000000000000000010000000°0
(256 /31 1)
SHLWTCP |[000000000000000000000000000010°1°1
PR Ay
+—(11)
Ayt—E [0000000000000000000000001 1111000
(248 /51 1)
x> [000000000000000000000000000000T10
> ID(2)
P 1100000010101 00000000001000010°10
(192.168.1.1
0)
MACZ KL [00000000000000000000000000000O00O00O
A (72 1)
0000000000000000000000000000O0GO0O0O0 T ALK
0)
UNIX 7 001111100110101110101000001000°1 1
(104724278
7)

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

W x5 ) F—FEEOH

Ak 0 2
€0k o JHBHBEBBEREH HEBERBHE
UNIX 2 U # 00 11101101100110011000
(973208)
FHINA B 00 000000000011 11101000 (f~x>pX
(0) 4 71000 —
EeIys)
PNV ANE S 00 0000000000000000O0O0T10
2 AT 25
LWARZ b
77 A R 00 0111100010011 10100°0°1
77 ANLD 00 0000000000001 100000 O0 fEHERy
=D T
BN 7 00 0000000000000000T1 100 H—n5—
Ry Sy 2 Tuayy
A —(12) DBtk
PN 00 0000000000001 1010000
(208 /31 1)
PN e 00 0000000000000000O0O0O0O Ev b
I (80)
k(1) 00 0001/00000000000000O0O0 ~CFF7
Ry 7~y
H—
Vel 00 0000000000000000O0O0O0O0 =5~
D\‘/\&/\y a2y J &
4 —(0)
RS 00 1101/0110100001110100
a0y
(1334 1)
P4, 10 0000000000000000O0O0O0O <5~
(nttps) B 7 o~y
5=
RS 00 0000000000000000O0O0GO0O0 557
RN oy JE
2 —(0)
TN T 00 000000001111 01000001
oy
(15 31
~)

Il Firepower eStreamer £ & 41 F




| & A T—F#EEDH
T4 RAINY T —EEEDH]
Ak 0 3
. TR R ERE! 2202027222323 3
=7 1)213)4 Plol1]2/3/8/5]6/7]8 1 345‘6‘7‘6‘9‘01
R AN 1110 11 0001011 0 101101000
7‘_‘(Apache+
Null 54 F) 1100 0000000000 00000000000 =g~
Ry Ny
A
e 0000 0000000000 00000000000 <=z
Ry Ny vy 7k
#—(0)
B 0000 0001000000 00000000000 =g~
(8 - /i 7¢e By sy
L) A
e g 0000 0000000000 00000000000 <=5~
R "y R
2—(0)
e g 0000 0010110001 00100101110
=
(22 /34
M)
0110 01 1110001 0 000110110
Ne— g -
1.3.26 0100 01 1000010 1 101101110
(UNIX)
1101 11 1000001 0 100000O0O0O
IES 0000 0000000000 0000000110 I|474H—1y
2y Ny R NYEpE
2 —(11)
JA K 7av 0000 00 0000O0O0O0 0 001011110
7 A X
(94 /XA 1)
P 0000 0000000000 0000000000 1| #7H—n
~vHZ—(1) Tawv 7o
Btk
YT —RE 0000 00 0000O0O00O 0 000101110
(46 /31 )
XFHNT 0000 00 0000O0O00O 0 00000O0OO0OO0ODO0
Ry Ny
4 —(0)
ST B 0000 0000000000 00000010000
(16 N A
M)

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

W x5 ) F—FEEOH

PRVAY 0 1 2 3

—_
—_

By k 0123456789

(3]
W N
o

[\
[o) 0 8]
~ N
N W
Nl
S W
—_—

(=]
—
[}S)
w
oo}
W
N —
N —
o0
\=)
SN
—_—
[}S)

Y7 — R orr1ro011701011011171101100100010T11111
44 - mod_ssl

pe==lva 0000000000000D0O0D0O0D0ODO0O00ODO0OODODODOODOODOOOO0ODODO
07 Ny

2 —(0)
pe==lva 000000000000O000OO0O00ODOO0O00OO0O00O0O0OO0O01O0O00| (Y747
By 7R N g7 L)
(8 /3A )

pE=lva 00000000000O0OO0O0O0OOOOOOOOOOOOOOOODO0OO
Ry 7 Ny
4 —(0)

LFH| T 00000000000O000O0DO0DOO00OO0OOOOOODOODOOTTITI1IO
oy 7R

(14 X4 1)
B 0011001000101 1100011100000101110 HFHg—~X
N XN— 7my70)
Tay- T
2.8.9 + Null
W 00111001000000000000000000000O0GO00 HB7FTHg—x
Ty D
BR ik
B 7P — R 0000000000000001000000000000O0000O0HYTH—NE
~vHZ—(1)
Y7 —"E (00000000001 100000000000000000000O0 FHNT
(48 /34 1) Ry T Ny
H—
=il 00000000000ODO0O0O0D0O000ODO0DO0ODO0DO0O0O0ODO0OO0O0OOOO0O xxxHTa
Ry 7 Ny 7 AR
4 —(0)

XFEHT7Tey (000000000001 0000010011110111000°0
7 YA R
(16 /3 )

Y7 H— 0110010101101 1100101001101010011
4 OpenSSL

0100110000000O0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOO0OO0OO0O zLFHT

Ry 7~y
7 —
pe==lwa 0000000000000ODO00O0D0O00O0O0O0OO0ODOO0OO0O0OO0OO0OO0O0O0O XFHF—
RN s

5 —(0)

Firepower eStreamer &4 1 F
[ A-36 | |



| fH&A  F—aiEof)
F42HNY F—sgEoy A
Ak 0 ’ 1 3
2238 CUEEEETHBRB BB At BBEREH A BERERE
TR 0000000000001 000O0 000000000000 O0O0 57
(8- R H— 2y Ny
L) H—
LEF| T 000000000000000O0O 0000000000000 O0 5>
N 0y 7R
A —(0)
b=V vd 0000000000010000 11000000101110
a0y
(16 /A
)
H7H— (001 1100100101110 1101100010111 0 HFH—n
N—T g - Tav 7o
0.9.6.d + Null “®T
L
0110010000000000 000000000000 O0 O fZdEME(%)
EiEtE (%) (0000000001 100100 1111100110101 1| giEofm
(100)
AiEoEm [101 0100000100011 0000000000O0GO0O O BLOBX—%
(104724278 Ta s
7)
BLOBF—% |(00000000000010T10 0000000000O0GOO0 O BLOBF—%
A= =
(10)
BLOBF—% [0000000000010110 00100001010100
E0Q2/314 1)
H— X R 0101010001010000 1011110011000 °1
»jﬂ,_.
(HTTP/1.1 001011100011000°1 10000000110100
414 FR) - B
Ry gy 0011000100110100 10000001010010
ARV AYWAN
T— (Bl 011001010111000°1 1101010110010 1 #—n5—
FomE A=
256 /31 1) OIKT

Firepower eStreamer fE5 74 ¥ i



HEA  F—sEEos |

W x5 ) F—FEEOH

Il Firepower eStreamer £ & 41 F |



	データ構造の例
	侵入イベントのデータ構造の例
	Management Center 5.4+ の侵入イベントの例
	侵入影響アラートの例
	パケット レコードの例
	分類レコードの例
	優先度レコードの例
	ルール メッセージ レコードの例
	6.1.x の接続統計データ ブロックの例
	バージョン 5.1+ ユーザ イベントの例

	ディスカバリ データ構造の例
	新しいネットワーキング プロトコル メッセージの例
	新しい TCP サーバ メッセージの例



