— kA VPN

WD FE w7 Ti, VPN EMEZEIET 5 HEICOWTEALET,

« ' —F A VPN DA (12—
« VPN EFf (3 ~=—2)

« VPN JEBIOERE (5 X—)

* VPN JEBID AT —H A (18 _X—7)
« VPN OfitB L0t 77 (19 2—3)

77—k x4 VPN DERK

N=F )b TIFTAX—k Ry hT—27 (VPN) I&, A1 ¥ —Fy boMoORy hT—2 728
DT Y 7 =A% Llcmy RIRA » METEX 27 N RV BT D%y NT—7
¥ C9, Firepower BWHLXRT /S A ZADOFAEN— X IZEHX 2T VPN o RV ERESLT 5 &
T Firepower VAT AERETCEET, VAT AL, /> F—Fy h Frbaltivxal
7 4 (IPsec) 7B ha)b A — R EEH LT ARV ZEELET,

VPN NN ESND &, v—A N T — U oA OERICH DR A MIEF 2772 VPN k>
FNENLTC, VE—KF— b U OBFRICHDLHRA MIERT L ENTEET, B
L. 22905 = T =ADIPT RLVRERA N, ZOBE#/ROY TRy b, BILOFHAIED
72D 2 ODF— N oA OIFFIE TR SN ET,

VPN = R7ARA o M&, InternetKey Exchange (IKE) D/N— 5 1 L7238 —Y 3 2D
ThrOTa 2L EFER L CHEICRIEL, hr RS LTeF a7y 7Y vom—vs
VEAERR L E T, AT Al IPsec Authentication Header (AH) ~7'm bk =)L & 7213 IPsec
Encapsulating Security Payload (ESP) 7't h a2 /LOWTFnaHH LT, b RV ADLT —
ZEBRELE S, ESP 71 h=Lid, AH LR CHEEZ RIS D Mlc T — 2 DR SE b7V &
D

JREBAICT 78X 2 bu—V R V=B FET LG, VAT LI VPN b7 7 4 v 7837
JEARa ba— LV EBEERTHETVPN h 7 7 0 v 7 R ELER AL, SHIT. VAT A,
FoRNABE T L TWDEEIX, NV ST T 4w 0 %RT Y v 77V —RACEELEYE
Po

| #—tuz4veNn [l



. IPsec

IPsec

IKE

F—rHzAVPN |

VPN % Firepower FICE%E L CRMAT 51C1%, EBRLOSEHEIIRT SA A TVPN 71k
AL L TBLMENDHY £, F7-. VPN EEHEIT 7000 3 L8000 2V — X F /31 %
TOHMEATE £9°,

IPsec 7' &2 h 22/ AA — KX, VPN b R/UIZBWT, IP/37 v hRESP £721ZAH X =2 U
T4 7R RaALTEDLI TNy Vo, BB, BIOTvbsndnzERLET,
Firepower > A7 Ald /Ny v 73 Y X AF L O Security Association (SA) D5 — %
A LETA, ZHL, Internet Key Exchange (IKE) 7'm ha/LZ Xk > T2 o045 — U= A
THESLSALTWVE T,

X2 T4 TV — gy (SA) X200 F A AMTHEDEX 2V F 1 BYEA#EST
L. VPNV RARA U "X a7 RBEETAR—FTCX5L21CLET, SAIX, 220
VPN RARA VIS, VPN FURAREDEIICEF2aTICENTWENEFET AT A —
BENWETHZ ENTEET,

VAT A, IPsec EERLDO R T — 3 D MO BB T Internet Security Association and Key
Management Protoco (ISAKMP) Z{FEH L., =¥ FRA > F LFEREF—ZHLO T VPN % fifi ST
L9, IKE 7= k3T ISAKMP WIZH Y £7,

AHEX =2 U7 0 7 baud, Xry FRHLET—Z 2 R#E LTI, bzt dd
Mo ESPII Ny FEIESALB L OMRELETH, HBAMUOIP RHLZ2EX 2712352
LI TEERA, ZLOGE, ZofEEIMER <, KO VPN BRI, (BES{boiigic
XV) AH L0 LAHBIZESP 2 fFEH L 77, Wwi%/zw%—b®#1%¢¢étw v
AT AIVA T INEDO/Ty MR ER S LOREREL . mP7m%:wWT%%Li
T R FVE—RDESPIL, HEHE DO SLMRETZ T T, 722K LET,

Firepower ¥ A7 AFIKE 7’1 F 2 v ZEHL T, FoRMIKLTSAZRITT=— T 5
iz, 2205 = Y = A ZHAICHIELE T, TrEXE, RO2OO7 = — XA THR I
£,

IKE 7 =— X | CiX, Diffie-Hellman ¥ —AHa(Z L - T F = TITRGES N EE T ¥ RV %
Wexr L, 0% O IKE @E &K b 2720l Faidaxr—2Ek L9, 2oxraro—
alk, MEMOISAKMP X =7 ¢ 7Y vxz—varyNELET, 2—Wid, F
AiEAE X —2 A L GRREEIT) 2N TEET, 72— X 1EFAAS E— FTHEEL 7,
ZOT7 2 —ATIE, FAVZ—2ayOfICTRTOT—FZHRELLOELETH, ETD
TATUT 4T 4 bRELET,

IKE 7 =—X2TlE, IKEET, 72— 1 THMIN-EXaTR2F v 22 EH LT,
IPsec DDV ICEF 2 VT 4 TYIZ—T g icxdim—hLET, xIddz— 302
Yo, BE2o0¥ Rt Xa T s 7YY —v gy (—HIZEE, MFIERE) BNELE
j‘o

B 75—+ VPN



| #—FrHz1 VPN

VPN EF

venze [

VPN EBBHIZ, VPNIZEENTVAHZ U KRSV hBEORy NU—JZBEL, £-2hb
DHHAIZED L SIZHR L TV D0 EfEE LET, VPNIER % Firepower Management Center |Z
WET D E. WIZEBXNSRT A A, F£721250 Firepower Management Center (Z & > THEH X
NTNDT A AZZD VPN B ZEATE £,

VAT ATIE, RA MY —RA U b, AF— BIXOA Y20 H 3 D2DF A 7D VPN
BN R—FEnTnET,

RA > bY—RA4 > O VPN R

BAY Y —FRA LY FOVPNEBETIZ, 200y RRA Y A ECEEBELET, 25
DT RRA LV FEET TRAL AL LTHEL, WITNHLOT N AT o 7 bk 2 Btk
TEXET, TOREDET A XX, VPN HICOEBNRT SA A ThDHZ EDBNLETT,

WOKIL, —fRE72RA NV —aRA > F® VPN B Z R L TWET,

Managed
i Device!
Virtual

Managed
Device! |
Virtual

i VPN Tunnel VPN Tunnel &

]
——
(1]
ek
o
—
[47]
[\
97 2266

A2 —VPNEA

AL —=VPNEATIEK, FROZV RKRA K (N7 =) B, HHDOVE—F = RARA
YF (V=7 J—NR) LOBXaTREREMELLET, T J—FEExDY—T7 /) —F
MOZNZNOHRL, BID VPN L TF, WD) —7 ) — ROFERIZH HA A
ME, N7 J—=FENLTHREWCEETE £,

A S —HIORBBIT N, A v F—Fy bV — K X—=F Oy hU—27 %L TE
X o TP A L CW DB ORE & K 28T 5 VPN EZR LET, A¥— VPNEA
I, TRTCOMEBIZH LT, MfkOFR Yy NU—7 ~Dar ha— L N7 72541
£7,

— A IR A X =R DE AT, N7 ) — REIAFRICEELET, V—7 /— FIEICiE
LET, "I 74 v 7DOKEME. ZnbHDY —7 J—RKhbBthsnEd, &/ — Nid.
VPN G DB BT NA A TH D Z & NMETT,

A —HBIOE AL, IKENRX—V 302 DLhEYR—FLET,
WORIL, — 72 A X — VPN EAZ R L TWET,

%— k94 VPN




F—r9z4 VPN |

B ~oo-venmm

Managed ¢
Deavice/
Virtual

.. Managed
i Device/!
Virtual

Wirtual
Router |

Aw < a2 VPN ERH

A w2 VPNJERTIZ, T XTOZ RARA » FAMEAX D VPN b Uil Lo T o R
RAREBETEET, AvvaBMOREMATIII DO RRA » P CTHREENRBA L THIE
DOy RiRA Y FBHAEICEETCEA )12, MEMEHATHET, 20X A 7DOREER
L, — IS, DR LTET T F T 4 ARBE SN N—T T D VPN E R L E T,
ZOKETERMT % VPN L OEBEN R T A A0HT, MERTLEED L~ k> TR
20 FEF, HFTU RARA Y M, VPN SEOEEGRT NA A THDHZ ENRMETT,

WORKIE, — xR A v 2 VPN BEEZRLTWET,

. 77— b2z 4 VPN



| #—FrHz1 VPN

venEEoEE |

, Managed Managed
=3 Device/ Device/

Virtual

Yirtual

Branch Office Branch Office

lpuuny Nedn IR
|2uu I'I_L Nd-lﬁl |

[BuUn] MNdh,

[Buun] MNdh

Managed
i| Devicel
‘irtual

Device/
Virtual

- i
Branch Office Branch Office %

VPN ERIDEE

[VPN] <—3 ([T/31 R (Devices) |>[VPN]>[H1 FRE (Site to Site) |) T, BfTOFT T
? VPN BffZ, BRICEENTOVDOARMBLOT Y FRA VP ZLIZRRTHIENTEE
T, TON=VNOA T arE2ERALT, VPNEBORAT —% 2 %FRT 5, HLWERE
TERET 2, BERRG T ANA 2R T 5, BBAAZEIEETZITAIRT 2. & W ol ffE 2 2174
HILENTEETS,
7 73A A % Firepower Management Center (28872 & | BERHIZ, BB 7~ VPN 723 Firepower
Management Center & A SN2 Z LITIEE L T 7230,
BErE YD

VPN EBEHOEH (12 X—)

VPN ERA T3>

#H LU VPN B ZERT 2561218, RABOLEL LT, —Bo4FiE BEAO X A 755
EL, FAHAXF—Z2HETILERDY T, KO3 ODOX A TOREANLEIRT S Z &N
T, TNEFNOREBICIZI VPN Fo 2B EGENTWVET,

45—k x4 VPN
I



F—rHzAVPN |
B oo ry—RoorvPNEBEA T

e IRA v MY —RA 2 b (PTP) BIDEBIZ, 25D RARA > FETVPN b RV
ﬁbij—o

o« AX—FIORENI VPN b RNV DITN—T%fEN L, NT = RiRA v b e —T7 =
RBRA Y FNOTN—F IR L E T,
e Ay aIORERIL. = RRA L DBy RNTVPN M ROV —FEHN L E
7,
VPN BTy RARA v b E L THEATE 5D0E, Cisco DEERT NA ADHTY, P—
RRX—=F 4D FRA v MIFR—hSvERA,

VPN ARk L CHpidEA X — 2 EERTIHIVLENH Y £9, BRENTERLZTXTOD VPN
B CHHT AT 74V bOXF—ZIEETEET, RA L FY =KAo MIOREBTIZ, %=
VRBA U NORXTICERIEAE X —FEECTCEET,

VIF RAAL VEBHTIE, RAA T VPN EBRZMER CTEET, 2F0, BRI NAL
BT DT NA AT RARA VR 2BV Y THZ ENRTEET, 2085 2G4, BT
HF R RAA L CHRHDOEMAAR R TEETN, ERTLHZ LITTEEEA, RIALXT L
TIREAOMZRRT DL, BUED RAAL BT HT A ADEROARPERSINET,

R4V b Y—RA4 2 VPN EBEREEA T3
WA B —RA  FVPNREBEAZRET 2HEIE. T RRA U E T DI N—T%ER L.
FRXT D250 ) — FEIZ VPN Z1ER L £7,
Wiz, BBCHRECTE AT a Vil TRLET,
[£81 (Name) |
ERO—F oA ZREELET,
24 7 (Type)
RA Y N —RA v NUIORRZRET 121X, [PTP1 227 Vv LET,
E@THEFF— (Pre-Shared Key)

PRAEICK L C—EOFAHAF—2ER L E T, K2 FBRA v F XTIk L CHaidt s
F—ZEELRWEAIL. VAT ALATREBENOTTO VPNIZK LTI OF—2MEH X
NET,

Device

JBEBAD T RARA U b E LT, T/A ARy I RT /S A AT g & D& PRI
TN, AR CTX F9, i LTV 5 Firepower Management Center T4 P S 71 TR0
VAADFEINRT NA ADEGEIX, [0l (Other) | ZEIRL, =2 RFA > FDIP
T RVAERELET,

[{&#8)L—4 (Virtual Router) ]

T RRA b E LTEBIRT A A2 BIRT 25818, BIR LT A 2 (2B L M
SNTWOIEN—Z BN L ET, O RARA o M UV — 2 28 RT 5
ZElETEEEA,

B 75—+ VPN



| #—FrHz1 VPN

Ra v by—dqso rveNEBEA Ty |

A4 23— x4 X (Interface)

TV RARA b E LTERNRT N AZBRUTZGEIE, fE L8 — 212810 Y
THONTWOIN—=T vy R AU F =T = AEEINLET,

[IP7 FL X (IP Address) |

¢« LU RIRA v b E LTEBEMNRT NS AZERTLIEEIL. BESNTAL—T v KA
VAT 2 RAZED B THENTWAIP T RLVAZERLET,

o B GRT N ANT A ZAE AT HAMEST OHA1X. SFRPIP 7 RLAD U 2 Rk
DTN TE ET,

o BR U 72 BRI T 3 A A3 Firepower Management Center C/& B S 7L CULVE LGS
. = FRA U MZIPT FLAZELET,

[RESNT=Y FT—7% (Protected Networks) |

et ENTZRBE TRy hU—J 2 ELET, £Fy hU—ZIZ% LTCIDR 7V 1 v 7
TH T2y NEANLET, IKERN—T v 113, BEsn-H—Dxy NU—27 DR
A—FLTWVET,

VPN RARA Y MIFLCIP T RLAZFFHOZ LIXTEEHA, 72, VPNV RARA
YERTOREINT Ry U7 IFEET LI LI TERN I LIZHERELTIESN,
TV RARA Y MZOWTER#ESNTZF Yy T —27 DV A MZ 1 DL ED IPvd E 7213 IPv6
T RNUMBEFEENTWDLHE, o= FFRA >V FOR#ES NIy NT—21F, FLH
A7 (IPv4 721X 1Pv6) O~ D7 &b 1 DFfo TWAHZ ENRMETT, ZD
koo N EE - TOWARWES, o= RRA L FDIPT RLANRFELZ A ST
bHZE, BIXOREINTERYy NI NT= NUBREELRNZ EBNETT,

(IPv4 {ZDWTIL/32CIDR 7 R LA ZEHA L, IPv6 (2D TIX /128 CIDR 7 KL A 7

nyZEFHLET) . TNODOMFOF =y ZIZKKTDHE, =2 RARA Y hOXT T
BRE L ¥ A,

[REB TP (Internal IP) |
T RBA YRR, Xy NT—2 T RUREREZTZ7 74 7 U 4+ — /L OEH%ICEE S
NTWLEEIE, ZOF =y IRy 7 AeF T LET,

[#X7Y w4 IP (PublicIP) |
[NEIP (Internal IP) | T = v 7Ry 7 A& F NI LTEEAIE. 7747 U4 —ICx L
TARTY w7 IPT RLAZEELET, =2 RSV EBSEROSEIL. 2oL
ETHULENRSY £7,

[#/8F 1) % IKE 7R"— b (Public IKE Port) |

[NESIP (Internal IP) | T = v 7 Ry 7 A& AN LT HEE, WEO= Y RABRA v MT
R—=MEEENTWE 77 AT V4 —/L EOUDPAR— MM LT, 1~65535 Dl %15
ELET, =2 RARA 2 EPIRERIT, EINTNDI T 7 A T Ut —/L EDOR— R
500 £7213 4500 TIXRWIEE, ZOMEARET 2LERH Y £7,
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F—rHzAVPN |
B xs-venommrToas

[EEX—%FERAT S (Use Deployment Key) |

JEBRIZX L TERSIN TW D FAEAE X —2HT 285813, T=v /Ry 7 A& 41T
LEd, 2O RARA v b X7k LT VPN BAFOFERLA F— 42 ET 51213,
Frv IR I AEFZIZLET,

EAI*£EFEF— (Pre-Shared Key)

[F2dx—% T 5 (Use DeploymentKey) | F = v 7Ry 7 A& A7 LTcHEIX. 2
D7 =)V RICHEFHEAF—Z2 R EL LT,

EErEYY
RA v MY —RA 2 F VPN EFlORTE (13 2—2)

A2—VPNDERA T3y

A% — VPN BB ZRETAHEAIE. 1ODONT ) — RV REAL b, BELORY—7 /—F
T RKRA L NI N—THERLET, BEEZHZET DL, T /=R RRA b
L.t 1 oDV —T7 J—RZ U RRA VU MEERTHILENDD 7,

WIZ, BRATHEECE ATV a VoW TRLET,
[&81 (Name) ]
JEBHO B o4 ZfEE L £,
24 7 (Type)
2L —RIDREEZRET DI, [AF¥— (Star) 1227 Vv 27 LET,
EHIH B F— (Pre-Shared Key)
POREICK L C—EOFAEAT—ZEL LT,
Device

BHOT Y RRA L ML LT, T ZRAL 7 RTS8 @A AMEAT 70 & OF B 5
TNA AR TE 9, i LTV 5 Firepower Management Center G4 X1 CUN R0
VA ADEEIGT NA ADOLEIT, [T OM (Other) | Z#BRL, =2 RAFA L FDIP
7 RLAEHELET

[{x#8)L—% (Virtual Router) |

TV RARA b E LTEINRT A A AZBIRT 55613, BIRLZT A ZITHIEEH
SNTVOIAEN—Z 2RI F 3, HEOT > FARA & MCE U — 2 28 IRT 5
ZEIFTEEREA,

A4 23— x4 R (Interface)

TV RARA b LTERRRT A AZBRT 55613, BIR L8 — 21250 Y
TONTWDOINL—T vy FA U F—T oA AZERLET,

[IP7 FL X (IP Address) |

e TV RIRA VU b E LTEHEMRT NS AZERTIEEIL. BESNZLV—T v KA
VE—T 2 A AZEDYTEHENTWAIPT FLAZERLE9,

B 75—+ VPN



| #—FrHz1 VPN
AvvavengEsrTvar [l

o ISR T N ZANT A ZE AT HAMEST OHA1E. SFRPIP 7 RLAD Y 2 Rk
DIHBIRTE ET,

o BEIR L 72 B 5T /3 A A 73 Firepower Management Center CH& HE XU CUWVE WG S
X, TV RRA L RMZIP T RLAZEELET,

[RESNT=Fv FT—7% (Protected Networks) |

o b SNIBH TRy NV =2 ZHELE T, Ry PV =2 L TCIDR7 1 v 7
T 7 Xy FEATLET,

VPN RARA Y MIFLCIP T RLAZFFHOZ LIXTEERA, 72, VPNV RARA
VERTORESINTR Yy NT—=VITEBET LI LI TERNI LIZEEL TSN,
TV RFRA YV MZOWTR#ES N XY FU—27 DU A MZ 1 2L LD IPv4 £ 721X IPv6
T RMUMEFEENTWAEE, o= FRA YV hOR#ESNTZX Y NT—21X, FLH
A7 (IPv4 £721L1Pv6) O F U D7 &b 1 DFfo TWAHZ ENRMETT, ZD
koo N EZETWARWES, o= RRA U FDIPT RLANRFELZ A ST
HHZL, BIOME#ESINEZRX Y PU—INTZ Y FUREZ LW & RN TY,
(IPv4 [ZDWTIL/32CIDR 7 RV AZfEA L, IPv6 IZ DWW TIX /128 CIDR 7 KL A 7
Yy 7EEHLET) . ZNUOOMEFOF =y ZIZKITHE, = RRA 2V FOXT I
BERE L EH A,

[REB IP (Internal IP) |

T RRA IR, Ry NT—=2 T RUVAEBRER T2 7 74T U 4+ — /L OEHICEE S
NTWDOIEEIE, ZOF =y IRy 7 A% F AT LET,

[#X7Y w4 IP (PublicIP) |

[NEIP (Internal IP) | T = v 7Ry 7 A& F NI LTEEAIE. 7747 U4 —ICx L
THRT Vw7 IPT RVAZRELET, zxkf%/hﬁmﬁw@ﬁA . ZOfEEE
ETHVLENRHY T,

[#/87 1) % IKE ;R"— b (Public IKE Port) |

[NERIP (Internal IP) | T = v 7 Ry 7 A& AN LT HEE, WEOT Y RABRA v MT
R—=MEEEINTWE 77 AT 74 —/L EOUDPAR— MM LT, 1~65535 Dl %15
ELET, T2 RARA 2 EPIRERIT, EINTNDT 7 A4 T Ut —/L EDOR— R
500 £7213 4500 TIXRWIEE, ZOMARET 2LERH Y £,

ErEYY
A K — VPN BHOKRE (14 2—)
2w a VPN ERA T ay

A w2 VPN BHEARETAEEIE. VPNO L —72ER LT, BHEOZ REA 2+
Ty MUEED2ODRA V"2 ) v 7 S8 FE T,

wIZ, BETHRETELA T g VIOV TGRLULET,
[&E] (Name) |
ERO—BOA4FIZHRELET,

%— k94 VPN
I



F—rHzAVPN |
B Aooavenmmrsoay

24 7 (Type)

Ay v aBIORERAZRET DHIZE, [Avy¥= Mesh) 1227V v 7 LET,
EFTHEF— (Pre-Shared Key)

PREICK L C—BOFAEHAF—2ER LT,
Device

BOT U RRA U e LT, T RARE » IR0T NA ZE A HWERT 7 EOE B4
TNA A BINTE 9, i LTV 5 Firepower Management Center C45 2 X A1 TUN R0
VA ADEBKGT NA ZADLEIL, [ OM (Other) | ZBIRL, =2 RAFA 2 O IP
T RVAERELET,

[{R#8)L—% (Virtual Router) |

TV RARA P E LTEBHRT A A BRUTZGEIE, ELLT A RCHEH s h
TSN — 2 28R L3, D= FRA > MIFE Ui — 2 288195 2 &
IFCEEEA,

A4 23— x4 X (Interface)

T RRA b ELTEIMNRT NS X &R LGAE, 88 L8 — 2 128 4
ToONTWAL—FT vy R A v F—T oA ZAZRBIRLE T,

[IP7 FL X (IP Address) |

¢« TV RIRA Vv b ELTEBEMRET NS AZERLEEEGSIT. BRLIEALV—T v R A v
H—T 2 A ACEDYTENTWAIPT RLAZERLET,

o BIRKIR T NA ZARTF N ZAEATHESRT OA1X, SFRPIP T RL 2D Y A2 vk
DIHTIRTE ET,

o BR LU 72 BEXF R T /3 A A3 Firepower Management Center T/ B S 7L CULVE LGS
. = RRA U MZIPT FLAZELET,

[RESNT=rY FT—7% (Protected Networks) |

Wb ENTZBE TRy hU—J 2 ELET, Xy hU—ZIZ& LTCIDR 7V 1 v 7
TH Ty NEAHNLET, IKERN—T 3 v 113, BEsn7-H—Dxy NTU—27 DR
AR—FLTWET,

VPN RARA L MEFECIP T FLRAZFFOZ LIXTEETA, £72, VPNZ 2 RARA
VERTOREINT Ry U7 ITEET LI LIEITERN I SIZHERELTIZES N,
TV RARA Y MZOWTR#ESNTZF Yy T —27 DU A MZ 1 DL ED IPv4 E 7213 IPv6
T RNUMNEENTWDLHA, o=y RKRA > FORESNTZry hT—271d, RLH
A7 (APv4 £721L1Pv6) O~ D7 &b 1 DFfo TWHZ ENRMETT, ZD
oz N EZETWARWES, o= RRA L DIPT RLANRFELZ A ST
bHZE, BIXOREINTERYy NI NT= FUBREE LR EBNETT,

(IPv4 {[ZDWTIL/32CIDR 7 R LA ZEHA L, IPv6 (2D TIX /128 CIDR 7 KL A 7

7 EFEHLET) . TNOOWMFOF =y ZIZKKTDHE, =2 RARA Y hOXT T
BRE L ¥ A,
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| #—FrHz1 VPN

veN ERoRELr T3> [

[RER IP (Internal IP) |
TURBAL IR, Ry NI =0 T FUVRAEBREHATZT 7 AT U 4+ — IV OERITEIE S
NTWAERIX, ZOF 2w IRy 7 A2 AN LET,

[T % IP (PublicIP) ]
[NESIP (Internal IP) 1T = v 7R v 7 A& A NI LTEEGAIE. 7747 U4 —ICx L

TNRT V7 IPT RLAZEBELET, =0 RERA v l\7b>55/¢1ﬁlJ@iB/\ . ZOEEE
ETHMLENHY 9,

[#/87 1) 4 IKE ;R"— b (Public IKE Port) |
[NEFIP (Internal IP) ] T = v 7R v 7 R4 NI LIEEAIE, WO RARA > M
A= MEEENTWAE 77 AT 7+ —/L EOUDPAR— Mkt LT, 1~65535DEBEZTE
ELET, =2 RBRA 2 FBIGEMT, BEINTWHWDE 77 AT U —/L EOFR— IR
500 F721% 4500 TiX72 WA, ZOEEZEET H2HENRH Y £,

EELE YD
A w2 VPN EBEOHRE (15 2—2)

VPN BEDFMA T a >

VPN OEBIZIZ, EBEO VPN THEATX 2 HEREN N O0EFENTWVET, 4 VPN T
X, T 74NV NOBREELEAT L0, £RTTOT 74V NOFRER EEEXTHZ &#T%i
T, WH., FFHEREIXIEEAL, HEVNEFETLKERTLHILERDH Y A, FEMERTIT
ANBREZ L ICRR D £7,

WIZ, JBEATHE TZ 25 A7 > 3 2OV TR L £,
HFaIhdZ0ta7I/LT) XL (Other Algorithm Allowed)

CDF v IRy I AT HE, [T Y XA (Algorithm) 1Y A MZEEH T
RN TE—FETIZLEoTIREINSTILTY ZALIZONWT, HEIR I =—32 5 VR
Bz £,

7I)L31) XL (SNMP (v3) Auth. Alrorithm)

BHTT—2DXa )T 4 2MRT 572D, 72—RX1ET72—X20T7 L3 Y XLD
%%%%Ebiﬁoﬁﬁ®7i—x*ﬁbf [55 (Cipher) |. [/\v < a1 (Hash) |,
¥ & OV [Diffie-Hellman (DH) |7V — 7 383EA v — U 2B L F 7,

IKE 54 74 4 L. (IKE Life Time)

IKE SA O gk d v —y 3 VRRICOWT, $BiEZ2feE L, R 23N L £,
BN 154y, K30 HEfETE £9,

IKE v2

VAT ATIKENRN—V a3 L2%HATIHEEIE. 2OF =2 IRy 7 A4 A LET,
:®A~ya/fi\X&~m®%%k@ﬁ®%£*yb7~7ﬁ#ﬁ~béni¢o

#—troz4veN [l



F—rHzAVPN |
B vnEmowE=

54 7434 L (Life Time)

SA DIRRF AL — 3 VHEIZOWT, HEZHEE L, R ZZRL £, &/
547, R 24 RHZEETEET,

54 2 /87y L (Life Packets)

BEHHARE TIZ IPsec SA Z M L TBIETE Dy MEEBRELET, 0~
18446744073709551615 OIS A fHH X £4°,

4 7 131 b+ (Life Bytes)

BRHIIRE T2 IPsec SA L TIRIETE A3, A EELET, 0~
18446744073709551615 DI A H TX £,

AH
RIS DTFT — 2% L TR~y 4 — F o )74 712 haVEMEAT DI OIEE
TEEAIL, 2OF 2w IRy 7 2A%EAFA N LET, Bk —v 2~/ a—F (ESP)
7ubzw%ﬁ%#é%ﬁﬁ\:@%:/7f/7x%¢7 LET,

EErEYY
7 VPN BEAZ R ET 5 H1E (16 X—2)

VPN BEDEHE
AX—b 54t [HEDSAEVR|YHR—bENET | HHR—LENBF | 7HER
VR INM R A
PP VPN 7000 & 8000 > |[fE& (Any) Admin/Network
J—= Admin
AN\

FEE 7000 £7212 8000 Y — K FNA A D VPN ZBINE 72 IFHIBR L T, REOLEEZREFHT S
B2 Snort 7 B B ARFEEN SN, —FFINC N T T 4 v I DA AT g /Zﬂtljlﬁéﬂiff
COHREHIZ N T T4 v IR Rr y EINDD, FNLLEL AR va v MfThiTIC
BEENDIDE, F—F Y VT A ANNT T (w7 BT 5 H5IEICS TR £4, %%*-ﬁ':fﬂ
WZDOWTIE, Snort® OFFERENC LD N T 7 4 v 7 OEMEEZ S L TS0,

FIE

ATYT1 [T/814 X (Devices) |>[VPN]>[H4 & (Site to Site) |% %K L £7°,
ATwv 72 VPN OERZEHEL 9,

« B0 : B LW VPN OJERBHZ1ERLT 121X, [VPN DB (Add VPN) | > [Firepower 7 /3
4 X (FirepowerDevice) |z 7 U v 27 LT, BHZA 715 L TROFIEZETLET,

o« A w2 VPN EORE (15 —)

B 75—+ VPN
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| #—FrHz1 VPN

A4 v by—tiqo kN EBORE ]

e RA LV FY—&RA 2 F VPN EBHOZE (13 2—)
o« 24— VPN EBEIORE (14 _—)

o WAL BEF O VPN BEROREEZEETHI0E, WET A2y @) 27V v 7 LET,
VPN EBIDOMHE (17 X—) 2B L T EE,

« HIBR : VPN EBBZHIBRT 21213, HIBRT A =2 (D) 2270y 7 LET,
« JEBH : [JBBH (Deploy) 127 U w7 LET GREZLHEORERN #2M) |

¢ VPN 2T —Z ZDFm : BIED VPN B D AT — X 22 F R T HIIE, AT —ZATA
a 7Yy 7 LET, VPN ZATF—X ZDFE 5 (182—) BB LTL IV,

BEEREYD
Snort® OFELHEI T U A

KA bY—HRA4 > VPN ERDERTE

AX—k S5t |HRDFA VR | S R—FENET|HR—FSNBF| T HR

VR N R A

M7 L VPN 7000 & 8000 ~  |[{EE (Any) Admin/Network
J—= Admin

1R BRI

BERBRTNA AT RRA L FELTHEHLTWAES, (IREL—X 2B L. Tz
Y22 F S 2 A LET,

GE)

ATy I
ATvT2
ATvT3
ATvT4
ATy 75
AT976

B DT FRA > MR U —# 25 Z L3 TE £ A, FEMCO VTR, kE
ZRLTLZS, B —2Dky b7 v

FIE

[T/31 R (Devices) |>[VPN]>[H4 ki (Siteto Site) |Z &N L £,

[VPN ®iEf0 (Add VPN) |> [Firepower 7/\4 X (Firepower Device) | =7 U v 7 L &7,
— B4 E AT LET,

[# A7 (Type) 1 & LT [PTP] BERENTWD Z L ZfER L E T,
—BEOFHAEX—Z AT LET,

[/ — K ~7 (Node Pairs) | DBEOEMT A 2> () 221 v 7 LET,
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F—rHzAVPN |
B <s-venEmom:

ATy Tl AAL Y —=HAL FVPNERAT v ar (63—Y) THRISATNS VPN BEA 7 5
VERELET,

ATv 78 [/—FKA (NodeA) 1O FD RSz~ 7 —72 (Protected Networks) ] DBEIZ&H 21BN
TAar (@) 22V v LET,

ATvT9 (F#ESNEZFY hU—ZDCIDR 7 v v 7 2 AN LET,

ATY710 [OK] %7V v LET,

ATy 7N [/—FB (NodeB) JIZH L TFIES ~10 VKL ET,

ATy T12 [R1F (Save) 1227V w7 LET,
TV RRA Vb AT REBIGENESNET,

ATvT13 [fR{F (Save) 127 Vw7 LT, BEOBREELKTLET,

RDH

Y
cREERZRIALEYT, RELEORMEZZML TS,

A2 —VPN ERODETE

ARX—b 54t |[RDFAEVR | HKR—bENET | HR—bShHF|TIERX

VAR INA R A

PP VPN 7000 & 8000 ¢ |{EE (Any) Admin/Network
J—Xx Admin

RO BRI

B RT N, AT FiRA L bE L THERALTWAES, IKELV—2 Z{ER L. T4
V725 34 2 2@ A LET,

GE)  BHO=  RARA Y MR UERBL—Z 2FEHT2 2 LIETEEFA, FFMCOVTIE, k%

ZRLTLLEE, HELV—2Dy N T v
Fg

ZAFYF1 [T/ R (Devices) |>[VPN] > [#4 kR (Site to Site) |%584R L £,

ATv 72 [VPN®DENM (Add VPN) |> [Firepower 7/\A X (Firepower Device) | %7 U v 7 LE7,

ATy T3 —EBEOLHIEANLET,

ATV T8 [AF— (Star) %27V w7 LTHATEBELET,

ATvTS  —EBEOFEREAEXF—FANLET,

RTvF6 [T /—F (HubNode) | DHDIRET A 2> (&) 27 Vw7 LET,

W ~—t+oz1VeN
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ATFvT17
AFvT8
ATv79
ATy 710
ATvIN

ATvT12
ATy 713

ATv 714

ATvT15

»vvavenEEnEE |

AH— VPN ORERA 7T ar (8%—) THAINTWA VPN ERA v a V2R EL
\iﬁqo

[ S 7=% v b7 —2 (Protected Networks) | DBEDEMT A 2> (&) %2V v L&
7

R#EINT-Xy NU—7DIPT RLAZ AT LET,

[OK] %7 Vw27 LET,

(17 (Save) &7 Vw7 LET, ~nT /— FKREEIGBNINET,

[U—7 /—F (LeafNodes) ] DBEDEMT A = () 22U v s LET,

V=7 J—FRERETTDHIZE, FIRT~10%EVERLET, ZHICED, ~"T J—FRERL
F T a URRESNET,

[fR1F (Save) 1272 Vw7 LET,
V—7 J— FRERIENSIVET,
[fR1FE (Save) 1227 Vw7 LT, BEOFXREEZKTLET,

RDBERY
ELRZREALEY, RELEORMZZML TS,

Aw < a2 VPN ERDHRTE

AYX—hF 54t |REDFAELUR | YR—FENDZT | HR—FENBF|TIOERX

S INA R r A

A" VPN 7000 & 8000 ¥ |fE:E (Any) Admin/Network
J—= Admin

bR BRI

EHRRT N, AT FRA L FE LTEHLTWD A, L —22ER L, ik

V725 34 22w A LET,

GE)

ATy T
ATvT2
2AFvT3

O FRA L MR UL —Z 2 AT 52 L3 TEERA,
ZHRLTLEEN,

WEL—2 DYy NT v

SOV, RE

FIE

[T/34 X (Devices) |>[VPN]>[H4 & (Site to Site) |%3&R L £,
[VPN ®iEf0 (Add VPN) |> [Firepower T /34 X (Firepower Device) | =7 U v 7 L7,
—BD&ARIE AN LET,
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F—rHzAVPN |
B ==uvenEmrnes s

ATvT4 [Avia Mesh) 1227V v 7 LT[¥AT7 (Type) | 2HRELET,

ATvTS —BEOFEAEAXT—EFANLET,

ZF9T6 [/—F (Nodes) | DBEDEMT A = (D) %227V v LET,

ATFYTT Ay a VPNERBEA T3y (93—) THEINTWS VPN BEA TS a3 VE2REL
£7,

2Ty T8  [fR#ESHI-F v FU—2 (Protected Networks) ] DBEDIEMT A 22 (&) 22U v s LE
j—O

2TFvF9 HEINEXYMNT—IDCIDR7 vy 72 AT LET,

ATFvF10 [OK] %227V v7 LET,
R#EINT-Fy NT—=7BNEBIMSET,

ATy TN [RT7FE (Save) 1227V v 27 LET,
BRRICT Y FARA » FBIMENET,

ATYT12 U RFRA L FEEIBIBEMTHI00%, A7 v 76~ 11 20K LET,

ATy 13 [fR1F (Save) 127 U v 7 LCEREZRETLET,

RDBRY

RELRZRIALET, RELFORMEZSZML TS,

=EE VPN RRZRET SH&

ATy T
ATy T2

A¥—h+ 54t |[EXDSAEVR | Y R—bENET |V R—FrEShBF | 70X

VR N R AL

L VPN 7000 & 8000 +  |fE#& (Any) Admin/Network
J—= Admin

VT RAAL VEBTIL, BUED KA A U CER S L. VPN BBAR R SNET, TR

ETEET, T, U FRKRA VI TARALADI DN FAAL VB L TWAEAIL, ot K £

A4 THER SN VPN BB b E RSN ET, %me4/f¢%éhtWW%%iﬁ%T%
FH A, FALO RAA THER S L7 VPN B2 FRBIOWRET DI, TDORA AL IZ

W&z £,

FIE

[T/34 X (Devices) |>[VPN] >[4 FE (Site to Site) & &R L £,
mET A2 (&) 270y 7 LET,

ROVIZERT A7 (4)

B MR DV FH A,

B 75—+ VPN

INFIRSNDHE .

REITHH R AL B L TR, REEXE
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| #—FrHz1 VPN

ATvT3
RTv74
ATvT5
ATv76

ATvF1
ATv78

VPN EFDiwSE
A\

ven EpioEE ]

[Advanced] # 7% 27 YV v 7 LET,
VPN [EPHOFEMA 7 > 2 > (11 ~—2) OBAICHES T, FEIRREZITVET,
[7 /=) X2 (Algorithms) | DEEOEMT A 2> (&) %20 v s LET,

W D7 = —XZxf LT, [H5 (Cipher) ], [/ = (Hash) ]. ¥ & O [Diffie-Hellman]
([DH]) ZN—T7RFED A v —T B BR L FT,

[OK] %27 VU w27 LET,
[*7F (Save) 127V v LET,

RDEZRY
REARZRIALEY, RELEORERMZZML TS,

FE

&
ATFvT2

ATvT3

2 N2 —FN[E URIIZOWTRHREHICRE L TIXWTFERA, 72720, Web A v X —T = A
A CIEFEFREZGFIEL TWARNWZ LITEE L TLIEE W,

~IT RAAL VBT, BUED KA A TER S VPN BRPERINET, iU
ETEET, Fl2. TURKA UV ET AL ZADIONB RAAL NIB L TWAEAIL, Bl KA
A VTR ST VPN BB b RoR SV E T, JE R A A U TIEL S vz VPN JRBHIIfRSE T =
FHA, FALO KA A TYERR S A7z VPN B2 R RB L OMRET D121F. TDO RA AL
Pz ET,

FIE

[T/31 X (Devices) |>[VPN]> [t ki (Site to Site) |Z &N L F9,
wET A2 (@) 27V vy 7 LET,

ROVICERTA 3y (%) BDEREINDIGE, HEITHHA AL B LTEY, RELE
FHMERNH 0 8 A
MERREEER L ET,
o [FEHIER T (Advanced) | DEXE., ®E72 VPNIEHZRET 5 HE (16 —2) &ML
TLTIE&EW,
s AV BDOFRE, A v =2 VPN EROFZRE (15—) 22ML T I,
e IRA VMY —RAV MIDORBDOKRE, R"A v bV —KRA 2 b VPN EBOHKRE (13 2—
V) BEBZBLTLLEE N,
o AL —TIORBADORE, A¥— VPN EHOZKRTE (14%—) 2L TIEEN,
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F—rHzAVPN |
B vnEsoxs—42

Evb RBEAZEVICHRFELIZET, BEOZ A 7EmET LI LIITEEYA, BEHOZ A
TaEET DT BAZHIRL T LWERRAZERT 20 ERH Y 7,

RDEZRY
RELH LRI LET, RELHFORMEZZML TS,

VPN BHEIDRAT—2 X

WN%%% RELT-H T, RELZVPN FoRIVDAT—H AR R TEET, VPNX—
ZiE, % VPN BEIDREB%ZIZ, TORBORT—X A T A4 arinErEhET,

(@) 742213, _RTCOVPNZY RRA Y "B LTWAZ L 2ELET,
e () FoaviE, TRTOVPN Y KBSV MMEIELCWD 252 FLET,

(%) A3k BELTWAZ Y RRA Y FEERLTWAZ Y RRA VU IBRHH T
tEERLET,

AT —HATAarkzs )y 7 LT, BEAOAT—X A, BIOEBENOTZ FARA » M
TAERER (o FRA L FARIPT RLARE) 2FERTAHAZLNTXET, VPNRAT—
X AT, %% FoE (U RBRA L RIMEIE LT, FHEBEH LR E) AT —X ADEH
DEUEGAICETINET,
BEErEYY

VPN 275 —& Z2DF71 (18 =—3)

VPN R 7—32 AD KRR

AR—b 54t |REDSA VR |HR—LENET | R—rENB L[| 7THER

~ A INA R ALY

BALAP VPN 7000 & 8000 {1 (Any) Admin/Network
J—= Admin

VITF RAAL VBT, VAT ANIBHED KA A U CIERCS L2 VPN BHZ R R LET,
T, T RKRA U R T AL ZADTION RAAL VIZB LTV DEAIR, el KA A VU TIER S
N7 VPN B FRENE T, FLO KA A TER SN VPN BB 2 £ 7R15121%, =D
RAA NTE YRR ET,

B 75—+ VPN
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| #—FrHz1 VPN
venogstssvns [l

FIE

ATY 1 [T/N4 R (Devices) |>[VPN]>[H4 ki (Site to Site) %R L £,
RARTY T2 AT =X AFRTHEMOBICHSD, VPN AT —X A T A arvzr ) v LET,
ATy T3 [OK] &7 V7 LET,

VPN Offistb v 0y

VPN BElZRE L% T, RELZ VPN bR a@ilid 57 — X Oeta2 £ R_RTDZ &N
TEXFET, /2, ST FRA L MTOWTHEHDO VPN VAT AL IKER 7 2R 452 &
NTEXFET,

VAT AR, ROMEHERP R R SNET,
I KR4 >+ (Endpoint)

VPN RRA U FELTHREEINENAN—T v AV 2 —T A ABIWNIP T FL A~
DT INA A IR

AT—H R

iy

VPN 5 DR A
Jokaj
et i Ens7a b= (ESP £7213 AH) .

Z{E/N4S v FEt (Packets received)

2 (BB E 2O S5 560 |

[

[Psec SA XT3 —3 3 VHIZ VPN P RAMSETEH, A FZ—T oA AHT-0D DS
7y M

Rk /N4y 3 (Packets Forwarded)

IPsec SA F AL —3 g VHIZ VPN U RANEET B, A VX —T A4 AHT-0D DR
7 MK

Z{E/N1 3 (Bytes Received)

IPsec SA x I3 —3 5 HIZVPN FoRABRZETH, A F—T oA AHT-Y DN
A MK,

#rik/\1 3t (Bytes Forwarded)

[Psec SA x 23— g VHIZ VPN U X ADREET B, AV FZ—T 2 AHT-D DN
A MK,

YER %l (Time Created)
VPN #fe 05MERL S 4v72 B KR,

#— kA VPN
I



F—rHzAVPN |
B vensstEssLvnsoRR

REICERAIN-FZ (Time Last Used)
Z— 5 12 VPN #8562 Btk L 7= BRI,
NAT k5 /8—4 )L (NAT Traversal)

IV (Yes) | BFERENTWDEELAE, Iy NU—2 7T RV AEWEGZT2T 51 2D
BT EB 1 DD VPN = R A v FMFEIELET,

IKE iK% (IKE State)

IKE SA OARRE (Befoe, ffer, HIBR, E723BER) .
IKE £ X + (IKE Event)

IKE SA A X b (BRRFE, 7213 —H4R) .
IKE 4 X2 ~Fsf] (IKE Event Time)

DA R SRSFAET DR (B
IKE 7)L31) XL (IKE Algorithm)

VPN BRI THEAINTWAIKE 7T U XA,
IPSec KA (IPSec State)

IPSecSA DIRHE (A A b—JLHI A VA b— VL, FBHR, F—FERk, Bk, BX
FEZE)

IPSec 1 X + (IPSec Event)

IPSec SA A X bR F—ZFAERT D H A I 27 Di@EH,
IPSec 4 N> hEffE (IPSec Event Time)

RDOA R FRFET D ETORH () .
IPSec 7/L31) XL (IPSec Algorithm)

VPN BB Tl ST 5 IPSec 7L U X A,
EELEYY

VPN #EHEHRB L Z7oFxR (20 2—2)

VPN #fEtE S LU0 T DR

AX—hk 54t |[HEXDSA VR | Y R—FrENET | HR— LB K |7V EX

VA N R AL

YL VPN 7000 & 8000 > |[{EE (Any) Admin/Network
J—= Admin

TATF RALVERBTIE, AT LFBUED R A A TR SN2 VPN B ZFR L E T,
Flo, T RRA U FTNRAZADIOB FAAL TR LTV DHEIE, Bl RAA TR E

B 75—+ VPN



| #—FrHz1 VPN

ATvI1
RATv72
ATv73
ATv74

ATy T5

ven st L vnsnxw |

NI VPN BB bR RSN ET, FHLO FAAL TER SN2 VPN BB Z F£RT 2123, €0
RAAL NGV R FT,

FIE

[T/31 R (Devices) |>[VPN]>[H4 ki (Site to Site) |Z N L F9,
WrtEmE £# T HRBEOBICH D, VPNAT—Z AT A a7 v 7 LET,

MEHEwRoOFRTRT A2y (M) 270 v 7 LET,

F 7 a T, [EH (Refresh) 1227 Y v 7 LT, VPN OMHEREZEHT L LT
7

G 7 a T, KHFou 7 OFER (ViewRecentLog) 127V w7 LT, T2 RikA LV FD
BKHOT—2 /TR TH L TEET, N TATETT 4 T D7000 F 7213 8000
V=X TFNRAZABIRAEZ T TRALA 2O T 2R RTHNE. 7274717594~V
FFEAN I T TSI E T DNTNNDT AL A~DY BT v LET,

#—troz4veN [l
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