(E3]

PLFD My 7 TlE, BEOBREIZOWTHALET,

BEEOME (1 ~—)
BEEEY 2 — L OB (14 X—)
cMEEA AL L ADER (15 2—Y)

1l ODBEET 2—NVDA AKX ADER (16 X—)

BEOME

{E1H 1 Firepower ¥ A7 AMABAR Y o —E IS CCRENIT 571 7T ATY,

BEEZFEITTDHE, VAT AMEEBARAT —F A AR MEAERLET, BEAT—F A 4R

2 M, EEOAR, KD S Bl Y H— LI, T AT =5 A A
Ui L ORMBEENTOET,

VAT DIV TR T 5B OBEEEY 2 — v E2 R — L TWET,
« CiscoISED T KRR A o ME#EY—1r 2 (EPS) : fHEARY —ERICEET H R A B

Xy PI=I~EESND NT 7 4 v 7 i, WEHRER, £723s vy XU LE
B

« Cisco IOS Null /L— b : FARR Y ¥ —EKICEET AR A Rk y hT—7 ~EESN D
N77 4y &7y LET (Ciscol0S /N— 2 2 12.0 LIS L3

*Nmap AF v : IRA P &EAF Y LT, FTHPOARV—T 4 T VAT ABLOH—
NERELET,

s RMEEOBGE - BN Y —ERICEET DR A FOBRA MEMEEZERE L ET,

EYhr MOEZRIEFEITTIIAZL E2—VEaA LA M—NVTHIELTEET, Firepower

System Remediation API Guide# ZMF L T 7230,




B ciscoiseers i

e |

BEOERE

BEPFEET AT, FTBIRLEZ-E D 2 — K LTHORL LB 1ODA v AR AEVER
LET, T2 NI EITEBDA LV AX VAEBERTDHZENTE, KA AX L A TR
ICEVETXE T, =& 213, CiscolOSNull b— MEEEY 2 — L2 FER L TEKDOL—% &
BETAHICIE. FOED2— DA VAR AREEHRELET,

wIZ, RY —EBEREOBRICETTHT 7 a v ERAT2EBROEEEZ R A v AZ 2 ATE
LET,

BRI, HBEARY —IUL LTV AT ABMEB ZBMMT 2 L O IZHBEARY o —TEE L L —L
Z BT £,

BEBLUVUILFTFoI—
VN F RALVIEBATIE, EORAALA DLV THENAZ LOBEEY 2— V&AL A F—
NTEET, VAT AEEOE Y 2 — 7 a— 0 RAL 2B LET,
FA RAA TR S NLIeA VA Z L AEE ZIBINT 5 Z LT TEER-AR, BUED FAA
YTCRBRICBIE SN DA v AZ U REER L, DA VR F L AR ZBINT % 2 LI1XATHE
TY, Elo, B RNAAL CTERSNEEZHBARE L LTERT 2L b TEET,
BErEY Y

Firepower Management Center 7 7 — h G2

Nmap A ¥ ¥

= ERTUA MY R MIREZEBINT S

Cisco ISE EPS {&18

\}

ISE M AFREE T, =2 FARA » ME#ES—E R (EPS) DS E S, ADICAR>TWBEE,
Firepower Management Center ZaxE 3 5 Z & T, ISE Z i~ - EE# B S5 Z & 23 FTHE
7, ISEEPSEMEIX, FERICHEINTRETIL, HERY > —EREZREZ L7 EILELT
SEYETR A MZX L, IROFEFIT U 23 > (Mitigation Actions) # 3T L £7°,

« #%% (quarantine) : =V RAHRA Y hDRy N =7 ~DT 7B RXAEHIREIZITHES L
\i—a—o

- [@HEfZRR (unquarantine) : =1 RARA ¥V FORERAT —H AZfRL, Xy hU—7
~NDTNT I AEFATLET,

e vy kA ™Y (shotdown) : TV RARA L FDONASK—+ZIET T 47 L., Fv
rO—Z B8l LET,

F/m, 2y U= %EKRTA )R BZEEE (Whitelist) LT, AT ANYUHET FL A ITx
L CISEEPS IEEHZITHORWEIIZT B2 & L A[RETT,

G¥)

EAT B ISE/N—7 3 > &L, Firepower & A7 A TOISE DA HFIRICEE R 5 2 F 7,
FEACOWTE, ISETAT T 47 4 V—=AEBRLTIES,



fpmc-config-guide-v62_chapter96.pdf#nameddest=unique_359
fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_292
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter88.pdf#nameddest=unique_505

| &&
iseeps sosE i

ISEEPS 7 7 ¥ a > OFMNZSWTIL.  [Cisco Identity Services Engine User Guidel % 28 1L T

CTEENY,
ISEEPS IE1E DX TE
AYX—hk 54t YR—bENBT | HR—bZhBF
VR WEDZAEVR|NAR AL TR
& (Any) & (Any) & (Any) & (Any) Admin
Discovery Admin

BETTE ISR A N TISEEPSIEE A FITT 5 Z L2k » T, MR Y o —ENITGET
F7,

48 HHEIIZ

¢ ISE — R T EPS HfEZHE L FT,
o —WHIHH A ISE O E OBt > T ISE ~O8i A E LET,

FIE

ATvF1 [R)— (Policies) |>[7 4 3> (Actions) |>[4 >V RA >R (Instances) |Z iR L £,
ATw T2 ISEEPS A L AX L ADEN (3 4—) OFIIIHE > T pxGrid $EfIA > A X v A Z&BIL

i—a_o
ATw 73 ISEEPS IEHE DB (4 _—) OFHIZHE-> T 1 2Ll E?D ISEEPS EE 2B L 97,

RDERY
=L ERT A R A MISEZIBINT 5 OBBUE> THER Y > —ER~DINE & L
TEEZRD Y TET,

ISEEPS A > R & 2 AMIBN

AYX—F 314t YR—bENBET | HR—FZhdF

VR WHEDZA VR |14 R A TOEX

L& (Any) L& (Any) L& (Any) L& (Any) Admin
Discovery Admin

ISEEPS A v AZ L AHBERMR L, aXo 7 4472 L1filx DEEEZ 7 Vv—7{b L E T,



fpmc-config-guide-v62_chapter88.pdf#nameddest=unique_514
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

B seerszmoem

ATy
ATvT2

ATvT73
ATv74

ATy TH

e |

FIE

[R1) & — (Policies) |>[7 % L3> (Actions) |>[f >~ XA X (Instances) |% IR L F7,

CHTHlA A% 20BN (AddaNewlInstance) ]V A Fvb, EV 2 —/L Z A 7L LT [pxGrid
Mitigation(v1.0)] Z&#&IR L, B (Add) 1227V v 27 LET,

[f > A% 24 (Instance Name) | & [#iB] (Description) JIZAJILET,

[BX> 7 DOFZNE (Enable Logging) 147 a v ZREL, VAT A XU T rAMERE
Az LET,

[fERk (Create) 1227 Vv 7 LET,

RDEZRY

v NEMEBEEOEM (13 2—) OHBICHE-> T ISE EPS &8 2 1ERk L $ 4,

EErEYY
Firepower ' A7 LD IP 7 R L ZAFK Gk

ISE EPS {£1E D&M

ATy T

AY—h+r 51 % YiR—rEN5T | HR—rENB K

VR HERDZA 2R |4 R ALY TUOERX

L& (Any) L& (Any) L& (Any) L& (Any) Admin
Discovery Admin

FHBAAR Y o — BRI E ENDEE LT IFSEHA A N CTHEFT 7 2 2 > (Mitigation Actions) ]
EEITTAED, A AZ AR 1 DOLLED ISE EPS &1 2 ER L £ 7,

< NVTF RAAL VETIE, B KA AL TR SN A VA A2 BINT 5 Z &3 T
XFEH A,
1R BRI

« ISE EPS A > A& L ADiENN
L/iﬁ—o

(3 X—) OFBAICHE > TISE EPS A v A X o A & {ERL

FIE

[R1) & — (Policies) |>[7 4 L3> (Actions) |>[f > RH X (Instances) |Z &R L F 7,

ATV T2 BEEZBINTHA VAL ADRICHLIRRT A2y (8) 2270y 7 LET,

ATvT3

B =

[ EFAEME (Configured Remediations) &7 3 > T, [sB85CD#EF (Mitigate Destination) ]
F o3 [EE T OfEFT (Mitigate Source) | I L, B (Add) 1227V~ LET,


fpmc-config-guide-v62_chapter1.pdf#nameddest=unique_78

| %%
cisco 10S Null L— s [}

L P APNRERTRINTWAEHE, REITEH NAL VB LTRBY, REXZEHET D
MHERRDZ & 0 FH A,

ATv T4 [[E1E% (Remediation Name) ] & [@H] (Description) JIZ AL ET,

ARTY TS ROWVTNDOET 7> a v 2FRUET, [E (quarantine) ], [FEEEAZER (unquarantine) ],
[¥% v & D (shutdown) ] .

RTFYT6 (A7 ar) KUA RV ARMIAMOIP 7 RLAE3&HEEZ AL, BENOEILE
D

RTY T [{ERK (Create) 1227 U v 7 L, KIZ[5ET (Done) 127V v LET,

RDBERY

AHBARY B A~DISE E LTEEZHIV L TET (b—ERTUA FY R MOSEE
BT 5 #2M) .

Cisco 10S Null JL— ~&1&

Cisco IOS Null /b— MEEEY 2—/LTl, ¥ A2 lullroute] =~ Raflio T, fHBID IP
T RUVAELIZIP 7Y RLRADHIPAZ T n vy 7T HZENTEET, ZHITED, AAMEL
IRy N —=ZIZEEEINDITRXTDO T T 4 v I BNA—FDONULLA F—T = A ATL—
TAYTEN, Fey7E3nET, EXFA MERITRY NT—I DL EESND T T 4 v
JiFTay s EnEtA,

N\

GE) T4 ABNY EITIEAMASTA R MIES B —L~DIRE & L TEfte_—2DE
BEFEHA LN TLSEZEN, 26D A Xy M, EEXA A MIBEEMST S TWET,

FE CiscolOS EEEN SN TV ABIIX, #4277 MBSV F¥A, IPT FLAERIER Y b
U—r D7 ay 7 BEET A, FEITAL—ZDON—T 4 VP EREPYIGRTAVLERLY F
hd‘o

Cisco 10S JL—% FIBEEDEKRTE

AX¥X— k514t YiR—hrENBT | HR—rEhB K

VR HEXDSA VR | IR AL ToER

{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin
Discovery Admin



fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

B ciscoros L —smiEED

\}

e |

X E

G¥)

R E T2 IR A PATJA Sy MRS BV —A~DIRE & LT, 5ase— A DR Z i
LANTLEZEY, ZhbDA N MME, BEIAA MIBEEM T b THET,

ATy

ATy T2

ATvT3

Cisco IOS BN SN TWHRIE, A L7 0 MIIZH Y A, IPT FLAEZITE Y b
U= D70y 7 EffRT DI, v Z IO FETTN—T 4 VO ERE T VT T HMERD
D\i—a—O

1R BHHIIZ
» Cisco /L —# 73 Cisco I0S 12.0 LAEZFITL CWAH Z L 2R L E T,
e J—HADLYL 15 DEBT 7 AMEEE - TWAZ L AR LET,

FIE

Cisco /L—HF F721X10S V7 F U = TIFED R¥ o A 2 FOFRBIZHE > T, Cisco b—F T
Telnet Z BN L E 9,

Firepower Management Center C, i/l 9°% T & D% Cisco 10S /L—# |Z%}§ % Cisco I0S X /L
N—h AV AZ L ZFBIMLET, CiscolOS A L AZ L ZADiEM (T _—2) 5L T
<&,
FHBAAR Y O — B LI BICV— 2 CEBRAT DHINED X A SIHESE, AV AF AT LT
EEEER L ET,

* Cisco I0S 7' 1 v 7 55 e DIEFE DB (8 ~—3)

*CiscoIOS 7' v 75653 v NU— 27 DEEDEM (9 ~X—)

* Cisco IOS 7' 1 v 7 ZEF I DEE OB (10 ~2—)

*CiscolOS 7't v 7 e v hU—7 DEBEOEM (11 _—)

RDBRY

FHBIRY —ERADINEE LTEEZEI VY TET b= R T A B R MOUSEE
BN 5 22HR)


fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

| &

Ciscol0S £ > X4 > AMIEM

ATvT1
ATy T2

ATvT3
ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

Cisco10S « 22 v 2oam [

2T—k 51t GR— FShBT | HR—FShB K

VR WEDSA VR |INAR Ay TR

fE£E (Any) fE£E (Any) fE£E (Any) fE£E (Any) Admin
Discovery Admin

BEZEET LV BEEH D563, H—2ITE L THllx DA A2 o 2B L &
b@‘O

1R BHHEIIZ

N—FFEIZIOS Y 7 U =T D RF a2 A FOFIIZHES T, CiscolOS /L— & d Telnet
TIRRERELET,

FIE

[R1) & — (Policies) |>[7 4 L3> (Actions) |>[4 > XA X (Instances) |Z IR L F 7,

[FrLuA A% 2D (Add a New Instance) | U A R 7> [Cisco I0OS Null /L—  (Cisco
I0S Null Route) ] Zi®&IR L, [[BI1 (Add) 1#27 Vv 7 LET,

[f > A% A4 (Instance Name) | & [FiH] (Description) ] Z# AJI L E7,

[/b—% 1P (RouterIP) |7 4 —/V RiZ, EE D =DM AT 2 CiscolOS L—X D IP 7 KL A
EANTILET,

[—H%4 (Username) ] 7 4 —/L RIZ, /L—H% D Telnet =—HF & ASJLET, ZDO2—H
1T, —F TLVISERT 7 A ZfFFo TN DLENRSH Y £,

[#56i/X AU — K (Connection Password) ] 7 4 —/V F{Z, Telnet =—V D2 T—RK%E AL

£7

[f *#—7 /L /SAT— K (Enable Password) | 7 4 —/L RIZ, Telnet = —H DA F—T )L /XA

UV—REANLET, ZHE, V—F OFHEE— RIZADTZOIEHT 232 T — R T,

[RUA FUZ K (White List) ] 7 4 —/L FIZ, BEENLRIITDHIP T B LA X ITHEHZ 1

TIZo&E 1 SAHNLET,

GE) VAT AE, BV =T RAL RO FR Y N =T v TEERLET, vATF

FAALREBATIR, RBEOIP T FLAZEH L TIoRELMEITL L, PHILAR
WAERIZZR D ATREMED N D Y £ 7,

[fERK (Create) 127V v 7 LET,

RDBERY

* Cisco I0S 7' 1 v 7 3 DIEH DB (8 X—) | CiscolOS 7 v v 75 xr > MU —
7 DEE OB (92—) | CiscolOS 7' 1 v 7 EETOEEDEM (10 2—) |

e I



B ciscot0s o ssEOEEDED

e |

BLWCiscolOS 71w 7 EE TR Y FT—7 DEEDOEM (11 2—) OFBFITHE,
MR v —TCHATAIRFEDEELZEMLET,

EENEY D

Firepower ¥ A7 LD IP 7 R L A KLk

Cisco 10S 7' 0V SEEDIEHEDEN

ATy T
ATy T2
ATvT3

ATy T4
ATy TH

AIXI—h+ 54+ YiR—rENDT | HR—FrENDF

VR DA 2R |1 R ALY A

& (Any) & (Any) & (Any) L& (Any) Admin
Discovery Admin

Cisco I0S 7 1 v 7 5 Se B IZ, N—& 06, MR Y o —@EKRIZEE L T\ D5dehR X T
REENA N T T4 v ETuay s LET, ZOBEASY, MEEFIZHRR RASA N MK
SFENL—NA~DISELE L THEALZNWTLEEN, 260 A Xy ME, #ELE A MMT
BEE AT S CunE g,

VIV F RAAL VETIE, B RA AL TR ENTZA VA X A ZBINT 5 Z &3 T
T EH A,
IR B

¢ Cisco IOS A A X L ADBEM (7X—) OFBIIHE,
MLUET,

CiscoIOS A VA X L A &1B

FIE

[R1) & — (Policies) |>[7 % L3> (Actions) |>[4f > XA X (Instances) |% &R L F 7,

BEZENT DA AZ L ADRRICHLIRRT A2 (%) 270y 7 LET,
[BXE STV AHEHE  (Configured Remediations) | &7 v a > C, [FkED~7 v v 7 (Block
Destination) ] Zi®R L, B (Add) %27V v 7 LET,

a2 b= ARROFRRINTWBEE, REITTEH AL IZBELTEREY,
FEIRMR B Y FH A,

RELLETD

[{&154 (Remediation Name) | & [#i#] (Description) | Z AL E 7,
[fERX (Create) 1227 Vw7 L, WIZ[5ET (Done) 1227 Vv 7 LET,

RDEZRY

AHBARY v — @ A~DIGE L LTEEZR D S TET b= ERTUA FY R MISEE
BINT % 228


fpmc-config-guide-v62_chapter1.pdf#nameddest=unique_78
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

| &

Ciscol0S 7O vV 5ERY FT—0 DIBEDENM

ATy I
ATy T2
ATvT3

RTv74
ATvy75

ATvT6

Cisco 108 70w 384y k7—s nisaniem [

2T—k 51t GR— FShBT | HR—FShB K

VR WEDSA VR |INAR Ay TR

fE£E (Any) fE£E (Any) fE£E (Any) fE£E (Any) Admin
Discovery Admin

CiscoI0S 7' v 755 % v b U —7EEIZ, V—F b, FHER) —EKICEE LTV 5
SIERA RDFR Yy hU—ZICEEEND N T 74w s 2Ty LET, ZOBEZ, Bt
IR A RASIA Ry MIESSHBEL— A ~DOIREL LTHEH LAV TLEIY, Zhbo
ARy ME, BEEILA AR MIBEEM T ST ET,

NITF FAL VEBATIE, Bl FAAL TR SN A U A X U REBZBINT 5 Z &1 T
TEHEA

48O SRS

* Cisco IOS A ' A X L ZADBH (7 X—2) OFBIZHEVY, CiscoIOS A AKX A %8B
MLUET,

FIE

[R1) >— (Policies) |>[7% 3> (Actions) |>[4/ A2 >R (Instances) |ZiER L E T,

BEEZBINT 54 LV AZ L ADRICHORRT A3y (8) 2270y 7 LET,
[BXE SN TV 5 (Configured Remediations) |22 v a3 > T, B *ry hUV—2 D7 1 vy
7 (Block Destination Network) ] 28R L, BN (Add) 1227V v 27 LET,

Ay b= ARREFRRENTWDIEE, RETHMFAAS B LTEY, REEZEETD
MR A,

[f&#54 (Remediation Name) | & [FHA (Description) ] & A L E T,

[y h~AZ (Netmask) ] 7 4 —/L RIZ, V7 Fv b ~AZ & AT 5D
FREMALC, I 7 a v E Ty T hAXy N BB LET,

72EE 1DODORAIPIL— B NI H—L L THALEEZIZITACKYy NU—T 2K
~NDINTT 4T HT a7 TBHI0E, Ry b~ A7 & L Tess.255.255.0 F7ld2a AL
i—a_o

BB E LT, NUH—DIPT RLAZETL30HOT RLA~ND NI 7 4 v 7270y
HITiE, Fy b~AZ & LT2s55.255.255.224 £720% 27 ZFEELE T, ZDOHA. IPT FL
210.1.1.150MEEZ U A= LTHEAL, 10.1.1.1 £ 10.1.1.30 DEDTRTHOIP T KL
ANT ey ENET, NIAT—DIPT RLVAOKRZT B v 7 $520E, 207 4 —/L X
ZZOFEFIZLT, 328 AT DD, F72iF 255.255.255.255  AJJLET,

F7-1% CIDR &

[fERK (Create) 1227 U > 27 L, WIZ[5ET (Done) 1227V v 7 LET,




e |

B ciscor0s Tnv s ERoEEDED

RDBRY
cFHBEAR Y S —ERA~DISE & LTEEZEID G TES (b= AU A B U X MISEE
BN 5 228

BErEY Y
Firepower ' A7 LD IP 7 R L AFKFE

Cisco 10S 7 0 7 E{ETTDIEEDIEM

&M
ATvT2
ATvT3

ATvT4
ATy T5

AY¥—h+S514t YR—bENET | HR—FrShd K

VR REDSA VR | R AL TR

£E (Any) £E (Any) £E (Any) £E (Any) Admin
Discovery Admin

Cisco I0S 7' 2 v 7 X BB X, N—F D, FEKR Y U —EKICES LTV D IRETH A
MIEEEIND N T 747 T vy LET,

2T RAAL VEATIE, H KA U THER SN VAZ R EBEEZBINTHZ E1ET
X FH A,
1R BRI

* Cisco IOS A AKX L ADBEM (7—) OFBIZHE,
ML ET,

Cisco IOS A VA X L A &IB

FIE

[R1) <> — (Policies) |>[7 % < 3> (Actions) |>[4 A A > X (Instances) |ZER L £,

BEEZBNT DA AZ L AOMIZHLRRT A2 (8) 27V vy 27 LET,
[(%E X3 TWABIETE (Configured Remediations) [ 727 2 a > T, [HEmxd7m v (Block
Source) ] #I®INL, BN (Add) 127V v 7 LET,

a2 b= ABRAFRINTNEEE, BREITEH AL VIZELTEY,
FEIRMR Y FH A,

REREES S

(&1 4 (Remediation Name) ] & [FH] (Description) ] Z# A1 L E T,
[fERK (Create) 1227 Vw7 L, WIZ[5ET (Done) 1227 U v 7 LET,

RDBRY

HHBIRY —ERA~DINEE LTEEZEI VS TET b= eR T A FY R MOUSEE
B3 22H)


fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter1.pdf#nameddest=unique_78
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

| &

Ciscol0S 7O v Y EETRY FT—Y DIBEDEM

ATy I
ATy T2
ATvT3

ATy 74
ATy TH

ATvT6

Cisco 108 IO »igfER® v h7—s osmnem [

2T—k 51t GR— FShBT | HR—FShB K

VR WEDSA VR |INAR Ay TR

fE£E (Any) fE£E (Any) fE£E (Any) fE£E (Any) Admin
Discovery Admin

CiscolOS 7 v v 7 EEILFR y U —JEEIZ, V—F1b, HERY > —ERIZEES LT
DIEEFEBILFA DRy NU—JIZEEBEEND N T T4 v 2Tyl LET,

TIVTF RAAL VEBTIE, B RAAL TR SN VA Z A EEEZBINT A2 E1XT
T EH A,
1R BHHIIZ

¢ CiscoIOS A VA X U ZADBEM (7 =) OFHIZHEV, CiscolOS A V' A X v A %8
j][][./i‘ﬂ—o

FIE

[R1) >— (Policies) |>[7% 3> (Actions) |>[4 A2 X (Instances) |ZiER L ET,

BEEZEBNT A4 L AZ L ADICHLRR-T A3 (5) 270y 7 LET,

[BXE SN TWAIEIE (Configured Remediations) |27 = T, [EEry hUV—7D7 vy
7 (Block Source Network) ] Zi&R L., 1B (Add) 127V v 7 LET,
Y PR ANREERSN TV D5, BEITSEME N AL B LTED,
MHERR2N 8 0 FH A,

BERERT S

[{E1E4 (Remediation Name) ] & [#if] (Description) 1 Z AL E7,

[F> h~AZ (Netmask) | 74 —/VKIZ, " TF7 74770y 7FT5HF%y T —7 O
LBV TRy b A7 EZILCIDR EREZ AN LET,

72E I 1 DODORA I PIL— LB NI H—L L THALEZEZICITACK Yy hU—T 2K
~NDNTT 4T HBT a7 THINE, Fry h~AT L L Toss.255.255.0 F72id2a AL
ij‘o

BOFE LT, PIF—=DIPT RLAZGL30EDOT RLAND T 7 4w &Tay 74
HI0E, Ry b~AZ & LT2s5.255.255.224 £720% 27 #¥EELET, ZDHA. IPT FL
A10.1.1. 15 MEEE FU =L L THEAHL, 10.1.1.1 £ 10.1.1.30 DEDOTXTDOIP T Kb
ANTay 7 ENET, PIH—DIPT RLAORZT 0y 73 5I20E, 207 4 —/L i
ZBOFEFEIZLT, 32 B ATIT AN, £721F 255.255.255.255 # AT LET,

[ERK (Create) 1227 U > 27 L, WIZ[5ET (Done) 1227V v7 LET,




eu |
B e xvoem

RDBRY
cFHBEAR Y S —ERA~DISE & LTEEZEID G TES (b= AU A B U X MISEE
BN 5 228

BErEY Y
Firepower ' A7 LD IP 7 R L AFKFE

Nmap X ¥+ U {EE

Firepower > A7 AIZIE, Nmap™ &9, X NV =B L OEX 2 ) 7 s EEZHAY L
LTeA =T V—=ADT 7T 47 AF¥ % TRHESNTHNET, NmapEEAZMH LT, HEH
R —ERICKHETEET, 4L, Nmap Ax v VEEHEZ N T—LET,

Nmap A ¥ ¥ & OFFEMIC OV T, Nmap AF v V2L T &0,

v FEREREEE

FUB—=A N FRFEAELARA P THRA MRMEZRET D Z L1280, MERY > —EK
WRETEET, 7FRRPORR MEMEOHE, A X hOBHEZEEMLE L THEATE X

R
v FEMEEDERE
AY¥—h+kS514t YR—bENET | HR—FrShd K
VR WREDSA VR |INA R A TR
& (Any) & (Any) & (Any) £& (Any) Admin
Discovery Admin

FIE

ATy F1 [R)— (Policies) |>[7 4 3> (Actions) |>[4 >V RA >R (Instances) |Z iR L £,

ATY T2 By NEMWHEA L AZ U ADEM (135—2) OMPIIHEST, By NEMEA v AX 2%
ERC L E9,

ATw T3 by MEtEEEROBEM (13 3—) O#BICE-T, By MNEMEEEZBEML £,

RDEZRY

cHABEARY B ADIGE E LTEEZEIV S TES b= eRTUA P R MISEZE
BT 5 228) .



fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter1.pdf#nameddest=unique_78
fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_292
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

| &

EErEYY

TEFEHE AR A LB
Z—FEFOFR A NEME

ty FEEESA RS RDEMN

ATy T
ATy T2

ATvT3
ATy T4

v rEkES vz vz0en [

AX—h+r 34 % YR—bSNBT | HR—FZhdF

VR WHEDZAER |14 R A TOER

L& (Any) & (Any) L& (Any) L& (Any) Admin
Discovery Admin

FIE

[R1) & — (Policies) |>[7 %2 < 3> (Actions) |>[1 A% X (Instances) |ZER L £,

[BrL A > AH 2 ZADiBN (Add a New Instance) |V A h226 [£ > NEMAE (Set Attribute
Value) | ZiER L, B (Add) 1227V v LET,

[ A% A4 (Instance Name) | & [@i#] (Description) ] Z AN L&,
[fERK (Create) 127V v 27 LET,

RDBERY

« by MEMEEEE OB

v FEEEEBEDEM

(13 =—2)

DHINZHE-> T, By MEIEEEZERL T,

AX¥X— k514t YiR—hrENBT | HR—FrENhB K

VR HEXDSA VR | IR AL TR

{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin
Discovery Admin

Ty FEMAEEEIIHARER Y o —ERKICE S LA R MR A MNEtE
ET 2HBIEDMEIZOWTEEZIER L T, 75X FEEOSHE .,

ZEMEsE LTHEHTE T,
SITF AL VRBATIR, Sl R AL TR S LA A2 RERB ZBINT 5 2 13T

T EHEA,

1R BRI

ety NEMAEA A Z U ADIENN

AR L £

E LT, BMEE
RU A=A~ R OB

(13 =) OIS T, By M@t v AZ

e I



fpmc-config-guide-v62_chapter110.pdf#nameddest=unique_2314
fpmc-config-guide-v62_chapter110.pdf#nameddest=unique_2315

. BEEY 2

—ILDEE

ATy

ATy T2
ATvT3

ATv74
ATvT5

ATvT6

ATy 71

BEE

o~

P g B

e |

FIE

[R1) & — (Policies) |>[7 % L3> (Actions) |>[f >~ XA X (Instances) |% IR L F7,

BEZENTHA LV AZ L ADRICHLERT A2 (8) 270y 7 LET,

[(XE STV AIETE (Configured Remediations) |27 2 a > T, [Ev MEMIE (Set Attribute
Value) 1 #3EIR L, B (Add) 127V vZ7 LET,

ay bR ANREFRRIN TGS, REITEHRNALS VB LTEY, REEXEET D
BB H 0 FH A,

[f&154 (Remediation Name) ] & [#iHA (Description) ] Z# AJJ L E T,

EEILT 4, BT —HE2 b oA X bADIFEL LTCZOBEEEFERTDICE, [
R RET DA A S & EH (Update Which Host(s) From Event) ] 473 3 VAR IR L £9,

TR NBIEOEE . LUFICHEW JBHEIS A~ M b OfB 2 (Use Description From
Event For Attribute Value) ] Zf§E€ L £7,

e ARV FOFHHEBMEE LCEAT DI, A On) 1227 Yy 7L, FETD B
PEAE (Attribute Value) 1 Z AJJ L E T,

«EHEO [JBMHAE (Attribute Value) |5 EZX BMEMEE L THEHT 2IZIE, (7 (Off) 157
Vo7 LET,

[fERk% (Create) ]2 V27 L, WIZ[ZET (Done) 127U v7 LET,

RDEZRY

AHBARY v — @ A~DIGE L LTEEZR D S TET b= ERTUA MY R MISEE
BINT % 228

—JLDOEHE

AX—hkS4% YR—bENET | HR—FENB K

VR WEDSZA VR |INMR A TR

f£E (Any) f£E (Any) f£E (Any) fE£E (Any) Admin
Discovery Admin

<V TF RAA VEBATIE, BIED RAAL VU TA VA M=V EINZEBEETY 2 — A RNERENE
T, TOEY 2—/VIFHIBRAHETY, £/, B RAAS L TA VA =L ENLEEY 22—
FREINETH, THIHIBRCEEH A, TN RAAL L OBEEY 2—VEERTHI2E, £
DRAALNEINREZET,


fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258
fpmc-config-guide-v62_chapter92.pdf#nameddest=unique_2258

| &

s zavzoez [

FIE

ATy F1 [R1)— (Policies) |>[7 49 3> (Actions) |>[EZ a1—IL (Modules) |ZERL £,
RAT9T2 BEEV2a—NEEFBRLET,
CRE BV 2 — VD [TV 2— /LM (Module Detail) | X—Y % F£ R LT, TOEY 22—

NDA VAL ALEREFRET DT, BT (%) 22 Vy 7 LES, wLF
RAA BT, [TV =2—/Liffl (Module Detail) 1| X—T %A LT, H KAAL >
TA VAN NVENTZEY 2= VIZHIET DBUED R AL VINDOA o AZ A %80, H
bR, EIEMmET L LiIFTEERA, RDVIZ, [f A XA (Instances) ] X—
([R1) &— (Policies) 1>[F7 2 3> (Actions) | >[4 > A AR X (Instances) |) %f{#
ALET, BEA L AXZAOER (15—Y) 28R LTIEEN,

BIER SN TWRWH R Z A Y 2 — L E2HIET A%, BliRT A= (d) 22
Uy Z LET, VAT LBOEY 2 — LIZHIBRTE £8 A,

AVARN—IV DAEZ L EV 22— V%A A N—)LTBITIE, [7 74 /VDEIR (Choose
File) 127 Vv 27 LTCEYVa— VAL, [ A M=/ (nstall) 1227V v 7 LET,
FEAMZ DT, Firepower System Remediation API GuideZ 2/ L CTL 720,

BEA L AREZADER

AX—h+r34% YR—bENET | R—FEhdF

R WHEDZA 2R |14 R Ay TOER

& (Any) L& (Any) £& (Any) & (Any) Admin
Discovery Admin

[f A% A (Instances) | X—VIZiE, TRTOBEES 2— VDT R TORTEEHA A
ZUANY A NERRESNET,

VNTF RAAL VBT, BITED RA A VTIERENTBEEA v A X o ARFRINET, &

DA VAL ATIREHETT, F7o. KB F AL U THER ENTZA V AX ARSI NE

TN, ZHIIRETEET A, FLRAL LV OEEA LV AZ L AZERT DI, TORAL
B0 Bz E 1,

Tt RAAL TR LA VAX VA EE ZBINT 5 Z L3 T EHAD, FREOR T H A
AVABZ U ABBIED KA AL AHER LT, TDOA LV AZ L AEEZBNTAZ LITTEE
T, Flo. T RAAL U TER LZEE R, MBEIEEE LCHERAT L TEET,

FIE

ATwF1 [R) > — (Policies) |>[7 % < 3> (Actions) |>[1 > R%H A (Instances) |% &R L £,

e I



e |
B ooeszvi-rorozsrr0EE

ATV T2 BEHALVAZ L AEZEEBELET,

Lm AVAR L AEBMNT DI, AV AF L AZBINTAHEETY 2— LV EEIRL
T, B (Add) 12727V v 7 LET, AT AMBOEY 2 —/LIZHOWTIE, REBR
LTLEEN,

«ISEEPS A > A X ZADiBEM (3 ~=—)

¢ Cisco I0S £ A Z L ZDBEM (7 X—)

e Nmap AFX v > A VAKX ADIBI

ey NEMAEA A Z 2D (13 3—)
AL NEY 2=V Z2BINT DOV TIE, ZOFET 2 —LD RFa X FaSRLT
LIZEW (ERAMREREGE) .

RE A VAB L ADFEMERE LT, f v AZ L RIEE R BNT A2, T A 2
/(v)%&)yﬁbiio

CHIER : BEH SN TV eWnA VA X U A EHIBRT DX, HIBRT A2 (D) 220027 L
ij_o

1 DDBEES2—ILDAVREZ D ADERE

AX—hk 14 +€ YiR— SN2 T | HR—rEhB K
VR ERDZA 2R |4 R AL TR
{£& (Any) {£& (Any) {£& (Any) {£& (Any) Admin
Discovery Admin
[EY = — it (Module Detail) ] ~<— 2%, $FEDBEEY 2 — VIZRESINTZA VA X

VAEBENT N TCERINET,

SNTF AL VRBATIR, BUED RAAL VLM RAL ANIA VA P— NV SNTB'EY 22—
WD [FY 22—/l (Module Detail) | _X—JIZT7 7B ATEET, 72720, [TV a2— Vit
M (Module Detail) | X—Y &AL T, BHRAAS IZA VA P—=ALENTWNEEY 2 —/b
KNS T DEBIED RAAL VNDA  AZ A %800, HIBRETISRET S Z LIXTEERHA,
R0z, [A > AH A (Instances) | ~— ([7R1) L— (Policies) |>[F72 a3~
(Actions) | >[4 > RA R (Instances) |) ZHEHLET, BEEA o AX 2A0EH (15
NR—=) ZZRLTIZIN,

FIE

ATy F1 [R1)— (Policies) |>[7 49 3> (Actions) |>[EZ 1—IL (Modules) |Z =R L £,

B =


fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_2131

| B
1ODBEED1—ILOA VREIVADER .

ATV T2 BHETHA AR L AEEAOBEES 2 — VO IRRT A2 (4) 227097 1LE
kS
ATV T3 BEALVAX L AEEELET,

GBI A AF U REBINT AN, B (Add) 227V v 27 LET, VAT ATED
EV 22— UZOWNTIEL, REZBRL T ZE,

¢ ISEEPS A » A X L ADiBIN (3 ~=—)
e Cisco I0S A > A& v ZDEH (7 ~X—)
*Nmap AF ¥ > A L AZ L ZADIEN

ety NEBMMEA AZ 20BN (13 2—)

HABZLNFEY 22— VDA VAR AEBINTIEEONLVTIL, TOFT 2—/LD FF o X
VREBRLUTLSEEY BiIENRTW S

CHRE A VAR ADFEMEREL T, AV AZ U AEEZBINT AT, -7 A =
v o(w) 7Y v LET,

B - S TWRNA L AZ L ZEEIGRT 2T, BT A=y (d) 2209210
i—a—o



fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_2131

s |
B ooeszvi-rorozsrr0EE




	修復
	修復の概要
	Cisco ISE EPS 修復
	ISE EPS 修復の設定
	ISE EPS インスタンスの追加
	ISE EPS 修復の追加


	Cisco IOS Null ルート修復
	Cisco IOS ルータ用修復の設定
	Cisco IOS インスタンスの追加
	Cisco IOS ブロック宛先の修復の追加
	Cisco IOS ブロック宛先ネットワークの修復の追加
	Cisco IOS ブロック送信元の修復の追加
	Cisco IOS ブロック送信元ネットワークの修復の追加


	Nmap スキャン修復
	セット属性値修復
	セット属性修復の設定
	セット属性値インスタンスの追加
	セット属性値修復の追加



	修復モジュールの管理
	修復インスタンスの管理
	1 つの修復モジュールのインスタンスの管理


