gpus]

Firepower > X 7L 1 —HEE

WO RE w7 T, T 7 & AMEE RO — ) Firepower ' A7 ANO—H 7 H 7 |k
ZEHT D HEIZOWTHH LET,

« 2—FORE (1 ~—=)

=Y ThU b (39 8—)

» Firepower ~ A7 ADZ—HFF8FE (49 RX—)

* LDAP GHRE (52 ~—2)

* RADIUS F&iE (79 ~—27)

VU A Ay (SSO) (89 R—)

A—HDEZE

Firepower ¥ A7 A TlX, 2=V D0 — /Ll SNW T —PEHEZE Y Y THZ LN TEXET,
7= &z, 77U A MMIxb LT Security Analyst <> Discovery Admin 72 & O HFEFR 2 — /L %
H-L. Firepower ¥ A7 LZEHT 5% 2 7 1 FHF T L C Administrator 2 —/L % T
THIENTEET, 2, MO =—XTHOE THEINTT 7 B AR E GTe I A5 5
=P = VBT D2 &b TEET,

BHART NAADT T v b7+ —LBER Y —TlL, ZOT A A0 b OIMT CRIES
T R_RTO2—HFDOFT 74k 778 ZX n—LERELET, BRI —F OY)E 1 7 A
VRIS, [2—HEHL (User Management) | X— Y TZDL—H DT 7 & AMEZBINE 72 I13HI
freExET, 2V OMRELEE LLWEE, 02 —FI(C 1772‘/1/]\’“7%?%‘3%5%5&0)
HRESNET, WHRIEL—FIXFECIER IN D 728, WNERRGET — Y OIERRFIZ
TAMEEZRELET,

LDAP V' NV—T %M LI T 7 B AMEOE L EZRE LI2hE, 2—F DT 7 & AHEILLDAP 7
N—=T R N—=2y FIZHEASNTHET, BLTWA I A—TOFRTRLEWLLDT 7 &
AEREOTN—T DT 74N NT 7 RAMENMIGEINET, 2—FREDTNV—FIZHE LT
WRWERIZIN—T T 7B RAEHRE L TWIEE, 2—WFIiZid. LDAP — ORFEA T

Vxl FTHREINTWDIT 74V s =% T 7 v AENFEESNET, FA—T T 78R
ERETDHE, TNOLOREICEISTT Ty N7+ —LRERY) V—DFT 74V N T 7 & AFH
ENA—N"—F 14 FENET,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
. EEFAOI—Y O—)L

FEEIZ, RADIUSERGIEA 7V =7 FOKEDZ—HF o—)L J 2 MIa—HFZ2E DY THLE | 1
DU EOE— VB EIZFELRWRY, B0 Y ToNzT_XTOr—LRZED2—F A5
ENFET, 2200MAEICFET 20— DU A MIZ—FREENTWVDIHA, KbEWV LR
NDOT I AEFFor—LABfhasnEd, 2—FREOV A MILELTELT, B4~
VxJ NTT 74NN TR B —LERELTWDLGEA, Z2O2—WFIZIFXZDT 7 4V b
TR =N EENET, B4 TV 2 P TCT 74NV N T IV RAERETDHE, £
NOEDOREIZELSTT Ty N7+ —LFRER) —DFT 74V 8T I BARENA——TF A
rFEnET,

PILF RAAL VRBETIR, BHRORAAL L Ta—HF o —L2EO Y TEHIERNTEET, 12L&
ZIEX, =W F a—r0 KA A U Cldge A0 EHMERZE D Y4 C, 7 AL TIHEH
FHERZE YL THZ LN TEET,

Y 2

ERFAHAODI—Y O—)L
Firepower System T, kD =—X &7z 72012, 77 B ZHERYE » b OFiHZ 232
10 DEZBFHOL—Y m—LE2ERET, 7000 5L RE000 U —X F 34 A%, 10 DERH
Bha—F ao—LDHrIbnD3> (FHE, AvytrRAa—Y X274 7FHU RN
DINZT 7 EATHRICTHERELTEI N,
EHRFHAZ—T o — VIIRETETEFEADR, IRAZLa2a—F o—LOEHEL LT, 77X
¥itez v bR CTEE9, o, Ploa—3 o —iZx L CEBEMIZEST L) ICRETE
FH A,
WDOFRTIE, FIHFTRERERFAO T — /L HBICEA L ET,
TOERAEEE (Access Admin)

[ Y — (Policies) | A ==—"T7 7 & A{HIHIR Y > —HEpeCREHE T HHERE~D T 7 & A
MNAERETY, T/ 2AEHEIL. R —%2ERTEEEA,

%IEE (Administrator)

BHEITI TR TOBWEIZCT V7 EATEX L0, By aryTeExa ) T o 0M2EIND
LLEWEF2 T4 URIBNELET, 20D, el Aty ar AL LT T
MOEREEZRAT D EIXTEEEA,

X2 VT 4 EOBEHNS, FHED—LVOEAEZHIRTILENDH Y 97,
BRHEEZE (Discovery Admin)

[RY v — (Policies) | A =a—DFy NU— 7 kiE, 77V 7r— a URtiggaE.
BAREIC T 7 B AFTRETCTY, MHEHE X, AU v —Z R TEEEA,
NEBT—F R—RXD1— (External Database User)

JDBC SSLEEE IR L CWD 7 7 U 77— 3 > % T, Firepower System 7 — & ~X— A
WXL CHEI D SEH DT 7 B A3 AIHE T, Firepower ¥ A7 A T 77 A4 7 ZADF8EA
T — K —F 4 OT Y r—3 3 OV TIE, VAT ABENTT —F_N— 2D
T RBAEANCT HHLENRHY £9, Web A VX —T = A ZATIL, T — 2 _X—2A
2—WE, [~V (Help) |A=a2—DF T4 ~VTEEOLT > a L ORIZT 7k
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zgEaro1—5o—L [

ATEXFET, Z0Ou—/LOKEEIZ. web A ¥ — T = A RTHEEH I TV RWEH, W
R= FRRT— ROEEERGZTHT2DICORT 7 ANAHETT,

BAEHEZE (Intrusion Admin)

[V — (Policies) | A==a—& [A7 V=7 b (Objects) | A==a—DRAKRY > —
e BANL—AHERE, Xy MU= AR Y > —HRED T X TIZT 7 B AN AR T, 2
NEBFIT, AV o—%EATXEEA,
A 2TF 2R 1—4 (Maintenance User)
BEMSIESC A A T T U AEE~D T 7 B ARAEETT, AT A 22— L, [~V
A (Health) | A==2—X [V AT A (System) | A=a—D AT U ABEA T g v
TV BEATEET,
v bD—- EHEE (Network Admin)
[RY > — (Policies) ] A ==2—0D7 7 & AHlHIERE, SSL A > ZA~~7 L 3 H&HE. DNS
WY —HRE, TAT T 474 RY —HRE, BEIO[T/3A X (Devices) | A == —
DT S AR ERE~DT 7B ZANARET T, Ry MU —ZFHFIL, T35 A~DORE
DELHZEATEET,
¥al)T4 7FYRXE (Security Analyst)
X2V T 4 AR OWHERE~DT 7 & A L [MZE (Overview) | A ==—., [H#r
(Analysis) | A ==—, [~V A (Health) | A==—, [*A T A (System) | A==2—D
ANVA AR MO DR FEHOT 7 AT,
tXxa)TF4 7FURL (GAHEYER) (Security Analyst (Read Only))
M2 (Overview) ] A ==—, [/ (Analysis) | A ==—, [~/ A (Health) | A ==—,
[VAT L (System) | A==2—0DEF 2T ¢ A2 MNyHTBERE &~V A A X MEKEE
~OFEHFI BHEHT 72 A2 F 9,
txa1) T4 &EBE (Security Approver)
[N Y — (Policies) ] A== —D7 7 EAHHIRY v —CHEEOH DAY —, v b
U — 7 AR Y O —~DOHIRANE DT 7 ANARETT, TX=2 U T 4 EKBE X NHD
R v—%FRRL, BRTEETN, RV —2EHTLH5ZLIITEERA,
SBFRFEL—YIX, Lo —LE2EY THN TV WS, LDAP £ 721% RADIUS #&ilE4~
TVl FORERT T v b7+ — LREICESWT, BIEROT 7 v AME2A L ET, BN
MEF| 2 AN —FIZEI D Y THZ LI TEETR, KIKROT 7 v AMELHIFRT 2 - 13E R
THIZE, LFDOX AT 23T DB RN H Y £7,
e =P EBIA T V27 FO1ODO VA RNPLHOU A MIBEIEIE D0, SRR —
NRO2—FORBUEEIZIN—T A R_R—y TEERLET,

T Ty T LDOREEEHLET,
c = PEFPR—TEFEHL T, 2= T o077 XA EHIBRLET,

BEENEYD
22— T H T NOKER (5 3—)
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Firepower & X 74 1—H&EE |

HRAL1— O—)L

FATEFRL—Y v — L OIS, FFEOFIFIEHL LT 7 E AR EFL I A S ha—F n—
NEERRTEE T, WAZ L Z—F 0 —LIF, A=a—_R—ZADT 7B RAFAB IO R
TET AT OEREDOE Y hEEIV B THZENTEET, F/o. BN BMBEIZERL
70, FRIERIN -2 —F v — L2 RICER LY T ET, FRiER2— m— /L L
KRIZ, BAH D a— VIINRRGE2— Y DT 740 h n— bt L CEHATE £3, FHRiTHE
0—/L IR WA L a—VIEE, HIRTEET,

BIRA[HE/R T 7 & AR A[IIPE @& 1272 > CTHB Y . Firepower VAT LD A =a— LA T 7k
WCEASWTWES, 727 B RAFMCYH T X—U RGN WA, T MA—Y T 7 &
AL BEEMRT 7 B AN EENTWDEE, 207 7 B AFAIIILIERRE T, £D%
B BOT VAT E ST, =Y Ea— T 7k, BIOREDOALA— OB EERE~D
PR OT 7 AMEDRMF G- S ET, [EHE (Manage) | EWOHGENZENLTWLT /&
AFFANL, MO —FRERT DA LS LOHIBRTE 2R Z 5 L £,

Bk

A= 2 —HEICE ENTORNAS— U E TR OMEIRIT, B E 72T BE—IC L0 A5
SNFET, 72& 21X, Modify Intrusion Policy FiHER HAVIX, Ry N T —ZfRITARY o —DEH
HTEET,

AL b a—Y a—VCHIRT ERFBLEHTEET, UKD, AR P Ea—7 Ta—
P L TRRENDT = BHIRENE T, HIRMAEMRELRET 21T, &I, 7I4
R— N ORFFARBEER L, 8T DA =a— X—=ADT 7B RAFFA O T T [HIFRF &
3% (Restricted Search) | KR v 7' X 7 A =a—nHZDRBEERIRLET,
Firepower Management Center CH A% L 2 —HF m— /L& RET H L ZITIE, T_XTDA=a2—
N=ZADT 7 AHN e ETEET, BEHRT NS ATHAZ L 2= u— L aRET
DL XTI, T AERRICBE T 5 D7 7 B AT AR TE ET,
[V AT LA (System Permissions) | TR CTE 547 3 Tk, ST — & X—RIZxF L
TV EFATLEY, MRa—F a— DT 7 AF AN L —2ar L T5HZ ¢
NTEDHa—Y a— L EERTEET,
FFarT HLOHAZ L a—Y o=V alflT 280V, HOTFI7A4T7 oAb
AAL L A=Y u— ez AR—FL, ZHEAOTTI7A47 R VR—FTEET,
AR =R Lcr—nid, EHTLHIZ, =—XZHDbETRE TS £,
BErEY Y

2= THT L NOER (5 =)

IERT —H =R T 7% ADEIE

Bl : hRA L A—H O—)L&T Y &R

7 U AGIHBIEERE D I A X A 2—H v — /L& {ER L T, Firepower ¥ A7 LD —HF DT
7 & AfilfE L OBEA T bR Y - DFRR, BEHEROFEARETE £,
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| Firepower & 2 7 4 21—

R1L:TIERGEDHRE L

1—+47n9 roiER |

WDFNZ, VERRFIRE/R I A X Lm—)L &l & L THETFTor— L TENENE 2 b h 22—V HE
RERLET, RIFZTNENON AL o — VTHBERHERSER SN TOWES, ZoflT
X, AU —IKiBE (Policy Approver) X7 7t A 3y bua— LK) —LRARY v —DF
RIFRETT (EHITTEERA) . £, Y U TKRBF LR EDEE 27 A R IR
HZEHLTEET,

O—)L45)

ARE L O—)LDIER Bl: 7oEXarvra—)L |Hl: BABLUSRY bD—2 [ : K1) >—&EEE (Policy
#wmE&EE (Access Control PHTHREZE (Intrusion & Approver)
Editor) Network Analysis Editor)

7 & Rl Yes No Yes

TR arkhe—LRY | Yes No Yes

> — (Access Control Policy)

T 7R AHHHAR Y >— D4R | Yes No No

(Modify Access Control

Policy)

RARY > — (Intrusion No Yes Yes

Policy)

RARY & —DZH (Modify | No Yes No

Intrusion Policy)

BEET /N RIZERH No No Yes

A=Y T7HY

[ (Overview)

>~ DR

Z 2 TlE. Firepower ¥ AT A TOREARERL—Y T 7/ ¥ RHFA L, TNOHDT 7 ¥ AFFH]
W27 7B AT L FEERL— Y n— O —FHERLEd, BHIRT A XA TIIEHTER
W7 72 AR H Y £, Firepower Management Center C D {7 GE72 7 7 & AFF A2,
ZDXE I~ =7 DTN TWET,

| A=Za—

WOFRIL, [EE (Overview) | A =a—DK AT a VT 7 8ATEHDICHE o —F
L 2 R AN T Y a YNOYTHEIRICT 7 B ATE LN E I DEIAICRL
TWEF, Security Approver, Discovery Admin, Intrusion Admin, Access Admin, Network Admin,
5 & OV External Database User D42 — /L2 1%, [E2 (Overview) | A == —"T®D7T 7 & AFFA]
N £H A,
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Firepower > X 7L 1—H & |
. [HEZ (Overview) ] 4 =a1—

=K 2: = (Overview) J A —a1—

YER EEE AVTFURA—Y XV TATFIVR | F2UT4TFIR
~ ~ (RO)
HyafRR—FK Yes Yes Yes Yes
By aih— ROEH | Yes No No No
[T 7747 v AlEH | Yes Yes Yes Yes
(Appliance
Information) ] 7 «
DZESN
[77FAT A A |Yes Yes Yes Yes

7 — & A (Appliance
Status) ]V 4 Y= > b
(Management Center

DI)

[V L— 3y A |Yes No Yes Yes
> b (Correlation
Events) |V 4 Y= v b

[BRATA > 5 —7 = A & | Yes Yes Yes Yes
AT —H A (Current
Interface Status) | 7
Yxv b

[Iﬂﬁ-{z vy Yes No No No
(Current Sessions) ]
v4¥=v b

NG Yes No Yes Yes
(Custom Analysis) ]

ZEEZE
(Management Center

DI)

[T« A7 A% (Disk | Yes Yes Yes Yes
Usage) |V 4 ¥ = v b

[f X —T A A | |Yes Yes Yes Yes
77 4 v 7 (Interface
Traffic) |V« ¥ = v b
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I Firepower > X 7L 1 —H &
[#EZE (Overview) ] A =21— .

IR EEE AUTFURAY | EXAVTATFUR | EF2UTATFHIR
~ ~ (RO)
[BEAA X b Yes No Yes Yes
(Intrusion Events) ]
I ZE
(Management Center
D)
[y hU—27 ) Yes No Yes Yes

L —3 3 (Network
Correlation) | 7 «
Yz v b (Management
Center D F)

[T AR Yes Yes No No
(Product Licensing) ]

AR S
(Management Center

DFr)

[ OFH (Product | Yes Yes No No
Updates) ] 7 4 ¥ = >
K

[RSS 7 ¢+ — K (RSS |Yes Yes Yes Yes
Feed) ]V 4 ¥ = b

[T AT DB Yes Yes Yes Yes

(System Load) ] v «
DZESN

[V AT LEFE] (System Yes Yes Yes Yes
Time) ]V 4 Y= b

[FTUA R AR A |Yes No Yes Yes

>~ (White List

Events) |7 4 Y= k
(Management Center

D)

[LAR— b Yes No Yes Yes
(Reporting) ]
(Management Center

D)
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Firepower > X 7L 1—H & |
. [HEZ (Overview) ] 4 =a1—

HERR EEE AUTFURA—Y | 2FaAVTATFIR | EF2AVT4TFIR
~ ~ (RO)
[LAR— N BT 7 | Yes No Yes Yes

L — I (Manage Report
Templates) ]
(Management Center

D)
= Yes No Yes Yes
[{RAA X MFEEF Yes No Yes Yes

(Intrusion Event
Statistics) ]
(Management Center

D)

BAA Ry F 87 4 — | Yes No No No
<~ A (Intrusion Event
Performance)

BRAAX N 757 | Yes No Yes Yes
(Intrusion Event

Graphs) ]
(Management Center

DFr)

R A 3 1 Yes No Yes Yes
(Discovery Statistics) ]
(Management Center

D)

[T 4 AJ/NY R Yes No No No

TF—< A
(Discovery

Performance) ]
(Management Center

D)

[ DL Yes No Yes Yes
(Connection

Summary) ]
(Management Center

D)

[l Firepower R 7 L 1 —HERE
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(547 (Analysis) 12 =21— [

[447 (Analysis) ] A =1—

WDOEIZ, [OHT (Analysis) | A ==2—DE AT a N7 78 AT HDICNERZ—F o—
WL . ZDa—F u—ANF T a VNOY THIRICT 78 A TE 208 &R L
F9, BARL M LOTICEMEINBLT HHERIL, BPICHBT A2 RIZOBRIINTNET,
722, V7 A=a—DRM L ERTHE%ZERE £9, Security Approver, Intrusion Admin,
Access Admin, Network Admin, 33 J O8External Database User D45 2 —/ W21, [Z0#HT (Analysis) ]
A= a—ZxT DHERIZH Y FHA, [98F (Analysis) | A == —|Z Firepower Management
Center TO A HAIEE T,

= 3:[5% (Analysis) ] * —a1—

AZa—

EEE BHERE VTFTUARA— X VTAaTF | EF2ITATT

A
va )Rk 1) X + (RO)

ATHFANZY
ATa—7

(Context
Explorer)

Yes No No Yes Yes

13 7k (A

Yes No No Yes Yes

Pefge A X DA
¥ (Modify
Connection

Events)

Yes No No Yes No

et~ U — A~
> I (Connection
Summary Events)

Yes No No Yes Yes

et~ U — A
Y hDOEH
(Modify
Connection
Summary Events)

Yes No No Yes No

X1 Ta04Y
FUSIURAA
> b (Security
Intelligence
Events)

Yes No No Yes Yes

X270 A4

TV AA N

v hDOEH
(Modify Security

Intelligence

Events)

Yes No No Yes No

Firepower > X 7L 1 —HEE .



. [447 (Analysis) ] *# =21—

Firepower > X 7L 1—H & |

DT (Modify
File Events)

A= a— EEE REBEE AVTFUORA—\|EF2AUT4TF | EF2VTATF
Vi )Rk )X+ (RO)

2 A (Intrusion) |Yes No No Yes Yes

AL B Yes No No Yes Yes
(Intrusion

Events)

BAALXRL FDOZE | Yes No No Yes No

H (Modify

Intrusion Events)

u—J5 L L—vd | Yes No No Yes Yes

e~ (View Local

Rules)

MeZBFE A X | | Yes No No Yes Yes
(Reviewed

Events)

70y FHR—FK Yes No No Yes Yes
(Clipboard)

AT b Yes No No Yes Yes
(Incidents)

AT FOE | Yes No No Yes No

B (Modify

Incidents)

J74)L (Files) |Yes No No Yes Yes

<L =7 A | Yes No No Yes Yes

I (Malware

Events)

<L =T A | Yes No No Yes No

N DOZEE  (Modify

Malware Events)

7 AL A~ || Yes No No Yes Yes
(File Events)

7 AL A~ | Yes No No Yes No

. Firepower > X 7L 1—HEE




I Firepower > X 7L 1 —H &

(547 (Analysis) 12 =21— [

AZa—

EEE

BRHEEE

XAV TA4TF
Ak

XV TA4TF
)X ~ (RO)

XX ITFy T A
)L (Captured
Files)

Yes

No

Yes

Yes

YT TFxY 774
)L (Captured
Files) Otk
(Modify Captured
Files)

Yes

No

No

Yes

No

TrANE TV
7 MY (File
Trajectory)

Yes

No

No

Yes

Yes

T ANDHE T
m— K (File
Download)

Yes

Yes

Yes

EAFTIv T 77
A N

(Dynamic File
Analysis)

Yes

Yes

KRR bk (Hosts)

Yes

Yes

Yes

Xy bU—=T =y
7" (Network
Map)

Yes

Yes

Yes

A A & (Hosts)

Yes

Yes

Yes

RANOER
(Modify Hosts)

Yes

Yes

ZED Ik
(Indications of
Compromise)

Yes

Yes

Yes

REDIRMGEDIEE
(Modify

Indications of

Compromise)

Yes

Yes

HP—

Yes

Yes

Yes
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. [447 (Analysis) ] *# =21—

Firepower & X 74 1—H&EE |

AZa—

EEE

R EEE

tFX2YTA TS
YRk

TXaVTA4TF
)X ~ (RO)

Y= NOEH
(Modify Servers)

Yes

No

Yes

No

JWa5E
(Vulnerabilities)

Yes

No

Yes

Yes

BBl RO AL
(Modify
Vaulnerabilities)

Yes

Yes

AA MNEME (Host
Attributes)

Yes

Yes

Yes

RANEYEDZET
(Modify Host
Attributes)

Yes

Yes

TN =g v

Yes

Yes

Yes

TV = a v
DFEA

(Application
Details)

Yes

Yes

Yes

TV = a v
DFEM DI

(Modify
Application
Details)

Yes

Yes

A N @O B
(Host Attribute
Management)

Yes

A~ b
(Discovery
Events)

Yes

Yes

Yes

Rt A < b
# (Modify
Discovery Events)

Yes

Yes

Users

Yes

Yes

Yes

Yes
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(547 (Analysis) 12 =21— [

AZa—

EEE

R EEE

tFX2YTA TS
YRk

XV TA4TF
)X ~ (RO)

=TT 4
7 4 (User
Activity)

Yes

Yes

Yes

Yes

=TT
T A AN DK
B (Modify User
Activity Events)

Yes

Yes

No

Yes

No

Users

Yes

Yes

No

Yes

Yes

a—HFDOEHE
(Modify Users)

Yes

Yes

Yes

2ED Ik
(Indications of
Compromise)

Yes

No

No

Yes

Yes

R A DIMEDLEH
(Modify

Indications of

Compromise)

Yes

Yes

ffesstE

(Vulnerabilities)

Yes

Yes

Yes

= RN—F 1D
S5
(Third-party
Vulnerabilities)

Yes

Yes

Yes

Y—kRX=7 1D
Jfass i D2 H
(Modify
Third-party
Vulnerabilities)

Yes

Yes

s

(Correlation)

Yes

Yes

Yes

Yes

FHREA N> b
(Correlation
Events)

Yes

Yes

No

Yes

Yes
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Firepower > X 7L 1—H & |

AZa—

EEE

BRHEEE

XAV TA4TF
Ak

TXaVTA4TF
)X ~ (RO)

FAREA N h D2
 (Modify
Correlation Events)

Yes

Yes

Yes

No

FAUARYARA
~ b (White List
Events)

Yes

Yes

No

Yes

Yes

ATARYAR
ANCY

(Modify White List
Events)

Yes

Yes

No

Yes

No

RUA R U R NE
S (White List
Violations)

Yes

Yes

Yes

Yes

BEAT—HZ A
(Remediation
Status)

Yes

Yes

BEEAT—ZAD
25 (Modify
Remediation
Status)

Yes

Yes

HhARE L
(Custom)

Yes

Yes

Yes

TAZLT—7 T
2 — (Custom
Workflows)

Yes

Yes

Yes

HAZ LT —7 7

1 — D B
(Manage Custom

Workflows)

Yes

Yes

Yes

H AR T —T )L
(Custom Tables)

Yes

No

No

Yes

Yes

HAR T —T )
DEH (Manage
Custom Tables)

Yes

No

No

Yes

Yes

% (Search)

Yes

Yes

Yes

Yes
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(547 (Analysis) 12 =21— [

AZa—

EEE

BRHEEE

XAV TA4TF
Ak

XV TA4TF
)X ~ (RO)

R D P
(Manage Search)

Yes

No

No

No

TJvo<—9
(Bookmarks)

Yes

No

Yes

Yes

Ty w—0 D
B (Manage
Bookmarks)

Yes

Yes

Yes

TV —va v
#iat (Application
Statistics)

Yes

Yes

Yes

HUBRAT & OB
# (Geolocation
Statistics)

Yes

Yes

Yes

a—WHEE (User
Statistics)

Yes

Yes

Yes

URL 7 = U #iqt
(URL Category
Statistics)

Yes

No

No

Yes

Yes

URL V' E =27 —
= Uikl (URL
Reputation
Statistics)

Yes

Yes

Yes

La— R & A7)
DNSZ7 =Y (DNS
Queries by Record
Types)

Yes

No

No

Yes

Yes

SSL #t&t (SSL
Statistics)

Yes

Yes

Yes

TV r—vay
BUZAA S B
#t (Intrusion Event
Statistics by
Application)

Yes

Yes

Yes
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VTFUARA— X VT4 TS | EF2VTATT

AZa— BEE R EEE A
i ') R b ') Xk (RO)

Z—HRIUZF A A X | Yes No No Yes Yes

v bR
(Intrusion Event

Statistics by User)

X a2UTF ¢ A2 |Yes No No Yes Yes
TV ANT
U #EaE (Security
Intelligence
Category Statistics)

MR 7 7 A L A | Yes No No Yes Yes
kL — U
(File Storage
Statistics by
Disposition)

B A TR 7 7 AL | Yes No No Yes Yes

Z b L—UHE
(File Storage

Statistics by Type)

X AFI v 757 |Yes No No Yes Yes

A Vo HTiEEt
(Dynamic File

Analysis Statistics)

RYo—AZa—
WOEIZIZ, RV — A=a—DZNENDOAT > a v ~DT 7 A Epa—H a—)L
OWHERRL, 22—V 0 — ARV R) > — A= —DV T R—=I v g T 7B RAARETH LD
FIEFIRLET, ST —F X=X a2—% AT FrRa—% X274 7S5V X
o BX2U7 4 7FHIURALN GERYVEH) =i, AU v— A=a—0OHERIZH Y £
A, [RY T — (Policies) ] # == —I|LFirepower Management Center C D i F A[HE T,

BART O —BIO BARY —DEE] OHERICEY, Xy hU—2 TF I ARY —
OVERLEB T OVEE N RREIZ AR BRI ZHEELZ &N,

R4:R)o— A=Za—

A= a— TOEAERE | EEE BHEEE Intrusion Admin | 3k « 7 —4 % | Security
IHE Approver
THER&E|E | Yes Yes No No Yes Yes
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tys—2=a— [

AZa—

TOLRAEEE

I

R EEE

Intrusion Admin

Y RI—DE
mE

Security
Approver

TR A
ke —/L R
> — (Access

Control Policy)

Yes

Yes

No

Yes

Yes

7 7 & AHIER

Uy —DER
(Modify Access

Control Policy)

Yes

Yes

Yes

BRRFE L— LD
ZH (Modify
Administrator
Rules)

Yes

Yes

No

No

Yes

Jb— |k JL—)b
DZEHE (Modify
Root Rules)

Yes

Yes

Yes

BARY >—
(Intrusion
Policy)

No

Yes

Yes

Yes

BARY >—D
ZH (Modify
Intrusion

Policy)

No

Yes

No

Yes

No

N7 &
Ty AN KR
v — (Malware
& File Policy)

Yes

Yes

Yes

N7 &
77 AN RY
—DER

(Modify
Malware & File
Policy)

Yes

Yes

DNS RV 32—
(DNS Policy)

Yes

Yes

Yes

Yes
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Firepower & X 74 1—H&EE |
| P

A= a— TOEAERE | EEE BHEEE Intrusion Admin | v k7 —7%4 % | Security
HE Approver

DNS RU 3 — | Yes Yes No No Yes No
D (Modify
DNS Policy)

TAT T 4 | Yes Yes No No Yes No
T4 R T—

(Identity
Policy)

TAT T 4 | Yes Yes No No Yes No
TA4 WY =
DZEH (Modify
Identity Policy)

B L— Lo | Yes Yes No No Yes No
228 (Modify
Administrator
Rules)

Jb— | jL—)L | Yes Yes No No Yes No
D72 (Modify
Root Rules)

SSL ™V > — |Yes Yes No No Yes Yes
(SSL Policy)

SSLARYU > —o | Yes Yes No No Yes No
228 (Modify
SSL Policy)

P L— Lo | Yes Yes No No Yes No

ZH (Modify
Administrator
Rules)

JL— K L— | Yes Yes No No Yes No
D (Modify
Root Rules)

ARSI Yes Yes No No Yes Yes

AU —
(Prefilter

Policy)

[l Firepower R 7 L 1 —HERE
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Axys—2=a2— [

A=a— TORRERE | EEE BHEEE Intrusion Admin | =k v 7 —4 % | Security
HE Approver
L7 4% | Yes Yes No No Yes No
RY o —DERE
(odify Prefilter
Policy)
*y kJ—%2 |No Yes Yes No No Yes
T4 RHANY
(Network
Discovery)
[ A% 257 4 |No Yes Yes No No No
YH=7V vk
(Custom

Fingerprinting) |

AN 74 |No Yes Yes No No No
=TV ok
DZEFE (Modify
Custom
Fingerprinting)

[IAZ L R No Yes Yes No No No
=Y (Custom
Topology) |

B AEZ L FAR | No Yes No No No No
oYOER
(Modify

Custom
Topology)

[*> hU—2 |No Yes Yes No No No
RO E
(Modify
Network
Discovery) ]

77— 3 |No Yes Yes No No No

CTATIR
(Application

Detectors)

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
B oxe—x-a-

A= — FHRAEHEE | EEE BHTEmE Intrusion Admin | v k J—4%4 %& | Security
mE Approver

771 4 —3 3 | No Yes Yes No No No

YTATIH

DZEHE (Modify

Application

Detectors)

[—¥ P — K |No Yes Yes No No No

IN—=T A <
v’ 7 (User
3rd Party
Mappings) ]

a—# H— | |No Yes No No No No
IN=T A =
BT DER
(Modify User
3rd Party
Mappings)

[7 A% 24— |No Yes Yes No No No
EX T4
A=V >k
(Custom
Product
Mappings) |

J1 A& LELE | No Yes No No No No
S A AV
¥ (Modify
Custom Product
Mappings)

FHEH No Yes No No No No
(Correlation)

[RD o —&E8 |No Yes No No No No
(Policy
Management) |

AU —nEH | No Yes Yes No No No
DZEH (Modify
Policy
Management)
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Axys—2=a2— [

A= a— TOEAERE | EEE BHEEE Intrusion Admin | v k7 —7%4 % | Security
HE Approver
[L—/VEHL No Yes No No No No
(Rule

Management) |

JL— L DOREF D | No Yes Yes No No No
ZH (Modify
Rule
Management)

[&7A4 kU A |No Yes No No No No
~ (White
List) ]

BRI A4 FUJ A K |No Yes Yes No No No
D (Modify
White List)

[R5 7 4v2 |No Yes No No No No

a7y A
(Traffic

Profiles) ]

N774v2 |No Yes Yes No No No
A= 7))
2 (Modify
Traffic Profiles)

Tovay No Yes Yes No No Yes
(Actions)

7 I—k No Yes Yes No No Yes
(Alerts)

w7 < 7 | No Yes Yes No No No
77—Fh

(Impact Flag
Alerts)

waEE > = 7 | No Yes Yes No No No
77— hOLER

(Modify Impact
Flag Alerts)
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Firepower & X 74 1—H&EE |
| P

A=a— TOERERE | EEE BRHEEES Intrusion Admin | >k« k7 —4 %& | Security
HE Approver

[T 4 AH]31) | No Yes Yes No No No

NS

7—h
(Discovery

Event Alerts) ]

WA~ |No Yes Yes No No No

77— hOEH
(Modify

Discovery Event

Alerts)

E X —/)L No Yes No Yes No No

E A —/LDZH |No Yes No Yes No No
(Modify

Email)

75— h»ZH | No Yes Yes No No No
(Modify

Alerts)

Ax ¥ T No Yes Yes No No No
(Scanners)

[AF ¥ UfER | No Yes Yes No No No
(Scan

Results) ]

[AF vy UHER |No Yes Yes No No No

DEFE (Modify
Scan Results) ]

2 X%y F D7 | No Yes Yes No No No
(Modify
Scanners)

Tn—" No Yes No No No No
(Groups)

T n—7 D7 | No Yes Yes No No No
(Modify
Groups)

TV 2—)b No Yes No No No No
(Modules)
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[F/84 X (Devices) ] * = 21— .

A=a— TOERERE | EEE BRHEEES Intrusion Admin | >k« k7 —4 % | Security
HE Approver

EY 2 —LDZ | No Yes Yes No No No

T (Modify

Modules)

[f vV AH A No Yes No No No No
(Instances) ]

AV AH L AD | No Yes Yes No No No

2 (Modify

Instances)

[T/8514 X (Devices) ] * =1 —

[Devices (7734 ) | A=a—DFIZIL, [T/ A (Devices) | A=a—DFK AT art
FZOYVTHRIZT 7 8 AT D 7-dlctliliea—Y v — VRREXR IR R LET, MmbiEsEs, 44
T = N—=Ra—W BAFHEE, AT Aa—Y ¥FXa2 VT TV AN, EFa
V74 7FU AN (ERVEH) e—lid, A v— A=2—0HERIEH Y A, [T

A A (Devices) ] A= =—IZ Firepower Management Center "C O J{# F 7] §E T,

R 5:[T/814 X (Devices) ] *=a1—

FYRI—0E | XY T 4K
AZa— TOERAEEE | BEE HE RE
TINA REE No Yes Yes Yes
F R ZADZEE  (Modify Devices) No Yes Yes No
NAT Yes Yes Yes Yes
NAT U A k (NAT List) Yes Yes Yes Yes
NAT 7~ U > —DZH  (Modify NAT Policy) Yes Yes Yes No
VPN No Yes Yes Yes
VPN OZ . (Modify VPN) No Yes Yes No
FEBAE (Certificates) No Yes Yes Yes
REBEDZEHE (Modify Certificates) No Yes Yes No
QoS Yes Yes Yes No
QoS RV 2 —DZEH (Modify QoS Policy) Yes Yes Yes No
FlexConfig 78 ') >— (FlexConfig Policy) No Yes No No
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. [A72xH k v4—+ (Object Manager) ] A — 21—

Firepower & X 74 1—H&EE |

FYybI—=0E | XU T 4K
AZa— TOERAEEE | BEE HE RE
FlexConfig /R U 2 — D H  (Modify FlexConfig | No Yes No No
Policy)
TFINA REE No Yes Yes No
T3 ADZEH  (Modify Devices) No Yes Yes No

[0z b <+ —2+ (ObjectManager) ] * —1—

(A7 V=2 b v3r—T % (Object Manager) | A =a—DRIZIL, [A 7 V=V hvx—Tx
(ObjectManager) | A =a2—DEA T a L L ZDOYTHERICT 78 AT 57DICvE a2 —
W o — VERHEZ AR L ¥ 97, Discovery Admin, Security Approver, Maintenance User, External
Database User, Security Analyst, 35 J T Security Analyst (FE4 000 BHH) OF% v —/LIZiE, 4
Tzl h~%—Y% (ObjectManager) | A =2 —TDT 7V AFAINHY XA, [F7V=
7~ =F*— % (Object Manager) ] A = = —{Z Firepower Management Center "C ® Z{# ] Al

<7,

K6:[¥TPxH b IR—T ¥ (Object Manager) ] * — 21—
AZa— TOREBE EHE RAEEE v bD—O EBE
(AT xH b wx— |Yes Yes No Yes
2+ (Object
Manager) |
L=V =5 4 X No Yes Yes No

(Rule Editor) ]
[L—v =5 4 ZD7% |No Yes Yes No
B (Modify Rule
Editor) ]
[NAT U A + (NAT Yes Yes No Yes
List) ]
(A7 V=7 b <=x— |No Yes No No
Ty DR (Modify
Object Manager) |

Cisco AMP

[l Firepower R 7 L 1 —HERE
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| Firepower & 2 7 4 21—
71 2~nxz0Es ||

TINA ZANDETEDRHA

TNA AR E & BT A MHEFRIX, Administrator, Network Admin, 35 & OF Security Approver @
n—/LCHEHATEET, ZOMHERRIX. Firepower Management Center "C O i Ff A GE T3,

[ RXT L (System) ] A —a1—

WKL, [V AT L (System) | A=a2—DEA T a N7 78 ATHEDICHERa2—W
a—fHEE, 22—V AR F T a VNOYTHERIZT 7B ATELNE I EIRIC R L
FT, BT —H_X—R =% g— LT, [VAT L (System) | A= —~DT 7 & AFF
AREZONERA,

RT:[AT L (System) ] *—a1—

AZa— |7UER | EEE BHERE |[BABE (A TF |#*v bk tXal) (X2 (%2
FEE & & VARARA— |T—VE |TA4RRE |T4 7+ |T«4 77+
Vi BE E2) )Rk )Xk
(RO)

I No Yes No No No No No No No
(Gonfigeicn)
KA 14> |No Yes No No No No No No No
(Domains)

b5y No Yes No No No Yes Yes No No

Cisco CSI | Yes Yes No No No Yes Yes No No

TA5y |Yes Yes No No No Yes Yes No No
F 4T+
LV A
(Identity
Realms)

(Meragement

Center @
)

TA5y |Yes Yes No No No Yes No No No
TATA
LV A%
W

(Modify
Identity
Realms)

(Maragament
Center O
)
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Firepower & X 74 1—H&EE |
B x4 (system) 1x=2—

[

AZa— |7TOER |EBE BHEE BABE |(AVTF |V b X1 |€F%a) |EFaY
EEE = & VARA— |T—VE |TA4RRE |T«4 7+ |T«47F
v HE = )Rk )Rk
(RO)

)<]

TA5y |Yes Yes No No No Yes Yes No No
TATA
V=R
(Identity
Sources)

(Moragement

Center @
)

TA5y |Yes Yes No No No Yes No No No
F 4T
V=A%
W
(Modify
Identity
Sources)

(Meragement

Center O
)

eStreamer |No Yes No No No No No No No

A~ A KA |No Yes No No No No No No No
71774
T b

(Host
Input
Client)

(Maragement
Center @
7)

Z<—k |Yes Yes No No No Yes Yes No No
A
77 Y
774k

(Smart
Software
Satellite)

(Maragement
Center O
7)
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L2574 (System) 14 =2— [

TOtR
I

I

RAEHE

ATF
AR 11—

vk
0—U%E
HH

txal)
T 1 RKER

txal)
T4 T
JRX k

¥al
T4 TF
)Rk
(RO)

A<w— |k
Y7 b
77 W
774k
IR
(Modify
Smart
Software

Satellite)

(Meragement
Center @
'y

Yes

Yes

No

No

No

Yes

No

No

No

A—HE
¥ (User
Mamgaman)

Yes

Users

Yes

=SR]
Bl

Yes

A ERFRAE
(External
ferfition)
(Meragement

Center @

)

Yes

Yes

EER

No

Yes

JL—)LH
# (Rule
Updates)

(Menagement

Center @
)

No

Yes

Yes
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B x4 (system) 1x=2—

Firepower & X 74 1—H&EE |

TIOER
BEE

EEE

£t

ATF
AR 1—

vk
T—9%
HE

X2
T 1 RKER

X2
T4 TF
)X bk

a1
T4 7T
)Xk
(RO)

JL— L
oA
Nl N
7" (Rule
Update
Import
Log)

(Moragement
Center 0D
)

No

Yes

No

No

No

No

No

No

No

24ty
A

No

Yes

A~— |
e A
A (Smart
Licences)

No

Yes

A<— kK
P
ADIEH
(Modify
Smart
Licenses)

No

Yes

No

No

No

No

No

No

No

TTV
7 74k
A
(Classic
Licenses)

Yes

EEMS
(Health)
(Meragement

Center @

'y

No

Yes

Yes

Yes

Yes
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L2574 (System) 14 =2— [

TOtR
I

I

RAEHE

ATF
AR 11—

vk
T—9%
HE

txal)
T 1 RKER

txal)
T4 T
JRX k

¥al
T4 TF
)Rk
(RO)

IERFPER
U—
(Health
Policy)
(Maragement
Center D
7)

No

Yes

No

No

Yes

No

No

Yes

No

IEHFMER
Vo—%
B

(Modify
Health
Policy)

(Maragement
Center O
7r)

No

Yes

No

No

Yes

No

No

Yes

No

EFMER
Vi—%
i H]
(Apply
Health
Policy)
(Meragement
Center O
)

No

Yes

Yes

Yes

~ILVA A

Nk
(Health

Events)

(Meragement

Center O
)

No

Yes

Yes

Yes

Yes
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(System) ] A= a1—

Firepower & X 74 1—H&EE |

TOtR
I

I

et

ATF
AR 1—

vk
T—9%
HE

txal)
T 1 RKER

txal)
T4 TF
JRX k

&l
T4 TF
)Xk
(RO)

~IVA A
RN &
B

(Modify
Health
Events)

(Maragement
Center D
7r)

No

Yes

No

No

Yes

No

No

Yes

No

ET=AR1)
>y
(Morikring)

No

Yes

Yes

Yes

Yes

Yes

BEA
(Audit)

Yes

Yes

o=
Al
(Modify
Audit
Log)

No

Yes

No

No

Yes

No

No

No

No

Syslog

Yes

Yes

weatiE
(Statistics)

Yes

Yes

V=

Yes

Yes

Ny

VA

biii)
(Backup

Managemen))

Yes

Yes

Ny 7
VA
-V
(Restore
Backup)

No

Yes

Yes
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mestvol x=1— [

TIOER
BEE

EEE

RAEHE

ATF
AR 11—

vk
T—9%
HE

X2
T 1 RKER

X2
T4 T
)X bk

=l
T4 7T
)Xk
(RO)

R
a—1
N/

(Schedbiing)

No

Yes

No

No

Yes

No

No

No

No

< DAt D
Z—H¥F D
A
Y a—)b
F I H A
7 % HIlkR
(Delete
Other

Users’
Scheduled

Tasks)

No

Yes

No

No

No

No

No

No

No

A 2 R—
NESES
A— b

iyt

No

Yes

No

No

No

No

No

No

No

T A AT
<Y T
& DIEE
(Discovery
Data

Purge)
(Moragement
Center @
)

Yes

Yes

whois

(Meragement

Center @
)

No

Yes

Yes

Yes

Yes

[RESTVDI] A =21 —

[REST VDI] A == — 7 —7/LiZlE, RESTVDI A =2 —DZFNZENDOF T a3 L IZT V& A
THDICME 2 —F a— VORHEE ZDOF OV T R—3 vy a VEIEFICFIELES, =—
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Firepower & X 74 1—H&EE |

B 7 tHep) 1422

%< 8:RESTVDI A = 21—

B L O =V TS =™V = M &2EHAT 5121, REST VDI #ERS LI T, TS
Iwyi/ﬁ@ﬁﬁQOWT I, ROBEEZSRLTLLIEEN,

e XA —3IF N Y=t R (TS) === bDTAT T AT 4 V—A

s Cisco Terminal Services Agent (TS Agent) 7 A R

A= a— T RRAEEE EHE Ty D=0 EBE |Xa)T4ERKREE
REST VDI Yes Yes Yes Yes
REST VDI O Yes Yes Yes No

[NJUT (Help) 1 A=a2—

[~V (Help) | A=a—¢ZOMERIZIT, TXTO2—HF a—ARnT7ATEET, [~
AT (Help) | A=m— A7 a v wHIRT 52 LITTE £HA,

A—H O—)LDOEE

AX— b+ 54 € [ REDSA VR |HR—FrENnBT
VR N R

YR—bShd K| 7o€R
Ay

& (Any) & (Any) & (Any) & (Any) Admin

Firepower ¥ A7 LD —H L, 2—F 772 n—b (1 >£23EK) ICBEMT Hh
TWET, TS T 2—F r— I, VAT LDA=2—REDFT T ar~DT 7
TRAERET DHEBRNEIV N TONET, 22 ETFTIVANML, Ry U= DEFa2 )
T A EBDNT DDA N b T —=F~DT 7 APRMETT I, Firepower ¥ A7 L HIED
BEIHHEE~OT 7B APMEIZ D Z L13dH Y £ A, 7 F U A MIIL Security Analyst D7 7
T AMgZ AT G- L, Firepower ¥ A7 AZEHT 5 1 ALL EO=—H(Z%F L T Administrator 2 —
NaETRLTEBL ZENTEET,

Firepower > A7 AlTiE, SEIEREHEFEL LT F U X FHIZEREES 72 10 [HOFRTE
D AR SR TNE T, TR OEMERDS—F 5T, FHRESH
2T 7B AMROE Y FRAEERLTVWET,

K OFEMART 7 E AMREHEHA LT, WAL LD2—Y n—LE{ERTH L b TEET,

7o, DT =L BA R N Ea—T TCRRTELT—XEFHIBETH7=DII2, TDn—
JCHIIRM & OMBEEHAT 22 6L TEET, HIRMET 782 Z2FEHLTHIAZ Lo —)L

ZVERT DI, [MEBRIZH-S< A == — (MenuBased Permissions) ]V A kB Hil[R$ 27—
TNEFR L, RIZ[HIRAT & #FE (RestrictiveSearch) | Ky 7 X2 7 U A RvB 7T A _—

MRIFRRR AR L 97,

[l Firepower R 7 L 1 —HERE
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| Firepower & 2 7 4 21—

1010774 I8&UET T4 I0%E [

FAIEROL—Y B — /LTHIBRTE AN, REILRoT DAY Ao —//WTHIRTE ET,
AL K —)LEEEICHIRT 5 Z e T 5 I1ciE, BIBRT R0 ICET 7T 1 71k
LEd, Booa—Vo—n, 377y b 74 —LFER) —CTTF 74/ b a2—HFa—
NELTRESN TS —/LFHIBRTERWAICER L T ZI N,

FIE

AT9 1 [VRTL (System) |>[21—H (Users) |Z&INL ET,
ATFw T2 [2—%r—/b (UserRoles) | #7 %7V w7 LET,
ATw T3 a—F o— LA EHLET,

T I TF 4T BRHIER N2 u—nNE T F s T ERIRIET 7T o T LE

T FEANZOWTCIL, 22—V u— DT 7T 4 TRBIVIIET 7T 4 7ORE (33 X—
D) BBRLTLLIEE N,

AERR WA L 2= o— LV EERLET, FEMIIOWVTIE, RESB LT ZEN,

B AL N a—Y a—)LOERE (34 _X—)

s — I LWAAX L =Y B — L EERT 72010, FEO2—F o— L Eat—

LET, HEMIZHOWTE, 2—F o—noabt’— (B5—) 2B LTI,

R WAX A a—VF u— L ERELET, IOV TIER, IAX L 2—F a—D

RE (6 X—) BB L TLIEEN,

HIBR : BIBRT 20 A2 A a—LORIChAEBRT A2y (0) 22097 LFF, o
M — AR REFFTINTWAEES, RETEMRASVICBLTBY, XEEEFTS
FERRA B Y £ A,

o GE)  HIBRESHNZu—, FFEOZ—WIZED B TOENTWEE—De— /L ThH D

B ZO2—FIr VA LT [2—H¥g&E (User Preferences) | A == —{Z7 7
T A T& £ 92, Firepower ¥ AT AMIIET 7B A TE LD £7,

A—45 00— ILDT7IT4TEBELVETI T4 TDETE

AX— b+ 54 € [ HEDSA VR |YR—rENET | HR—rZhB K| 791X
VR N R A

& (Any) & (Any) & (Any) & (Any) Admin

FHICEL—T 0 —VIHIRTEEFEAN, T I/ T 4TI THZENTEET, n—L %3
TIT 47T HE, FOa—AREYYTELNTWNETRTOZ—FME, Tor—/1LLE
BT 57 78 AFFADRHIRSNVET,

“NVF KA AL VRBATIE, BAED RAL VTER SN AZ L 22— o—LVREREINE
T, ZIUIRETEET, HHRAAS VTEREINTZIAZ L 22— o— L FREINET

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |

B »x5221-—vo-ro#m

B, THIERECTEXETA, TMNORAALLOHAR L 22— a— LA ERBIOWRET S
X, ZORAAL Y Bz 9,

&
ATy T2
ATvT3

AT T1
ATvT72
ATvT3
ATvT4

ATy TH
ATvT6

T 7T 4 TICENTZa— R, FFEDZ—TFIZE Y Y TCH N TWERE—~De— L ThH D5

G, FO—HFxnr 7 A > LT [User Preferences] A == —I|Z7 7B ATX £ 9, Firepower
System |Z(X7 7 £ A TX EH A,
Flg

[ RT L (System) |>[—H (Users) |&3IN L ET,

[=—H#a—/ (UserRoles) | #7427V v/ LET,
TIT4TEREBHT 7T 47T 52— a—nVORICHDIATA X2 ) v LET,
ay bR ARNREFERIN TS, REITEHRAALS VB LTREY, REXERETS
FEBRR B 0 FH A,

Lights-OutManagement # e 2 —/L3E D U THN TN DH2—F R s A o LTndH L X
Zou—NEIIETIT 4TI L TCHOEET 7T 4 72T 586, $hida—You s 1
TyvarHiInNy I T v I nba—YELFa— a— L E2ETT 5548, To—WiX
Web A ¥ —7 = A RZHET 7 A LT, IPMItool 2~ > R~DT 7 & A% FERGT 5 %
ERH Y ET,

WAL A—5F O—)LOER

AY¥—hr T4t (HEDSAEVR|HR—FEBT|HR—FSEK|7OERX
VR N R AT
L& (Any) L& (Any) L& (Any) & (Any) Admin

FIE

[ RT L (System) |>[21—H (Users) |Z&INL £,

[=—H#r—/ (UserRoles) | #7427 Vv 7 LET,

[—H% v —/LDOER (Create UserRole) 1 %7 U v 7 LET,

(4l (Name) | 74—/ R, FriLna—¥F o —Lo4Fix AT LET,
X, RLFEENLFRRBISHET,

A7 a T, [#8H (Description) ] ZiBMML 9,

L — DA =2 —_R=2ADT 7 v AFA[ 2RI E7,

2—% va— 4T

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—

ATy 717

ATvT8

ATvT9

A—4¥0—iLoaE— .

TR AFAEENT DL TOTUZH LT 7 B AFA b T XTERS N, EEELRST
7B AHATIEENOEMER ENES, o7 78 2AF 227 V7458, ToT 7®
AFALI_XTIZITEaNEY, 77 BAFHEZER LTS, TMLOT 7 ¥ AFFA 2 &R L2
WEE. T BRAFANAZY v 7 DT FAFTRIRSINET,

HAZ L B—=NLDR—R L L THATAIFRIEREL—Y n— 2ot —35 L, TOEFE
FEO— )LICEHEMIT N TWAT 7B AR DN EIDRIRES N E T,

VBTN U T, M7 —Z ~—R 7 7 A (External Database Access) | = v 7 Hh v 7 A%
FUERLIFATIZLTC, FHn—NOT—FRX—=2 T 7 v AEREZRELET,

TAH =2 a AMERT DAL b a—F n— L ORE (38—) OHBIHES T, &
BTt U T Firepower Management Center C, iz —¥ o—nLoOxz2AhL—v a3 77X
PP 2R E LET,

[fR7F (Save) |27 U w7 LET,

1—+H¥oO0—)LhaE—

AT T1
ATvT2
ATvT3
ATv74

ATy T5

ATvT6

AYX—hk T4t | HEDFAEUR|HR—FENET | HHR—bENBK | 7HOEX
VR N R ALY (Access)

fE& (Any) f£& (Any) fE& (Any) fE& (Any) Admin

FHLWHIAZ Lo —LOR—AL LTHERAT I FOoe— 1 2ae—TxEd, ZHicky,
2= m—b =7 ¢ ZTRAEFO B — LOMRPFFNBRENDDOT, HHE—LEET L
LCHloa —LEERTE £7,

HREZ SN 2= 0 — LM R AL UK ESNA D AZ L a—F n—L7p ¥ B
Foum—Lrat —TxET,

FIE

[V AT L (System) |>[2—H (Users) |%&i#IR L FJ,
[=—H#Ba—/ (UserRoles) | #7427V v/ LET,

ST Ha—F n—LOMchsat—T4ay (L) 2209 s LETS,
HLWARTE AN LET,

VAT NF, EDOE—F v — VDAL (copy) BT 4 v 7 AEMBEDEIH LV 2—H
0= DT 7 4V " EERR L ET,

[#iBA (Description) | R v 7 ZIZH LWt EZ A L £,
FEE L2V EEZBIRLZGE, VAT AFEO2—Y v — LOFBAZREFL E7,

7 a T, =Y a— bR EINIEA D 2 — X—ZADOWHERZLET L £,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
B rxs01—vo-Lokms

TR AFA AT DL TOTUZH LT 7 B AFA b T XTERS N, EEELROT
7B AHA TR OEMER ENES, o7 78 2AF 227 V7458, ToT 7k
AFALI_XTIZITEaNES, 77 BAFANEZERL TH MLOT 7 B AFFA 2 &R L7220
Be. TOT 7B AFFAEA LY v /BT X P TERIRSNET,

ATFY Tl A7 a T, T —H_X—A 727 A (External Database Access) | F = v 7R v 7 A%
FrERLFATICTHET, LV — VDT —H =R T I AERERE L ET,

RTYT8 A7y arT, ZAAL—va Nl TEHAZ L a—F a—LORE (38—) O
BIZiE- T, Hilnwa—HF g— Lo A L— 3 VHERZRELET,

ATYT9 [{RTFE (Save) 122V v LET,

HRA L 1—5 O—)LDIRE

AX— kT4t |HEDSAEUR | Y R—bENET | HHR—bENBE | 7OEX
VR IN R AT

L& (Any) & (Any) & (Any) L& (Any) Admin

FAERL—Y n—/UIRETE EH A,

YT RAAL VREBTIE, BUED FAA U TR SN AL b 2—F o — L RERRINE
T ZAUIRETEZET, B RAAS U TIERSNTEIAZ L a—F a— b FRrInET
N, ZHIRETEEHA, PO RAAS DI AF KA a2—F a—LERRBLORET S
WX, ZORAAL IO BEX ET,

FIE

ATy T [VRATL (System) |>[1—H (Users) |2 L £7,
ATFv T2 [2—#r—/L (UserRoles) 1 Z7 %27V w7 LE7,

ATYT3 BEFTHIHAZ L a—F o—VORICHIRET A2 @) 27V v 7 LET, KbYIC
FRT A3y (%) BDEREINDGE. REITTEHA R AL B LTEY, REEZLEE T HH
BAHY £ AL

ATv T4 [4H7 (Name) ] 7 4 —/L N & [#8 (Description) ] 7 4 —/V REAEF L F9, =2—H% n—/L
2T, RXFE/NTFRXB S ET,

AFYTE 2P O LD A =0 —_R—ADT V¥ AL 2RI L E1,

TR AHAEERTHE, TOTMICH DT 7 B AHFA LT R COERSN., BREEZFFST
I AR TIIEVIOEIMER SNET, MuoT 78222 V7456, o7 7+
AHFRAHTRCIZ IV TEINET, 77 BAFAEZRRNLTH FLOT 72 AFFA 2RI L0
e, TOT 7B AFIZIA X ) v 7 IKOT XA P CTEREINET,

ATYT6 LEINU T, M7 —#_—A 727+ A (External Database Access) | F = v/ Ry 7 A%
FUERIFATICTHZLICED, =L DT —FR—A T 7 v AR ERE L ET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—

ATy 717

ATvT8

A A—LOIRAL—P IV .

VIS LT, TAD L=y a NNEHTDHIIAZ L a—F a—LORE 38X—) DO
BAIZHE > C Firepower Management Center C, Z—Y% B —/L{IZZ XA L— 3 > 7 7 & AFFA]
ERELET,

[R17 (Save) 1227 Vv 27 LET,

A—4H O—)LOITRAL—3 Y

AL B =Y a— LT 7B AFA a5 L, RATV—=RERETDHI LT, N—RA a—
IVORRFEIINZ, BlDZ =7y b 2—F o— L OREL —IIICRGcE £, Zhickv,
HHA—YNRETHD L XIZZO—FER O —PIIRGICEEHZ D Z L0, k2 —
PRFHE DM LRI 2 BB BT 5 Z e TE T,

72 zE, 2=V OR—=2A 0 — VG ENTWHBEHHENEFICBEOLNTWBES, TO2—
WXEBT 7 2 g v EFEITT D722 Administrator 2 — /LI AT L— g o LET, 2—PN0
FHDONRAT — REERT 50, FRIMEESNZHOZ—F DO RAT— REFHATD 2 &0
TEXHEIIC, ZOBEEAHRETEET, 2BHOF T v a Tk, Y TL5TXTCO—H
DEDHD 1 DD AL L — g9y NAT— RERFITERTEET,

TARL—vary A=y b=l THIENTEDLI2—Y 0—LI—EIZ1 27T TH
HIEICHEELTLEEY, WAZ L a2— o— VELFFRESZS2—Y vn— &2 flifT
F, HFxAI L —ravidn s Ay g SRR SN, BE o SRS ET,

IRAL—arR2—45y b O—)LDEKTE

AT T1
ATvT2
ATv73
ATv74
ATvTH

AYX— kT4t |HEDSAEUR | Y R—bENET | HHR—bENBL|7HEX
VR N R AT (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin

FHOZ—Y o—)L (FHFEBEIIH AL L) 2V AT AR TOT AL L — g X —
Fybho—bt UTHIETAIICEIVYTHZENTEET, ZhiE, thoe—Lhbox
AB—variltun—TT (ZAHL—a URAREREGE) .

FIE

[ R T L (System) |>[1—H (Users) |Z&INL £,

[=—% m—/L (UserRoles) |27 U7 LET,

[7 7 BAFFR AT L— 3 VOFGE (Configure Permission Escalation) (%7 U v 7 LET,
Ry 7By JARpba—% m—Lz@RLET,

[OK] %7V v/ LTERERFELET,
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Firepower & X 74 1—H&EE |
B zxrL—vavic@myanRsL1—Y o—LOBE

G ==2RHL—arF—Fy b o—LOEEFARCIKMmEINET, =2HhL— g
VEaNTEtEyvaroa—Hi, LW AL —va L X—Fy FOT 7B AFF

AR EENET,

IRAL—LavVICERT AN REL A—F O—ILDERTE

AX— kT4t |HEDSFA VR | Y R—bENET | HHR—bENBR|7HEX
VR IN R AT

L& (Any) L& (Any) L& (Any) L& (Any) Admin

HAR L B—=VDITAHL— g NRAV— RERET D L&, BHO=—X%2ZE L
TLEEW, ZHOTAS v—y gy a—FE2REHIERTLHI120T, Bloa—FERRL, £
DL—PFDRAT—REZAHL—2 gy RAU—REL AT ZENTEES, 20
2—YPDORAT = REEFETIN, FRITFO2—VEZIET I T 47T, FONRAT—
%%z%&?%?mfmizﬁVHVE/JH## B T E Y, oz licky, Blo—

BHTX HINFRREL— P 2RI L2 BIC, =2—F e— L XA L—vaa L%

%Lﬁﬁfﬁiﬁo

Fig
AT TN BAX L 2—F v—LOER 34 3—) OFICHE-> T, WAX L 2—F B—)LOHE
ZFPAtE L ET,

AT9 T2 [VAT LHEMR (System Permissions) ] C, [ZD B —/LEZT AN L —3 3295 : (Setthisrole
toescalateto:) | F = v/ Ry 7 A& AN LET,

BAEDODTZ A L—ar X—Fy s a—id, Fzv IRy 7 AORICERENET,

ATFYT3 ZoOu— AR AHL—varTLHEEIMERATLHAT— REBRLET, KO2DDXHL
ERH E7,

e ZOR—AREYYBTHATNDIZ—FRT AN L— a3 VIFIZEEDO/SAT — K&
TEDE21IT510F, [FoYToHRLTWH2—F DAY — R CTRIE (Authenticate with
the assigned user’s password) | iR L £,

e ZOR—ANED B THENATWD2—YR, JIO2—FDO AT — FEEHT L X517

X, fBESh =2 —HF /32T — R CTHRGE (Authenticate with the specified user’s
password) | ZIERL, O —HFHE AT LET,

B BOa2—HFDORRAT— NTRIET D & XL, EBEO—Y4 GET 77477
=P ELIIFEL RN —FE2ET) ZANTEET, 2ADL—v a3 N
A= RMMER SN2V EIET I T 47T DHE, ZONRAT— RN HEL
THa—ARNED L TCOENTNDIL—FDZ AT L — g URRARRIZ/AR D £
T, ZOMEZHEHAL T, BESU T AN L—y 3 VsEEZ -2 BICHIBRT
xFET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—
a—vo—rozzaL—vaz |

ATy T4 [R1F (Save) 1227V v 7 LET,
INT, Zoar—ARNE Yo TWnWAa—P i —Fy ha—Voa—)LIo AL — 3
TEET,

A—H O0—J)LOIRAL—T 3>

AYX—b+ 4t |REDFAELIR | YR—rENET | YR—FENBF |7 EX

VR IN R AT
L& (Any) L& (Any) Management L& (Any) L& (Any)
Center

TAHL— a3 VRBOT VB AHFANEGEENTNDEI D AS L 2a—F o— L NEY B THR
TWAZ—WE, WOTHELX—Fy N a—ILOT 7 EBRALAICZAH L — a3 TxFE4, =
AH VL — g AT —PEEICHEEL RN LICEBRLTESN,

1R BHHIIZ

cEHEMN, TAAL—var A=y ha—LORE 37X—Y) FHIETZALL—
a T AI AR L A—F u— )LOBRTE B8X—) M- T, = AL —3
VHA—=Fy b= LVEREIIAF L =T a— AT AN L — g VHICEREEFESTH
DT EEMHERLTILEIN,

FIE

AT TN 2a—VFLOFICHDH Ry T LT VA INNS, [T78AFAIOTAH L— 3 (Escalate
Permissions) | Z#R L £7,

RATv T2 WIS AT—REANLET,

ATV T3 [ZAHL—vay (Bscalate) 1527 Vw7 LET, 4T, BUTR—LITMA, =AH L —
var =Sy ha—AOFTXTOT 7 AFANTESRE L,

GE) =RxAHL—TarEFulAreyiaroE b TRESNET, N—2
0 —/LORREZ TFICRTICE, a7 R LThbHLWWEy v a U EBRBTALE
NV £9,

>
.
A=Y T7hort
Firepower Management Center 7 /N A £ 721X Firepower 7000 35 Z T 8000 + J — X 7 /34 X |

DEBET I b, BEROF T a DA AR LO2—F T H o MEERTHIE, 2—3
XINOLDTNRA R T A U THZENTEET, WEEEL—FIZOoNTIE, 7H T2k

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
B >2v7r9r0em

ZFETERT A2 HLERH Y 7, INTRAEL—FITOWTIL, T AT MR HBIRIC/ER S
ET,
Firepower Threat Defense D354, {HEID CLI 22— 2{Ek TE 9, T bHo=2—%|L, SSH
EFHUTCT A AT 7EALT, BND NI TNy a=T 4TV AT AOE=H Y T
EITHZEMTEET, L, IO —WE CLI TERT 24 E 13 H Y | Firepower
Management Center TIERLT 2 Z LIXTE EH A,
HErEYD

Firepower ' A7 ADL—H T H 7k

Firepower ¥ AT LD L—H f L X —T = A A

A—YHYTFHOULDOEE

ARXR—b 54t | HEXDS1 Y |[YR—brhd [YR—Fr2Zhd | 7YX (Access)
R R TIN R KA

& (Any) & (Any) & (Any) & (Any) Admin

Fg

ATy T [YRTL (System) |>[21—H (Users) |2 L E7,

AT a—WFT7ho s NEEHLET,
T I T A TAET 7T 4T =T ORI H DA TA X Vw75 E, T VT4
T ENT 2=V DERIIET 7T 4 &N, T2 T 4 T ipa—F T h o hOEEIT
HIppE ot sng 4, 7277 4 THWET 7T 4 T TEX 2 DIINE TRt S 7=
:L%—H:@ﬁ.’c‘\—a«o
AR LW —F T H T FEERLET (22— T h 7 FOfERK (41 2—) &
S
s MMGFO2—F T H YU ERELET (22— T7h T FOMRE 42—) %
S
« BB 22—V EHIRT A, HIRT A2 (8) 227V v 27 LET, admin 70 7
NUSND2—F T 7 MEIVAT ANLWOTHHIBETE £9, admin 7 H 7 > MEHl
FRCExEHA,

BMELEYY
Lights-Out ZHL D —4 7 7 & A% E
ERBHLOL—HF o—L (2 2—)
HAZ N 2—F m—L (4 2—)

[l Firepower R 7 L 1 —HERE
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| Firepower & 2 7 4 21—

a—47n9o roks |

A—HFT7hor bDOER

ATy
ATvT2
ATv73
ATvT4

ATy TH

ATvT6

ATvT1

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

AR N R A
L& (Any) L& (Any) Management =& (Any) Admin
Center

7000 & 8000
J—=

HLW2—F T b2ty N T v 7 T25LEC, TOT IV N CT IV RATEDLV AT
LDy EEHTCEXEST, 22— TH Y FOERRRFIZ, 22— 7 HT L FORZAT—RD
FRWWIBR & sRE 2 % E CX £9°, 7000 £721%8000> U — X F /A ZADa—H)NT v kD
Ba, 2= ET2avr R IA4 Y T 7 EBAD LNV RETE ET,

< IVF KA A CRIEBCIX, Admin 77 B AMERRNH D KA A o T—H T w2 b EERK
TEET, 2. O RAAL U TT T FEER L, ZNE 0 BIEWT 7 v AMED I %
2—PIZENYTCHRZ L TEET, 2ExE, H—a—VE2200 K ALV OEHFICTL,
D RAAL v ~DT 7B AIHERTDHZENTEET, ZOFA TDO2—F T Hv L ML,
TR AMENED B THENTWAY T RAL UV EZ D2 LIk > TCOREERSTLHZ LN
TEET.

FIE

[ AT L (System) |>[21—H (Users) |Z#iBIR L ET,

[=—HFDIERK (Create User) 1227 Vv 27 LET,

[=—¥%4 (User Name) ]IC AT LET,

RIA AT avEERLET (= T A rl A AT ar 443-0) &
ZH)

[/SA T — R (Password) ] & [/SAU— RO (Confirm Password) ] IZfEA AT L £,
AT DEIE, URNCRE LTS AT — R A7 2 a ANZESN TV DRERS Y 77,
7000 F£721£ 8000 >V — R FNA A T2—H Th U NAFKT 25A, 2~ K740
TIEA LYY (46 =) OFHICHES T, BWEIRLAVD [a~vr RIA v A F—
7 A A T 7 & A (Command-Line Interface Access) ] Z &V 24 CTF 9,
ROEHZLT, 2—HF m—rE2EH Y TET,

e 2—PIZED Y TCEH2—Y a0 —LOMDT = v IRy I At 3471 LET,

c YNTF RALVETIL, FHRNAALVERORAL 2= T T NEBEINT 55
By 2= r—lDF v 7 Ry 7 ADRDVICEFRIND [FAAL DB (Add
Domains) | RZ > %27 Uy 7 LET, HEO KA TOZ—F o —LOED ET (43
R—=) OFMEIHE> TR ET,
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B =2+s7r9ro8s

Firepower & X 74 1—H&EE |

G¥) a—HVo—nlkoT, 2a—VDOT7T 7B RMENIELET, MoV TIE, =2—5
o—)LOEH 32—) ZRLTLEIN,
ATv T8 [Savel 227V v/ LET,
A—YHY TFThor COmRE
AX— bk 54 € [ REDSA VR |YR—brENdT | HR—rZhd K| 791X
R N R A
& (Any) & (Any) & (Any) & (Any) Admin
VAT LA T AT M EBINLIEL, T2 RAMR, TV N ATy RNRT—
REWOSOTHEETEES, RAT—FEEA T g 03, AT 4L 7 B =R LT

BAES N D 2 —PITEHA SN RN LITERE L T ZEN, 2 b OFREITINE I — S TF
HLET, 2EL, SMBRERESND T AT FEaBD, TXTODT AT bOT 72 AMEEH
ETDOMENRDY £,

GE)

ATy T
ATy T2
ATvT3
ATy T4

HERFRFEL—Y DA LDAP V' )v—7 A2 3—3 w7 RADIUS U Ak A /N—3
FTIFRMHEMHEIC L > T 78R B —An3ED B THAL TV D2 —H D Firepower & A7 A —
PEEAS—U T, /N7 7B AMEEZHIRT 52 ENTEEE A, 72720, BINOHEREZED
YCTHZLIITEET, IMRRGE2—T DT 7 v AEEZEETH L, [2—VEH (User
Management) ] X— @ [FBiE 0 (Authentication Method) | 7 7 A2, AN - 2 — WV TE
H A (External - Locally Modified) ] & W9 A7 —H ANREKRINET,

:L‘—"j_@uu DEE%%J‘KEAIJHEE%)%WEBWLJH TEWH L7255 i :L#"j-@%ﬁ LVWRA T — R &g E?—

DMEND Y T,

FIE

[V RT L (System) |>[21—H (Users) |Z&R L £,
EETH2—VORICHLmRET A2 &) 270y 7 LET,
=Y TR FOER 41 X—) OFBICE> TREXEELE T,
[R17 (Save) 1227 Vv 7 LET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—

w0 ki vcoi—yo—Logvst [

BHORAAVTOA—HH O—)LOEY YT

AT T1
ATvT2
ATvT3
ATvT4

AT—k 54t |HEDSAEUR |[HHR— FENET | HR—FERBR|FHER
VR N R ALY

f£& (Any) f£& (Any) f£& (Any) f£& (Any) Admin

ST RAAL VREBTIE, BHOFRO R AL A=Y m— A 2D HTHZ LR TEE
T, T AT T r—rL AL o Ta—PIEAER Y EHMEREZEN D Y TRE S, FFR R A
A NEHEMHREZFIV L THZLHTEET,

FIE

A=Y THU T 4 X T, [KAAL L DEM (AddDomain) ]%27 VU v LET,
[FAA > (Domain) | Ky X URARNNPL RAL VEBRRLET,
2—YEEN Y TH—F a— a2 F N LET,

[*1F (Save) 127V v 7 LET,

NEREREED o SV ERERREN D L —H D E L

AX— 4 |[REDSA Y | R—bEnd |HR—+rENB | 7YX (Access)
R R TINA R KA

{£E (Any) L& (Any) L& (Any) L& (Any) Admin

G¥)

ATy T

WESRRRED DAMGRREIC 2 — Y 2 AT 5 L&, 22— T hH U MIFREINTNWDHT 7R
PRI MR FFSALE T %f@?ytxﬁTi BET 5AA TV 27 b INA—TFE T
Ty N7 A —AHRERY —THREINTZT 7 4V hO2—H o — W ZEEEAT 573 T
@7&?2ﬁ7ibﬁ%éhi¢o

1R BHHEIIZ
o [f] CLax—H 2o —3 L a— RORAEREIEY — IFET DM ERH Y 77,

FIE

LD@(Q&%@%?%%Qitiﬁﬁbﬁh%Q)%5%iRMmBm£%ﬁﬂ LET,
uiﬁﬂ LOU\T{i LDAP 3% Ao (52 /\"—T‘/) F 7~ IZRADIUS 38 B (79 /\“—‘i/) %%Hﬁ LT < 7z

éb\o
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Firepower & X 74 1—H&EE |
B =+ 7ryorovqor70ay

ATy T2 Y —NRIEENTNWDEZFDO2—FDORAT— R L Te /A 15 k5 a—FiE
~LET,

A—Y F7hoocQg4 AT 3y

RDOEIZ, Firepower ¥ AT b 2—FDNAT—RBINT I b7 78 AOFEIHEHT
AT a O OVTHAL £,

N

GE) « RAY— REHA T 9 T, %%?4V7b)#%ﬂ’ﬂbfﬁﬂéhél~ﬁ’
HENEFA, TNOLDOREIIINTRIET — NCTEHLET, BPMHT muﬁﬁf%ﬁfﬁ‘?‘é
(Use External Authentication Method) | Z A ZNZT DL, T 4 AT LA MMBANRAT — RE
BAT > a UARHIBRSVET,

T TIFAT L ATEXR 2 YT 4 RBET LT T AT A E7213 Lights-OutManagement (LOM)
EAEMNCT DL, B 20— REIRAEHSNWET, X2V 7 RE2T T4
YADFERNZONTIE, BF 2 VT 4 RERERO 22 L TS,

K914 TFThovbtRIA FTay

73y EHEA

[FMRERE S &35  (Use External Authentication 2O —FOEIERE N CTRIALT D25EIC, 2D

Method) ] %:y&ﬁy&x%ﬁymbiﬁo;®ﬁ7/ay%ﬁ%
2T 5&, RAT—REHA TV a U RFRINRLRY
i‘a—o
G¥) AT 4 L7 B =it L T —H %

PRRET AL AL, T A — ORI
Tzl I\%—‘f'ﬂzﬁkl—/\ uunﬁﬁ)ﬁ)‘j]fc‘?'ﬁ(ﬁgf
7Ty b7 —ARERY —EEMALE
7

SHRFEL—F DA b — SORBFEA T
Yl NEEHNZTH L, [—F (Users) ]
U A hD [FEFES R (Authentication Method) ]
F T KT PN (BE%h)  (External
(Disabled)) ] & FRRSNET,

J~ﬁ RHLTZDF T a @R L
BB CHNRERE Y — "M TE 70 &
%@:L»**)‘:tWeb/]’/éz Tz AT
AL TEETHN, FOBREBIZLT /AT
TEHA

[l Firepower R 7 L 1 —HERE
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| Firepower & 2 7 4 21—

a—rhyvtasqvtrivar I

TF7oay

B

a7 A RO KRERFE (Maximum Number of Failed
Logins)

Ha—WN, vl A UBITORMEIZ, ThH U RRa
JENDETICRITTE D071 ORI & R T 55
B, A=A LTCANLET, 7740 FEEFSET
T, mTA REEE A BEHIRICT DI, 0 &R E L F
7T

INAT — REDORK/IME (Minimum Password Length)

=P DR T — ROXER/NE CCFE) T8
B, A= LTANLET, 774/ FREIL8 T
T, fH 01X, F/IENNETITRWI 2R LET,

[/SADU— REEDTF = 7 (Check Password Strength) ]
FT a2 HHLT, [RAT— FROR/ME

(Minimum Password Length) ] % 8 XF% % AMEIZ
TLHE, WTALRESUVEREH SN ET,

iru
CEXAE

RAT— ROFRIROG% A4 (Days Until Password
Expiration)

2—PFDONRAT— FOFHHIRETCOREE AT LET,
T 7 AV FRGEIR, SR — FRHIREINIC R B2 &
Y 0TY, ZOATvarERETLHE, [2—F
(Users) (VA RD[NAT—RKDTA 7 XA L (Password
Lifetime) |7 7 A2, 2 —HFO/RAT— RDEK->TND

HENF RSN E TJ“O

INAT — ROB AR OFE B EEss

Expiration Warning)

(Days Before Password

IRRAT — RINEBICHIREINIZ 22 DHIIC, 22—/ R
U — REEFETINEND D LWV IHIEERFREND B
EANNLET, T4 MREIZ 0 AMTY,

Reset on Login)

GE)  ZEHERT, SR TU—F0EY oMo R
BRBTHOIVERH Y 7,
17 A URFIZARAT — RO U v b & (ForcePassword | IR[FI 7 7' A UHFIZ, —H|ZREIFIIZS B D/RAY — K&

BEIXEAHIZE, ZOF T a 2RI UET,

INAT — RGBEDTF = 7 (Check Password Strength)

BRI SAT — REMAIZT DI, 2047 v a i
WLUET, WA T— N8 L TFLL EOFE T 572
0. RXFENLFEHEHL, | 2L EoHFE 120k
DR LFEERT D LENH Y T3, BRI T
WA HEERR, RIUXT2EH L CRVIELERT 2 Z &%
TEEHA,

TIUN vy vary XA LT BRI T S (Exempt

from Browser Session Timeout)

BIED TN o2 ERNFERTa—Fou /A &y
TarPET LWL SICT AT, ZoF TV a v EiE
WLET, BHEr—AREHY Y TOHRATWVDH—FEER
S pzlixzTcEERAL

Firepower ¥ X 74 1—FEE [
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B =~ rs51 0752z

ARV ESAUDT IR LA

7000 F£721% 8000 >V — X FNA ATR—HNVWeb A LV H—T A AEMHLT, 2< K
TA LA VE—T 2 ART 7RO —INTNAZADZ—PFITEHV Y THIENTEET,
NGIPSV Clixa~> RIA v T/ v A 2—HFIZE VU THZ EHTEETN, a~vr NiE=
VU RTAUAE =T 2 AANBHEATEZ LICERE LT EEN,

2—PRFATTELa~vr NiE, 2—PFIZHDHTHONTNWDE T 7 EAD L~ K> TikE
DET, [a~vr RIA A H—T A AT Z7&A (Command-Line Interface Access) ] i%E
THRETZ 2L, kLB TT,
7 L (None)
=PI, av L R IATTITIA T ARACa A+ 813 TCEEHA, 2—FN
BREREATTD L, 2—FRB Ly v a BT _RTRT LET, =—FEkiE
i, 778 A L-UET 74V T2 L (None) JIZRRESNET,

E%%E (Configuration)

a—WiE, EEOav L R I T a T I BATEET, ZOT7E8Z LL
Fa—FIZEY Y TEHEEITFERELTLIEE N,

A

AR AMGERREL I E SN N A T2 RRE, T4V BT [RE
(Configuration) | LA Da~vy R I T RAZRY, T _XTOavs R I4 v
=T 4 VT A ITRT DMERPT S ET,

el

E- N
FrED @D~y NIa—FRETTEET, TAbiE, kDOLEEBY TT,

E 3 [FE-%:N: 0 d= el S I = e VN

configure password interfaces

T lcd

exit link-state

~)7 log-ips-connection
history managers

a7 7y h memory

? model

?7? mpls-depth
access-control-config NAT

alarms network

[l Firepower R 7 L 1 —HERE




| Firepower & 2 7 4 21—

Firepower Threat Defense ) CLI 11—+ 7 h™o > FDIERL .

arp-tables

network-modules

audit-log ntp
bypass perfstats
high-availability portstats

cpu

power-supply-status

database

process-tree

device-settings

processes

disk

routing-table

disk-manager

serial-number

dns stacking
expert summary
fan-status REZ)

fastpath-rules

traffic-statistics

gui version
hostname virtual-routers
hyperthreading virtual-switches

inline-sets

Firepower Threat Defense @ CLI .—H 7 H ™ > FDER

ATy I

Firepower Threat Defense 7 /XA A CCLIZT 7B AT H2—W2{EfRTEET, o7
Uy MIERT Y =y a DT 7R AEIHAENT CLI~NDT 7 ¥ ADBPET
DET, CLIIE N7 TNy a—T 4 o 7R =F ) U T HICENL L ET,

BEEOTNSA AT Ay be—EIER T2 LiIxTEERA, T AT LIZEAD
CLIZThoUy oty h3HY F1,

FIE

config #EMRAFFOT D FEEHLTT A AD CLIIZR A LET,

EEE o — T H 7 MOITSEARMEIR N B Y £, confighlREHi > TWIIZE DT Y
VIFTCHEH Y EHA, SSHEYy Y arFERiZa Y — VA R— b EEHATEET,

FEDTAA X EFT AT, 22 —/b K= k25 FXOS CLLIZBEI L £9°, connect ftd =
~ > R% M/ L C Firepower Threat Defense CLI {27 7 A L £,

Firepower ¥ X 74 1—FEE [
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. Firepower Threat Defense ) CLI 1—4 7 h > b DERK

ATy T2

ATvT3

=BT AT FEERRLET,

configure user add username {basic | config}
ROMER LN 2 oo —PEERTEET,

e config : = —WIZHET 7 EAMEEZ G LET, TXCTOa~r ROEBREHERS 22—V
526 ET,

e basic : T—WFIZEANLRT 7 v AMEEMFE LES, 2—PFlFar 74 Fal—var 2
< REANTHZ LiITTEEREA,

1 -

WORFITIX, config 7 7 B AMEZMHEH LT, joecool & WV HARIDL—HF T H 7 NeiBLE
T, AT — RIIANRFIZIER R R £,

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5

(G¥)  configure password 2~ REZHEH L THBDO/NRAT— NEERTEXH b a—H
R ET
(F7vary) x0T 0 BHEWETEOET I FOMEEZFELET,
TAYY NDT T4V NEWEEEE T HI1TIE, Roa~vr FaEHTEET,
* configure user aging username max_days warn_days

AP RR T — ROEPHIREZZELET, AT — RORKEEKE . HOEIENE
DN &R — W@ T 5B E A WIRYIN L A DM AANCRITT 202 BE L £,
ELHDOED 1~9999 TT 2, BEETOHEBITRRKABZLNIZT OIMLERHY £9, 7
By FEER LS. SAT— ROAEDBIRITH Y 8 A,

« configure user forcereset ——%,
wEla 7 A R =PI RAT — RZRHIICERE L TH B WET,
* configure user maxfailedlogins username number

THUY IR ay 7 SPHEIOMERE L1 7 A RO KBIEE 1~9999 £ TTRE L
9, THhUr Neay 7 EERT 521X, configure user unlock =~ > RZ&EH L £7,
FHLWT AUy hOT 740 ME, SEEFETOR 7 A ORIKTT,

* configure user minpasswdlen username number
NAY— ROF/NEH 1~127 ECTRELETS

» configure user strengthcheck —-—-"/'4 {enable | disable}

[l Firepower R 7 L 1 —HERE
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Firepower > X 7 L 1 —4H 523 .

Nxv ROERRHZ =PI L TR — FEAEZG 2T 8 9 IC8RT 5, SN2 T—
ROMEMEREZANEITIHILET, =2 —F 2T — FOFGFIRIOINTHE,. £
71 /X configure user forcereset =~ > RZ (i H L7-51L, = —FRRIce /A o Lice &
ZOBEHENABBINCHENRD £T,
RT9T4 VEIELTCa2—Y Th oy NaEHLET,

a—PET Iy Mnbuy 7T U NLTEY . TAT Y FEHIRT 20 £ oMmoRE
AEELZY TO2MERDY £, VAT LO2—FT A0 MEERT LT, ROa~v s
REfHLET,

» configure user access = —4 {basic | config}
=T AT NOWEREEELET,

« configure user delete = —4
WRELET AT FaAIBRLET,

« configure user disable = —'4,

HELET AUy MBI\ LES, 2=, TAV FEADTTLET
nrA L TEEEA,

« configure user enable —~—4
BELIT AT PRI LET,
« configure user password =~ —4,

BELZa2—FONRRAY—REERE L EY, =—FI3@F . configure password =~ >
EHALTCESONRAT— REETRTHLERH Y 7,

« configure user unlock =~ —%,

1 A AT ORIGEGIREEOBIENRE e v 7 SR — T A hEa s
iRk L £,

Firepower > X 7 LD —H 2L

Firepower Management Center & 72 (ZEEXRT NA AT —F R Web A > F—T =4 AT T
ATl TTIAT AR —=INDA—PF VAN Ta—FHENRT—FI—HT2H
DEMRBLET, ZOT & AL IR ET,

SREEIZII R D 2 FFEH W F97,
s NERZRGE : AT AT —PFlZonTr—h L F—F_X—2D Y 2 N ZHELET,

o SMEEREE - AT AT —FIZonTe—H L TF—EZ_X—2DY XA " EHREL, FDVU R
MZaZ—VNEEL2WIEAIE, FOa2—Y U R N EAEEREE— IS L ET,

Firepower ¥ X 74 1—FEE [
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PRET B AL, kD LB TT,

Firepower & X 74 1—H&EE |

Ilzer enters user
harme and

External
authentication
enahled?

Credertials
in external
authentication
database?

Mo

Mo

v

I lzer denied
ACCESS

=T AT b EERTOHEE. TO2—H

B

NEREEEE

&0

password

v

Login pane

v

Llzer
authentication
requested

Credertials
ininternal
datahasze?

YRS
¥

LIger logs inwith access
rights configured
far user in internal database
ror default right =)

v

Sumimany
Dashboard page

ferp =l

ZxF U CNERRRAIE £ 72 13N RRE & 5 E L £

WIRERECTIL, =—W% 7 LT v ¥ LiX, Wi Firepower ¥ A7 ADT — X X—AD L a— R

IS L CHGES IVE T,

2—=BDOT I T M EERT DHERIC,

\}

\_Z"bﬁ)7‘77]'/1/ l*@meﬁ/]’?‘“CT
WNERREED 22— T VB AMEERE L E T,

GE) Pk]pﬁwu DE:L“"B‘ZZP%HBMW

(ARSI E . PNERRRREL

IRTZ LTI TEER A,

[l Firepower R 7 L 1 —HERE
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simzzt

SV ER L

NEBEERAETIX, Firepower Management Center & 72 (X BEGIRT A AT L - T, A —1D

URY MU nba—F 7 LT ooy LRSS VE T, S — 3%, Lightweight Directory

Access Protocol (LDAP) 7 4 L7 b U #—/,3F 7213 Remote Authentication Dial In User Service
(RADIUS) RSGEY— NCFDHZ LB TEET,

7Ty M7 —LRER) =B IOMENO—F T Iy S OREEME L CHMNBRREE H
BZLET, ROTA RTA NTERELTLZEN,

« BELDINTREREA 7 ¥ =7 M EHEHA LT, = —3 7 Firepower Management Center Web - >~
F—=T 2 A AT 7 EATHLEOBIELETTEET, 2F D, SODIMRREA T ¥ =
7 MR HDLHEE. TR OA TV 2 DY E Web A L E—T 2 A AT I EA
T 5 EXOFMEETTEET,

» Firepower Management Center ~0 ¥ =/ 7 7 & A H T& HHMTREREA 7V =7 M1
DT TY, EHONBRIEA TV =7 FBRRESNTWDHEE, 2—F1LY 2 MO
*)J@j—7 4 }‘@A%{iﬁﬁ L‘(nunﬁfg{i—é—

2—FRT FIAT RO TR I AT DL, TTIAT VR, v—hLa—F L a—
REAERR LT, SNODMIY LT vy vE—HOT 7 ¥ AF BT £3. 2—¥Ic
T, ROWTNDNTEESWTHERAEI D B ToHNET,

BT ARIN—TELIIT IR YA

T T IAT LV ADT Ty N7 —ARER) V—TRELEZT 74V hO2—F T 7R
= —)

FERRN I N—T 7713V A FDA L NR—2 y FIZ Lo TR EENAEAIT. HIRZEE X
Hh, IEL, 7740 b0a—F a— Ml XoTED Y TONTWAEHEARIE, =2—F 770
U NTEETE, ZOEETT 74NV FORENA—"—F 4 FEIFET, RICHZRLE
7,

cHNEERGEL— T H T DT 73 s =L LTRHEDT 7 A n—LVREREIN
TWAEE, a—VIINET I b7 LT ooy LB L TCT o9 A4 TR a7 A
VTE, ORIV AT AEHEIC I H5BMOREITLED D 5 A,

o T H T N INERTRERE X A1, 77%/1/ N TIET 7 & AR5 SN WiEE, =—F
Ea A CEXETN, COBREICL TV EATEXEHA, 22— (F7-1F v AT LG
F) L, 2—VHERE @Y T 7 v AMER A 5T AR A A FE T HZ ENTEET,

Firepower ¥ A7 L A U Z—7 = A AT, IMBRFEL—F D2 T — FEEE L UOSNTRE
A=Y OHT 7T 4 TUFFATTE TE A, IHTREEL— Y DA, LDAP 7 /L—7 A L /3—
vy 7 RADIUS U A b A=y 7 FIFREMEEIZE>TTY 722 m—A 23810 4T
LTV D 2 —H D Firepower > A7 L 2 —FEE—TUTlE, /W7 7 B AMELHIRT 5 2
ENTEEE A, AHBRRREL— Y O [2—P Otk (EditUser) |~— 2 Tik, SMBRRIEY— /3

DENZ LI NTHERIL, PMREE KA (Externally Modified) | A7 —# A Tv—7 &
nE7,

Firepower ¥ X 74 1—FEE [
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LDAP

R

\}

Firepower & X 74 1—H&EE |

722, BINOHEREZFD Y THZ LI TEET, INTRIEL—F D7 7 E AELZEET D
&L [2—EE (UserManagement) ]-<— D [F&ES 7 (Authentication Method) |77 7 AT,
[M5 : @ — BV CTER A (External - Locally Modified) ] &9 AT — X ANFRINET,

BMELEYY
LDAP 3R3E (52 _—3)
RADIUS #iE (79 ~—2°)

LDAP (Lightweight Directory Access Protocol) 2LV, —% J LT o vy Vi EOF TV x
T EFEEDDBEHOT 4L M) ERy NU—7 Eo—ilbEnizulr—v a3 ik y b
TyFTEET, 2H9THE, HBEOT TV =T a BRI nbor LT v vE LT
YU NVORIRIERA SNAERICT 7 EATEEST, 2—VFDOI LT U XY VEEET L
EROHGHED. BICIET T/ LT oy VEERTEET,

LDAP #8547 ¥ = 2 b Firepower Management Center = IZERKT 2 B3 % D F 79723, Web
A B =T 2 A ZAEAFRIZEIR BT SA X (DF D 7000 3 L T8000 > Y — R F/3A Z)
ThiuIEnTh, 7027 NEANIT DT Ty N7+ —LRERY —%FFDT /A R
WCBATHZ LT, RRIEA 7 V=7 A TEET, RV —2EATIHE, A7V
7 NRT AL R Za—SnET,

GE)

7000 3B LTV 8000 U — X T3, A THERIEEZ BN T DRI, =V T I7EBA T fH
Iz ) iﬂfb\é%nﬁutu uE:L‘_‘]j_ Lk [_J L/:L‘—‘]j_% %ﬁomngmu uIE/I/l/ :L’_'H-i Vi %X CLI ==—
%%?mf%%bf<téwo

LDAP A IEMEIL, 7 RLVRADREL, @iEA 7 V=7 bO7 4 V& B I OEMEOHSTIZMH A
TEXAHZEICHEBELTLLEE N, MW TiE,  [Lightweight Directory Access Protocol (v3):
Technical Specification] (RFC3377) IZFE# SN TWVWH RFCEZSRL TS 7ZE W, ZOFIAT
I SC OB DR STV E T, Microsoft Active Directory Server ~2fit 2 72D DFEAEA 7 ¥ =
7 bty N7y T THEEIL, RAAM v EFLa—TAESZRT 58541213, Internet RFC

822 (Standard for the Format of ARPA Internet Text Messages) fIARIZFLEH STV BD 7T KL A5

EMLEEATELLICERLTLEIN, ExiFa—F 47V bR+ 556

I, Joesmithe security.example.com EANT L. Microsoft Active Directory Sever 75_’1%)%‘3_ ) jE'JE‘J“/E}
DFE1EE D 22— PB4 cn=JoeSmith, ou=security, dc=example,dc=com IEAHLERT A,

GE)

HITE Firepower 3 A7 A ClX, Microsoft Active Directory on Windows Server 2008, Windows Server
2008 @ Oracle Directory Server Enterprise Edition 7.0, OpenLDAP on Linux 7389 % LDAP
P —/ 3T O LDAPAMIFRREDS AR — b SV TWET, 7272 L. Firepower ¥ A7 A TILNGIPSv
F 721% ASA FirePOWER 7 /3 ZOIMNBEEREIZ AR — F STV EE A,

[l Firepower R 7 L 1 —HERE
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LDAP BiEA T U 4 et T o nBLtER

LDAPZZFEA TV V7 FEERT 2 =-OICRELTER

LDAP V— "~ DR AR ET DHINC, LDAP JBFEA 7 V=7 b EVERT D DICHE 2 E R %
INETZVENRHY 9,

)

GE) v— N TTI3ATUANG, BT D8FE— N TCP/IP T7 7B ATX 5 Z L A HER
HVERHY £,

FARWIRFEREA TV = 7 N EERT 212E, D7 E BT RMETY,
BT AN — R FITIP T R A
BT D — O — R F AT

*LDAPY UV —%ZBMRTX B+ RN EINTWA—F T o hOa—W4 LR
A=K, VAAFZORMTRAAS VEBRL—YFOT o M T52 L aHEL
i‘g—o

T I ITAT VAL LDAP Y —ROBNZ T 7 A T U=V DHBE. BIEERETT5H
77 AT U —I/LDIAHAH

e —PEHENFEETH Y — N F 4 L7 Y OR—4% (FTRERE)

EYh H—FRX—F s DLDAP V7 A4 7 hEFEHLT, LDAPY U —%2%M L, _X—ADN &EM
DA AR TEET, FLZDOI7IAT L MEFEA LT, BRI —F0, BIR L7~ —
ADNZBBTEL LR TH L HTEET, LDAP BHF IZHEKE L, T HD LDAP
B —RETOHEIRR SN DIRELDAP 7 T4 7 v MR LT IEEW,

MR LDAPRRIEA T U xV PREEZED LI HAZ <A XTHENI L - T, IROFITRT
’%i&ﬂm\é\g & fcﬁé — t ﬁ)& @ i‘a—o

= 11:38/00 LDAP % E 53R

B WETIER
389 LI D AR— ~ &4 LT~ 45k0 RN— &=
Wb & H L 75t Bt DRI &

BHEICE SN CT FSA T L AT IVBA | T4 NZ DML D EMEEEOT
TEXDHa2—YE2 7 4 NZIZLVKY AT

WAL ERET O TIERL . BEE | BHEO4LH
UL 7 7 tR@EtEeE LTS

Firepower ¥ X 74 1—FEE [
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B cacza
B #) WERIER
a— WAL ERET SO TITRL . BHEEY | BrEOLRE]
vxmrAVEEE L THERTS
BYEMEIZESWTC Y 2 VBN LT I I9AT | 74 VHOELELE 72D BIEEHORT
VARLT I RBATEDR2—YE T 4 NVHITL
DD AT
BEDZ—Y a— L ~D 7 N—TOREEMT | K 7 NV—T D4, BIOT I—TRAH
TA D TN—TDERNITN—T AN —
B, IN—TNEALFI v TA—T D
BT T N—TF A "—@ URL B
FRREH 8 K OUKERAICAE T 5 CAC CAC, CACZFITLI=D LR CAIZL-T
B ST — R GEE, W5 OFERAE ORE
BHESF = —
CAC 23

HHCH@mT 7 A — K (CAC) WEHAINDIHLEIX, Web A X —T oA R ln T A
TH2—VEHIEL, IN—T A R—=2 o T ERET 74V N T 78 AEITHESDOTRHE
BERE~DT 7B A% F T 5 L D12, LDAPRRGEA R E TE 7, CACHIER L UREAI ik E
SNTWAEEAS, =2—FE, 7774 7 Al O2—F 4 L XA T — REFETTICERE
0y TEIENTEET,

\}

GE) CACEETmrEAO—HL L Ta—ViEAZEZGCT DI, 77 v ICHE 2 —ViE
HE (ZOHEIECACZHh L Ta—HF D7 I uFICEIN DI — NGEHE) BEELTHD
HEMNHYFET, CACEIEB LUFRATORERIC, Ry NV —2 LOa—HFIT7 I vty
va VHIRNC DT o TCACH i Z# HEFRF T 2 W BN SH Y FT, By a UHIZCAC ZHIFRE -
IR HTDHE, Web 77 U TRy a B TL, VAT AIZED Web A ¥ —T = A A
NEECe 77T FERET,

VAT ATIL, CAC §8FE=—¥ X Electronic Data Interchange Personal Identifier (EDIPI) ¥
EviplEsnET, 2—FNRCACZ LT ooy L EFHLTHD TR A U L% T, [2—
W& (UserManagement) | X— I COZILHD2—HF DT 7 & AR A F8) CEMFE 72 13HI
freEEd, FA—THIET /A n— LA L Ta— P OMERZ FRNICRE L TRV
Ay =PI, 7Ty b7 A —LFHERY =TT 74 /L N THESNDHERTZT NG 25
nTnET,

[l Firepower R 7 L 1 —HERE
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caczizonz [

cAc ot I:IIE @ E& E

ATy T
ATy T2

ATvT3

ATv74
ATy TH

ATvT6

ATy T17

BAEP TR VIRRE T 24 FEIARGR T 5 &, VAT AL > T [2—HE# (User
Management) ] X—7 6 CACRRIEL—HEWHEIND L EIC, FHTREINLZT 7 EA
MERRDSHIBR SN D Z LIZEBE L TLZE N, 2o%a—FRa /A o F 570N, 2—%n

—VIEIRENFE TR, 22—V OT 7 ZAHERITKH T 2 FE TOLEF T TN THRET D4
ERbY E7,

AI— b+ 54 € [ REDSA VR |HR—brENdT | HR—LZhd K| 791X

VR INM R A

£ (Any) £ (Any) 7000 35 X T* 8000 |{EE (Any) Admin/Network
LY== Admin

Fy NT—=7 Da—FREHD CAC 7 LT v /L% L T Firepower Management Center
FBEVN7000 B L8000 U —R F AL RZu 7 A DRI, WERT 7 & AFFA &R

2—HN, CACRIEBLUORADVILF AT v FRETeEAZE T LTBMLERDY F
ﬂ—o
1R BRI
« LDAPGEGEA 7 ¥ = 7 b EARKT Do OB RIE®R (53 <X—2) OHBICHE > TH#R
ZIE L ET,
FE

AR DFETRIZHEV CAC ZFEA L E9,

77 T https://hostname/ % B & F 7~ (hostname |% Zf# ] @ Firepower Management Center
DARA ARG L TWET)

Ta T IRFRENTEH, AT v 71 THA L CACIZEEfTT S/ PINEZ AT LET,
Tar T IRRRENTZL, Fry XU A MNOYT HEHELRIRL £7,
07 A= TC, [2—V4 (Username) ] 74—/ K& [/SATU— K (Password) 17 4 —/L

Rz, BHEHREZ R O2—FLLTrI A LET, 2—PFHTIH, KIUFL/DCFRXEHI
SNET,

EVbh CACHGEB I URAIOBRENETTHET, CACZ LT UYLl LI-n /A
VIITEFEEA,

[ AT L (System) |>[21—H (Users) ||
THw7 Vv LET,

BIOYEIE LDAP BialFA 7Y = 7 NOERL (59 ~<—3
BHHO LDAP HirA 7V =7 FaERR LT,

CBENL, [IMHFAE (External Authentication) | %

) OFMEIZHEVY, CAC Farkd L O
WOFRTEEAT O MNENH Y 97,

Firepower ¥ X 74 1—FEE [
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ATvT8
ATvT9

ATy 710

ATvIN

ATvT12

Firepower & X 74 1—H&EE |

* [LDAP [E45 /37 A —4% (LDAP-Specific Parameters) ] &7 > 3 Ol EA 7> a D
[2—H¥4 T 7 L — b (User Name Template) ],

s [JEME~ v B2 (Attribute Mapping) | &7 3 @ [UL 7 7 & A @M (Ul Access
Attribute) ],

o [ZV—THI#ET 7 2 A v—)L (Group Controlled Access Roles) 17 v a > ®EEFD LDAP
T N—T D4 (LDP 7 )= A N—=2y AR > TT 78 AMELZ FRNCRET D
BE) o

Ervb FA—FIEAT7 Y27 FCCACRFEL v =/ 77 B ADM FERETERN LI
BLTLLESY, Fo, 2—WIZo = v T 7 B AT 55613, {IEI}”:U@meﬁ?
=7 FEERL. AT LET,

[fR7F (Save) |27 U w7 LET,
ﬁéﬂ%ﬁ”'f/\/l’ XT@% Bnunﬂz@ﬁ%ﬂ'ﬂﬁ@nﬁlﬁ \—T/:E’)f 571‘ Bmquk CACnLuE%ﬁfjJ Lij—o

EE WEEEZRAT 2 ETEETADICHEY FEA,

[ R T L (System) |>[EXTE (Configuration) |(ZFE) L, [HTTPSGEAZE (HTTPS Certificate) ]

Vv LET,

HTTPS — "GERHEZ A R — bk L, SEIZh U CHTTPS — NGEBED A >R — bk THLHA

T 5 FIAICHENET,

GE) FEEB X UGEAICHH T2 TED CAC T, HTTPS ¥— NGEBHE & o —FFE E 1A
WMH%KA):;D%ﬁénéM%ﬁ%U$¢O

[HTTPS = —WZFBHERE (HTTPS User Certificate Settings) | [=—WFEHEZFHNICT S
(Enable User Certificates) | Zi8#R L £7, FEMIZOWTIX, 272 HTTPS 7 74 7 FalEH]
FOMREIZSRL TS,

RDBERY

s —WRDTr T A LI, FEIT2—VOT 7 v AELBMEITHIRTE 7,
MR AW LR WEES., Z0a—PIZIFZT 740 FTHNEESNAHEROLRRESNE
T FEHZOWTIE, 22— Th U bOfRE 42 =) 22 LTLEEN,

BErEY Y
LDAP /' )v—7 7 4 — )L K (71 _—7)
LDAP [EA 7 1 —/L K (65 %—)
CAC 7 LT v V&M L7z 7000 7215 8000 U —X T/, A~Dr T A
CAC 7 V7 v v ¥ /L %M/ L 7= Firepower Management Center ~(D 1 2 A

[l Firepower R 7 L 1 —HERE
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| Firepower & 2 7 4 21—

E K LDAP F2EEA T ¥

\}

gRWAPZEA TVt

9 FDERK

AX—b+ 541 [ REDSA VR |HR—rENET | HR—LZhd K| 791X
VR N R AL (Access)
& (Any) L& (Any) & (Any) =& (Any) Admin

LDAP#BiEA 7 V=7 ety v T v 7 T&EET, umpm£ﬁ7/zybfi§<®1%ﬁ
ABZwARXLET, L, BET A LVZ NUVNOTRTOZ—HFEWIET 57210
%@T4V7F)®A%XDN%QWLT%$m£ﬁ7/I7F%WWT%?TO_ﬁ%®
PN A TS TR—ADNDT 74N "EHEL, =N a—F F— X E2HET A5
RS T 0 '7/ NOFEREY VT v v VERRET IR, BiEAd 7 V=7 N & MBIZ/ER T
TFET, TOLEDITIE, ROFIRIZHENET,

GE)

ATvT1
ATvT2
ATvT3
ATvT4
ATy 75

(7oL 21X, = VT 8RB ET H72010) RBIEA TV =7 MERT 5 & &1, K
WEE R L TH AT~ A AT HEE1T, %Eﬁiﬁ%ﬁﬁbfﬁ7/:7#%¢ﬁbi?o
%—A«®§M®H%M\n~%&4b7?b@ﬁﬁ\n~$z?V7V~b®ﬁx&v4
A, FTZIXLDAP V' v—7 A L N— TS < Firepower & A7 L —H m— L OE Y
BTEITHOHAEICH, ZORERFIELMEHL TIZIN,

~TF RAA RBATIE, SMBRRAEA 7 Y = 7 MIMER ST RAAL V TCOREATEET,

1R BRI

cLDAP ATV =7 FEAET BT
FINELET,

B (53 ~—) OFMBIZIE> THEHR

FIE

[ RT L (System) |>[21—H (Users) |2 &R L £,

[FMEREAE  (External Authentication) | ¥ 7% 27 U v 27 LET,

[SMERFEREA7 ¥ = 7 F DB (Add External Authentication Object) 1% 7 U v 7 L7,

[F8RE S (Authentication Method) ] Km w74 7 A R D [LDAP] #iR L £,

LDAP #RFEH— "DOFFE (64 =) OBIUTHES T[4l (Name) 1. [H]
(Description) ], [—/N %A 7 (Server Type) |. [/ 7 A~V $— KA R/IP T KL A
(Primary Server Host Name/IP Address) | # A1 L £ 7,

Evk [FT74/VNORE (SetDefaults) 127 Vw735, VATAIZLY, [2—VF4T

7L — bk (UserName Template) ], [Ul 7 7 & AJEM: (Ul Access Attribute) ], [ =

v 7 7' AJEME (Shell Access Attribute) ], [Z/V—7 A 3—J&M: (Group Member

Attribute) ], [Z/V—7" A2 N— URL J&™ (Group Member URL Attribute) | 7 1 —/L
FIZT 7 4V MEDPEESILVET,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |

B zxwarzir 5oz s rokm

ATvT6

ATy T17

ATvT8

ATvT9
2Ty 710

LDAP [EfF /37 A —Z DFE (69 ~—) Ot~ T, [DN OHfF (Fetch DNs) ] %
WL TEARFNGERE L, A7 a > THAT V¥ (BaseFilter) 1 ICAJILET,

LDAP [HAG /X7 A —HX OERE (69 =—) OMBIHt-> T, [2—%4 (UserName) 1 & LT
kA4 & AT L, LDAPH—NEZMT 7DD+ 37 VT oy v EFio Tnbh 2 —% 0
[/SAT— K (Password) | Z A1 LET,

[7XA T — ROfEFR (Confirm Password) | 7 4 —/V RiZ, NAT—REZFEANLET,
LDAP iRt D7 A b (76 ~—2) OFPIIHE-> T, #ix 7T A FLE T,
[PrfF (Save) 1227 U v 27 LET,

1

KDL, Microsoft Active Directory Server O LDAP 1 7 A VFBFEA T ¥ = 7 R DHA
REZRLET, ZOFO LDAP — D IP 7 KL 2% 10.11.3.4 TF, ¥ TlI7
IR ADT=DIZAR— b 389 BEA I ET,

External Authentication Object

Authentication Method LDAR -

o Ejthl_;sr‘ezgiiro:»ﬁc authentication and
Marne * Basic Configuration Example
Description

Server Type MS Active Directary [ Set Defaults

Primary Server
Host Narne/IP Address * ex. IF or hostname

Port * 389

Backup Server (Optional)
Host Mame/IP Address ex. IP or hostname

Port 389

LDAP-Specific Parameters

ou=security,DC=it,0C=example,DC=com
Base DN * T ex, do=sourcefire,dc=com
et s

ex, (en=jsmith], {lcn=jsmith),
Base Filter (&{cn=jsmith}{|{cn=bsmith}
({en=csmith*31)

User Name * CH=admin,DC=example,DC=com ex, en=jsmith,dc=sourcefire, de=com
Password ¥ eesessse

Confirm

Password % [o2ttetet

Show advanced
Options

72784

ZOFEITIE, Example tfhDOERT 7 /0P — RAAL T, X2 U T 4 O NR—2R
ﬁ&}%”@ k L/T OU=security,DC=it, DC=example, DC=com %{iﬂ% L/fij%ﬁ}%%ﬁ'\‘ L/Tl/\i'@‘o

[l Firepower R 7 L 1 —HERE
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{555 LDAP

iR AP 2iEA 70z o roteR ]

Attribute Mapping

UI Access attribute * | SAMAccounthlame
Fetch fttrs

shell Access

Attribute * sAaMAccountiame

Group Controlled Access Roles (Optional) »

Shell Access Filter

[ same as Base Filter ex. {en=jsmith), (lcn=ismith}, (&{cn=jsrmith)

Shell Access Filter (L ebimi = ity

Additional Test Parameters
User Mame

Password

*Required Field

372785

save || Test || cancel |

7272 L. Z D% — 30 Microsoft Active Directory Server TH 5728, L —H 4 DRIFIZ
uid E‘l‘i?@iff: < sAMAccountName E‘l‘iﬁ‘@iﬁﬁ éhi@—o Y= X AT L LT MS
Active Directory Z 3R L, [7 7 4/ FOFXE (Set Defaults) (%7 Vv 735 &, [Ul
7 7 AJ@EME (Ul Access Attribute) ] 7% saMaccountName ([CRRE SIVE T, DGR,

= —H 73 Firepower ¥ AT LA~Dua 7 A L &RITT 5 & Firepower ¥ A7 L3547
oxJ N D saMAccountName E,‘l‘i%*ﬁﬁ L. 4@(?5 :L‘—"j_% %*ﬁ?ﬁ‘:\' L/i‘é‘o

F7. [ =V T 72 AEM (Shell Access Attribute) ] 73 saMAccountName DIH, L—
PRTTIAT ATy =2V T FEREIFZCLLT AV Y MoaZ 035 L,
7:4 L2 FURNOTRTDOLT V=7 kD4 saMaccountName JEMENTRE v, —HN
MRBEEIET,

FEARTZ 4 VAL DY — T H ST 8, Firepower & A 7 A EA— R FkAII44 12
KV RENDT AL FINOTRTCOAT V=7 bOBMEEBRET D Z LIZEEL
TLEZEW, ="~ HpiE, 7740 OB (£721X LDAP ¥y — A THRIESH
22 A L7 T M) OfFRERICHA LT T R LET,

RDEZRY

« LDAPFBREZ AN T DITIE, TR T A A TOINRBIEDO A ML OFIN > T, R
AEA TV =7 FEAZICLET,

cHBEIND =DV R NERYIATGAEOFEMIX, LDAP JBGEEH DO N7 7y o —
T (1T—=) LTI,

nL.\nIEZI_ 7 :) L 7 |‘ 0)1’FE‘2

AYX—hk T4t |HEDFAEVR|HR—FENET | HHR—bENBEK | 7OER
VR N R A

& (Any) L& (Any) & (Any) & (Any) Admin

Firepower ¥ X 74 1—FEE [
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Firepower & X 74 1—H&EE |

B sswarzEr oo rokR

FEARREEA T ¥ = 7 S ORI, FBRET—3 p}%ﬁfg‘éij T ORARELER L F

To PLRFRRAEA TV = 7 P EAFNT 2B BARELZERL, Y— "\ ba—¥F—F%
P54 25720 Jﬁﬁ?éT%V7}m}ﬂ/T#XFiﬂJMﬁf%#%%ﬁbi?’if7/a/
T, Y=V T 7B ARIEERETEET,

THHOY— N H AT DT 7 v NEREEM A LT LDAP 3% & % il 12 tyh?yﬁf%i
TN, FEHREE DAL~ A RALT, T T4 T 2 ANELDAP b — NCHE S+ 50
I DL A LT T b, BEOYV— "R 2—PERERET L BEEZHET S Z b TE
7%

LDAP [ D/3T A =2 D& LDAP AL 7 4 VB L ORBIED Y 5 v 7 2 %fd
TEFET, FHEMZoWVWTIL,  [Lightweight Directory Access Protocol (v3): Technical Specification.]
(RFC 3377) ICREH SN TS RFCAZR L TLIZE W, ZOFETIIHSL OB RET
VWE 7, Microsoft Active Directory Server ~#%#t 9~ % 7125?')0)% ATVl Nty N7 v
HEXIL, RAA VEELa—VFAEZBRT 585121, Internet RFC 822 (Standard for the
Format of ARPA Internet Text Messages) {LEEIZFR# & ZYL“C WOHT RUVRIRES V& v 7 A %ff
HATE5ZLICEFEELTLLERN, HE2Fa— A7V NESRT5551F
JoeSmith@security.example.com & AJJ L. Microsoft Active Directory Server 7&@%?‘5 = 2)G]
%‘:0)3‘—‘&%%”% cn=JoeSmith, ou=security, dc=example,dc=com ﬂ?ﬂﬁﬂq Li’ﬂ‘/uo

G¥)

ATy
ATvT2
ATvT3
ATvT4
ATv7Th
ATvT6

CACFRFEIMFERH T2 LDAPRGEA T V=7 FERETHHAIT. 2B a—XITHAINT
WA CACERYANESHNTLL SN, 2—THiEHEEZ AL L% TIL. CAC WV FEICIHEA X
NIREBIC L TR BRENHY ET,

~IVTF RAAL VRBTIE, SMBRRREA 7 Y =7 MIMER SN AL L TORERTEET,

IR& HEIIZ
* LDAP #BFEA 7 V=7 N EAERT D7D ERER (53 X—) OFAICKE > TH#
FINELET,

e )V T I BAR T 4 NVHITEEN TV DINTFEEL— & A U2 — Y4 & FFONEEES
Y =W ETXTHIBRLET,

FIE

[ AT L (System) |>[21—H (Users) |ZiBIR L EJ,

[FMEREAE  (External Authentication) | ¥ 7% 7 U v 7 LET,

[FMEREAEA 7 Y = 7 R @B (Add External Authentication Object) 1 %727 U v 7 LE 7,

LDAP GERE— S DFFE (64 ~—) OIS T, BREV—ZHELET,

LDAP [HA /T A =2 OFE (69 <—) OBMIHE- T, BREREEZITVET,
FTar T, IN—TCEDET 7 EAMORE (7125—) OBMPNEST, 7740 b
T7EA v E) B TOREREL LTHAT S LDAP 7V —7 2 EL £,

[l Firepower R 7 L 1 —HERE
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ATy T17

ATvT8
ATvT9

iR AP ZEEA T Uz o rotik

e |“ CAC wuuftjbcto\n T& 0)7‘]—7‘:/:1:7 }\%'fﬁ)ﬂj—é%ﬁiﬂ@%/ﬁ\\ CiSCO CE L/T j:77
T2 B—/LE ) B TOEHEDT-DIC LDAP VNV — 75 RET AT L 2R L £9,

F 7 a T, LDAP =)V T 7B ADFE (74 X—) OFMHIZE-T, Y=V T 7R
DRBFEHEZITNET,

LDAP BAEEEREDOT A b (76 X—) OFPAIHE-T, REEZT A M LET,

[f~1F (Save) 1#7 VU w7 LET,

il

W DOHFIIE, Microsoft Active Directory Server @ LDAP 7 7' A ViBGEA 7 V=7 b @ui%ﬂi
BEEZRLET, ZOBI0 LDAP H— "D 1P 7 KL A% 10.11.3.4 TF, #5 Tk
7R ADTDIZHR— |k 636 NMEH SN ET,

Authentication Object
Authentication Method ILDAP 'I
Marme * Advanced Configuration Example

Description

Server Type IMS Active Directory 'I Set Defaults |

Primary Server

Host Mamne/IP Address * 10.11.3.4 o
Port * 636 g

ZOFEITIE, Example DR T 7 /v — RAAL T, BXx =2 U7 4 5HAOR—2R
%&/DJIJZI <E LT OU=security, DC=it, DC=example, DC=com %{%ﬁﬁ Lfij%‘ff}d’_’i /71\‘ LTV \35"9,«0
2L, 2OV —NIZEART 4V H (cn=rsmith) DX E SN TNDZ EIZERELTKL
IV, D74 NHE, =L HET 22—V &2 — KA 7D snith THD D 21—
PITRE L ET,

LDAP-Specific Parameters

OU=security, DC=it,DC=example, DC=com Fetch DMs |
Base DN * st i)
Base Filter {CH=*srmith)
User Mame * CH=admin,DC=example,DC=com
Fassword * ssssssen
Confirm Password * ITTYTYT]
Show Advanced Options v
Encryption @ 551 O TLS € None
25l Certificate Upload Path |E:\certificate.pem Browse... |
User Mame Termplate s
Timeout (Seconds) 1]
Attribute Mapping

. sAMAccountMame Fetch Attrs
UI Access Attribute * ——
B

Shell Access Attribute * sAMAccountiame 5

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
B v msmr ooy ok

’Tj‘**/\/\@j%;(ﬁfi)l SSL é’{%)ﬂ LTH%%{KJC_K“\ certificate.pem Ew 5 %ﬁﬁ@gﬁEﬁ%
DI SNET, £72, [FA L7 T L (Timeout) |OREIZL Y, 60 FOf%HE%E
WY =D ZA LT T R LET,

Z DY —/3) Microsoft Active Directory Server T 5728, —W L DRIFIC via B
TIE72 < saMaccountName BIEAMEH SVE T, BRETIL, [UI7 27 & AEM (Ul Access
Attribute) ] 7% saMAccountName TH 2D Z LIZHERE LT E &, ZO/ER, =—HFN»
Firepower ¥ A7 h~D 7' A %78 7T 5 & Firepower ¥ A7 MI{A 7T =7 b
@ saMAccountName BEZHAE L., —HTHr2—FLE2MmBLET,

T2, [ =/ T 7 AEM (Shell Access Attribute) ] 73 saMAccountName DA, L—
PRT FIALT VAT T AT MeaZ 4358, F4L 2 FIROTRT
DA T x 2 NDF savaccountName JBYEDRAE 4L, — BB S NET,

ZOFITIE, FV—TREBITONET, [A T F A 22—+ (Maintenance User) |
12—/ V73, member 7 /V—TRIELFFD, X=X RAA 40
CN=SFmaintenance,=1it,=example,=com T&) ) 7-11/%70@_?/\“_(@% N —(Z ﬁ @JE"]L:%”
DY THNET,

Group Controlled Access Roles (Optional) »

Acocess Admin

Adrninistrator

External Database User

Intrusion Admin

Maintenance User CH=%Fraintenance, DC=it,DC=gx:
Metwork Admin

Discovery Admin

Security Approver

Security Analyst

Security Analyst (Read Only)

Acocess Admin ﬂ
Adrninistrator

External Database User

Intrusion Admin LI

Default User Raole

Group Member Attribute member

Group Member URL
Attribute

ar1saa

VN T IR T 4NNEE R 4 NF ERICICRESINET, 20D, FU
=Y R Web A > H—T7 =4 ZAEMHT LA LREIC, =V EZITCLIZAN LT
TFIATRLT VB ATXET,

[l Firepower R 7 L 1 —HERE
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Shell Access Filter

¥ Same as Base Filter
Shell Access Filter

Additional Test Parameters
User Mame

Fassword

*Required Field

Save Test Cancel g
RDZBARY
* LDAPFBFEZ BT 5123, ﬁ]éﬂ%ﬂ:”T/\/]) A TOINBFRREDO AL TREEA TV = 7 b
AL L £

LDAP EBEEH—/\D T 1 —IL K

CAC
FREEB K OEFANIZ CAC 2T 3121, ZO0OF v IRy 7 R4 2 LET,

[Z 81 (Name) ]
FRFEY— XD 4 Rl

BLl]
FI‘LA IJJ‘-E‘H- FJEA E)% o

H—s\ 2 A 7 (Server Type)

it 325 LDAP V' — "D H A 7, A T HBRTDHBRTIE. ROA TV a U HBIRTE F
T,

* Microsoft Active Directory Server |Z#%#¢3 %3515 1%. [MS Active Directory] & @8R L £,

« Sun Java System Directory Server % 721% Oracle Directory Server |Z#%#t 9 %3541, [Oracle
Directory] Z i8R L £ 7,

* OpenLDAP #— NZHi§ 2561, [OpenLDAP] Z &R L £,

« ERLOF— LSO LDAP H— NCHHE L, T 7 4V haREE 7 VT T 2581, [T
fti (Other) ] ZEINL £,

Firepower ¥ X 74 1—FEE [
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B woee sy —onE

Firepower & X 74 1—H&EE |

\}

[7 74/ M2 > b (SetDefaults) %27 V7 35L, [2—F4T 7 L— K (User Name
Template) ], [Ul 7 7 & X @M (UI Access Attribute) ], [ =/ 7 7 & XJ@&M: (Shell Access
Attribute) 1. [Z/V—7 A 3—&EME (Group Member Attribute) ], 38 LN [ZL—7 A /83—
URL J&ME (Group Member URL Attribute) | 7 4 —/L RIZT 7 4 /L MEBR AT SIVE T,

[FT54<) H—/\DFRR F&/IP7 KL A (Primary Server Host Name/IP Address) ]
PRET — 4 RS T AT T A~ =D IP 7 FLAERITEHA MM,

G¥)

REAEAZBE A L, TLS £7/213 SSLIRH CHE T 25681, fEAEDER A N, 207 1 —)b
RIZATJTDBRA R E—BH L TWARERYD HY 9, 72, BE5{LEER CiZIPv6 7 KL
AFY R =PI TWHWET A,

[F54<1) =/ DFR—  (Primary Server Port) ]
TIA< VI —A"THEHAENDLF— b,

Ny o Ty T H—\DHRR LB/IP7 KL X (Backup Server Host Name/IP Address) ]
AET — 2 E WG TH R 7T v T =D IP T RLUAEIFA R M,

[Ny 97y FH—s\K— (Backup Server Port) ]
/\/y7/7wuu ﬂ-‘—‘/\f'{fﬁﬁéﬂéﬂf‘—‘ ko

LDAP nth\n.l.—t-'j-_/ \ODEF#/:E

AX—hk S54t | HEDSAEUVR | R—FENET | HR— SBR[ 7R
~ R INA R A (Access)

£ (Any) £ (Any) £ (Any) f£& (Any) Admin

By .JE7J“7 V7 FOERRIFICIE, BEXIGT /N1 A F 7213 Firepower Management Center 73387
DD T D, 774~ IVBIONY I T v =N Hh— N K- M ERINIEELE
j—O

G¥)

CAC utun ?ﬁiﬁﬁj‘é LDAP DALDEj‘7 /I7 ]\ %nxmﬁ‘éiﬂ/\ i = :/EO:L‘_‘&ézTﬁj\éﬂf
WA CACEZRYSNSHNTL SN, 2—FiEAEZAHNC LIZE TIL, CAC BRFEIZHAZ
N7RBBIC L TR BRENHY ET,

~NF RAAL CRBEATIE, AMBREREA 7 Y = 7 MIER S RAAL  TORENTEET,

[l Firepower R 7 L 1 —HERE
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ATy
ATvT2
ATv7T3
ATvT4
ATvT5

ATvT6

ATy T1

ATvT8

2ATFvT9
ATy 710

ATvIN

warEs7—1 k[l

FIE

[ R T L (System) |>[1—H (Users) |Z&INL £,

[FME8AE (External Authentication) | ¥ 7% 27 U v 7 LET,

MFEREA 7 ¥ = 7 R DB (Add External Authentication Object) 1 %27 U v 7 LE7,

[#8FE 2 (Authentication Method) ] K2 v 7% 7 A2 ki [LDAP] Z#88R L £,

A7 a T, CACRRREB LUONRAIC Z OFEREA 7 ¥ =7 M &EHEHT 5 TEDOLE X, [CAC]
Fry IRy 7 AeF A LET,

(51) CAC nLuEiOJ:_O\H T;& %&Hﬂiﬂﬁéc:li\ CAC HLHEEO)ﬁ&E (55 /\O”—‘\‘/) 0)34,:—]”/6\
WD BBV F5,

(471 (Name) 17 1 —/v K& @B (Description) 17 1 —/L NIZ, #EEY—/SO4 1 & i %
ANTLET,

Ky 7 Z T YR RNG [—s3 %47 (Server Type) | %8R Liﬁ‘ A OV T,
LDAP GBAEY— D7 —/L K (63 ~—3) #ZRL T Z3V, REISLT, [T 74V
~DRGE (Set Defaults) &2 Y v 27 LET,

[FF7A<) = "OKRA MG ETZILIP 7 KL A (Primary Server Host Name/IP Address) ] % A
SILET,

GE)  FEHEAMEA L CTLS £720% SSL B H TR T 28813, FEBHEZEDOR R F408, 2
D7 4=V RICANTHRA N E R L TWARLERYHY £T, £7-. Wab#H
BTIZIPV6 7 RV A IV R — FENTWERA,

MBI T, [FT7A4 <Y $— 3K — 1 (Primary Server Port) | # AL £,

VIS LT, [Ny 72 7y P —SOKRA M ETZILIP T R LA (Backup Server Host Name/IP
Address) | AL ET,

MBS LT, [Ny 277 v % — 3R — 1 (Backup Server Port) | Z A LET,

RDEZRY

* LDAPFRFEA 7 ¥ =7 FOVEREHITL £9, sBMIZ W TIE, JAE LDAPRRIEAS 7 ¥ =
7 FOERR (59 =) BZIL T 7ZE,

IDAPEE T 4 —JL K

WDFT, & LDAP [EHH/XT7 A —ZIZHOWTaH LET,

Firepower ¥ X 74 1—FEE [
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= 12: LDAPEHF /NS A —4

Firepower & X 74 1—H&EE |

= —]

axX &

Bl

1

~—Z DN (Base DN)

TTIAT VAN —TIEREBRT
HLDAPY— DT 4 L7 h U DR—
ARG ERE L ET,

WE., N—ADNITIE, BERAL
BLOEM 2R HEAEERNH VY £
‘a‘o

TIA Y P—NERELTL, D
P =B RE7RX—Z DN D
2 FSEEICES S, BT D
N—ZADNZBINTEXDHZ LICHEEL
TLTEEY,

Example tEOt % = U7 ¢ (Security)
# R DR —Z DN (%,
ou=security,dc=example,dc=com <E fcﬁ D

£,

[ZEAR T 1% (Base Filter) |

N—Z DN TT 4 INFIZHESNTN
LEFED RN EMEORT &t AT
V7 MG ERGTHZ LT, R
ERRVIABET, AT 4 L FIT,
By aNIZHEND 7 4 v H & LTE
M3 2EMY A7, igEE -, BX
ODBPEE T,

F ClhE D — L e ffoa—YFDOh%
T4 VE THRET DHIZIE, 74 VF
(cn=r*) ZfFH L F 7,

[—H%4 (User Name) J/[/SAD— R
(Password) ]

H—H)N T TIAT VARLZ—F F
T2l NMIT 7 EATEDLOICL
¥, BT L5847 V=27 Mxt
T 5L R A RO —F o —WF
BRREREEELET, BETH2—
P OMBI4 X, LDAP — DT ¢ L
7 NUIERY U —TC—EThDHLEN
%Y E£9, Microsoft Active Directory
Server (2B E#fT T H vz r— N 2 —HF
HDORIBDILFN s ThHh-TIIRY F
A,

Example DOt % = U 7 ¢ (Security)
%‘BPEJ@ admin :l‘—‘lj_@:l“—"j-% Ix.
cn=admin, ou=security,

dc=example, dc=com L fd: ) iﬁ‘o

[l Firepower R 7 L 1 —HERE
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warEs7—1 k[l

BRE & EA 51

551t (Encryption) WEVBESLENDEINE I L, K5 | FMBRRREDRREIZ 10.10.10.250 &, FiE
“ﬁji/f%ﬂ“ Li’é—o %ﬂﬁfcﬁ L/\ Eﬂ% < computerl. example.com %j\jj
Transport Layer Security (TLS) . F£72 | 5 &, computerl. example.com (Z IP

I% Secure Sockets Layer (SSL) W51k
AEPUCT LT, TLS H72I SSLAKH
THERT D & T ITRFRICREAE 2 5]
ﬁ‘é)ﬁu\ FEBAFED LDAP $— 34

L HRETHAA—YRLE—HLTWD
M\Eb%é ZEICEELTLIEEN,
N— M ZHEE L& T b i a2
BT oHE, A—F2, BRI TND
Y—NEATDT 75 MEIZY £
FENnET,

7 KL A 10.10.10.250 BNHDHHAET
boTh, BIIRBLET, SR
FERRTE DY — 34 % computerl.
example.com WCETES AL, B 1E
Wb ET,

[SSLAERHET v 7’'m— R /XZ (SSL
Certificate Upload Path) ]

o—h)ara—Z T, ek
T 2iEHEOARRAZIEELET,

c:/server.crt

[2—H¥4 T 7L — b (User Name
Template) ]

SCTHNERSCT (ss) Z#—H 0 [UI
7 7 AJEME (Ul Access Attribute) |
DEIZ~y B 73528 T, vnoA
VIRFICATI SN D 22—/ DB A
Ebiﬁ 2—PHT T — b,
FRREICAE T 2554 OB T,
a—FRarf o N—=ila 4%
AT, TTIA4TRITLY L
FHNEH ST DA E E R B,
T DOFERARL S N DN PN — &
MAF RO R IEHA S ET,

CAC# pE%J:U\ﬁT DX TV =T

NI 5IIE, [T U
L— bk (User Name Template) ](Z A1)
TOBENHYET.

$s@security.example.com,
%$s@mail.com,
$s@mil,

$s@smil.mil,

Firepower ¥ X 74 1—FEE [



B wrrEss—1E

Firepower & X 74 1—H&EE |

RIE

B

1

Timeout

TIGA ) P S DEHGERITO S A
LT MERELET, ThIZKD,
BN N 7T 7 =R m— )
F—n—SnET, 774~V

P— DB DISEDIRVRIET Z 0O

T AV RIORENTW OB (£
IZLDAP #— "D F A LT 7 ) 5k
WTDHE, TTITAT U RIAN T

Ty T =N L T ZFTL
£7,

7272 LLDAP 77 A < U LDAP H—
NOR— R THEATINTEY, L0
DOEM TEROUEBZIFETT H55
. X2 TP —R_RADT = —)L
I == TONEE A,

75 A <=V H— XTLDAP PR 724
G T TIGAT VAT I TS
Y= LTI ZFETLET,

[UL 7 7 &A@ (UI Access
Attribute) ]

a—NNTTIATRIH L, —
FRRBIL O TIE e <. FEEDEMED
EOMEZEITY LT RLET,
Firepower ¥ A7 A Web 1 > % —7 =
A ZADAN 2 —PFAIME L U TRE
SNTWELREETHIX., EORBMET
bEHTEET, WThrod7 V=
7 MZ—T ba—HH LR T—F
N HEGEX, —F a7 A RN
FORESAIVE T,

Y= NE A TR, T 74V N
RETHE, [UIT 7 AR (U
Access Attribute) ]2, FDH—3 X
A N LT ERRY IAENE T,

DT 4=V REZEADOEFEIZTD
L. B—INTTITAT R,
LDAP — "D Ea2—H% La— KD
2 —PBIAEE TS, 22— R
HLTWAENEIDEHRALET,

CACFERER L OFFHIcZ DA TV =7
FEERT IR, [2—YaT 7
L — I (User Name Template) ] DAEIZ
HIST HDEEANTLBENHY F
ER

sAMAccountName,
userPrincipalName,

A—)L T KL A

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—
war @55 4 —snEE [

LDAP B F /X5 A —3 DERTE

AT— bk S4t |RHEDSAEVR|YHR—FENBTF | HR—rENB | 7o 1R
“ A N R ALY

& (Any) & (Any) & (Any) £& (Any) Admin

LDAP A/ RTA—HF v a VOREIZLY., TTI7A4 T L AN2—W4 2R T 5 LDAP
F 47 N OHEBBIREIN., T 54T 2 A5 LDAP H— S~DOEES O HIH S
i‘a‘o

B a—F LT —BO2—FLTHY, ToF—2a7 () . VLR () . "7
(-) . T EEHTEET,

1T & A LD LDAP EARREDMIZ, LDAP A HEHEL 7 4 V2 B L OB AT %
T, ROV TIE,  [Lightweight Directory Access Protocol (v3): Technical Specification] (RFC
3377) IZREE SN TV D RFCEZZI L TLZE, ZOFIETHEIMLOBFI RSN TNET,
Microsoft Active Directory Server ~$%#5t 9" % 7= ?5?)0),1‘.4 ATVl Vet NT v HLEE
12, RAAL VG —VZ 25T 58551214, Internet RFC 822 (Standard for the Format of
ARPA Internet Text Messages) 142 Fo#k ézh“(lﬂé T RUVAREY VE v I AEFEHTES Z
EICERELTLEI WY, 22— A7V =7 FEa2RT 8551
JoeSmith@security.example.com & AJJ L. Microsoft Active Directory Server AT D560
/%"F@:L‘—"j'%ﬁ%lj% cn=JoeSmith, ou=security, dc=example,dc=com ﬂi{ﬁ)ﬂ Ligé‘/uo

\)

CE)  CACHREFICHEMNT A LDAP BiFA 7V =7 FARETAEASIT., 2o Pa—ZITHAINT
WA CACERYANESHNTL SN, 2—TiEHEEZ AL L% TIL. CAC OV EICHEA X
NREBIC L TR BRENHY ET,

FIE

ATy T [PNFREGEA T Y =7 b OFERL (Create External Authentication Object) ] ~<—3® [LDAP [E44 /¥
Z A—%4 (LDAP-Specific Parameters) |27 v 3 L IZlZ, XN—ADNEZRET H2 0047 =
YHRBHYET,

* [DN OHi#5 (FetchDNs) [#27 Vw27 L, Ray X v A SR x— Aik514
ZERLET,

TV RBATDHLDAP T 4 L7 b U DOR—RFHI4 % [X—A DN (Base DN) ] 74N N
WCASLET, 72& 21X, ExampletbDE X =V 7 ¢ (Security) ¥FIDO4HTZFRIET 51
Li\ ou=security, dc=example, dc=com & 7\7‘7 Lijﬁo

ATFvT2 MEISUT, [BEATZ L% (BaseFilter) 1 # AN LET,

i
711_}: WX, T4 L7 R VI —NO2—% 47T =7 I physicalDeliveryOfficeName B
ﬁiﬂéﬂfkb NCWYOI'kiJEO):L"—"H‘ W2kt L Z DOJEMEICAE Newvork 235 Eéﬂfh‘éiﬂ

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |

B wrrEs s —s08%

ATvT3

ATvT4
ATvT5

ATvT6

ATy T17

ATvT8

/E[\\ New York i}ﬁ@l*‘ﬁ‘fz (DR ICE s A Nl = (physicalDeliveryOfficeName=NewYork) EA
HLET,

LDAP y— 2L T 5+ 077 VT o vy RS L2 —F D [—H4 (UserName) | & L
T4 &, [SATU— R (Password) 1 Z A1 LET,

i

T ZIR, 2= AT V=7 Mluid BIHENE £ TV 5 OpenLDAP H— N ZHzKE L, Example
toexa VT 4 (Security) HAOEBEDAT V=7 PO uid (ZfE NetworkAdmin DERE &
hf A Z) j}%é\fi\ uid=NetworkAdmin, ou=security,dc=example,dc=com & ]\7'] L/i‘d—o

FE Microsoft Active Directory Server [Z#2ft 7 235G 1d. REBDLFH s O —/N 22—
LI ECTEERA,

[7XA T — ROfERR (Confirm Password) | 7 4 —/V RiZ, NATU—REZFEANLET,
FAR 72 LDAP [BA /3T A —Z OBGERITAT O FIEICIE, W< OOBRERH YD 97,

FEMEA Y 3 T 7B AT DL, [FEA T Y 3 & F R (Show Advanced Options) ]
DOREDKRAZ T Vw7 L, IROAT v TR ET,

LDAP /v —7 AU R— SIS Ta2—F T 7 50 a— L EHET HHE1T,
TN—=TWLDT IV BAMEDERTE (712 X—) [Z#EHLFET,

FOAEIZ LDAP 7V — 7 %M L2204 1L, LDAP > =)V 77 B ADKE (74 _X—)
WA FE T,

WEZIER UC, LDAP ##5ti2 [K5 =51t (Encryption) | &— R&ZIR L ET,

() A= EHRELBE TSI EEETLE, A= "R ZOHROT 7 + /v MEIZ
Uty FENDZ EIZEBELTLIZEV, [/2L (None) ]E7IX[TLS] DA, &—
METF 7 40 ME389 21 L £, SSLEF St 28N LI=aid, A— MIF 7+
IV M 636 ZfEH L E 9,

TLS F 7213 SSL K b &2 3R LU, FRREICFEAE AT 25612, A%/ TLS £7213 SSL

FEHEOSG ISR L £,

GE)  URNZT v 7vr— RN UIEREZE SR D123, HILWEELZT v 7r—F L,
WEET T T7AT VACHERLT, FrLWEAELY EEEXav—LET,

VIS CC, [UL T 27 2@ (Ul Access Attribute) ] IZxfid 2 [2—F 4T 7 L— b
(User Name Template) | ZfiE L £7,

i -

=& Z1E, U1 727 2 AN wia TH D OpenLDAP H— NZHaGE L. Example O ¥ 2V
7 4 (Security) FMTEH F_NTO2—F 2T HI121E, [2—F4HT 7T L— b (User
Name Template) 17 4 —/V NlZ uid=%s, ou=security, dc=example, dc=com & AJILFE 9, Microsoft
Active Directory Server @%/El\ci $s@security.example.com & ]\j] Liﬁ‘o

GE)  FRER KON CACERIGER AT 5121, [2—F4 T 7 b— |k (UserName
Template) | 7 4 —/V FIZMEZ AN T 2RERHYFET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—
war 51—7 74—k |

ATYT9 FTFvarT, RNl T v TR — A= N—F 5 F TORBREE (XA LT 7 b
(Timeout) ] 7 4 —/V RKIZAJILFE T,

ATFYTIN0 A7 3T, R=ZADNBIOERT 4 L2 DR IZEEICESW Ca—F 2 RET 55
B 2OoDF T arnbyET,

s UBPEZEAS (Fetch Attrs) ][22 U > 7 LCTHEHATREZRBMEDO Y X N2 BG L, @8
PEZ BRI L £7,

« (U177 & AJEM (Ul Access Attribute) 1% AJ) L £, 72 & 2 1% Microsoft Active Directory
Server Ci, Active Directory Server = —% 47 = 7 MZ uia BERR WD, [UL T 7
T X @M (UI Access Attribute) | ZfH L C2—V2HET 52 nH0 9, (b0
[UL 7 7 & AEM (UI Access Attribute) ] 77 « —/b RiZ userPrincipalName & AJJL T,
userPrincipalName E‘l‘i%*ﬁ?ﬁ%f% * To

GE)  FRRER K ONRWIC CAC Bl AT 512X, [UL 7 7 B REME (Ul Access
Attribute) ] 7 4 —/L K Jﬁ%ﬂﬁ#é%%?ﬁ\& U FY,

RDEZRY

« YR LDAP ZRGEA 7 V= 7 P OIERR (539 _X—2) OiBHICHE > T, Bl &% & LDAP #GF
T NEERLET,

LDAP ¥ /)L—F 74 —IL K

ST 57N —TXT X TLDAP b — NIZHFEEL TV ADRERH Y £5, AXT ¢ 7 LDAP
TN—TEINIFZAFT IV I IDAP I N—T %S MTEXET, A¥T 4 v LDAP I L—T &
X, BED—V 2L RTIN—TFT V=27 MR Lo TRA U R—=V y TRIEEND
TN—TThO, ¥4 FI v 7 LDAP JV—TLix, 22—V A7 =7 MEHIZESWTT
N—"T 2 =P HFT 5 LDAP BB EET 5 2 & TAUAR—=v y IRRESND T N—T
T, B—=ADIN—TT I Rv AL, TV—T DAL NR—=THI2—PITDOHLEEL £4,

2 —H M Firepower VAT MM 7 A T 5 E XIS ESNDT 7 AT, LDAPHERZIZ L -
THRRY EF,

s LDAPH— /T N—T T 72 AMERERE SN TWRNGE, FiLna—¥Ra 7o 4
% & Firepower ¥ A7 AXZE D2 —H % LDAP H— NZxf L CERAEL, 7T v M7+ —
ABRERV I —ICHESNTNDT 74V NOIR/NT 77 A 0 —/WZHSN T —HFHER
AL E9,

s SN—THREFHRETHL, IBESNEINL—TIZB L TWAFH LN —F T, A —
LR o TNBITN—TDENT 7 2 ARTEEZMHALET,

cHLVWZ—FREEDOED T N—TIZHEBE L TWRWGEE, BiEA 7 V=7 hO[F L —
Tl T 7 A v—/L (Group Controlled Access Roles) |7 v a VZHESNTNDHT
TN NOENT 7 A v — A REY L THERET,

RESNTWAEHDO I N—TIZa—FRR L TNDIEE, 2—VFiIRkbEWT 7 A%
%07/1/~70>77ﬂz7« O— N ERNT 7R a— e LTZITERY £9,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |

B /—Tzs370c2t508%

Firepower ¥ A7 A 22— HPEH—U T, LDAP J/—7 A NR—v o FIZL-oTT 78 A

B AREY B TENTNWDEL—FDR/NT 7 B AELZHIRT S Z LT TE A, 2L
BIMOMHERZEID Y THZ LIXTEET, MR —F DT 7 B AMEAERETH L [
HEPE (User Management) | ~X— @ [FZAES R (Authentication Method) ] #IIZ, [FMH - & —
F1 VAT (External - Locally Modified) | VW9 AT — X ANRFRINE T,

G¥)

&4?‘ v 7 IN—T%EMT 556, LDAP 7 = U (I, LDAP — N TRE I LTV DH1EY

WHEHSNET, ZOHENDL, MEHELT T —DNRKN CERL—TNRBET L L2k
. Firepower ¥ A7 A TIIMBOFIREILES 4BICHIRS N TWET, ZOFREEN T2 —
POTN—T AR =2y TR SN NG S, [ZV—T T 72 A v —/v (Group
Controlled AccessRoles) |77 2 a vV TERINTWVWDT 74/ b T 7R B— LR —WF(Z
fTH3nET,

[Firepower > X 7 LD 11— R (Firepower System User Roles) ]
Fa—H m— L E2EHY Y TLHLEND D 2—Y A2 ETe LDAP 7V —7 OfkiI4,

[F7#4#/)L 21—+ O—)L (Default User Role) ]
BELEZIA—=70O0nTIchbE L TWhWaWnWa—FDT 7 3V hOF/NT 78 A,

[FIL—T A 2"—DEM (Group Member Attribute) ]
ABT 4 w7 JV—TZ LDAP M U551 % & 1> LDAP @1,

[F)L—T A 2/3—® URL/E™E (Group Member URL Attribute) ]
BAT IV TN—T DA N—2y TEIRET % LDAP B,

GIW—TIZ&KBT7UREDHKRTE

A=k St |REDTA VR | FHR—FENBT | HR—FEhBF| TR
VA AR A

& (Any) & (Any) & (Any) & (Any) Admin

LDAP /=T D2—YP DAL=y FIHASNTT 74V N 77 B AEERET H5E
I%. Firepower ¥ A7 MM X VR EIN DA T 7 A v —/LZ, LDAP — "OREfFED 7 /v —
7@%%%%?*T%i¢o:h%ﬁ5k LDAPIZ K-> TRl Ehi=, FEEDED I N—T
WKHBEI W2 —FDOT 74V N TV EAREEGHRETCEET, 2—VFRa /1 325&,
Firepower A7 AL LDAP — NZEIICHRE L, =2 —VFOBIEDO I V—T A N—2 oy
WZHASWTT 74V b T 7B AMEEZEID Y TET,

TN—THHT 7 A m = EEH L Ta—FOMHERE FANCHRE L TWHRWESE, 2—FIZ
X, 77y b7 —LRERY =TT 74/ b THEENLHERTZT B EZ 5N THWET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—

Y

Vi Y S PR VE |

CAC munﬁkct()\u Lilite 7“—7 Jx F%{ﬁﬁﬁj—é%ﬂi@ﬁm CAC nunE:"’"]j"\@Tyﬂzx
o— LEI) Y TOERDT-DIZ LDAP VIV — 2R ETH L AHER L E T,

GE)

ATy T

ATy T2

ATy T3
ATy T4

ATy TH

CAC FBFEIMERH T2 LDAPRGEA T V=7 FERETIHILAIT., 2oV a—XITHAINT
WA CACZRYSNSHNTL S, 2—FiERAEZEH N LIZE TIL. CAC RFIZHAZ
N7RBBIC L TR BRENHY ET,

1R BRI
c BRTHTED T N—TH LDAP — NIT(EET D Z L AR L £,

FIE

[FMHRFRFEA T 2 = 7 b DO1ERK (Create External Authentication Object) ] X—3 T, [/ /L —7Hil
7 72 A m—/L (Group Controlled Access Roles) ] DD T RAIZ=Z U w7 LET,

MBS U CL Firepower & AT A —W v —U{Zxt)&T 5 [DN] 7« —/L RiZ, ZhbDu—
JZEID B TCTHMENS D 2—F 2E&Te LDAP 7 /L— 7 OikB4 2 A LET,
&1

72 & 21X, Example AEDIE#T 7 / 1 ¥ — (Information Technology) 1 D4 Rii % 78FET 5 12
%, [EFHH (Administrator) ] 7 4 —/L RIZIRO L ICATILET,

cn=itgroup, ou=groups, dc=example,dc=com

[77 4 /v k =—% m—/ L (Default User Role) ] %R L F7,

ABZT 4w TN—T%FEHT 5681, [Fv—7 A "—JEM (Group Member Attribute) ]
EANDLET,

i

7= & 21X, 7 7 A4V h® Security Analyst 7 7 ADT=OIZBRT DAL T 4 v TV—TD
AU NR—=2 T ERT DI menber BEZ AT 5613, member E AT LET,

HAFI v 7 IN—T%ERT 558, [Z/V—7 A2 23— URL &M (Group Member URL
Attribute) | Z AL E T,

1 :

el ziE, 774V FO Admin 7 7 B AR LTHRE LA AT I v 7 TA—T DAL —
54 % LDAP *ﬁ 27N memberURT JBPEIZE; FNTWAEAEIT. membervrt, & AN LET,

RDEZRY

« YR LDAP ZRGEA 7 ¥ = 7 b OIERR (539 _X—) OBt > T, Bl &% & LDAP #%3
FT s NEERLET,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
B worvezrrrez0r—nr

IDAP L )L 7O EADT 4 —IL K

admin 7 W 7 FERE, Va7 VBRI E LV LT 7 RABMIZ L o TREEITHIAE
SNFET, RETDHV2NANT IR Z74NAHXITEY, Y= MIa A TE5LDAP —A
DOa—PFRPRE L ET,

0y AU Y 2 22— DR =L T 0 L7 FUMEFRSND Z &, BLO (LDAP ##it
PTG HZ L T) LDAPY 2L T VB A a— T hH 7 "RENC > TWDEAITT «
L7 PUDHEEF SN FE TN, =2 — > =/l Jete/password ND /bin/false ICERE I, ¥ =
N2 Z EICERBE L TLEEN, 2—YRFEGRDE, RAUE—LT 417 b
UEAFHLCY2ARN) Yy hShET,

Yo a—WE, INCF, KT, FRINCTERCTFNIRET b2 —4AEFHL TR S
AT BHIENTEET, V2Dl UREIETIERLFEE /N LFENXPIESNET,
[z 79 EXEM (Shell Access Attribute) ]

I—FR T AN ) TRIERAT AT 7R BHTT, VoV T 72 ADEL e —F4L4 N
HE LTRESHLTWDEMETHIUE, ot ThERTE £,

TDT7 4=V KREEAOEFICLEE. Ve TV AR —FIERIANMER S LE
7,

EVh SN HATEBRL, FT AN b ERET S & ZOF—8 ¥4 T LIRS 2
7 4 —/b RIZHEFNCRY IAEINET,

[z 79X T 1J)L32 (Shell Access Filter) ]

Y T 7R AMOEA—YOx MY ZRUGT S OIEHT o BMETY, T s
I, EMEA . A B L ORME T

[XN—A 7 4% LA (SameasBaseFilter) | F=v /Ry 7 AT 5L, X—ADNT
RESIDT_XRTOZ—YN, =7 7 EAHERTHREINDIGEIT, L0 2ERAITHRE
TEET, B, 2—VERETOLDAP 7 =V %, ERT 4 NZ L=V T IER T 4L
BEMMBEDEET, Y2V T IR TANERERT 4 NE EFE—THIHEAITL. LY
TUMN2MEFETINDZ LR AUBEICRFRAZHEETHZ LI T, [X—R 7 4L
% L[A U (Same as Base Filter) | A 7> a v &2fHT5E, ZOWGFOHB T =) % 1 [F7E
TN TEET,

TDOT4— N RELZAOFEFICT A E, V)L TV ERAD LDAP AN ERE SN ET,
LDAP > T )L 7O RADETE

AYX—hr T4t (HEDSAEUR|YHR—FEBT|HR—FShEK|7H9ERX
VR N R AT

{£& (Any) =& (Any) =& (Any) £& (Any) Admin

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—

LDAP > )L 7V L ADEETE .

LDAP — " ZfEH LT, HFHxtG T /S A A F 7213 Firepower Management Center T3 = /L 7 7
TAHOT B NERIETEET, Va2 VT 7B AN ET 22—V OHEE % BT 2 H%E
TANZERELET,

[ —FFEA 7Y =7 T CACTRAEB LI UOREAI L L= T 7 ¥ ADM G H#RETHZ LIITE
FHA. RbVIC, BIORIEAT V=7 FEERL, AL ET,

TV T IR ADRFEA T Y =7 MiX, Firepower Management Center D #] DFBFEA T = 7
FCTHDLULENRDH Y £7,

v A i, NGIPSv 734 A F 721X ASA FirePOWER 7 /N A 2 DAWNERERGEAZ VAR — kL TUVE
Hh, E6IT, Y=L T 7B ABEIETILIPV6 NV AR— FINTWEEA,

&

TRCOT T ITAT AT, (IMNBFRGEEE 7213 CLI expert A~ K -CHES L/f_) )V T
TREROZ—PFITE, V=V TDsudoers HERRH Y £T08, ZiudtFa2VT 4 VAT %
IRTEHANH Y £, SRS L2 alE, Y= VT 7 AR E SN 2—F DY 2
M ZHEYNCHIB LT Z &V, [FEREIZ, CLI77‘TZX%BE%{T5“§“6¢BQ X, BT
e AMEEFF O —F O U X FEHIR L T 72 SV, Firepower Management Center CiEAID 3 =
NV a—PEFRELRZNWI EE2BEIOLET,

F—fGEA 7Y =7 NCCACFRRIMBLORA L =2V T 7 B ADMFERETHILILTE
FHA, [CAC]F = IRy I RAEFNTTDHE, ZORXR=VDV x )V T I EAREDF T
Va UBENCRY £, Rz, BIORGEA TV =7 FEERL, BRI LET,

1R BHHIIZ

o)V T A 74/1/& Yﬁiﬂ(‘b\é%uﬁmuuﬁn‘_ﬂ_&m L:l‘_'ﬁ_% %ﬁOWDBDALHE
CLIL £7213v =)V 2 —HFZHIBR L £7,

FIE

[FMEREREA 7 Y =7 b DVERL (Create External Authentication Object) ]-X—3 T, =— kAL
SOV T I ABBEEGERHT L5681, [ T 27 2 AEM (Shell Access Attribute) |
AT LET,

51 :

7= & Z1Z. Microsoft Active Directory Server C saMAccountName ¥ = /b 7 7 & A @A L C
VT 7A=Y ERGTHITIE, [T 7B RAEM (Shell Access Attribute) |7 —
JV RIZ saMAccountName & AJJ L ET,

ATFYT2 Y2 VTIBATHT N TANEZERELET, ROBEOA T arndH £4,

s BIEEICESW TR —PIHE 2 BlG T 21203, BiEA . A BT
LRI D EMEE, 1 Z“CI/V“C[/J:/I/Tﬁ‘IZX 7 4 V4 (Shell Access Filter) ]
T 4=V RIZASTLET, 221X, T TOXRy hU— 7 EFE D nanager BIEICBME
1[5 shell b‘ﬂﬂiéﬂfb‘éfBA . %ZIK74/1/5 (manager=shell) %%&ET% i@ao

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |
| TESET LSS

c WREREDHERHIE LI b D ERIC 7 4 VEZ AT DI, [FERAT7 o1& LELC
(Same as Base Filter) ] #i%R L £,
e V)L T 7 EAD LDAP BFEEBIIET AL, ZOT7 4= REZERIZLET,

RDEZRY

« YL LDAP ZRGEA 7 ¥ = 7 FOIERR (59 _X—2) OiiBHIZHE > T, Bl &% & LDAP 33
T NEERLET,

LDAP nru\nl—t?g%no) TAX bk

A¥—hk 54 |HEDSA VR | YR—rENDBT | YR—rShBK|7IER
~ A INA R ALY

& (Any) & (Any) & (Any) £& (Any) Admin

LDAP V—REZRE L., BiERELZITo720. TNOHDOREET A T 5720, BAEFTE D4
ERH DT DO2—TERIEFREEETEET,

[=—%4 (UserName) [IZ7 A MM T 52 —F D uia BIEOEZ AT TE £, Microsoft
Active Directory Server |Z#%#¢ L C uia DDV IZ UL 77 B RABELZRET 25461%, =—9
L LTCZOBEOEEHEN LT, 2—FoEeEM#4 bIEETE £7,

FLa—P D20 — REHHLET,

T A NEDZE, A —VE L ES e — AR EINE T, B —TL/ITBED
a—PHTHY, ToZ—2a7 (), EVFFR () | "7 (o) | EETEHEHATE
32’9“0

Web A X —T 2 A ADX— YA ZHIR D720, 2—FED5 1000 282 TWD P —s3~D
Bt T A T AEES. RENAZ2—HFOIZ 1000 THAEZ LITERE LT &N,

Evb FRPaA—FOLHENRZAT = FEBSTANTDE, $—"HENELVEATHT A bR
%%Li? BN, BINDT A 8T A—4 ZERAEPIC—@RELT A N LET, EH
ST LEAIE, 7% b AR PO L SR T — R iR LT,

FIE

AT 9T PMEBREFEA T Y =7 S @3B (Add External Authentication Object) ]-—3C, [2—%4 (User
Name) ] & [/SA U — K (Password) | # AL FET,

1 -

7o & 21X, Example fED 21— gsnith OBERIEFREZBIG TEX 202 E 2 02% 7T A M 212X
[gsmith] BL |—passwordj EATTLET,

[l Firepower R 7 L 1 —HERE



| Firepower & 2 7 4 21—
LDAP B3 EHD FS T a—F 4> |

ATV T2 [TAD (Test) |27 Vw27 LET, RO 2ODOKWENRH D £,

« T AR LIZHEE, TA FDOHANRR—= FHICFERENET, [R1F (Save) 1% 7
Uo7 LET,

e T A NNBEMUTSEEIZ. BEDO N T TN 2 —TF 4 v VT OIRREIFIZOWT, LDAPR
SEED N T TN a—T 4 7 (7T —) ABRBLTLL &N,

RDEZRY

'LDAP%}\S\%E%ﬁ@JGCTéGUi\ ﬁﬁ;’%ﬂ:UT/\/]) AT DN Bntunﬁo);ﬁ)‘ﬁﬂﬁ@n}%% \—TIE’)T %}r}\
MEAT Y 2 NERNZLET,

LDAP SEEF¥ERHD FS TN a—TF 4 25

LDAPZREEA 7 V= 7 FEERR L=, BIR LI — A"~ OE N R LTy, E7 1308
2—TFDY A SNEEINRZDST2581F, FTO4AT V27 FORTEFECTCEET,

B DT X b THERNRT 25613, RED T TNy 2a—T 4 ZICBET R OHERETFIA
A LT ZEN,

ﬁi%k?xF&ﬁK%éﬂé%y?%Vﬂ%\%%@Eﬁk&ofbéﬁf&:ﬁb
8oy &R L E T

ATz s MO LT b SR T — RS Ch D = & TR L £

e br— K X—F  DLDAP 7' T U W& L CLDAP V— N2k L, ~N—ZgkhI4 I
IRENTWBT 4 V7 M) BRI IHERPL—FICH D Z EaMRLET,

e —HFHLMN, LDAP V— DT 4 L7 MIIFRY IV —CT—EBETHDHZ L a2fERLE
R

e T A FHINZLDAP A v K =T — 49 3R ENDHEIT. 22—V D2—% (v
FUUTRRMLTWES, —RFKX—F 4 TV r— g U EFEH LT —3303
ZiATL, ZOERETHLREIRICAAS VT 4 I DNRIT 208 ) a iR LT,
e —NREEFELLIEEL TS Z & 2R LET,
e H—RDIPT FLAFEITHRA MBELWNT EA2fELET,

e —HI T TTAT UANG, T DALY — N TCP/IP TT VB ATEH I &
FHER L E T,

e = NADT VAN T 7 AT T —II Lo THITF NN &, BIOA T V=
J R TCTHREINTWAR—=IBDA—T L LTWNWDLZ E2MERLET,

E%i%ﬁﬁbfnsiti$bﬁmf%ﬁﬁéﬁA . FEFAEOR A LN, P—
IHEHESNTWDHRA M E—HLTWDALERHY £,

Firepower ¥ X 74 1—FEE [
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Firepower & X 74 1—H&EE |

B wrrzasgorsILe -0

o UV VT IR RERIET HHEEE. T NERICIPve 7 RLAZFEH LWz
EEMERLET,

cH— RN B A TFOF TN NEERALTHABESIT. FLWH—RN AL TFThHAHI L
EWRL, [T 740 FERE (SetDefault) 269 —E7 U w7 LTT 74/ ME
Uy FLET,

NR— kAN 2 AT L2 a1, [DN ZHf5 (FetchDNs) 1% 27 U v 7 L, $—/3CTiEH
AREZR T RTOR—ZAFHAAL Z BT L, VA M2 DARTEZRIRL E7,

TANG T RABME, ELITEEIREZHEHA L TWL5EIE. TNERSATH Y
ELKANSNTWD Z &2l LET,
TANE T AR RTEEFIRE L L TV DS EIE, SREEHIFRL, BE
BRLTAT V=27 T A MLTHET,

HARTANFEZIL 2V T IR T ANANEZEHERA L TWBEEAIL, 74V E N0 v
THIENTRY, AR EETZHEA L TWD Z MR LET,

FORKIRENTEEAT ANV ZE2T A T DI, BEOD2—YE T E2RET LD, 74
NWEIZFEDL—FDOR— RPN EHELET,

W bR 2 3 256
s GEBHED LDAP Y — "OLFIA, AT DR A M E—E L T\ D 2 & # R
LET,
BB L ST — N TIPVE 7 R A ZHEH L T2 L 2R L £,

TA N a—YEFHATLHEG, 2—FL L SAT = FPELLAAEINTND Z & 2R
Liﬁ‘o

TA b a2—YEEHT 56, 2 PERERZHRLTE 7Y =2 2T AR LET,

WO EHMBH LT, 8ktT 57 FI7A T ATa<wy K 746 LDAP — 0
e, iR+ 572V %7 AN LET,

ldapsearch -x -b 'base distinguished name'

-h LDAPserver ip address -p port -v -D

'user distinguished name' -W 'base filter'

7o & 21X, domainadmin@myrtle.example.com L— & FEART ¢ /L& (cn=*) ZfHH L T
nyrtle.example.conDEF 2 U T 4 FAAL ANEERTHHEBIT. ROAT— AL b &AE
MALCERET A NTEET,

ldapsearch -x -b 'CN=security,DC=myrtle, DC=example, DC=com’

-h myrtle.example.com -p 389 -v -D

'domainadmin@myrtle.example.com' -W ' (cn=*)"

Bt DT A PDRIEFWIZE T LN, 7T v b7 43— AR ER Y — D L ICFRRED EEE L 72
WA, AT AL AT V=7 "D TN, TT7I7A T AZERAENDT Ty M7 4 —
ARBERY V—THMNAR>TND L MR LET,

[l Firepower R 7 L 1 —HERE




| Firepower & 2 7 4 21—

raows 23 I}

IEFICER SN, BTSNz —Y U XA M efBT 2 U0ERH L HE1E. AT 4
NEETNIT =V T 78R T4 NF ZBINETITERT S50 X—ZDN % & bIZHIRT 5
INETIIHIBRZREO THEAT 5 Z L3 TEET,

RADIUS :2:E

Remote Authentication Dial In User Service (RADIUS) (X, %y hU—27 J VYV —ZA~Da2—H 7T
T ADORGE, BA[, BLOT AT 4 o ZIEHSNHREET v k=21 TF, RFC 2865
\ZHEPLT % 37X T RADIUS %— /T, fBFEA 7 V=7 M EfERkCTE £,

RADIUS 4 — N TlGES Nz — 3w Trn /A4 o35 L, BiEA 7Y =/ R TEOZ—W
WHE SNV TW AR 2 —FIZfthEshET, Eoax—F m— b U X FEITHhn
a—WIiE, BIHEA T V27 FTTERENTWAT 74V b T 7B AERMEEENET, &R
FEA TV NCT 74N N T 7B AMERPEIRE N TV WGEE, 77y F 74— 20
ERY —ICRESNTNWDT 74/ 8T 7B AMERPMIGESNVET, REVRMEA TV =7
FOZ—HF Y 2 RE2NH LT EENTWARWESIT, SEISL Ca—FOMREERE TX £
T, BERG 2 L C RADIUS h— TRl S Nz —FRfo a7/ LEH 95
L, 2T HT U IBRERENTWATDu 7 U EEIND Z EITEE L TLEEN,
2—FEL ) e A T ARNERHY T,

GE)

7000 £721% 8000 >V — X T8, A THEFRIEEZ AT AR, =2V T 78R T 4 H
[ha= F TV B AN ERE a— L [F] L:L”—“ﬁ_% P ONEER HECLI:L_HU_%?’\VCFQUIST LX<
f_éu\o

Firepower ¥ A7 D RADIUS FEETlL, SecurD® +—7 O ANV R— SN TWET,
SecurlD ZfFEH L7z — NIC X DF8E 2R ET D &, ZOW— K L TR nftéz"bfb\él—
B3, SecurlD PIN DA JRIZ SecurlD h—2 &I L, Cisco VAT h~Dua 7 A REC
BNAT—RELTHALET, SecurlD NAMERD 2 —F &2 FBFET 5 L 5 1) unxfEéi“L’C
WAHBRY . T D —HL PIN & SecurlD Z#f#H L T Firepower Management Center ¥ 72 (%
7000 £721X 8000 U —RX F AL R T A L TELHDT, IBMOREIFIRETT,

RADIUS E2SEA T2 x4 FDYERL

AYX—hk T4t |HEDFAEVR|HR—FENET | HHR—bENBEL | 7OER
VR INM R AT

f£& (Any) f£& (Any) f£& (Any) f£& (Any) Admin

RADIUS FRGEA 7 ¥ = 7 N OERKIFIZ, FRGET — NI CE D LT HORELEHR L E
T, £, FFEOL—VFBIOT 74V F 2—Hlza—WF v — %25 LEJ, RADIUSH —
ND, BAETEDL—F DB ALK AEMERIKEINLGET. DD h A X NEttk €%
HULBENRHYET, A7 a T, CLIERIE Y2 /V T 7B ARELRTETEET,

Firepower ¥ X 74 1—FEE [



Firepower & X 74 1—H&EE |

B reows sz oo rotER

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvI1

ATvT8

ATvT9

ST RAL VRBTIR, SMRRRGEA 7 V= 7 MIERS NI RAAL U TORERTE £,

4R8O HHEIIZ

e —TII T TITAT URANG, T DAL — N IZTCP/IP TT 7 BATE D L%k
BLET,

FIE

[ RT L (System) |>[21—H (Users) | L £,

[FM5FERE (External Authentication) | # 7 %27 U w7 LET,

[FMFRREA 7 Y = 7 R DB (Add External Authentication Object) 1 %27 V v 27 L ¥ 7,

[#8FE 2 (Authentication Method) ] Ku v 7% 7 U A kb [RADIUS] #34R L £,
RADIUS i D (82 ~—37) OBBIIHE > T, I — 2R EL 7,

RADIUS == —# m—/LORE (84 =) OBRINE- T, 2—H o — L EZBELET,
A7 a T, RADIUS V= /L 77 B ADFRE (86 X—) Ot~ Tr =L T 7 ER
ERELET,

A7 a T, WAL LRADIUS BIEDER (87 ~—) OBAIHE> TH A X LEMEEE
F#LET,

RADIUS Bk D7 A & (88 ~—) OIS T, WELZT AP LET,

1

1

WOE, IP 7 KL AH10.10.10.98 T FreeRADIUS 2358 L TV D H— D4 7L
RADIUS v /' A VEBGEA TV =7 bR LET, R TIET 7 B ADZDIZHR— b
B2 MEHEND Z & BROMEHBIMA 30 W E2fET 25 & — 2 A A
T RMIRY, RNyl T  TEREE— SO TR . NN 3 BT
SNBDHZEITERE LTI,

’OFIL, RADIUS == —H o — /LR EDBEE 2 E R L ET,

Z—H ewharton & gsand (213, DA T =Y FRAENN I TWDET FI7A4T
YANDEBRT 7R AP EINET,

:’-*"]j‘ cbronte WJi\ :@§E§Eﬁ7f/17 Fﬁiﬁéﬁé:fﬁ’)fb\577o'7/l}TVX/\O)
[A¥TF A 22— (Maintenance User) ] 7 7 B AN 5 ZivE T,

£ — cpronte (Z1E, DB TV =7 NBREDNZ 2> TNDT I TAT 2V A~D
[EXx=2VUT 4 TTUX N (Security Analyst) | 7 7 B At E S ET,

22— ewharton 1L, V=N T AT NEFEHLCT I A4T7 A Zu A4 CTEF
—éAO

[l Firepower R 7 L 1 —HERE
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RaDIUS Z3E+ T2 & Fo ek [

WORNZ, Zofloa—LEEERLET,

RADIUS-Specific Parameters
Timeout (Seconds) 0

Retries 3
Access Admin

o ewharton, gsand
Adrninistrator

External Database User

Intrusion Admin

X chronte
Maintenance User
MNetwork Admin
Discovery Admin
Security Approver
. Jausten
Security Analyst
Security Analyst (Read Only)
Access Admin ﬂ
Adrninistrator

Befouitt el External Database Lser

Shell Access Filter

Adrninistrator Shell Access  |Rwharton
User List

371e02

BYELEDORT 2N LT, HEDZ—F o — AN FEINDINENH D2 —F 4R
FTZEbTEET, HHTLBMENRI A X LBEDOSGE. £TDONAZ LEMEAER
DWENDH Y £,

WL, AR OH] & [F U FreeRADIUS H—/ 3D 4> 7 /L RADIUS 11 7' A L 3RFFA T
T FNTOR—LEREL I AZ LBEOERE R LET,

7272 L ZOHITiL, Microsoft Y E—F 77 BA Y —_"REHIINLTWBH, 128
FD=2—H D vs-ras-version WA X LBMENIKSIVE T, Ms-Ras-Version W AHX LG
PRIZSCFHNITH D Z LITHER LT IES Y, Z OB TIEL, Microsoftv.5.00 Y E— K 7
7EA P — R TRADIUS ICB VA T 5T _RCOZ—WFZXH L, [BEXx=2VT o
TV AL GEAEYEH)  (Security Analyst (Read Only)) ] 2 —/LA3MF5 &5 5
BHYET, ZDOD, @M EMED T Ms-Ras-Version=MSRASV5.00 & [EF¥ = U T «
7+ U AN A EH)  (Security Analyst (Read Only)) |17 4 —/L RIZAJ L E
R

Firepower ¥ X 74 1—FEE [



B rrowsEwozE

RADIUS #&#5t DR TE

RADIUS-Specific Parameters

Timeout (Seconds)

Retries

Access Admin

Adrninistrator

External Database User

Intrusion Admin

Maintenance User

Metwork Admin

Discovery Admin

Security Approver

Security Analyst

Security Analyst (Read Only)

Default User Role

Shell Access Filter

Administrator Shell Access
User List

30

ewharton, gsand

MS-RAS-Version=MSRASYS.00

Firepower & X 74 1—H&EE |

Acocess Admin
Adrninistrator

External Database User

Intrusion Admin

ewharton

v Define Custom RADIUS Attributes

Attribute Name Attribute ID
MS-Ras-Version 18
RDZBRY

* RADIUS #3GiE & AT

A7 Y= b %’fﬁédj Z Liﬁ‘o

WZIE, RERBLT SA 2 TOHES

Attribute
Type

Istring 'I

string

add

Opelete

ulunimﬁé‘jﬂt@nﬂﬂ% Lzﬁéo T%ﬁ

£ (Any)

£ (Any)

£ (Any)

AYX—hr T4t (HEDSAEUR|YR—FENBT|HR—FSEK|7OERX
VR INM R AT
{5 (Any) Admin

RADIUSFEGREA 7 ¥ = 7 N OAERRIFIZIZ, m—HI NV T 7 T4 T VA (EBXSRT A AL

Firepower Management Center) 23iRalE?D 72 &

EP— N R— P 2RI ELET,

[l Firepower R 7 L 1 —HERE

BT 2794~V BLIONR I T v 7 —
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\}

raows 0%z |

G¥)

ATy T
ATv T2
ATvT3

ATvT4
ATvTh
ATFvT6

ATy T17

ATvT8

RADIUSAIELKHEEET A7-DIE, 77 AT U4 — /L TRIAER— ET AU T 4T R —F
(F 74/ FTIH 1812 BLN1813) B LERH Y £,

N T TRIE —RERET DHEIE. 774~ ) = "D ITERIEO X A L7
FNERETEET, 774~ VB — "D OIREN2VIRRET[X A A7 7 & (Timeout) ]
74—V (LTI LDAPH— "D F A LT U 8 I[THRESNTHEPRMT 2L, 7774
ToRFTIA=Y =N LT/ Y 2 /BETLET,

TTIGAT UANT TA< VB — NI LT 2 2\HET LRI, T4~ UG
P I B OISRV IREE T [H3R81T (Retries) | 7 4 —/V RICIEE SR EB A, [#
A L7 7 K (Timeout) | 7 4 —/V NIZHESNTREPBHORET L E, 77747 A X
Ny T v P —Nca—LA—"—1LF7,

Tl xiX, 774~V $— ST RADIUS NN R GE., T I7A T ANy 2T v 7 H—
NI LTr7 ) 2347 L%£9, 7277 L RADIUS 77 A < U RADIUS ¥ — "DR— h TFE
TENTEY, MENOHEA GROERTEELIZFOMORE/R YY) THEROMWHAZIEST 5
AT Nl T v T =D 7 = — LA — =TI EE A,

FIE

[ RT L (System) | >[21—H (Users) |Z&INL £,

[ZMERFEGE (External Authentication) | # 7 %27 U w7 LET,

[SVERDYERL (Create External) |>[25f4 7 %9 kb (Authentication Object) | %7 U v 7 L
£

FAAE 572G (Authentication Method) | R v # 7  U A k)5 [RADIUS] %8R L £97,
BREY— DA E 2 AT LE T,

AET —# WG9 %774 < U RADIUS H—/"DIP 7 FLAZ IR A ME [TTA4 <Y
P —/ N A R4/IP 7 R LA (Primary Server Host Name/IP Address) | 7 «# —/L RIZAI L &
o

GE) Y= VREETIEIPv6 7 FL AT AR—FEnTWEHA, 774~V RADIUS #—
SNIZIPV6 7 RLAZBMHT S & &2y 2 VERGEA AT 5121, —"D IPvd 7 K
VAZEH L CERAEA 7Y =2 &ty b7 » 7L, Firepower Management Center
BUIORBREA T V27 hELTEDIPVE AT V=7 MEMEHLET,

’é&‘f £

F7Fa T [FTA4~Y =3 — b (Primary Server Port) | 7 4 — /L R T T A~V
RADIUS BGEY — SB™MEA 2R — F 2 LH L £7,

G RN —NEEETHUUT 4 vV R— NEENEEE S TIX R WGEAIE, 207 41—
IWREZEAIZLET, VAT AL, T T7AT 2 AD Jete/services 7 7 A VD radius
5 — X & radacct 7 —X /> 5 RADIUS 7K— F%%%*UM L/i—g—o

77 A ~ U RADIUS #&iEY— 3D RADIUS B —42 AT L £7,

Firepower ¥ X 74 1—FEE [



B rows2—so-1o

ATvT9

ATy 710

Firepower & X 74 1—H&EE |

B

axX ;e

FT v a T, AT — X ERBGT 53y 77 v 7 RADIUS 8GEY — SO IP 7 R L A £ 721X

RARNGLE [Ny 7T v 7 =K AML/IPT KL A (Backup Server Host Name/IP Address) ]

74—V RIZANLET,

Ny T P HP—=RERETHGEIL. [Ny 77 v 7 —s3K—K (Backup ServerPort) ],

[RADIUS 4% % — (RADIUS SecretKey) ], 8L WN[# A A7 U & (Timeout) | ZZH L, [

1T (Retries) ] 74—/ RiT, No 27 v FEEICO— LG —_"—F BECTTA < ) H—

N ERATT R E A LET,

(B WER— R EELTHT T 4 7 R— MESNERE S TIERWEEE. 207 14—

IWREZEFJIZLET, VAT AR, T T4 T 2 AD jete/services 7 7 A VD radius
T —H& & radacet T —H 5 RADIUS AR — MEE 2B L £97,

RDZERY
« RADIUS #RiFA 72 = 7 FOERL (79 2—30) OFAICHE > T, 8| X% % RADIUS &3
ATl NEERLET,

RADIUS 1 —H O— )LDERE

AYX— kT4t |HEDSAEUR|YR—bENET | HHR—bENBE | 7HEX
VR N R A (Access)

& (Any) & (Any) & (Any) & (Any) Admin

a2—WRn A 45 L Firepower ¥ A7 AlE RADIUS — " ZHi# L. RADIUS #hkI2
DNCTT 7B ARG LET,

c =PI L THEDT 7 B AENRRESNTEL T, 774/ b 77X m—LdE
EINTWRWEA, fiLna—3nn /A 45 L, Firepower ¥ A7 AIXRADIUS ¥—
NI L TEOZ—FEZFFEL TD, 77y 7+ —LARERY —TREINTND
TI7HINVE TR B IHESN T2 —FHERZ 5 L ET,

cHLWVZ—PFNREDY A MIBEESNTELT, BilkA 7 V=7 bO [T 74V bk 22—
% m—/L (DefaultUserRole) |V A NTT 74/ h T/ A B—RRESNTNDHY
B, =PI ZDOT 74V F TR o — L R3E DY THRET,

1 DU EDEEOT—LDY A M=V ZBMTHE, EYTHENTWNDETRTOT
TR A O—NVNEO—FINEINET,

Flo. 2—FAORDVITEEEMEORT ML T, FFEOL—Y o — AR5 S5 HE
BoHa—ParmT b TEET, LeE EXa2 VT4 7T IVRNETOIRERDLT
_XCO2—HD User-Category E‘lﬁ@fﬁi)‘ Analyst Tbh é%/ﬁ\\ b Oa—PIZFDr—)L
AT 12E, [BX =2V 74 77U AN YA (Security Analyst List) ] 7 1 —/L RIZ
User-Category=Analyst & Ajj LiTo

[l Firepower R 7 L 1 —HERE
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raDIUS 1—% A—L0FEE |

SNTRREES VDD, FEEDO B —/LZY A R ENBRNT R TO2—HIZ, T 74/ hOa—
n—LEEDYBTHRZLENTEET, [T 74/ h 2—F m—/L (Default User Role) ] Y A b
T, B oOu— L EEETEET,

Firepower ' A7 LD —HEFILR— TRADIUS = —H U A b AU N—2 o TRERESNT
WHTH, T72Aa—AREDYTONTNWDL—YOR/NT 7 B AELZHIRT S Z L3 T
EEHA, ZEL, BMOHEREZEV Y THZ LITTEET,

ATy

ATy T2

2—POR/NT 7B AREELEET HIZIE, [RADIUS [EHF /X7 A —4% (RADIUS Specific
Parameters) |27 > 2 DY A MHT2—VE2BET 5 E72IZRADIUS — T2 —HFDJF
MEEE T HMIC, kA2 EHENRT ASA RCHREA L, 2—PEIHEX—UTH Y Y ToNT
WD —FHERZHIBRT 50BN H D £7,

1R BHHEIIZ

e =P r—)L A N—y TOREMHEAT H5EE1L. H A H L RADIUS BHEDERE (
87 X—2) OIS TH AL LEHEEERLET,

FIE

[FMIBRRFEA 7 ¥ = 7 S DOFERL (Create External Authentication Object) ] ~<—<C, Firepower >
AT LO—=F 0= UHIET D7 4 —/V FIZ, F2—=FOLRTEZ AT L0, TloiZeh b
Dr—)WZEID B TLHEMELEDO~T ZELET,

2—PH LB LEOT L, I~ TREIY 97,

51

72 Z21E, 2= ysmith & jdoe ITEBHE O — LB 5T 585A81%. [FHE (Administrator) ]

74— F\@: jsmith, jdoe &Aj} ]\/ij—o %) 5 10@@”& LT User-Category 0)1@7})‘ Maintenance

THHTRTCO2—WFIZA LTI A a—F a—iM53510%, (AT FrAa—F
(Maintenance User) 1 74—/ RiZ user-category=Maintenance EATILFET,

[7 7 #/v b =—H% v —/ (Default UserRole) ] UV A kb, FEEDED 7 L—TIZHE LT

WRWZ—FDFT 7 3 )b hE/ANT 7B A B — L ERIRL £,

RDZRY

« RADIUS GRGEA 7Y = 7 FOERL (79 X—2) O@BICIE~> T, 5l &t & RADIUS FZqE
FT7V = FaRERLET,

Firepower ¥ X 74 1—FEE [
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B rows oz 7oeomE

RADIUS T )L 7O ADETE

AT— bk S4t |RHEDSAEVR|YHR—FENBTF | HR—rENB | 7o 1R
“ A N R ALY

& (Any) & (Any) & (Any) & (Any) Admin

RADIUS —R_ZEH LT, ==V 77 IF3A4 T A (EEXSRT /314 A F 721 Firepower
ManagementCenter) C, CLIE721EL =V 77 ERIZOWTT IV FERiET A2 & H T
£9, CLLELB Y=V 77822530 a—Voa—PHzEELET,

G¥)

V VRBRETIXIPVG 7 R LA AR — SN TWERHA, IPv6 7 RLAZEHLTT I A~
U RADIUS =R EL, BHI =V T 7 ¥ALRET D&, Y=V T 7 B RAOREITHE
ﬁéhi¢07347)Rmmm%~n IPv6 7 KL AZMERT 5 & X2y = VIBREE 7]
T HIZIE, = "DIPvAT RLAZEH L CHIORBREA 7 V=2 kv N7 > 7 L, Firepower
Management Center DIFIOFRAEA TV =7 hE L TEDOAF TV = MR LET,

Admin 7 # 7 > N PAME, RADIUS #8GE4 7 V=2 b Cq ibt/1w77tx)xb X
D, 77I7A4A TV ATOCLIE Ty =V T 7 ARSI S ES, CLIEEy = v
a—WE, 7Ty b7+ —LF mﬁ)/—%%%ﬁékﬁm\7??47fon—ﬁw:~
FeLTHREINET, & %A%ﬁ%LTRmmB#Hmeﬁémthﬁ#@@Tm7
A LEIETDHE, 2= THor EBRERESN TS T2oa /A U EG IS Z &IT
BELTLEEY, 2—HFEb ) —Ea /A TH0ERHY £7,

07 A UK CLLERIE Y 2L 2—FDR—L T4 L7 NUBRERENS Z &, BLO
(RADIUS ¥t 2 ELhIC4 % 2 & T) RADIUS S = /L 7 7B A —% 7 7 o h BNERIT 72 -
TWAEAIET 4 L7 FUDBHERF SN E TN, 2—F v =it /etc/password WO /bin/false
WCRRE ST, Y AR/ 2 EICEBRLTLZEY, 2—FRHERNZ/RD L, FL
A= T4V 7 MV EFEHLTCY=ARY Yy FENET,

CLIFE=Fy = /b —WE, /IF, RFE, 0300 T & RCFNRET D 2—W4 &2
HLTuel 4 TxEd, CLITFFIZ o hou VA U CIERITF L /N CERRB & vE
7,

TRCDOTTITAT VAT, OHBRFEE721E CLl expert 2~ RTHRELE) Y=L 77
Y R & o —HI2i. /n:/l/'(@sudoers*ﬁgﬁﬁ)%@35—’9%755 Zhiitex=2V T4 VAT &
IRTHANH Y £3, MBERIEEZ ML LT/, V=T 7B ARME SN 2—F DU A
b EBIICHIE LT < 25 o, BRI, CLLT 72 AHERE 5T 55 L. L0 T
7 AMEEFFOZ—F DY 2 N EHIBR L TL 72X\, Firepower Management Center T > =
A=Y ERELRN EEBE-IDLET,

[l Firepower R 7 L 1 —HERE
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nz4 . eaows BEnzz [

FIE

[FMFRFEA T 2 = 7 h DAERK (Create External Authentication Object) | X— T, [EFHE T =
N T 7R 22— U X (Administrator Shell Access User List) ] 7 4 —/V KiZ2—H% 4 & 5
Ve TR S TAHLET,

Gx) VNV T IR T ANEERELRWI EXBIRTH &, LTV =7 FORE
BERZ, ZA4NEEZEAOFTFICT DL 2HRT IEENTREINET,

RDBERY

¢ RADIUS #3EAF 72 = 7 FOfERL (79 ~<—3) OFAIZHE-> T, 5] X #i= RADIUS 333
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7Y/ FCINLOEMEERT HLENRHY £9, RADIUSH—ATax—HF 7177 A
NERND L, =PI OVWTRSNDBEEZ ROT 52 ENTEET,

BYEZERT DHEIE. BETFNORLIBHALZRELET, BHEADOTOREELXESHIZ
X, A=A TERLFy vaZfllT 52 LICERELTLEIN, o, fEET 5B ID
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FA, BHEOXY AT CUFEH, IPT FLUA, B AN SBEELET,

RADIUSRGEA 7 ¥ = 7 MOVERRFIZ, FOAT V=27 FOFHLWT 47 aF ) 77 A0
7703/(7/1@/var/sf/userauth74 L7 BUIERR S E T, WBiEA 7 v =7 MBI
DAL KEMEIEZT T, 2OT 47 v at ) ZrAMBIESET,

~IVTF RAAL VRBTIE, SMBRRREA 7 Y =7 MIMER SN AL L TORERTEET,

FIE

ATy T PMRRREA 7 Y =7 R OB (Add External Authentication Object) ] X—C, KHIZ 7 U »
7 LT [ A¥ L RADIUS JBYEDEF (Define Custom RADIUS Attributes) |7 o 3 > % 2
LET,

ATy T2 B4 (Attribute Name) | 7 4 —/V RIZ@EME4 2 AN L E9,
ATy 73 [EBID (Attribute ID) ] 7 4 —/L NI, B ID 285 CAD L ET,
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ATy T4 [|BEZ A7 (Attribute Type) ] KR v 7 X7 URA SN G, BYEOX A 7 EBRINL 9,

ATY TS BAEA T V=7 MO AX LNENEBINT 52T, B (Add) 1227V v LET,
Evh FRAEA TV MDA NBEBEEZHIBRT DI, ZORMEORICH D [HIFR
(Delete) |27 U w7 LET,
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AT =R L TWDH Ry F U —2 L TRADIUS B —A"REH S L5561
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KLES, V= "REPIELW I & 2RI DIIE, RONZ EOT A b RT A =X
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Firepower Management Center 25 B L C, Web 7' 7 U TlEBENT 25 &5 FIELZRIRT 52 &
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=Y — W EESL T 7B AMERD S D6, CSMTY B ZARE) L7727 /54 AD [T /31 A
HH (Device Management) ] ~X— D [T /34 A (Device) | ¥ 7IZBEI L £3, TS DS
B, [P~V —Z v 2R —F (Summary Dashboard) ] ~— ([#EE (Overview) |>[% v
22 7R—F (Dashboards) |) IZBEILET, LA v adh—RIT 7 BATE RN 2—
P Ty NOGEIE, (L9 2% (Welcome) | S—UREHINET,
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[CSM > > 7L A >4 (CSM Single Sign-on) ] 23K L £,

CSMARA R FEIZIP T RL AL —RDR— b EAHLET,

CSM AR LT AF—2 AT LET,

47" a ¢, Firepower Management Center D~ 12 & ¥ $— & L CCSM L#E3 55
AlE. [EEpilic 7 e X &M (UseProxy For Connection) | F = v 7Ry 7 A&A4 A2 LET,
(&5 (Submit) 1 &7 U v 27 LET,

[REHEOHMEFE (Confirm Certificate) 1 %27 U v 7 L CREIEEZ R L E T,

Z 4L T CSM %> & Firepower Management CenterlZ 2 27 A  CX 5 X H 12720 9, BMow 7 A
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