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[564CIZB M (Add to Destination) 1 %27 U v 7350, £72E K797 7 K Fey 7 LE
TO

FETHET S0y NUV—27ZBMLET, EETX, TOT FAT M, FT5EP TR

VAMNT RLA Tay 72 AL, BN (Add) 1227V v 27 LET,

(6=3)) VAT ANE, KAV —T RAALNEBIOR Y VT —2 v T EEKRLET, LT
RAALVRERETIE, EZBEOIP 7 FLAZFEH L CZOREEZMHETLE, THILA
WEERIZZe D AR H D 9, EEEINEA T V=7 FEEATLHE, THREAA
VOEHEL, Su—var 4 Xal—varyEESO0— I VEREICHIETX
i‘é—o

= VBT D0 MR E T £

Bl : 7HOER I rA—ILIIL—ILDFRY FD—H&H

WROKIE, Ry MU =7 B3EA L, JLRIfEE 721393.184.216.119 (example.com)
DY —RIZTI7EALLD LT DA Ry /7 TH5T77A 3 ha—Lb—)b
DXy NI =7 Fha R L TOET,

Source Networks (1) Destination Networks (2)
m Original Client 8 North Korea &
=2 Private-Networks | 52193.184.216.119 lu |
[Emer an IP address Add

Enter an IP address
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ZOfFEIT,  [PrivateNetworks| EFEEND Ry NT—2 A7 V=7 F 7 —7 (KT
RENTWRNIPVE B EIPV6 7T A X— | Xy NT—=T DRy MU —7 TV =
7 A BRERRESIVET) X, NERy RU—2 %2R LET, £72. example.com O IP
7 RUVAZFETHREL, VAT ARSI OB EEHRA 7 V=7 b &
AL CILRHRED IP 7 FL AZR L TWET,

RDZARY
HEARZRIALET, RELEDOHEAZZML TS,

foRIL I RiRRA 2 FEH
Mg =y RiRA Y FEBIFE, PR A —VIZEBEO LD TT, ZO5ME, hor—
IV BEALTDXy NI =7 FpEEPTOET,

Fo N RiRA v R, BEDHA TDT L —2 THF AR, RAAL— b (B
TEMEDOFE (17 3—) 228) Z6l#ELET, Zofl#EL, Tno0ORETEEED
IP7 RLRIZE ST, MUO T T b~y X —ZFEH L TITWET, Zhvbix, g
T RRAFDIPT FLAL DFED . P RADWNTHUNOMDR Yy 8T —27 T34 2D
N—TFT v A H—T oA ATT,

R RN —ITT T A0 B TCEBOFIAC, BRI RARA 2 oWy L= R
AL FOWTINEDORIO—ET 5T _XTO R R LET, 72720, EETH LI
DT T4 T DR HESG N RNV V=V ERETEET, bt 7L 7y
NE = DaiiR—3%2 hESRLTLIEIN,

FHIERELDOR Y NT—2 FT7 V=7 FEFALT R f =y RRA 2 M 2R L
=) HADIPT RLAETIET KL A 7Tay 7 52 FECIRELEY TxF4,

GE)  YRATAE, BV —7 RAAL R OR Yy N —7 =y TEERLET, AT RAAL
BT, EBEOIP 7 RLAEZMHA L CIOREEZMHITD L. THLARWEERIZ/AR D AR
WRBHY F9, EEESKEAT Ol NEERTHE, TR AL COFERFIL, Fr—L
a7 4 X alb—YarEESou—hVBRBICHE X £,

foRIL TV KRS > FEHEDERTE

AYX—hk T4t |HEDSAEVR|HR—FENET | HHR—bENBK | 7OER
VR N R ALY (Access)
& (Any) ML Firepower Threat |{£:%& (Any) Admin/Access
Defense Admin/Network
Admin
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ATy

ATy T2

ATvT3

ATy T4

ATy TH

VLAN 14

van x4 [l

FIE

=)V =T 4 X T, [b ) =2 RARA >~ (Tunnel Endpoints) | ¥ 7% 27 U v 7 LET,

[FIFATEEZ: b /b =2 RARA > (Available Tunnel Endpoints) ] U A k22 5BINd 5 €5
HHRY NI —2 & RO CGERRLET,

RV 2 RARA Y ME, bRV OBNZSH DKy NT—7 THAAL ADV—T v K A~
Z—=T A ADIPT FLATHLIO, X2y NI —7 A7V =7 FefEHILTRr R 2
RARA v b EMEERTE T,

[Z1E 7CIZBN (AddtoSource) ] FE721L[FE5CIZi1BIN (Addto Destination) (%2 U v 27§27,
FERTvT TR Rey X LET,

NN =TT 7 40 ETIEIRGFRTH L2, 2200 RARA 2 MAOTXTD -7
T4 I BB TEET, L, BELHLDO N XVDAHRERETDH X HBRLTEGA.
h R =, EEIEPDHE~SD N T T 4 v T ORI —E L ET,

FENCTIHRET 2= RARA » MEBIMLET, BEILNGEEDIP T RLA, £1ET7 RLA
Tays&EANL, B (Add) 152279 vr LET,

GE)  YATAE, KV —7 RAAL ROy NI —2 <o T EAERLET, v /LT
KA A REITIE, EBEOIP 7 RLAZFEH L CZOREEMHETHE, FHILA
WSR2 B AMREMER H W £, EEXRNSA T V=7 AT HE, TREAL
VOBEEIT, Su— L ar 7 4 Xal—arEASOr—HVBREICHE X
£,

= IVELRAFT D, e E T £7,

RDZRY
RELRZRALEYT, RELEOFEAZZRL TS,

VLAN/L—V&HIZ k> T, VLANZ A& b7 7 40 v 7Rl ESnES, VAT AT, 7
L7 4N R — (EDL—LTRHIMUD VLAN ¥ 724 2) 2, KbHNEAID
VLAN # 7% L TCVLAN v T 7 4 v 7 %7 4 VAL ET,

FEHIERDA TV =7 FEMHH LT VLAN M2 1ERTE, 721~ 4094 O VLAN ¥ 7' %
FETANTAZ LB TEET, VLANZ ZJO#HEZIEET D121, " 72 LET,
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GE)  YRATAEF, KV —7 FAAS VB OR Y NI —2 =y TEERLET, LT RAAL YV
JEBATIX, B VLAN ¥ 7 2 L CZ O ELZME T2 &, TPHIL2WERIC/e 5 AhE
WRHY ET, EEEXINEAT V=7 FEFERATLE THREAAL COFEHRFIL, Zo—UL
OV 74X alb—alrEHSOu—NREICGHETCEET,

VLAN &#AEFENTFIL—IL

WDN—)v 2 A 7T, VLAN FERIFR—FahEd,
T EA ay hr—)b
s hrFpAET LT 4 E (EBIMUD VLAN 7 7 Zff )
* SSL
« DNS
cTATUT 4T 4

« Xy MU —27 53k

R—FEEVICMP 00— FDEHE

A= bR EFEHATEZE T, b T 74 v 7 DRETBLOSEEDOR— MIUSLTED T

T4 v ERETEES, V=L DXATITLH-T, THR—b FROWTIrEERLET,
*TCP L UDP: TCPBLO'UDP b7 7 4 v 7 1d, hTFVAR— R ET 1 F a2/ HESNT
FECEEd, VAT AL, DyaNiIZi#icniz7a harEs + 47 a v oBE
A= PMELITR— FRHZETA L CZOREEZRLET, 6 : TCP(6)/22,

« ICMP : ICMP 5 X TV ICMPv6 (IPV6ICMP) ~T 7 4 w7 1X, TDA X —F vy NEg7rnm
hajpe F7oarTHEATBLNa— RZESWTHIEICE E9, ] : ICMP(1):3:3

eAR—FRL:R—rEEH LMo a ba L ZEH LT NI 7 0 v 7 Bl £
9,

EETEEER— FDOHKIDEA

EEILAR— b LR — RO A2 HKIGENT 256, =D 7 U AKR— e han
(TCP £721Z UDP) ZIEFT LR —bDAZENTE £, LT, F#ExA—-he LT
DNS over TCP % iE/19 2535513, 48454 — k& LT Yahoo Messenger Voice Chat (TCP) % iE
T & F£92%, Yahoo Messenger Voice Chat (UDP) [FiEMT&E £+ A,

EETR—FDOH, HDWISEER— OB EZ BT 25HE81T. BRD2 TV RAR—F 7k
aNVEFHTHR—FEBIMTEEd, 72& 21X, DNSover TCP I L OXDNS over UDP D i J5
E1ODOT7 782 3y ha—L )b—LOEETLR— &ML LTEMTE 1,
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—rasvieme a—rozd ]

EHEFEALETCP F3 74 v DEE

FHETCP b7 74 v 7 ERETHEODR— FFEHERET DL EITTEETIE, W OO
HIFEELIH Y £,

TR arvba—L )b T Ty TNA ADEA, GRE T /M ENT b
T4 0T VA I ha—L )L—)VIZBBAET HI2IE, s — S L LT GRE

(47) 7w barz#EALET, GREFIKIL—MZIE, *y NV —7 XR—=2D%KM} (V' —
VU IPT RUA, R— bk, VLAN ¥ 7)) OFHEEMTEET, £72. GRE#lFI/L—un
WMESINTZT 7 A aryba—)LRY —TiL, VAT LAPIMUO~ X —ZFH LT
ITRTDNT 7 ¢ v 7 ZRAELET, Firepower Threat Defense 7 /31 A DA, GRE TH
TeMbEENTZ N T T 4 v 7 EHIET DX, TV T4 0F R —T R R L—)b
AL E9,

SSL /L—/ L : SSL /L —/LE TCP R— "k D B iR — F LET,

TATYT AT A4 =/t VAT AIIETCP 77 4 v 71k LCT 7T 4 7RG % i
ATEERYA, TATVT AT A N—NDT 7 aPBD [T 7T 4 7BIE (Active
Authentlcatlon) 1056, &AWLy L IR TA—FE2HANTELRWNGEGEET I T4

JEREL#{EHAT % (Useactive authentication if passive authentication cannot identify user) |
FT v a v EA AT DA TCPT MKIOHZEFERH LT ESW, 74T T 4
T A4 NIV T I a PNy T GE (Passive Authentication) | F 7213 [FRFE72 L (No
Authentication) ] TH DG, FETCP b T 7 4 v 7 IZHESWTHR— FRIFA/ERTX F
R

A

FE SSLEBNEHOSGE (00T /78 Aar bu—L K —iC
SSLARY =N EENRWIGE) 18, 777 4 7 IO —
WEBIMT D0, 77T 4 7 REEORGEL— IV EHIBRT 5 L 5%
EDOEE AT 5 L Snort 71 ANEER S, I
T4 T DA AR gy RRl SR ET, Zoflrdic
FT74vIMRay T END, FNLLEA AT g BT
PINTIZZITES DR, FEYNRT AL ZAOET LB LO R
T 7 4 v 7 OBLHFEZS U TR Y £9, SR OV TR,
Snort® OFEENC LD T 7 4 v 7 OEfEESRL TS EIW,

TIT A TRRIEN— X [T 7 T « 785E (Active
Authentication) ] /V—/v 77 v a UINEENTWEM, F2iX
Xy P TREIETAI—HZ2HITELRWNGERLT I 74 TR & &
F9 % (Use active authentication if passive authentication cannot
identify user) | 2MEIR 7 /3y T FRGE (Passive
Authentication) [/V—/L 77 v a UBNEENTWET,

«IMCP = — : XA 7 0 NF&ESNI565 ICMP AR — b, F72034 A 7 129 Bi%E & iz
565 ICMPV6 7R — M iE, EREN TV ARVWZa—n& 72 L BASNET, ICMP = —
FRADIGEE L TERFESINAHICMP = a2 —RF B S ET, L—/TTXTDOICMP
Ta—|Z—HIEBHITE, ICMP ¥ A 78 721X ICMPv6 ¥ 1 7128 i L TL 72 &0,
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B o« rztoz=

R— hEEEFERLEZL—IL
RON—MF, R—= bR EYTR—FLET,
TR AL Fr—)L
« LT 4 IVE
*SSL (TCP F 77 4 v 7 DR HR—1)
TATT 4T 4 (TIT A TREALLTCP T 7 4 v 7 DHE Y R— )
* QoS

R— FEHDRTE

AY—hr T4t HEDSAEVR|YHR—FEBT|HR—FSNEK|7OERX

VR N R ALY (Access)

& (Any) & (Any) £& (Any) £& (Any) Admin/Access
Admin/Network
Admin

FE

AT TN = =57 4 X T, [K—F (Ports) | X7 %7V v7 LET,
ATw 72 [FIHMEEZRAR— T (AvailablePorts) |V A M HIBIMNT 2 ERFAR— b & BT GRIRL £
j—O
ATw T3 [HELITEI (AddtoSource) ] F 721 [FE5EIZIENN (Addto Destination) 1% 27 U v 7§ 5 7h>,
FE KT TR ey 7 LET,
ATy T4 FEICHEETDEEILA— M EIFSEAER— F2BMLET,
« [EfE7C (Source) ]: 7w h=/LZBIRL, 07205 65535 FTHOR— &2 1 DANLT[E
m (Add) 1227V v27 LET,
o [585E (ICMP LI4})  (Destination (non-ICMP)) |: 7’8 F 2V ZEIRELIIASLET, 7
0 haVERELRWEGA. 7213 [TCP] 7> [UDP] #3841 L 72858013, 02°5 65535 £ T
DAR—F &2 1 2O2ANLET, B (AdD) 127 Vv 7 LET,
« [56%C (ICMP)  (Destination (ICMP)) ]:[7' 7 k=)L (Protocol) ] K v 7 Z w2 U A |
26 [ICMP] £ 721 [IPv6-ICMP] Z IR L, RIRSNDRY T T v T U4 RUTHEAT
BLOBEET 22— FEZERLET, ICMP ¥ A 7 L a2 — ROFEMIZ OV TIL, Internet
Assigned Numbers Authority (IANA) @ Web A &S L T 72X 0,

ATY TS = VERGFT D), WMEEGTET,
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r7entensts |

RDBERY
cREARZRIALET, RELEOHEAZZRML TS,

Hh T IEDEHE

BT IO, bRV —VIZEA TY,

ZOFHETIE, AT7eMMET e Fa VI Ko TREDH A TDT L —r THF AR, /SARA)L—
MoV ERBILET, V=V E2RAFT DRI, —8T 277 baniz 1oL EEERT 503
NHVET, ROLT TV g v Z@RIRTEET,

« GRE (47)
¢ [P-in-IP (4)
¢ [Pv6-in-IP (41)

» Teredo (UDP (17) /3455)

TI)r—a &l (7TY 45— 3 UFI)

VAT AEFEIP N T T 4 v P ESITT AR, Ry NT—7 THRIIEH SN TWDET 7Y r—
VarEBIBIOGETEES, TOT A AINRNIR—RDOT SV r— g ViEikiE, 77
Vhr—a UHlE, DEVT AU A —ay N7 400w 7 BIERSEED AT,

VAT LMD T IV r—vay TaNFIE, TV = a CORERRE (47 U R
7. BEVRALOBENE, ATV BEXOK D) LN TT U r—a 2T 5
ZET, T =y a VNI B £, VAT MO T 4 VX DM ARG DERT Y
r—a OEEOMAEDEE S LI, 22— EROBAMAGET 4 V2 EZERRTEET,

TZVr—var 7B EERNRESNZT 7 = a ry Om G EERT 52 LT 5%
BIRI Ny VEERTEET,

T r—a VHEO—EE LT, 2T UVHEEEATAT VR ay br—L L—
)b (B—7 #—F X YouTube EDU 72 &) AT HZ L T E T,

FIUr—32 T4 IILE2DHE

TV r—ary 7oL, REICT TV r—va UililElERETE E9, 2 & 2T,
VAT ARMEDOT 4 N E BT, VUAIREL, EVRA L OEEERMENT T Y - =
VETRTEB LTIy 757782 ary ha—L b— L EAHRICER TE £4, =—
PRENLDT TV r— a2 FEALELI LT, VAT ARy a &7y
7 LET,

TFVr—vary 74 VB EFATHZET, AU —OFEREEFHIIMEIC /R £, 2o
FECXOT TV r—vary o7y 7 RMHBEBYICHBEIESNE T, A, VAT A
EHegatET — & X—Z (VDB) OXE#H#@ELC, BT SV r—vary T4 77 X EHH
LCWET, 2Ok, 7V r—2ay NI 74 v 7RO T 47 7 2k -oTE=
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L—LER : B0 |

ZEInET, Fo, MBOT AT 7 X EER L, EOX DI REHEOT Y r—v g R R
HNEED YT, BEFEO7 4 VA ZHBICENTAZ b TEET,

TIVr—2a DEHORE

WOFIRTREZITW., 7TV r— 3 VEIZETLET, Z0FEITIT,

RIET BEI

L0, TV =y a VN ED X D Rl ERRIT D 2 ENTEDLNERLET,

B 847, YR |87 A—HEHEOT (| 32T IR
(Configuration) |4 . BEEME. B LA
73

77t A a2 b |Yes Yes Yes Yes
o —/L )L—/)L
SSL /L—)v Yes No : SSL 7= | = |No No

VAT oTC,

BB 51b T

TV r—Tar b

Z 7 4 v 7 IZHIK

b
IDL—L (77 |Yes No : =—+# =— |No No
T A TR D T v MNs T
TV =gk Lo 7T, BHEIW
FbR) WZH s
QoS /L —)v Yes Yes Yes No
F7V s b= | Yes Yes No : =—H#E#* |No
F—T ¥y NDL— DT L IVH DR A
PFEZDOT Y MEAH]
r—ay 74
IV H
AT | Yes Yes Yes No

TV =gy
XA XA (IAB)

EENEY D

et . 7Y r—va Ui
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FIVr—2avElETAILEIDERTE

AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX

~ A AR A (Access)

fEE (Any) Control £E (Any) & (Any) Admin/Access
Admin/Network
Admin

TV = a Y OFRMETALT 4 VE B RRT DR, R T T r—va v DU A
o, b7 74 v 7 &2HETHT ) r—2aBBRLET, A7 a8 LT (ELE) |
TANZEGEH U CHERRERT 7Y r—2a v aIRLET, 700 SEBIciEE S
TV = arERICEMECHEATEET,

1R BRI
T RHARay v a—L =L TT TV r— g Vil EFEITT A0 T S
77 A LD ﬁf%%éhfwéiok\7&77477&774w%ﬁw(77¢w
NIREE) [T 2EAHY T,

FIE

ATFYT1 V=V 5 4 ZEITHRETT 4 X EEEILE7,

e 7 A 3 hu—, SSL, QoS N—L&f ) =F 4 X T[TV r— 3
(Applications) | # 7% 27V w27 LET,

cTAT T AT A VNG = =T 4 X TV ABLORE (Realms & Settings) |
BT%I Vw7 L, TI7T 4Tt BN LET, TAT T 47 4 V=IO ES
BLTZEN,

TN = ay TyNE  F T2 N R =TV XD[T T =gy T4 S

(Application Filters) ]-X— T, 77U/ r—yay 7 4 X & BMERITmEL ET,
TANZDO—EDORZRERELET,

ATV V2 N T T =2 ar RNA XA (IAB) 77k Aarybte—KY —
T 4 X T[Rffll (Advanced) 1 # 7 %27 U v 7 L, IAB OREZMmEL T, [/ /3VAH
BERT 7V r—a v BXWT o L% (Bypassable Applications and Filters) (227 U v 7 L
ESr N

ATvFT2 (A7vav) =7 h—F () L7 YouTube EDU (B) DS L—FKRDOT A 2B L
OREBEDOA T a v a7 )y 7 LT, T78A ay ha—Lb—LDar T iRk
RBEAMNMILET,

ZOMOFREBEMHIZONWTIX, T78A arba— L b— a2 EHLEZar T o VHROE
fia B LT &N,

TEWTWoOBE, ar T U VHlREEINCT DL, SO EBRENTZT SV r—rva B &
W7 4 L4 (Selected Applications and Filters) ] U A MI@YIZR AN AT ESNET, arT oy
HIRZ AT D &I, arT o VHIRICERT 27 7Y r—2a U ERIZT AV Z BT T
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ATvT3

ATvT4

ATy TH

IZU R MRIZIFEL TWAEAITIE., AT 53TV XA MCEBMIEZ AT Z LI LER
/\/o

TV Ir— g VERDIANVTERIRNEZ 7 4 V2T 5FIBE2ETT 50, £ AFy 7L
T—VORIFICELE T,

[ a7 7 7Y /77— =2 > (Available Applications) 1V A F BB 57 7Y r—v 3
RO CGERL E7,

(A AREZ2 T 7" U 77— 3 > (Available Applications) JICFERENDT 7V r—3 a3 v &
THIIE, 12U EOFT TV —23 0 T4 WA ERIRT 50, @077V r—a &R
HLET, HHGERT 7Y r—a UEME L72ZIC, Z4LRIC—BTE2ITRTOT T
F—2aVEEBMLEY, HlOT7 7V r—a @RI OENMLIZY TEET,

Evhk YwU—fFREA X —Fy OB V7 2FRT DT, 77V r—a O

g7y (@) 22997 LEF, uorbr A2y () 13 o254
PEESNE NS 7 4 v 7 CORBANTELT I r—a v R LET,

T ANVE M E T TR DY CEIRT S5 & (EHREZR T 7Y r—3 3 - (Available
Applications) | U A M EFT S, FfEZHITT 7 r—a b OBBRFERINET, VA
T AL > TRI‘EESND 7 4 VZITHMAG DR TRINTE EI0, 2—PEZE T 4 VXTI TX
FHA,

s A UHEE (VR BEORAMENMERE) oo 7 o2 T TV = ar b7 4y
TIE1ODT 4 VE DI THVERNH Y £, 72 z2E, VAT T4 vH EEmY
AT T4 NE DM S EEIRT D L, EHFEEZRT 7Y 7 — 3 (Available Applications) ]
VDA NITRTOFY R TV r—2 a0 b mYV AT TV r— a0 NEREINE
7T

BB T TV = a DT g B T T =y ar NI T 4w 2, DT 4
WA HATIC—BTHIVLENRSYET, -2, BUV AT T4 XEETRALEDHE

HEDMERNT 4 VX Ol EEIRT D & (EHFTRERT 7Y 7r—3 3 > (Available
Applications) ] U A MZHFORMEEMT-TT 7V r—a VORPRRINET,

L—/UIZEAN (AddtoRule) 127 U w7450, 797 T K Fry X LET,

Evh TaANFET TV r—a RS BITENT AR, [ 42D 2 U7 (ClearFilters) ]
7V w7 LTBHEO®ERRE 7 VT LET,

Web A > % —7 = A4 ZATIX, FEICENSNTET V21X EIC) 2 S, EENENS i

=TV =g 3N e nEd,

= VETITREZRATT D0, WELZHT ET,

Bl: 7HER a2 bA—ILIIL—ILDOT TUHr—S 3 &K

RO IL, MyCompany DL—HEHRT 7V r—rar 740y, VAIZPREEY
XA L OREEPERNT XTOT7 IV r—vay, F=uT7 TV r—vary, BIY
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Selected Applications and Filters (a)

Fitters

[ MyCompany Blocked apps @

[[] categories: gaming @

[7] risks: wery High; Business Relevance |

Apoiications

[ 4chan =@

[T Fark | T

[ Reddit & g
RDZBRY

REAELREALET, RELAEDOHEAZZRLTIZIN,

7TV r—2 a3 0kt

VAT AL, ROFRIRTHEEELFEHA LT, MHSNZ&T 7Y r—2a v oREEHEI L E
T, TN ET IV A — gy T2 UTHEALET,

R1:7TUr—a 08

FriE

FiBA

1

% A 7 (Type)

TV r—vara baiid, KA
FNEOBEZEWR L ET,

IIAT v MEI, RAMETEELT
WABY T N 2T AERLET,

Web 7 7Y -r—3 g &, HTTP b5
74 w7 ONEET-ITER EN7-URL
EEWLET,

HTTP & SSHiIZ7 7V r—va v 7m
ke,

Web7 T OV EBEF AN T TAT
MNXZ 747 FTY,

MPEG B 5 4 & Facebook (% Web 7 7°
UAir— 30 Td,

Y27 (Risk)

T r—a kDX 2 U
FARY BT AZERHHH
MO &4 2 RIREME,

ETY—ET 77V r—=va gl &
IO TR E R s ET,

B R AL OREE M (Business
Relevance)

T r— g U, BB TR
<, MO v YR ATEB O &IBHN TfE
HE 5 et

P WT TN g VEE VR R
DORIEME DD TR & R ShE
T,
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717 = (Category)

TV r—a O b AR RIpHEEE | Facebook (Y — 2 ¥ /L Ry h T —F
ERT RS, &7 7V r— | oA TIVICEENET,
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