(E3]

PLFD My 7 TlE, BEOBREIZOWTHALET,
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B A AR ADER (16 X—2)

N ODBEEET 2— DA VAKX ADER (17 2—)

BEOME

{E1H 1 Firepower ¥ A7 AMABAR Y o —E IS CCRENIT 571 7T ATY,
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« CiscoISED T KRR A o ME#EY—1r 2 (EPS) : fHEARY —ERICEET H R A B

Xy PI=I~EESND NT 7 4 v 7 i, WEHRER, £723s vy XU LE
B

« Cisco IOS Null /L— b : FARR Y ¥ —EKICEET AR A Rk y hT—7 ~EESN D
N77 4y &7y LET (Ciscol0S /N— 2 2 12.0 LIS L3

*Nmap AF v : IRA P &EAF Y LT, FTHPOARV—T 4 T VAT ABLOH—
NERELET,

s RMEEOBGE - BN Y —ERICEET DR A FOBRA MEMEEZERE L ET,

Evh MMOFXRTEFITTEIDAFL T 2—NVEf VA=V TEHILELTEET, Firepower
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wIZ, RY —EBEREOBRICETTHT 7 a v ERAT2EBROEEEZ R A v AZ 2 ATE
LET,

BRI, HBEARY —IUL LTV AT ABMEB ZBMMT 2 L O IZHBEARY o —TEE L L —L
Z BT £,

BEBLUTILFTFoO—
ILF RAALVEBETIE, FORAAL DLV THHAZLDBEREE 2 —VE A A R—
NTEET, VAT ARBOES 2 — T a— 3L AL 2B LET,
FHRAAL TR S NTA VA Z VAR ZBINT 5 Z LT TEERAN, BUED RAA
YTCRBRICBIE SN DA v AZ U REER L, DA VR F L AR ZBINT % 2 LI1XATHE
TY, Flo, B FAAL THER LZEBEIX, BESE L LTHERAT 22 b TEET,
EENEY D
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=L ERT A R A NMIREZBINT 5
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ISE M AFREE T, =2 FARA » ME#ES—E R (EPS) DS E S, ADICAR>TWBEE,
Firepower Management Center ZaxE 3 5 Z & T, ISE Z i~ - EE# B S5 Z & 23 FTHE
7, ISEEPSEMEIX, FERICHEINTRETIL, HERY > —EREZREZ L7 EILELT
SEYETR A MZX L, IROFEFIT U 23 > (Mitigation Actions) # 3T L £7°,

« #%% (quarantine) : =V RAHRA Y hDRy N =7 ~DT 7B RXAEHIREIZITHES L
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- [@HEfZRR (unquarantine) : =1 RARA ¥V FORERAT —H AZfRL, Xy hU—7
~NDTNT I AEFATLET,
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CTEENY,
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=

ISEEPS 7 7 3 3 > OEEHIC W TIEL,
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eeps goiz |

[ Cisco Identity Services Engine User Guide] %% L C
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TET,

188 BRI
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RDZRY
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N R
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& (Any)

& (Any)

& (Any)

ERLA
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Mitigation(v1.0)] Z&#&IR L, B (Add) 1227V v 27 LET,

[f > A% 24 (Instance Name) | & [#iB] (Description) JIZAJILET,

[BX> 7 DOFZNE (Enable Logging) 147 a v ZREL, VAT A XU T rAMERE
Az LET,

[fERk (Create) 1227 Vv 7 LET,

RDEZRY

v NEMEBEEOEM (14 2—) OHBIIHE-> T ISE EPS &8 2 1ER% L F 4,

EErEYY
Firepower > A7 LD IP 7 K L AFKF0ik
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ATy I
ATvT2
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AY¥—hk 34+ YHR—rENET | Y R—FENEF | TIER
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5 A
*
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[M&#4 (Remediation Name) ] & [#iHA (Description) JIZ AL ET,

WOVTNDOERT 7 3 2 %R LET, [ (quarantine) ], [FHEARH (unquarantine) ],
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VA HEDSA VR |INL R ALY (Access)

& (Any) & (Any) & (Any) & (Any) ERiitay
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ATwTF9 [{ERL (Create) 1227V v 27 LET,

RDEZRY

* Cisco I0S 7' 1 v 7 55 e OMEE DB (8 ~X—) | CiscolOS 7 v v 7 ik~ h U —

7 DIEE OB (9 ~<—) | CiscolOS 7 1 v 7 FETXOBEEDEM (10 2—) |
BL O CiscolOS 7' 1 v 7 #ETmt Y B U—27 DEFEOEM (11 2—) OFHBICREV,
FREAR Y > —CHEHT 2R EDBEEZEML £7,
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Firepower ' A7 LD IP 7 R L AEKGLiE
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BRI BTV ET,
<V IVF RAAL VIEBTIE, B R AL TER SN AV AZ  AEEZBINT 5 Z 81T
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48 HHEIIZ

* CiscoIOS A ' A K  ADBM (7 ~—) OFBRIZHEV., CiscolOS A v AKX v A %8B
MLUET,

FIE

ATwF1 [R) > — (Policies) |>[7 %2 < 3> (Actions) |>[1 > R%H >R (Instances) |% &R L £,
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[fERX (Create) 1227 Vw7 L, WIZ[5ZT (Done) 1227 U v 7 LET,
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IR B I
* CiscoIOS A ' A K L ADBM (7 ~—) OFBIZHEV, CiscolOS A v AKX v A %8B
MLUET,
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| &

Cisco 108 IO »igfER® v h7—s osmnem [

ATY T3 [RESNTWDHIEE (Configured Remediations) | &7 3 > C, [EExdD7 1>~ 2 (Block
Source) ] Z®IN L. B (Add) ]&=27 V7 LET,
a2 b= APNREARTRINTWDLEE, RETEH NAL VB LTREY, REXZEHET D
FEBRR 0 1/ A,

ATy 74 [[EE4 (Remediation Name) ] & [#HH (Description) ] 2 Af L E9,
RATw 5 [{ERK (Create) 1227 Vv 7 L, KIC[5ET (Done) 127V v LET,

RDBERY

AHBARY @ A~DISEE LTEEZHV U TET b—ERTUA FY R MOSEE
BT #2M) .

Ciscol0S 7O v Y EETRY FT—DU DIEEDEM

AX—h+S4 % YR—bENET | HR—FESNBK | 7O ER

VR WREDSAEUR |1 R ALY (Access)
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T4 AR N R
#

CiscolOS 7 v v 7 Gk v MU —JEEIZ, V—F1b, FHERY —EXIZEES LT
DEFIHFRA DRy NU—TIZERBEENDI N T T4 v 02Ty LET,

ST AL VRBTIR, Sl R AL TR S LA A2 RERBZBINT 5 2 &3 T
T EHEA,

1R BRI

* Cisco I0S A A X L ADEM (7—) OFBAIZHE, CiscolOS A A X A %8B
mL £,

FIE

AT v F1 [K') > — (Policies) |>[7 %2 < 3> (Actions) |>[1 RS >R (Instances) |%ER L £,

ATV T2 BEEEBNT A4 VAL ADRRIZHLERT A2y (8) 27V v 7 LET,

ATY T3 [RESNTWSEE (Configured Remediations) 27 a3 > C, [(HMEXLHry hU—27D7 1wy
7 (Block Source Network) ] Zi®R L., 1B (Add) 127V v 7 LET,
v bR ANREFERIN TS, REITEHERAALS VB LTEREY, REXEETS
FERRD B FH A,

ATy 74 [(E1E4 (Remediation Name) ] & [#HH (Description) ] 2 AS L E 9,
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LB 7%y b AV £72IZ CIDR Rigx AT LET,
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A10.1.1. 15 MEEE FUF—L L THEAHL, 10.1.1.1 £ 10.1.1.30 DI OTXTDOIP T Kb
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ZZOFFICLT, 32 AT DHh, F721d 255.255.255.255 AT L ET,

[fERK (Create) 1227 Vw7 L, WIZ[5ET (Done) |27 U v 7 LET,

RDERY
cAHRER Y O — BN A~DIGE L L TEELZEID B TEST b= ERTA MU R MU
BT 5 25HR)

EErEYY
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Nmap X v U {EE
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LTcA =T V—=ADT 7T 47 AFX ¥ TRHESNTHET, NmapEEAZMHEH LT, HE
RNV —ERICRHIETEET, Z4UE, Nmap Ax v AMEEE N H—LET,

Nmap A ¥ ¥ & OFFEIZ OV T, Nmap AF v V2SR LTI 7EE,

v NEERIERE

v FEIREED

MUT—ARX IR AELTZHAANTHEA NBHEEZHRET S22, HEARY v —EK
WINETEET, 7TFANDOFRA NEBHOSHE, A XV NOFAZEMEMEE L TEHTEE
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[ 19—
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AYX—h+ 54 % YR—rENET | HHR—bSNB K| 7R
VR WREDSAEVR |18 R ALY (Access)
£E (Any) & (Any) £E (Any) & (Any) EEE
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