kS DJ4wvH JATJrFAIL

IITHEH. M T4y TuT A NOREFEC OV TR LET,
s NI T4 Ta T ANOME (1 X—)
s T T4 TuT A NLOFEH (5—)
s "N T T 4T TR T ANDERE (T3—)

kS TJ4v9 JA77AILDOBME

N T4y Ta Ty AMIT R T 7 A VAERKRIR (PTW) WICIUE LB T — % & 5
Wy XY NU—2 T T7 4w 0BT 7 TELELOTYT, ZOMERBENEF 2%y hU—
I RTG T4y ERLTWVWDLLDOEHEELET, FEBBSRETHE, FiR T 74 v7
a7 A NMVCIRL L CRMET A Z ECRERRXY NTV—7 o7 v 7 ERIBLET,

T 74V F PTW (X 1B TTA, &ETI1RH, ZRECHEREMICEECEXET, 774/
T, NI T4 v a7 A MIS SR TY AT AEROEERA X2 M A EHE R A
AR LET, 2770, 2oV 7)o b— MK EBBEE CERTs 2N T x
jﬁo

Evk

VAT EBL 100 DT —X RA v M EETe PTW OREE#HLE L 7, MEAMICERD
HAHFHRT—EN N T T 47 Tad AN EENE LI, PTW Y T L—
FERETHLENDH D 9,

WOKIX, PTWZ 1L H, o7V 7 L— a5 LT T 707 Ta 774V ERL
TWET,
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i i ) = E &)
E Repuis T v-Axis EDatasets L% velocity W rint T Export Data A ey windaw

Traffic Profile: Sample Traffic Profile
Connections over Time
(2011-11-16 11:50:00 - 2011-11-16 12:45:00)

&0

Connections (5 min)
S
=]

n
=

Time

B Connections

Flo, NI T4 T Ty ANDIET VT 4 TR ERET AL TEET, FT T4y
7 7a 7y ANMIFET 7T 4 7B LT X WEEITVETS, WELT— %7774
NARFHOHBEIHER LEEA, " T 7497 a7 7 ANORINI T 7 TlX, T 7747
WM 2SR EN Tl & L COoREnE T,

eI, TRTOUV—I AT —2a UBMEHEK 0:00 123y 7 T v 7 ENbH3ry hT—7
AVTTARNTIFXRN®HELET, N7 7 v IEFN300000 . TOMITFRy hU—
7 N7 4w BNEMLET, PESNIEAYy T v FREHICEDE TN T 7 vy Ta Ty
ANDIET 77 4 7HMERY KT L HIFELET,
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GE)

VAT WIHEHR O T T — B a0 Tt S T 7 L N T T 4 vy Ta Ty A VEERLET,
N7 4y Ta Ty A NVEMHT HIZIEL, &7 Firepower Management Center 7 — & X — R |
BEROK T AR FErF o 7 LT EEN,

FST4ws TOT7AILOEE

NST7 40 FPa 77 A NVEERCTAHE., VAT LNIRELEFEHE (PTW) OBk
TAENEL, FMELET, AT MIFERHEARETLE, N T v T T AL
Bt U FHEB L — L A 35 L F 9,

TEZE Xy NU—r T 57 —F 8 N7y MR KBEL EIEERETHIE) 25,
FEIET T 4y 7 BN TERFREAD G LRBIC LA LG E. KB E 3ot x=Y
T4 R B AR RER S L LW LT N =T 5 — VAR TEET, 2D
%, ZON—NEMHERY —IZHMABIAALT, FT T 4 v 7 ORIIZET LT I —haiL:
D, IREELTEELZFIATLIEY TEET,
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r574vo Fnora sl |

cSD4wd T7AT77A4ILDORNERETE

NoT74v 7 TaTdrAME, a7 7 ANGHEFRAN T T 7 A AREICLDHE 2
xS,

Ty ANEMNEEST, $R_TOXY NI—7 "I T7 4w 7T urdryA ) 7452k
HLTEET, £2, NI T4 v T T s ANDOHBRER ST, BFED FAAL L, BED R A
A VAREED RAAL VNOH T3y b, FREFMENORA ME2E=4T5HZ L TEET,
< IVF RAAL VEBETIIRO T2 7 74 ) v I RA[HETT,

e =T RAALUVEBEIL, V=7 RASLCHNDOXY NT—0 N T T 4770774
IS/ Gr-0= 3

s WMLLAIL RAAL COEBEIL, RAALCNERITERNAA L TRTI 74y 1
TrA YV TRTEET,

F7m, T T s A NRETIEEGRT — X ICESLSEEERIT TN T T 4o v a7 7 A VA
KedrZ b TEET, 220X FFEOR—bF, Fubanr, 77V r—va roRNMEHLLT
WhHEY I DIRNT T 4w AT ANT T Ty A Y T RIS T T AL
SrEBRETEET,

T, NI XU ITRBOFRA MIBETAEREEAL TN T 707 a7 7 A VERKT

52 EHTEET, ZoOMENEL, RA N T 7y A VREEMFHINET, 2L xiE HEED
VR A MCIRE L THfE T —# IR TE %9,

G¥)

kS TJ4wD

NG T4 TaTdrANEBRBMLIVD AL ATHKTLHE, EFHRI—T RAAL D
N7 4y 7 ERICEBO N7 4 v 7 BERNIH, 7077407352 8ICRDF
T VAT AE, HYV—7 RAAL A R OFR Y NU—7 v T EERLET, v /LT FA
A VBT, RAA VIO NI 74w 7% 707740358, PHILARWERIC/ZR S FTHE
HERH Y F9,

EENEYD
FEAR Y o — & L— LB

JAa7r7AILEHR

B b7 4w 7 Ty A NEMEFRA N a7y A NRESERTE LT, £, B
BOXEOMBEDLEERA ML TL W EMERREEZERT A b TEE T,

FZIE, ATV HES BEIOMEEL WD 3 20EHSRH Y £,

MEHTEALDT VI, N T T4 v Tu T s ANEEEER L TWAD, Fh e bR
N 7a 77 ANVBEEFEHR LTINS U TR Y £,

AEHTEDWAEFIT, BIRLEAT TVICL-oTHRARD 97,
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c FMEOMWEEFEST DDA TE 2L, A7) LEAEFISCTRRYVET, 5
BCE-TE THFARAP T4 =V NIEZ AN T OBERDH Y £9, ThLUNDOHE. B
Ry FEY YA RND 1O EOMEZRIRTE £7,

RA L7077 ANVREDEE, FAEIE 2ITEE OS2 MZET 2RO T7T—2 2L
T M7 7497 a7 7 A NVCHIKEEHT 208D DEEET2LELH Y £7,

HEICEBORM 2SO 5561, ZbD&ME [B3XT (AND) | HEFEIE [£720F
(OR) JHEFTHAETOIMNERH Y £7, FL LT HDIEHDOSRMIE, RO KD IT—FE

WM S kT,
o AND EE 1T, HIEXRO LI H DT X TORLENEZ ST benz &
ERLET,

o [F721F (OR) JHEE TIE. HHXRO L HEEOLEDD7 & H 1 D0
INTWARERHDHZ EERLET,

HPNBERIATWEWRNS o9 TOT 7ML

T ARNBR Y NI =T R T A NBIERKOT =2 ENETEH N T T 4w TaT 7 A
WEAER T D856, WROKNIRT LI, FFEEERWVIEFICHMAR T e 7 7 4V

EERLCEET,

Profile Information () Add Host Profile Qualification |
Profile Mame zimple Traffic Profile

Profile Description Collects all connection data on the |

Profile Conditions L) Copy settings |

Collect connection information for all traffic that matches the following conditions:

&) Add condition &d Add complex condition

X ]

372250

B#MR S04 7RAT7AL

Ta 7y AVCHIKIEZBEA LT, 1 20OV 73y hOT =X OHENET HITE, &K
DHITRT L ST 1 DO EZBNTE £,
Profile Conditions -—‘J Copy Settiﬁgs_j
Collect connection information for all traffic that matches the following conditions:
\) Add condition____ J Add complex condition____

A ::Iﬁ.ifiato_rj.-"ﬁespond.erIP__V_. :i.s.in v 10.4.0.0/16

37225
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BREE NS 74099 TRO7M40L

WRDRNTT 47 77 7AMCE, [BLOQ (AND) | TG &N 2 DOEMENE
FNTHET, 2FEV, MHFOFHE LTSN GAICEY, ZONFT7 4907 7
07y A I T — 2 2IE L ET, 2T, BEOY TRy FNOIPT FL
AZFFOTXTOARA MIET 5 HTTP #f 2 INE L £ 7,

Profile Conditions | L) Copy Settings

Collect connection information for all traffic that matches the following conditions:
| J Add condition &) Add complex condition

) X | Application Protocal v lis v H'I'I'P v
| AMD ™|

X :Ini.t.iator.-i"Responder IF v_E _.is in | |10.4.0.0/16

372245

—FH.RDT T 47 TaTdr AT, 200V T %y hOWT O HTTP 7
T 4 BT 4 BT AT — 2 RIE LT, BRITEA SRR L TV ET,

Profile Conditions L) Copy Settings

Collect connection information for all traffic that matches the following conditions:

| &) Add condition | | € Add complex condition |

¥ [application Protocal v '_.is v _H'i'I'P v

J Add condition ) add complex condition

[anD +| PR— -
- b 4 | Initiator/Responder IP % | |is in ¥ 104.0.0/16

OR =

K [Initistor/Responder 1P v [isin  w| |192.168.0.0/16 %
BRI, ERRONT T 4 v Tu T 7 A VIIRO LIRS E T,
(A and (B or C))
& FHTHRETHINAE
A TV =gy 7a ha)lg s HTTP Th
5
B IP 7 RLA2310.4.0.0/16 NIZH 5
C IP 7 R L A 192.168.0.0/16 NIZ&H 5
— p et
S DO4v Y JOJ7AILDEE
AX—h+ 541 | REDSA VR | HR—rENDT | R—LSNEF | 7UEX
VR N R AL (Access)
f£E (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin
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B 5o Tn0rqn0uE

TITATTHEERNT T4 w7 Ta7 7 A% LR SN b— v DO HA . FHEIR Y
V—ENE N A—TEET, KT T4 TR T ANORRICHDATA X T A 20,
TaTrANNT I T 4T T T —ZENELTNDLINE I NErRLET, RRR—
i, NI 74 v Ta T s A NOFEREPEORAT —F AR LET,

VN TF RALVEBTIE, BUED RAAL U TERSNIE N T 7 4 v 7 a7 7y A VIRRRER
F9, ZAUL, RENFRRR TR T A NVTY, Elo, BHRAAL UDEORRLIENT 7 1
7 7aT7 7 ANEFIRINETR, ZHUTRETE EHA, FALO RAL S TERESNTZ NT
TAv T TaT7rANERRIBIORET DIZIE, 2O AL ATV EZET,

GE)

ATy

7a 7 7 ANVOFREDNERLRZE KA A T DEH (LRTOE G T A AR L) B AR
TAHGE, VAT AL RAAL DD N T T 4w T ANVEFRRLET A,

FIE

[R1) >— (Policies) |>[#8B8 (Correlation) | %R LT, [FT7 7 4 v 7 7B 7 7 A )L (Traffic
Profiles) | ¥ 7 %27 U v 7 LET,

ARTFYT2 NI T4 FuTdrANEERLET,

T I T4 TIFET VT 4Tk VT T v Ta T s ANET VT 4 TALETIZIET S
TATAT BT, ATAXEI VI LES, NI 4wl Ta T ANEIET 7T 4
TTDHE, ZOTRT A NMIEET LT PBHIBRENET, T T s A VEFHET
IT 4 AT HEAEIR. 207 a7 A VI L TERESN TV — AR N T—F 585
W2 B E T, PTW ORI TETFRORENRH Y 7,

AER BILWR T T 4 v a7 s A NVEERT DI, T2 7 7 A0 (New
Profile) 1227 VU7 LT, T 74 w7 7077 ALOFE (13—) T+ 2
FIEEFATLES, $h, ae—T(=ay () 22V v 7L BHEO LT 7497
Ta7 A NOaA—ERETHIELTEET,

HIBR . FT 74 w7 Fa7 7 A VESIRT I, BIBRT A2y (8) 2270927 L,
BINNE AR LET,

et BEFORNT T4y TR T ANEERT LI, WET A2 (&) 27Uy
JLT, NI 74 w7 TaT77ANVOEE (1T5—) THATHFIELZETLET,

NTT 4y TOaTrANIRT 7T 4 TIRGEIE, FOT 0T 7 A NVOLARETE DR E
EHETEET,

c S5 T UG TELTC NI T4 v U T ANEERTHIE. I 7T A2 ()
22U v LET, v AF NAL VEBTIR, 79 7N EMRR N A A BT 5 1EEE
AT HHE. B RAAL VB L TCWA N T 74w 7 T T v A NDT T 7 RKRTE
FH A,

. FST49y TOTrA0L



| +52499 FRo7100

kS 24w JAJD7AILD

=L

axX AE

FST499 TATFAILDERE .

AX— k514t (HEDFAEUR|YR—FShBT | Y R—FrSNEK | 791X

VR N R Ay (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

N7 47 a7 7 ANEGLLD RALCHIFITHE, ETHRY—7 RAAL VD[
CEAATDINT 74 v I PERNBLIOT e 770N ET, VAT AL, KV —7 RAAL Y
IMABIDOFR Y NI —0 <= TEVER LET, ~VF RAAL VEETIE., RAASUBDONT T 4>
JETRTrANTDHE, FPHILRWERICR D ATREMER H D £77,

FIE

ATvF1 [R1) — (Policies) |>[#EB8 (Correlation) | Z&IRL., [FT7 7 4 v 7 77 7 A4/l (Traffic
Profiles) | # 7% 7V v/ LET,

ATY T2 [HH 77741 (NewProfile) 1227V v 7 LET,

ATFYT3 Turdr A NVB e AL, AT varTra 7 s LOHAEANLET,

RT9T8 F7varT, VI T7 4w TudrAVEFIKLET,
CHEDAE— BFONT 7 4 v Ta Ty AINVNLEEE I —T DT, [RED =
£ — (Copy Settings) 1227 Vv 7 L, HTD T 74 v 7 Fu7 7 A LEERLT
[2— R (Load) 1227 Vv 7 LET,
T T ANGY NT R TRBOEROEREFEH L TN T T v a7y AL
ZHKT2IZIE, N7 4T T T s A ASEEOBEN (8 X—) OB THE
1ITLET,
cARAN T T ANRBE: NT XU TRBOFRANOEREFEHM LN 747 7
07y ANEFRITHICE, VT T4 v TR T A NSDERA N a7y A IVRBIED
B (9 —) OBMBIIHES THATLE T,
s a7 7 A NOREEE (PTW) : a7 7 A VORHE 2 AT T 5121, REOHEAMZ A
Sl [ (hour(s)) 1. [H (day(s) 1. FE72iF A (week(s)) |1 ZEIRL £,
TV T L—h BTV L= NGB TEIRLET,
T T 4TI  BET 7T 4 THIM DB (Add Inactive Period) (&2 U v 7 L, K
Oy VANEEHALTC, N7 40y a7y A NVERT VT 4TI EEICT
LHREHELRRELET, T 7T 47T 70wy Ta Ty AL, HEL—LE
NIV T—=LEEA, NT7T740 27 TaT77A4N0TE, 707 7 ANVOREHERIZIET 7
T4 TRMEOT -2 GO EE A,

ATYTS NI T4y TuTdr A NVEREFELET,

IR TFANEREFEL, LEBICT —FEZWNELHED DT, (RELTT 7T 4 71ICT
% (Save & Activate) | 227 U v 7 LET,
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T I T 4T RETICT e T 7 A NVERETFT BT, [RTFE (Save) 1227 U v 7 LET,

kS 2740w H T7OT77A4ILEHEDEM

ATy T

ATy T2

AX— bk 54t |(HEDSA VR |YR—bENBT | HR—bENBF | 791X

R INM R AL (Access)

L& (Any) L& (Any) L& (Any) & (Any) Admin/Discovery
Admin

FIE

N T4 TaT AT 4 XD [T T 7 AIEM (Profile Conditions) ] T, BT 5
BRIFZOWT[SMAFDEM (Add condition) | FE 721X [EASMEDENM (Add complex condition) ]
7V v 7 LET, BV OFMEE—RHICEHE S E T,
JHE T CRIINTZR— DO L OFT RTOEMUENHHTZINDNE Z EERET DT,
[AND] Z 4R L £ 77,
« HE A CRITNTZR—D LD 1 DORMIET 0N SN D REZ L ZBET DI,
[OR] Z IR L £,

NTFT7 4w TaTdrAVEEOHIT (10°—) & T 74w 7 Turr AL (3
~N—=) OEBICEN, B0 T3V | HET HEEELET,

BHE L LTC[EEND (sin) |FIEX[EFENR (snotin) |ZEIRL72GAIT. N7 71 v
7 Ta 7y A IVEETOBEOMBOMER (14 X—) IZHHALTH D X ICH—DFEMTH
BOMEEZRINCTE £,

ATAYMNIPT RLAZRLTWAEE, WAL LT[EEND (sin) | FLIFX[FENR
W (isnotin) ] ZBINT DL, IPT FLAFHMNIZZDIP 7 FLARZEND DA, GEN
VDN EIRETEET,

1

RDOKNT T 47 TaTrANME BEOH Ty NOEREEDET, FHEONT
FVIE[A == —H/L AR ZIP (Initiator/Responder IP) ], EE X [EFEND (s
in) 1. fll% 10.4.0.0/16 TT,

Profile Conditions L) Copy Settings
Collect connection information for all traffic that matches the following conditions:

| &) Add condition | &) Add complex condition |

37225
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FS5T4vs TATFANADKZ F TOT 74 LREDEN [

EErEYY
Firepower ¥ A7 LD IP 7 R L AEKGLiE

kS TJ4w9 JAIT7AILADKRA S TAT7AIILERFEDIEM

AY—hr T4t HEDSAEVR|YR—FEBT|HR—FSDK|7OERX

R INM R A (Access)

L& (Any) L& (Any) L& (Any) & (Any) Admin/Discovery
Admin

FIE

NFT 4w TFuTdr AV 2T 4 AT, [RA N Fu 77 A VREDBEM (Add Host Profile
Qualification) 1% 7 U v 27 L7,

ATY T2 [KRA L7177 ALiBE (HostProfile Qualification) ] T, BT A& LT HOW T [SMFDE

il (Add condition) | FE 721 [HEASM BN (Add complex condition) (%27 UV v 7 LET, [F

L UL DS — B S v E T,
HE T TRIENTZR— DO L L DT R CTOELENRHIZINDHXE Z EEREET DI,
[AND] Z &R L £7°,
JHE T TRIENTZR—D LD 1 OOFRMELZ TN SN D RE Z L EBET HITIL,
[OR] &R L £,

ATy T

N7 497 a7 ANDRARN a7 A AREOHT (11X—=) & T 7497
I T s ANEE Q=) OB, BERBEORA NEA T ATV HEAET
ExfEELET,

HRELT[EEND (sin) [EIL[EEN/2 (snotin) | Z&IRLIZHEAIE. T 7 4 v
7 7a 7y ANVEHETOEROEOERH (14 =) IZHPALTHD L IITHE—DFMNTHE
BOEZRINTE £,

ATvT3

1

RDORARN TR T 7 ANGREICLY FTT7 v 7 a7 7 A RHRISh, B
7= BN OSBRI A b THEE D /N— 3 @D Microsoft Windows 23 E{T I TV 53
BIZDI, BT — X DIESNET,
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B 5000 7oorqnspomx

Host Profile Qualification

FS5T4vy Fazran |

X Remove Host Profile Qualification |

Only collect connection information with the following properties:

&) Add condition

&) Add complex condition

Responder Host % || Operating Systern % | has the following properties

0% Vendar | is || Microsaft £
s OS Name |is v | | windaws v 5
kS J4vy JOT774ILEHDEX

WDRT, NTFT7 4w 7 7a7 7 ANVEHEERT D HFECOWTEHALEST, T 7497

7a 7 7 A NVOVERICHE R RTRE R e T — ¥

1. NI T4 v 7 OB TR ST E D

FBRIZE S TEDDZ EICEE L TLIEEN,
RI1: 557499 TOT7AILEHDEX
REBIRTEFET, BRTLHEETFLENE

TV r— gy 7a hajl

TV r—vary a haniz 1 DU EERLE T,

TV r—varyabhan hraly

TV r—vayabha) T3 E 1O EEIRL
i‘g—o

7747 b

74T e 1 DL E@RIRLET,

7IAT N T AY

7I7AT b AT A &2 DU ERIRL £,

Bge X A 7

7'v 7 7 A )L Firepower & A7 LDEBRIRT /S A AT
LoTE=FINDNT T4 v I DO T —4, £
=27 AR — bk 7= NetFlow L 22— R b OEGET — X
BREHTLINEIDERBINLET,

B 2 A THIETELRWES, NS T4 vr TuTrA
VX SR EEnE T,

e (E) EoidaxfEa

7z 1 LR L £,

RAA

1D EDORAAL U HEIRLTLLEIY, wIVF ALV
EEBE T, B FAAL X BHEOSERFD KA A
VOFRICE o THESNAT—ZICbEHAINET,

f =T —HIP, VARVAIP, F/-i3A/M=>x=—X&/L
AR AP

IP7 RLA, FEIP T RLAOEHAEZ AN LET,

VAT AL, FHV—T RALAMEBI Oy NT—T <=
TERERLET, v T RAAL VEBTIE, EEOIPT
RURAZMHEHA L CZOREEZIHTH L. THLRWVEER
W72 B RIEEMED H U T,
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FS52499 TOT7ALIDKRR b TAT 71 ILREDHEX .

REBERTEFS,

BRY IEEFLEARR

NetFlow 7 /31 A

NS 74wy TFaTr A NVOERICEAT AT —2 0
NetFlow = 7 AR—H ZiER LUE4,

L AR H IR— FICMP =2— K A= EZEIZICMP 2— FEZ AN LET,
X2V T A AT IV AT AY X2 VT4 ATV AT A & 1 DL i3k
WLET,

N7 47 TaTdrANEFICEX2 VT AT
e AQHT AV EERT LR, TR hr—
NARY—=TEDOHTAY % [7 v (Block) ] Tid7e
< [E=% (Monitor) |IZERET HLENHY 7,

SSL B Afbkt v a v

[IEFIZE S (Successfully Decrypted) ] Z 3L £9°,

N AR—K 7o hbajn N AR—F7a banrbLTrep £7213ubp & AJ)

LET,

Web 7 7V r—a v

Web 77V r—a % 1 DL BRI L £,

Category) |

[Web 77V r—ar®dh7 Y (Web Application Web7 7'V r—2 a7 3 2100 BEEIRL £,

EErEYD
Bl A N b T 4 —v ROANT DA
Firepower ' A7 LD IP 7 R L AKFLIE

FS 7499 TAITFAILDRRA N TAT7AILEEDHEX

RAN 777 A NVREDFIEIERT 2L L, T FTF 7007 Ta7 7 A%l
T D7DIEATHHRA FNEZBIRTHALERH Y £, [LAKRZ A AR (ResponderHost) ]
Fod[f == —% KA b (Initiator Host) JOWTNEEIRTEET, mA b m— /L &5k
WLTeH, RAN T2 7 7 A NVREDFIEOIERZHITLET,

NetFlow L' 2 — R&ZHHL TRy hU—27 = v 7ITHEA MEZBMTEETN, ZhHDEA B
BT 2R AT RE 2 EHITIRE SN TWET, 72 & 2 ZAbDRA MR AR/ A~
V=T 4 VT VAT AT =HIELNEEA (R LERA NASKIEL > THRET 254
Z<) o EBIC, =7 AR—F &SN NetFlow L 2 — R b DG T =252 T 7 4 v 7 7
077 A)VTHEHAT DA, NetFlow L a2— RiZiX, EDRA MREHROA = =—HX T, ¥
DRA NPV ARZ THHPERTERDEZENLZNZ LICERELTLEE N, VAT A
1L, NetFlow L2 — RZAETBH & X, ZNENDORA NPEHL TWAR—MEZNHD
A= FWBEAIINE D MTHE ST, ZOEREEWT 27 0T Y ZLEHEHLET,

BEERE) (XA D) 779470 NERET DX, 72747 2 MUSET LY — " Tiib
NAET 7V r—ary 7a haViZESOWTHRA N 7a 7 7y A AVBREEER L ET, #Eio
f=vxz—H (F713EET) LU THERTARANEDIIAT U M) AMIEGEENDT
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B 5o v 7no7q0ohkzt Foor 4 LREDHX

Vor—ar7na halBZoRkIZDSAT Y RBROTWBAEE, TO7 747 MIERIC
IXBFERI 7 Z 4 7 > N Th B Al ﬁﬁ%@iﬁooi@\@Méﬂt&747/bh774/
TIZHASNTTIEHRL, FOIITA T v OT TV r—var7na halvz R 50— 6
BERT T4 TIZEEDSNT, VAT IEANRNEDI ITAT vV MaeREL £,

el ziE RARNEDITAT U MELTHTITPS Y SA TV RISV AT AICE DV HESND
e, 77V —3 a3 7a kan (Application Protocol) | % [HTTPS] IZF%E L7z [L AR
& AL (Responder Host) | DA b 7 7 A VIREZMERLET, L, LAKRY
FEINISEARA RS ELNDHTTPS ¥ —NEE BT 7 4 v ZIZHESWTHTTPS 7 74 7
YERPHZ TA TR ELTHESND D TT,

£2:RA K TOTF7AILBREDHEX

REBRTEFT,

BRI HBEEFLERAR

[7 7Y /r— =z 7ma ka/b (Application Protocol) 1> |7 77U —vay 7u bajni 1 DL ERIRLET,
[7 7V /r— a3 7a ka (Application Protocol) ]

[7 7V —3ay 7a kaj) (Application Protocol) 1> |77V —var7r haldOR— b ESEATLET,
[7 7V r— a2 R— K (Application Port) ]

[7 7V /r— a3y 7ua bhajb (Application Protocol) 1> |7'm b /L &SR L £,
[ k=L (Protocol) ]

[77 Vo —vay 7aban 73U (Application TV r—vary Iabha)l aral) e 1 ol @R L
Protocol Category) ] E AN
[7FA47 >k (Client) 1>[7 547> bk (Client) ] 74T e 1O EERLET,

(Client Version) ]

[2 547> (Client) 1>[2FA4T > h "= g JIGALT YR A=Y a v AN LET,

[ 747>k #7=3Y (Client Category) ] II7AT N 7TV A1 DL EEBIRLET,

RAA

1 DU ED RAAL VEFIRLTLIZE N, <V F RAA
FEBRE I, Bl RAAL X AHIRSERED KAAL
VOFRIZE o THREEIND T —ZXIZbEAINET,

[N~ K% =7 (Hardware) ] A /l/ FTNA ADN—KRU =T TFVEASLET,
7o & 21X, 3T D AppleiPhone |2 —F S % (21 iPhone
EAT) Liﬁ”

[FA FOEZEE (Host Criticality) ] RANOEBEEZRIRLE1,

[ A K %A (Host Type) ] RANZAT % 1O EREIRLET, BERORZ M F

XTI DOZ A T DRy NU—T TN, ZAETRINT
xF7,

[I0C % 7° (10C Tag) ]

I0C # 7% 1 LA BN L E7,
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FS52499 TOT7ALIDKRR b TAT 71 ILREDHEX .

REBERTEFS,

BRY IEEFLEARR

[V=A VT u—7 > (Jailbroken) ]

AR RNDEA NN 2ANT A7 ENTZENRAV T
NRAATHDHZ ERFTITNEITVD (Yes) &2, 9T
WA IX W2 (No) [HBIRLET,

[MAC7 RL A (MACAddress) |>[MAC7T KL 2 (MAC
Address) ]

AARDMACT FLAEIKEITZDO—EHEATILE
7,

[MAC 7 R L A (MAC Address) ]>[MAC %A 7 (MAC
Type) ]

MAC # A 775 [ARP/DHCP THifti (ARP/DHCP Detected) ]
SNHEMEIMEBIRLET, 2F0, KOVTAMNT
R

e VAT ATIMACT RLANKA MIBLTWAZ L
HARTT 4 T L7z (JARP/DHCP TRt (is
ARP/DHCP Detected) )

e Tm e ZIE. TN RLERAR MEIZIEINAN—EDBH BT
D, VAT AFZEDOMACT KL AZFFHSEL DR A
h&F8i# LT\ % (JARP/DHCP T &2y (is
not ARP/DHCP Detected) ])

* MAC # A 7P EERHR ([(EnTh 720y (isany) ])

[MAC X % — (MAC Vendor) ]

AR IBRFERT B N— R =27 O MAC R ¥ —2KE 7~
XEo—E AT LET,

Mobile

AR BDRARNEASAAL I FRL A THDHZ & Emd
WZIEIEOY (Yes) 15, £ 9 TRWGAIZ[WW 2 (No) ]
ZREINLE,

[NETBIOS 4 (NETBIOS Name) |

RA MO NetBIOS 42 ASTLET,

Fv NU—2 7ua hajn

http://www.iana.org/assignments/ethernet-numbers (Z J A k &

NTWabxy hNV—27 Fa harFEesas A LET,

[A~_VL—F 17 A7 L (Operating System) ]>[0S
>4 — (OS Vendor) |

FR—T 4 T VAT AOR =% 1 DL EEIR
=

[(A~_XVv—F 4 2 A7 A (Operating System) ]>[0S 44
(OS Name) ]

FR—F 4 VT VAT AOLHTE 1O FRINLUET,

[A~XVL—F 47 AT I (Operating System) ]> [0S
/N—37 7 2 (OS Version) |

FR—F 4 T VAT LAONR—T g 0k 1 OLLFRIR
l/jz\/g‘*o

[FZ > AKR—hk 71 ha/b (Transport Protocol) ]

http://www.iana.org/assignments/protocol-numbers {Z U A | =
NTWDMT7UAKR— |k 7a havoamiEidFE %
ADLET,

rS52499 o740 ||}


http://www.iana.org/assignments/ethernet-numbers
http://www.iana.org/assignments/protocol-numbers
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FS5T4vy Fazran |

REBERTEFS,

BRY IEEFLEARR

VLANID (Admin. VLAN ID)

HRARDVLANID 5% A1 LET,

VAT AT, KV —T RAAL EHBIOR Yy hT—T =
TEERLET, v LF KA AL VEBTHE, FEEEOVLAN
2T EMHLTCZOREEMEIT S & THLRWAERIC
IRAAREMENDH Y F T,

Web 7 7V r—v g v

Web 7 7V r—a v 1 DU RIRL £,

[Web 77V r— 2 D717 2 Y (Web Application
Category) ]

Web7 7V r— a3 ) 21O BEIR L F9,

ERAAREMEREOFRANEY (T 74V s a7 o747
VARTA MY AR NEHEET)

BIRT DR A MO X A TS U T, i efEz ko X
INHELET,
o IR A NEMEX A 78 Integer DA, FDOBEMETESR
ENTWHHIPHANOBEMEEZ AT LET,

o R A NBEMEZ A TN Text DBE. TF A MExE AT

L/iﬁ—o

« RA NBEM:Z A T List DA B/ A RS
IR L £,

« RA NBEM:H A 7 URL D4, URLEZ AN LE
—a—o

ST 4 90 TATFAIILEHETOERDIEDER

A¥X—hk 514t
S

HEDSAER

HiR—hkEh3T
N R

HR—kEhB R
ALy

TR
(Access)

=& (Any) fE& (Any)

Admin/Discovery
Admin

=& (Any) fE& (Any)

RIF AR D L EIZ,

FEOWL TRy FZ T U X EPLEEZERTE 2546,

I

UASDOEBOMEERRTE EI,
72 Z21E, RARFTLENDUNIX 7 L—NEEITLTWDAIMNERHDLZ LEERTHRA NI

TIANBEE NT T 4w T a7 7 A VTEBINT AT,
PLTFoOFRIEZFEHTEET,

aXawel/NteN
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FIE

RTFYTN NI 7497 a7y ANVERIEIARA N 707 7 A VOBEEMEIERT 2 & &, HET
ELTHFET S (sin) | E721T [{FE LRV (isnotin) ] ZIIRNL F7,
Ry 7HZor VARNRTHAN 74— L RIZEDY £,

RT9T2 TXAKN 74—V FNOEEOEFTE721% e (Bdit) 1V 27%27 V07 LET,

RATv 73 [EAAEE (Available) |1 D FIZH HBEHOMZRIRL £,

ATy T4 HREE7 VU 7 LT, BIRLUE-TEH % [BIRFE A (Selected) ] 1I2BEN L £,

ATy TS5 [OK]Z27 V7 LET,

FS2499 FOarA0L .
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