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) LROFIEZEVIELT, MATHXY 7T 47 KL SSLARY L —%T 7 E R a2
ra—L R Y o —I BB T £,

) 778X aria— R —DF—=Fy N T ZADOFREDHINNE> T, HEHR
TNRAARATEDRY) =% 42—y MILET (ZOFIEEZ T TORNES)

RDEZRY

REEFOEADORBIE-> T, RATIZTAT T 4T 4 RV =T 78R a3k
o—/L AR =R T N, BB LET,

V=0 7u—DEHORRIHE->T, 2= 777 4T 1 2E=FLET,

2L T4—ILEK

ROTZ 4 —NVREFEHA LT, TAT T 474 RV —D [T 77 14 738G (Active
Authentication) [ ¥ 7 CxX ¥ 77T 4 T HR—HNVEHRELET, TAT T 4T 4 —)V T 4 —
L RHEZIRL TSN,

H—/\ZEBAE (Server Certificate)
X ¥ T 4T R H I T —F PR — NEER
[R— bk (Port) |

¥ TT 4 T W= H RO I OIS % AN — M5, ASA FirePOWER 7 /34 A %
Fr T T AT B=HVHRLE D EFTDHEIT. 207 4 =L FOR— MESD,
captive-portal CLI =~ > RZ{Ef] LT ASA F1rePOWER TNAATRELIEAR— MR L
—E L TWRITIUTR Y £E A,

=ART A4 VRITEH (Maximum login attempts)
a—=Hor A VERNPVAT DML THERIND L TITHAESIND 1 7 A VilfT R
DI KREL,

T T4 TREEEIZE~R— (Active Authentication Response Page)

FXTT 4T RN =PI LTRRSND, VAT LRIMIE 7213 A X LOHTTP
WER—T TAT YT AT A RV —DT IT 4 TRFERTE T[T 7T 4 7 i
~—3 (Active Authentication Response Page) | iR L7 &, [HTTP J&&E~X— (TTP
Response Page) | C1 DL EDOT AT T 47 4 V—)v% [F&FEX A 7 (Authentication
Type) J[3FE7'® b =2/ (Authentication Protocol) ] & L TR ETALENRH Y £,
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A-—HYTFAFoT474 V=2 |
B =770 fk—srronriur—yasorst

VAT MR O HTTP)GE— 2L, [2—V4 (Usemname) ] & [/SA T — K (Password) ]
T 4=V Rz, [FARELTrZ AV (Loginasguest) | RZ U RNH Y, 22—V (x7

XX TT4T R—

ARELTRY

£

« DAL DB D561

NO—=2ZT7 78 ATEET, B—0ul A U HiEEFERTHITE. hA
# L HTITP WER—VERELFET,

WDOF T a PRI LUFET,
s RN E #2856

L. [ AT LRt

(System-provided) 1 %27 UV v 27 L&
T #rT7 A2y (%) 270w 0358, ZOX=YDOHIML 22— RRFERE

. [BAZ L (Custom) (27 Vw7 LET, VAT A

Rt — R2/RT U 0 U FUBRFERSN, ThEBERELEILETEET, BT LE

O, BHEAEMRFLET, DAL L RX—=VF

e TE £7,

BIDBDT TN r— 3 VO

. RET A3 (@) BV v ITDHE

ARX—F 54t |REDFAEVR | HR—rENET | HR—rENBHF|TIER
VR INA R A (Access)
& (Any) Control 5. =771 f£& (Any) Administrator/Access
NGIPSv %4 < Admin/Network
Admin

TV hr—vay HITP2—V o —V 2 PUFINI L > THREESND) ZBIRL, v 7

T AT HR=ENDT IT 4 TN T LN TEES, 2K, BIRESNWEZT

)’7—?/9/75 SOOI T 4y I BRRIEEZTTICTAT T AT 4R —2@ATx5 L
2720 £,

\}

GE) oYU R MNMIFREINDDIXE, User-Agent ExclusionZ I NI oni=7 7Y r—ra v
DIHTT,
FIE
RTFYTN TATUT AT A =TT 4 X X=VD[LILABLUERE (Realm & Settings) ] ¥ 7 T,

(77— a7 4% (ApplicationFilters) 1V A D 2 aigflkdd 7 ¢ L2 2l L T,
TANZIEMT 2T 7T r—va Dl A NERDIABRET,

e UZX MEERRBLIOH/ N DT, 7 ANVEZ ZATORUZHDREZ T U v 7 LET,

[T &I (Check Al | F /203 [T TEINAERR
X, XA T TRIR LT 4 VX EN

s T ANE BATHLHT D v L,
(Uncheck All) 1227 Vw27 LET, ZDU AN
IREND T EICERELTLIEE N,

B 2 Y747 F4T1 VR



| 2—%747>7474 V=2

F0TF74 I K—annb07 I r—2avors |

s RIREND T 4 VE B IATITIL, [ABTTHRIE (Search by name) ] 7 4 —/L RKIZHFR
LFHNE AT UET, T, 7373 V&2 TDOHEEIRHICANTT, MRE27 VT 15

Wi, 207 74 ary (%) 220y LET,

T UNEDY A NEEH L, BIR LT A AEEFT_RTZ Y TF5I0F, Ve—R7 A=
V(8 22U v s LET,

e T RTCDTYNHERTAT 4=V REZ VT T DI, [TRXTOT 4V H %27 U7 (Clear
All Filters) 1 %7 U > 27 L&,

Gx) UARMIE—EIZ100 DT 7TV r—ya U RNERINET,

ATw 72 (EHAREZ2 T 7"V /r—3 3 > (Available Applications) ] U A kb, 7 4 VX ITBENT 57T 7
Uor—ya v B@RLET,

CHIOFNETHE LZ#N &M T _XCoT7 7)) r—a Uy 2BINT5120E, [744V4
=T 2T _XTCHOT 7Y r—3 3 (All apps matching the filter) ] ZER L F 77,
TR INDMHDOT TV r—a UERDIATIZIL, [4ARTTHE (Search by name) ]
7 4 =)V RITHRERLTFHN 2 AT L ET, fﬁ—é%’f7 V7F5l0%, 2V 7 742 (%)
w27 Vw7 LET,

AR AR OT S Y r—sa D) X N EBRTLICE, VA MO THICHDHR—Y
YT TAarEBEALET,

T TN =2 a DV AMNEEHL, BIRLET TV r—2a 02T _RTIZ I T 51

X, Ve—R 7 Aay (&) 220y 7 LET,

RT9 T3 RN DRAT D, BIRLE=T SV r—vavaBMLEd, 27Uy 27 LTCRI v I 95
Dy, =B (AddtoRule) 1 %27 U v 7 TEXET, RITKROLDOTHMLINTNE

B

CBEBIRLIET IV —v gy T4 A

BIRLERIOBEH AR T 7V r—vay, R [ZANZIC—ETLTXTOT
Y /r—3/ 2 > (All apps matching the filter) ]

RDBERY

CTATF T 4T 4 M= LDIERDOBRINCHU > TTA T T 4 T 4 M=V OREEET E

B

147147071714 v—2


fpmc-config-guide-v61_chapter89.pdf#nameddest=unique_407

A-—HYTFAFoT474 V=2 |
B 77k sL071F07 4574 V—2D S TNY2—F 1Y

XN TT4 T R—=EBINDTATOTATA IV—ADEZTILYa—
TA T
EEOMDO N T TN a—T 4 IOV, LAt a—YFoX T a— RO KT 7L
Ca—T 4RI —THIEO T TN =T 4 T EBRLTLTEE N,

X 7T 47 RV T DR A LT2GEIE, ROREHEZE L TIESN,

XX 7T 4 T R—H )P —RORZX, Firepower Management Center O R;Z| & R L T\
HVENDY ET,

BREFEHD DNS ik 733 V| Kerberos (F7-1% Kerberos &4 7 a v & 5541
HTTP AV I— ) ¥ 7T 4T R—BFNEFITTETAT T 4T 4 —VEAERK
THHANE. XY T T 4 T R—=F N TR, AD5E i%%kf4/%1@mm)%%mﬁé
L OIZDNS h—"EHETHLENH Y £9, FQDN (L, DNSHERFHIZHE L7oA A K
% & BT DHVERDHY T,

ASA with FirePOWER Services 33 & O Firepower Threat Defense 7 /31 A D54 FQDN 1%
FvTT 4T RV ENDN—=T v R A =T 2 ZADIPT KL AR S
NWORENSH Y £7,

Kerberos (F7zidKerberos #2473 a2 &3 ABAICHTTP RIS IT— I*) B, TAT
VT 4T 4 =D [FRFEX A 7 (Authentication Type) ] & L TERINT 2546, BT 5
[L/L A (Realm) ], Kerberos v 77 4 7 R—HF VT 7T 4 TR uﬁ%i?ffﬂé 589
WL [T T 4774127 b BIMa2—H4 (ADJoinUsername) | & [T 77 47T 4 L7
N UZM/SA T — K (AD Join Password) | #fH L CRRETHLERH Y £,

TAT T AT 4 =D [RFEX A 7 (Authentication Type) ] & L C[HTTP A (HTTP
Basic) | @R L7-5HE. Xy bV —2 LOa—VidyrarBZA LT ML= L
R LR WGEENRH D £, IFEALED Web 7 7 U, HTTP BERn /A b7
LTy EFryial, G0y va NI A LT T R LTERICU—LLVAIZH L

Wy va Y ERBT DO EDOI LTy VEERLET,

FirepowerManagement Center & BTG T /A A L O OBSFRICEENBAE LGS, 20—
WA LARTIZ 385 S 71 Firepower Management Center (24 7 >0 — RENTZIEEEZRE, T/
A AR THRESNIZTRTOX Y T T 4 7 RN—=F N a7 AIX T Z A LIS
ETEET A, @SN TRV —HE, Firepower Management Center C [/~

(Unknown) | Dx—# & LTRSS NET, ¥ U ¥ A L%, AHO2—FIT A7
T AT A4 RY =D — U IH > THERS L, WS ET,

X T T AT R NVHERTDETEDTNNA R TA L A F—T A AL N—
Ty RAUBE=T oA AOWMENEENDHE. ¥XY T T 4 T R—F VTN, A ETL—
Ty RA VA =T oA AT MBI IO T T AT R—EINTAT T 4T 4
W= NVT = G ERET HMNENRS Y £7,

« 2 AT A% ASA with FirePOWER /34 A TA v H—T = A A X A THMiE L £8 A,
ASA with FirePOWER T34 A L TA T4y (BT E—F) A v F—T A AITF ¥
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| 2—%747>7474 V=2
FS5T 490 RA—2BHOTAFoT474 V—Z |

TT 4T R=HNV R —FHEATHE, R —IZEFICEREINETR, Z2hbD
N—INZ—FT B T 7 4 v 7RO —WE TR IS ET,

S TJ499 R—ZABHEDT7ATUoTA4T4 V—R

N7 7 4w R—ZAfHIL, Firepower ¥ A7 A THHR— h SN TWDLME—DHERD /2N T A
TUTAT A4 V=ATT, bTT7 4w XR=RpHERET DL, BHEAGT A A%, &
L=y hU—27 ThD LDAP. AIM, POP3, IMAP. Oracle. SIP (VoIP) . FTP., HTTP,
MDNS, SMTP ®ua 7/ A > ZRHLET, FTF7 74 v 7 X—=2A0KRENLESEINZT —#
L, 2—PRRICOREHATEET, MBOHLDITAT T 4T 4 Y—ALITRLRY, T
T4 RXR=ADOBHIIX Y hU—ZBRER) —THELET, F T 74 v 7 _R—AD2—
FHRHOFREESML T ZE,

ROBIRFHEITEE L T ES0,

« 8T T 4 v R—ZADOMHTIL, LDAP #tiZkl4 % Kerberos 1 7 A > D% LDAP 7%
AEE LTI L E3, F7z. A@ﬁ%Tﬂ%ﬂi\%L@Hﬂﬁ&@7ﬂbnw%ﬁﬁb
H%%’”ﬁéhf: LDAP [T uE%*ﬁHﬂl‘(% i“ﬁ:/\/

e hFT7 4wl R—ZOKHTIZIOSCAR a2 ha v x A L7 AIM v 7 A 71T 2
LET, TOC2 i+ 25 AIM 1 7' A 3BT FH A,

e hTT 4w R=ZADOBHTIEISMTP e X 7 &2IRT A2 EMNTEEHA, T

Z—PNSMTP 1 7' A NZHESNWTT —Z R—=ZAZEMEN TV WNWE=HTT, VAT A

DSMTP v 7 A &L TH, —ETHETFA LT RLAOZ—PFRFT =L X—2
WCEELRTIUE, 2ol 4 ididssnEsEA,

NT7 747 N=2O/KMIE, KL 74 @bk LES, Kia 74 37T L
NWA—PRTF —FR—=ZAND2—F DY A MIBEMENDZ L1THV E¥A, FT 7407
NR—2DOHBHIC LV BRHESNTZER e A T I T AT A D2~ T I T 4T 4 AT
IR L7z=—% 1 71 > (Failed User Login) ] T3,

GE) VAT AT LT HTTP v 7/ A LB L= HTTP v /' A VU 2 XBIITE £ A, HTTP = —
PHERERRT DL, FT 747 XR—=2ORERET (KK Lizw 7 A 3T OERRG
(Capture Failed Login Attempts) | #HZNZT DML RNH Y £,

x

et

F v N =7 AR Y —%fH L, HTTP, FTP, MDNS 7’1 k L& L 72 FEHERR, b
TI 4w NR=AQL—WRHEENENT DL REOET BT 5 & Snort 7' 1& A
NEHEE X, RN T 74 v I DA AR v a RIS ET, ZoFlTfic
TAv TN Ry 7INDM, T EA VAT va UM TR T ESI NS L,
HXBRT AL ADETIAVRBINNT 7 4 v 7 OB IFIEIR U TR Y £9°, FHMIZOWNT
1Z. Snort® OFEENZ LD N T 7 4 v 7 OEMEEZZR L TSV,
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A—HFFATFoT4T74 V—Z |
B 5o v ~—zpporsFossrsv—2

FST4 99 R—ZADBET—4

THRAANNT 7 4 w7 XR=Z2ADBHEHEH LT A U E2BRHT 5 L. ROE#RE =2 —F
7T 4 BT 4 & LCRLERT 5 7291 Firepower Management CenterlZi5{5 L £,

s n A TR SN —T4
e A DR

e S A NIRRT AHIP T RV A, ZOT7 FL AL, 2—HF DR A~ (LDAP. POP3,
IMAP, BXOAIM v 7+ > D4E) | H—/% (HTTP, MDNS, FTP, SMTP 335 J U Oracle

aJA VOB . FlhityrarRBET SIPrT A UDEE) OIPT KL RIZRY
iﬁ‘o

e 21— DEFA—/L T FL A (POP3. IMAP, BLO'SMTP v 7/ A » DIHFE)

s A U ERH LT A ADL R

Z—PRT TR SN TV 54, Firepower Management Center|X% D 2—% w74 )@
2R H LE 7, Firepower Management Center & POP3 38 L TN IMAP v 27 A V' INDEE - A —/L
7 FU A M L TLDAP 2 —HFICBEM T 2580352 Z LITERE LTI EEn, T,
Firepower Management Center 2587 LVWNIMAP 2 71 V2L C, €D IMAP v/ A4 > HNOE
FA=NT RUARPAFEDLDAP 2 —H DT FL AL —H L7=HE1E, IMAP RV A U THiL
W —FRER SN DD TIEZR <, LDAP 22—V ORBENREH IND L E2BHRLET,

Z—FNLANCH H S 7e > 72854, Firepower Management Center |2 — 77— % _— 2 |Z
2 —HFEEIMLET, AIM, SIP, Oracle 77 A > TlE, HFIZH L2 —H L a— FRERKR S
NnNEJ, it FEnbor s A v A X2 NI Firepower Management Center 23> & 74
ZA TICBEEMT DI ENTELT —ENEENTVRNTZDTT,
Firepower Management Center |X, IRDGAIZ, 22—V T AT T 47 4 £7213=2—F 1D i
ELEHA,

cFDRTA Y FATHERT DLy NI RIEARY —ERE LGS

P RT NAANSMTIP 0 /A V2B LT DD, 22— F—H_XR— R TEF A —
LT RLAN—FT 25, BHERD LDAP, POP3., E£7/-I1X IMAP = —¥ 2R &E&EH TV
WS

2= Fe S Fa— F—T BN S NET,

ES T4 99 R—ZADBHERE

2T I T T 4 ERETS e ha v EGHIRL T, BT 52— OREEHIT 5 Z
LlTEY, BEEERI—PHEREREL VWL EEbN S —FICEREKRLIZ LN TEE
T I haLOBmHERIRT S & 22— 4 OBELE &/ NRIZHIZ . Firepower Management
Center FOREMZHIMTHZ LNTEET,

N7 74w N=AOBH T bV 2R HBRITIE. T AR L TS0,
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| 2—%747>7474 V=2
FS5T 490 RA—2BHOTAFoT474 V—Z |

« AIM, POP3, IMAPR D7 11 h ALk Ca—WLZEIGT 5 &, BREE. il#E.
BIOFOMDZT A RNEDR Yy NT—27 7 7 & AT Lo TRHRARNCHERILR 72 o — 4 23Y
EXINDAREMERH Y F T,

« AIM, Oracle, 33X USIP 1 7 A T, EERa—Y La— Fa2AElT 2 WREMENH Y
F9, ZOBEIE, ZOLHua s Ay BATIR, VAT AN LDAP — 0B EGT
A=Y RAZT =L DOOFTIUTHEEM T 5T RN D 2 BEXRT A 2D
LXDMDE A Z A TIZEENTODIERONT UG BEMT b T RN TZDlZ
HAELET, TDD, Firepower Management Centerld, ZiLHDL—H L Z DD —
W HATEEEMNT D ENTEERA,
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