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22 unusual-client-port-connection | i@ 5 & |Z B2 AR— 2T T4 T FHMEH
LT\

23 network-scan Xy NU—27 ZF% v O

24 denial-of-service P — b A EE O

25 non-standard-protocol FEHET o b a)LEITA N PO

26 protocol-command-decode —E 7 e bar av s R Fa—R

27 web-application-activity Megg7emlaetED&H 5 Web 77 or—3/ g o~
DT 7 A

36 web-application-attack Web 7 7Y o —3 g IR

29 misc-activity FOMOT 7T 4 ET 4
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grr~vrizm ]

%S (Number) |74 s BA

30 misc-attack Z Db DB EE

31 icmp-event — %72 ICMP A X2 b

32 inappropriate-content R NENRH Sz

33 policy-violation T T AN —REOAFEMN

34 default-login-attempt FIZFNNOZ—FL AT —Rizksr
7A AT

35 sdf BT — 4

36 malware-cnc BEEND~ L =T avy REHIBEINT 7 1 >
7

37 client-side-exploit BEEND 7 FA4 T > MIlm 7 27 a A FaldT

38 file-format BEROBEEZEDOH D7 7 ANETZILT 7 A L _—
ADTY AT A b

HhRB LD$E

EF LN — LS TERENDA RN ROy "ERIDRORNEE L > LW AZ~ A R
TEAMEND DAL, DAY L EEERTE 9,

515 B

SO, 40 LFEBA LT EMMT DL, ~—
URFHEAL KR ET, <o\ es; XTFBIUZEA
XLFFYPR—FENTHEE A,

ST DY DEOFP, BT ARX—REFHTEET,

<> ON'es; XFUIVR—FENTVER A,

(77 A4 A4V T ¢ (Priority) ] [ (High) 1. [ (medium) ], 721X 1K (ow) 1.

ARELTZAF )T«

F T R TIE, V=L DA X NENSNAL—AVDTITAF VT 4 NIRELET, 7277 L,
priority % —U — RZ/L— L ZBMmL, &, T, FRMEO T I A4 4V T 4 ZBIRTHZ L
T, = VONHERER FEXTIZENTEET, 2L 2L WebT7 7 r—v g VIxE
ERHTHON—NCE T TA AV T 4 ZEID B THIZHE, priority ¥ — U — K& /L—/LIZEM
LT, 7744V 7 10 LT[E (high) | Z8RLET,
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BAL—LIT14 |

HRE LS

reference x— VU — F%{ﬁﬁﬁj‘é L N /])’\3/ ]\ KE@'@A%)%%B Web "j‘/l) F%ﬁbﬂ‘%ﬁﬁ’\@iﬁg%
BIITEEd, Z2REZENT5E. 7V A MNISRIERZT IR TE DD, Ty b
WNV—vZ N H—L LTHER LR ZRET 20K HET, IROKIS, BFoT 7 X
TuA FRBEIZONWTOT —F 22l T 2B AT L 20 OhvRLE T,

R 6: M BRERA R T L

AT LD £ EA ID D1
(System ID)
bugtraqg [Bugtraq] S~ 8550

[Common Vulnerabilities and
cve o s CAN-2003-0702
Exposure] ~—1/

[McAfee] ~~—
mcafee 98574

Web #A FZ M

url www.example.com?exploit=14

Microsoft &3 = U 5 ¢ [E#
msb MS11-082

[Nessus] ~—3
nessus 10039

THF 2T Web 1 M

secure-url intranet/exploits/exploit=14

(https://...)
fjtjf%'ﬁ@‘t ﬂ? =7 Web “H‘/]) ]\ T secure-url %—f{é
HATELZLITEELTLIZEEN,

ROEHIZ, ZRIEZAD L TEREEELET,

id system,id

ZZTid system|IF VT 4 v 7 AL LTSS AT A idid BugtraqID, CVEZF &,
Arachnids ID, F721Z URL (nttp://72L) T,

7= & 21X, BugtraqID 17134 [ZF2# X 41TV 5 Microsoft Commerce Server 2002 H— /3 EDFEG
INA NRAMEFEE R ET DHI2IE, ROEEZATILET,

bugtraq, 17134
SR A — VBT 5 & X2, ROJITHER LT EI N,
« W DBAICAN—=AE AT LRNTL E &0,
« VAT LD ICKRILFEMEH LN TS ZZEN,

EENEYY
B AL KGFFEOEM (15 —)
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A R MESENANL O E
AR IEBHOERE (16 2—)

Hh A LSFEDIEM

ATy T

ATy T2

ATvT3
ATy 74
ATy TH

(15 =—2)

nzsnsgEnen |

A¥X—hk 514t
S

WEXDSA VR

HiR—
N R

FEhdT

Hofi—
A

fEhd b

TOtR
(Access)

g (Threat)

Protection

£E (Any)

£E (Any)

Admin/Intrusion
Admin

~/VF R A A VRBATIE

féﬂi?‘iﬂ

BAED RAAL TR E NI A S L5
T THHDFHEHITIE, {Eﬁ'ﬁf% ET%EE? Fetll B AA TR S VT2 A Z 155
IO DB TELEIT

SR FRE L OWRET 2121, %@]\7‘/}’/& I ET,

FIE

=V OB 72
(Edit Classifications) ] Z3&R L £7,

YFEDFE R (View Classifications) ] NFERINDHHA.
RTEELERTTHMHERBH D /A,

RbVIZ 4
TV, &

RAA N RFE (11 =—=2) OFBBITRE,

IR

B1 (Classification Description) ] Z A1 L E7,

[ESEEE (Priority) | KRy 7H T2 URA SNBSS

GEM (Add) 1227 Vw7 LET,
[56T (Done) | &#27 U v 27 LET,

ANV MESEIBLLOE =

SEMNY AT ATEIIINE

LR

RETEET A, FMLO FAA S TER SN A

45% (Classification) ] R w7 & 72 U 2 b [HDEEORE

RETTMA AL TR L

[/7¥i4 (Classification Name) ] & [Z0FHD

YEOBEZEIRL £,

RDARY
o — VOIERR ETZITREL T £9, FEMIC O W TIE, FHEL— LV O1ERK (18 X—)
FIE B FEONL—LDOEE (19 X—) LTI TEEN,
EENEYD
HAH =)L OVERE (17 =—Y)
AX—b+ 541 | REDSA LR | HR—rENDT | HR—FSNBF | 7U€X
R N R AL (Access)
% (Threat) Protection £& (Any) £& (Any) Admin/Intrusion

Admin
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B ~rsmozEs

ATy

ATy T2
ATvT3
ATy T4

BAL—LIT14 |

FIE

=)L DVERS £ T2 I3 RERIC, [MiiA 7> 3~ (Detection Options) | R v 7 &7 U A K
Mo [ESNEAL (priority) | 23R L E T,

[Add Option] 27 U v 7 L£7T,
[ESENANL (priority) | KRy XD URX RO EAZERLET,
[fRTF (Save) 1227 U w7 LET,

RDEZRY

« = )VOARRRE T IIMREE AT £9, BRSOV TR, B L — /L OAERR
FRFBFOL—VOER (19 °—) 2ZRLTIEIV,

(18 =*—3)

BEEREYD
T AR N L—)LDVERL (17 ~—3)

ARV SRBROER
ARX—b 54t |RHEDSA VR | Y R—LENEZT | Y R—rENBF | 7HER
VR N R ALY (Access)
Z B (Threat) Protection & (Any) & (Any) Admin/Intrusion
Admin

FE

ATY TN V=V OAFRRE T ITMRERHIT, [t A7 a &~ (Detection Options) | Kmt w7 & U2 |k
N [ (reference) | 2N L £9°,

AT w72 [AddOption]| #7 U v 7 L%,

ATY T3 BAARSRREM (11 2—2) OFRBICHES T, [B8 (reference) | 7 1 —/V Rl % AT
L/iﬁ‘O

ATy 4 [fRfF (Save) 1227 U w7 LET,

RDEZRY

o = VOER ETITRE LT 3, B>\ T, FiRA— L O1ERR
FRITBEFEOL—LOER (19 2—) ZBRL T IEEN,

(18 =*—3)

EENEYD
B AL I L—)LOVERR (17 ~=—30)
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2586 L—nots |

AR L IL—ILDIERK

B AL DRAN—ITLL T OITETERTE 75,
JME OEHET F R b L— L EERRT D
« EAFOBEUET X A |k L— L EFHL—L & LTRIFT S
« VAT APRMT DAL T V27 b =N EFHL—LE LTRIET D
AN —NE TR RAL VBT DHHN—LE LTHRFET D (VT KA VEBOY;

=)

= HN N T AN R —= TS

VERHFIEIZED ST, VAT AT AX L — L Ea—Hh )L — IS L TIRELE T,

HAZ LMEAN—NVEAERT B &, VAT AI—BEDON—NVES (FE5 DO ULcIp:s1D:Rev)
ZEIDYBTES, ZOFZIIROBENGENETT,
GID

VxRl —4 D, BHEFFZ N A—LTE, 1 T, TRTOREAT V= |
== E LTIRIET 256, B3 T,

SID

SnortID, /L— /LW AT A JL—LDa—h )L L— L THEINE I MERLET, FrL
N—VEAERT D L. VAT MIRICHAREE/ 2 e — L b—)L SID HB- &) Y TF
‘é—O

72— /L JL—/L® SID K 513 1000000 7 HAEFE D . HF L e — 0 — Uil D EHK SN
1TOWRET, vATF RALVERTIE, 7R AL CTERS N, EREFHRE
AL NCA VR—=FENTZH AZ L L—)LDSID DIETEIZ KA A VB EPBEMENET,
el ziE, o= B AL ATBINE L2V —/11Z 1000000 UL EO SID 3% 0 . FFR
RAA ATBEINS T V—VIZIE [ R A A 351000000 LA = SID 288 0 £,

Rev
W&, FLVvWL—LD ) BV g VBT T, DAX L L—LEEETLH-ONT,
Veva el ToEAET,
HAR DEYET F A S =)L TliE, = N X —RE, L—L F—U—K, BLOL—
B ERETEET, FFEDOYm havaFHT L, BHFEDIP T RUAELIIAR— FEATE
KT BDNT T 4w 7T EA—AVTHRETDEL), V= Ny X —ERETEET,
VAT AP THEET AN V= VERI G A T2 N =D A K L JL—)LT
BEETEZDHN—b ~y X —IFRIT, HELEHEER—FEIPT RL R EOFRICESNE
T, b =T — RRO— LB EIIEF T EH A,
HEF T2l "= D~y X —EREET L CEENEERET D&, —LDHF LA

VAR UAMERR SN, Y231 —#%ID (GID) 3. BLOH AKX L JL—)L b LTCRITHEA]
BEZRSID BREIV Y ToNET, VAT AE, £EF TV M A—NDHFH LA AKX R
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B oo

BAL—LIT«4 |

T PRI soid F—TU— RIZU 27 LET, ULV, B L <AERK L 72— 173 Cisco Talos
Security Intelligence and Research Group (Talos) {ERkD/L—vic~ v 7 EnE 4, 22— ERK
LIcIBEA T2 M= DA L AZ L AFHIBRTE T8, Talos BMERR LG A7V =
7 h = VFHIBR T E /A,

HIRIL—ILDVERK

ATy T

ATv72
ATvT3
ATvT4

ATvT5

ATvT6

ATy T17
ATvT8

AX—hb 54t | RHEDFAELVR |V R—FbZNET |V R—FrShDF | 7IEX

VAR NA R A (Access)

% (Threat) Protection £& (Any) £ (Any) Admin/Intrusion
Admin

FE

WRONTNINDFEEZFEH L THRAL—UZT 7 A LET,
o [R') — (Policies) 1> [7Y A 3> kA—JL (Access Control) |>[®A (Intrusion) ]
@I L, [1RA/L— b (IntrusionRules) 127 V27 LET,
«[A#7T Y k (Objects) |>[EA/JL—IL (Intrusion Rules) % EK L FE,

[Create Rule] # 7 V v 7 LET,
[AvE— (Message) | 7 4 —/V NIZEEZ A LET,
KOFK Ry THE T UARPOIEEZERLET,

+ [©%E (Classification) |

- R1E

- JOo kol

« /[ (Direction)

WD 7 4 —v RIZfEEATILET,

* [3#{E7T IP (Source IPs) |

* [385c TP (Destination IPs) |

« #£{E7LR— k (Source Port)

« 58%/R— b (Destination Port)

INHDT 4= FIMEERELRWGE. Y AT HHME[TT (any) | ZEHLET,

G¥) VAT AI, HZV—T RAALZEBIOFR Yy NT—0 v T EERLET, wTF
RAALVRERBETIE, EBEOIPT RVAZEH L CZoRELZIHITHE, FHLA
WERIZ AR 2R REMER H U 57,

[friiA 7> = > (Detection Options) | K> 77X U R MMOIEZERRL 77,
[Add Option] %7 V v 7 L ¥,
BML7ZX—U—RO5%z2 A LET,
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sroL—L0zE ||

ATFv 9 NEZIEUT, FH6~8 VKL ET,
AFvFI0 EEOF—TU—FRZBMLEEES. UTE2FEITTEET,

e X —U— KD~z : BENTAH5F—U—RFOMICH D ERAIEFZIITFREIZZ U w7 L
E3
cF—U—FKOHIEE : ZOF—U—FORIZH D [X] 227 ) v 7 LET,

ATy TN [HHE LTHRE (Save AsNew) 127V v 7 LET,

RDBRY

YT HRARY —NOFREIILE INTZNL— LG LET RBARY —H
DIEANL—ILDFTESR) |

REAFELZRALET, RELEDOHEAZSZRL TIZEN,

BEDIL—ILOEE

ARX— kS92 |[EEDFAEVR | YR—bENET | HHR—FENEF | 7O LR

VR N R ALY (Access)
% (Threat) Protection f£& (Any) f£& (Any) Admin/Intrusion
Admin

HAH DMZFANV—IVIEBRTEET, v LT FAAL VERTITL, BEO RAAL IZELTWD
AL IMEANV—IV DI T EHTE £9,

VAT ARHEONL— L E R R AL B LTV B L— UL, FTILWH R L L—L e LT
a—h = BT IVIRFEL TCHOERETEET,

FIE

ATYT1 ROWVTNIDOFHEEZFEH L TRAL—VZT 78 ALET,

« [[R1) > — (Policies) |>[F7 2 tAX 2> kO—JL (Access Control) |>[{2A (Intrusion) |
@I L., [fRA/L— b (IntrusionRules) 127 V>~ 27 LET,
[T k (Objects) |>[RAJL—)L (Intrusion Rules) %R L F5,

ATV T2 BETHL—NEROTET, ROBRERH Y 7,

« TANEINEL— VBB L ET,

=V ERBELET, L—LOBR%E 223—) 22RL TSN,

A= ARBLTWA T NA—FIC T4 N EZEEHALES, 7402 T L— (27 ~2—
V) ZRLTLIEEN,

ATFYT3 =N HHIWRET A2y ) 27V v 7 LET,
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BAL—LIF1% |
. BAL—ILADI A FDEM

ROVIZETRT A 2y (%) BERENDEGE. REFTEFALN IR LTEY, REZL
HI2MHERRH D 8 A,

ATy T4 L—)L B A TS LT, =L EBEERELET,

GE) HEA TV bA—no7a ha/UIEELRNTLEEY, ThEEFETSL &,
=V DRNRENR T2 IR D AREMER H Y £,

ATV TS ROBRENRH Y 7,

e HWAB L NN—LEFELTNT, ZOL—ILDOHIEONR—V g & FEXTLIEAT
[fR7F (Save) |27 U w7 LET,

o VAT AR — LV FE T R AL VIR LTV AL — L R L,“Cu\éi;g—/a\%o\ &
AL B N— VR L TWD & EICERZE LV b— L LTRIET 25813, BBl
1% (Save AsNew) &7 U v 7 LET,

RDBERY
o VAT LD — LDV I — NV TER LIz V— VB FE AT D120, BAL—L
DOIRREDFNEIZHE » T AT LREON—NVZHT 7T 40 Tl LT D, a—h L L—)L
707 47k LET,

cREAERZRALEYT, RELEOHEAZZML TS,

EErNEYD
=V DRRER (22 X—2)
BANL—IV TF 4 7 R TOI— VDT 42 (24 _—)

BAIL—ILADT AT DB

AY—hr T4t (HEDSAEUR|YR—FENDET|HHR—FSNEK|7OER

VR INM R ALY (Access)

% (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

EEORANL =AY NEBIITEET, A MIKY | RESSKFOFBE, L—
RN—ANBHHTAEEH LT 0 ST A, A7 YT (=7 2FaA k) 9K —ERDOE
MAEARTZENTEET,

SNF RAAL VEBTIE, BIED FAAL TR S a A R RFRRSNET, ZHITHIER
TEET, Bl FAAS U TERSNTEa AL FBFRSNETH, ZHITHIBRTE EHA, T
LD RAAL TR SNTIZI AL FEFTRTDHITIE, ZDO AL LUV EZXET,
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| BAL—LIF1%

ATy

ATy T2

ATvT3

ATv74
ATvT5
ATvT6

12586 -0tk

FIE

RONT PO TFIEEEH L THRANL =T 7 EALET,
o [[R1) > — (Policies) |>[7 2 tAX 2> kO—JL (Access Control) |>[{2A (Intrusion) ]
ZER L, B AL—/L (IntrusionRules) 15227 Vw7 LET,
[T Y k (Objects) |>[BAJ—JL (Intrusion Rules) |Z R L F5,

HERZATT o=V 2R LES, ROBREDH Y £,

« TFINENGEL—VIBEN L £,

s —NVERLET, L—LDOKRHE 22 —) L TLITEEN,

N—NAWBTDHIN—T T g NVELET, T4 NZ VT —)L 27X—)
LTL &N,

o 3

N—IVDORIZHDmET A2 &) 27V v 7 LET,

ROVIZERT A ar () BA—LOMIIERINDGE,
B, NV VEEETLHERDPDH Y FHA,

JL— VTSR Y —IZJd L T

[Rule Comment] #7 U » 7 LE7,

ARELIL—ILDEIE

TFTXARNARY AT A FEASLET,
[2 A2 F&E (AddaComment) ] %727 VU v LET,
Evh FBAARUEIONRY Yy N BEa—T, =L a3 A EBIMLTERRTLHIE
HTEET,
RDARY
o —)VOPERFE T IIRE Z R £ 9, FEICOWTIR, FHL— L O/ER (18 X—Y)
FRFBEFEOL—LOEFE (19 3—) L TITEEN,
EENEYD
JL—IL DR (22 _X—7)
AR MERDOT 4 —/V K
AYX—hk T4t |HEDSA VR | HR—FENET | HHR—bENBF | 7O EX
VR N R ALY (Access)

& (Threat)

Protection

fE& (Any)

fE& (Any)

Admin/Intrusion
Admin
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B o=

BAL—LIT«4 |

BARY O —THAEENMNI > TR A A L—LEUIRTAZENRTEXET, VAT A
WXV IREEIN TV AHERET X S L— LB LI OEEL TV 27 b L— LV THIRTE £ A,
SNUTF RAAL BT, BHED R AL TR S NIcn =V b= DB EHIRTE £,

HIBR &SNV — TBIBRE 2 7 T VIRIESNE T, BIBREHRDONL—L & B LW L—Ld
YL LTHRET 2 ENRTEET, BAKRY —0 [Rules] ~=*—VIZITHIBRFE 2 7 U RN
FoREINNWED, BIBRLEDAX A L— L EEHRNCT A LT TIEHA,

ATy T

ATvT2

EvE

AL K= X, BEINTEA~Ay X —ERTREFTHEA T V=7 b V= REEN
9, Flo, IhniFue = b= BT I VIERIFES I, 3O GID ZEHLTY A b
9, BHELEEEAT V=7 b A—VFHIBRTEETN, toEFT7 V=7 b —iE
HIfgCE £8 A,

FIE

WONWTNHOTEEFEH L TRALV—MZT 7 EALET,
« [[R1) < — (Policies) |>[F7ZtAX 2> kO—JL (Access Control) |>[{2A (Intrusion) |
@I L, [RA/L— b (IntrusionRules) 127 V27 LET,
«[#7T x4 k (Objects) |>[EA/JL—IL (Intrusion Rules) %R L £,

WD 2 OOBFIENRH Y 37,
T RTOR—HNVN—VEHIRLET : [m— /L L—/LOHIBR (Delete Local Rules) | %
VU L, [OK] &2 Uvy2Z LET,
1 ODNL—VEHIRLET  L— D7 —F (% (GroupRulesBy) ] Ky F & w7
b [m—H b )b—/)b (Local Rules) | Z#R L, HIERT 51—V DERZH HHIBRT A =
() 27 UVv 7L, [OK] %7 Vv 7 LCHIbRZMERBLET,

EELEY D
1B AL — L DR BE

IL—ILDEE

AX—hb 54t | RHEDSAELVR|BR—bZNET |V HR—rShBF | 7IEX

VA INA R A A (Access)

Z . (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

Firepower > A7 L2, BT HOEUET X2 b Lb—A0NHAESNTWET, £7-. CiscoTalos
Security Intelligence and Research Group (Talos) 1387 LWHMEFMHR L= A7 v A4 R3S
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| BAL—LIF1%

ATy T

ATvT2
ATvT3
ATvT4

gan—nrogrzt [

Motz EON— L EBNEMKGE LT, FEONL—LEHBICHRREL T, TOL—1VET Y
Ta T, TV T 4T, IR ET L ENTEET,

FIE

RONWT IO TEEER L TRAL—MIZT 7 EALET,
« [/R1) > — (Policies) |>[F7 2 tAX 2> kO—JL (Access Control) |>[{2A (Intrusion) |
IR L, [[RA/L—/L (IntrusionRules) [#7 VU v 27 LET,
[T Y k (Objects) |>[RAJL—)L (Intrusion Rules) %R L FE5,

Y —)LR—"TC [l (Search) 1227V v 27 L%,
BRBFMEEBMLUET,
[#5E (Search) =7 Vv 7 LET,

RDRARY
e HOoMmolz/—)b (VAT LN —)LDPH/ITIN—INDa—) ZRRFEIIRET IDHE
T, NAN=V I RN — v Ay E—T% 7 ) o7 UET, sEIC W TE, #ili
= OER (18 X—2) FFXBFONL—LDEE (19 =) ML TIEX
W,

RANL—ILDERSEH

= 7:)L—ILEFRA

ROFIZIZ, FIHFTRRRRBEA T > a OV THHA L THET,

AIoay

B

E4 1D

SnortID (SID) (ZHDWTI DDA —/LERET DL, SIDEFEZEANLET, HEEHDOL—
NEBRBETHICIE, SIDEHV A e ar~TRES>TANLET, 207 0 —L ik, 80
LFLINTY,

xRl —% 1D

FEAET X X N L— L EBRRT B, [NNERRLET, ELT D=7 OV — L EHRET
HITIE, [B] @R L £,

Ay —v FFEDA v =V DHDHN—NVERFETDHITIE, [AvE— (Message) | 7 4 —/L RO /L—
VA=V NBHEEZ 1 HOANLET, e xIE, DNS=7 27 A & BET 51T,
oNs EASILET, N 77 F—N"—Tnun—xJ X704 MERRT DITIL, overflow & A
SILET,

AR N=Y% BEODTa ha)LdD T 7 4 v 7 BFETAL—ILEBRET AT, O e k3L A ER

LET, v ha bz zBRLAWES, MEGERIZ, $XTo7a haro 7 — RFERS
nE9,
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BAL—LIT14 |

. BAL—ILIT4 R R=CTOL—LDTALE) DT

T3y SRER

EEITLAR— b BER—TFMLOREIND Xy N2RRENLV— LV E2RZETHITE, FETLR— N E&EE5E
mﬁ~h%hgﬁ%ﬂﬁbi¢o

B AR — b BEER— N E2SEEIC LISy REFIRD L — L BBt A%, SR — FEE R — |k
B A A LET,

V) —Z [P FREDIPT RUVANLREEINDE Ny NERRDZNL— NV ERFZETDHIZIE, HELIPT R

AFETIXIP 7 FUABEESE ATTLET,

%65 P (Destination
IP)

BEDIPT FLAICEET DNy FERDENL—VERRET HITIE, BHEIPT RLAET-
ILIP 7 RV ABEEEE AT LET,

Fom—

BEDX—U— REMBT A0, F—TV— FRBL 7 a o 2EHTEET, F— U—F
PBRINLT, BMRTHXF—U— NEZ AN LET, BEMHEUANOTEEOMEIZ—FH ST 51
F—TU— ROFHZEBEEF () ZAILET,

717 = (Category)

RERT TV DON—VERFET DL, A7V VR L AT A 2RV ET,

&
i

FrEDIEDH DN —VZ KT DT, ) A oA 2 @R L £,

JL— LIREE (Rule
State)

BFEDRY L —NDONL— LR EDN— WVIRBEE R T BI21E. O/ — VIREE Y X k>
LRV —ZFIRL, F20OY A MPOLIRREEEZBRIRL T, A XV FOERL, A XV PO R v
7 AERR. BNCERE SNV ERR L E T,

BFAIL—ILIT 4

BR—TDIL—ILD T4 ILE Y 5

BAN—I ZF 4 2 R—=T T — LT A NEY LT, =IOV Ty NEFRRT

LIENTEET, LEAFE HOINV—NVEREFZORELZEE LW, BT HDOL—1LD
TnbENE RO 2 ORNERGEIC, ZOMEPRILSZ ENHY £,

TUNEEANNTDHE, 1 DU LEO—FHTHN— L EEGTeT 3 VT BRR—T
T EHIL— IR WNERIIRA v E—URFRENET,

IEREN,

TJANBIT HARS4A4 Y

74w&mﬁ\%%ﬁ%—v—P&%@ﬁﬁ\iﬁﬂ\%ﬁﬁfﬁhﬁU%?wiiﬂ\é%
\CHEE DT 4 VE G RYDANR—AEEDDZENTEET, 2L, EHEI, AL
R — RXF, BEOHEEXT (1) . [Kev) iBs &) . Uy s (<) 0k
BRIHER T A 7 A VA ICEDDL I EIXTEEREA,

FTRTOF—U— R, F—=U—RF5I#, BILOLFHTITRLF L/NTFRXB S EE A

gidF—V— R&siaF—V— FER T XTOFHEE CFHNR3 R LF8 & L THRbivET,
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T 4 NVEBFIDOTDN—U T 1 OD T VA ERTHE, TDHROT 4 VAUHTED
THNVENO—FERREIND EZICTHNERBHALIZEFICRY E9, L THELL—R
SHDON— )L EETe T VA NICHFET AREEITIT. NSO EnH Y 1,

1 ODT 4 NVE B DD 7 4V Z THIKITHZ LT TEETA, ANTSnie7 4 V213,
NV T =B R=ARRERR LT, —HTDHTRXTONL—/VEZIRLET, FiElD 7 1 V255
RPRR—VIZERENTWDRETT A NEZEANTDHE, ZOXR—VORNERHEESIL, R
DOIZHLNT 4V ZOFRERNBESNET,

TANEHREINTWDLEE S SNTWRWEE S, U X MANO/L—)L TR CHEREA M T
F9, mEzE, BAL—IL =T 4 F X=UTlE, VAR T 4 VEZRFEENTNENE D
MIZBEDLLP, URA MNOL—LVERETEET, £, X=VDarTFANA=a—0DF
BOXTva 2T o2 b TEET,

TRTOY T I N—THNOL—ILDOEEENBLZNGEESIX, 74V Z U o TIZEWRBN 5
ZENDHYET, T, FERIOL— DRIV DR T, 1 OO — L BNEEDO T T
TVIWCHBET2ZENHDDTT,

XF—IJ—KI24)LEB)2Y5

BN—IL T A NZIZ, WOBKT1I DU EOXF—U—FREEDDILNTEET,

keyword:argument

Z 2T, keyword [ZIRDEDNT D F—T — K| argument |5 — 7 — NIZBH# T 2 FFiE D
74—V TR SN D —0, KRICFV/NF % KR LR W e8 530781 T,
gid & sid ZBR T RTOF—TU — FOFIEREH LTI E LTHRONET, 72L& 23, 513

123128 > T "12345", "41235", "45123" IR EMNIKINE T, gid & sid DEIEITTEE DI
FIRLET, 72& 20E. sid:3080 1L SID 3080 DA E K L F T,

-

H43HI72 SID MR H121E. 1 DU EDOSCFEH i~ T7 4 M H I TE £,

WDOFRIZ, W—=NDT 4 NEZNBBIFHTEDLHFECEDO T A NEZY T H—T—REg[HERL
F7,

K8I—ILTLILE F—T—F

F—7—F |EHA 7l

, JL—/VZ BN @ Arachnids ID 2K E 72 1XZ D3-S T 1 ‘
arachnids arachnids:181

DL EDONL— N EIR L FET,

L=V Z N D Bugtraq ID 2R E 72132 DO —EH 3 TSN T 1D
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F—TU—F |G ¢l
NV BIRNO CVE B REELRITO—HFIESTL>|
o PR — R LET o

gia SIE L IIEREDT F A N L— VAR LET, s i3daAT bidis

7 M —LVEIRLET,

=B RN D McAfee ID AR E 7213E DO—EH 3 I DN T
mcafee mcafee:10566

UEOAL—NEIRLET,

=D [AvE— (Message) | 74—V K (A XU Ay

- TV L BIHENG) OREEIRE DTSN T 1o |
tor—n%ziR1LFE9,
JL—)LEBIND Nessus ID 2 F 7215F DO —E3 12KV T 1D L0737
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h D EoA— VAR LET, :
N—NVSRNETFNV—LD [ A yE— (Message) | 7 1 —/V
ref . R, N R ref:MS03-039
RN OO T SCFHN O 2R F 21T — s ES 0T, 19
lEonv—n%iK L ET,
. 1ERf72 Snort ID A FFo/L— /L AR L E T, ,
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BEELEYD

AR NBROER (16 2—)
BAA YRR (11 =)
VA NA= SR NI SV 8 1))

XEFEHNIT4INEYT

F—)L T 4 NV HZ IO EOFER T XTI e GO D N TEET, XFEHICkD, r—
D[AvE— (Message) ] 7 4 —/V R, SnortIDID (SID) ., BLUVY =% L —# ID MK
SNFET, 2 xiE, XFEH123ZBETHE, L= A vEB—URNO LT [totus123] P
M23manial ZREMIEIN, 5T, SID6123, SID 12375 2 X HiKEINET,

T RTOLFHITIIRILF L/PCFRER ST, FHomecFsle LTfbivET, 72L&z
@i‘\ i?ﬁ” ADMIN, admin, i?‘:&i Admin ﬁi'ﬂ—AVC\ "admin", "CFADMIN", "Administrator" 725
ERIRLET,

LFHNESIAGCHTr |, BE—HERTZENTEET, L xX 5IHFMEZOY T I
T voverflow attempt” IL5BE—H DA EIK L FE TN, BIHAKGZR LD 2 OD LT overflow
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T THITIE, 2T F AN A= a—CHAFTRREEORIRb ZENE T,
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FIE
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content & — 7 — K & protected_content ¥+ — 7 — K .

N—=ILTAR N R T—L L THEHENDZDICE, I _XTOar Ty <y F U InE
TRITIUER SR NWZ LIZEELTLEE Y, 2%, KFarTs oy <y F o 73 AEIZAND
BfRIZH Y £,

FrrLAVITA VBT, BERa LT UV ERE LB TENEZFRELESOMBE DT F X
R CEINCEEZ L AL — a2y h T v P TELZEICHEREL TN,

content

content ¥—U— R&ZHEHTAEE, L— Lz 3 ry h_"Afa—RFREEEIA NI —AT
%@j{?ﬁl %*ﬁ;‘? Lij—o =k 253:\ l/‘f*lﬂ%@ content ¥ — U — }‘@1@3: LT /bin/sh & A
NLTEG6E, V= D3R y b S m— RN TS /bin/sh ZRRBE L ET,

ASCIL L5, 16Ty (NAF U NSk a—F) | FLEFZOWFOMAEDEE
HLCary 7Y ERATEEY, ¥I—VU—FNEOFTI6HEa LT Y 21 T XF ()
THAET, =& 21X, 190c8 cOFF FFFF|/bin/sh DL H 2 16TV & ASCIL 2T v
VEIRBESEL LN TEET,

1 OONV—NVNTHEEOa LT Y~y F U T EBETEET, ZTNEITHITIE, content F—
T—ROBEMOA L AZ AR LES, a7y <y F o728, =% ) T—
CELTHEAHIEDIZEIANT Yy PRXA B —RELREFA N —ATar 7Y —BRA o6 7e0F
e birnz taigEcEEd,

Not 47> a URNEIRENTZ 1 DD content F—TU — K71 T%EU/I/*‘/I/%MESZ L7255 {x
AR o —DNEP 72 IR HAREMER HV £ 77,

protected_content

protected content F— 1 — REZFEHRT AL, V— LB EBERETHHINC, BT U
?ﬂ%IVﬂ—Fﬁéi&ﬁf%ifo%—U—F%%m#éw;\w—wﬁﬁﬁﬂﬂ//;
BI% (SHA-512, SHA-256, F721EMDS) ZfiH L T az =y a—RKLET,

content ¥— 7 — RO V(T protected content F—U—F i{f’ﬁ‘fﬂﬂ L7=% T H, L—
YOVIINTy R B— RERIEA MY — A ORI TIFHN AR T D HEISENTR L
CAEDF—U—RAToa RN EEBDICHEELE T, KROFIL. protected content ﬂ?“—
U—RA T gL content T —U— KA 7 9 o DEIOHIS 72488 S A BLK LTCWET,

£ 9: protected_content A 7> 3 > D5t

TIFvav A
Ny ia Z A7 (Hash Type) protected content /L —/L ¥ —1T — ROFLWA T 3
:/o

[RXCF/NCFEDOXA7Z2 L (Case FHAR— b

Insensitive) ]

WOFIFAN  (Within) KPR — K
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. EXa 2T UE KU protected_content +—7— FD5|4L

e B

BATE  (Depth) ARYAR— b

£ & (Length) protected content /b—/L ¥ —T — ROF L WA 7T =
Yo

RS — < THEEE R (Use | RV A — |k
Fast Pattern Matcher)

R NE = <y FHERED & (Fast | KPR —
Pattern Matcher Only)

MBS = w y FHEA 7y b | RPAR— |
B L OE X (Fast Pattern Matcher

Offset and Length)

Cisco TlZ, protected content F—U— F%@@’/V‘—/V(Z 1 2LL E®D content F—TU — }\%é\
DL EEWELTWET, 29TDL V=N U VURFILEENY — vy FHREL
EFT 22 & CUBEREN ENY, X7 p—<ANmELET, /V”‘/VW@protected_content
¥ —U— FOFIIZ content ¥ —V— FZEELET, L—IZ 1 2L ED content F—T— K
DEFENTVDEEIL, content F— T — KD Use Fast Pattern Matcher 51 323 50272 > T %
MEDINTBEMRIR S N VU EEANS = vy TR T 2 LITEELT
<TIEENWY,

Not 47> = VIR S 72 1 DD protected content ¥ — T — KT &2 & e/ — L EER L
It RARY —D@RB e D AN H Y £,

BErEY Y
T AH B V— L DOIERKR (17 =—)
AR T 7 LW protected_content ¥ — 7 — KO 5[4 (30 =*—)
replace ¥ —7 — R (43 <—)

EXa 2T YE KU protected_content F—7 — KD 5|4

\}

content F 2% protected content F—U—RNEBEHETLHRTA—FEZ[MENT DL a7y
\‘/*ﬁﬁ"é @{j%%jﬁiﬁ/d\ﬁi@ Xl % il ¢ = iﬂ‘o content F 7213 protected content X —
U= ReZESTLAT T a v Z@ELT, MEMRLERL AT Y EZRELET,

[RXF/NXFORXAL L (Case Insensitive) ]

GE)

DX T a ik protected content F—T— f‘@gﬁﬁiﬂffiﬂ'l-ﬁ_ ~ é’h:iﬁ/vo
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EXa 2T YE KU protected_content +—7— FD5|4L .

ASCII SLFH|Ta T oY —HMERFET 5 & ZICRKLFVNLTFOXBZ TR 5 L 5 r—
TUVVIERTEET, MBTRLTFE/NLFERXPIL2WNWE ST DI, a7 Yk
ROBEERZ [KXF/NLF-DOXB]7 L (Case Insensitive) | &4 12 LET,

Hash Type

GE)

ZDOFA T a Uid protected content ¥ —V— R TDHRETEET,

[Ny ¥ a A7 (HashType) | Ku vy 7Z o2 LT, MEXLTIIOT L a— RICHEH
Sy v aBRERELET, protected content B THN DNy 2 FAE LT,
SHA-512, SHA-256, BLUMDS VAR —hSNTWET, TR LIy T2 ATy
ValNearT UV OREIN-ELEWGSE, VAT IV ERELER AL

HEIAYIZ Cisco iXEDT 7 AV MEPNERIRENWET, [T 74/~ (Default) | BN SN DY
B NV IVTRED Ny ¥ a2 BBITE TN T, SHASSI2 iy Y aBlThH L L RS E
-é‘o

Raw Data

[raw 7 —#% (RawData) | A 7> a v 2T 2L, v—n =P u0d, ESfbEnz~A
O— RF—% (%y NT—I 3R =2 ko TFa— FEhETF—%) 29T 504
U TNy h XA m— REGITLET, SIEMEIIEH S EE A, EFIEORNZ, <A

— RN®D Telnet x 2> — g A7V a BT 572D Telnet S 7 7 4 v 7 &505HF
a“éfﬂ/\ I, ZOF—U—REHHTEET,

[6] U content £721% protected_content ¥ —U— KT, RawData 47> 3 % HTTP 22T
VAT g E—mIERNT L2 LT TEEY A

-

HTTP 77 4 v 7 Traw 7 — X ZRET D0 E I, o, EOREDOED raw 7 — X &/
BIH0ERETH20, HITPHBE Y 7av v VD [7 74T b 7a—0%E (Client
Flow Depth) | A7 > a v & [— 7 —0DEE (Server Flow Depth) | 47> a V&R ET
HIENTEET,

x
BELIary7orye—HLWnar7 Y ERKETHICIE, [—E LW (Not) |47 =
\/%Jg*ﬁbijﬁ [ ﬁbffl/\ (NOt) ]j‘7o‘/5 ?/73333;%*}{5“7’:_ content ifibiprotected_content
F—U— REEGT— IV EERT 2 5AE,. TOA—LNIZ, [~ L7V (Not) 147 =
UNEIR N TWRWEID content £ 721% protected content 3'\" J— R % 12l EED D
ERHY ET,
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. aYF Y (content) HLUMRED LTV (protected_content) F—7— FRRMUE

content ¥ 721E protected content F— 7 — RiZxt LT Not 7> a & A4 N LTcH AL,
ZDOF—U— FEF BN —VEER LRV TLES, RARY —D%RN < 25w
RPN H D £,

72 & Z2 1%, SMTP /L—/L 1:2541: 912 3 DD content ¥ —V— KNFENTEY, TDHIHD 1
DT[—EH L7 (Not) | A7 varRN@ERENTHWDHELET, [~H LR (Not) [A
Ta UNBEBREINTWNDEF—TU— RUADTXTD content F—T— REHIETDHE, 2D
= UZHAS L D AZ A=V PRTHZ72 0 T, ZDOX I RN —VEZRZBARY —ZEMNT
Ll ZORY—ONFENRRL DL AREENH D £,

[Al U content F¥—U— KT, [Not] = v 7 7R v 7 A L [Use Fast Pattern Matcher] = v 7 K v
7 A& [FRFICERT 2 Z LI TE EHA,

a2 72 (content) HEUNRED TV (protected_content) F—7J— RERAE

HASn-EAEHE !

MPAEA T a v 2fElT 5L, FBELLaAy T Y ORFEEZ EZNLGT 20, E2F
THRT LM ERETE T,

content IRFELIED 5K

WD X HIZ, 220 content fLEXT ODWTNEFHATIE, HELZa LTV Y OBREE
CINBEMET LN, CFLETHRBTIOINEIHETETET,

Xy b u— RO E RYEIC L CTREZETHHE81E. [ 7y b (Offset) ] & [HAT
& (Depth) ] Z—#EITMEH L ET,

« BITEDMRBRALE A FLMEIZ L TR T 2551%, [IEBf (Distance) ] & [IROEFAN (Within) ]
IR LET,

RTVWEENDZLT T arDELLNI DT R2BELEREER. Z0XTDL 9 1 >DOA
TarDT 7 HIV NN EEISNET,

Offset 35 .U\ Depth 47" 5 & | Distance 3 SO Within 47> 3 VARG T HZ LIXTE
FH A, 72& 2IE, Offset & Within X735 LI TEERA, 1 DONL—LVHNTEED
HOMBLTarwHERATXET,
NEPEESNRWEAIE, [ 78y & (Offset) & [BATE (Depth) 1DF 7 4 /v b3 EE
ENFET, 2FD, arTUoVRRII ATy b o— ROEHENBEE > Ty FOKE
EFTHhiEET,

Flo. BEFD byte extract BEAMEN L TIEA 7Y a VOEEEET 22 b TEET,

Bk

1 ODONL— NV NTEEOHONEF T a v A TEET,
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HASNIMHEDE : protected_content BxEDZIM ]

MELEYY
byte extract ¥ — 7 — F (49 X—7)

Al S f-#A &4t : protected_content RRLIE D55

WD L DT, WED [Eé (Length) ]protectedﬁcontent{i[ﬁj‘ja‘\/ a Uk [j‘7“z v b (Offset) ]
F o3 (B (Distance) [ EA T v a v bAGDETHEMATA L, EESNaT Y
DIRBHE EZMOIET 20, EZETRRTINERETCEET,

« Xy b R m— ROSEEHAREMEC LT, REINTZCFHNERKET HITE, [RS
(Length) 1 & [A 7 v  (Offset) 1% &I L £,

s BIEDORBILE 7 HUEIZ LT, RESNTZ XTI ERBET DL, [ES (Length) | & [
Bt (Distance) | Z—#&IZfEH L E7,

Bk

1 ODOF—TU—RFENT[A 7Y b (Offset) |47 a3 & [Hff (Distance) |47 a3
EOFHTHZ LI TEEEAN, 1 DO —LNTIHEEDOBONEA TV a 2l T& %
-g‘o

NMENMEEEINLWEAIE., T 74V ERBEESNET, 2F0, 2T U YBRIT Ty v b
NRA a0 — ROMEFENSIBE > Ty NORRBRETHREE £,

F7o. BEFEOD byte_extract BHEMM L THEA TV a VOEZIEET 22 HTEET,

EErEY D
byte extract ¥ —7 — K (49 _X—)

content & & U\ protected_content D& R ALE D515

G¥)

:@7(70‘.‘/5 Vﬁi\ content ¥ — VU — F%%&E@“Zv%@ﬂ:d)ﬁ*fﬂfﬁ }\ éhiﬁ—o

7%y MEOKENOD (F234 72y PRREINTORWEEII Iy X fe—F
FEHEN D D) a T UV RBRRORRKOE S 83 FEATHRELE T,

7=& 2 0E. =D a T VB cgi-bin/phf. offset AN 3. depth fEM 22 THDHHA.
Jb—Jb oy B —THRE SN2/ 3T A — X &ilil=3 /3~ RN, cgi-bin/phf LFH|ED—IK
DIRENSA MIEINDIEED , 22 314 MLUBEEL72% (N1 MLE 25 T) EiELET,

HBELEZarT o YOESE ED, ®K6553534 hETOMEIRET HLENHY £4, @
0IFFEECTE EH A,

F7 ) MOWEEIT. 7y hoRRBRE THRE] T,
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. content & & U protected_content DR RAIE D 3|5

Y

6% (Distance)

P o ofoa 7 oy —Hn bz T, fEINT- A MEROBICHBAT3%ED =
TV —HERDTDHLOIN—N =V UANERLET,

Distance (HrEfE) Do ZiF A 0BT LD, HEIZROh-Tmar 7Y —Hhb
NEFG BB T _EX S, ML S 12DV EIEZEE L TS EEW, 24 %2BEEL
7256, SEEDOANAL b LREREE D 97,

-65535 ~ 65535 34 M EfEE L THRETE E7, AD pistance HERE L72HA L. MFELE
BUET D51 MLER ST v NOJEEEN LA D ATEEERH Y £, EBEIZIE AT v FOF 1
WA MPOERBEVBESNE TN, HETIEI ATy FOIMUOASL FEBEINET, & X
X, }‘W@fﬁ‘ﬁ?@fﬁ%ﬁ‘% SNA NT, IROaT Y )b—)L F 7> 3 2 C bistance
E-10 358 X W within fH 20 M5 E SN HE . REBIZAA 0 — ROSLHD GG S 4L, [Within]
T a N5 ISR ET,

F 74V NOEEHI0OT, THERREZEO T Y —EDO%DO Ny NHOBREMBE & VY &E
1 G

£ & (Length)

GE)

Y

Z DA T 3 T protected content ¥ — T — REFHET HHEICOHFY R — FZNET,

Lengthprotected content ¥ — 7 — K A7 3 03, Ny o SRTWVRWVRZELTIIORE X
A PHEALTRLUET,

& ZIE, 2T Y samplel o TEX a7 Ny a2 EMR LTEHAICIE, Length fE &
LCrx2HALET, 207 4=V RIZEEZANTSE I EITWETT,
Offset

Nry b R4 — ROEEHEEMELTEH, a0 T VY ORRBERGT Ay h XM a—F
WNONEZ S A R THE L ET, 65535 ~ 65535 34 F&fEE LCHETEET,

F78y B AT BTN N OINBIRED 2D, NT Y b A m— RO BIES MICE
B ~E A ML b1 ODRWEIEZIEE L TS IEEW, I2e 2T 2HE LI2hHEa 1.
8HEHDNA FINORRENBIMEY £,

FIZFNNOFTEY MO T, 2Ty FOSGTEAYERLE T,

Within

GE)

ZDOF T aiE, content F—TU— RERETALEIZOIF T FR—FINET,

[RO#PHN (Within) |47 a v a2fHT5E, v—nad b H—8 L THEH S50,
WL DI olzar T oy —BORRBLRE, FEED/SA NELINIZIROD 22 7 0 — B35
HTAHAVERGDZ AR TEET, 722X Withinfi s LTs 2 EE LA, KkDz

B BAL—LIFa%



| BAL—LIF1%
#5Z : HTTP content 335 & Uf protected_content +— "7 — FD 5|4 .

YT =Ry S B ROWRD A FLNIZRAT HLERH Y £, BELR
WIBEIE, =& MU =L LTERT 2 S\ S hEE A,

BELZary7 Y ORSHED, &K 65535 31 hETOMAERE T ET,
[Within] DF 7 4L NI [ v hOKBE THRE] T,

#EZ= : HTTP content &5 & U protected_content +— 7 — KD 3|4k

HTTP content F 7213 protected content ¥—V — K 7 3 V&35 &, HTTP Inspect 7°
V7at oyt CTFa— RENSZHTTP A v E—VNTary 7 oY —BERETHE %
BECTEET,
WD 2oODOF T g id, HITP IWEND AT —H A 7 4 — )L RERBFELET,

« HTTP A 7+—%4 X 3— K (HTTP Status Code)

« HTTP A 7—%2 X A wt— (HTTP Status Message)
N—b TP IIERMTOERIL SN TWRNRTF—F R 7 4 — L REBRBZLETH, 22
TiX, > RawHTTP 7 ¢ —/v R & EF LS 7Z HTTP 7 4 — /v REPFHT OBRICEE T &

HIBRIZ SN T DA ZRS(L T 272012, ZnbDF 7Y a UnBHEIZFIE I TS Z & iT
EELTLEEN,

WD5-ODOAT Y a0, HEIDG U THITPER, J&&, /320l Foh CIERE” 4 —
NV RERKLET,

« HTTP URI
«HTTP * % F (HTTP Method)

« HTTP ~ v &' — (HTTP Header)

* HTTP Cookie

*HTTP ¥ 54 7> bk iRT 14 (HTTP Client Body)

WD 3HODF T g 0%, HEIZSE U THITP Bk, 5L, £R13F0mMFoFTRINTO
(EH{LEN TR FERF—F R 7 40—V RERZLET,

« HTTP Raw URI
« HTTP Raw N+ &4 — (HTTP Raw Header)

« HTTP Raw Cookie

HTTP content A7 ¥ a U &BIRT BL51L. IROTA KT A - TLTZE W,
¢ HTTP content 7> a3 I TCP h T 7 4 v 7 IZOHEHAISNET,

CNT =R ANDOEEEERET 57200, FRELTLa T Y PHBET SO H S
A=V @I T2,

gaL—LzF«42 I}



BAL—LIT«4 |
. HEE : HTTP content & U protected_content ¥— 7 — KD 3|3

ez, vav BT I— b AveE—VOHREDILIITKE/ cookie S NT T 4 v
IZEFENTWA EREMED B B854 1%, HTTP cookie TIiZ72 < HTTP ~v ¥ —DH THEED
AT UV ERBTHIENTEET,

« HTTP Inspect 7 U 7't v HOIEHULBEREZTEH L, N7 4 —~v U A% m ESH 51T,
VERK T 24 _Co HTTP B — Loz 72 & 1 DD content F 721
protected content :"\"—‘ U — ]\%éu\&)\ %ﬂ&:;ﬁ' LT HTTP URI\ HTTP Method\ HTTP
Header, % 7-/X HTTP Client Body 4 7'> 2 > AR L £,

* HTTP content £ 7213 protected content ¥ — 17— K FT v a s EHAEDE T replace
F—U—FEEHT5ZLIXTEEEA,

HM—OEFEHLENT-HTTP A > a v ERIIAT—F A 7 4 — )L REFEETEXET, F7-13%.
BEDOIERILHTTIP A 7 v a v E AT —H AT 4 —)L REEEICHAGDE T, a7 Vi
WE~yF U IMBICTL b TEET, L, HTITP 7 4 — )V K47 v a V2RI
LA IR OHIRFEIZER LT ZE0,

¢ [A U content ¥ 721 protected content ¥—7V — ROH T, [T —4 (Raw Data) ] 47
YarEHITP A7 v a v &M+ 2 2 I3 TE A,

e RawHTTP 7 4 —/V R A7 v 3 v ([HTTP Raw URI], [ HTTP Raw ~ v 4 — (HTTP Raw
Header) ]. F 7213 [HTTP Raw Cookie]) & . ZHNEAUTxIGT DIES b4 7 > 3
([HTTPURI], [HTTP~~ #— (HTTPHeader) ]. ¥ 7-/%[HTTP Cookie]) % il U content
EJ e protected content F—U— I\P‘?“C*%%&Cﬁﬁﬁﬁ“é ZLiITEEE A,

o[BI Y — < FTHEREA T (Use Fast Pattern Matcher) | %, X ® 1 DLk o HTTP
TA—NV R AT ar EHAEGDETRIRT L2 EIXTEERA,

[HTTP Raw URI], [HTTPraw -~ % — (HTTP Raw Header) ]. [HTTP Raw Cookie]. [HTTP
Cookic]. [HTTP A ¥ v K (HTTPMethod) ]. [HTTP AF—% 2 A »&—3 (HTTP Status
Message) |, [HTTP A7 —4% A =2— R (HTTP Status Code) ]

220, ROWTNDDOIEBYLT 4 —/v REREET DIDIEE Y — v~ THREZ i
HT % content 7213 protected_content ¥—U— T, kot a ‘/%é\&)é Z
EWTEET,

[HTTPURI], [HTTP -~ #— (HTTPHeader) ], [HTTP 2~ 74 7> k"7 4 (HTTP Client
Body) ]

7= & 21X, [HTTP Cookie], [HTTP ~v ¥ — (HTTPHeader) ]. [Ei/ X% — 1 = v FHEHE
Z{#i [ (Use Fast Pattern Matcher) | Z&#IR L7254, /L—/L =2 ¥ X HTTP cookie &

HTTP ~v X —Dili i Tar 7Y B LETH, @Y —r ~ v FHREIX HTTP

cookie TlE7e <, HTTP ~v ¥ —IZOHEH S E T,

s HilfRfIE AT a s EHRR LA T v a B LGS, @l Y — ~ v THEEEI,

FBESNIZHIRR LT 4 — IV ROBRERFETHZ LT, BAL—ILTT XN — V&
LT (HIFRFTE 7 40—V FOFHEZE L) ERBFHIEIT O NENE I DERELET,

B BAL—LIFa%



| BAL—LIF1%

HTTP o > F >*J & protected_content ¥— "7 — KD 5|4k .

EELE YD
content & — U — RO FHHNNK — 0 < v FHEREDSI1E (40 *—)

HTTP o > 7 >V & protected_content +— 7 — KD 5|4

\}

HTTP URI

EAEESNTZERURIZ 4 —/V RNTar 7Y —HERZET DL, 2047 v a v aER
L%,

ZOF T art pere ¥—=U—FROHTTPURI (U) A7 v a vz —fEHALT, MLar
FUVEBRBTERNWI LITERL TN,

GE)

\}

INA T T A AV I Lz HTTP RN MIEEE O URI A& F4TWE S, [HTTP URI]
PDIERENTWDEES. A T T4 VRS NI-HTTP ER v F &L —L = P U 23k
THE, FONry NAOTRTOURI Ta 5oy —RpmBEIhET,

HTTP Raw URI

EHEILENF-ERURI Y 4 — /L FNTa T oY —BE2RBETHITIE, Z0OF 7> a o 2ER
LE7,

TDF T ard pcre ¥—U—ROHTTPURI (U) A7 v a2 —#ICEHLT, ALz
FUVERBRBRTERVWILICEELTLIFE N,

GE)

RA T T A B EFL7 HTTP Bk X7 » MZIEEE O URI A& TV E§, [HTTP URI]
NERENTWBIEE. AT T4 VB E NI HTITPE R N7 v b2 L— L o DU 3
TEHE, FONRT Y FHOTRTOURI Tary T oY —HEBPmRENET,

HTTP AV vy K

(URI TFEEBNEN DY V—RIZH LTITH GETRPOST R EDT /L a v 2 EET5) Bk
AV R 74—V RNOa 7Y —HERBTHIZIE, ZOF T ar2@RULET,
HTTP Header

HTTP ZRIND (cookie #FR<) EHUbSNTe~y H— T 4=V RTarv T oY —BERHKET
HITE, ZoA T a s EEBRUET, £72, HTTP Inspect 7'V 7'ut v % [Inspect HTTP
Responses] 47> a U IMTNC 2 > TV B HEAIISENTOREBE SN ET,

DX T arkpre XU —RKOHTTPRHEL H) A7 vara kAL T, L=
VUV ERRTERNWI LIIEST LT E XN,

gaL—LzF«42 I}



BAL—LIT14 |
. HTTP O > F >V & protected_content +— 7 — KD 35|k

HTTP Raw Header

HTTP ZRND (cookie ZFR<) raw ~v ¥ — 7 4 — )L RTa 7 Y —HEMRKET HITIL,
IOF T arE®RIRLET, £72. HTTP Inspect 7'V 7' 1t v #® [Inspect HTTP Responses]
FTTa URENIIR o TV DEEITISENTHRKE S NET,

ZOF TV artpere ¥—VU—FROHTTPARMLAHEL D) A7 a2 —HIERL T,
FILar T oY ERBRTERNI LIZEELTEE N,

HTTP Cookie

EHULESNTZHTTP 7 7 A 7 > MESR L LN TG £ 415 cookie T2 v 7 Y —HK A Mgk d
DT, oA 7y arERIRLET, £72. HTTPInspect 7'V 7' 1 » @ [HTTP & O
1% (Inspect HTTP Responses) | 47" 2 W BNANI 72 > TV D IEAILIGE set-cookie 7 — % N
THRRINE T, VAT AL, Ay BE—UARLTEEND cookie w ALDONEE LTH D Z
CICEBLTLLEE N,

cookie N721F C—E &M T 5121Z, HTTP Inspect 7° U 7' v-& 3 @ [HTTP Cookie DR
(Inspect HTTP Cookies) |4 7> a VA HNZT HMENRH Y £5, TNEHMNTLRNWEGEE,
=)L TV X cookie BT R L AR ERE L ET,

ROFIEBE LT IZS N,

c ZDF T g b pere ¥—TU— KD HTTP cookie (C) A7 a &2 —fIERALT, [
CarvTs o YEBRRTDHZEIITEEEA,

® Cookie: “\/&‘_‘Zl & set-cookie: N &‘\‘_‘Z\ N &‘_‘ﬁi@ﬁiﬁﬁix&‘—x\ BB~y
X —1TDO#I Y %777 crur IE cookie D—i L LT TIH/e<, ~v X —DO—fE L THRAE
SNET,

HTTP Raw Cookie

KRINTHTTP 7 A 7 FERELH LA T S 415 cookie T T Y —HAMEKT 51
X, 24Ty a rEBRLUET, £/, HTTP Inspect 7' U 7' 2t v H O [HTTP [SE ORME
(Inspect HTTP Responses) ] 4 7'v 3 U BE NI 72> T D5 EITIEE set-cookie 7 — X N T
LB ENET, VAT AE, A v E—UARLITEEILD cookie  RLDONEFE LTHD Z &
ICHEBE LT EEN,

cookie W72 C—EZM¥%E T 521X, HTTP Inspect 7'V 7't v %@ [HTTP Cookie DR
(Inspect HTTP Cookies) |4 7L a U EHNIT HMERH Y £7T, ZHEAICLRWEGS,
J—)b =V cookie HE TP RE LR ERELET,
WO EIZERE LT EEW,
« ZDOAT v a vk pere ¥—TU— RO HTTP KM T cookie (K) A7 az—fEIcfliHL
TRILa T Y ERETHZLITTEEE A,
®* Cookie: ™ 5“‘% L set-Cookie: /\‘Yy"“%\ ’\/&"“ﬁi@?ﬁﬁix&"x\ BIO~y
H—1TDFE VY %773 crer Id cookie D—HF & LT TIE7Ze<, ~y X —D—F &L L THAE
SNFET,

B BAL—LIFa%



| BAL—LIF1%

BE  content ¥—7— RIck amdia—> v v Fike ]

HTTP Client Body
HTTP 7 A4 7> FERNDRA v —V AKX TarF oYy —BaMET 500, 20473
UEIEIRLE T,

ZOF T a UHERET 5 7-®I21E, HTTP Inspect 7V F & v 40 [HTTP 7 54 7> kR
7 4 OO S (HTTP Client Body Extraction Depth) |47 2 > C 0 ~ 65535 D& fiE
TOHMENRDD Z EITHEE LTI EEN,

HTTP X 7—4& X a2— K (HTTP Status Code)
HITP IENDIHID AT —H A a— R TCar s oY —HERETHITE, 204 T a sk
I E£7,

IOF Ty ar THENRKEEIND L DT DX, HTTPInspect 7'V 7 1t » H@ [HTTP Ji %
DOf#r (Inspect HTTP Responses) | 47> a v AT HE RN H Y 7,

HTTP Status Message
HTTPISED AT —H A 2 — RIZMNENDETFA MRk Ccar s oY —HERKT HIC
X, ZOFA T a s E@EIRLET,
ZOF T ar TENREND K DT HITIEL, HTTPInspect 7'V 7’12 » 0 [HTTP G4
O (Inspect HTTP Responses) | A4 7Y a v 2 H NI T HMLENH Y 7,
BELEYY

PCRE {Efifi DA 7> 3 (58 X—)

H— L ~UL @D HTTP IEH LA 7> 3

BIZ : content X— " — RIZC K BAEE/ N\ — > T v FHEE

Y

GE)

NSO F T a T, protected content X —TU— ROFRETITYER—k SNFEEA,

B NS = < FEEREIL, X7y b EL—L = DRI, R S — L &R
RKWELET, ZOMIREIZLY, <7y Ml T S5 /0 — /VED KIBIZ IS 72
O, NI F—< U ANALELET,

FTH NN T, @Y=~y FHEREIX, VAV THRESNEREDa VT Y By b
THRELET, Zhid, RUGERLV—LHIZ TE 5720 EL 72T, kOO X D7
N—IV 7T T A BB DHELET,

alert tcp any any -> any 80 (msg:"Exploit"; content:"GET";

http method; nocase; content:"/exploit.cgi"; http uri;

nocase;)
WFEAETRTOHTTP 7 747 > FERIZIZ T U T Y eer MEENTWETR, a7
Y Jexploit.cgi ZEHTPENRIIFM T, cer 2@/ X —> a T E LTHEALZEE.
N— T RIFE AT DS — AT ONL—LEITAE L, —FITIEE A ERE SN T

gaL—LzF«42 I}


fpmc-config-guide-v61_chapter79.pdf#nameddest=unique_1768

BAL—LIT14 |
. content ¥— 7 — KDEE/NZ — > T v FHEEDTIH

LXx 50 Lol /exploit.cgi %{%ﬁﬁﬁﬂé LiFEAEDTTAT }‘@GET%*@igyﬁﬁéﬂfﬁ
Wed, NI =~ ARAELET,

BESNTa T oY REERY—r vy FHEE TR SRS /ICOHR, —L =P
37y bEL—VIZIBE L CEMliL £, /=& 201, L—LND 1 DD content F—TJ— K
Ta :/5: Y short %?ﬁﬁé [./\ %'JODﬂE—U— ]\T longer, é ’5@:3%5 0):3?»—17»— ]\T longest
FHRELEEE, BEANY — v v F BT T Y longest PEHL, L—L T
N_A 1 — RKNT longest PR LUESEAIcOH, —VREHl &L E 1,
content ¥—7J— FDER/NZ—>2 TV FHBED S| $

Use Fast Pattern Matcher
EAT @S — = THREDE R R Y — V EBRET DL, 2047 v a v afA
LET, BEmmlZid, ELTE Y = OFBRRENZ— L0 8y RN TR AT
PEPMENT=D, KV ERK S TRHEO= 7 A7 a4 FE@EBITE£7,
[ XY — 2 < FEGEEZ i (Use Fast Pattern Matcher) | &> 472 3 > %6 U content
F—U— FNTHERRNTH5E61F, ROFIBRBFHICERE LT ZIW,

=L T LI EIZZGT, (@ RE— 2~y FHEEEZ M (Use Fast Pattern Matcher) | %

BETEET,

o (B NE— 2 <=y THEREA A (Use Fast Pattern Matcher) | & [~ L72\ (Not) ] %
MAEDOE CRIRLZHAIE, [ (Distance) . [(ROHEIPAAN (Within) ], [A7 &> b
(Offset) ], F72iX [HITX (Depth) | ZfEH T EHA,

[FH A — > < v FHRE# ] (Use Fast Pattern Matcher) ] &, IRDOWT 40> HTTP
T4V R AT var EHAGOETRRT L LIITEERHA,

[HTTPRaw URI], [HTTPraw -~ % — (HTTPRaw Header) ]. [HTTPraw 7 % — (HTTP

Raw Cookie) ]. [HTTP 7 v %— (HTTP Cookie) ]. [HTTP # > v K (HTTP Method) ].

[HTTP A7 —# A A > &—" (HTTP Status Message) |. F /(X [HTTP A7 —% A a2 — K
(HTTP Status Code) ]

L. WOWTNODOERYELT 4 — v RERBET H1-DICEENY — < v FHEREZ
A9 5 content ¥—T— FTliL., EEOA T ara2E80hZ tNTEET,

[HTTPURI], [HTTP~~> % — (HTTPHeader) ]. E72IX[HTTPZ 74 7 A7 4 (HTTP
Client Body) ]

7= & 21X, [HTTP Cookie]. [HTTP Header], 33 J " [Use Fast Pattern Matcher] % 3&+R L 7243
A, b—/L =YX HTTP cookie & HTTP ~v X —Dli FTar T oY Z R LET
. EmHANE — < FHEBEIZ HTTP cookie Tix72 <. HTTP ~y ¥ —IZDO @A SN E
j‘o

FIT.HTTP 7 4 —/L K 473 5 > ([HTTP Raw URI], [HTTP raw -~ % — (HTTP Raw
Header) |, F721% [HTTPraw 7 » % — (HTTP Raw Cookie) ]) &. FNEIIIKIET 5
Effb /=4~ 2> (HTTPURI], [HTTP -~ % — (HTTPHeader) ]. F7-IZ[HTTP
27 % — (HTTP Cookie) ]) %R U content ¥ —"U— KN T—FEICHHTE oW L2
BELTLEEN,

B BAL—LIFa%



| BAL—LIF1%

content ¥— " — FDEFE/ T —> T v FHEEDTIHK .

IRt & A7 v a r EHIRBR LA T v a &R LIZEE. Bl Y — < v TR,
BESNIZHIRAR LT 4 — IV ROREMBFTHI LT, =L PNy hEEL
T (HIRFTE 7 4 — v ROFHE 2 & Te) BRI ZIT ) RENEIDEREL T,

AT a T, [mlHANF = vy THEREZ A (Use Fast Pattern Matcher) | 28R L 72
A (B Z — > < v THERED #  (Fast Pattern Matcher Only) | £ 7213 [/ & —
vy FHEREA V& v FEB LR S (Fast Pattern Matcher Offset and Length) | 23R 3 5
TEHTEETN, ZOMFITRNTEEEA,

* Base64 7 — ¥ ORERFIZITEERE AT — 0 < v FHEELZHHTE A,

Fast Pattern Matcher Only

ZOF T arEMHATIHE, content F—T—REAL—/L FFa b LTTIERLS., &HE
NE—v vy TFHEEA T a L LTORMEATEES, HELILay T Y EL—L =
DUTHET A MERRWRES., ZOF T a v EHoTY YV —AEHINTEET, &R
1Z. XA E— FHROWTNDOBRFIZa T Y 12345 FET A LT 2 MEL T 51—
NRdHELET, @Ml Y —r <~y FEET Y =R SN %Ha1c, —/LINOEM
DF—U—RIZBL LTy FEFMEICEET, NE—2 123as REENTWDENE D> 0
HIRTT D72, =L =By b EEHMET D SEIEIH D FH AL

fEEsNTca T o VICEET DMOFMERL—VICEENTWDGAIE., 2047 v a %
FERLARNTLEEN, 728 2I0E, B —/VEAET abcd 25 1234 DRNZHERT 08 9 &
MW 2EEIZIE, 2047 arzlioTary Y 123a ZHRB LAV TL 7ZEW, [EH
B — = THEEED Z (Fast Pattern Matcher Only) ] Z#$5E T 5 &, fEESNa> TV
BI—)b T PN LS TRBSI NN, ZOr— AT —v = ¥ U BRI 7
EEHErTE A,

COF T arEFERT S E XTI, ROFHFITHEE L TLLEE N,

cFRESNIZ AT OVIIMIEITKAFE LR, DFED XA m— RO L ZIZTHHBT 57
REMEN B 272D, (LA 7> a > (BB (Distance) ], [XOHPFAN (Within) 1, [4 7
v b (Offset) ], [B17& (Depth) ], [ME/N\Z—>2 <y FHEA 7y PBLUOES
(Fast Pattern Matcher Offset and Length) ) Z#fHT 252 LiZ T A,

ZOFTvarvE [—HLRY (Not) | EAEDETHEMATLZ EITTEERA,

ZOFTva vk @l —r vy THEEAS 7Y B IR S (Fast Pattern Matcher
Offset and Length) | EfAGOHTHEATHZ LITTEEEA,

KN CFH KA LW HETT R TONRY — N EE R — o~ FREREICHEA X
N5, BELLEary T TRXF/NCFORRIR L) & LTilbnEd, Zh
ITHBICAFR SN D T2, ZOF 7Y g OFRIIC [KCF/NCFEO X722 L (Case
Insensitive) | ZIIRTHME[TH D FH A,

[E /¥ — 2 = THERED A (Fast Pattern MatcherOnly) 147> a > %7 % content
F—U— ROBERZIZ, BUEOMBMELZIEECL TRRMELRET DROFXF—U— R%
Frid ek iz LT 7Z&EN,

¢ isdataat

gaL—LzF«42 I}



BAL—LIT14 |
. content ¥— 7 — KDEE/NZ — > T v FHEEDTIH

* pcre

s content ([BEFff (Distance) ] E£721% ROFPMM (Within) ] 2B STV D5E)
« content ([HTTP URI] MR EN TV D HEH)

® asnl

* byte jump

* byte test

* byte math

* byte extract

® base64 decode

Fast Pattern Matcher Offset and Length

[FHNZ— 2 <y FHEEA 7 > FEB LR S (Fast Pattern Matcher Offset and Length) | 4~
arEHTLE RRTHa T YOS EIRETEET, UL, NF—UR
FFIZEL, = O—BOAREMEZ MW T2 DIZ ¥ — 2 O—E0 72T THORGBAIT, A
FUHBEZMA DI ENTEET, MENY— vy FHEBIC K > TL— A RERENT- & &
2y RE = BIRPIL— VRS L TR S E 9,

WORESNHE, MRBREFHBTDME (A 78y b)) BXOar 7o YNE P ERET D
n (BE) 231 NEMTIHRETHZ LI, @miliy —r~y FREETHEAT 2 Y2k
ELET,

offset, length

e ZIE. Da T oVIIx LT

1234567

ROEIZA Ty FERSONAA MUEIRE LTIZHE.

1,5
N = =y FHEREIT 2 T Y 23456 DR ERKE L ET,
Z DA 7L 3 % [Fast Pattern Matcher Only] & —F#EIZEH TEX 7202 LICEBE LTS EE W,
EErEYY
HEZL - HTTP content 33 & O protected_content ¥ — 7 — RD5|% (35 ~X—)
base64 decode ¥ — 7 — K & base64 data ¥ —7U— K (131 _X—)

B BAL—LIFa%
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replace ¥—7— K .

replace F+—7J— F

/1)\/5/]) \/%]\T replace ﬂE*—U‘-%%{ﬁﬁﬁ'ﬂ‘é&‘ :J:E/'i?l/f::lf/%:/“/\ iflﬂi Cisco SSL
TTIAT VAL > TR ENESSL h T 7 4 v /7NOa T oY R EEZ 52 LN TE
i‘ﬂ‘o

replace 3’\’_‘]7_‘ l\%@iﬁﬁ‘fé Lzbi\ content 5?‘_‘]7‘_‘ }‘%1i0 T?#EODXC?%%*%???E)%X
5-50)1%@?5?2 K }1/“—/1/%{/’35?‘ Lij—o %@f(ﬁ\ replace F—U— %%1%% LT, vy
VEBEEMWMZDOXFINERELET, BREL 2T U VHEEIFRI LR S THLLERH D E
T

GE)

protected content F—T— KT/ v SNT-arry %E%@iét’_&)@: replace X —
U—REEATLZLIETERREA,

A7 a T, LARIO Firepower ¥ A7 A Y 7 N =7 N— g & O LA Z R T 5
7oL, BERXTIESIRAACHTZ ENTEET, SIHKFZEORWESIT. TNORHE)
I — BN EN D72, HESCIZE LVWWL— U720 £, BT X2 Fo—iE LT
FATHI AT £ 123k n | G 2 50 5121, ROPNTRT LI, Ny 7 RT v azfioT
TR —TTHUENRHY 7,

"replacement text plus \"quotation\" marks""

1 2D/ — VNI D replace ¥ — U — }\i@‘fél\y)é TEMNTEETH, content F—TI— KT
LIZIDOTOLNEDL LN TEERA, V=TI s TSNz T Y DRIDA
VAR AN EERAONET,

RIZ, replace F—TU— ROFEMAFIZ L ET,

s I AT A M FATWOLEREAT Y b2 AT LB LG, AFR3T5 4
FRXTINCESHRADENTEET, ZOT 7=y 73, AERNT v N2 BICHE
THLD LRI THLLERHY £, IS AT v b 2REEPNBIZHEE Lt
Fo R TRy FT—=7 Bz @0 ikIT S, Ay P =7 2SS EL &V ) BB T
UANRHY £9, ™7y MEBET ROV ITHIOLFINEWRT 5 Z & T, Migs TIER
WE =5y ML CHEBENFETINC EHBHRITEVAFEFEL LN TEET,

o (72 21X Web —3D) Jgg57e/N—2 a U SBEE L TV D008 ) M ER R D RN E
BERESND LA, BEAAT7y FEBREL T, AT —2MBEOT F X MIBEHRTE F
B

GE)

B — NV EEHT DA T A RARY —NTA— WIREEN [ X b &4 T 5 (Generate
Events) JICERESINTWNDHZ EaMEERLTLZE W, —L&Z[Ra vy 7 L TA XY hMEER
9% (Dropand Generate Events) JIZEXE L7 AL v ROMEEES L, 2> 7 VY NE X
X HIEF A,

gaL—LzF«42 I}



. byte_jump ¥—7J— K

BAL—LIT14 |

SCFHNEWR T v AT, SEERA BT =R LTy EZETELL91C, ~F v b
F v IV ARV AT AL > THBMICES S ET,
replace ¥ — 7 — RiX, HTTP R X vt —D content ¥ —T— K 72 g v LA G HE
THATERNWI LIZERL TS,
EErEY Y

content ¥ — " — K & protected content ¥ — 7 — K (28 ~—2)

WEZE : HTTP content 35 X U protected content ¥ — 7 — RO 515 (35 —)

byte_jump +—7 —

byte jump F—U— ]\&i\ ?Eﬁiﬂéj@f:/\/f I\ tﬁ)l v ]\Tfﬁﬂ%éﬂé/\% ]\%I%?r% I_/\ EPEIQHA‘E
LIeA 7o a NS T, FBESNTAAS b BT A FORRBING, N7y b <A u—F0D
BHHEIIIREDND, HDWEIREBED 2T Y —FITk L TR AR A > N BIET
2. N7y FRNTEDAAS MEIETAF v 7 LET, Ty FORFED/SA BT AL DR,
Ty NADRET —=ZIZHEND AL MR THEIE. 2N RLbET,

WRDOFK T, byte jump F— 1 — R CHERF B ZFHA L ET,

52 10: byte_jump O W, 7E5| ¥k

5|8 SBA

Bytes T RNBRIET A N1 MK
DCE/RPC BV TIHEHAT 2L E. Pl SUBEIZ0~ 10 TTH, &
OHIR2 B Y £,

s From End 5l E L HITHEHTBH L, AN MU RDZ BB F
¥, Bytes 28 0 DG, i S 72EiX 0 TT,

o1, 2, FITALSD AL NEERET I HAIE. FEXA T (16E
o, SHEH, T 10EE) 2HEETHILERH Y £7,

DCERPC & & BIZHEMAT 256, FFAlandfEid 1, 2, BLU4TH,

Offset A m— RN TRIZBRIET 531 M, offset WU U ZIT A FOND
WMEDLTZD, Ny b m— ROEEH, IR BEICR O oToa T
U —ENBIEF NI Y ¥ TS B NA NS 1 EZE LBV T offset
AR LTI EEN,

-65535 ~ 65535 /31 MEFEETE F7,

i f:\ Ej‘iﬁ@ byte extract Zﬁéﬁi 71:’_ 0i byte math %%%ﬁiﬂ% ]_/T Z 0)%|§ﬁ
DIEEET Db TEET,

RORTHPT 24TV a U EENT DL BHADIETIESNIEZ VAT LN ED LS
WIS 22 ERTEET,

B BAL—LIFa%
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byte_jump ¥—7— F .

% 11: byte_jump DEMDA T 3 U5I1%

ElE: Bz

Relative BRIZRDIoToar T oY —H TR SN R D7 — o B FEHEIC L
TA 7y FEFHELET,

Align B NT- A MEE, kD 32 By MEFIZEIY BiFET,

Multiplier JL—)L Y TR 7 byte jump EEFEET LD, Xy bbb
H O byte Jump fEICEMNT DEEZ R LE T,
SOFD, =L VR BESNTEAA, R BT AV NTERSIND
NA M T A% v 745DV IC, Multiplier 5158 THRE Sh 28 % %
HUAS M AxT Yy T LET,

Post Jump Offset [l pyte jump 513K AWM L7212, ESG A E 2T HEIC AT v 745

A M (-65535 ~ 65535) , IEOMEITZNEG I A ¥ v 7 L, AAOET
FENZAX vy 7 LET, BT DI, 74—V FEZEAOEEICTS
Moo AN LET,

DCE/RPC 518 %ZEIRT 5 &, —HD pyte jump SIEMWH 722 &
WCHEBE LT &N,

From Beginning

=) TP Ny FNDOBHEDALIEN D TIER <, Ny b
A B— ROIEAN DA v — FNOFFES NI A Ma Ax v 7454
ERdHdT armLET,

From End Ty Ny T 7T OBRBEONAL FOFTHEDOAL b IETENE
j‘o
Bitmask AND R ZHAL T, fHELZ 16 EHDOE Yy h~ A7 % Bytes 54

DA Lo S MTEA LET,
By by AT =434 R TH,

MERIL, ~ATHNOEKBEOE oD EE L WEOE Yy N37E AT 7 b
INET,

DCE/RPC, Endian, %723 Number Type ® 95 H 1 D72 24RETE £7,

A NI E byte extract X—TU— R TEDOLHICEET S MEFRT HITIT. ROEFEOFH) G
SIBEERLUET, A MESIEEZBR LT8G, =L 2P rdey s =5 4
T DA NEZEHLET,

5 12: byte_jump D34 L B35

518

B

Big Endian

TI7HNV DXy NU—=2 NS METHDLE Y 7 =T 4T 31 LA
TT— 2L E7,
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BAL—LIT14 |

CIE: SRER
Little Endian UMV F 470 3, NMECTT—# 2B L9,
DCE/RPC DCE/RPC 7'V 7t v % TUREEND 8T 7 1 v 7 FHIZ byte jump F—

U—RFEBELET,

DCERPC 7V 7k w VBNt w/ oo 47 ERT) M5 47
VA MIEZPE L 9, Number Type 5147 & Endian 518035 fH S v
B,

Z OB EEAN LA, oBED DCE/RPC F—V — R EfAE
Zb‘tj_‘f byte jump %{i)ﬂﬁ_é Z k %)T% i@—o

ROFNTRTWTNN T OD5IBEHEH LT, Ty FROA M) VT T =22 AT LN E
DEIICEKRT I EERLET,

K 13:F52 1 T5IH

515 B

Hexadecimal String | Z8#if D A N Y 7 F— & % 16 ERTHEE L £,

i3
Decimal String BEHAEDA NY 7 T—2 % 10 ERATHRIALET,

Octal String BBLEDOA Y 7 F—F & 8 ERANTERLET,

722X, RO LD A% byte Sump IR E L1254

* Bytes =4

» Offset =12

* Relative enabled

* Align enabled
=)L AL, B R O a T Y —H G 13 8 MMRICHET S 4 DDA
hCRR SR AR AR LT, 20/ NI Sy FREIBAIC A% » 7 LET, 1
E2IE. BARFED Ny NNTEEEND 4 5D34 F2300 00 00 1F THALEA. L—L
TUVATINEINICEBLET, align MFEESN TS (KD 32 By MNERF THENT

HEox o cHERTA) . — L U dry FNE 32 3, FEETRAF S
Liﬁ‘o

BHDHWVIE, D KD 72E% byte_jump IZERE LT HE,
* Bytes =4
* Offset =12
* From Beginning enabled

* Multiplier = 2

B BAL—LIFa%
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byte_test ¥—7— K .

=) VT, Xy OB 13 31 MEICHEBLT 5 4 DDA R TRiik D%k
EEHRELET, TO%, TOEMIZ2ZHIT TAZF v 7T 51 MEEHELET, &
21T, BAREED Ny NNTEHEEND 45D 1 FH 00 00 00 1F ThHAHAEA. L—/L =
VIUAXINAE ZVITEMR L, FRIC2 ZHNT T 621 LE T, [From Beginning] 23 A X7 o
TNWDTeD, )b =P ATNT y FNDRPID 63 314 M a A%y 7 LET,

BErEY Y
byte extract ¥ —7 — K (49 _—)
DCE/RPC ¥—U—F (87 <—7)

byte_test +— 7 —

byte test F—U— ]\Li\ :.I:El\dliﬂéﬂfi/\/]) ]\ “sz)( v f‘ %_’ Value %Iéﬁ(%‘i()‘%@@i%%i:ﬂb
TTAMLET,

WKDOFIZ, byte test F—U— FTCHERSIEETALET,

5 14: byte_test D7E3 |3

51% A

Bytes Ry RINBERERT 531 MG

DCE/RPC Z#EERHTIHEAT 2%E. Fal SN bfEIX 1~ 10 T, 7272
L. 1. 2, 23405 DOAS MEERRETDHIHEIL. TEX A7 (161
B, SR, FIX10ER) ERBRETHILENRDHY 7,

DCE/RPC & L HIZHEAT 256, FrAISNAMEIZ L, 2, BXW4TT,

B TANTHE (ERE2ET)
PR—FENTVDHHES <. > = 1, & A > I< 1= & F2iT
",

7o & ZIX 11024 EFRE L7ZHE . pyte test [TFEE SN A EH L,
ZIH1024 L L RITFAUSEA Ry ERERSRET (floFT X TOXx—
T — R RF A—=Z N =T H5E) ,

My & M=) FEMTHLLICEELTLIEE N,

i f:\ Ej‘iﬁ@ byte extract Zﬁéﬁi 71:’_ 0i byte math %%%ﬁiﬂ% ]_/T Z 0)%|§ﬁ
DIEEEET Db TEET,

Offset A m— RN TRIZBRIET 531 M, offset T U ZIT AL FOND
WMEDLTZD, Ny b m— ROEEH, IR BEICR O oToa T
U —ENBNEF A T T AL MG 1 B2 LBV T offset
AR LTI EEN,

Ejﬁﬁ@ byte extract %;ﬁi 721 byte math result Bﬁ;ﬁ ;’&{iﬁﬁ LT, Z 0)%[
BOEZIEET LI ENTEET,
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BAL—LIT14 |

&@E%L:%#%Ii&%{ﬁ)ﬂﬁ—é k N VAT AT byte test ’gl@(i)i EO)J: 5 l:'ﬁ’;‘ﬁﬁ éﬂé ﬁlé’ é B
ICEFRTEET

% 15: byte_test DBMDFA TS 3 UBIH

518 BTLEL]
Bitmask AND HETAHEH LT, FEELZ 16 DO E vy b~ A7 % Bytes 5150 B L7z /3o K
AL ET,
By h~ZX 7131 =451 T,
MRIZ, ~AINORROBu oK EELWOE Yy MR AICY 7 hEhET,
Relative BRI RDIP oIS = — B R LTA 7'y M2 LET,

DCE/RPC, Endian. %723 Number Type ® 95 H 1 D72 1F Z4RETE £7,

ARG L 72 D53, % byte test ¥—T— R TED LI ICHEATINERT DT, kOE
DOHFNSEIEEZEIRLET, A MESIEEZIR L 2o 72856, v— L 2o oiivy 7
TUT 4T O MEEFERALET,

5 16: byte_test D/\A ~ES|%K

5% 5 EA

Big Endian TI7HNVRDFRy NT—7 NA NETHLHLE YT =0T 472 3A ME
TT—Z &L £,

Little Endian UMV T 47 N, METT =% 20 L E7,

DCE/RPC DCE/RPC 7'V 7t v TRIEEIND N7 7 4 v 7 HIZ byte test F—

U—REBELET,

DCERPC 7'V Fut vy ¥Ry =7 4 7 U EIX) Mo T 4T
VA MEZRE L F9, Number Type 5157 & Endian 515035 fH S v E
T A,

Z OB EEENC LA, MhoEED DCE/RPC F— U — K &AL
T byte test EAT AL TE F7,

WORNRT DTN O3 EHFH LT, X7y NNORRN) VT F—R A2 AT ENE
DEICEKRTINEERTEET,

5 17: byte-test DES 3 1 T3|1H

518 B

Hexadecimal String | Z8#it6 DA N Y o 75— X % 16

B TRILET,

1
Decimal String EHAEDA NY 7 F—2 % 10 ERATERILET,

B BAL—LIFa%
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byte_extract ¥ — "7 — | .

518 B

Octal String BEHAEDA NY 7 T —H % A TEHRILLET,

* Bytes =4
* Operator and Value > 128
* Offset=8
* Relative enabled
=V T VAT, RBICA DT a T Y =BG (EREEHEIZLT) 931 MEID

HBLT 24501 FTRERSNDEIEZFHHE L, T OFREMN 128 314 M EBRIZHAIT.
=N RN =L L RSN ET,

EENEYD
byte extract ¥— 17— K (49 X—)
DCE/RPC ¥—VU—F (87 ~—7)

byte_extract ¥ —7 — F

byte extract ¥ — 7 — REMHT D L BBELIEAAL NIE AT v b BEEORIZHEAIAT
TEMTEET, BT, FOLEKE, FUA—LAHNTHOBE S —TU — ROREDIE O L
LTHEMRTEEY,

el RFE ATy b T =HITEEND AL MEDBRFEDASA v A FTREBESNATVND
Be. Ty b BT — 4 YA X3 512, 2R HET, & E FFREDNA
R A BT, BT — 2754 51 MR TH S L B SN TVBEA, F—y
A X4NA PR L TEEME LTIERTE £,

byte extract HEHTHEE, 1 DDONL—VNTERK2 DO ZERZRIFICIER TE F
o byte_extract B AMEITHHERTEET, FUEHL LHOEEEREZE> TH LW
byte_extract ¥ —U— R&Z AN LIZHE. LOROERERNA—1"—F7 4 FShE T,
WKDFT, byte extract F— U — FTHERSIEICHOW T LE T,

% 18: byte_extract D W, 7A5| ¥k

5% & A
Bytes to Extract Ny BT S8, M

1, 2, 34 UNDOANAL NEERET DHEIT. B5X 17 (16E%,
SHEEL, T 10 ZRETIHILENH Y £,
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. byte_extract ¥—7J— F

BAL—LIT14 |

518

B

Offset

A a— RNTT —Z O ZRGT 554 M, -65535~65535/31 k
EIRETEET, A7y b2 MO E L7280, BT
WCHZ DA MEPH1Z2ELFINTAE 7'y MEZFHRE LT EE W,
72L& 20X, EHEIC 8NN, M2 DIZid 72 BELET, — TV
IE. N7y b XA m— FOSEE)N D (Relative b — & ICFRE L7256 135k
BIZAOD o Tza Ty —Eo%rn) Bz £3, A0%L,
Relative $ {57 L 72 BICOARFEETE X7,

Ej‘f@@ byte math @%%%1%)% LT\ Z @glé&@ﬂﬁ%?gijﬁé Z & TE)T%
jETo

Variable Name

OB F—U — FOFIETHEM T 2454, BEFOXTIN2HETE
FT (EELXFTHRELILERDY £T) .

MR OT =2 % RO 2 1EE S HICFFLERT DT, RORITRT I M T

£,

%= 19: byte_extract DBMDA T 3 U51H

518

FiEA

Multiplier

Py B SN OTE, 0~ 65535 ZIEETE £, BHAEE
ELRWGEAEDOT 740 MEX 1 T,

Align

SN Z R DTV 2 A FEIT 451 MERICEIY RiFES,
Multiplier & —# 2R L7256, VAT AX 2 OFFEORNC T % A
LET,

Relative

R a— ROEETIT R L . HBICHODoTmary T Y —HOKRREE I
Y812 LT Offset #3H L ¥4,

Bitmask

AND HE - Z2HEHA LT, EL 16 DO v b~ A7 % Bytes to
Extract 5|8 B L7234 Ma@EHA L £,

By A 711 — 434 N TT,

FERIZ, ~AZHNORROE RO ELELWEOE Y NMyETAICY T b
SNFET,

DCE/RPC. Endian, F72/% Number Type ® 5 5 1 D72F 2HETE £,

*ﬁﬁjﬁ%k fﬁ}:)/{/f ]“ ff byte extract 5(-*——U\——~ }\T gﬁ@ c]: 5 0:%1’%:@—5 b)ﬁiﬂ%—gﬂé &:61‘ /ﬁ(
DEDOHFNOEIBEBIRTEET, A MEGERZBRL R0 o2 5EG, V—L =P iT
By 2T 4T DA MEEEH L ET,

B BAL—LIFa%
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byte_extract ¥ — "7 — | .

% 20 : byte_extract D/\A ~ B33

5% s EA

Big Endian TI7ANVRDOFRy NT—7 NA NETHLHE YT =T 472 A NE
TT— X 0L E7,

Little Endian UMV T 4T N, NECT—X 20 LET,

DCE/RPC DCE/RPC 7Y 7ut v TUH END N7 7 4 v 7 Il byte extract ¥ —

UV—RFzfELET,

DCE/RPC 7'V Zutk v N T =TT FRT) MV 47T
VA MIEZPE L E 9, Number Type 5%t & Endian 51 503iE H S v
A,

Z DB EAEC LG ANE., fokEE D DCE/RPC F—VU — K EMAE
LT byte extract j{f’{jﬁﬁ%‘j‘é ZEHTE 35'?‘0

TR EHRID L EDOES A T ASCHI X TH & LTHRETEET, X7y FNOA Y
VI T R EVAT ANED LY IZRBET I EERT DI, ROBOWT D5 H A%
RTxFET,

5 21: byte_extract DES 5 1 T35

518 B

Hexadecimal String | fijiH S 7= A RV o 7 F— 2 % 16 EER THARY £9°,

t
Decimal String Mt ShzA MY 7 F—2 % 10 ERATHARY £7,

Octal String Mt sh/izA M) 7 F—=2 % 8 B TRAIRY 97,

7o & 21X, byte extract DIEZIRD X 5 IZHEE L2 %4A .
* Bytes to Extract =4
* Variable Name = var
* Offset =8
* Relative = enabled
V=V TV BBIZROD o ar T oY —E D (EREEREIZLT) 93 MEIC

HBLT 5, 431 P TRESNDIEEE var LWV ARTOEBOTIZH AL ET, HTID
T, FEDF—U—F5HOMHEE L TV— VN TIHRETE £,

byte extract F—U— ]\VCE% L/f:ggéﬁ%*gfliﬂf% HxF—U— F%Ié&%\ WDEIZHIZE L F
D
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. byte_math +—7—F

% 22: byte_extract EHEFEATE 5518

F—J—F 5%

content Depth, Offset, Distance, Within
byte jump Offset

byte_test Offset, Value

byte math RValue, Offset

isdataat Offset

BErEY Y
DCE/RPC 7'V 7'mt ¥
DCE/RPC F¥—U— | (87 ~<—2)
AR a7 8 KX O protected_content FF— 7 — KD 5# (30 =—7)
byte jump ¥—7— R (44 X—7)
byte test ¥ — T — R (47 X—)
Ny MEEE (110 X—2)

byte_math %+—"7—

byte math % —17 — NIE, FHH S AT & 8 S AV F 72 I 3BE R O BB O B E 2 AT L,
ZORERAE I LRI L2, SROEHIE. fioX—T— RO35E LTMMAT
HTENTEET,

L= )VINTHELD byte math F—U— FZH LT, #EO byte_math #{E&2 FATTE £ 7,
RDET, byte math F¥— T — R TRERGIEIZOWTHII LET,

5= 23: byte_math 185131

518k iR

Bytes PRIy P BEET B ML

DCE/RPC 48 EETITMHM T 256, #FrAISNDMEIT 1~ 10 TT,
CTHE T+ - EIT/ OB N MIUE 11012780 T,
BT << 72T > 0HE. AN MUT 1 — 41220 T,

o1, 2, FITALSD AL NEERRET I HAIT. HEXAT (16
B, SHEH, T 10EE) 2HEETOILERH Y £7,

DCERPC & & BIZHEMAT 256, FFAlandfEid 1, 2, BLU4TH,

B BAL—LIFa%
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| BAL—LIF1%

byte_math ¥—7— K .

5| %k HL:L

Offset A v— RN TUBREZRET D514 MR, offset BT U ZIENA O D
WEDTZD, Ny b m— RO, IR EZICA O holea T
Y —% (Relative Z16E L7256) MOIEFFICY v 7 S® B34 b
o1 2L WToffset EZEHE L TS &V,
-65535 ~ 65535 NA NEFRETEET,
Z ZTlX. byte extract EHARRET HZ LB TEET,

AT oo KL <<, EE>>

RValue {ﬁ%%@:%}%< ’f[Eo :j’”i\ f@%fcﬁ L%%@(i 7LC ﬂi byte_extract 75‘ ’B{Eéhé
T,

Result Variable byte math DFHFEAE RN SN DL O LT, ZOEHIL, hoF—T—

FOGIEE LTHENT2Z LR TEET,
C OIS LB L LTI S L E T,
ZOEBAITROEKERH 0 £,
c FEFEAMEHT OMER D D
ERHEBFICT L I I TERY

« Microsoft D 7 7 A VA /R4 OIRAITH R — h I TV BT
BEDHILINTED

o R STFDOHRDLENCT B Z LT TE RN

WOFETHHAT LA T a L 2ERTLE, WEDOBIBIHEESNAEEZ VAT LANED L S
IR T 2B ERTE 9,

& 24 : byte_math DBIMDA T 3 U515

51% aiEA

Relative A v — FORIATIER L, FERICR sl ar 7 oY —HTHRi S
Tl DRI = W L TA 7y PR LET,

Bitmask AND [E 2 AL T, HHELE 16ROy b~ A2 % Bytes 514

MO L7z S MMZEA L ETS
By hv A3 1 =431 FTT,

BRIZ, v AZ7NOKRBOPrOH LS L WOy NPT EIZY T
INnET,

DCE/RPC, Endian, F72/% Number Type ® 5 5 1 DT ZHETE E7,
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BAL—LIT«4 |

/§4 }‘iﬁé’ byte math F—U— ]‘T EO)J: 5 ZZEJr%—ﬁ“éﬁ)E%?ééibi\ /k@i%@qjﬁ”‘o‘?l?ﬁ
ABIRLET, N MEGIBZRIR L o758, V— N 2P 3y 2547
DA MEZEH L £,

% 25: byte_math M /34 +ES|%L

515

e

Big Endian

FTI7FINVEDFR Yy NT—7 RNA METHDIE YT =5 4T 31 RME
TTF—HX 0L E4,

Little Endian

UMV TF 4T A METT —Z 20 L X,

DCE/RPC

DCE/RPC 7'V F'ut v H T IND N7 7 1 v 27 AT byte math F—
U—R&ZfEELET,

DCE/RPC 7'V 7ut vy ¥Ry 2T 4 7 ELIR) M T 47
VA MIEZPE L 9, Number Type 5147 & Endian 5180356 S v E
TFA,

Z ORI AN LIZEAIT. thokED DCE/RPC ¥ —U — R LA
LT byte math %_"Tﬁ)zﬁjﬂ}:) iy TE ij—o

ROFNTRTWTNNTI D5 BEHEH LT, Ty FROA M) VT T =22 AT LN E
DEIICRRTINEERLET,

®26:F521 T8

515

B

Hexadecimal String

ANV T F—2% 16 EEATRELET,

Decimal String

ARN) T F—2 % 10 EERTEHRLET,

Octal String

ANY T T2 % QRN TREL £,

&2, WO XS efi%x byte math ICRRE LTG5,

* Bytes =2
* Offset=0

* Operator = *

* RValue = height

* Result Variable = area

= =, Xy FNORPIOD 2 34 MR S E S 2 L. Rvalue (BETF
0)%%( height %f{%ﬂq) & 5 LT%ﬁ L/U‘Zjééi area %fﬁzﬁjz Li‘@_o

B BAL—LIFa%




| BAL—LIF1%

BEE : pere ¥—7—F .

3= 27:byte_math E8 #FEHTE 5518

F—J—F 518

byte jump Offset
byte_test Offset, Value
byte extract Offset
isdataat Offset

B - pere ¥F—7J— F

pcre ¥ —U — eI L, BESNFa T YE Yy h X_fa— NNTRHRET -
WIZ Perl HIRIEH KDL (PCRE) #fHTCE£9, PCREZFEHT L L. R LHEDDLT MR
NY =2 g NZENEN—BT 2EEDO N — NV EAERT 2 FEBETET,

EHEIIL, SESERFETRBESNDIZ LD T UV ERBETHHEICELLE
To Ty hORXA B —RNTar7T Y ERETHEEITIEL, a0 T YRS EIEREME
EROFRBMEN S D Z L 2 BB T RELGEVRH £7°,

RBAN—IL DN D IEREBRE IR SR ERKRATIA 77V 07Ty hTHY ., T2
FAT T IVNOa<wy RTHEASINAE L L ITWL OO R TR Z LICHERLTLEE
W, BFANL—L =T 4 ZEFEHLT pcre ¥—U— RZBINT 5 & 121X, RO TRER
BWEATILET,

! /pcre/ ismxAEGRBUIPHDMCKSY

51 DR
o N IEREAT YV a T (ERRIUIC—BLEWNWY - Z2RET5EIMEHLE
T) o

s /pcre/ I3 Perl AHAIEFRFKIL T,
* i sSmxAEGRBUIPHDMCKSY IXMER T4 7> a o DB DA E HE T1,

F7o, WOFBIORT L FEAT A —TFTHMERSHDZ EICEELTLLEIN, 2Ly,
Nry b XL e— RN TEED AL T VY ERFETHZDIZPCRETIN LD X TFEFH LT
LE. V= o U NEFENEE LRI D L0182 9,

£28: TR7—T4 % PCREXTF

IRT—TFTEZLEDHDHXF NYHI RSy 1%zEAL |[16E0— F2ERALEEE
-5&

# (T —ftH) \# \x23

c(EIany) \ \x3B
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B rereonx

BAL—LIT14 |

IRT—TSHRBEDHIXF NyYRS5yTa%zEAL 16— FEFERLEEE
=155
| (RiEt%) \ \X7C
(zmy) \: \x3A

m?regex? 721%)%—’9%%) Z <1: %)T% i?‘o Z :‘(‘\ ? li F/J u/ﬂ‘@? U i yfﬁ—o IE%E?%EE‘WTX
Ty vabl—HIEHRERDY, Ny I ATy akflioTENET A —7 L=< 72;
A, InEfEATEET, 7 X1E. Imeregex? ismxaRGRBUIPHDMCKSY| D DI C&
F9, regex |d Perl AHAIEHIFEEBL, ismxarcreUTPHDMCKSY [LEAfi1-4 7L 3 v OILEOMEAE D
T,

Bk

PCRE D& X

*7 v a T, Perl EMLIERFR Z 5| AHFCHI»Z & HTEET (] : pere expression F 72 1%
~pere_expression®) , SIHAMFIMEE TIHR MEATH > 7ZIHN—Y 3 UERL TV DR S
Ra—FDEOIl, BIHAGEERT A7 a U RSN TWES, RIFEBOL—LZEA
=V ZF 4 ZTCRRTDHE, SRR RSN ER A,

pcre ¥ — U — R T, BHED Perl AL IEHFEL (PCRE) XA fHHCcxEd, ITOET
X, 2O HOW T L E9,

)&,
B>k Z ZTIXPCRE T ATREZR FEARA 22K SCIZ DWW TER L £ 328, Perl 8 X ONPCRE B DA
VIAL VT LI AR T v T, ELICHELWERASRT I L TEET,
rAAXFE
A CFITIEREBN TR BEWZ O U T 7 LV LF T, A X UFZIERFENTHERT
D EEITIE, FORNINY T AT a2kt C ImAr—79%] WERAHY £,
WDFIZ, PCRE THEMTFIRE/RR A X LFHICHOWTHMB L., R Fhoflz L £,
3R 29: PCRE * 3 X F
AAXF |FRBH 151

UWATUNDEBDO LT L~ L E9, Eid 72 3 |apc. 1. abed, abcl. abct 72 EE—EH L E9,
VELT s MEHSNTWDIHAIR, AT TFHE
FNET,

* %%.’)j(?i f:@ifﬁ@ 0 @ui@ﬂjiﬁk #ﬁlbiﬁ—o abc* 6i\ abc, abcc, abccc, abccccce 7L£ éch gﬁ L/i

B

B BAL—LIFa%
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pcre ot [

A BIXEF

B

il

HOXTFEITXD 0B EIT I BIOHBRE—FL
F9,

abc? li abc &:—ﬁ Li'@ao

bHXFERIFTAD 1 HLL EOHBLE =8 L £,

abc+ li\ abc, abcc, abccc, abccccce foﬁ &k*ﬁbi
D
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Tl ZiE, T Vo VENEFICELS ., 720 ELTE D clienthiello A vE—VEEETD
ZEZE ST =NEDONRY T 7 A= R"=Tu =25 &L 5 LT HHBEE ORI D
12, ssl state F—U—R& ’gliﬁ client hello ffﬁiﬁﬁ L. aﬁeﬁﬁzjﬁg o > bk ff*ﬁﬁﬁ—é
ZENTEET,

SSLARRRICRIT 2 BB DS BEEE T DI, o~ DY A b L&, BO5]
Badl% LI5e, VA7 MIORER T 2o TEN L ZFMIEI L E3, 72L& X, sl¥ke L
S client_hello BIO server_hello BIEETDHE, VAT AT client hello FoiF server_hello
DELLPEZFL NI 7 4 v 7IHL L TL— &3l L £

ROE T, FIBERAIT D LB TEET,

!client_hello, !unknown

Pt N —HOREOZNENUTEE L2 2 & MR T 51213, ssl_state L—/b A7 L g & ff
ﬁﬁ#é%ﬁéﬁ@/bb‘/l/%{% 5 ‘/[Z‘gﬁ)&) U] jﬁjﬂo ssl_state F—U— KNI, &(@E&%U%%’?Iliﬁk L
TRTFANET,

£ 47:ss1_state D3|

518 B8

client_hello PIAT Y MRS by a v EBERTLH, AvkeE— AT
ClientHello DNV R = A 7 A /’IZ*“:/%HB/E}L&TO

server_hello T IAT L EMBLOEEEbtE Y v g VERIZH LT — RN ET 5,
Ayt — X A7 servertiello DN Ry oA A vt —U2BELE
R

gaL—LzF«42 I}



BAL—LIT«4 |
B osstx—o—¢

518 S

client keyx =N DX—DZE MR T DO T TAT v "B —NTx—%
B9 5, Avt— ZA 7 clientkeyExchange DNV Ry = A 7 A
t—UERAELET,

server keyx Y — NN DX —DZEEERT DD FTAT v FR— NI F—%
’ff\‘jié';«é\ A /’IZ*‘?/ 57/1) 70 ServerKeyExchange DN ]\‘:/:J:/I} 7 A P4
’IZ*‘V%%/EI\ l./jz—g«o

unknown EEDONY Ry x2A 7 A=Y XA TE2RELET,

ssl_version

ssl version ¥ —U— RZMHT 5L, Rkt yaronN—ya UERERET D
ZeEmnTEET, L—T ssl_version ¥ — U — RBERHENTWDEE, —L =P Ud
SSL7 U 7 uty O LT, T 7 4 v 7 NDSSL A=Y a FHERE L £,

el zIE, SSLAN—Ta v 21E Ny Ty A= R"—=Ta—lEHEER S 5 2 ERbho T DY
/E[\\ ssl version F—U— ]\T sslv2 %I;&%{iﬁﬁ LT\ @ SSL /*“—‘\/\\EI ‘/%@ﬁﬁﬁ‘é I\ 7
T4y 7 i TEET,

SSLN—2 =3 VIZBT 2B OB ERET DL, Hr~RKUV OV A NEFEHALET, &
BOBIEEIFELIZGA, VAT AMIOREE 2o TENLEFAML T, 72L& 21X,
SSLv2 Z Ml L TWARWIEEAL T 7 ¢ v 7 258057 51213,

ssl version:ssl v3,tlsl.0,tlsl.1,tlsl.2 BL—)VIZIBIITCE F£9, ZD/—iE, SSL/N—
Par3, TLS A—Y 3210, TLS A=Y 3 > 1.1, £ TLS N—Ya > 12 245 b
F7 47 EFHELET,

ssl_version ¥ — U — RiZ., R® SSL/TLS N— 3 VBl F #5148 & L T=IFANE T,

% 48:ss1_version M5

518 Sl

sslv2 Secure Sockets Layer (SSL) N\—Y a2 &Lz a— Kaniz b
T4 ERELET,

sslv3 Secure Sockets Layer (SSL) N—Y a3 2L Cora—RNahi b
T4 v ERELET,

tlsl.0 Transport Layer Security (TLS) /N\— =2 > 1.0 #fH L = a—RF&h
TehI7 740 v 2RELET,

tlsl.1 Transport Layer Security (TLS) /N\—Y = > 11 ZfH L Tz a—RF&h
TR 74w BRELET,

tlsl.2 Transport Layer Security (TLS) /N—Y 3 U 12 #fiL = a— K&
e h727 47 BBELET,
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appid ¥—7—F .

appid ¥+—7— k

\}

WRry N7V r—varvraban, 77347 TV r—va, WebT7 7Y or—
VarERBETAHEOI appid ¥F— U — REFHTEET, L 2iE, HoeHtEr Loz L
DHIOGNTWAEEDT S r—ya vz T22 %252 %7,

{RAN—ILD appia F—T— ROH T, [AppID D% E (Configure AppID) 127V 27 L, #
HT 277V r—rva vzl DEIFEEGER L 7,

ERAEELT7 T r—2a v DS
RMFEOVERZ O TGS 2 & Z1E, (M AIRE72 T 7Y 7/ — 3 - (Available Applications) ]
UAMIFKEINTELT, VAT LRBRHT 2T RXTOT TV r—varaX—v 2L
100 4" >F R L ET,

TV v arEHER LTI, VA MO TIZHLRAIZZ Y v 7 LET,

TV —a OFHEICET A~ —ERESBTE LA X —y NOREY > 7
PRENTWDERY T v T4 RUERRT DI, TV r—2a v O/ICHHTE
wr4ar (@) 22097 LET,

FI)5r—a32 24 )L2ADFEHA

WETDHT TV r—rarwzloed < §7570l, EMEERT 7Y r— 3 (Available
Applications) ] U A F&ZKD L 9 IZHIFKITE £,

TN —a UERET HIIE, VAN EHICH D [(4ETTHEE (Search by name) ] 7
SNy L, ARIEANLET, A1T56E, VAMPEHRENT KT LT
TV hr— g URERINET,

s T ANEEMALTT U r—ya yERIKT DR, [TV r—vary T4 H

(Application Filters) 1V A b &R LES, 74 Vv ZZEMAT 5L, (BERAARERT 7Y
47— =2 > (Available Applications) ] U A 23 EHF INFE T, HHE VAT AT v o
kT A2y () #FEALT, HELINEZ G 7097 BRI TVWD T 7 1w
JELFRALEN TR T 7 4 v 7 TERL) TORBHITE LT 7Y r—a v
E~v—r LET,

GE)

[TV —ar 7 4% (Application Filters) | VA N T1 2l EDO7 4 V&2 2@ IRL, L
MY [EHAEEZR T 77U 77— 3 > (Available Applications) | U A M 2R L7254, BRN
REWMBT 4 VA RGO (EHATRE72 T 7V 7r—3 2 > (Available Applications) ] U A k73
AND R Z > TGS E T,
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B our—vav@riorane

TT)r—2 3 vmER

TV = arE 1 ORTERT A, TOT 7V r—ra VERIRL, JL—/L~0DiB
S (AddtoRule) 1227V v 27 LET, 74 VZ TRESN TV DBEDTK ROTXTOT 7
Vr—ya rBERTHIE, A7V v 7 LTITNTER (Select All) ] IR L £,

T7IYS5— 3 7O Ra)LiE

RPC +—7J—F

ASNA F+—T— F

T r—varvETa haEOEFILEBREIXIZEAENT Y Put v Ik o THEITE
NFEITN, x0Ty 7o ar2FERLT, 77) r—va VEELE S HITHRE
TEFET,

rpc ¥—TU— K&, TCP £721ZUDP X7 v b CTH—TF > Ry NI —F avEa—T 47V
F—h Y —Y% 23—/ (ONCRPC) —ER&Z#MMLET, Zhicky, m"AFED
RPC 7' 77 LOBRHRITERIET A ENTEET, vy hT—7 TEITFOWVT LD
RPC H—ERAZHEHTX 508 ) BT 572012, RAFILZRPC R— b~ v/ X—Z{iHT
xF9, F2, A= b~ o 8—ZFHETIZRPC ZFETHOMD R~ b ~DT 7 & A& I
6:&%T%i¢o&®§K\mc%*?~FTﬁ%?%éﬂﬁ%ﬂ%biﬁo

= 49:mpe¥F—7— FDBIH

5% 5 EA

TV —vay RPCT 7V r—a &y
FIE FEOM & 415 RPC 7R —T ¥
version RPC R—T g v

rpc ¥ —U— FOFIEZHET DIT1E, ROWL 2T L E£T,

application, procedure,version

Z ZC. application {XRPC 77U &r—3 3 &%, procedure (X RPC 7’12 v — 3 ¥ &5, version
I ZRPC =23 VB FHTY, tpe ¥ =V — FOTXTOGIHAIRET H2HELHY £3, 515
DWTNNERETEXRWGEEIX, TAX U AT (+) TEXHITIIEIN,

e ziE EEOT Y — Uy £33 —T 3 O RPC R— ~~ v 3— (100000 &5 F 5
TRENDRPCT N r—3ra ) ZREFET DI, 51EE LT 00000, %, * ZfEHLET,

aeml ¥ U — FEMAT 5L, SESERAETL a— FERBLAN S, A7y FEEIDA
oy by ET - FTEET,

WRDFRIZ, asnl F—T— ROFIEIZHOW T L £,
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% 50:asn.1¥—"7— FD3I%

asna £—o—r [

513 Bz
Bitstring Overflow mih7y, VE— FCTEARREREY FA NI 7 mva—FReaBrHELET,
Double Overflow RN 7 7 LD REW_EHASCII = 2— REZKRH L E9, ZiiL Microsoft Windows D&

HAFREREIETHA Z ENHLNTWVETR, BlRESTEOY—EANEMHAEETH 2
RHTT,

Oversize Length

FRE SN2 E Y REWASNL A 7RARE LET, 72 & 21E Oversize Length % 500 (Z
HELTSE. 500 2 B[RS ASN ZA Sk o T—An b H—L LTSN ET,

Absolute Offset N7y R a— ROEHNLOMtA 77y FERELET (offset I 7 2 H R34 K0
LIEEDZ LICEBELTLIZEYY) o 2E ZIESNMP /Y7 v b & T 22— R 521%, Absolute
Offset & 0 IZFXE L. Relative Offset # 5% L £ A, Absolute Offset & L CIEE 7= IZADMEMN
AHETCTI,

Relative Offset UL, BBIZA O oTea T Y =8 pere. ET2idbyte jump 2B OFERIA T v BT

T, T Y "foo" DEHED ASN.L > —~ v A %T a— R4 5121%, Relative Offset % 0 |2
R TE L. Absolute Offset Zi% € L ¥ A, Relative Offset & U CIEEZ 7 ITADENRAIFETT,
(A7 P AT ENOMPBIREDZ LICEELTLLESY, )

72 & 21X, Microsoft ASN.1 7 A 7 Z VIZH T DB OMegstE TlI Ny 7 7 A ——T7 m—)"
FAEL, BORE RN L L2GE N7 v b &ffio TEOREBEZENTEET, VAT 40
asnl T—H & T a—RTBH L&, Ty FNOD exploit 2— Rid, v AT A L-ULERER & T
ARANETENELZY, DoSHREZSIEH LTV TLZENTEET, RONL—ILIE, asnl
F—U—FEMEALT, Zolgstta BT R L £,

alert tcp $EXTERNAL_NET any —> $HOME_NET 445

(flow:to_server, established; content:”|FF|SMB|73|";

nocase; offset:4; depth:5;

asnl:bitstring overflow,double overflow,oversize length 100,

relative offset 54;)

ERRONV—NLDOEE, EEDOR— B L OSEXTERNAL NETAEK CEESNTEZEDIPT R
L ADBIE S, R— b 445 245 SHOME NET A CEHESINTEEDIP T FL- &
(21725 TCP T 7 4 v Z IR LT, Ay bBRERENET, MA T, ¥—/3~0 TCP #%
REASESL SNTZHRFIRTORN— NV EFATLET, TOR, N— VIFFEDNEIZH DRFED =
VTV ERBELET, REIZ, VT asn1 F—TU—REFEHLT, By AN T
ya—RFEZHASCH = a—ReRii L, BRICRSho7car T Y —HORREND 55
ANA FHLEE, BE100 31 FEBZ D asnd ZA TREMIILET,  (offset W T Z BN
AFODPBIEEDL T LITEBELTSEENY, )
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urilen ¥—7—F
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urilen ¥—U— K& HTTP Inspect 7'V ' mt v ZflAGdbd THEHT L L, FEDES,

HKAREZ THL, fe/hkx BRS, £703EESNIFEHBANOURIZHTTP 7 7 ¢ v 7 NT
BRAETXET,

HTTPInspect 7"V w337 v M EFL L THRE L%, L—1 =P Ud—uiZ
B LTED/r Yy FEFEI L, urilen ¥—V— FCHESINZESLFICURI AT D
MESPHMLET, ZOF—TU—FEHT5L, URIRDOMaFHMtEs = 2724 M LED
LT HERAERLTEET, REXIINY T 7 = R_—Ta—%RESET, WEHE) DoS
KA EH LD, VAT AL YUVREME THRA N ETa—R237L7eh LE D &
HDHAREMERH Y 7,

JL—/VNTurilen ¥ =V — R&HHT 5 & ZITE, RORICERE LTI EEN,

. L[Z\@— flow:established ﬂ?_‘]j_ ]\%‘J:U\ﬂﬁ@ 1 OUJ:@%—U— ]\755;1’“&;7‘/5\3/)’@?“(\ urilen
F—U—REHEHLTIEIN,

o JL—)L 7’1 b 2 )LTEIZ TCP T,

o X =4 b RA— MIEIZHTITP A— K TY,

URI BZET H & X2, 10D A Mk, U0 () . B TRV () %
A LET,

WITHIZ R L ET,
* 53 FROURI ZHRHT 51213, s ZfEELET,
« 534 FEAZTFES URIZHHT HI21E, <5 1 SDZEAXLTTRYS) 2FELET,
e 531 FEZ EEIS URIZRHT 5121E, > 5 (1 DOZEHLTFTRUIL) #EELET,

3 ~52( FEDOURI ZHBHT 2121, 3 < 5 (<> DRIBICZEAXT % 12728 %
fBELET,

7= & 21X, Novell ® eDirectory /3— 2 > 8.8 I BDH— N E=X U U T B I OBK=2—T 1
U7 4 iMonitor 73— 5 1 24120%, MEIMERH D ZENMBNTVET, BT EH URIEZE
Ty MINYy Ty A—="—=Tn—%REIE L0, WBEEITV AT b LUVRHER &
THRANETEELZD, DoSIRIEZ SIS L7120 TEX KB L L7 7y Mo T
ZOWREET I AT A NTEET, ROL—/UE, urilenF—T— REHEH LT, Z O
PEa BT A E B L £7,

alert tcp SEXTERNAL NET any -> SHOME NET $SHTTP_ PORTS

(msg:"EXPLOIT eDirectory 8.8 Long URI iMonitor buffer

overflow attempt"; flow:to server,established;

urilen:> 8192; uricontent:"/nds/"; nocase;

classtype:attempted-admin; sid:x; rev:1l;)

ERONV—=LDEE EEOR— b LT SEXTERNAL NETAH TERSNIAEEDIPT KN
L AN IEAE S 4L, SHTTP_PORTS 2 CEFK SN 7o AR — M &fEH LT, SHOME NET AT
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pcerrpre +—7— [l

EFRSINTAEEDIPT RLAIZMMNITCP FT7 7 4 v Z71IZx LT, A2 "hVERSNET,
Nz T, =3~ TCP BN SIVTERFRL T DI, X7y R3L— LIRS L CRE &
NEF, —E, uwrilen F—T— R&ZEHL T, EX8192/31 F& 225 URI ZHH L E
T RIS, =L URI 2B LT, KLF/NLFZ KB LRWRFED 27 Y /nds/
EELET,
MErEY Y

BANL—L ~yZ— T khal (43—=)

BANL =L~ X —DEFILE L O%EER— K (9—=)

EFREHT 7 4V NEEK

DCE/RPC +— 7 — K

WRDOFTHHAT S 320 DCE/RPC ¥—V— R&ZfH LT, DCEIRPCEvvary vTF 74 v
JPDTI AT, NeE=HTEFET, INHOF—TU— RF2g— Va2 HTH L X, &
25 LT DCE/RPC 7V Fuat v H IO LET,

%= 51:DCE/RPC ¥—7J— K

FRIEI71L5 | ERAE BRHR
dce_iface B ¥¥E D DCE/RPCH—EAZRFET 537 > B
dce_opnum dce_iface DA ¥¥iED DCE/RPC h—HE A XL —3 g V%

FES D7 b

dce_stub_data dce iface +dce opnum D% |FFEDFRER F L IFEBEETERT DHDAS T
% F—y

FRITREINTWD L DIZ, dee opnum DHNZHT dee iface ZELE L, dee stub data DEIIZH
i dce iface t dce opnum ZRETONENH DL Z L WICHEELTLES Yo

£/2. ZRHDDCERPC F—V— REMONL—/L F—U— REMBADETHERNTLIZ D
T& £, DCE/RPC/L—/LTClE, DCE/RPC D5 |H 13 E RS NI HRRET byte jump., byte test,
byte extract DEF—T—RFafH+5Z LITEELTIES [

A aTlX, DCERPC ¥—U— R&E&ET/L—/LZ 1 DLLED content ¥—U— RK&EHDH 2
CEWIRLTWET, 297T5&, L—L U UNEITER AL — vy FHERE R
DL THEEE DS BN, R p—< AN ELET, —Z 1 DLLED content F—
T — RBEENTVDIEHETX, content ¥—V— KD [J[%JAJE/\C)&“‘:/ ~ v FHEREE M (Use
Fast Pattern Matcher) |53 EINT/e 2 T NE I MTEHRR L, =LV T T VN
A—r vy THEREEMEHT 2 Z EICEREL TSN,

WD —ATrX, DCE/RPC N— 3 U BILOBE~y ¥ —EFlRe —Ha 7o e LTHER
TEET,

o JL— )LITHLD content F—T — F\7j§/é\ihfl/\f£(/‘

o JL—LIZH 9 1 Dcontent F—TU— RBEFEN TSN, DCERPC/N— 3 B X UOHREE
B, M5 D content LY HEFHE DN —2 2K L TWVD
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. dce_iface

dce_iface

BAL—LIT14 |

72 & 21X, DCE/RPC/X— a3 VB L UBHEERIZET . 131 hoar T L0 LR
*(‘\‘a—(]

RICRT A=V g VBRUOBEEHR = 7 Y —BOW TN 22 A LT, V— L REZE
BT TOBENRDHY £,

e X7 g EIDCE/RPC/LV—/LTIE, T2 105 00 00] (A% — /83— 3 05,
VAT A=Y a2 00, BEOERPDU (Fr koL F—4 2=y ) #A700) %
ERLET,

e AT g L ABIDCERPC/L—/LTIL, 2T 104 00] (V3— 3 204, BRPDU
XA 700) #FEHLET,

WTFIOYE S, DCERPC 7' Fut v TR THFHDOREZ# 0 KT Z & &l 2 —
Ve FHEREATEONH 20T, = LNDOREOF—TU — R LT A=V g B X ORREE
D content F—TV— RZHIE LTIV, IL—VOKRBIZHEIND content T—TU— K
X, Bl = vy FHEBANOHTREE L TELNDNN—Ta a7 oV IicE Tl
EVETH, L=V ANOMDO a7 oY IS T LY TEELRN I LICERL T
YN

MELEYY
DCE/RPC 7'V 7't v
content ¥ — 7 — K & protected content ¥ —7 — K (28 ~—2)
content ¥ — VU — ROFHENZ — 2 < v FHEEOFIE (40 *—)
BEZL : byte jump 35 £ U byte test ¥— U — K
byte extract ¥ — U — K (49 X—7)

dce_iface F—U—R&f+5LE, fF%*ﬁE@ DCE/RPC % —E X kil T& £ 77,

F 73 T, dee iface ¥— 7 — R% dce opnum ¥ — 7 — RE L Wdce stub data ¥—T— R
LHAGDRETHEMT DL, HETDHDCERPC F7 74 v 7 2 SDHICRET L LN TEE
—g‘o

[E &/ 16 /SA | Universally Unique Identifier (UUID) X, ##1Z41® DCE/RPC H—t R |ZH|
NHBToENDT SV r—Yar A2 —T7xcA A LET, 72& 21X, UUID
4b3241c8-670-01d3-1278-5a47bf6eel 88 1%, srvsve h—E A & LT 4 %1 54125 DCE/RPC lanmanserver
P—bERZHHLET, ZOYV—ERE, ETY—ET S X Tr AL, BLUSMB4
RIS ENA THIEAT D00 S I EREHBERELRM L E 3, DCERPC 7' Frt v ¥
I3 UUID 8 K OBEET 5~ ¥ —fE %l L T DCE/RPC £ > ¥ = VZBIF L £,

A B —T7xAAUUID (F, RO L HIZ, A 7 TRELNTZ S DD 16 #LTFH|THRERL &
nEJ,

<4hexbytes>-<2hexbytes>-<2hexbytes>-<2hexbytes>-<6hexbytes>

IR netlogon £ > #—7 = A AD UUID D X 52, /A 7 %&T UUID &k%Z A 175
TET AV E—T oA AEEELET,

BAL—ILITA4
88


fpmc-config-guide-v61_chapter79.pdf#nameddest=unique_1774

| BAL—LIF1%

dce_iface .

12345678-1234-abcd-ef00-01234567cffb

UUID NDIRAID 3OO FHNIE v 7T 4 7o 3, NETHESNDOILERNHDH Z LI
HELTLLESY, @i, AENFAA v 2 —T =24 X VAT a baLl 7F 42T
UUID 2 E LWAA METERSNETR, Z1E AJITDHHIZ UUID A MEZZEE LT
IERbRWEALH Y T, RISFTA YLV Yy — —E X UUID A, U kLo
T AT NA NMEDEYID 3 DOLTFHN G RIM T ASCIL 7 F A N TERRENDZ ERH
nEF,

£8 91 7b 5a 00 ff dO 11 a9 b2 00 cO 4f b6 e6 fc

Z DL UUID % dee_iface ¥— U — NIZHET DITIE, ROK WA T EAL, fid)
DIODXFHNEE Y T =T 4T A MECTEETEET,

5a7p91£8-££f00-11d0-a%02-00c04fbbebfc

1 2O DCERPCE YL a  NBEEDA L Z—T oA A~DEREEZEDHZENTEETR, 1
DDIL—)LIZIE 1 DD dce_iface F—U— ]\ficj'%‘f’é\y)f TEEW, BIMOA A —T AR
PRHET A2, BIoL—LE2ER L E T,

DCERPCT 7V r—var f v X —T 2 AFIA v X —T 2 A=V a VESHLEID Y
TONET, 72 a T A F—T oA A= a U EEETEET, FOB, N—Ts
UIMBEMEICE LW, FELL W, BEMEV /S, FERE W & ERTEE 2
LET,

TCP I/ AL T—aRIP 7T T AT —aAlMa<T, axprsyaMbaxr g
YU ARIDE T ODCERPCE 7 7 7 Ay MET 52 ENTEET, @H., FiHLIS O DCE/RPC
TITA NERREDA F—T = A AZEEMNT 20T E D FEHTIEHY A, 2D
£ T 5 &, ZEHOBBHDPEATHAMMEENRH Y £3, 72720, XL HERT 5729
W2, A7 var T BESNTEA LV H—T2A AWML LTI RTOT T 7 A FEFHIT
£7,

WDOFEIZ, dce_iface F—U— RO5|HEHEHLET,

% 52:dce_iface M3|H

515 B

Interface UUID | DCE/RPC h T 7 ¢ v 7 N TSR E R DEEEDOY—EZADT SV ir—
varAUE—TxA AT D, A T U E=ETUUID, fRE Sz
A B —T =2 A ZAZBHET DNTALEDOERNA ¥ —7 = A A UUID
W—ELET,

Version FFarTC, TV r—va A A =T ANR=Tg 0FBF0~
65535 & RHXGONR—=V a UREEME LY KEW ) L hEn (),
LW (5, FRFELL W () EaRTEE T,
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. dce_opnum ¥—7J— K

518 A A

All Fragments FFa T, BET 5T _RTODCERPCT 77 A FNOA 2 —T =
AL ZADBE, BLUOA v Z—T =2 A=V ar BESHTVLES)
TOREEAINCLET, ZO580IT 7 44 F TENZ > T ET,
THUE, BHIDT I AL NETIZT T A MESRTWARUVYWR T v |k
BEPIEEDA F—T = A ZZEHEMS T N TV DGEIZDOHR, F—
V= RFRR—=HTLZLE2ERLET, ZOFEEDICT DL, BN
BAETHERMEND D Z LIZHEBE LT E I,

dce_opnum F¥—7J— K

dce_opnum ¥— VY — K% DCE/RPC 7'V ' mt& v ¥ L{lAHELETHEMT S L. DCE/RPC #—
EANRAET S 1 O OB EDOA L — g U EBIT Sy FEBRETE ET,

7 T4 7T MBERFOM LiZ, DCE/RPC AR T AL —v g v LIFENDIRHEDT—E
ARHAEERLET, AL —1 3 %S (opnum) [EDCE/RPC~ v #—NOFFED AL —
varuEEAILET, = 27 a A MIBEDAR L —2a VEERIICTAZ ERNHD £9,

7= & 2.1Z UUID 12345678-1234-abcd-ef00-01234567cffb I%. #TFEEDO AL —2 g 2 E{kd
% netlogon Y —EADA L EZ—T 2 A AL LET, £DO1OBF XL — 36
(NetrServerPasswordSet AL —3 3 ) T,

F_Xb— g VHOB—E X ZFAT HITIE, dee opnum F—T — ROHIZ dee_iface ¥— 7 —
NEHETOLENRDHY £,

FrEDAR L — g U ERT 1 O0 10 HEEE (0~ 65535 D#EFH) . N1 7 TRYI LA
NRL—v g VR, FRIEA R AR —2 g V) A B BB DIERF TIRE T
=FET,

WOHNE, T XTHZN2 netlogon A_XL— 3 VFEEEELTWET,

15

15-18

15, 18-20

15, 20-22, 17

15, 18-20, 22, 24-26

dce_stub_data ¥—7J— K

dce stub data ¥—U— R%ZDCERPC 'Y mtyv¥ LlAhbdbETHHTL L, hor—1
AT ar LTI, AT T —HDEENSA AR v a Ly ERBT DL O —
TV VIR TE £, dce_stub_data F—U— RORBITH LS Ty b X4 a— R L—/L A
Travid, AZT T2 Ny Ty 2RI L TEHSNET,

DCE/RPC A4 7 F—HX, 7 I9AT v s 7 —Y% 23—, DCE/RPC 7 H A bV AT
2 (DCERPC DHEHIe T N—F v b —ERERUT HAD=KL) OFOA v F—T =
A A% L £7, DCE/RPC =2 X7 1A KL, DCE/RPC/X7 v hDAK T 7 — 5455 Tilk
MENFT, AFTT—=ZIFEDOAR L — 3 UEITEEREFOH LICEEMS TS Tn 5
7=, 47 dce stub data DRI dce iface & dce opnum ff#ﬁﬁiﬂ L, Eg@j—é P—ER LA
Nl—Ta UVEBAIL T 7ZE 0,
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SIPX+—7—F

sip_header ¥—7— F

sip_body F¥—7— F

sip_method ¥— 7 — K

spx—o—+ |

dce stub data X—U— }‘&:Vigliﬁﬁ‘% D EHA,

45D SIPXF—U—F&fliflT5&, SIPEyvay N TFT74y 7 Tz A7 A FZEEHT
=FET,

SIP 71 b 2/uZ¥—ERELS (DoS) HERIZXH L THHTHDEZ LITHEREL T EIN,
DX D RBEIZKUTT H— LTl b— b XR—ZADKEHEZEHATE £,

sip_header ¥ — VU — FZfM¥ 2 & #itH S 72 SIP BER £ 72 3IEE A~ v ¥ — D FHH b A
AR L, MANRENY X — T4 =V FIZRET D LN TEET,

sip header F—U— Mlbiﬁliﬁ‘m)% ) i’ﬁ_‘/\/o
RO DN—1v 7T T A MESIP~y X —ZFFLRL, CSeq~y ¥ — 7 4 —/L FIZ—HL
£7.

alert udp any any -> any 5060 ( sip_header; content:"CSeq"; )
BErEY Y

YR AL — /LR

L— b R—= 2 DOKEE 5

sip body ¥ — U — REFERT D &, I EINZSIPERELIIGEA v —URLOLEEND
BAEZHBL., MERNREEA v —VARLICBET L2 ENTEET,

sip _body ¥ — U — RIZIEBIE R H D A,
OB D=0 7T T A MESIP A v =V RLEHFLRL, HESh7ZSDP T —X D¢
(BEitE®R) 74—V FNOEEDIP 7 LRI —& L £,

alert udp any any -> any 5060 ( sip body; content:"c=IN 192.168.12.14"; )

JL—ILN SDP 2 7 Y DRFRTITFICIRE SR WNW I EICEBELTL7ZEW, SIP 'Y 7'
Ty PIIA v VAR EE L, TNEAL—L =P TERTES LI LET,

& SIP BRIND method 7 4 —/v RIFERD B ZFBI L E T, sip method ¥— 7 — RZ{EH
TBHL, SIPEROFTHREDA Y v RERETDHILENTEET, HHOAY v Rigbhr~
TXEIY £9,

WRITRTHUEER SN TWD SIP A Y v FEEETEET,

ack, benotify, bye, cancel, do, info, invite, join, message, notify, options, prack,
publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update
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. sip_stat_code ¥—7J— K

BAL—LIT14 |

Ay RTIEHRLFENLFNREINENETA, HEORAY v REhr~TRYISZ ENTE
£7,

Lth. HILWSIPA Y v RRNERSINDAREMENR S D720, WAX LAY v K, DFVBEE
TINTWHSIPAY y RUADAY v RERRETHZ b TEET, "R ¢+ —/L FEIX
RFC2616 TERSNTWVET, = (. } 2 EOHIBEISCT & XYY LFEFRWT, TXTOXLTF
PHEHATEET, BAAESNTWAXYIY LT84 Y A MIOWTIL, RFC2616 #&ME L
TEEW, BESNIEIAZ LAYy RBRNT 747 TRIHESNND E, VAT AINT v
F o~y X —%RELETN, AvE—TiIREINEEA,

VAT ATIFRAKRBORAY v K BUEERSINTND 21O A Y v KEBMO 11 D A
Yy R) WHR—RINET, VAT AE, RESNDOIREREDAY v RETXTEML E
T, BEFR2MEDOA Y v Ricid, SIP7V FutydoF 7y ar [BETDHAY v K (Methods
to Check) | Zfio THREINDOA Y v RREEND Z LIZEELTIEE N,

BEZHMT2HE1E. 1 ODAY v FETEBEETE T, RichlzrmLET,

linvite

727200 1 DON—)LINDOEELD sip method F—T7 — KA AND A THEA SN D Z L ITHEE
LT < fiéb\o =& %_ijf\ invite & cancel %IS/%< ﬁ“/\f@i‘ﬁﬂﬂj éﬂfl% % }\ff*ﬁﬁﬁ—é&:
L. RO X572 ’D@lzzfﬁijﬁ‘g‘ sip method F—U—RZMEHLET,

sip_method: !invite
sip_method: !cancel

Cisco TlZ. sip method F—U— F%é\@ﬂ/‘—ﬂ/ﬁz 1 OJ;LJ:(D content ¥ — Y — ]\%ﬁg)é Z
LR LTOET, 9T 5L, b T UL IS B S — o TR T
HZ L TCHEEEDS END T =< ANmELET, =21 DL ED content F—
U — I\75>./é.\iz}”bfb‘5f}57é.\!i\ content 5?‘_‘]7_‘ ]‘@ [%ﬁ/\o&_‘/ 7/7‘%%%%%{%% (Use
Fast Pattern Matcher) ]31ZB AN 72> TWDE 0 E 9 TR, b—b = DU i3EEios
A= vy FREREEZEHT 22 LICERELTIIZE N,
BErEY Y

SIP 7Y FutyHoF 7 ar

content ¥ — "7 — K & protected content ¥ —7 — R (28 ~—2)

content & — U — RO FHNNK — 2 < v THEEEDFIH (40 =X—)

sip_stat_code ¥—"7— F

% SIPIGBEND IHTDAT —H A a— Rk, BERENT 7 varofifEzrLET,
sip stat code '\“\”‘—‘]7_‘ F%{%ﬂqjﬂé k N SIP ES’%@@EP’C%E@X?—&X a— }‘%‘f*ﬁﬁﬁﬂé
ZEMTEET,

IHIDINE XA TEF1~9, FFEDIHDES 100 ~999, F/-iXinb 2 EEICHASHE
Thr~REPY YA RERETEET, VA FHNOWTNL DO SN SIP ICEND 2 — R
WC—ET 558, OV A MR —HLET,

WDOFZ, FEEFRER SIP AT —F A2 a— FEDOHAZ R L £ 1T,
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GTP +—7J—F

gtp_version ¥—7J—

gtp_type ¥—J— K

errx—o—r [

% 53:sip _stat _code DIE

BRHEX&R BETHIAR 151 BRHEER

1 OO EDAT—H A |3HTDOAT—F A a—F |189 189

a— K

FRESNZ IHTTHED 3 |[1H#7F 1 Ixx. 2F Y

I R=CN 100, 101, 102 72

r

(EX2RIZS BEDa— FBIO1H#% |222,3 222 ¥ L1300,
EEICHAGDE T~ 301, 302 7p &
TXY5

Fo. L—UIZ content F— U — RREFENTNSHNE I NIZEFRZL sip stat code ¥ —
U — R&Ef > THRESNIMEERBET 72010 b—)b = DV REE Y — 2 ~ o FHEHE
EALZRNZ EICHERL TS,

325D GSRP oY T han (GTP) F—U—Raflifl+25E&, GTP N\—Ya
Avb—U 247 BIWERERZ A~ FTF Y RN THRETEET, content Xbyte jump
BREDMDIRAN— =T — REMAEDETGTP ¥—U— R&fEMAT L2 LT TE g
Ao gtp_info F7IE gtp_type F—U— REFEHTLZENENLDNL—ILT, gtp_version ¥—
U— REEHTo0ENHY FT.

gtp_version XF—U— b%fﬁﬂqﬁé &\ GTP %Mfﬁﬂf /'[Z“—T\/@EF'T GTP /“‘—‘T/\\ET 0, 1. ES
T2 5 METHZ ENTEET,

ERXRINTNDRA v =V XA T EERERILIGTP N—V 3 VNI K o TR D720, gtp type
if:&i gtp_info F—U— ]\%ﬁﬁﬁﬁ‘é k % G:&i\ gtp_version %ﬁiﬁﬁﬁ“é%%ﬁ)&; n i‘@—o ﬂE
LL7TO, 1, LT 22BETEET,

ZNZND GTP A vt —PiF, Bl L XFFNI TR I ND A vE—Y Z A T2 X - Tpl &
AWET, gtp type ¥F—U—RZMEHT L, FFEDGIP A Y=Y ZFATDRNT T 4 v I %
METEET, ERINTVDA v E—Y ZA T LIERERIT GTP N—Va Tk > TR
E)f:y)\ gtp_ type i?‘:&i gtp_info F—U— }\%{iﬁﬁ'@‘é & é‘f W_ci\ gtp_version %){f)zﬁ'@‘%)ﬂ\
EHRHY £7,

ROBFNTRT LT, A=Y X7 L LTERFEAD 10 EHE, ERFHLTH. 5D
WEEH L (FTWT) ZERBICHAGDE o~ XKUY VX FE2RETE £,

10, 11, echo_request
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. gtp_type ¥—T— K

VA NNOZENENDEEIZIILFHINERET D&, VAT AIOREEEZMHEHLET,
EXXTFHNESNET DIEFIXEETIEIH Y S8 A, VA NAOWT I DOEE 7213375 O
—HUZEY, F—U—FP—HLET, BNV CTFINE TS OEE ST — L %
BRIFLED ETHE, =T —0FAELET,

RIRENTND LI, GTP A=V a S UT, FILAvE—y XA TOENER DY
/E[\ﬁ)ff?)%) Z k @:/}:,'ié; L/T < f:é l/\o 7LC k 7;@?]: sgsn_context request )( /‘TZ‘—V g/l) 70®1ﬁ6i
GTPv0 & GTPvl TiX 50 T2, GTPv2 TiX 130 T,

Py FADA=Y 3 VEFITIE LT, gtp_type ¥— U — FIRRABME —BKLET, EEo
BlOYE . GTPVO £721X GTPvL X7y hCIEEF—U— R A vt —Y XA FES50 & —F L
FTB, GTPV2 X7y FTIHE 130 & —E L ET, Ty FADOA vE— Z A FEHR, N
v FTHRESNEA—=Y 3 VOBRIOETROWESIE., F—U— K2Ry b —HLEH
Pue

A= A TEEEERE LGS, Ny MNTHRE SN /N—T 3 > B3 EERIC,
F—T—FRNDRA = XA TNGTP Ny FNOE E—FHTHIEF—T— FPR—FK L E

R
WDORIZ, GTP A v tE—Y XA ST LIV AT ATREEINDEREHAOMEESLFHNER L
£
R5:GTPAyE—2 547
& Version 0 Version 1 Version 2
1 echo_request echo_request echo_request
2 echo_response echo_response echo_response
3 version_not_supported version_not_supported version_not_supported
4 node_alive request node_alive request BV
5 node_alive response node_alive response YA
[6] redirection_request redirection_request ML
7 redirection_response redirection_response FAYAD
16 create pdp context request create_pdp context request BV
17 create_pdp context response |create pdp context response A AAD
18 update pdp context request |update pdp context request BV
19 update_pdp context_response |update pdp context response FAYAD
20 delete pdp context request delete pdp context request BV
21 delete_pdp context response |delete pdp context response YA
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gtp_type ¥—TJ— F .

i Version 0 Version 1 Version 2

22 create aa pdp context request |init pdp context activation request |Z%:47s

23 create aa pdp context response |init pdp context activation response | 2% 73 L

24 delete aa pdp context request |Z%34 7 L ML

25 delete aa pdp context response | %34 7 L ML

26 error_indication error_indication ML

27 pdu_notification_request pdu_notification_request ML

36 pdu_notification_response pdu_notification_response BAYIAD

29 pdu_notification_reject request | pdu_notification_reject request ML

30 pdu_notification_reject response | pdu_notification_reject response BAYIAD

31 ML supported ext header notification VAP

32 send routing_info_request send_routing_info request create_session_request
33 send routing_info_response send_routing_info_response create_session_response
34 failure report request failure_report request modify bearer request
35 failure_report_response failure_report_response modify bearer response
36 note_ms_present request note_ms_present request delete session request
37 note_ms_present_response note ms_present_response delete session_response
38 ML ML change notification request
39 P BAEYYY change notification response
48 identification request identification_request ML

49 identification_response identification_response WAL

50 sgsn_context request sgsn_context request ML

51 sgsn_context response sgsn_context response WAL

52 sgsn_context_ack sgsn_context_ack ML

53 WL forward relocation request ML

54 ML forward relocation response ML

55 WL forward relocation complete ML
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i Version 0 Version 1 Version 2

72 WL relocation_cancel request ML

57 ML relocation_cancel response ML

58 WL forward srns contex ML

59 ML forward_relocation_complete ack ML

60 WL forward srns contex ack ML

64 ML ML modify bearer command

65 PR BARIAD modify bearer failure indication
66 LML ML delete_bearer command

67 BAYIAP ML delete bearer failure_indication
68 LML ML bearer_resource_command

69 ML AP bearer resource failure indication
70 ML ran_info_relay downlink failure indication

71 ML ML trace session_activation

72 LML ML trace_session_deactivation

73 BAYIAP WAL stop_paging_indication

95 ML ML create bearer request

96 BAYIAD mbms_notification_request create_bearer_response

97 ML mbms_notification response update bearer request

98 BAYIAD mbms_notification_reject request update bearer response

99 ML mbms_notification reject response |delete bearer request

100 YIS create_mbms_context request delete_bearer response

101 ML create_mbms_context response delete pdn_request

102 BAYIAD update_mbms_context request delete_pdn_response

103 ML update mbms context response ML

104 WL delete mbms_context request ML

105 ML delete mbms context response ML
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gtp_type ¥—TJ— F .

i Version 0 Version 1 Version 2

112 WL mbms_register request ML

113 ML mbms_register response ML

114 WL mbms_deregister request ML

115 ML mbms_deregister response ML

116 WL mbms_session_start request ML

117 ML mbms_session_start response ML

118 YIS mbms_session_stop_request BAYIAD

119 ML mbms_session_stop_response ML

120 BAYIAD mbms_session_update request BAYIAD

121 ML mbms_session_update response VAP

128 BAYIAD ms_info change request identification_request

129 ML ms_info_change response identification_response

130 ML ML sgsn_context request

131 UL ;ML sgsn_context _response

132 WL ML sgsn_context ack

133 ML ML forward relocation request
134 WL ML forward relocation response
135 ML ML forward relocation complete
136 PP BALNS forward_relocation complete ack
137 LML ML forward_access

138 ML ML forward access ack

139 ML ML relocation_cancel request
140 PP BALAS relocation_cancel response
141 ML ML configuration_transfer tunnel
149 ML AP detach

150 LML ML detach ack
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i Version 0 Version 1 Version 2

151 ML P cs_paging

152 BALAP B ran_info_relay

153 PR P alert_mme

154 BALAP B alert mme_ack

155 ML ML ue_activity

156 AP BAK/AD ue activity ack

160 ML BALAS create forward tunnel request

161 UL e L create_forward_tunnel response

162 AR/ ML suspend

163 AP B suspend_ack

164 ML AL %

165 BALAP B resume_ack

166 ML ML create_indirect forward tunnel request
167 UL e L create_indirect forward tunnel response
168 ML ML delete_indirect forward tunnel request
169 UL e L delete_indirect forward tunnel response
170 PP BALAS release access bearer request

171 AP A release_access_bearer response

176 ML ML downlink data

177 BALAP B downlink data_ack

179 L AL pgw_restart

180 AP BALAD pgw _restart_ack

200 PP BALAS update_pdn_request

201 AP BALAD update_pdn_response

211 PAR/P BAEYAY modify access bearer request

212 ML BALAD modify access bearer response
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gtp_info ¥—7—F .

i Version 0 Version 1 Version 2

231 e L e mbms_session_start_request
232 ML AL mbms_session_start response
233 AP BARAP mbms_session_update_request
234 ML AL mbms_session_update response
235 AP BARAP mbms_session_stop_request
236 ML AL mbms_session_stop_response
240 data_record_transfer request |data record transfer request FAEAAD

241 data_record_transfer response |data record transfer response e

254 WL end marker FAEAAD

255 pdu pdu AL

gtp_info F¥—7J— K

1 2DGTP A v — VI ZHOBERERNEEINDIZENH Y, TNENOERITERE
Bk K OERE A SLTIN L - TR SN ET, gtp infoFX—V— REEMATH L, FHES
NI EMERZO RN ORELZRB L, MENREZHFEOHERERICRET LN TEE
T, ERINTWNDA Y=Y XA T EIEHERELZIZIGCTP X—V a VLo TRRLED, 2
DF—U— REFEHTH & 1T, gtp_version HbFEHTAIVNENHY £,

HHMERICT L TERINT 0 ERE L ERINELTINOELLTHIRETEEd, H—
DIEE I CFRIEIEET 52 L by 1 DDA — LN TEED grp_info % — U — R~ TH
BOBERBEZELIMETH L TEET,

1 2ODA v E—VIZRI XA TOEBOBERERZENEG TN TWDIHEEE, TXTHRRERSR L
LTHREINET, [HEREENES2NEF CHELT 28561, &EOA U AX VAT RBRAE
ENFET,

GTP A=V 3 G LT, R UEREROMEN RGNS DHZ LIEEL T I, =
& 21T cause THEHMEFEDOEIX GTPVO & GTPvl Tix 1 T 2%, GTPv2 Tl 2 T,

AN Wo)/{““.‘/\‘ El ‘/%é%ilﬁi\ LT, gtp_info F—T— Fﬂi;ﬁéf:ﬁéfﬁ L #ﬁ Lij—o J:%E‘@
BIOYEE . GTPV0 £721X GTPvl X7 » P TIEF—TU — FAEREHFRME 1 & —F L £ 725,
GTPV2 Nry FCIHE2 E—E L E3, 7y NNOFRERMER, X7y hTRESh:
NR=Tq VOBFHADETRWESIE, F—TU—F»B 7y b —ELEFA,
HMBERICEREZRE LGS, Xy MNTHRESN A=Y 3 > B BRI, ¥—T—
RND A v tv— Z A TN GTP N7y FHOfE & —FHTHIEF—TU— PR~ L £7,
WOFEIZ, GTPEREZ LTV AT A TRBENAME XTI EZRLE T,
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el Version 0 Version 1 Version 2
1 cause cause imsi

2 imsi imsi cause

3 rai rai recovery
4 tlli tlli B3P
5 p_tmsi p_tmsi ML
[6] qos AL AL
8 recording_required recording_required YL
9 R AT CE 0
11 map_cause map_cause ML
12 p_tmsi_sig p_tmsi_sig ML
13 ms_validated ms_validated ML
18 recovery recovery ML
15 selection_mode selection_mode ML
16 flow label data 1 teid 1 WAL
17 flow_label signalling teid_control YL
18 flow label data 2 teid 2 WAL
19 ms_unreachable teardown_ind ML
20 PR/ nsapi AL
21 Y ranap el
2 gl a | rab_context DAL/
23 Bl 7o | radio_priority sms BARAP
24 ML radio_priority B3P
25 ML packet flow id ML
26 ML charging char B3P
27 ML trace ref ML
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36 P trace_type ALY
29 Byl 7o | ms_unreachable ML
71 P ALY apn

72 Y el ambr

73 R/ AL ebi

74 UL EEY ip_addr
75 BRI R L mei

76 AL L msisdn

77 ML AP indication
78 AL ML peo

79 AL R L paa

80 ML ML bearer qos
80 L R L flow_qos
82 AL AL rat_type
83 ML AP serving_network
84 ML ML bearer tft
85 TR L R L tad

86 AL L uli

87 WAL UL f teid

88 AL w7 L tmsi

89 TR L LN cn_id

90 L Bz L $103pdf
91 TR L R L sludf

92 ML ML delay value
93 ML AP bearer_context
94 i L i L charging_id
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BAL=ILITA4

i Version 0 Version 1 Version 2

95 ML ML charging char

96 ML ML trace info

97 ML AP bearer flag

99 BN L ML pdn_type

100 %L AL pti

101 ML ML drx_parameter

103 ML AP gsm_key tri

104 AP ALY umts_key cipher quin
105 ML AP gsm_key cipher quin
106 UL PP umts_key quin

107 L AL eps_quad

108 AP BAK/AD umts_key quad_quin
109 ML AP pdn_connection

110 ML ML pdn_number

11 ML AL p_tmsi

112 BN L ML p_tmsi_sig

113 ML ML hop_counter

114 LML ML ue_time_zone

115 ML ML trace ref

116 ML ML complete request msg
117 L AL guti

118 ML ML f container

119 ML ML f cause

120 Y EEY® plmn_id

121 WL B3P target id

123 ML ML packet flow id
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gtp_info ¥—7—F .

i Version 0 Version 1 Version 2

124 B/ FWe L rab_contex

125 ML VAP src_rnc_pdcp

126 ML ML udp_src_port

127 charge id charge id apn_restriction

128 end user address end user_address selection_mode

129 mm_context mm_context src_id

130 pdp_context pdp_context BV

131 apn apn change report action
132 protocol config protocol config fq csid

133 gsn gsn channel

134 msisdn msisdn emlpp_pri

135 YD qos node_type

136 ZMe L authentication_qu fqdn

137 ML tft ti

138 ML target id mbms_session_duration
139 EASYIAD utran_trans mbms_service area
140 ZMe L rab_setup mbms_session_id

141 EASYIAD ext_header mbms_flow_id

142 ZMe L trigger id mbms_ip multicast
143 BAYIAD omc_id mbms_distribution_ack
144 ZMe L ran_trans rfsp_index

145 EASYIAD pdp_context pri uci

146 ML addi_rab_setup csg_info

147 AP sgsn_number csg_id

148 ML common_{lag cmi

149 EASYIAD apn_restriction service indicator
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i Version 0 Version 1 Version 2
150 BAYIAD radio_priority_Ics detach_type
151 ZMe L rat_type ldn

152 BAYIAD user_loc_info node_feature
153 ZMe L ms_time zone mbms_time to_transfer
154 ML imei_sv throttling
155 ML camel arp

156 YIS mbms_ue_context epc_timer
157 ZMe L tmp mobile group id signalling_priority_indication
158 BRI rim_routing_addr tmgi

159 ML mbms_config mm_srvce
160 BAYIAD mbms_service area flags srvce
161 ZMe L src_rnc_pdcp nmbr

162 ML addi_trace_info AP
163 ML hop_counter ML
164 L plmn_id DAL/
165 ML mbms_session_id ML
166 WL mbms_2g3g indicator ML
167 ML enhanced_nsapi ML
168 WL mbms_session_duration ML
169 ML addi_mbms_trace info ML
170 WL mbms_session_repetition num ML
171 ZMe L mbms_time to data ML
173 %L bss AL
174 ZMe L cell id ML
175 %L pdu_num AL
177 ZMe L mbms_bearer capab ML
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gtp_info F—7— K .

i Version 0 Version 1 Version 2
178 ML rim_routing_disc AP
179 7 L list_pfe L
180 %L ps_xid L
181 ML ms_info_change report ML
182 YIS direct_tunnel flags BAYIAD
183 ML correlation_id AL
184 YIS bearer_control _mode BAYIAD
185 ML mbms_flow id ML
186 BAYIAD mbms_ip multicast BAYIAD
187 ML mbms_distribution_ack VAP
188 BAYIAD reliable inter rat handover BAYIAD
189 ML rfsp_index ML
190 %L fqdn L
191 ML evolved allocationl ML
192 BAYIAD evolved_allocation2 S e
193 ML extended flags ML
194 E L uci LR L
195 7 L csg_info L
196 %R L csg_id LR L
197 LY cmi el
198 ML apn_ambr B3P
199 ML ue network ML
200 ML ue_ambr B3P
201 ML apn_ambr nsapi ML
202 WL ggsn_backoff timer B3P
203 ML signalling_priority indication ML
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i Version 0 Version 1 Version 2
204 BRI signalling_priority indication nsapi |2%247» L
205 LML high_bitrate ML
206 ML max_mbr AP
251 charging gateway addr charging gateway addr ML
255 private _extension private_extension private_extension

SCADA +—"7J— k

JL—)L 2Pt Modbus B3 L ONDNP3 L— LA FERH L THED e haL 7 40— RiZT

7 A LET,

Modbus ¥+—7 — K

Modbus 3?‘—7‘_‘ I\’é‘:ﬁ'ﬁﬂifﬁiﬂﬁ‘é Z & %_)\ content ’?Dbyte_jump fcﬁ kﬂﬁ@g’\"—y‘— ]\ k;ﬁﬂ]}
BOETHEAT LI TEET,

modbus_data

modbus_data ¥ — 7 — REFEHT 5 & Modbus B3R F 72130 END [Data] &7 o —/V NY b
FBLRTZENTEET,

modbus_func

modbus_func F—U— %%{%ﬁﬁ?ﬂé L . Modbus vl Vior—33 ‘/Eg;ki f:&iﬁ}’%@ﬁﬂj L/Ij\j@
[FunctionCode (B&RE=— F) 17 4 —/L FEZRAETE £9, Modbustége=— K& LT, 12D
ERF A 10 EBUE L7213 1 DOERF A LTI EBETEET,

WDFIZ, ModbustfE 1 — RE& LTV AT AT

3 56 : Modbus #ke a1 — K

P S A D R A DA & IR L E T,

[} X5

1 read coils

2 read_discrete_inputs

3 read_holding_registers
4 read_input_registers

5 write_single coil

[6] write single register
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DNP3 +—7— k

ones —7— 1

fie XF5

7 read_exception_status

8 diagnostics

11 get comm_event_counter

12 get comm_event log

15 write_multiple coils

16 write_multiple registers

17 report_slave id

20 read file record

21 write_file record

22 mask write register

23 read write multiple registers
24 read fifo queue

43 encapsulated_interface transport
modbus_unit

modbus_unit F—U— F%{fﬂqﬁ_é L . Modbus E*i 7= fiﬁ;%t“\ b4 H—ND [Unit ID] 74—
JVRT1O0 10 EREERETEET,

DNP3 ﬂ?“ J— ]\%%Zﬂqf{ﬁﬁﬁﬁ_é Z & %.) v content %byte_jump 73: kﬂﬂ@i"— U— ]\ &%HJ%/EI\
bETEHTLIZELTEET,

dnp3_data

dnp3 data ¥ —U— RZMHTLH L, BHEEINTZDNP3 T Y r—2a @77 7 A bD
JHHEfR LT 2 ENTEET,

DNP3 U7ty id, V7@ 7L —0&aT7 7V r—2a @777 A0 MIHBER L
9, dnp3_data X—U—RZ, &7 7V r—ary@B o 0XA 0 "OEBEEZELRLET, M
DN—)V F T aid, 1634 KT LT =220 L CF =y 7 LazBNETI, 77
TAV MNNOFBEREINZT X ERETHZENTEET,

dnp3_func

dnp3 func ¥—V— RZHHT 5L, DNP3 77V 7r— g VEERE 2 IH0E~y X —HND
[#8E = — K (Function Code) ] 7 4 —/V RZMETXE£d, DNP3Ea—RE LT, 120D
ERFE N0 EREE 21X 1 DOERFA LTI ZHFETEET,
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B ovess—o—¢

RDOFIZ, DNPIHERE— F L LTU AT A TRMS N D ERKEHDME & XFHN 2R LET,

£ 57:DNP3 e —

[} X F5

[0] confirm

1 read

2 write

3 BESTN

4 operate

5 direct operate

[6] direct operate nr
7 immed_freeze

8 immed_freeze nr
9 freeze clear

10 freeze clear nr

11 freeze at time

12 freeze at time nr
13 cold restart

18 warm_restart

15 initialize data

16 initialize _appl

17 start_appl

18 stop_appl

19 save config

20 enable unsolicited
21 disable unsolicited
22 assign_class

23 delay measure

24 record current time
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ones —7— 1

fie XF5

25 open_file

26 close_file

27 delete file

36 get_file info

29 authenticate file
30 abort file

31 activate config
32 authenticate req
33 authenticate _err
129 response

130 unsolicited response
131 authenticate resp
dnp3_ind

dnp3 ind ¥—TU— R&HT25 L, DNP3 77U r—3 a VEISE~ v Z—NO [Internal

Indications] 7 4 —/V RNDO 7 7 7 #BAETEET,

1ODBEEND T T 7 E£TRIIROFD L 572 ~REY D757 ) A kR UFHERE

TEET,

class_ 1 events, class 2 events

EEOT7 T TEREELESGS, ¥—V—RIV XA NOEED T I 7 E—HLET, W ONn
D7 Z 7 DOMIAEDLEERNT HITIL, 12O/ — /LN Tdnp3_ind ¥ —7— N &R L

iﬁ_o

EFFEHDODNPINEREIN 7 5 7L LTUV AT AMI Lo TEE SN TFEIRET LI TIZRL

ifo

class_1 events
class_2 events
class_3_events
need_time

local control

device trouble
device restart
no_func_code_support
object unknown
parameter_error
event buffer overflow
already executing
config corrupt
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reserved 2
reserved 1

dnp3_obj

dnp3 obj ¥—U— R&EMHTH L, BEREZIISENDODNPI AT V=7 b ~v X —%BE
TEET,

DNP3 7 —X %, 7 a7 AL T VAR E, SESERFATO—HODNPI AT ¥ =
J N THER S ET, &XA 1T, TNTh 10 EEME T SN D Fv— 7 & ff - TR E
NET (TIFe I ANITNAN—T RSAFYUANITN—=TRE) , KEINV—THNOFT V=7
X, ZNENAT7 V=27 b T EHERERETHA T V=27 PR 2—v 3 Lo TEDL
WKBISvET (16 ©y MES, 32 By MNEE BREEREVNIURRE) £, A7V
IR RV =g DK XA 7L 10 AT HIRBIATRE T,

FT V=) by A= BT DBIE, AT V=) b~y B — T N—TDEA T HFT 10
EHE LA T2 PNV = a0 DA T RT 10EREZEELET, 202504
BEDHICE S TDNP3 ATV =7 FOKEDH A THRERZSNET,

KEED/NTy ML REO /T M L TORA N M EERT DV — L EERTE £ T,

dsize

dsize ¥ —U— NI Ty b XA m— A XemELES, TRV #HEFE Uy
HET (<. >) 2o THEHOHMALIEET 2 Z LN TEET, ROMLEITHE > TR Z F57E
TEEY,

>number of bytes
<number of bytes
number of bytes<>number of bytes

oL ZUEL 40031 FEBRX DT v b YA ZERRET HITIE, atype fEE LT >400 ZfEH L
£9 500 A FRIGDONT v b A XBFRET HITIE, <s00 2 L EF, 400 ~ 500 /3o
FDT sy MK LTV — v b ) =& LTHERT 2 KO FEET H1TIE, g00<>500 2 L
£

dsize ¥—U—FiZ, 7V ety PicLloCTFra— RENBRIONNry hEBRELET,

isdataat

isdataat ¥ — U — RiX, A 0 — FHNOEDMBIZT —Z D FEETHZ EZ2MHRETHL .
=L =R LE T,

7}/(@7?&@7_\ isdataat ﬂ?~‘7~ ]*T{iﬂ%ﬁﬁ‘éiﬁ%l%(%ﬁ”ﬁ‘é Liﬁ‘o
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5 58:isdataat (5| %1

o it ]

518

247 (Type)

Bl

Offset

WoZH
(Required)

A v— FRADORFEDNLIE, 72& X, "7y b <A m— FND/SA MLE 50
T = BB 2 L aRAT DI, A7y MEL L TsoZdRELET, ¢
ﬂ%ﬁfﬁ%bi isdataat *ﬁﬁ@%%%éﬁgbiﬁ—o Lﬁ‘ﬁiﬂ%@%“‘& MRA | — }\{:ﬁ{f
LaWEaiEErtishEzd,

F 7o, BEfFED byte extract B FE /2L byte math FEREHH L TZ OB EDOEE
BETHZLHTEET,

Relative

F7a v

KBIZAOM o ar T oy —FE R L TR EEZHE L £, Mt
NEZRET DAL, BT ZBNA RO DIEED Z EIZER LT EE,
BRI To a7 o =B BIAF BB T 554 M6 1 &£ LA
WTEZFRE LET, &2, BRICAOhoTarT7 oy —Ehb 934
FMEIZT =2 BHBTRE L AFRET DI, A7y FE LT 248iE
LET,

Raw Data

F7a v

Firepower Y A7 A7) kv k567 a— K7 7Y r—ra VEDIERL
DITONDREIO, LDy b X v— NITF—ZNEEINLTND I &2 EE
LET, BiOar 7Y —ENRINL AT v b 7= Z RIAHE L TOTEE T,
Z OF# % Relative & —fEIZFEH CTX £7,

AN
= N

72 2R, foo bWV AT Y %*ﬁ?f;&—a—é/l/“*ﬂ/f isdataat DIENR DO L HIZHEEIN L

e Offset =110

* Relative = enabled

= TV U foo DBEAMHRA B — RERBETIZ 1031 2B LARWESE, VA7
AFEEEH L ET,

sameip

sameip F—U— R, X7 v FOEETIP T RLRALSEHEIP T FLANE U THD Z L %2
HELFET, ZOF—U— KI5 EzZ T ANEE A,

fragoffset

fragoffset X — U — R, TIT A Mesihie oy hOF 72y FERELEST, —HD
exploit (WinNuke $r— EAELRH &R L) Tl FEDOA 71y MEROFEER NN
o b T7IT7AIBMEDNDTED, ZOFXF—TU— RRELHET,

L z2iE, 75T A L MEENEAY Y FOF Ty 3133781 R S hEBRETHIC
5i\ fragoffset 1@& L T 31337 %?Eﬁiﬂbiﬁ_o

fragoffset F—U— l\@%lj}ﬁ%?ﬁfﬁﬁ‘é t ’a‘ﬁ:&i\ &m(ﬁ%%%ﬁiﬂq(% i@—o
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B 77 onz0x—9—¢

% 59: fragoffset +— 7 — F DS HEEF

EETF s EA

! J vk

> L REN
< QR

GE (1) HAEFEZ <> EHMAEGDE A TERNW I LITEREL TSN,

Cvs

cvs ¥ —7 — KX, Concurrent Versions System (CVS) 77 1 v 7 NTAIERERXD CVS =
YRV ERELET, XBHEFIAEREXOZ U N EFHLT, E—7 4 —"—T7 0—%if
FIACRAESHE, CVSY— RN ETHEI—REIATTHIENTEET, ZOF—TU— R&ff
45 L. 250D CVS Miggtk CVE-2004-0396 (CVS 1.11.x ~ 1.11.15 & 1.12.x ~ 1.12.7)
B LUNCVS-2004-0414 (CVS 1.12.x ~ 1.12.8 & 1.11.x ~ 1.11.16) (X9 D HEA B TE £
Ty cvs F—TU— RN, ELWEROZ N THLZ LEBRAEL T, REREXO= MY
PREEINTZGEET 7 — ML LET,

CVSNEMET AR — FENL—NIZEODVERH D F9, 6&’\ N7 4w BFRAETDHH]
REMEDH HAR— FZTCPAR Y 2 —NDZ R Y —AFEFEMOR— M U A MTBEMT S Z & T,
CVStyv Y a vV OREERFTEDLLIICTIHIMERDY £, AN —LAFMHBENMTDOILD
JIAT Y R AR—FDY A RC Ix. TCP 7R — b 2401 (pserver) L 514 (rsh) z)‘aiﬂfb‘i
T, 7272 L, = 30 xineta —/N (-DF Y pserver) & L TEUWET D551, LED TCP
A= P ETEETE L2 LITERLTLEI N, TRTOIFEER— M2, A MU — LFESE
D[2F47T >k A—h (ClientPorts) 1V A MIEBMLET,

BMELEYY
byte extract ¥— 7 — F (49 ~X—7)
TCP A NV —LD7 ) IR A7 a v

T7I9T4TNEDF—T—F

SAFAE, MU H—E L THEREINT TCP L—VZSE LT TCP #2702, F
TZE RV = L THEASN/ZUDP L— VIR E L TCUDP v a v EH LD, 77
T4 TIEERMBTEET, 200X —U—RZLV., WxDOHETT 77 4 7TIEEBBT
XFET, EBELDOF—TU—REFLAL—NEN Ty MR RN T—L L THERTHE, VAT
N 00)777‘47}7{5%%%#&]\/&'@—0 config response A~ R % {5 H LT, 775:/(7
JBEA =T 2 A ABLONy VT REATRITT 2 TCP U by FOEMEZRETHZ LD
TExFEJ,

Uty MIgEHCt v v a VICEBEEZDDOIZEIZA D £ TIZRET DA REENE W=D,
TIT 4 TIETIA v TA VERTROVIRERBELET, 21X, A1 T74VEBRTO
react ¥ — U — FIJRE LT, Y AT AMIEHOmEHO Z 7 4 v Z7IZTCP Y &> b (RST)
PNy NERESEHEAL, BT ISk o TERNH L 7,

B BAL—LIFa%
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resp ¥—J—F

% 60:resp 5|%k

resp ¥—J—F .

Ry v TREBATIEHV AT AR NNy NERATERN, WBERT 7T 4 7)INE 2 BRE -
VAT S X D BIRT A AEMRH B2 E) SEIERBHAT, 7774 7B IE 7747
T4 =Ry E L THEISN TWEE A,

TITATWEIRS TRDLZENRDH DD, VAT AXTCP Uty MZLSDHTCP Uty R
OFRETFAI LEF A, ZHICED ., 77T 4 TISENPERICRE Z &2k TcaEd, £
7o VAT AL, BERER 7R BITICNE - TICMP BIFEARFE N7 v NI X 5 ICMP BIEEARRE N7 v
DB EFF A L EH A,

RAN—NIT 77 4 TIEE Y H—E UTHER L7c#, #iEzidty v a o TEMNO b
T4y EBRETLHEO TCP AN —A 7V Tty 2RETESET, BIMDO T
Ty rhmiiahs &, Y FuyHiE, BBESHUIERKIEE T, BNMOT 7T 4 TINE
B ET T E Yy Y a U OMmEISEE LET,

BErEYY
BANBEFENL—LTOT 7T 4 TIE

resp¥—U—R&EMEHATLE, =~y X —TTCP 7 ha/Lt UDP 7 u ha b5
PIESNTWENDITESNT, TCPEEHG £ /21X UDP v a T 7T 4 712 (REEHAYID)
ETEET,

X —U—R5|EHATLE. Xy boFR, BEIOTCP U &> kb (RST) /37 v k& ICMP
BIERRERTr Y FOELLE2T 7T 4 TINE L L UERT I ERRETEET,

EEO TCP Ut v bal#E 213X ICMP BIZEERGES B2 EH LT, TCPHEfA#M L5 LT
X4, UDPE v a B U AHI21E, ICMPEGERRES KT 2T 0LENH Y £4,

T, SEIFRTCP Yy I EMATHZ & T, Ny hOREET, sk, 2132
DWFIZT 7T 4 TIEEEEDLZENTEET, T XTOICMP BIZEARES T 7 v MEE
TEICELNET, ICMP Xy hY—7 [ KRA N, FLIEF— MO EORFELRGE T v b E2FEH
T (F72E3 2T _RTCEHEHT L) 2HEETCEET,

= VN R Y =L LT &7z & &2 Firepower VAT LA CTEITSNDT 7 > a v & IEfE
IZHET D720, resp ¥— U — RTHEHTE 25 8HEZRORIIHNIFLET,

518

A A

reset_source

N—N% F) =L LTHEALIE ANy FEEETTT Y RARA Y MITCP Uy b Xy b
) F9., ZofRbviz, T{ﬁﬁﬁ‘lﬁa)f:&)ﬂl"j‘ﬂ'\g*‘ FENTWVWD rst_snd %?Eﬁ@qé s
HLTEFES,

reset_dest N—nNZ N = L THER LAYy hOSEETHL T RIRNA 2 MTTCP Uty kX
ro REED jﬁwg‘o olavwol) Iz, Tﬁﬁ?ﬁ&ﬁ@f:&ﬂ:ﬂ‘ﬂ‘f— FEHTW3 rst_rcv FET
HZEHTEET,

reset_both EER= RARA M EZEM S RARA Y FOWEFIZTCP VY h Xy hEED £97,

ZoRBYIC, TAEBEDOTZDIZHR—F SN TV D st all ZfRETDH I LB TEET,
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5%k ZtEA

icmp_net EEMNZICMP Ry N =7 BEARRA vE—U %% £7,

icmp_host EEMANZ ICMP AR A FEIEARGEA v —T %KD £,

icmp_port HEEMNZ ICMP A— FEEEARREEA v —T 2%V E3, ZO518UE. UDP M7 7 ¢ v 7 % f%
TTo7DlTfibhEd,

icmp_all EEMNZRD ICMP A v — Y ZERik LET,

« Xy NU—7 BlEARE
o RA MEEARRE
o N— MEERHE

react ¥ —J— K

e zIE, =N R T—E LTSI L EICEROmlZz )ty hTHXo1r—1%
%ﬁﬁﬁ‘é&:&i\ resp :"r—U*— %@1@& LT reset both %ﬁi‘ﬁﬁ Li‘@—o

DX I, <KD R MEHAL TEEDOSIFEfRETEET,

argument, argument, argument
config response AV REMHATLHE, FHTLHIT /T4 TIBEA L F—T =4 A, BLY
Ny T RATHEITT S TCP Uty OEEEZRET 5 ENTEET,
BErEY Y
config response 2~ K (115 ~X—Y)

react ¥—U— RZEZFEHT B L, Xy bp3v—n1%& U H—E LTHEA LW CF 7 4V
N HTML ~—Y % TCP 45t 7 7 A 72 MIEFE TE £9, HIML ~— Y DAERIC, Y AT
LILTCP Uy Ny F%fﬁofﬁ%ﬁ@ﬁﬁ%’\@Tﬁ?ﬁ76%%%?@[/35—;«0 react & —
U—RIZUDP FF7 74 v DT 7T 4 TIEE NI T—L LTHEHLER A,

7 a T, ROFIBERETCEET,

msg

msg BB E T 5 react =3y ML TR H—¢ L THEHAEINS &, HTMLR—
NN — N AR AyE—URERRINET,

msg BIEA BT LA WEES . HIML N—JITIZR DA v —IRNEENF T,

You are attempting to access a forbidden site.
Consult your system administrator for details.
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config response 7 > K .

\}

G¥) TIT 4 TIEEIREEINDZ ENRD A0, HTML JnE_X—I2 X o T react b—/L23 1 U
H—E LTSRN LTLIESY (#RELTT 77 4 ZINE PRI HE < FTREME
WY EF) o Cisco TIE, react /L= EZ+FICT AL TODLERIERETY 77 4 7127
DEIMRLTWETS,

config response AV Y REMHATHE, HTLHIT /T4 TIBEA L Z—T =24 A, BLW
Ny T RITHRITT S TCP Ut v FOBRBEZRET 2 LN TEET,
BErEY Y

=V DFEM (2 =)

config response 2~ K (115 ~X—Y)

config response < > K

config response =~ > K& 95 &, resp/L—/L & react L—/UIZ K-> CRALAEILD TCP V
Ty POBIFEEZFMICRECE ET, o, Zoa~wr Rt EEL—LZLoTHtsSND
TIT 4 TINEOMEIC b EEAE X ET,

config response 2~ > R &3 2 121%, & E 72 USER_ CONF ZHANORIMED 11712 2+
ALET,

WD X 512, USER_CONF HEIRZER DRI DITIZ config response v ROERZHHA L ET,
c T I T 4 TINEORATEE DB EIEET HI12E, WOa~vy FEffALET,
config response: attemptsatt
5] : config response: attempts 10
T IT A TIEA L E—T 2 A ADHERET DL, ROa~vy REFALET,
config response: device dev

%J . config response: device ethO

T I T A TIEORITRIRE T VT 4 TIEA X —T = AW EFERET D121, K
Davy REMALET,

config response: attempts att, device dev
S DT

satt 1T, ZEMHRA My NEZIFTANSE D20, BUEOHERIF T4 TCP U
Ty by FEFATLRITER (1~20) TF, ZOEEEITIEZ Ny T REET
DIHHIRDB DO EF, 41 TA VBEOEE, VAT AT NI T—_7y hofbD
WUty b Xy bEA M) —AICESEHFEALE T, ICMP 25 FGE/R 1 DD T 7

T4 TIEDIHNEE SN ET,

edevid, NIRRTV AT INST VT 4 TISEEEE LY, £ T4 B
TT 7T 4 TIREERALIZDV T 500 REA X —T =4 XTI,

{ﬁd . config response: attempts 10, device ethO
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B cetection fitter +—o— 1

A

AR BREOBAE T A — MUY ORI BEERE . RARY O—HREERTET D720
@ E7R usEr_cone BE AR LGN TLS 23, BEEITEET ORENFET D L. VR
T APMEIE LET,

BENEYD
BAFEFENL— )V TCDT 7T 4 T
TRIRAE %

detection_filter +— 7 — k

detection_filter ¥ —U— N2 2 & f5E SNRRWICIEE SN D /7 > B3
N— v R A= L THERALZRVRY, =L TA R MRERINRNEIICTHZ &N
TEET, UKD, BRIEDLXAI VT TA—ABAXRY NEERT DI L& EMTE E
T T 2, BMIC e 7 A URIT 2~ 3 BRI S 2 L IFEORPAN T A, [F Uy
MPRICZEOFITRRE LG EIE TN — N T+ — AT Z v 7 s L TV D aReERdH ) £
R

detection filter ¥— U — ROMADGIHIL, HETLHEDEHLLDIP T RLAZ T AT A
TEBHT 50, AX0 e MY A—F DN ER - SN &, BEXOA Tk
DR 2 ER L E T

AR ED M) HT—2BOEDITE, ROMLZHEHLET,

track by src/by dst, count count, seconds number of seconds

track B1EIE, N— L OBHEEZE -3 7y MEE I T b THE X, Ny POXKE
JEIP T RV AR ESHIP T RLADELLEFHTLINERELET, VAT ALATANU R A
VAR A LB D HIEEZRRET A, IROFOF S5 HEZEIR L £,

5 61: detection_filter DB 2|4

ClE: ELEL
by _src EETLIP 7 RLRAIZL DMHHERED 7> |,
by_dst Se4CTP 7 KL A K HHEdED 7o |,

count BT, N—TA Xy MEARTHENC. FBESHIZFEBNICEESNZIPT KL A
DN—vE N H—FTRE Ny hOBERELET,

seconds B, W—TA Xk %Eﬁﬁéﬁm:\ FRE S NIy RBv—vZ Y
B X W A RO LT

N b4 k W'(“:l T Y foo é"*ﬁ?ﬁ?'@’—é/b*‘ﬂ/ﬁi\ /k@’gliﬁé’é\ﬁ detection filter F—U—
NEfEH+T & LET,

track by src, count 10, seconds 20
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tag¥—7—F |

ZOFDON—E, FEEDEEITTIP 7 RLAND 20 BLINIZ 10 @D/ » T foo ZHH
TAHETIE, ANV FEERLEEA, VAT AR 20 HLINIZ foo ZETe/r v b &
TOULDPRE Loz A1E, A XV MBRERESRETA, LL, &IID 20 BT foo
A0[RI L25801E, A— L T30EDA R MAVER S L, 20003 mT 5T A
BN E7,

L (M & detection_filter +— 7 — KD &L

detection filter F—U— RNiE, ?F?ﬁ'{j:é@ threshold ¥ — Y — NIZfi>H b DT, threshold
F—U— NE, PAABMEZER T 27205 EfE VAR — b SN TOET B, RARD >—
NTREIND LEVME L [F CHERETT,

detection filter ¥ — U — N, X7 v FB3—NZ NY JT— & LTI 2R1ICEHA S D
MRHERE T, —UiE, BESNZ Xy b Av Yy hORNCHRIE S N H— X7 > b
WL TANY FEERLERA, 2, A1 T4 VBT, X7y hEET DL O L—
LNTRHRESNTWHWTYH, TOLI 7y ML EEA, WIS, FHESNEZ Ay A
Y RMOBIZHBLT S, =& N H—E LTERT 37y MZBE L TL—uidA X &
ERLET, £, AV TA VBT Yy FEBET DL IOBRESNTWDLLAIE., £OX
IRy NEEELET,
LEVWEIE, BT 7 v a v 2REIEROA R MBABEIETT, ZiUud, N7y ERA X
YEERUT—ELTHEALERICERSNET, 474 VBRIZBWT, X7y b EiEEE
T5HEIREININ— L, =L LEVE S ITERfRIC, v—n% Y H—E LTS
DI _NTCO/NNry NEEELET,
RARY ‘\/‘—ljil(:\detectionifilter F—U—RFZRAALX | L%UWQ\ RAA A2 B
¥ £ O'Rate-Based BB FHEHIKEE T EICHAG OB THEATE A Z LICEEL T, £
73\ 1%A7j‘o U V_Ij?@{%]\/])’\:/ ]\ L%U\ﬂﬁﬁﬁﬁg %ﬂﬁébﬁ(}k*ﬁﬁ@ threshold ﬂ?‘_‘lj‘_‘
REFHT LA A —hEhiza—b AV b— L ER/HINZLIZGE, B U—REEDRT 5 =
LIZEELTLIE &N,
EErEYY

BAALRU O LEVE

BARY 2 — D4k D% E

[L—/L (Rule) ] X—0 6 OEIFL— WAREED R E

a—B IR ANL—IL T 7 A A LR — |

tag ¥—7J— F
RANERITE Yy a VICETEMO T 7 4 v 7 2w 75T 2 K9 VAT MR T
56:0i\ tag :"r—lj”—]\%fﬁ"iﬁﬁ L/ij_o tag «*v~‘7~1\%1;"50f1°ﬁu“ﬂ“5 }‘574 /7@&/(
TERAEET D EEITIE, RO EEHLET,

tagging type, count, metric, optional direction

RD 3 ODEIZ, TOMOEMATREZRFIEUT SV THIA L £,
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B oeos—o—¢
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2O0ODEATDZ THERENOEINRTE LT, RORKIZ, ZNHOX THEREOMBHAZ R LET,
RAN—IVT—)L Ny B— F T a DR ERE LTZSE . session & 7557 A 712X
T, FACEy T a0 Try RPROEy > a N bO/Nry RO X ICFERESND Z &
WWHERELTLEEWY, AteyrarnooRry hafeH T A—7{bd512i%, RUE
ANLV—VNT 1D Eorv—n 7 a3 (flag F—T — R content F—T — KAL) %
BELET,

5% 62:tag D%

ClE: Bz

session J—m N H—L L THERA LIy a v NNy Nea 25k L
F9,

RA R =% R T—L L THERA LYy FE2EELTEHRA RSOy
e 2l LET, RARNROD T 7 4 v 7 DR (src) . £720F
RARSDRNT 7 47 DI (ast) Hildkd D HHEM -2 BN TE F
7,

RICRERT D N T T 4 v 7 BERET D123, ROGIEEEHLET,

&63: 2 b3IH

ClE: SRER
count =N N Y H—E U TEH SR e ZICiekT 57 v MEETIT
W,

OB AFEE T HIZ1E, count FIE DR ITHIELLAES (K2 L £,

ROEXDOHFRMNS, NF7 47 ORI EITEI LICn 7 THERAT2RIELEZZIRL T2
él/\o

cat

B Y U= Tl 1B BTy FORAETHARENELNH Y . 2Dy b
WZH T o B ENNT p—<  RZERREEN RSN HHT2D, LT x5y NU—T 8
BIZADETCZOREETE LTI EEN,

®64: 07 DRERESIHK

5%k £ EA

packets =D NY TT—1%IZ, A NTHRESND ATy Mz r ZIZ5ek L
ij‘o

B =D MY T—1IZ, AT NTHRESNAOBEOM, N T 74y 0 %
FOEKL £,
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flowbits +—7— 1 ]

o 2 WD tag F—V— MEZHEMT 20— b H—L LTER S5 E,

host, 30, seconds, dst

WDO30RNCT FAT v bIPBEA MIERFEENDITXTONRTry M3a ZICiREESnE7,

flowbits +—7J— F

WL At > g 2BV S TAHITIL, flowoits ¥ — U — R&EFEHLET, T TIZARIMTT
ONTRBEBIZESW Ty v a VINOEB T Y NEDITT5Z 8L, VAT ATH—
Ty a NTEED Ny MIkRST 7 A7 0 A MaBH L TEEZHTZENTEET,

flowbits IRRBA X, By a VOREHS Ty MZEID B THNDI2—FEHZRDT~LT
To Ty FOWNFIEDSNTA Ty MOREBAZHT D L. BEOMNEDRV Ty M Ef
BTy PERKBILST K R0 E7, BEANRT /SN AT LITHRK 1024 flH OAREES & EF
TEFET, &2, vl A VEHRICORIEETHZ ENDNoTVAEHEE T v MMIDOWN
TEET DI, flownits ¥ —T— R&HEH LT, #lilfia /1 U BATE2MRT 237 > h B
ETHZ LI, BEXRTy MIEREZROIZENTEET, 2O LX) s T 51T
I, £, By arNOTRTOB T A VFESLE /T ]\W_logqediin REED T )L & fF
FoN— B LT, 2B DN — VRl L, RO —/L TRIE S NTREBEFFoN
Ty NERELTEDX I /Ty NETEZLBET 5 flowbits LD/ —/VIZEDET,

F 7 a D group name HHEMTH & RO TNV —TIREBAEZEODLZENTEET, |
DDORELITEED 7NV —TIETHZ LM TEET, ZA—FICBEMT STV REE
WM AP TIX 72z, MU H—& L TER SV — VB 70— BT H v T
TRUVRBEZ R E LT25A ., BUERE IR TV D MOIRREIZITHENRH D A,

flowbits ¥ —J— kDA T3>

5= 65: flowbits DA T 3 >

WDFIZ, flowbits ¥ — T — RTHEHATX 2HEE T, REE, BIOI/ NV —T DS F I F A
Bz OWTHII LET, 2B, REAIZIL, 255, VAR (), 7oy ¥—Ra7
() BEWWFyva () 25052 N TEET,

EEF REF T ay SIL—7 |58
. tote mame FFa | Ny MCETARESNTZREERELET, TA—T
- N DEZSNTWAEAIL, FESNZ I N—TNTIREE
RELET,
. te areestate mame F7va |2y MIBET A fRESHIREERELET, S—7
- - % NEZBSINTWDEAIL, RESINT- 7 V—TNTIREEER
HELET,
e T ANV |FBRESNT-IZNV—THNTA Ay ML THRE SR EE
- EREL, ZN—THNOMDOT X TORBELZ AR L £,
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HEF KA Ty GNL—7 |8
setx state name&state name VNADZY | ?gﬁiﬂéﬂflﬁ\ﬂ/"7olj§]'(“/\ob“) MZEE L“C?Eﬁ?éﬂf:#j(ﬁ?\
- - EREL. ZN—THNOMDOT X TORELMRL £,
st ate name TN—"" |\ Xy MZBET 21 E SNTOREZ MR L £,
- L
TN—"T" |\ Xy MIET L ESNTRIEZ#ER L £ 77,
unset state name&state name
- - L
st 0 AR |FRESINTZ I N—THNOTXCTORELEMRL T,
cogqle ete e TN—"7" |$RESNTRENHRE SN TV DIGHITENZMRL., 5
- L ESNTIRENHFEE SN TV ASEAICIEENEERELE
ﬁ‘o
toggle state name&state name 7‘11/%70 ?E%éﬂfi%gﬁ@%ﬁéﬁ‘gﬁﬁgéﬂfb\é%éﬂi%ﬂ%%’:ﬁg
% - - L BR L. $87E SN @O RESER STV 2581 Th
LERELET,
Coeote 1 ANVE |FRESNTZ T NV—TNTHEEIINTND TR TOREEfiF
* ML, $8E SR 2 0 — TN TR S T BT R T ok
easE LET,
isset state name IN—TF |HEESNIIREED Sy NN TRIESNTNENE I 0%
- AL [HBILET
isset state name&state name TN—7 ?Eﬁéﬂfi%gﬁ@%ﬁﬁﬁ‘/\ob‘/ FWT%&%%MTU\%’)%’E
- - L I a7,
isset state name|state name TN—7 | FBEINIEWTNDLOIRENR X NN TRESILTWD
- - L ME I EHRILET,
Ceet . ANV (FBESNTZTV—TNT, WTNprORENRTEI T
Y BIE D EHBILE T,
isset all AN |HEE SN V=TT, TRTORESRESN TS
ME SR L ET,
isnotset |state name TN—"7" |FRESNTREED Ty PN TRIE S AL TN E H )
- L B L ET,
isnotset state name&state name TN—7" |8 SNT=EEDIRREN X7~ N TERE LTV
- - L EDmERILE T,
isnotset state name|state name I RIE ST OIRIEDS, /37 FTTRIE ST
- - L RNINE D AR L E T,
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flowbits ¥ —7— RO EAICET 574 k51> [

BETF KX Toay TJIL—7T |EiH

ASE |27y PR TWENDOIREENHRIE SN TR WN A E 5 Hh
ZHBILE T,

isnotset any

ANWZE | 237y PNTT N TORENRES L THDRNINE O

isnotset all

HRILE T,
reset (Rigz2 L) FTva | FRTOAY Y hOFTRTORELMELET, 7 A—7
v PEE SN TWDEA, 7 —TNOTRTORIEZ bR
Lij‘o
noatere | KEAEL) Jr—T |4 MERESBIT A0, SRAOFET & A
mL | bETHEALET,

flowbits ¥— 7 — FDFERICEAT 2 H4 K514 >
flowbits ¥ — U — R&EMFEHT D L E|2E, ROSIZTFEE L TLZEN,
s setx HATEHEHATIHAE, BELREIL, BELEA—7DNO 7 V—T 28T

HZLEWTEER A,
¢ setx HAFEZBEBREIEE LT, TNENDA AL L ATH 2 DIRREL R L7 V—7%45
ETEET,

® setx @i%%%ﬁﬁﬁ LT 7‘/1/‘—‘7025:}%7];’91*5%/5\\ %@7/1/*‘7()5:% LT set, toggle,
unset @%%%4&%’9‘*5 Z <E ﬂif% i“@f/\/o

® isset @3%% L isnotset /ﬁ%%ﬂi\ ?E‘H}Eﬂéhfijj(ﬁﬁﬁ) T N—7Z = EF (RSN 5 753@7—5517?‘\
<, EOREAFE L £9

RARY = ORERE, BARY —OFEHRE, BXWO® (778X a3 br—L R
P=TZRINDRARY —HUTBRR) 778X ar buo— KU —ouw ik
Wi, ZA—THEDH L isset F7olT isnotset AT Gip/L— LB HMMI LIZHEE.
XTI d BUREEL & 7' a P aVIZEET D flowbits BID BT (set, setx. unset. toggle) e
BT D 1 OULEDON— NV E2RHI LR E | MIST DR D flowvits D B TITE
g 2T R T ON—VBHNR Y £F,

cRARY =0, RARY —Of@EHR, BEW (77E8A a2 ba— KD
V=TSR EINDIBARY —BIZBRR<) 727 8R a3 hr—/v R Y —Om K
Wi, 7‘/1/‘—7072?5713 L7z isset @E%‘:%i 7213 isnotset (ﬁ%% %é\@ﬂ/‘—ﬂ/%ﬁﬁﬂz L7z
WB . flowbits BV YT (set. setx, unset. toggle) WL, MInT DT N—T %%
EHRT DT X TOL—ABELHEMCR ET,

flowbits I+— "7 — Dl
ZOHETIL, flowbits ¥F—V— RZMMT 53 20Fl 2R LET,
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. flowbits & — 7 — K D4l : state_name Z{FEHE L =% E

flowbits +— 7 — KDl : state_name Z{FA L -XE
Z AU, state name ZfEH L7z flowbits 3¢ & DI TI,
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Bugtraq ID #1110 |ZFEiR S AU TV D IMAP JEF9EIC DWW TE X THET, ZOMEFHHEIX, IMAP
DFHE (BMRRIZIZLIST, LSUB, RENAME, FIND, 38X WU'COPY =+ K) TROLNET,

22U, WEBEN ZONegatE 2 BT 2121E, IMAP = N2ue 7 A U DR H D £,

IMAP —/32>5 @ LOGIN fER8 & Z i< exploit (XMSRAGIZHI 2 D347 v NMZHFET D7
W, ZO exploit Mttt 2T 0 — RXR—=2DNL— L ZEHKT D DOIZREETT, flowbits F—
U— Rafio T—HDONL—NVEERT D L. 2= RIMAP T — N0 7 A FERINE D g
BEFL, B2 A VEROGEIE, WTNOOKERREH SNERRTA Ny MEERT 52 &
MCEET, =R 7 FHRTRVGE, WBIZL > THSEENER SL Z 23w

7o, A X FPINERESNER A

TRD2ODN—) 7T T A MIZOFEZRLTWET, HPIDNL— 7T 7 A M

IMAP H— 37560 IMAP 1 /' A VR RBZELET,

alert tcp any 143 -> any any (msg:"IMAP login"; content:"OK

LOGIN"; flowbits:set,logged in; flowbits:noalert;)

WOKIL, EFRRDON—L 7T T A MBI 5 flowbits F—T— ROZWREZRLTWNET,

Apply rule if
No aclive in
intrusion policy
and matching
port in traffic

Host in
networks and in the
network map?

I 3

Application
traffic
in packet?

Application
metadata
In rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
hast application
information

371863
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flowbits +—7— KD :

flowbits ¥ —7— Rl - BigtA > hzsizRcTHE |

flowbits:set |& logged in lﬁfﬁﬁ%gﬁﬁgbij—b\ flowbits:noalert 75‘7?“‘ }‘ %Tfﬂﬁ?'J?Lé el <E
WCHEBE LTS, Zd, IMAPH—ANETEHOBEELRn 7ty va  BSiond
FREMEDRN B D T DT,

RON—)v 7T 7 A MEILIST XFHN R LETH, By a P HOEIT/ 7y FORR
& LT logged in IREEDFREF A TRWVIED , A X2 FE2AERKLEH A,

alert tcp any any -> any 143 (msg:"IMAP LIST";

content:"LIST";

WOKIL, LD —L 7T T A MIBIT D flowits F—U— FOREEZRL TOET,

flowbits:isset, logged inj;)

Apply rule if
No aclive in
intrusion policy
and matching
port in traffic

Host in
networks and in the
network map?

I Y

Application
traffic

in packet?

Application
metadata
in rule?

Do not apply rule
to traffic

Apply rule if
active in

intrusion policy
and matching
host application
information

3r18a3

ZOHAE, BIDT T T A N EET AR Ty Mz > TR U A—¢ LML
BEA 2BRDO 7T 7R "EEHAL—AN NI H—L U THEAL, AV "EERLET,

RREARD FESIESECTRE

B Xy NN T YD, M E RS TLIREEE FFoL— M —8T 5 Z LI L - TR
AR SRRAETHEREMERDH Y £, @@@W%WT&%éﬂt@ﬁ@%%%%7w% Iz
EOHIETINEFERETE ET, ROBIX, EEORELZ 7N —TICE DRV EITRR
HRBETAAREERNHDHZ LB RLTWVET,
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B fowbits £—0— FOB BRI R FESIFRCTRE

12Dy a3 TROIDDNL—IL 7T T A NN ZOIEFTRIY H—E LTHEHAINDE
EEEZTHET,

(msg:"JPEG transfer";
content:"image/";pcre:"/"Content-?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";
?flowbits:set,http.jpeg; flowbits:noalert;)

WOKIL, EFRRON—L 7T T A MBI 5 flowbits F—T— ROZREZRLTWNET,

Keyword: Rowbits Rule Evaluaticn Criteria Match Result
el e s R s e
Keyword: fowbits Rule Evaluation Criteria Match Result
Operator: noalert ' o EE&T;E:::E}:E P Yes P Mo event generated o
5
WARNDON—v 75 7 A FND content F—U — K& pere ¥—U— KR JPEG 7 7 A )L X'

ra— K —ﬁ(b flowbits:set,http.jpeg yop http.jpeg flowbits AT — |k %E&E L.
flowbits:noalert [T/ —/LTODA Xy MERZMIHI L ET, A X2 MBER IR WERBEIX
ZON—=NVDHRRTZ 7 AN F U ra— Raefitl LT tlowits IREBEZRET 5 Z L7205 T
T, ZHUCLY, 12 EDar R=F =L TIRELA ZRE L THEa T Y 2L,
BEAT UV PBHSNIRRTA N P EARTEET,

WDON—)v 7F 7 A M, EFREDIPEG 77 AV X — Rk GIF 7 7 A )V X
o— RZMLET,

(msg:"GIF transfer"; content:"image/";
pcre:"/"Content-?Type\x3a (\s* |\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:set, http.jpg, image downloads; flowbits:noalert;)

WORL, Lo — 7T 7 A MIBIT S flowbits F—V— ROREEZRL TWET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: set If match, set http.gif State http.gif set in
State; hitp,oif state in group 4 Yes Eroup
Growp: imoge_downloads image downioods. image_downloods
Keyword: lowbits Rule Evaluation Criteria Match Result
Cperator: noalert » err:'nraJ';_I'drl:IL:;:'::tn > Yes P o event generated E
(]
&

2FHB DL —LND content F—T— & pere F—TU—RIXGIF 77 A/ XU a— K&
A L. flowbits:set,http.jpg IL http.jpg flowbit A7 — M Z R E L. flowbits:noalert [L/L—
NTOARy MEREIHI LET, HIONL—I 7T T A NTE Eéﬂfx_http jpeg«H(FL EN
AREIZR>THEIEMERESNTND ZEITERELTIEZE Y, ZhIE, BROGIFX T
o= RSN L EITIPEG X U m— RBBECK T LTSI ChH 72D TT,

WIRT 3HERBDON—)V 7T T A NIRWIONV—IV TZ3 7 A DAy /=4 TT,
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flowbits +—7— Kl : 8tha > kB CooE ||

(msg:"JPEG exploit";?flowbits:isset,http.jpeg;content:"|FF|";
pcre:"?/\xFF[\XE1\xE2\xED\xFE]\x00[\x00\x011/";)

WO, EFRON— T7F T A MZBIT D flowbits F— TV — ROIRZRL TWET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
rator: isset At i state is ICale it e b
G_:ne EII: st_k,e t http jpeg state is > i > |False paositive) o
Stote; htlp. jpeg set, penerate event. Event generated x
£
o

3FEHDNL—)L 7F T A FTHEE, bIFRMEERIZ/ 572 nttp. jpeg AT — M HF ﬂiéﬂfk‘
DI L% flowbits:isset,http.jpeg D3HIBI L. content & pere id (GIF 7 7 A /L TIHEET

) JPEG 7 7 A VN TIRAEF L AR SN AT Y aRELET, 3BAOL—VL 7T
AV MZE-T, JPEG 7 7 A VRICIFE LW 7 27 A MIBT 2R H A <2 FavE
RENET,

flowbits X—7 — FDH| : FBBEHARY FEFCT=HDHRE

WOBNE, REALEZ I N—TIZED T setx HERETEZMHHAT L2 LT, CoXH IR A
IETEDEINERLTCHET,

AIOF L IFIERI L —RAEB 2 E T, FE L, &HIO2OONL—/LT, R LCIKETV—T1Z22
ODBEILDIRREL NG END LI o T BN R D F97,

(msg:"JPEG transfer";
content:"image/";pcre:"/"Content-?Type\x3a (\s*|\s*\r?\n\s+) image\x2fp?jpe?g/smi";
?flowbits:setx,http.jpeg,image downloads; flowbits:noalert;)

WOKIL, EFRDON—L 7T T A MBI 5 flowbits F—T— ROZREZRLTWNET,

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operator: setx If maatch, set httpjoeg State hetp.jpeg set in
State; http fjpeg P state exclusively in group 4 Yes Eroup
Growp: image_downloads imoge  downloods, image_downloads
Keyword: lowbits Rule Evaluation Criteria Match Result
Cperator; noglent i LINERER, O NOT SENERTIE 4 Yigg P Ho event generated =
an event.
5
&

BHIDON— 7 F T X "IRIPEG 77 AV Fyra— REBNT 5 &
flowbits:setx,http.jpeg,image downloads F—U— I“ N flowbits v{j(FL %L’ http.jpeg Iz :n‘/\dEﬂ L/\

Z DIRAE % image downloads TN—FIEDET,
Z D%, WON—)Vi3&#ED GIF 7 7 A )V F o ra— Refifl LET,

(msg:"GIF transfer"; content:"image/";
pcre:"/"Content-?Type\x3a (\s*[\s*\r?\n\s+) image\x2fgif/smi";
?flowbits:setx, http.jpg,image downloads; flowbits:noalert;)

WOKIL, Fion—v 7F7 7 A MIBIT5 flowpits ¥ — U — RO R % 7R~ L’Cb\iﬁ“

gaL—LzF«42 I}



. http_encode ¥—7— K

BAL—LIT14 |

Keyword: Aowbits Rule Evaluation Criteria Match Result
Operatos: sete f match, set http.oif State hitp.gif set in
State; http, gif P state exclusively in group o Yies = group
Group: image downlaods image_downloods, image downloods
Keyword: flowbits Rule Evaluation Criteria Match Result
If match, d t
Operator: noolert I ”'_j o m e Yes = Mo event generated
EEnerate an event,

2HFEHONL—IV T I T AV IRGIFZ Y ryan— R8T 5 &,
flowbits:setx,http.jpg, image downloads F—U— R http.jpg flowbits AT — K %"?X}E L.

TN—THNOMDAT— K TH D http.Jjpeg %ﬁ@&% LET,
WIS 3HZEHDONL—L 7T 7 A N CTREMRHNIIBAELEE A,

(msg:"JPEG exploit"; ?flowbits:isset,http.jpeg;content:"|FF|";
pcre:"/?2\xFF[\XE1\xE2\xED\xFE]\x00 [\x00\x011/";)

WO, EFRDON— T T T A MBI D flowbits ¥ — TV — ROIRZRL TWET,

Keyword: lowbits Rule Evaluation Criteria Match Result
Operator: isset t http jpeg state is
= | | went penerated =
State; http jpeg > set, penerate event. > i i e skt geratalad =
£
o

flowbits:isset,http.ipeg M false THHTZD, L—)L T NI — )LD ZEE L, A
Ny MIAERENEYA, 29 LT, GIF 77 A /VAD LT YR IPEG 7 7 A WIZEET %
T AT b arrroY B LEEETHRBENAERINE T,

http_encode +— "7 — ~

http encode ¥— 7 — RZ&Z{Ef9 % &, HTTPURI, HTTP~ % —WN®DIE cookie 7 — 4, HTTP
gisk~ v X —N®D cookie. HTTP JSZND set-cookie T —Z DWFNNZBW T, EHILRETO
HTTP ER F /21T END T a— R XA FZHESNTA Ry b EAERTEET,

HTTP 5% & HTTP cookie Z A2 4 L . nttp encode ¥— 7 — K& L T\ D —Lic—F L7z
HDEIKT L 9T, HTTP Inspect 7'V 7 ut v EFRETHMLENH Y 77,

F7o. BAL—ILNDnttp encode ¥—V— RTHRED T a— R XA FIZHo>TA X bR
MU =L L THEHEIND L DI29 5121, HTTPInspect 7'V 7' a2 v V3% E TEl x DFFED
TA—RNEATOT A= R AT a7 I — AT a rOWEERNT 20BN
D ET,

DRI, TOF T3 TARNY MEERTE D, HTTPURL, ~~ v % —, cookie, set-cookie
DTy a—RK A TEHBALTWET,
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http_encode +—"7— FDEX .

%2 66: http_encode T O1— K 24 7

I a—k%4 |EHEA

i

utf8 HTTP Inspect 7'V 7wt v+t k572 — R NTUTF§ = a2 — K A4~
DEMNZ 2> TWHGE, HESNTHFI CUTF-8 = 22— Ra L&
‘a‘(}

double_encode HTTPInspect 7'V 7a vy ik H7Fa— R CHEZ a— R ¥4 7R E
T2 TV DIGE, BESNISBIIC Hrrya— FalRH L ET,

non_ascii FEASCI LFDRH SN TH, sl a— R ¥ A4 TRED /-
TWZRWEAIT, f5E SN2 FTCTHE ASCI CF a4 L E T,

uencode HTTP Inspect 7"V 7' & v 92 L 57 =2 — KT Microsoft %u = > 21— K ¥
A THREMNZ 2> TOBEHE, FBE SN 7251 T Microsoft Y%ou =2 22— R
R L ET,

bare_byte HTTP Inspect 7'V 70t v I L HF a2 — RCEHANAS f =ra— R ¥
A TREMN T2 o TWDEGE, FBEINTSFIICEANS by a— K%
R LET,

EENEYD
HTTP Inspect 7'V 7"m ¥z »#
P — L ~UL D HTTP IEH A 7> 3 v~

http_encode ¥— 7 — FD#EX

Ioa—FT4 2T DGR
HTTP URIL, ~v & —. F721Z set-cookie 72 ¥ D Cookie THRE SN a—F 17 XA
EMRBTDOINEIDERELET,

Iva—K4&47
KONWTNPOEXEFEHLC, 12Uz a— R4 7%2EELET,

encode_ type
encode type|encode type|encode type...

Z ZC. encode_type IR OWT T,

utf8

double encode
non_ascii
uencode

bare byte.

HE (1) HEEFLOR () MEFZ HIEATEARANI LICTEELTIEE N,
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fpmc-config-guide-v61_chapter79.pdf#nameddest=unique_1768
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. http_encode +— "7 — KDl : 2 DD http_endcode ¥—T— FEFEALz2DOOT>a—T 4 VT DRE

http_encode —"7— KD : 2 D® http_endcode F—7— FZ{FEAL-2DoOT>a—

T4 UTDBEE

WIZ, A L/—/LT 220 http encode ¥ — 7 — RZfH LT, UTF-8 3 L U Microsoft IIS %u
T a—F 47O HTITP URl 2R T 5612~ LET,

E%*)”Z\ http_encode F—U— ]\%{ﬁﬁﬁ Lﬁfjﬁo
eI aA—T 4 YU DIBFR : urTP URT
eI A—TAVTDEAT :utss

7}*{61\ JEjJH@ http_encode ﬂE—‘T— ]\%f{%ﬁﬁ Lij*o
eI aA—T 4 YU DIBFR : urTP URT

. I>3—7_:4 DR A =7 vencode

BIE : file_type & L U file_group ¥—7 — F

file type & file group ¥ —V— RZMMT DL, A T L=V g VZESWT, FTP,
HTTP. SMTP, IMAP. POP3, NetBIOS-ssn (SMB) # /L Tk ENd 7 7 A L2 mHTE
9, 1 2ORFRANL—ILNTEED file type *— U — Ko file group ¥ — VU — NZEfEA LA
WTLEEN,

fegatesT — 2% X—RZ (VDB) #HHTHE, DO T 7 AN ZAT N—=Tar TLr—F
PRAN—I =T 4 ZIZERINFET,

GE)

VAT A, file type BIL N file group F— VU — RIZEZRAT D207 ) ety sm
HEIWNZAZNCTHZ LI LERA,

file type E file group F—U— I\&Z*ﬁ(ﬁ‘é }‘57/1) /7(:*TL/VC/])’\/ ]“é’éliﬁk L.
AU TA VBT, BRAN7y b Rey X LET, T25I80F, FEOT) Fanty i f
T HRERNHYET.

% 67: file_type & & U file_group DIEAA R FDER

Jotan WELR ) TawyyFELET) oy T ay

FTP FTP/Telnet 7' U 7' & B L OV [TCP X+ v — FOIEHA (Normalize
TCP Payload) 11 v~ 74 Y IEHULT Y Yt y¥ 7 g

HTTP HTTP 7 7 4 v 7 TORAA X2 N &ARKT % HTTP Inspect 7V 7'
T,
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Jota WERT) Ty HFELET) IOy T3

SMTP HTTP b7 7 4 v 7 TORAA XY MRS 2 SMTP 7' 7't v
IMAP IMAP 7' 7'mt v

POP3 POP 7V 7t v

NetBIOS-ssn DCE/RPC 7'V 7t v HIBLO[SMB 7 7 A )b A VA7 3 (SMB
(SMB) File Inspection) ] DCE/RPC 7"V F'u& v 47 a v

BEErEYY
Wegate 7 — & X— 2 O F Hr
FTP/Telnet 7 21— 4
A T4 VIERULT Y Tat vt
HTTP Inspect 7' U 7'ut& v
SMTP 7'V 7'ut v
IMAP 7'V 7't v
POP 7'V Zut v
DCE/RPC 7'V 7t v

file_type +— 7 — K & file_group ¥—7— K

file_type
file type X — UV — REMHTHE, N7 74 v VN TR GERD T 7 ANDEA T L /X—

VarEBRETEXET, VANV ZATEIE JPEG°PDF 2 L) X, NI 7 4 v TR
T57 7 ANDEREZHI L £7,

GE) EJ E{%A/V‘—ll/lﬁ]w@ file type F—U— I\%}DJIJO) file type F—U— }‘i 72ix file group ¥ —
U— FE A LN TIZE0,

T 74/ TR EED/N— 3 > (Any Version) | DNEBIRSNETRH, —HOT7 7 AV F A
TNV ar FTFary (FEZITEPDE A=V a0 17) BBBIRTAZLIZEY, T
T4 THRHERBRLERDEEDT 7 AN AT =V a UEFBITE £,

file_group

file group ¥F— UV — RZMH+T 5L, T 74 v 7N THRINTLHEUD T 7 AV Z A T 5
72% Cisco EBRD I N—THBRINTEET (RIVFATAT, A—TaARE) . 72, 77
AN TN—T120E, TNV—TNDOET 7 AV XA TIZT D Cisco EFRDNA—Va Vb EE
nTnET,
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GE) [EJ E{%]\/V“‘/VW'@ file group XF—U— ]\%BIJO) file group XF—U— ]‘i 7= [lue file type X —
U— RE—AHIERALELNTE S0,

file_data +—7—

file data F—T— }‘ﬂi\ content, byte jump., byte test, pcre 7L£ &@ﬁﬁ@%‘*‘g*‘ ]‘T{fﬁﬁ
TREARRL S OB L LCTHBET 281 © & TF, file data ¥— U — F2E LRTF—4
DHEATNE, MEEND T 74 v Z7I2EoTRED ET, file data ¥—TU— FEHHT 5
L. MDA m— R ZATORBEEAIFLRTZENTEET,

« HTTP &AL

HTTP Ji& /37 v b A9 521X, HTTP Inspect 7V 7't v ¥ & HZHZ LT, HTTP
ISEERET DL TV Fut b ERET DHENRSH Y £3, HTTP Inspect 7Y 7’1
* 7%753‘ HTTP FE’/E@K?C?*& %*ﬁm Lff_i}%/ﬁ\cl\ file data ﬁ?‘_‘lj‘_‘ 1\75)*& L/i‘j‘o

FEIERE gzip 7 7 ANV T —H

HTTP JGEEAR LN O FETEAE gzip 7 7 A V&2 MRAE T HI21%, HTTP Inspect 7°J 'k v 4%
BINZT HRERH Y, S HIZHTTPISE Z A LT HTTP JREARSTN D gzip [E#E 7 7 A
NEBILTHED T ety B E2RETLILEND Y £T, FEMZONTIE, — 1
~L® HTTP 1B A7 > 3 > [HTTP )& DA (Inspect HTTP Responses) | 35 & OV [[£
KT — X% O (Inspect Compressed Data) | 2 L T 72 &V, file data ¥F— 7 — K
i%. HTTP Inspect 7'V 7' 1 & » %23 HTTP AR SCN CIEIERME gzip 7 — ¥ ZfatH L 72356
WZ—ELET,

IE#ME 47z JavaScript

IE#ME & 417z JavaScript 7 — & #9521, HTTP Inspect 7'V 7' 1t v %2 HhiC

T HTITP IS 2T AL > 7V 7Tty V2K ETHILENDH Y £9, file data ﬂ?‘_‘
— RiX, HTTP Inspect 7 U 7' & v $ 3 IEEAR LT — # N T JavaScript i L7256

ézéﬁz LET,

SMTP ~A 11— |}

SMTP A B — RZMETHI121%, SMTP 7V FYut v b Z2HMTHMLERH Y 9,
file data F—U— RNiX., SMTP 7'V 7t ¥ SMTP F—H é’*ﬁtﬁ L?‘:%é}(:gﬁzb
£,

SMTP. POP, £7/-iZIMAP T 7 4 v JNDOxT a— RENTZEFA—IVITSNT7 74V

SMTP, POP, F£721XIMAP F 77 4 v 7 NDOEBETA—NIRMNT7 7 A VEBRAET DI

ZNFH SMTP, POP, 721X IMAP 7'V Y ut v ¥ & HM T, £/-IHEE u‘ﬂ%l/\?bﬁ
THMNZT HRERNHY T, Z0%, ALY ety T &l 7a— Ki5
DENFNOTMS 77 ANV = a— R A4 FEFa—RT5 L% 97 U 7at v b RNEE
ENTNWDLZ L EHERTLIMNENSY £3, 7V ey T LICREATRERIRMN 7 7 A
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VT a— R A7 g i, [Base6d HEDIES (Base64 Decoding Depth) 1. [7 E > ~/8
vy XA F VB OBRES  (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted Printable 15 5 ™
& (Quoted-Printable Decoding Depth) ], 35 X UV [UNIX M5 DiE X (Unix-to-Unix
Decoding Depth) ] T3,

1 DOV — VN THEED file data ¥—V— FEHHTEET,

MENE YD
HTTP Inspect 7"V 7't 4
P— XL ~UL D HTTP IERULA 7 > 3 v
SMTP 7Y Zut v
IMAP 7)) 7'mt v

pkt_data *+—"7—
pkt data ¥ — "7 — N|&, content, byte jump, byte test, pcre oo xr—U— KTHEH
FRERANES B OEBIE L CTHERET DA & TT,

IEHRAL S 72 FTP, Telnet, £721X SMTP N7 7 « v 7 B SN 7256, pkt_data F— T —
NiE, ESfbESn ATy b XA m— ROEHAFRLET, TOMD N7 7 ¢ v 7 B S
72858, pkt data F— U — Fi&, RNMILO TCP £721X UDP A o — FO&FEHAFE L £7,

BAN—IVTHRET DO, BN TDHDNT T4 v 7 2 AT ATESET 2I120E, ROER
A7 a v BHNNCTH0ERH D 4,

c RAEDTZOIZFTP b7 7 ¢ v 7 Z EHET 512X, FTP & Telnet 7Y 7' 1t D [FTP
a< 2 RTO Telnet = A7 —7 22— KOHE (Detect Telnet Escape codes within FTP
commands) | A7 v a v EHIZLET,

s RED= DI Telnet N T 7 4 v 7 Z EH LT 511X, FTP& Telnet 7'V 7’12 & » $ @ Telnet
O [IEHME (Normalize) 147 a v 2 HCLET,

s REDTOIZSMTP 7 7 4 v 7 ZIEHLT HIZiE, SMTP 7'V 7ut& v 4o [1E#L
(Normalize) 147 v a v ZHNZ L ET,
1 DONL— LN TEED pxt_data F—T— REFHTE £,
EENEYD
JIA T NL-YULDFIP 47> 3 v
Telnet 47> 3
SMTP 7V FYutvH¥o4 7 g

base64_decode +— " — k & base64_data +— " —

base64 decode F—U—FR& base64_data ¥F—U— REALEDLETHERTLE, BELLET—
F% Base64d 7 —H L LTT a— FELUMET DL OV — b 2o P UTHRTE £, 2L
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Z I3 HTTP PUT 3 . (X POST E RN D Base64 > = — R HTTP REFE R AL L & Base64 —
a— R F—H BRETIHEIT. TN ORRERH Y F 9,

INHOF—U— RIHFIZ, HTTPERND Base64 7 — % %7 22— KL THRAET 5 9 2 TR
HLET, T, BNy X172 EBITICILET 2 72 OIZHTTP Tffiboiu s O & [ U HIE TR
ReAYFROR T UFZMEHT L SMIP R D7 ha LTy, ZhbAEHTEES, 2o
FHEE (rVRLEBE D) Z2EMT 570 b a LNICITIREDRNEE LW E . B A~S—
AE T b WEIR R TS T A E LS CRAEDNK T LR,

base64_decode

base64 decode F—U— KL, X7 v b S — X % Basebd T —H L L TT a— F4+Ba L9 1—1
TR LET, AV a v OIBEHERTAE, Ta—RTLH58, Mk, Ta—F
PR T AT — X NONMEEEETCE T,

base64 decode F—U— KLl O@/V‘—/VWVG 1 @f:aj—fi)zﬁﬂ‘ﬁlé‘(?o ifl\ /)\f£< L %) 1>
? base64_data F—TU—RKDA VAX L ADHNZZNEEBET ALERNH Y £97,

Base6d 57— X &5 a— RT AR, L—/IL =203, EEITIChE>TIHDIRENT-EW
N X = EBVIRTET, =D U BIRONTINNCE R T T a— R T
L%,

Ny X—ITORE
e T a— Rxfgrl L THRE SN A Mk
NTy FOKR
WDFRIT, base64_decode F—U— FT{%%ﬂﬁEiﬁ%l;&@%ﬁEﬁ R LULET,

5 68: base64_decode DA+ 7 3 25|k

515 FiBA

Bytes TA—RTL S, MERELET, IheiRELRWEE, ~y ¥ —1T
DRBFEIZ NNy Mo — RRBROEL L PNEICHBLT A ETF
a— FDkfTSNET, BullSOEDMEiFETE £,

Offset NTry PR n— ROFHEALEC LA 78y FERELET, EHI1C
Relative HF57E L2 B A3, BUEOMENMELZ LEC LA 7y Mok
ELET, BulAOEDHEEIEETEET,

Relative BHEDOMANEZ EEIC L TRET DI L2EELET,

hase64_data

base64_data F—U— NIL, base64 decode ¥—U— R&fHo>TT a— FNZ7- Basebd 7 —
ERETAHLDOOSRERM L T, base64 data ¥ —U— R, 72— F&N 7~ Base6d 7 —
5 DI DR L BT 5 L O BIELET, 7% 32T, content R byte_test 72 E DM
D% —0 — [T RS e BT LT, MBI % & HICIRET 57 & b TR £,
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T ES f‘oéﬂ‘ﬁﬁ?éﬁﬁéi\ B base64 data F—U— F\%/V‘—/Uﬂ:*ﬁj\ﬁ—é‘z\gﬁ§§)
D ET,

BErEY Y
WEZL : HTTP content 35 & OF protected content ¥ — 7 — RDF[# (35 ~—)
content ¥— 7 — ROEE Y — 2 < FHREOSE (40 ~X—)
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