IW—ILEFERLERBARD) O—DRE

ZITIE =B LTRARY =2l T 5 FEICOWTH L E T,

c BAL—LOREDOIEAR (1 4—)
BANL—NLDHE AT (2 —)

BRARY —HNORAL—LDEKR (32—)
cBRARY —NDIEANL—I 7 4% (10 2—2)
cBANL—LOIREE (21 X—)

BAEY —DREALNRY MEHIOT 4 LE (23 =—)
c BIEAL—LREE (31 R—2)

cBANL—LDIA AL FNOBEI (35 2—)

BAIL—ILOFZEDOEKN

RARY =0 b=/ (Rules) | X—VZMHEHLT, HAT V=7 b r—b | FEHET XX
Mv—n, FV7at vt L—VIZET AL VIREE L ZDOMOBRTE LR TEET,

=X, = RREE [ XY b &ARNT 5D (Generate Events) | £721X[Fue vy 7L TA X
v &R T % (Dropand Generate Events) JIWCERET HZ LK > THMICLET, L—1%
AT DHE, AT LANZEON—NE =BT DHRNT T 4w 7IZHTHAN MEAERLE
T, N VEBHITHE, L— L OMEMEESINET, Flo, AT AVERT[Re Y
7L TA Ry hEAKT D (Dropand Generate Events) JIZF%E SN7-/—lk» T, —&F
DT 47T AN IRERII, EONT T 4 v I PEEIND KO, BFAR
Vo—%hRETEET, Ny v 7TRERETIE, [Frey 7 LTA Xy 4Rk T % (Drop and
Generate Events) JIZRRE SN/ — I K-> T, —HTDH T 7 40 v 71T 54 X2 hAVAE
MENBTZTFTT,

N—NDY Ty NEFRTDHILINN—NET 4 VAT L Lo T, —REESR
IW—IBREEERETHNL—LDE Y b &2 EMICERCTE F7,
BAN—IVEZEZN—NDEIEN T ey OBz nEETLH5E5, *y NU—7 %
ARV —DWebA v F—T7 x4 AT Taty BN ENLENTZEEITARD T2,
VAT MIBBMCHEORETT Y a2 FEHLE T,

L=LEFERLEBARY S—0HZE [}



. BAL—LDE AT

L—LEEALEBARY —0RE |

BAIL—ILDOAA T

RANL—L &L, Xy N =27 NOMagagttz R ERMT 2R A2 BN T 572D 27 A0ME
M7 2, fREShlex—U— L5ty hOZETT, YATAEFHRY NT—2 R T T4 v
T HTT AR, Ry NEBA—VTERE SIVZREICRO LEbYE, 77— 37y IR
= VICHRE SN T X TOERGEH - THE, TON—vE M) H—LET,
RARY =TT T OMRERRH Y £,
BAN—, WHEF TVl b =L ERERET X R b L= IS EISET,
YTty Y—ib, Nry b T a—FORMNA T g . £721d Firepower ¥ AT A
RO Zat o 1 SICBEEMST B E T,

WDORIZ, UEDOLV—1 2 A4 TORMEEZERHLET,
R1L:BAL=—LDOEZAT
247 (Type) x4 L— |SnortID (SID) Y —X (Source) JE—OT | #REDH
41D (GID) % =
HHEFTo |3 1000000 i Cisco Talos Security Intelligence and Yes HIFRf} =
JL—)L Research Group (Talos)
FERET % 2 hL—)1 |1 1000000 A Talos Yes IR A &
1000000 L4 | 2—HFRERETITA A= b Yes Yes
F)Fat ¥ —|Fa—FE 1000000 A Talos No No
v X7
b oz | 1000000 BA FT v a VRERIZ Y AT AT LY AL | No No
&
Talos IZ X > TEREN TN — N EZZEE L TRFTHZ EILTEEEAN, BEINTL—L

DA —Z AT L=V E L TRFTDHZ LI TEET, =V THEHEINIEKE I
=L~ B—IERIER CHETL ESEDR—FRIP T FLARY) 2EETEXET, <L
F KA A VEBBTIX, Talos I & » TIEREN D LV— T a— L RAAL B LET, +
FBRAL L OBEEEIL, —LDOa—Hh)L a—FFEFELTHE, L— I ERETXET,

Talos IZ X > TERE N DV —ITIE, &7 74N MEARY —NTT 741 EOL—Ltk
EREID Y ToNET, IFEAEDTY Fut v L—ILinT 7 5L N THEGIZ/R> TV DT
O, VAT AT Tak vt b UIKT DA RN FNOEREA T A VR TOER N
oy NOIEEEITOELIHGAIT. INODNL—NVEFRNTIHILERH Y 7,

VLT RAL VBT, THR R AL U TERENEZD, FRIF TR AL A VR— R &
NIz AH L )v—® SID DIEHAIC F A A U FEBBINESNET, & 2E, Z7a—L K
A A AZBMENT=L—1Z 1000000 L ED SID B3 H VD . F5 KA A 2B E N —ic
X [ KA A & 51000000 LA o SID 238 0 £ 37,

B L L EERLEBAKRY S—DHRE



)'/_)IJE i L, JI=x /\IJ v o)uJD_T_E
11Al N U v ;qo’) xl}lf )'/Ol)ill\ .

BARY O—HOERAIL—ILDRT

ZX—F 54t |HEDSI LR |[HH— FENBT|HH—FEhBE|[FHER

VAR NA R ALY (Access)
B (Threat) Protection £E (Any) £E (Any) Admin/Intrusion
Admin

BARY —TON—VOERFTEZFHETE, BHEOEHFIZE-TV—NE Y —+TEF
T, HFEDN—NVDOFMEFR R LT, L—ARE, V= F¥a XA b, BXUOEOMOL—
NKEERFERTH L b TEET,

FIE

ATvF1 [RY) >— (Policies) |>[7Y X 3> tO—/L (Access Control) |>[RA (Intrusion) |% i
RLET,

ATV T2 WETDIRI O —DRICHLIWMET A2 &) 22V v 7 LET,

ROVICFERT A 2 () BRRSNDEGE. RETLHE R A IR LT, BEZXR
HFDHERD BV £H A,

AT T3 Fer—var Rxao [RY —1E#H (Policy Information) ] D FiZd % [/L—/ (Rules) ]
Vv LET,

AT T8 = VEERLTWHRE, UFEETTEET,
ARARY —NDONL—)L T 4 VEZDFEE (20 X—) OFHIES TLV—vE T LV H
Vo7 LET,
e V= DML T EHT LD —FLEOFA MVERETA a2 )7 T52L108-
T, —nN%&EY—FLET,
RANL—NEEDOERTR (5 =) OFBIHES T, RALV—LOFEMER T LET,
«[RVUT— (Policy) | Fuvy 7 X JRAMNLEEAERIRT S Z LICK-T, BARDKR
U —EREoL— L ERRTLET,

[12AJL—JL (Intrusion Rules) ] R—< M3l

[ZFA/L—sL (Intrusion Rules) | X—TTld, A=a— N—BLO¥|~y X —IZRILCT A 2
NEHINET, =& 2E, b—/VIREE (Rule State) | A == —"TiX, /L—L U A D [Jb—

MAREE (Rule State) 1FIEALT A = () BEASHET,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |

. [BAJL—JL (Intrusion Rules) ] X—Z D3

£ 2:[)L—IL (Rules) ] R— D3|

RHL

Bl

GID

A= DY xR —% 1D (GID) % 3T 3%,

SID

N— L DEFFRB] T & LU THERET 5 Snort ID (SID) % 9 %5k,
B AL I =L DA . SID i 1000000 LI ET9,

~“NVF RAAL VEBTIE, TR NAALCTIERSNTZD, TR AL AL R — b
NI AL L V=D SID DFHAIZ KA A U FBENBMENET, LI, Fue—rr
R A A BN S 372 0— 112 1000000 LLED SID 3H 0 . 5 KA A B En- L —
JUZIX [ R A A 251000000 LA o> SID 72388 0 £97,

Ayt—

ZON—=ZE S TERSNDA XY MZEEND A v &=, L= DARTE LTHIKEE
Lij‘o

JL— LD L— VIREE,
s RryFLTARY FEERT S (K)
o AR NEERT D ()
o 2 ()
BN —NDT A aNF, FT 74y 7% Fay TEFIIA R M AT 2 X5 ITHRE

INFEN—NDT AL DT L —RKRENT-NN—2 3 0T, £/2, L—LDL—)LIRRET
AfarvuEI7 Yy 35HE NV REEEETEET,

JL—/L @ Firepower #E4E/L— AR HE,

N—WZHEHA SNHA N2 b LEWESRA N2 MR EDA N b 7414

=)L DEFPL—IRRE, FEE SNz L — MRENEAELIEGEICAENIR Y £,

=N LTRESINZT 77— b (FLEIZSNMP 77— FD&H)

=GB Eniza A b,

LA YDORay 77Xy YA RNEFHLT, R —HNOMD LA YD[)L—/L (Rules) 73—
WXL TEET, RV U—ICLAYEEBMLholGRIc Ry Xy Y
A MIFERENDIWETRELRE 2—IIHR Y —D[)b—s (Rules) |— &, JGIEMy Changes
EWVWIHLHITE TR Y =B D [JL—/L (Rules) ] X—V7IFTHDHZ EICEELTLLES
W, INHDOE2—D—HEERTLE, b —HbRILIIICEREINDZ LICHIERELT
KISV, Fry Xy A MIE, st R0 EHOEARY > —d[L—/L (Rules) 13—
VHIRINET,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
gar—roza ]

BFAIL—ILDEEM

[b—/LDFEAM (RuleDetail) | B = —"C, /L—/L K& =2 A |, Firepower DHELEHIA, 5L
=)V F—sN—sy REFIRTEE T, £o, = VEFOEELZ R B LOBEMNTE £,

& 3:)L—ILDEEH

IHB iER

K =V OREE, N—)b R—=ADA R h T, b R¥ o A v MOER RS E
EFNTODIHAILZOITBRERSINET,

Jb—/iR & (Rule State) N— L DBIED L — )VIREE, L— WREENRE SN EE SR LET,

Firepower DHELEF5IH Firepower DHEREFIHNERR STV D 5GEIE, RSN DI L—VIREBZRTT A =

(Firepower Recommendation) |/, [{& A/L—/L (Intrusion Rules) | X— D% (3 X—) LTIV,
=V EAINCT D Z BRI N TWDIGE, VAT AIHESREFEEEL N T— L7
Xy NI—7 7y NERITRERLET,

= DF—_"—~ K Rule| VAT L RT3 —< 0 AT HA— IVOBIEREE L L — 03Bt g =i 2

Overhead) FHER, MEFIMEIC~ v T ERTW RV E =L L= U3 A — =~y FREID 4
THILTWERA,

L&V ZON—VIBERESN TS LEVMELE ., —/LD L EVWMEAZ BN 5 720 Ok
(=8

i) (Suppressions) Z DN VZBHERE STV D IIHIRRE & b— b O3 23BN 5 723D DEERE,

)RAE (Dynamic State) ZON—VICHAERESN TS L— b R—Z2D/L—/LIRREL | L— /L OEH L —
JVARRE A BN 5 72 ORERE,

77— b (Alerts) ZON—VTERESNTWD SNMP 77— e, L—A DT 7 — MBI 5729
DIERE,

i ZON— MBS Tca A e =D R NEBINT 5 T2 D OFERE,

&Rk Cisco Talos Security Intelligence and Research Group (Talos) 2L » CTHRLIN 2 TE

DN—)LD)—)L R¥ a2 A b,

BRAIL—ILFHDRT

ARX— kS92 |[EERDFAEVR | YR—FENET | HHR—FENEF | 7O LR

VA INA R ALY (Access)
% (Threat) Protection f£& (Any) f£& (Any) Admin/Intrusion
Admin

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B e —roLsnenz:

FIE

AT9F1 [RY) >— (Policies) |>[7Y X 3> tO—/L (Access Control) |>[fRA (Intrusion) |% i

RLETF,
ATYT2 WETDIRI O —DRICHLIWMET A2 (&) 22V v 7 LET,

ROVIZFETRT A7y () BEREINDEHE,
HFDHERDR BV £H A,

RIEITHMH R AL B L TR, REEXZE

ATvT73
ATv74

FESF—rar XA TL— (Rules) |27 Y v 27 LET,

=V DM EFR R LTIZWL— L E T U w7 L, X=VDTEICH D [EMDFER (Show
Details) |27 Vv 27 LET,

RANL—ILOFM (52—) THHIhTWS L5,
AT TS JL—LOFEMNG, LTFE2RETEET,

¢ 77—k RANL—/LD SNMP 77— hDFEE (9 X—) 2SR LTIEIN,

s AR ARAN—IAD TR OB (10 %—Y) 2SR LTIEIN,

« XA F I w7 V—)LOIRKE : JL—/ Vi (Rule Details) ]-3— 26 OB L— LIREED
BE (8X—V) LTI,
e LEUVME : EAL—LDOLXVMEDORE
o HRiEl R AL— L OHIEI O E

=V DFMNF R ENET,

(6—) ZBMLT I,
(74—) ZBRLTIEEN,

BAIL—ILOLEMENETE

AX—b 54t |REDFAEVR | BHR—FENET | HHR—FESNEF|T7IER

VR INA R AL (Access)

Z B (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

[L—/LDFH (Rule Detail) ] —2 T, L—/LOBE—DLEXWMEAZRETEET, LEVE
ZEMTD L. V= AOBEFO LEVERN EEESNET,

TN EE ANTHE T 4 — L RICETT A 2 (@) BERSNDEICES LTSN,
FOTAaLEI Y IThHE, FOT 4 —)L RORBEOEMEIZRE S D, LETOENELEL

RWEAIT T 4 — IV RZRI2R 0 £,

FIE

ATV T BANL—ILOFEMT, [LEVME (Thresholds) (OKEICH 2 [EM (Add) 1227 VU v 7 LET,

AT T2 [#A47 (Type) | Kuyw 7 HZ U R RN,

B L L EERLEBAKRY S—DHRE

FETDHLEVMEDZ A THBIRLE9,



| v—LEERLEBAKRY S —DHRE

ATvT3

ATvT4

ATy TH

ATvT6

gar—romsonz

cFRESNTHIMSHTZ0 DA R b A RZ U AETIEI A FIRT 23581, [HIR (Limit) ]
IR L ET,

FRESNTEHMBHZ VDA R b A AR BT LB AT 25 A, [LEW
& (Threshold) ] Z# &R L £,

cFRESNTANRY M AV AX U ABUTE LA T, Ml S0 1R ommz it 545
AlE. [Mi)7 (Both) ] Z3®IRL £,

CEBRxE: (TrackBy) | Ku vy 7 X o U A Rk, 155758 (Source) | F721% [485E

(Destination) ] 23R L, A XU b A VY AZ U ANREETLIP T RUAE TGP T FLA
DELLIZE > TBH SNA N ERRELET,

[k (Count) ] 74 —/VRIZ, LEVMEL LTHEHATHA R b A AX U ADHE AN
HLET,

(¥ (Seconds) ] 7 4 —/V NI, A XV b AV AZ U AEBHTHHIM () 2fHET5
BiEE AN LET,

[OK] %27 U v 7 LET,

Evbk [A_2 K 7 4%V (EventFiltering) 15D/ —/LORIZA N b T4 VE T

qar (V) RERENET, L—MCEEOA R N 742 EENTHE, T
A3y FIZARX N T4V EOBNERENET,

RAIL—ILOHHIDEEE

&
ATy T2

ARX—hF Z4t |[EDFAEVR|HYR—bENET | HHR—FENEF | 7O LR

VAR INA R ALY (Access)
% (Threat) Protection f£& (Any) f£& (Any) Admin/Intrusion
Admin

BARY =D /—W Ik LT 1 DL EOMfil 2R ETE £7,

W IMEE AT THE T 4 — A RICETET A2y (@) RERINLZLICEELTLES
W, FOTAALEIY v I TEHE FDT 4 — ROREDANMEICTES . LLETOMEAE
FELRWEAITT =L RRZBI27e ) F9,

FIE

RANV—LOFEMIT, [#l (Suppressions) ] DEEIZH 25 BN (Add) 127V v 7 LET,
[#fll % A = (SuppressionType) | Kz v 7 X7 U A b IROWTNDOA T 3 o %&i#
WLET,
 BINLTC— L DA N R Z2ERIHHT 25 81E, b—/v (Rule) | ZEIRL E7,
HEELTCEEILIP 7 RLADRLEEIND /N7 v ML o TEMRS DA 2 k& il
T55E1%, [EE5C (Source) | IR L E9,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B 0 a8 Rule Details) 15— Sh 5> OBIEIL—LREDRE

HEE LTS IP 7 L RIZEEEIND T v MZX o TERIND A X2 N EIHIT 5
AL, [58t (Destination) ] Z3&IR L £,

AT9 T3 Wil # A 7L LT[EETT (Source) ] £721X[565: (Destination) ] Z38R L7Z5AE, [ v b
7 —27 (Network) ] 74 —/VRIZIP T RL A, 7T RLA Zuv s, £23FHM6DOEEDHM
HEDHETHERINTI U ~FIVDY A N2 AT LET,

BARYV L —NT IR aryra—L R —DF 74/~ T 7 a CBEEMTHRTHD
BEEE. TIANIT 7 a BBy b TRy NV —I BREREEZIINNETLZZ &b
TEET,

VAT AL, KV —T RAALEBIOFR Yy FU—7 = o TEERLET, v AF RAAL
JEBHCIX, BEOIPT RLAZMEH LTI OREEZMHIT L L. T L2WEERIZZR S A6
Hnd v £,

ATy 74 [OK] 227V vr7 LET,
HT 2=V DORIZH D [ X~ 7 4 H U 7 (Event Filtering) ] 5D/ —/L

PR BA Ny T TAay (T) BERENET, L— DA~
VT4 NEEBIMLERESIE. TA 2 FOBRENRT AL ZOBE R LET,

BV

[JL—JLE$# (Rule Details) ] X—U M5 DERIIL—JLIRREDEETE

ARXR—b 54t |RHEDSAELVR|HR—LENET | R—rEhBE | 7HER

VR N R ALY (Access)

B (Threat) Protection & (Any) & (Any) Admin/Intrusion
Admin

1 DD —Zk LT 1 DU EO#FL—/LIREZRETCEET, HOICFERREINI8HL—
JRIEICR BT T4 4V 7 4 BEID S THRET, 2 SOBIML—VIRIERHEA LT 5
WAL, mPIDOT 7 a UIRNFEITSINET,

B — WREEIXAR Y o —[Ef T,

TN fEE ANTHE T 4 — L RICETT A 2y (&) BERESNDEICES LTSN,
FOTAarEI ) v IThHE, FDT 44—V RORBEOHIMEICRE DD, ABTOMENTELE L
TRV EAITT 4 — IV R0 F9,

FIlgE

ATy 1 BANL—ILOZEMT, [BHIREE (Dynamic State) | DREIZH S BN (Add) 1227V v L&
ERS

ATY T2 DB (TrackBy) | Ry 720U R Rinh, —L—BOBWHIERIREETH4 7 3
CEEBRLET,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
BAL—ILDOSNMP 75— +DEE .

cFFEDRGBILEITEFTOE Yy FLDOZONA—LOE v NEZ BT 58561X
fE7¢ (Source) ] ZIER L £,

BEEDRIEEIITFEEDE v FA~DTDONL—L D v N EIBYT S 5EA1
(Destination) ] Z 8RR L £ 77,

e ZTDN— L DT XTO—E &2 BT 2HEE1T

NNEES
. [

I, b—b (Rule) ] 23R LT,

AT w73 [EWxS (TrackBy) ]1% [%/57C (Source) ] F7-1%[485C (Destination) JIZF%E L7=8Ha1.

[x> h7—2 (Network) ] 7 4 —/L RIGBT 5K KRR FOT RLAEZ AN LET,

VAT AE, KV —T AL EBIOR Y U =7 <= TEAERLET, v F KA
BB TCIZ, EBOIP T RLAZEA L CZORTEZMEIT D &, P LARWFERIZZ D THE
PERH Y £,

ATy 74 [L—F (Rate) ] DRET, WBL — FN2RETHHMH-0 OL—n—FBOKEHRELET,
e[k (Count) | 74—/ RT, LEWEE L THEHTIL—L—EOKEZIEEL £
‘ﬂ—o

*[® (Seconds) |7 1 —/v NT, HWELIEHT WM EZRIDEEEELET,

[BrLUVREE (NewState) | Ry 7H D U X Movh BNl SN & EIZFATT 8L
WT 7 a EBIRLET,
[#4 27Dk (Timeout) 17 4 —/V KIZEEZ A LET,

A LT T RPREETDHE, V= ADBTEOREBIZRY £, HLWT 7 aBNFA LT T b
L22WEDICTH5E1E, o E AT LET,

ATy TH

ATvT6

ATy 71 [OK] &7 VU7 LET,

e~k [EVHJIREE (Dynamic State) 51D /L— L ORRICENFIREET
T N IUITHEE DB —WAREE T ¢ V& 2B L7235
TANE DR ERLET,

T4y (W) RERENE
Blx. TA a2 LT

FAIL—ILDSNMP 75— FDHRTE

AIX—b 54+
P

WHEDZ1ER

YR—brEhET

N R

HiR—brEhBHF

A

TR
(Access)

@ (Threat)

Protection

& (Any)

& (Any)

Admin/Intrusion
Admin

[L—/ L DFEA (Rule Detail) ] ~X—C,

FIE

BAN—IVDFEMIT,

Alert) 127 Vv 7 LET,

JL—)L®D SNMP 77— h R ETEFET,

[7Z7—1F (Alerts) ] DFiIZ®H D [SNMP 77— DB (Add SNMP

L=LEFERLEBARY S—0HZE [}




L—LEEALEBARY —0RE |
. BAL—ILADI AT FDEM

EXF 75—k MMMQ]Q®W%W®E 75—k 7aay (B) pERIET,
=D T 77— 2B LEBEE. 742y BT 97— FOERERENE
j—O

BAIL—ILADT A FDEM

RT— k5S4 |HEDSA VR [ PR~ FENDT | HHR—FSnDR|FHER

2 IN R ALY (Access)

& (Threat) Protection & (Any) & (Any) Admin/Intrusion
Admin

FlE

ATYT1 BANL—LOFEMT, [2 A2 b (Comments) ] DFED 1B (Add) 1227V v 7 LET,
ATv T2 [2 A2k (Comments) ] 7 4 —/L RIZ, =)L a XA hEAHLET,
ATy T3 [OK] %7 U v 7 LET,

e~k VAT AEI[2 A M (Comments) ]737.&0)/1/»—/1/0)1% axyhrAay ()
EFERRLET, V—WIEEOa A NEBMLESAE. 714 a3y EOBTFRa A
VhOBAERLET,

ATy T4 L—)b a2 FEHIBRT DI, b= axs b v aTIHIBR (Delete) 1227V v
LET, RARI O —OEER Iy FENTIZAAL IRF Y v 2 SR TWDLHEEIZET
A MEHIBRTE ET,

RDBERY
REALEZEMALES, RELEOHAZZRML TIESI W,

FEAR)O—RHNDOERAIL—IL T4 LA

[v—v (Rules) ] _X—UIZEKRT D/—F, 1 DOREEE 71T DU EOEEDOAE D
WZESNWT T 4 VHUELTE T,

=) T gV H F—T— NI = VRERPA RN TN G R EDN—VREEZENT 5
N—nNZRBROFLT LET, b=/ (Rules) | =T D7 4V HF SRV TREIRG | B % &
WTDHZLICE-T, F—T = RTT 4 NVFWHT D LFFHZ, ¥—U— ROSHZEIRT 5D
ENTEET,

B L L EERLEBAKRY S—DHRE
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| v—LEERLEBAKRY S —DHRE
gaL—n 7o ra0ixesE

BAIL—IL T4 IILFDFEEIE

VERC U727 4 VZ D [7 4% (Filter) ] 7F A MRy 7 AZEREINET, T A4LZ RV
THF—U—FREFXF—U—REIE7 Vv I LTI 4 NEEERTEET, HEOF—TU—F%
R L25E1T. ‘/X?lﬁﬁ%%’b%% AND vy 7 2 L THRA L, BEMBR 7 4 V2 %
R LET, &2, [T TVU (Category) | T[Z'VU Fatv¥ (preprocessor) | ZHfl L
b, [Jb—Ib :l/T/‘J (Rule Content) |>[GID] DJREIZEIR LT, [116] EASTH
L. TV TrEy Y =T BD, GID B 116 DT R TONAL— /L ETET 5 [category:
“preprocessor” GID:”1167] &N 7 4 L ZMIRINET,

[#7 =Y (Category) ]. [Microsoft fi55% (Microsoft Vulnerabilities) ]. [Microsoft 7 — 2
(Microsoft Worms) 1. [7"7 > F 7 4+ — L% (Platform Specific) ], [V 7'm& v
(Preprocessor) |, 3 L ON[MEILEE (Priority) | D& 7 4 V¥ T NA—T AT, Ho~T

XU HNTF—U— ROBHOF I EEETEET, & 2E, (72U (Category) ] 706

[os-linux] L [os-windows] ZIBIRT D &, os-linux T T Y 72T os-windows 7T T Y ND/L—

NETET D5 ’—Category: "os-—windows,os-linux"] WD T 4 N H EBERTE FT,

T A4NE RENVEFRRT BT, w742y () 270y 27 LET,

T ANH NPV EIEFRIRIZT DI, EERRT A2 () 27V v 7 LET,

BARY)S—IL—IL T4 ILEZEEDHA K4

FEANEDGE, TANEEERT HE X, FARY —HO b—/L (Rules) | <X—T D
FERNZH D7 4 VE NIV EHER L CHLERF—T— R/EIBERIRTE T,

T A4IE INFILVTIL, =L T A NNE RN —)L T 4 VB T—FIThEINET, <D
No—Iv T 4 VE TN—TIZH T HEREREEINTODHD, L TWHDEFED /L — /L& HIC

AOFZEeNTEES, —HOL—L 7 0 L 2ITiE, B L TEBDOL—Z R LE T
T LI2DDOEID L~V PRRE SN TNET,

T4 NE NXFIVNOEBIL, BARICL T, ZA4NVE IAT TN—THFKLEZD, F—U—
FaERLED, F—U— %@%lé&%i‘%bt@ LET, ROBIZERELTLEIN,

e XF—U—F (Pv—/#EE (Rule Configuration) ], [/V—/b =227 > (Rule Content) ],
(77> b7 4+ —2AF4 (Platform Specific) ], 3L O [ESEE (Priority) 1) LMD 7 1L
B HAAT IN—=TRAHLE@RT 5L, TOZN—T7NEASNTHEARERF—U —
RB—BERRINET,

HEYVZNNO /) —FE2 7V w7 LTHF—U—FRE2ERTIE, 700554555
PWETHEODOR Y T T T T4 RURERENET,
ZTOF—U—FRTTIZ 7 4 VE THEASNTWEREIT, TOF—U— ROBEFEDOS %
DIRE LI BicE Sz onEd,

722X, 74 H RXFAD [JL—ILERTE (Rule Configuration) |> [HE4E
(Recommendation) | T[RKu v 7L TCA X2 F& AT 5 (Drop and Generate Events) ]
A I N |—Recommendatj_on:"Drop and Generate Events"] 75§74’/1/5' T ¥ A b

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |
B artus—n—n o nstgnnqarsqo

Ry 7 ZZBMENEzT, TDOHKT, JL—ILEZTE (Rule Configuration) | > [H#E2E
(Recommendation) | T [f X2 M &4 %792 (Generate Events) | %7 U v 735 &,
74 /1/5 2)§ ’—Recommendation:"Generate Events" ) K%Eéﬂi'@—o

X¥—U—NF (7 =2Y (Category) ]. [/7%# (Classifications) ], [Microsoft ifig51% (Microsoft
Vulnerabilities) ]. [Microsoft 7 —2 (Microsoft Worms) ], [#JCEE (Priority) ], 83X
[b— 7 v 77—k (Rule Update) ]) (272> TWA T A NE XA T TV —TRHL%E
BT 5 & EHTRER S —ER RS NET,

ZDEATDOIN—TNOHAEZRRTHE, EHINDAEIHEXF—TU— BT IT7 «
AZIZEBMENET, F—U— BT TIZT AV EZNIFEEL TWEEAIR, £D 70—
TIZHIET 52X —U — ROBFOSIENEEMZ 5 ET,

T 21X, 74 NB XD BT 3V (Category) | Clos-linux] #7 U w2735 &,

rCategory:"os—linux"J 75§7/]’/1/& 7T A F/‘]‘/yxszﬁbﬂéhiﬁ—o %@?&’C\ [7“75:
=Y (Category) ] T los-windows] %727 U v 273 5&, 7 4 /VHZ3 lcategory: "os-windows"]
ICEESNET,

[JV—/v 227 (Rule Content) | D F® [ZM (Reference) [ 1XF¥—T—RThHV, &
DTIZREDSRID Z A4 75 ET, ZRF—U— FOWTIhNERINT 5 &
GIBERET DI2DDORy 7T v 7 U g FURERSH, ¥—V— FBBFEOT 4 L5
WCBMENET, F—U— FRTTICTZ 4 VFNTHEA SN TWESE1E. BEFO51ER
BELEFHLOVSIRICESBIONET,

722, 74 nH RXRFATUL—IL 32T Y (RuleContent) |>[Z5HE (Reference) |>
[CVEID| DIEIZZ YV v 735 E, R T T v7 742 RUBBEWTCVEID 2f5ET 5
XokwonEd, o) EATTBEE, Tcve:720077] W4 NVETHXFARKRY 7 A
B ESvEd, MofTIE, 744 F 2R TUL—IL 22T Y (Rule Content) |>
[ZB (Reference) | DIEICZ U v 7 $5L, Ry T T v7 U4 FURKENT, 2%
?Eﬁiﬂ‘@‘é K 5*&5 %ni‘@‘o r2007J EANNTBHE N rReference:”2007”J 753‘7/]'/1/& Va
FA MRy 7 AZBIHSNET,

EEOIN—TNE)—) T 4 E =T — REER LSS, £ 7405 F—TU—
R 7 4 AV ZIBINMEN., BEOX—U — KB EINET (FIUXF—U— RFOHH LV VE
TLEEXINPST25E) &

T ZIX, 74 NH XD [T Y (Category) | Clos-linux] 7 U w2735 &,
rCategory: mos-linux"] W7 A NVZ THFA MRy 7 ABEMENET, FDHT, [Microsoft

Magatt:  (Microsoft Vulnerabilities) ] C [MS00-006] 22 U v 735 &, 7 4 /L H )
|—Category: "os-linux" MicrosoftVulnerabilities:"MS00-006"] QCU‘RE = j’bjﬁ‘?—o

BHDOX—T— REBR LB AIE, VAT LARENDLEZ AND Y v 7 2 L TREA
L. EAERB7 4 NEEEKRLET, mEXIE, [#7 3V (Category) | CT[7'V 7 aty
B (preprocessor) ] Zi®R L TH 5, [Jb—IL A>T Y (RuleContent) |>[GID] DJIEIZ
BIRL T, Tiie) EANTDE, TV TaEYH L—T, MDD, GID 2 116 DFTT
DON—VEBET 5 [category: “preprocessor” GID:”116”] & WD 7 4 /L X NIRI L E
R

«[17 3V (Category) ]. [Microsoft ifi551 (Microsoft Vulnerabilities) ]. [Microsoft 7 — 2
(Microsoft Worms) |, [7"7 v K 7 4 —AF54  (Platform Specific) ], 35 & O [0

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE

BAKY o—L—1 T4 LatEE0A1 £S5 ||

(Priority) ] D7 4 VZ T N—TZfERTHIE I~ TRULNZF—T — RO
DRI EEFETEET, & X, 7TV (Category) |75 [os-linux] & [os-windows]
f&l%*ﬁj—f) L . os-linux H 7 =V F£721% os-windows T IV V‘]@/I/“—/I/%HAX?%‘@‘E)

[category:"os-windows,app-detect"] &EWI 7 4 VA B{E TE £9°,

D7 4 NV X —T— REBIEOT TR UL—VDPNREINDIHGAERH Y £T, 7-& 23,
= Vindos BT Y TT 4 VHABLS - E & High B/EEC7 ¢ L X2 B S 7= 8611
& 612, DOS Cisco attempt rule (SID 1545) &R SNET,

GE)

Cisco Talos Security Intelligence and Research Group (Talos) 723/L—/VEH A = X L%2MHH LT
=)L T 4 VB EBINETITHIBRT 256050 £7,

[b—/ (Rules) | X—TDN—)uit, EAT V=7 b A—L (=L —HID3) £72iE
BT X2 K L—L (PR —HID1) OWVWTIMNIRY ET, ROKRIC, SEFIERL—
V7 4 NE OB ERLET,

RAGNL—=ILTANE TL—T

TJA4NETN—T

B

BHROSIHEYR— b
ERCYA

RHL JRA FADIEAE

N—/LEZE (Rule
Configuration)

JL— L DEREICHAS N
THA—ILEZHE L E
‘a‘(}

L

Tn— F—U—FK

JL—)L a7 Y
(Rule Content)

JL— )LORNFIZEESU
TA—LEHBELE
j—o

L

% F—TU— K

717 =Y (Category)

=5 ¢ X CER
ENAHL—ILHT Y
DN TL— L 2R
KLET, m—AL
N—iFia —h 7
TN—TICFREND
ZLITERLTLEE
U,

F—U— R 515

45¥8 (Classifications)

=N K > THER S
NAEAXR ROy
NEENICR RSN D
WS HEAIC H SN T

N—IVERRFLET,

L

F—TU—F GIk>'s

L=LEFERLEBARY S—0HZE [}



B artus—n—n o nstgnnqarsqo

L—LEEALEBARY —0RE |

V=T 4 T AT A
FT1oDOF L —
T YT VAT LD
BONR—T g N
THGERHDH T LT
HEELTLEEW, &=
&z, SID2260 %A
35 &, Mac OS
X, IBMAIX, BX O
F MDA —T 4
VT VAT DOBED
N=T g VIRELE

D

T4 TN—7 SRER BHO5 1% EYHR—F | REL JX FHDIEHR
ERAYN

Microsoft ffzg9M4: Microsoft £ = U7 ¢ | © F—U—FK 5%k

(Microsoft FEH R TS T —

Vulnerabilities) N LET,

Microsoft 7 — .2 Microsoft Windows s & | © F—U—F 514

(Microsoft Worms) MBS BEFED
U — A FHSNTI—
NERRBELET,

Iy NI — LA | AR —F 4 TR |0 F—U—F 513

(Platform Specific) ?A@%\ﬁi’@/“%“/:ﬂ H7 U Z RN
¥ & OBEMEIC IS INDTE A A R 5
L=V ERRLE L. BRI 58
EE MEND = LICEE L
JL— VN ER D A TLEEY,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE

BAKY o—L—1 T4 LatEE0A1 £S5 ||

TANETL—T

B

BROSIHEYR—+
ERYAN

ReiL

VA FADIER

AN A=E A
(Preprocessors)

ERO7 ) Fat v
DIV—)L &R L E
7
7T at AR
272> TWABREILT
DR = A A A
AATHRFTHAR N
ERL, A1 TA4 8
BTl ERNT v B
ZReyZLET, T
HeDIZiF, 04T
g CZEEM T B
7=7) 7ak v r—
VBRI DTN
brzrizgaLTL
7ZEW,

o

T ="

Y7 =7

[(7F7A4FVT 4
(Priority) ]

B, T BIOEOE
HERE |2 SN T L— L
ERMELET,

JL—UZEID B THi
=S¥ L > TEOE
FENREINET,
LD T N—TIT,
EHIT— BT IY
WIS nNET, a—
B —L (DFY
Z—WRA R — b F
ToVZAERR LTz —)L)
IXERE T L—T 2%k
TRENRNWT LICHEE
LTLEEN,

F—U—F

51k

FT YR RDBNT I
PO H 2N 5
&L BIEITES T NE
MENDZ EITHEEL
TL &Y,

L=LEFERLEBARY S—0HZE [}




. BAIL—ILERT 1ILE

L—LEEALEBARY —0RE |

(Rule Update)

T4 TN—7 SBA BEHOSIBEYER—F RHEL JR MADIER
ERAYA)
N—IV T 7T —F |FFEDN—/VEHEZE| 72 L F—U—R 5%k

LCBEBMERFAETE S
NIZV— BB L
T, M= NVEHIT L

2. BHNOTXTO
J—)v, EHITA

A— b ET=ME—DHr
Lvb— b F72I3HE
Lo CTERI N
Mg —DOREFDL— L %
FRLET,

BAIL—ILEHRI1ILA

L=/ (Rules) | —JIZHRKR ST — BN DO /—UERGERE T 7 4 /L Z P T &
T3, & ZIE A VIRERHES L — REE L — B LW OV — L B R T DA
[HELE L —Er L72\ (Does not match recommendation) | #3i&R¥ 25 Z LItk > TL—/LkEES
T4 NVEBITE F 9,

HEYZANNO ) — %27 Vw7 LTHR—TU—RERIRT L&, 74 VEFEMELT D585
ETEET, TOF—TU—RKRTTIZTZ 4NV THHSN TWESERIE, £0OXF—U— RO
FOGIEMPEE LI BICEZHmL bk,

7=l 2iE, 74 nF XX AD[JL—ILEETE (Rule Configuration) ]|>[#%ZE (Recommendation) |
T[Raevy 7 LTAX h&4T D (Drop and Generate Events) 127 U v 795 &,

’—Recommendation:"Drop and Generate Events" ] 753‘74/1/57 T X A b ﬂ‘/ﬁ X@:ﬁﬂﬂéﬂi
T, EDH% T, [JL—ILERE (Rule Configuration) |>[#% (Recommendation) | T[1 X2 k
%435 (Generate Events) 1270 9B L, 7 4HD TRecommendation: "Generate
Events" | (:%%é“ij—o

BAIL—ILADTFIUY T4ILA

[b—/v (Rules) | N—VIZERKRINTN—IZ N DDDN—)L 2T Y IHETT 4 V4
W CEET, 7 xIE. V= ADSIDZERKTDHZLICE-T, A= E2TIECEHETE
FI, FFEDSER— MIEEEIND N T 74 v 7 2RmET LT X COL—NLVERFETHZ L
HTEET,

Y ZINO ) —FE27 ) w7 LTX—U—KRE&RIRT DL, 74 VEEMEET L5155
ETCTEET, ZOF—U—FRTTILT 4 NVZTHEHINTWEGAIX, 20X —T7— ROl
FOGIEPEE LI ICEZHZ bk,

e zIiE, T4 NZ RFD[—v 27 Y (RuleContent) | T[SID]Z 27V v 795 &,
Ry TT w7 U4y RUBRKHWTSID ODASBMESNET, [1045) EANT DL

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE

gar—navzoy 41 |}

[s1D:710457] W7 4 VE THXA Ry 7 ZATBMENET, D% T, HE[SID|Z27 Y v
7 LT, SID 7 4 /VZ% T10aa) ICEFETHE, 744D [sip:7104a7] ICEBEINE T,

REI—ILAVTUY TAIILA

PEOI% BRERTIHIL—ILORE

Ay—y Ay —T T 4= FTHE SN XTI 2 &,

SID FREINZSID b 5,

GID fRESNZ GID b 5,

MW W7 4 —V RTREINTXFI 2 G, £12, FFED
AT OBREBIEE SN XFIITT A NEZ Y I
HTEHBTEET,

BAE alert £721% pass M HRTAT 2,

v kan BIRENW7-7 0 haLzdi,

J718]  (Direction)

=W, FBESNTFTHRENEG TN TNDENE I M
3L,

Y —A 1P

N—VNDOEFITLIP 7 KU ASERICHE ST RL*
ELREBEERT 5, ABRIPT RLUAL CIDR7 H >
JI7VT 4 v AR, 720X sHOME_NET X° SEXTERNAL NET
REDEREMM L TT 4 VAT E £,

%65 IP (Destination IP)

N—=NVADFEEITIP 7 FLASERICHRESNZT FLA
R ERERAT D, AZRIPT RLA, CIDR7 B v
TITVT 4w 7 AK, £7213 sHoME NET X SEXTERNAL NET
REDEREMEH L TT 4 VEWLPRTEET,

V=% K b

FRESNEETR— MEETe, A— MEX, 1~ 65535
DOEEHETITAR— NEEICTHLERDY 7,

Pt /oA — b (Destination port)

FRE SN — b agte, A— MEX, 1~65535D
B FE I IIAR— NEBICT HMERNDH Y 97,

JL— )LD A — /3 —r~ RN

BIRENTN— DA — =~y FRH D,

A BT

—HT DX LHOT EEORA ST — 2N DH, bz

X, HITP 77U r—y gy 7a )W ZfEid 5 A 4

F— B M LTV — L 2 BT BT,
[metadata:”service http” | EAT) Li‘a—o

L—ILEFERALEZERARY O—DFHE




. BAL—ILATTY

L—LEEALEBARY —0RE |

RAIL—IL ATTY

\}

Firepower ¥ A7 AL, — BRI THNT 7 4 v 7 DX A S ZHEDNTHT IV ITLV—b
ZEELET, b=/ (Rules) | X—V T, =L BT TV TT 4 VHUHTHZ LIk -
T, ATIAVAOTRTONL— /I —)VEREZFRECTEET, LLxX, xy hT—7 LI
Linux ;8 A FBTFEE LRWEEIE, oslinux 77 IV T VA LBEL TG, BorEhizd
RTON—NVEERHTHZ L2 > T, oslinux 77 TV BREHZTHZ LB TEET,

BT IVZDEIIKRA L ZEBETEE, TOHTITIVNONL—NLVDOEEERTEET,

GE)

Cisco Talos Security Intelligence and Research Group (Talos) 23/L—/LEHf A J = XL ZEH L T
o= J17 3 Y B INE AR T 256085 0 £77,

BAIL—ILDIT4ILE AVR—R2 b

TUNHEIRRIVT T 4 NE a7 Vw7 L AT END 5k —U— R ZD51 585K
FIDHXEIC T4 N A ERETEET, b= Rules) [ X—=TDH AL L T 4 VKT —
N ET A X THERAIND LD LRBRIHEIE L E T, 740 Z N LZELTT 4 VF ZiR
WL L IR RENAELZHHAL T, b=/ (Rules) | 2=V D7 4 VZIZANTTENT

F—U—ROWThrEEHT L2 TEET, SBRHEHTLIXF—U— FERET DI,

FWDT 4 VB SRIVTELT L8 8%7 V7 LET, 74 0% F—U— R EGIEREN
TANE THXA IRy 7 ACEREINET, F—T—FROh v ~XKYY OEBO550T [HT
= U (Category) ] & [BICEE (Priority) | D7 4 V& XA 7 TLMYFR— NS\ LIk
BLTLES,

SIRAFNOF—T — R L5138k, U7, BEOU 7 I ALFH & —fHEIC, BED 7 1 2 540
BERYIHAR—RAEHEHATEET, 2L, ERRIL, VAL RD— FXF, BLUORIA T
M . TRZ2Y) Fiw &) . Uy 5 (< REDFBRRER 27 4 VZIZEDD
ZEEFTEERA, F—U—FRL, F—U— FOEELTORLFEELR L, £21351%D
JA Y OSIHFR LOMBKFEZ AT D L. BMEBEDLFIIRFEE LTHfbiv, (BT 3V
(Category) 1. [A vE— (Message) ]. BLO[SID] D7 4 —/b K THRE S L2 HEED K
REINET,

gid¥F—TU— K& sidF—V— FER TRXTOFEK & SCFHIRER S LTH & L THbinE T,
gid & sid DHIEIT, BE—HDOHLEZ KL ET,

BN— T4 NEIZ, WOBKXT1IOULEOF—T—RE2EDHLENTEET,

keyword:"”argument”

Z 2T, Keyword IR AN—IV 7 4 )V H TN—TNOF—T— KOWT AT, argument |
CHEHGIMAFTCHEN, F—TU = PICBEELHED T =V FN TR SN D H—DORILF L
INSCERK B E NI WFEHF TSN TT, F—U— FIIEECF 2 KCFIC L TANT H 008
oD ELITEELTIEIN,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
BAL—IL T4 LEDER .

gid & sid ZBRL T RTOXF—T— ROF|EBPE LTI E LTHRbILET, 728 2iE. 5%
123128 > T "12345", "41235", "45123" IR ENIREINE T, gid & sid DT E DI
FIRLUET, 72& 20X, sid:3080 1L s1D 3080 DAHEZIK L F9,

FN— T4 NHIT, 1 DU EOEBFEXLFINEEZDH 2 b TEET, LFHNIL—D

[A>vtE— (Message) ] 74—/ K, SnortID (SID) , BELNTV=x1L—¥ID (GID) %
RLUFET, 72&20F, 0FF 123 1F, b A v B—THNO LT "Lotus123" X° "123mania”
7p 8 &R L, s1p 6123 X°s1p 12375 7R EHIR L ET, B2 SID BT 5121, 1 2Lk
DL FHN S TT7 4 VAR TEET,

T RTOLFHNTIERILF E/NCFEREJ ST, HoRscTF5 e LTifbivET, =&z
531 Xiﬁ” ADMIN, admin, ifi&i Admin w:?‘*’\f\ "admin", "CFADMIN", "Administrator" foﬁ

EHRLET,

FHNEBIAFFCTHTr &, BRE—BERTZENTEET, L& 2T, sIAfFSEDOY T I L
X?ﬁ” "overflow attempt" ﬁi%/ﬂé#ﬁ@ﬁé’ﬂ Liﬁ“iﬁ\ glﬂqﬁtiﬁ LD2 O@j{$§” overflow
L attempt CTHERL S ND 7 4 L XL "overflow attempt", "overflow multipacket

attempt", "overflow with evasion attempt" iﬁéf%%ﬁgl/EEjro

BEOXF—U—F, T, FRITFOW G 2 A=A TR > TEEICHAADbETATT
HZET, ZA4NEZ Y TORBEEEVALZ LN TEET, BRICIT, TRTOT 425
BT A L—ANEETHET,

BEOT7 4 NV AL EEBEDOIEFTASNTEET, 2L 2iE, ko7 o2 TENFNFEL
=N EIRLET,

*url:at login attempt cve:200
® login attempt cve:200 url:at

® login cve:200 attempt url:at

FBAIL—IL T4 ILRDOFER

BARY —AND [Jb— Rules) | S—TDEMNCHD T 4V F NRILNSHRERD 7 +
NEF—T— RERIRTEET, 74NV ERIRT L L, X—=DIZ, $XTCO—ETH1L—L
MEREINDD, EDN—Nb—HLRNoTZ ENRERREINET,

TANAIZHF—T— FZENMLTEILICRYVIALZ ENRTEEST, A7 4 VI,
N— VT =B R—=ZALERKERBE LT, —BHTHTRXTCOL—AZELET, FilEO7 ¢ L2
BRR=VIZRRENTVBRETT ANV EEAIITEHE, ZOX—VORNENHEESL, X
POIZH LT 4 L Z OFERPIR SN ET,

F, TANEEBIRLI- L&, E003. TANVEZERIRBICEOTORBEAEEL- & =
WHELIEbDLRILF—U— RERIBOMLEEN LTI AN 22 ANTHILHTEE
T, F—U—RAL, ¥F—U— ROEHEXFORCFERILL L, FRIT5IBOE Y o3| G
LOMFEEANNT DL, MBB LTI E LTHbi, (773 V (Category) . [A vE—
¥ (Message) ]. BELO[SID] D47 4 —/L R THRESNEZHEM MR SN ET,

L=LEFERLEBARY S—0HZE [}



L—LEEALEBARY —0RE |

B e kvs—mor—n 7 ns0mE

BAR)—ADIL—IL T4 IILEDETE

ATy T

ATy T2

ATvT3
ATy T4

AT—k 54t |HEDSA VR |[HHR—FENET | HR—FERBR|FHER

VR INA R A (Access)
B, (Threat) Protection f£& (Any) f£& (Any) Admin/Intrusion
Admin

[b—/ (Rules) |"X—T T, — O Ty NERRTHLIIN—NET (VFZNITE
7T, TOHRT, WIThprON—UEZEHTEET, ZhZiE, 20 T7FA M A=2—T
FERREREREDOER b EENE T, ZHUuL, FFEOIT TV DT RTONL—/LD L EVWEE
RET DAL EITERTYT, 74N ZUEINTHLEAEDL ST RWEAED, VA RN
DON— )V TRIUHEREEZ B CE 3, 722 HrLuv—ikigr, 7o v snzy
A MNON—IVETNLT A VF B I THRNY A MNOL—/VIZHEHA TE 7,

TRTOT 4 NEDF—T— R, F=U— 58 BLOLFIITIEIRIT LNFR S

NEEAe ZANENIAHET DX =V —FO5IE 7 ) v 735 L, BAFAOLIENESHZ
bIET,

FIE

[R1) & — (Policies) |>[7¥ X 3> O—JL (Access Control) |>[{®A (Intrusion) |% &
RLFET,

LT DRY —DMICHLWRET A= @) 27V v 7 LET,

ROVICFEFRT A 2 () BRRSNDEGE, WETLE R A IR LTREY, BEZLR
B HHERDR BV £H A,

[JL—IL (Rules) |27 Vv 27 LET,
WITRT HEE@EBNZER L0, MAEbE THEATLIZE T o Z2ERLET,

«[7 4% (Filter) | 7% A b Ry 7 ATEAE AT LT, Enter ¥—%2# L E7,

c FRIERSINTEF—T— FoWnThhzEELET, &L, PL—&E (Rule
Configuration) ] %227 U v 7 LET,

X —U—FE7 Yy LT, IurF bRRRINEOHBDOEEZRELET, Richlz
RLET,

o L—/LEE (RuleConfiguration) 1D FC, [/L—/LIKAEE (RuleState) 1% 27 U v 7 L,
Ry XU RRNE [ X RO (Generate Events) | 3R L T, [OK]
7V w7 LET,

o JL—/LEXE (Rule Configuration) | D F T, [Z A2 b (Comment) | %27 U w7 L,
TANZEMELE LTHERT 23 A N 7F A MOXFINEAS LT, [OK]Z227 Y v
7 L\i—g—O

«[A7 AU (Category) 1D F T, [T 7Vt (app-detect) 1227 U 27 LET, A
TAE, ZRESIEOMEE LTHERLET,

B L L EERLEBAKRY S—DHRE



| v—LEERLEBAKRY S —DHRE
gar—rokie ]

X —U—REZEMLT, 518EEZ27 Y v 7 LET, & 2L, PL—/LIikEE (RuleState) ]
ZREEA L C, [ X2 DAL (Generate Events) 1227 U v LE9,

BEAIL—ILDIKEE

BANL—ILOAREEIZ LD, 5 DRBARY > —HNOL—VE2HRNE-ITENCTE 27207 TR
<, B2 HBROFMIZE S TA— VB NI T =N EEICV AT INFETTLHT 7 a v

HIRECEET,
%77ﬁwkf)/—®&Aw—w&7)7m?/%w~w®77¢w%h%i(hmﬁm
Security Intelligence and Research Group (Talos) 2#XE L E£7, 7 & 21, /L—/ L% Security over

Connectivity 7 7 4 /b ; R U & —"TiFHE%hZ LT, Connectivity over Securlty T7H/ N RY
—TITEDICT LN TEET, Talos WLV—LEFREZEHLTF 74 F RY —HD
1 DL EDON— VDT 740 MREBZERT 56050 £9, L— L EFRTOEARY > —
DOEFHET T D E, RY O—DFERRIFICER SN TZT 74V b ARY o— (i3 e D
TNV N R =) OFT 74 MRENEEINTZLEED, ZORI > —NONL—LDT
T4V MREBOZERELFFATLZ 20 ET, 2L, v —ARBEEHE L TWDHHESIE
N—VEFTEDEEN EFEZXINBRNI EITEREL TSN,

BAL—LVEERT D E, ZON—1E, R —DERFRICER ST 740 F R v—
WONL—LDT 7 4V MREEZE A L E 7,

BAIL—ILDREA T 3>

BARY > —Tik, L—LOREEZROMEICRETEET,
AR FEXERKT S (Generate Events)

VAT ATREDRABRITERE LT, — B L2 NT7 7 4 v 7 BRROD SRR TRAA
Ry NEERT ISR, BEEOHH Ny MRRy NTY—7 BB L TV— Va2 MY H—
THE FONRT Y EBFEIBICERE SN, VAT LABMRBAANRNV MEAKLET, EEO
By MIZEORBIZEGELE TN, ANV aX o ricloTEmEnETd,

FRy TEXUVA R FDER (Drop and Generate Events)

VAT LTREORARITZHME LT, 20RBEEZEL A ry b Fny 7L, —&H Lk
FT7 74 T ISR TR TRAL N FEERT 256, BEOH L/ v MIZ
DRBZIZBFEE T, AN b X7l loTHmIhET,

ZDON—VIRREBIZEE SN T2 — b3 A X b & AR L £ 25, 7000 £ 7213 8000 VU —
RTRAADA L TA L A B =T 2 Xy FNF v T = FOGEORMEET
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N Rey 7325121, BARY —T[A 7 A VI K >~ (Dropwhenlnline) ]%
LT, TA AL TAVERBTOLELH Y E7,
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VAT ATHTDNT T 4 v 7 EFHMIL WG E,
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Generate Events) | 47> a v OWTHNERIRT 5 &, L— ARG £, [ED)
(Disable) | Zi&IRT 2 &, L— BN/ £,

VAT, BRARY —NOTRTORANL—LEFINZLEWNT & 2B HELEL T E
T TRTONL—IABNEDTIR 2 TOBEEIE, BEART SN, ZADNRT —<  APMET T
LAREMERH Y £, RDVIZ, TELRET Xy NUY—JREICGDLE TOL—L &y Ml
LTLZE,

BAIL—ILIREEDETE

ARX—k Z4t |[EKDFAELVR | YR—FENET | HHR—FENEF | 7O LR

VA INA R ALY (Access)
B (Threat) Protection =& (Any) =& (Any) Admin/Intrusion
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BEAL—VIREEIL, R —FEAETT,

FIE

ATvF1 [R1)— (Policies) |>[7HZ X a2 kB—JL (Access Control) |>[®A (Intrusion) ]% %
RLUET,

AT T2 HETHRI —DRICHImET A2 @) 27y 7 LET,

ROVIZERT A ar (%) BERENDIGE. REFTHENAANNIJBELTEBY, REEXE

WL LMD H Y £ A,

Evb  ZOXR=VE, AR —A OB, [N FEERT S (Generate Events) ] 1
RIE SN —NOfH, BEIO[Fry 7L TA Xy F44RT % (Dropand
Generate Events) JIZRXE SNTZBRNRN— VOB FRINET, o, Ny
JEBATIE, [Fry 7L TA X &7 % (Drop and Generate Events) ] IZF%7E &
NI =V TTOND DIFA N PDOERDHTHD Z LICHIERE LTI ZEN,

AT9 T3 Fesr—rar v RUT, [AU—F#H (Policy Information) ] D9 < FiZdh D [Lb—/b
(Rules) ]75:7 Uy LET,

RATY T4 V—)VIREZRET D 1 DL EONL— /L ZBRIRL £,
RTYTE ROWTNNERITLET,
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ATYT6 EHEORY) —OMEURIC, ZORY =DM EBERAFET DL, FES—vay
U4 RUTARY —1E#H (Policy Information) %7 V v 7 LT, [EHZfEE (Commit
Changes) | %7 Vv 7 LET,

ERZHEETICRY =22 O EFICLGEAIE, MORY —2iEdT o & mEOHE
BOLEF TS L ET,

RDBERY
REALRZRIALET, RELEOHEAZZML TS,

BAR)O—DEBREAARND FEFRIDT 4 ILAE

BAA N NOBEBERE L, BAME, BETIP T FLA, £203565%8 P 7 FLAIZHESNT
RETXET, /X2 IMRFFEOREREAETAE TEEDBMLERNVGEE OOV ET, L2
X, AEDPR—Niza /74 LEDELTYH, FFEDRIBRKMTHET, [UCTHLEITD
DEHFA, —FH., FAODEOIRAZRL, JRERMERS L Z L2 TZ 255050
F7, 72L& 21X, Web — 3% LT DoS W TN HEIX. DEDERAA R D%
MR LT T, 2ORVUTKHL L2 TR 6 RN e300 3, RTA X2 bR
EE SR INIIE, AT AOREBEFE L E 7,

RAAANVFDLEULME

FEE SN A X P RERENTZBEIZ SN T, VAT APMRAAL XY M &SR L
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T, ZHUTED . KREDRUA XY MBRK CTHEEDME T 202k 52 En Tt Ed,
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HEERETEET,
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®6: LEWNMEREF T a Y

L—LEEALEBARY —0RE |

TFoay
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#illR  (Limit)

FRESNEED 7 v b (comtB I L > THRESN D)
2N, fRESHEBBNICLY—LE R H—E LTHER L
LEIL, AV hEREELTERLET, XX, 1
7% [HIFR (Limit) 112, [ 7> & (Count) ]% 1012,
[#> (Seconds) ]% 60 ([ZRRE L. 14HD X7 v FidL— b
RNV A= LT LSS, VAT AIXZED 140D
WCHAELTZEAIDO 10 lA2RR LI, A4 X2 O
=i LEd,

L &V MA (Threshold)

fRESNEZED 7 v b (comt I I K-> THREEND)
N, fEESAEHENICL—LE R H—E LTERLE
B, 1204 Ry FEgRLTERLET, 40 F
DLEVED D MTEL, AT LANREDA N &L
FRL7-1%. BEOD T o ZITHOBBEND Z EITERL
TLEEY, T2 xiE, #A 7% [LEVME (Threshold) ]
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WCEREL T, —AN3BBETI0E Y A—ahizb L
F9, VAT AE, 1HOARY MEAKRLTHL, B
(Seconds) 1 & [ D> N (Count) |DOA DT Z% 012V
Ty FLET, RO 25 BRHIZA—ABIHIZ10FE Y
H—Eh=ELET, BHThHT U Zn01C) Y S
NIzl VAT ARFIOA X sk L ET,

W7

fRESNTE (WU b) ONFry hpsv— i B JT—
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ERk L CFRRLET, mE X ¥4 7 %&[W)7 (Both) ]
W, [#U >~ (Count) 1% 212, [# (Seconds) 1% 101Z
RIELTcSa, AN MUILLTO X 912720 £,

=R 10 N 1B Y H—&EN=BE. VAT
LIA R FEERLEEA (LEVENE-ENT
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= LN 10 PEC 2B N Y H—ENT5GE, VAT
LIF1 DDA X FEERLET Ob—232[EHIC
FUF—E LTRSS I LEWEN SR
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grs~vrLznEonz [

W, PTox o7 E2BELET, ZHICZED, AXVFLEVWEREETIP 7 KL RN

CHESEIP T RLABALO EH BT

R7:PLEVMERELF T3y

RIEINDDDPIRED T,

FIoay

st B

> — 2 (Source)

BETIPT FVABNMN AR AV AX AT
BEELET,
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SESEIP T RLUABN  CTANRV N A VAR AT Mo
FHELET,

WEIZ, LEWEZERT DA AF o A0HEMMZREL 3,

KA VAR VAMBDO LEMEREA Ty

AIoay

B

A 3—4 (Count)

LEVMEZE- T 720072, BET 5 IP 7 KL AH
ATHRE SNEHIMBEALOA XU b L R 2D,
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IRy NENDETORE, LEVEY A 7%
[HIPR (limit) 112, h7 v ¥ > 7% [EEILIP (SourcelP) |
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BWIE LT AIR. VAT ARRESNTEE LA — D
10 PRI A LT 1D 10 DA X b &2 addk L TR L
T3, DO IO TTEDA X FE2TNRAE L2854,

VAT AFENL ERE L TERRLET, KYDO 10T
40 EDA N FRFAELTZSE. AT M3 10 8 2 sk
LTFRL, 0B LThOA Y FEBERBLE

7

BAARY RO LXVME

I BMTHEATSZ L, b= b RN ROKERHL
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EHTEET,

B RBAAXRCEDONRTy P Ea—TLEWVMEZEBINTHZLHTEET,
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B ar~rroLsnEozEsem
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AY— bk T4t |HEDSTA VR | HR—FENBT | HR—FENBF|7I+ER

VAR NA R A (Access)
B (Threat) Protection £E (Any) £E (Any) Admin/Intrusion
Admin

RARY =D 1 2L EORFEDNL— VI LEWVEZHRETE E7, BFO L& WERE Z#
PNCEIFFFFCAE TS 22 b TEET, TNENUTIHOTOD LEWEEZRETE £,
LEWEZEBEMT S L, V=V OBEFEO LEWES EEE ShET,

. BARY —IZBR LETRTOL— 7Y Fat v A Xy NMF 740 T
WHINA 7o — L LEWVMEEEET LI EHLTEET,

THMEEANTDHE T 4 — L RICETET A 2y (@) BRERSNET, TOTA 257
Vo35, ZOT7 44—V RORBEOEMEITRE S, LLETOMENEE LR WESIT T 14—
U RBZEZ R0 E T,

EY b O CPU ZH# LB IR T A AT/ a— UL LEWEEIER O L X WMEZ R E
THE, TREIVZS DAY EBERSNLGERH Y £7,

FIE

ATvT1  [FRY P — (Policies) |>[72 R a2 tA—JL (Access Control) |>[ZA (Intrusion) |% i
WLET,

ATYT2 WETHRV D —ORICHIRET A2 @) 27V v 7 LET,

ROVICFFRTA 2 (5) BERRSNDEE, RETLE R A IR/ LTEY, REZE
BT LHERDR DV £H A,

ATv T3 [FEHS— =3 (navigation) 1A D[R Y > —1EH (Policy Information) ] D3 FiZHh b
[L—/ (Rules) 127V v 7 LET,

ATYy7T4  LEWHEERTET DL — L E2ERLET,

ATYTE AR bDT 4)H Y7 (EventFiltering) ]>[L &\ M (Threshold) ] IR L FEJ, >

ATYT6 [#A7 (Type) ] Kuv 7 X7 UARDL LEWVEDOH A 723 IRLET,

ATvTT  [BExIE (TrackBy) | Ky 7 Z w2 U A R, A XV b A U AX AN [EEIE (Source) ]
IP7 RUAEIT[FESN (Destination) [IPT7 RV ADELLIZL > TEB SN EBRINL E
7

ATw S8  [H (Count) 1 74—/ RiZEEz A LET,
ATv 79 [ (Seconds) ] 74—/ RIZEEATILET,
ATy T [OK] %227V v 7 LT,
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ATvIN

grrrvrLzvEorTLER |

vk [AX K T 4% U7 (EventFiltering) 1 717 LAD/L—/LORRIZA X~ 7 4L

27 4ay (V) BRERENET, L—MTEROA RV b 7 2 558N LT85
BliE. TAar EOETFNRA X N 74NV EOBERLET,

BEDOAI v LAY U= bNTEREZRFT SI120E, [RY —1FH (Policy
information) 1 %227 U v 7 L, WIZ[EFE A2 > N (Commit Changes) 127 U v 7 LET,

BEREWETEETICRY O—2ZDFEFICLZGE. BIOR) v—%fmETH &, BKBICHTL
THOLMA AR IIEEINE T,

RDERY
REAEZRIALET, RELEOEAZZRL TSN,

MELEYY
7a—s9L L— L ®D L EVMED A

RAAARY FLELMEDRT EHIBR

ATy

ATy T2

ATvT3

ARX— k54t |[EDFAEVR | Y R—bENET | HHR—FENEF | 7O LR

VR INM R ALY (Access)
% (Threat) Protection £& (Any) £& (Any) Admin/Intrusion
Admin

= VBT DO L EWVEREEZ E R EITHIRT D 2 e N TE E4, Ub—/LOFEM
(Rules Details) |E2—%2H L TCLEVEDOBEFORELZRTTHZ LICL-T, 6N
VAT MY E I D EMEGRTEE T, 0 TRWLWEAIE, L LEWEE BN L TS
Dz EEEXTEHZENRTEET,

BARY O —I0 ko THEINATRTOL—ALE T Fat v PEmRA Ry MIF 740 b
TSN 7o — NV LEWMERZEETHZEHTEET,

FIE

[R1) & — (Policies) |>[7¥ X 3> bO—JL (Access Control) |>[{®A (Intrusion) |% &
RLET,

LT DR —DMICHLWET A= @) 27V vy 7 LET,

ROVICERT A2 () BERSNDEGE, REFLH AL B L TR, BRELX
HFDHERD BV £H A,

Fer—var 7o Koo [RY —fF# (Policy Information) ] DE FiZ&H 5 [/L—/v
(Rules) 1227 Vw7 LET,
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L—LEEALEBARY —0RE |
B e iy s—ompnzs

ATY T8 FARELITHIERT S, LEWVERRESNT 1 DFIEEONL— L ZRIRL 7,

AT9TE BRLEZL—ILDOLEWEEZEIFRT DX, [V~ T1ILB 1Y) 2% (EventFiltering) 1>
[LEULMEDHAIER (Remove Thresholds) | DJEIZER L £,

ATFv7T6 [OK]EZZ7 U v7 LET,

ATV T BRIZAR) V—2ELTHLIORY =T AT ERETHITIE, [RY —F#
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EREZHEEETICRY) =52 ZDOFFIC LG, MNORY —%HET DL, REBICHEL
THPOMATERITEEINET,

RDEZRY
cREAFEZRALET, RELEOBEAZZRL TIZEW,

BMELEYY
Ta—r3L — LD L X UMEOFEA

RARY O—DHIHIDERTE
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ExX, FFEOZ I AT aA bOXIZRZ DTy NEBIELTWD A — /L — "B FFET
HEEIE, FDA— N —NZLS>T NI =L LTERINEA XY MZETH A Ml
HMEIHcEET, L— I TRTORry M LTI A= LTHERSNETN, AP
DB DA R FETRERENET,

BARY —FI2 1 T

1%)\/])’\‘/ }‘Tfﬂﬁﬂ”i\ ?’ZE’C@‘EH%@”% ¢t 76\ L—h _X—2x @Jﬁ%%ﬁﬂ\ detection filter
F—U— R, BEIWMBRAALRY P LEVEBEOWT AL EMAGDE THERT BT
HZEICEELTLEE N,

Je

EVh BAASXR IOy b Ba—ANLIGlZENTEET, £z, BAL—L =T ¢ & ~—
Y (A7 x¥ kb (Objects) |>[#EAJL—/L (IntrusionRules) ]) >AEEDRFAA Rk ~—
Y ARV IEPRBANV—MICE TR —SNehmE) THZ Yy 7 arTHF AR A =a—
ZHEALC, MHREICT 78 ATHZ b TEET,
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| v—LEERLEBAKRY S —DHRE

wEoL—LoBA <~ roms [

BEDIL—ILDBAARNT FOHNH

ATy T

ATy T2

ATvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

ZAX— bk S4t |[RHEDSAEVR|HH—FSNBT | HR— SBR[ 7o ER

VR INA R ALY (Access)
&, (Threat) Protection £& (Any) £ (Any) Admin/Intrusion
Admin

BARY =D — VIZBET DR AA X2 B EIH X 9, — VIZBT BB
flsiuns e, =X R =& LTHERASNETRH, A X MIERESRETAL, L—LD
1 DEHFEEONH 2R ETEET, VA NNORNOMENRLENT T A4V T 1 3E|
DU THNET, 2200MHIDFES L TWDIGEIE, BAIOIHOT 72 a W REITIIET,

W EEANT DL T A=A RITERT A 2y (@) BFERSNDAICEE LTI AN,

TOTAALEI Yy I FTDHE, EDT 4= ROBRKEOEIMETREDH LARIOMEAIAE L
RV AIE T 4 — L RZEICR Y £,

FIE

[R1) & — (Policies) |>[7¥ X 3> bO—JL (Access Control) ]> [ A (Intrusion) |%i&
WLET,

WET DRI —OMICHLWET A 2> (&) 227U v 7 LET,

ROVICERT A 2 () BRRSNDEGE. RETLHEFAAS IR L TR, BEZXK
B 2MHERRH D 8 A,

FEer—rar RXxAD R —1FEH (Policy Information) ] DE FIZ&H % [/L—/L (Rules) ]
7V w7 LET,

MHSRMEZ2RET D | DERITEEO LV — L2 BIR L E T,
[1 X2k Z4J)LB1) 2% (EventFiltering) |> [#I%| (Suppression) | Z 3R L £,
[#0ifi] & 4 7 (Suppression Type) | ZER L £7°,

Wil % 4 7 & U C[EE7C (Source) | E 721X [5685C (Destination) ] Zi®IN L7=HA1X, [R v b
7 —27 (Network) ] 7 4—/VRIZ, IPT FLA, TRLRA 7y s, FEEHETIPT FL
AFEIIFEHIP T RL AL LTHRET A2EH. HDHWIE. b DILEDOMAE HE THEAK
ENEHSEEYDOY X M EASLET,

VAT AL, KV =T RAAL V@R OX Y NT—F = T EAERLET, vAF RAAL
JEBHCIX, BEOIPT RLAZMEH LTI OREEZMHIT L L. T LARWEERIZZR S A6
MERH Y F9,

[OK] %7 U w27 LET,
Evbh T EL—ADRIZH B [A X b 7 4 F ) 2 (EventFiltering) 15 T LD/ —

AOBEITA Rk 74z TAay (T) BERSNET, L—LTEROA
N7 A NEEBIMLESRESE. 742 FOBFERANR N 74X ERLE
d—O
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L—LEEALEBARY —0RE |

AT T KHEOaI v b LARY UMz bR ER 2T 5120E, [RY —1E# (Policy

MHEEHEDORT E

ATy I

ATy T2

ATvT3

ATvT4
ATy TS5

information) 127 U w7 L, WIC[EE %2> b+ (Commit Changes) | %7V v 7 LET,

ERZHEETICRY =2 ZOEFICLGE, MORY —&fET 5 &, RERICHTEL
TOMATZERITHEESNET,

RDBRY
RELRZRALET, RELHEOHEAZZML TS,

HIlBx

AX— bk 54 € [ HEDSA VR |YR—rENET | HR—rShB K| 791X

VR N R AL (Access)

&, (Threat) Protection £ (Any) {£5 (Any) Admin/Intrusion
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BEAFOMBIRM 2R R ETLITAIBRT 52 2L b TEET, 2Lz A— AP —"PRz s 27 n
ARNDEITRZ DTy FEEENPBEFLTNDEWVWS AT, 2O A —/L =1 0D IP
T RUANLEGEEINT Ay MCBT 4 Xy bz iH c& 4, 20k, TDOA—L
Y= APHEAIEIRICR Y . ZO P T RUAPFIORA MIFEHD G TENb, ZORET
IP 7 R L AOIBIGMEEZHIRT 20ERH D £,

FIE

[R1) > — (Policies) |>[7¥ X 3> tAO—JL (Access Control) ]>[{=A (Intrusion) ]%i%
WLFET,

WET IR O —DRRICHIRET A2 @) 27U v 7 LET,

ROVICRRTA 2y () BRRINDGE, RETHMERAL B LTEY, RELE
T HHERPH Y 1A,
Fesr—rar RXRADO[HR U —1E#R (Policy Information) [ DE FiZ&H % [/L—/L (Rules) ]
7 Vw7 LET,
i 2 ZoR EITHIBRT S 1 D E I3 EHO LV — L EARIR L £ 1,
WOBRERH 0 7,
o =L DT XTOMGIZHIFRT 2121, [A X2k Z4I)LAR1) 2% (Event Filtering) ]>
[#IHIDHEIBR (Remove Suppressions) | 238K L F 9,
« BEEOIHIERE 2 HIBRT 212X, v—n%& 27V v 7 LT, [FEMOFER (Show Details) 1%

7V w7 LET, MREREZRERL T, HIBRT 2HEREDORIZH 5 [HIFR (Delete) ] %
7V w7 LET,
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BEREWETETICRY O—2ZDFEFICLEGE. BIORY v—%fmETH &, BEBICHTL
THOLMA AR IREEINE T,

RDBARY
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FERAIL—LIREE

L— b R—=2DOKEL, Fv b =7 £72038A MOBRER T 74 v 7 2R ETDHZ LI
FoT, BB ELIFXEHRAOEROIERZSIZH L, Fy hT—27 EIEHF A MERILS
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N T D77 T I 74 v 7% Ray P LARVWL—LREICRT I ENTEET,

L— FR—=ZDBEERGILE, BERNT T 0 v 7 N"E— &L, IEHOERICKT D20
77 4w ORBERENRIIMA LS L LET, FFEOFELEIP 7 RLAIZEEFEEIND T
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Rz L TEET,
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BIELTEGAIINV— NV E =KLy FE Rry 7 T5701, V=A% [Rry LT
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WROBINE, BBEBENFAMIT 7EALL) ELTWAHIZRLTWET, VKL AT —
REREL LD &0 B0N, L— F_X—ZXDHBRY PR ESNIL—NVE ) H—LF
T L= FR—ZADOREIT, =/ —EDN 10 BN 5 BI3EAE LTCRF R T, b—VEtEz [ R

2y 7L TARY M &EAERKT S (Dropand Generate Events) JICAH LE9, #HLWWL—LEME
TS BBRICHA LT R LET,
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L—ILEGERLERAKR) S —0HZ |
. FAF T VI BRAL—IVIREDOERTE
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