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oy ZE3NEd, LnL, FANENEZT 7 ANUNETA FU R MBRESNTEHE, T—hA
TIXHBMESEEAL OFX A NENEZT7 7 A VB I ORI D) |

T—=HAT TZ7ANONEEZRETDLIICT 7 ANV R —RNRESNTOVDLEET, A
R PMEa—TDArVTHFARNA=ma—BIORXrYy NTI—7 774NV 8TV =27 ) Ba—
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ERRTEET,

T—=HATDTRTOT7 7 AN a7 oV EFREXNTI A SnET, OV X ML, 4
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REENTWET, Xy NU—2 TZ7 A0 RV T RN TAaUE7 7 A VT EIZFRKR
ENET, TOTA %7 VI THIET, BEDT 7 A VZHET DM RERrT
HZEWTEET,

274 RYY O —REICEHT HIBREEHNEE

cHLWRY —DFE, AU =0T TRWI LB Web A V¥ —T = A ARSI

FT, FHFOT7 7 AN R —EFELTWDIEEIE, TO7 7 AV R —%fH
LTWb77k8Z2 arba—L R —DENB Web A F—T = A ANTRENET, &
L5080, TX¥A NI Y w3 hE [T 7®8Aa hr—/LRY ¥— (AccessControl
Policies) | X—VICBETX £,

*FTP 2R3 % [vv DU =7 71 v (Block Malware) | /V—/V&ERDO7 7 A /LK) v —%
fERAT27 78R arva— VR —TiE, [ T4 VB Ke v~ (Drop when
Inline) &M LIARARY O —%2 T 7NV N T 72 a NIRE LGS, VAT A
=T DT 7 ANRTN T =T DR TA X MEERLETH, 7740 %E R
0y 7 LERA, FIP7 7 A TEEEZ 70y 7 L, 77 ANVKRY U—2FIRT LT 7R
ary b= R —DTFT7H NN T I vareE LTRARD U —%2HT 51203, [
T4 URZ R 7 (Drop when Inline) ] Z AN LIZRARY 2 — 23 2 LEQ
HoET,
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AX—h 54t | RHEDSAELVR|BR—bEZNET | R—+rSNBF |7V EX
VR INA R ALY (Access)
Threat (7 7 /L |Protection (7 71 [{E& (Any) £ (Any) Adm%n/Access
) JLARLE) Admin
S N7

(AMP for (AMP for
Firepower) Firepower)

[7 7 A /AR Y — (File Policies) | X— i, BEFEO 7 7 AV R U —NEREFHH L &
BICRRINET, ZOX=VE, 77 AV RY —OFHIHEHTE ET,

NNTF RAL VR TIE, TETEDBUED FAA U TERESNTERY O —RERINET,
Fo, WETERWIER FAL U TERENTEARY O —bRRENET, THLDO RAA TR
RENIZARY =2 FRBLOWMET DITIE, TO AL UV EZET,

GE)

BT DRI RIZIR D T 7 ANF A TDV A SREHFINTZNE I DR ETH-012, VAT
AMIAMPZ 70 REF v 7 LET (B TH1IHIZLE) , HRICRDT7A N 2 ATD
YA MR EREBINTZEE, ZHUIT7 7 ANV R —DEFEZERLET, 2077 AL R

V—HHHATAET /Ay hr— LR =BT DT A AR SN TV DA,

ZOT A Ay ba—)LRY IR~ — s B onET, BEHLETZ AV KRY
VN TNA ATHEMNIR DR, £, AV —EZREEL TBIRERH Y 7,

FIE

ATy T [R1)— (Policies) |>[7Y X a2 kB—)L (Access Control) | >[I T T ETF7AI

(Malware & File) | #3%R L 77,

ATFYVT2 T7ANRY—FERLFET,

o [Lb#: (Compare) ]: [ Y > —@#EE (Compare Policies) | %27 U v 7 LET (KU —
DR /)

AERL : T AN AR Y = EAERRT DI, [T 7 AL AR Y 2— (New File Policy) | %
7V w7 L, 774N RY =R (13 X—2) THATLHFIREZFATLET,

At = TrANRY v—Fat—F52E, av—T7 A ar (L.u) 7y LET,

U

ROVICFTFRT A 2 (5) BERRSNLDEE. X AE

EEETLHMHERDBDH Y EH A,

REITHARAAL AZBLTEY,

cHIER: 77 AN RY —FHIBRT DI, BlRTA2 (D) 220y 7L, Trrr
RRFRENTS [IEV (Yes) 1 & [OK] %227V v 27 LET,
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ATy I

ATvT2
ATv73
ATv74
ATvTH

ATvT6

ATy F1

oy ha—/LhY

TOMERDR &Y A,

o B -
. FRdE -

s[LAR— K (Report) ]:

[BBE (Deploy) 127 Uv 7 LET GEE

R— FOERL Z25R)

ROFTREINTND

sranKus—otik [

CREFFMH AL B LTEY, REEXER

EHOEN #HBH) |

BEFEO7 7 ANVKRY =2 BEST DT, wMET A2 (@) 27V v7 LET,

v—h7aay A5 220 0s LET @EORY L — L

DYERR

AX—h 54t (RHEDSAELVR|BR—bEZNET | R—+rEZNBF |7V LR
VR INA R AV (Access)
Threat (7 7 /L |Protection (7 71 [{=& (Any) £ (Any) Adm%n/Access
il 1#1) JLIE) Admin
)T )T

(AMP for (AMP for

Firepower) Firepower)
FE

[R1) >— (Policies) |>[7%¥ X 3> bBO—JL (Access Control) |>[I)ILD T ET7AIL
(Malware & File) | Z##R L F7,

(o

D7 7 AN A o—Dat—a kT aiciE, at—7 a3y Q) 220y

T LT, FRENDEAT T Ry I ATHLWRY) O —DBEELEATILET, £+
D%, FOav—rEHETXET,

[BrL\7 7 AL RY T — (NewFile Policy) 1227V v 27 L7,

HLWARY —D

[fR7F (Save) |27 U w7 LET,

7 7 A )L )L— )L DOVERE

ZEBMLET,
PBEIZIR T T,
WMEA 7 g v

(22 R—

[F£M (Advanced) 1% 7 & 3R L,
(14 ~—2) O

T AN RY S —TRIELET,

) D

[4A1 (Name) ] & A7 a2 @ [#B] (Description) | A LET,

PHIZE 2T, 77 ANV RY —I2 128 Eosr—v

A T a v BX O — AT T AN
S TEHMA T a v ERELET,
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ST, TR aryha— L b— U7 7 A )L RY S —%BIMLET,

EERZRIALET, RELEOHEAZZML TS,

HMA T avhBEUT—HAT I7AILBELF T a3y

T AN R — T 4 X —O [FEHIERE (Advanced) ] ¥ 712X, RO—xA 7> a v iibh
nET,

o [¥)IE] 7 7 A V45387 (First Time File Analysis) |: ¥ A7 A CTHIO THRIET 5 7 7 A V8T
DIZDDT7 7 ANEFELET, T AL, V=T 779 RV 77 7 L Spero
ST, B—HN =T =TT, ETEEA T I v I ol EFAT TS L O ICERESLTWY
HIV—NZ—ET HMERNH Y £, :0)21‘7 varEERHITLE, IO TRIBE N
77 A NVOMEN TAH (Unknown) | 12720 9,

[ A% DY A S & H%h29 2% (Enable Custom Detection List) ] : 47 A X LfH Y A k
WZhd77ANVETay 7 LET,

[Z7V—2 URNEFEMZTS (EnableCleanList) 1: 7 U—> VA NMIHD 77 A V%
FFAILET,

[ZATFT I TN OBEAITIZHESNTCIA T =T E LTI 7 A NVE~—27 T35 (Mark
files as malware based on dynamic analysis threat score) ]: L UVMEDOBB A a7 2R E L E
T, AaT7BLEVEL EO 7 7 A VT~ o =T LR ENET,

LEVMEIEVMEZRINT A L, ~ o7 E LTS 7 7 A VOB 2 F7,
Tr7ANRY L —TBIR LT 7 a ko TiE, FOME, Tay s &Ns 7740
DEHHEE 2 D A[REMENRH U £ 5,

T7ANKRY — 2T 0 X —O [FEMEEE (Advanced) | Z 7IZiE, IROT—0A T 77 AV
BEL T a RN ET,

[T —HhA T EKAET S (Inspect Archives) |: 7T —HA 7 77 A NVONEEZREL LT,

A

FR [T AT EMAET D (Inspect Archives) ] =B ML F 721X M%)
b FEDEFEZ BT 5 L Snort 7 & ANEHEE S, —H
T T4 T DA AT v a rNHlFSnE TS, ZOFEiF
W hIZT740 v B Ry ransn, TN bEA AT g v
PITONTICZITE SN D0, FENGT A ADET LB X
ORT 7 47 ORBEFEIZSE U TR £3, 3OV T
1%, Snort® OFEENC LD T 7 4 v 7 OEEEZSRLCLIZE
AN

s [T TWD 7= A7 %71y 732 (BlockEncrypted Archives) ] : B 5{b E41T
WOINBEGLT — AT 77 A NVET oy 7 LET,
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srankys—omEe [

s [RETERNWT — A7 %7 vy 273 % (Block Uninspectable Archives) ] : K§5{bLLA D
HEATRETERWVWNEEZEGLT—IA 7 77 A VET vy 7 LET, iUk, @, i
HLET7 740, FRRBEBESNTHDET = A TORKOESEBZ D7 7 A MTiEH
SNET,

o [T—A4 T DEKDOHES (Max Archive Depth) ] : FEE SN TV AESEZBEB L TR AP
NTWLT—IAT %7y 7 LET, BENOT—HAT 77 ANMIZOBIZEEN
T RIITEAORA N 77 A4 0% 1 L LTHED £7,

BEErEYY
Snort® OFLEN T U A

T74IL R —DIRE

AX— kT4t |HEDSAEUR|HR—FENET | HHR—bENBF | 7HOEX
R N R ALY (Access)
Threat (77 7 A /L | Protection (7 7 A [{E& (Any) £E (Any) Adm%n/Access
i) I Admin
N7 N7

(AMP for (AMP for
Firepower) Firepower)
FE

AT9F1 [RY) >— (Policies) |>[7¥ X a2 bO—JL (Access Control) |>[XILI 7 ET7AIL
(Malware & File) | 232 L £7,

ATV T2 WEFTDH77ANV K V—DORIZHIMET A2y (&) 227V v 7 LET, RbVIZER
TAay (w) BDERRINDGE, REFTTEMARALS B LTEBY,, RELE LT HHERN
b FEHA,

RT9T3 ROBRENRH Y £,

[Z 7 AN IL—LDIEN (AddFileRule) |Z#EIRL T, 77 AL b—&BMLET,
FMZHOWTIL, 77 A4 b—b (16 —) ZHBRLTLL &N,

BEFED 7 7 A )V V=L EFRET DI, ZTDON—IVORICH HRET A a2 @) &7
Uy LET,

AT a v BRXOT —AAT Ty ANMVREAS T ar (14 X—) OFBIZHES T
FEA T a v ERELET,

i
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TJ7A4I)LIIL—ILDaAVR—%2 b

R IT7ANLINL—ILOAVR—FR b
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T7A4IIL—ILOaAVR—%2 b+

B

TN hr— gy e hal

AT AlX, FTP, HTTP. SMTP. IMAP, POP3, BL WX
NetBIOS-ssn (SMB) %/ L CIaik &b 7 7 A LV EHiH
L. BETEET, T 74V 0 [EE (Any) 11,
HTTP, SMTP, IMAP, POP3, FTP, 3 X U} NetBIOS-ssn
(SMB) I 74w 27 HNDO7 7 A NLEHRELET, /3
T —< A& ESE BT, 77 AV — T I,
N7V r—vary Fabharns bl OFEFT
TrANERIBTHEIRETEET,

HR1E 0D J7 )

HFora— REIN5H7 7 A MI% LT, FTP, HTTP,
IMAP, POP3, ¥ J ("NetBIOS-ssn (SMB) DFEE ~ 7
T4 ERETEET, Ty m—Ranbdr7 74 UZ
xf L Cix. FTP, HTTP, SMTP, I L U NetBIOS-ssn
(SMB) O¥fE T 7 4 v 7 ZHETEET,

HEE (Any) ZfEHT L, 2—FREELT
WBDEZE LTV D NITERERRLS . 2507
TV r—varyra haliEfLiz7 7 A Ln
B ET,

Bk

Tr7ANDHTIY XA

VAT A, SESEREATOT AN ERETEE
Ty INHEDT 7 AN FATIE, AV F AT 4T (swi,
mp3) . EITA[EEZ 7 A /L (exe, hL > K) | PDF 72 &
DIEARW T TV T N—T T ENET, HxDT7 7
ANEATERELIZ0, 77 A4V 27 T3 LK
ERRHLIZVTHEY, 77 ANV A— NV ERETETET,

T ZIE, TRTCOINTF AT AT Ty AN ETay )
L72Y . ShockWave Flash (swf) 77 A /L DOHET a7
L= CT&F9, 721, =—V 2 BitTorrent (torrent)
TrANEA T a— R LZEXIZT 77— a7 X9,
VAT LERETEET,

GE) BECRNIT—SNDT7 740 b—E, V&
TIhNT F— AR 52 5 AR B
DET, =L 2E, HTTP T 7 4 v 7 T LT
ATAT T7ANVERBLES ET5HE (T2
Z 1% YouTube 13 E D Flash =1 > 7 Y {5k
LET) . BRREDOA R RBAEREIND AT
REMERH Y 7,
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ET,
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TH, T AWM LT Sperod ., =—H/L <)Ly =
TR, ETITEIO A FEITT AN ERETEET, [V
227 (Block) 177 vara®iRToEL, VAT ALTT
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GE) T7rAN — VEEBE EDNEETIZ/R L, —
VT T arDIEE CTRHME S E T,

TJ7A4ILIL—IL T a2 EEHEIER

EEFMETHITIE, 77 ALK =IO EOAL—ANEEN TV EMERD Y £,
TrA NN VEFRATHE, uXr S Tay s kR 2T AF Y OB E R
D77 AN FATEFFMCHECE £,

KT 7 AN IN— L, V=NV DFEC—ET DR T T4 v IRV AT AL TED LS IT
MBI ANERETDH 1 2OT7 7 a ryBREEMToNET, | 2077 A4V FRY —W
W, Z7ANEAT, TFVr—varra hal, BBEHFROBEWVNISCTRRLT 73
VEEITT DA DV NV EFRETEET, EEREORWIAIL) Hilier oy 7 KRIZ
INT 2T A VAR varvbkTayd ol ILICEORICEMABREE X 7L E
7

BEOT 7 AN N—N T 7 adi,. UTOXoL—L 77 a3 EICRY £97,

[Z7 ATy (BlockFiles) |WV—NVZMEHTLE, FFEDT 7 AN EATH Ty
JTCEET, VA MBERT Ry SR EXIERE VY TSV ar, BX
OF ¥ T F ¥ SN 7 7 A NVEERIGT AL AR HFETHA T a v 2R ETEET,

[V =T 7uv7 (BlockMalware) | V—/VEFEHATLHE, FFEDOT 7 AN XA TD
SHA-256 Ny ¥ 2 ffiZx#HRE L2%, AMP 7 97 RZREL T, Xy NUY—27 2@+ 5
T ANV T 2T REENTVNENEI DLW L., BBERT 77 A V2T 0yl
TEFET,

[NV x=T 7 TY Ry T v (Malware Cloud Lookup) J/V—AZEFEHTHE, R
NI —7 Z2@BimT57 7 ANVOMEERG L Rl L7295 A CEDOBEEEF A TEET,

«[7 7 AN (Detect Files) | V=V &EHT DL, 77 A VOIREETFAT LIRN D, Fr
EDT 7 AN A TOMMET —FN— AT TEET,
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A

IE

[7 7 A VO (DetectFiles) | £721L[7 7 A /D7 v v 7 (Block Files) | &R, [7 7 A
DR (DetectFiles) 1 £7=iX[7 7 A/ D 7 7 v~ (Block Files) ] /V—/L"T[7 7 A /LD
1% (Store files) | £7213ER b, F-idk [~ v =T 7597 Kby 77 v 7 (Malware Cloud
Lookup) | £72ld[~v/v v =T 712 (BlockMalware) | 7 7 A )V )b—)L T 7 2 a &0
47> a v ([Spero 43HT £ 721X MSEXE (Spero Analysis or MSEXE) 1. [Eif)434T (Dynamic
Analysis) |, 72X [2—H v <7 =T 5587 (Local Malware Analysis) 1) £721%7 7 A /LD
RfpA 7 ay ([vvv =7 (Malware) |, [F¥] (Unknown) ], [1E% (Clean) |, FE7iX (4
A& L (Custom) |) EREGT DERMD T 7 AN N— L BINE T TRED T 7 A )V b— )L %
HIBR % &, BEDOEFEEZEMT D L Snort 7R ARFEEB S, —FHNICNT 74w 7 D
AR arypnHiEnET, ZOFFICN T 7 v B Ry TInbsn, Lk
A VAR v a UIMTONTITZITESNLD T, BEHANRT A ADETAEBIONT 7 1 >
7 ORBRFIEIE U TRR Y 97, FEICOW T, Snort® OFEBNC LD b7 7 4 v 7 OF)
EESRL TS,

TrFANN—)L T 72 a A0 T, Z7ANMRENRT B v 7 Si- & & mE2 ) &y b
ToHE T ar, FEHMGET A ABEG L7 7 ANVERGET 24T vay, 7740 T
NG =T =N TS 47y, BSFLET 7 A VB8R 4T 36 KO Spero 734
TDIZAMP 7 70 RICIEET A ATV ay, BLXOBRTERTLDIZZ 77 NICBIEXEG
TERWT 7 ANERGFET DA T a VERETEET,

RA4:T7ANLL—ILTHay

TZ7A4NINL—IL | FZ7AILDOTAY |TILITTDT | F7AILDBREN|IILDTT IS
T arvDF T | AREM 0wy AN algeEh | ATEED IRILYIT Y
vav THVETRED
MSEXE F ® No IEu s FE TArRE | No WU FEATATRE
Spero 4347 (Spero 77 ANEEET 77 ANVEHEET
Analysis for X ¥4 xFET
MSEXE)
BR9SAT No i3y - RBZR 7 7 | No T R 7 7
(Dynamic A NVDOMWEDELT A NVOMHEDFAT
Analysis) AIREY 7 A L &1k AIREY 7 A L ik
(ENSEE3N (ENSEE3N
N LER No Yes No Yes
(Capacity
Handling)
o —Jh) <) No Yes No Yes
7 = T AT
(Local Malware
Analysis)
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T7A4ILIL—IL | T7AILOTAY|(IILDTTDT |FZ74ILOBEN|TILDITT 95
THOarvnFT| o HaEEEd By A a[EEA | ATRED ORILYITY
vay THiETEEM
By b1y (HELE) TEuy (HESE) No No
(Reset
Connection)
T ANVORIE [TV —ETA TR BIR L [y BT AT iy EmIR L
(Store files) RCOT7ANE | T 7 ANVDWEIZ|_XRTDT 7 A )VE | 77 A VOMWEIZ
RETEET —HIT L7 AN | RIFTCEET —T BT 7 A
AT HARFTE AT RFETE
ESch ¥
774 RY S—OEEEIE L HINEE
774 IIL—ILEEEICET 5 FEFIE L FHIFIEIE
RV TREATZ 7 ANET Oy I THILORESINTZ A=, —BTLH77A4VvET

m/abi@moEﬁfi774wmﬁmﬁﬁéM5tw\Eﬁ@%#%nﬂ_ﬁﬁﬁé
N—IVEFRE LA, ZOHERICE L THEDA XV ERRHEINDZZEBH D 7,

[NV =T 779 Ky 7T v (MalwareCloudLookup) 17 7 v a v &7zl [~v /D =
7 7m w7 (BlockMalware) | 77 v a &S TT 7 AV L= REEINTWNDHY
4. Firepower Management Center 28 AMP 27 7 7 N & O & Mt TX /e & B 8
TENDET, VAT LRREFHINV—IL T IV ary 7y a v #ETTEERA,

e AATI, [I7 AV Ty ” (BlockFiles) |77 vavé&[vhu=7 7uv7 (Block
Malware) |77 > a > C[#HD U > b (Reset Connection) | ZANIT 5 Z & ZHELE
LTWET, ZHICEY, Tay s &nk7 7V r—rartya VRTCPER Y & >
FETHWEEFICRD Z 2Bk T4, HEhia Uty b LARWVWEES, TCPHHH
)ty bTDHET, 79470 By va ryBRRRWEEFITRD 9,

cKED NI T4 v I BT LTVEHE, XY 7T ¥ LT R_RTOT7 7 A VERFELE
D, BFSHITHAICEELZY LEWTKESN, TOLCTHE, VAT AR T 43—
VAINCHEENN S LN T,

e VAT LATHRIHEINDTRTOT 7 AN FATIIKH L TN T =T e FATTE L0107
TEHY A, [T7Vr— a3 7u haj (Application Protocol) ], [HRiED A

(Direction of Transfer) ], 3L [7 7 ¥ 3 (Action) | ey X U A N ClE%Z#®
RTDL, ATLFT7ANEZATDY XA NERELET,

774 IVRHICEY 5 FEFELHINFIER

T HTT 4T T T AV TNEYTRITIVUE, TR ay ha—L L—uik,
AMP 5%, 77 A VOFIIEEITTXEH A,
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s T ANBT IV r—ar Fa harfeRol— BT 5%, AV A
Ry NDERKIZ. VATFLANT s ANDT TV r—3 g 7a 3L EEFICHN L%
AT ET, HBlESN TR T 7 AT, Z7 AL Ay MEERLERA,

FTPIE. EFXERF ¥ RN ENLTCa~vry RBIOTF— 2% LET, Ry T FE-
A4 27 E— RORERKTI. HP? HewarEzofliEity s arn
LDRNT 74 v ZIXRICNEY Y — A SEENZWBAERH Y £,

« POP3, POP. SMTP, F7IZIMAP v a L TOTRTDT 7 A VL DEE A RN
1024 2B, By a7 AN ARy NTlE. 77 A NNy T 7 B0 o i E0D
W% TR ENTZ 7 7 A NVDOABINIE L KBEN2WNWZ EBH D 7,

s SMTPRERHTT F A NNR—ADT 7 A )VEEEFETHE, —HOA—I T T AT MIBIT
% CRLF 4T SCPHEYE I L £9, MACR—ADKRA MEF¥ U v U Z—2 (CR)
LF A L, UNIX/Linux N—ADKA MITA > 74— K (LF) XFEMEHT LD
T, A= NI ITAT LV MIEDEITEWRIZ L > TCT 7 A NVDY A ANEREINDLLEEN D
DEFT, —HOA—I T T7A4T 2 ME, SBETERNT 7 AV XA T 2T HERITK
ITEBEIT) X DT 74NV PRESNTNDHZ LITHER LTI E SN,

274 7Oy YICHETSFESEEEFNEIE

« 77 ANDKIDY &~ End of File ~ — 1 — MR S Ve WIGA, Brik 7w b oL & 3R
BfRIZ, ZOT77ANVEILD 7 TAYY L— L THEHAZ LRHUV AR THL 7 B Y
7 ENFEHA, VAT AIZ, EndofFile ¥~ — 7 —T/RIND T 7 A NVEIERDOZAZMNZET T
LETT7ANDT Oy 7V ERFHEL, ZO~Y—T—PRHINERIZT 7 ANV ET Y7
LET,

*FTP 7 7 A NV#RE T End of File ~— W —N{i&kT—H 7 X v L3Nt SN b5
B = D—=BNT v E N, 77 A NRERBFTP 7 7 A 72 MIERINE T,
FEEIIZFD T 7 A VITREBIIT 4 A7 kS E T,

s [Z77AN T rawvZ (BlockFiles) | 77 varBLON[vrr=T 7uv7 (Block
Malware) |7 7 ¥ a L&D 7 7 A )V =)L TlE, WD 7 7 A VERERITH 24 HEEC
mHEhs, L7740, URL, =N 774 T N7V r—vaaffiolofil
WeyvarETZuy s 3520280, HITPREO 7 7 AV X0 v a— KO HB
E7uav s LET,

cFNIZ, HITP 7 v 7 ua— Kt arnbD T 7 4 v 7 RARWYTHIHHEE. VAT
PMINT 74 7B IELLEHETERLLRY, NI 7400070y 707 74 A~
v NDAEREITONER A,

s [Z77A4 N 72 (BlockFiles) | /L—/L"C7 1 v 7 X5 NetBIOS-ssn #2H 7 7 A /L

% (SMB 7 7 A VHRETR E) DA, SR ARNTT 7 A VBEONDLZERHY 77,

ttt Zyra— RRBRICTZ 7ANDB Ty 7 Sh, fRE LTI 7 A VHRENRTE
2D, TDT 7 A I TE LA,

+ (SMB 7 7 A MiRik72 £) NetBIOS-ssn f%H CHRIESIND 7 7 A V2 E 7 a v 7
THETZ77ANN—IEERLTSGE, 77ANLV R —%FRNETT 78X 3 br—
VIR Y S —DRBEBNCBME Sz, FESIH A TCP £721X SMB & v ¥ a Tk En b
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T 7 A MR LTI, MEMTbNERA, 207D, 2607 7 A VidHtE/ 7 a

7 SsnFEEA,

« Firepower Threat Defense DA 7 XA TV T 4 R E LI L X, DT VT 4T RT
NAAWT 7 A NVEBB L TWDICT = A v ==L LT HE, 77 AL 2 A
TEEMENEE L, T7 ANV RV —TEDT 7 AN ZATRT Ry 7 STV DHY
BETYH, HILWT 2T 4T TANARAF T 7 ANET T a—RLET,

TJ74IL IIL—ILDYERK

RI— bk S4+t |HEDSA LR | PH— FEhBHT|HH—bEnd F| 7o £

‘o INA R A (Access)

Threat (7 7 4 /L | Protection (7 71 [{E&E (Any) & (Any) Admin/Access
Admin

il )

Malware (AMP
for Firepower)

JL )

Malware (AMP
for Firepower)

EFI"
cl

[7 7 A VO (DetectFiles) 1 £721X[7 7 A VD7 12 (BlockFiles) ] %3N L7234
[7 7 A VOfgH (DetectFiles) | £721X[7 7 A /VvD7 v v 7 (BlockFiles) |/V—/VT[7 7 A
VOLRAFE (Store files) | AU/ BN L72SE. £ [~V V=T 270 Ry 7T v

(Malware Cloud Lookup) | £721X [v/v 7 =7 71> 7 (Block Malware) ] 7 7 A /L JL—/L
T U avEGNTA T Y a v ([Spero /M1 E 721X MSEXE  (Spero Analysis or MSEXE) 1. [Ehi1Y
2387 (Dynamic Analysis) ], F72id [2—Hh /L <A T =T 547 (Local Malware Analysis) ]) %
7 s ANORGEAT v ay ([wvy =7 (Malware) ], [R8] (Unknown) ], [1E%

(Clean) ]. E72iX [ AZ L (Custom) ) EFREBTHDERNMDT 7 AV —)/L 2 BINE T2 135
BDT 7 AN N — VIR LTEEICIE, REDEEZEFT 5 & Snort 7' 0 & A3 FHEE) S
. —BC N T 74 v 2 DA AT v a rnlisnEd, ZOFBHRIC T T 0 v 7R
Ky 7FEN50, TN EA VAR v a UMTORTICZITESNDNE, FEXGT N
AADETNBIONNT 7 4 v 7 OWBFIEIG U TR Y £3, FEIC OV TiE, Snort® ™
FEBCED T 7 4 v 7 OBIEESRL T ZEN,

FIE
ATYT1 T7A4NVKRY) —2T 4 X T, [Z7AN—)LDEI (AddFileRule) %27V v 7 LET,
AT T2 T7A4 NV v—nNDaviR—3xrk (173=Y) OFAIHE-T, [TFVr—var 7ak

=1/ (Application Protocol) |35 XU [#215D%6%E (Direction of Transfer) ] Z iR L £,

ATFY T3 [77ANZAF (FileTypes) | % 1 DU EEIRLES, 77 AL FZATDY R b2, RO X
INTT A VA TEET,
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1 OLULED[T7 7 AN X AT BT TV (File Type Categories) | Z3®IN L, IR L7=HT =
UDOFT_XTHOH AT (All types in selected Categories) | %27 U v 7 LET,

c BRTETITIATT 7 ANV Z A TH BB LET, 72 & 21X, Microsoft Windows [EH D 7 7
ANDY A NEFRRTHITIE, [FATE LT O/KE (Search name and description) ]
7 4 —/V RIZ Windows & AJJ L E7,

Evh TrANEALTORIRA U EERET S L, SIHNERENE T,

RTYT8 77 AN N—)L T 7 varEHilER (18 X—) OHBICHEST, 77 ANV IL—LD [T
73y (Action) | ZEIRLET,
RT9TE BRLIET 72 a3 AU LT, B FEFETTINEIDERELET,
s T ANDT vy 7B E ) By M5
c —HT LT ANERETD
* Spero T & A NZT D
s —H)V T =T T E AT D
c A F I I BB LOF ¥R T 4 OLBEFNITD
Ty AN =L T 7 a s LRHIET (18 X—) OEAZSRLTIEIN,

ATv7T6 B (Add) 1227V v27 LET,
AT9 T [R1F Save) 1227V v 7 LTHRIY O —ZFLET,

RDEZRY
cREAFEZRALET, RELEOBEAZZRL TS ZEW,

EENEYD
Snort® OFLEN T U A

— RN =4
D 27 Mg
Firepower > A7 . Tl Cisco Advanced Malware Protection (AMP) % 3fiid 5728, IRD/N7
Vo7 770 RR=ZADY—=/"~DEREAITVET,

*« AMP 7 7 7 K : AMP for Firepower O~/ 7 = 7 HFEFEF L, =2 RARA > bl
AMPD A Xy La— K </Lr=7THit, B, REFOKE I0C) ZRfGFTE £7,

« AMP Threat Grid 7 7 7 K : AMP for Firepower % A 7~ v 7 3HTICRIH AlHE/2 7 7 A LD
BIE, BEATRFA T Iy 7o bR — FOBRENTEET,
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HMADT T AR — EX a2 VT A REO=—XJELT, FTARX= 7T R H—n%
BATLHZEHTEET,

cAMP 7’ AR—K 759 NMRIET 7547 A (AMPv) 1%, JEfER., 71 3 2 AMP
T30 RBLONRT Y w7 AMP 7 T 0 RIZERTHIZOOEA X & L THERELE
‘j‘o

« AMP Threat Grid 7 75 A 7 > A1Z/37° U v 7 AMP Threat Grid 7 7 v F & 1 3HA& L7224
VLI A AMP Threat Grid 7 77 K& U CHEREL F£97,

AMP ¥ 5 7 gkt

FER~ VT =T (AMP) 7 70 R, B v 7 F—2 o0l otiic kv xy U —
J o~y 2T EBEBION T ey /T AHVAITRAT Yy KRYP— T, IROD2DODIA
IAMP YV a—va i EBLL5 L AMP 7 70 REERLET,

 AMP for Firepower I&, EEHRT NA ANRRy NU—2 8T 7 4 v 7 holg LIZETE
H7e~L 27 OWEEZEEL, o—OL <L TS 7 7 A4 VOEFISED Hih%
BT D7D AMP 7 50 REFEHLET,

s TV RARA LV RANT AMP X, YAIDZZ—TFA X FADAMP VU 2— 3
TY, 2—HEENEN, AMP 7V 77U REEET a0 B a—FR0E/ ()L T/31 A
BEaxy ¥uA A M=/ LET, RKIZ Firepower Management Center 73 A ¥ ¥ o, < /L
V=T R, Rt BEIOMEREFOIKE I0C) DL a—RaAf AR —FLET,

J&BAIZ & > T, AMP for Endpoints 283 E =% F 5= R A hX, AMP for Firepower 73
=HZLTWEHEDEFEILARAR FTIERWEAERH Y £, 2D, =2 RRA 2 F_X—2AD
NI 2T AR NI, Ay NI =7 vy FICARARNEZBNMLERA, 2L, VAT AIK
IP7 FLABIUMACT RLADT—# i LT, AMP for Endpoints ® &2~ 5 Ef5 L 72
REOGEEE=IHEORA ML 7T LET, B2 AMP VY 2—2a k> TE
ZHEND2ODERLERANNFELIPT RLAEMACT RLAZES TWAHEA, VAT
2% AMP for Endpoints @ 10C % E=Z X RDOKRA MR- TH 7T T 25608 H0 £7,

[AMP % (AMP Management) ]-X—73 (JAMP]>[AMP &2 (AMP Management) |) T AMP
779 REOREZEH L ET, AMP for Firepower TlX, 7 7 4 /L kCTKI[HE (US) AMP /7
Uy 757 ROEGRHRESH., AN > TWET, AMP for Firepower 7 7 7 Rt
OHIBRRLENLIT TE AN, BMES (EU) BLUKE (US) AMP 7 7 7 Rog) v #
A FFTITAX=F 7T 7R (AMPv) OHEHREORENFRETT,

T RARA v MZME @ FireAMP 85 4 B3 5 121%, FireAMP AR — X VD7 717 k3
T, R—HF BB TR RARA 2 Malld AMP #¢ Tld, AMP for Firepower
TN £H A,

AMP 7 57 FHEGE M

* AMP for Networks : /X7 U w7 £33 7 74 X— M T1D AMP 7 77 R&fEH LT
TH. AN— k443 % {5 T AMP for Networks D~V T =7 757 R )Ly 7T v 7 Z{TWN
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ave 559 g ]

%9, Firepower Management Center 7> 5 DIBfE #1T 9 72O, ZOR— L ET 7 Xy R
W BERH Y £,

e TV RARA Y M AMP : =2 RARA Y hR—=ZADV N T 2T A X N2 ET 5720
2, VAT AEAR—M443HTTPS AL T RAa 770 K (N7 Y v 7 EET7 74
~— k) |Z#pE L £ 9, Firepower Management Center & Dif{E 21T ) 72, ZOKR— &
ARG RET T MY ROMGIZH BENH Y £7, £7-. Firepower Management
Center|3A v ¥ —XR vy NMIEHET 7V EATELLENRDY £T, 7 74/ NOEFERY
V—IZEEND AMP A7 —H A £ =4 (%, Firepower Management Center 725 7 7 7 K~
DI OHEHEH L) LTt Tt C& 7e < Ip o 7ol E 72T AMP R —Z V&> T
TS BERIRR S A ICE S 2 L E T,

AMP DEFIZ LA —R— P EFERT2IEEANEX 2V T 4 A 0T ) D= ADMBIER
EATvar 3—=Y) ZZRL TSN,

AMP &g PRASEY T«

NA T RAZE YT 4 T D Firepower Management Center {37 7 A /L 7R U 2 —35 JL OB E§-
DEREELAELETN, 777 R, ¥ 7Ty SN T7 740, 77 A0 A b, <)V
VT AR NERAETHI LTS EHA, EHOMGEELZMHER L, SN2 Z 7 A LD
<V = T ALER I 5 O Firepower Management Center TR U TH D L HICT5720121X, 77
T 4 7 & AH 3 A [l )5 D Firepower Management Center 237 7 0 RIZT7 7 B ATX A MNERH
D ET,

INA TRA T EYT 4 OF%ETIL, Firepower Management Center D7 77 4 7 A VAKX VA b
AL A VAL AT AMP 7 7 0 M2 ERICEET 2 LR H Y £, b O
ETFH S EEA,

INHLOEMEZ, NT Y v TIAX=KEHEFDAMP 7 77U RIZEH S E T,

AMP Y 57 RiERERILTFTF oI —

~ILTF R A A EABREETlL, AMP for Firepower #§5¢1L 7 0 — /L LUL TO R E L E T,
4 Firepower Management Center C F]A272 AMP for Firepower Bt 503 1 #ft DA TT, = R
AV MANT AMP #f5ild, EDO RAA 2V LAYV THBRERRETT, 72720, ST nT
AUEBIDO= > RARA » RAaF AMP 7 A7 > NEERT 5 0ERH Y £, 7= & 21X, MSSP
DET TAT v MI, ENENMB O RARA 2 MMall AMP ZEB L CW 2403 H 0 £
R

be3

et

BRIZU —7 RAAL NCEBETDHIP AX—2ANH LA, =2 RARA > MMald AMP#Fi3 Y —
T LIV ORTHRETH I EeBHELET, HEOY 7 KA AL UIZHE CIP-MACT KL A
RT EFFORA NDFET DHE, o7 —7 RAAL NV RiRA v hR—AD~< )V =
T AR FERAELIZD . oo R M IOC ZBEff 1T 72 0 5 AfREMEDN 0 £,
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B AWP for Endpoints 7 5 FizgEORE

AMP for Endpoints ¥ 5 ™ REHGDHEE

ZT—kSAt |[REDSAEVR|HHR—FENBT | HR—FShDE| 7o ER
~ A AR A (Access)
fEE (Any) {EE (Any) {E% (Any) L5 (Any) Admin

% T AMP for Endpoints 23 BB &5 & FEOEAI, REDIKE (100) . BLOZEOMO
<N =T BEEOEHRE AMP 7 7 U Rinb U AT WA R — hT& 9, AMP for Firepower
RN T TICRE SN TWAEHAIZ Y. AMP for Endpoints #5t 2 5 BT A M ENH Y £77,

ATvT1
ATy T2
ATy T3

RTv74

ATy TH

< IF RAAL VBT, BIZY —7 FAAL VICEBETDIP AL—2A23H 55415, AMP for
Endpoints #fi% U — 7 L-ULOARTHRET DI L 2@ BAD LE T, HEOVT AL
WZIA U IP-MAC 7 RV A XT ZRFORA RBRB LA, VAT LARR-72) —7 RAA UIZ
TURRA Y ER=ADN T =T A X MNERIFELIZY | o ToAR A NI 10C % BadEft i
0T DRRESERH D FT,

1R BRI

« Firepower Management Center Z L35 ffRg O WJHMRBBIZE T L7212, 72 IXBARTONN—T 5
VR LTI AMP 7 7 U RICHEH L T\ 5855 1X. AMP for Endpoints E¥i = > Y — )b
U CLART O A HIBR L £ 5,

FIE

[AMP] > [AMP &1 (AMP Management) % 3R L £,
[AMP 7 7 o Rt D1ER (Create AMP Cloud Connection) | %72 U v 27 L$79,
[7Z 7 K4 (CloudName) | Ke vy X oy VA NNL, AT 50 REBIRLET,

« FRMEAS AMP 7 70 RO¥A, [EUZ 77 K (EUCloud) | Z#EIR L £,
« KEAMP 7 70 R84, [US 2 77 K (USCloud) | &R L £,
s AMPv D&, [FT7AX—k 757 K (PrivateCloud) ] %8R L, Cisco AMP 77 A ~X—
N7 TTR Q78— ) OB TRfT LE 7,
Z D7 7 K% AMP for Firepower & AMP for Endpoints (2 H1 3~ 2 5415, [AMP for Firepower
\ZfEM (Use for AMP for Firepower) | F = v 7Ry 7 A%k A2 LET,

VIF RAAL VBT, ZOF 2w IRy 7 AT Ta— L AL ZORFREINET,
4% Firepower Management Center (2%, AMP for Firepower £t & 1 D72 E T £,

[&&k (Register) | &2 27V v 7 LET,
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ATvT6

ATy 17

ATvT8

ATvT9

Cisco AMP 751 ~—+ 555 1 |

FHRRRED T 1 2 0F, 7= & 2IF, F1repowerManagement Center CHEfi # % € L7=%. AMP for
Endpoints B2 Y — VO ZFF A3 2 R1IC, #EAREF CTHLZ 2R L ET, KK

ikiﬁ%%m#?%ﬂ/(ﬁ)i\&77%#@%%@%Lt_k\iki@@ﬁmfﬁﬁ
WEB LT RUET,

AMP for Endpoints B HL = Y — L&A 795 Z L 2R L, B Y — e/ A LE
R

EEla Y — L& LT, AMP for Endpoints 7 — # % Firepower Management Center (Z 2515 9
HZ L% AMP 7 70 RIZFFAILET,

ZETDHT7T =2 R T 25613, HREZTMOMMANORED 7NV —7 2B IR L £7,

FT7 4R TIE, AMP 7 57 R34 _RTOIN—TDF =2 &% ELE T, S —T%EH
9 5121%. AMP for Endpoints FH = > — /L C[EH# (Management) |>[% /)L—7 (Groups) |
PEIRLE T, SEIcOWTIR, BHa L Y —LDF T4 ~VLTEBRLTL &SN,

[FFr] (Allow) 1% 7 YU v 7 LTHERZAMCLT, 7 —FXDEWELZBLET,

[f647 (Deny) 1% 7 Y v 79 % & Firepower Management Center (2= VD F 923, B I 134 AS
~— 7 P& ET, B A IRE/EFA] L7V E £ AMP for Endpoints EEL L — LD [T 7Y
sr—3 a2 (Applications) ]X— T NBHIO_R— 2 E) L7254, Firepower Management
Center D Web A > 4 —7 = A A TIHERURE T O~ —7 RIS £, Znb50O0TROR
TH, ~NVAE=FIFRBMLTEROT 7 — e B LERA, K TAMP 7 7 7 NICHE
T HITIE, REL 7o £ 7213 P O A HIBR L T B EER L E7,

AMP for Endpoints £%#5t D EXMNARTE T T > TH, AMP for Firepower £#5¢ X N2 72 0 T4
/1/0

RDBRY

INA TRA T EYT 4 OF%ETIL, Firepower Management Center D7 77 4 7 A VAKX VA L
AL LA A AL ATAMP 7 70 RERi 2 ENCRET DRERH Y £9, ZhbOR
ETFH S EEA,

CiscoAMP 7S5 A/ R— K 5K

CiscOAMP 77 A4 R— K 7 0 AT 774 7 A (AMPv) %##l+52 LT, *xv b
TJ—7 EOAMP = RARA VN T —FZNETHZENTEET, AMPvIZ, AMPZ 77U R
DEMTL, ATV IR N—=T g & L THERET D, v AIMBE O~ TT,

TV RARA > MAF AMP O3 XTO a7 X753 AMPv (7 — % % 1%6{5 L, AMPv |Z Firepower
Management Center |27 — & Z #4126 L 9, AMPv L, = RAKRA > b 7 —& 450806 TlE
—U)H L Et A, Firepower Management Center [X AMP 7 7 U R L, *rv hU—72 k
TFT74 v TRIBENTE 7 7 A NVOHEREREZ 7 ) L2, LERAXI T 4T w7
AN P EZELEZY LET,

HHDTTZA N =t F 2 ) T A IREDBLEND, E=FHRERy NT—2 L AMP 7 T ¥
RN & DR THEIZH D VITEZEER T 5 Z LR, £RTRERGER"HY £9, 2oL
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TZRPL T, Cisco AMP 77 A _X— b 7 77 RMEBT 7747 A (AMPv) ZEk+ 5 2 &2
T&EJ, AMPv L, AMP 7 77 FOIE R, A>T LI A NR=Va & LTHRIET D, ¥
AaMEDRE~T > THY, 2—F DXy NT—T L AMP 7 50U RORRIRAT 4 =—H
T7, Firepower Management Center 2 AMPv |[Z#2f¢ 3 5 &, AMP 7 7 U N & ORE(FDOEHE
feldESM b S E T,

AMP 7 57 R DT XTOHEHE (AMP for Firepower TH T2 KA > ~allF AMP CT%) 23
AMPv IZHER S 4L, AMPY 1%, FEXIRAX Y NI =7 DX a2 VT 4 &7 T AN —ZfffrT
HlebDEL TR ELTHELET, Xy NTV—2 NI 7 4 v TSN 7 74 LD
HEFRERDO 7 Y VIR AXRI T 4T VT AR NOZIE, =2 RABRA » Majls
AMP 57— DA R — N EEITWET, AMPv id, =2 RiRA > b F—F &/ E G Tl
—EELEEA,

HTTAXR=b 2777 FiE, =2 FRA 2 MaF AMP 22 R 7 Z &K 10,000 £ THHR— b
BT, #EOTIAX—F 7T RERETEET,

[AMP &2 (AMP Management) ]-3—3" ([AMP]>[AMP &1 (AMP Management) |) %{f >
C. Firepower Management Center 7> 5 AMPv & Q8 & Hilf# L £,

AMPv ~ O 4%

G¥)

AMP for Firepower D 1 U AR—R > F T DX A T I v 7 50Tl EERT A AR — b
443 /> AMP Threat Grid 7 7 7 RE72134 > 7 L I A AMP Threat Grid 7 7' F A 7 2 A2, H
BHH0WET X AN L TCT 7 EATELOMLERS Y £, AMPVIZF AT v 7 5ira
R—FLTWERBA, £/2, VRAaEAAE X2 T 4 ATV V2 A (CS)ITHEAFT HZ
D OFRE (URL 7 A V2V o 70X a2 VT4 AT IV A TANEY T E) O
CODEHERA TV V= ADEALTORG LY HR—F LTI A,

AX—hb 54t (RHEDSAELVR | B R—bZNET | R—+rSnBF | 7o EX

VR INA R A (Access)

~N =T N7 L& (Any) L& (Any) Admin
(AMP for (AMP for

Firepower) Firepower)

& (AMP for |{£E& (AMP for

Endpoints) Endpoints)

188 BRI

e AMPv D~ = =2 7 )LOFE/RIZHES T, CiscoAMP 7 I A _X— K~ 7T RE=IT7 70 K%
WELET, REFFIZ, 7TAR—F I TURDEARMEAETLTLLZEZN, ZOKR
M4 1%. % C Firepower Management Center CHEft 2 % €79 25 & T ITHLBET 72D £,

« Firepower Management Center 25 AMPv L l{E C& 5 Z L 8 L. AMPY 31 & — X v
MZT7 7 EATE, AMPZ 77 RLEETEHZ L &fERLET,
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ATvT2
AFvT3

ATv74

ATvTh

ATvT6

ATy 1

ATvT8

ATvT9

ATy 710

avpy ~oizs I}

FIE

[AMP] > [AMP &1 (AMP Management) |%E4R L £,

[AMP 7 7 v N5t DVER% (Create AMP Cloud Connection) ] %27 U v 7 LE7,

[Z7Z 9 R4 (CloudName]l Ka v 7 X7 URARIMS [T A4 X—F 2757 K (PrivateCloud) ]
IR L E 7,

ARTE AT LET,

ZOMFHIE. AMPY IZ X o TAEREITHEESNLEIY AT =T A X2 MIRRSNET,

[RA K (Host) 17 4 —/v NIiZ, AMPv DFRERIIRE LT T7AX—K 7T 7 ROFRA N
AN LET,

[REFAET v 7'a— R /Y& (Certificate Upload Path) | 7 4 —/L ROR{IZH 5 [ (Browse) ]
27 U w7 LT, AMPv O %072 TLS F£ 7213 SSL K5 BALAEEOL T A SR L £7°, M
SNTIE, AMPY D~ =27 L EBRL T 7Z &0,

ZDT T A_— |k 7T K& AMP for Firepower 3 & U8 AMP for Endpoints (Zff i3~ 2 354 1%
[AMP for Firepower (Zfi [l (Use for AMP for Firepower) | T = > 7Ry 7 A% F 2L iﬁ‘o

AMP for Firepower iB{5 Z# WLER T DRI D T T A X— K 7 70 RERE LTHAGIE. ZOF v
IRy I A 7T D5 ENTEET, ZnME— @AMN%h@ﬁAi F7IZTEER
Ao

~YILF RALVEBRTIE, 2OF 2y 7Ry 7 AT 70— RAL VNZOBRRFINET,
4 Firepower Management Center (Z(X, AMP for Firepower #fi % 1 D72 J%ECTE £,

Tux v EFEH L TAMPY LiBETHICIE, [ e &2 #H (UseProxy for Connection) ]
Frxv IRy I AEeF AL ET,

&gk (Register) 15227 VU v 7 L, AMP 7 7 U R~DOREA7 DB 2 M2 5 2 & & s
L. ®ZICAMPY BBl a0 Y — NV ERITL CREREZE T T2 AR LET,

B oY — a4 LTRET o 225 T LET, FIEOFEMIZOWTIL, AMPYD
T2 T VEZRLTIEEND,

RDBERY

NA T RXAZE VT 4 OFFETIL, Firepower Management Center D7 277 4 7 A LV AR A L
AL A AL AT AMP 7 77 RERi 2 JRICRET D2 BENH Y £9, TN HDORK
EFFRH S EE A,
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AMP 2 57 KE LU AMPy EfHDEE

7 7 4 JL K1 &—& AMP for Firepower |

AX— bk 74t |[EXDFAEVR | Y R—FENET | HR—FENE K| TV EX

VR INA R A (Access)

~Nn =T N7 & (Any) f£& (Any) Admin
(AMP for (AMP for

Firepower) Firepower)

£& (AMPfor & (AMP for

Endpoints) Endpoints)

770 Rinb~xNy =7 BEOEREZAET 2 MER 72 < /e o725 Firepower Management
Center ZfiH LT AMP 7 7 U RE 7213 AMPv ##5t 2 HIFR L £7°, AMP for Endpoints & 7213
AMPVE R Y — VA L CHER DB A IEIR L Th, VAT AnbHEREHIRT 5 Z &
IR BV ICERE LT &, ek R L7-#kt 1%, Firepower Management Center 0D
Web A v 2 —7 = A ATEERAREBTERINET,

Flo, HERIERRICEDNICT A2 LB TEET, 77U NERABEAMELT DL 757
NiZ, b S TR 2 —IZRFFL TV T — 2 25D T, VAT A~DT —H %
FEamALEd,

O SN -E5IC LT, AMPZ 70 REBXOAMPY I, Btz At 2 E Ty v =
T AN PRREORGER ELRAFTETET, £, A2 L= FBREFIZHNLEER
BN RN i > TR L S TICER SN ~TolfHhE 27 77 KT
RIETERNZENHY 7,

VT RAL CRBATIE, BUED N AL TIER S huc i FoRn s E 4, Ziud, B
AIREIR LT, ETo, B R AL TR LB b R RSN ETH, ZOEFIIEH T
Ft e, MLRFAAL COERZEHRTDITIE, TDORAAL ATV EZ EF, 4 Firepower
Management Center | £, 272 —/3/L R A A |ZJ8T % AMP for Firepower #ft % 1 DDA LRFEFT
TET,

FIE

AT v 71 [AMP] > [AMP & (AMP Management) | Z3&R L £,
ATY 72 AMP 7 77 Nz EH L 7,

cHIBR : HIBRT A= (O) 220027 LT, BRABRZHRLET,
MU ETITED : AT X %2 v LT, BIRNEZHERLET,
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BB 53 AT HE e

nrniizs |

RDBERY

A TRA T EYT 4 OF%ETIL, Firepower Management Center D7 77 4 7 A VAKX VA &
AB UL AV AZ U ATAMP 7 77 FERiZERICREST 20 E R HY £, Zhboik
EFM S E A,

AMP Threat Grid 7 7V R TlX., 77 A NVNY > RR v 7 ZBEBECTEITINE T, AMP for
Firepower TlX7 77 RZEH LT, BIROITEGE T 7 A VOB A 27 L8R5 LR — &
EERAELET, @RI B AEMMEHL T, AT ANRBENICZ 7T RICT 7 8ALE
j—O

MO X =2 U7 4 AR YU 2 —0 Firepower ¥ AT AMI LD Hy NT—7HWEHA~D 7 7 A LDk
BEFFALARVGEAIL, 47 LI AD AMP Threat Grid 77 74 7V AR ECTE 7, #
Iz DWW TIX, [ Cisco AMP Threat Grid Appliance Setup and Configuration Guidell % 2/ 1L T<
ZEu,

Firepower Management Center O [# A 7~ X v 7 53#4%#¢ (Dynamic Analysis Connections) ] ~—
Y ([AMP] > [F4 F 2 v 7 ##E#E (Dynamic Analysis Connections) |) % fff L T, AMP
Threat Grid 77 7 7 R ~D 37V 7 B S3Hrtiedss & U~ 7 L X 2D AMP Threat Grid 7 7
FTAT U ANDT T A N— NE ST A E R LT,

T 74 PO TERORT

ATvT1
ATy T2

AYX—hk T4t (HEDSAEUR|YR—FESNDET | R—FSNEK | 7OEX

~ R AR A (Access)

ST =T ~nU =7 £ (Any) 7 —s3L7E i | Admin/Access
Admin/Network
Admin

LAR— e RU&E L
RE LTz

7 7 4 /v kT, Firepower Management Center [Z, 7 7 A L EZE[FE L2V |
VI 57Dz, X7V v 7 AMP Threat Grid 7 7 ¥ RIZHEGRCTE 77, Z OB,
D, HIERL7ZD 22 LT TEERA,

FIE

[AMP] >[5 4 + 2 v Y 54 (Dynamic Analysis Connections) |% 3R L £,
WET A2 @) 27V v 7 LET,

Threat Grid DA > L IR 7 IS4 F7 2R

FARRIZXT U w7 D AMP Threat Grid 7 77 R~D 7 7 A VOEEICEHLTT T4 R —F 7=
TEX2 VT 40 LOBREDRNHHEE. T AD AMP Threat Grid 7 77 A 7 > A % B
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B 17z xonmsremose

THZENTEET, ZOF T VLIATTIAT A, TV vy 750 R ERERICHE
i 7 7 A NEY L RAR Y 7 ZABRETHEIT L, BA 27T LR/ L AR — b % Firepower
AT AR LET, 2L, ZOF T VIATTIIAT AT, ZHERAOR Y hU—27 D4k
HIZHBNRTY w7 770 RRMMOTXTCOVAT AL ITBELERA,

1 5DA 7 L I A AMP Threat Grid 7 77 A 7 > A % Firepower Management Center [Z ¢ C
TET, FEMICOWTIL, [ CiscoAMP Threat Grid 777 A4 7 A & v N7 v 78 LU A
AR Z2ZRLTITEE0,

ZDFTVIAT T TAT Y ASNOENII R ZRIE LIZE, VAT ATEIAT ) v
DAMPZ 70 REMER LT~V =7 7T RNV 2T v 7 2FT L, L7 7 A VRLLHI
WCEI S HTRICEE SR T RS L 2R L £ 7,

VAT ATIE, NT U w7 LIR— FOEIFICAMP 7 707 RADOF 7 4L kD7 Y w7 @i
I LA LET, AT VLIRAT T IAT U ANT 7 A VHOEIWHT LR — b & ARk
L7eno 256, VAT DL ZOESHT LR — MZOWTRT U » 7O AMP 7 7 7 RIZH
WEDLEET, R 7 A N EZEELTOWRWVWRY, BRTEDHIDE., RoNT-T—F NG
Iz, A7 FEVTUENEITINZ VAR — MET T,

T LI ADBMS T ERORE

AX— b+ 54 € [ HEDSA VR |YR—rENET | HR—rZhB K| 791X

R N R Ay (Access)

SO e ~ LT T £& (Any) 7'a—s 1720 | Admin/Access
Admin/Network
Admin

Sy N =7 TH 7L I AD AMP Threat Grid 7 77 A 7 A% A A b — /LT 5851,
OO AR EL T, 77 ANVEEGBL, T I9A TV ANLLAR—FERETEET,
T TFVIADT TTA T  AOEBISH R AR ET AR, AT VI AT T IA T
A|Z Firepower Management Center % 5§k L £ 7,

IR BEIIC

« A7V IAD AMP Threat Grid 7 77 A 7 A& E L ET,  [Cisco AMP Threat Grid
Appliance Setup and Configuration Guide] ZZH L T 720,

o T A NAFEHT DA F—FEHES AMP Threat Grid 7 7’7 A4 7V Ab AV LI R
DT FTATACHE T a—RKLUET, [Cisco AMP Threat Grid Appliance Administrator's
Guide)] Z#ZM L T ZE,

TR VML TCA ST VIRADT I TAT R T 25 A, TR aREL
%9, Firepower Management Center 5Bl A > 7 —7 = 4 ADFREEZSZHL T E I,

FIE

ATY 1 [AMP]> [F4F 2 v Y HH#EK (Dynamic Analysis Connections) %R L 9,
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ATvT2
ATvT3
ATvT4
ATvTh

ATvT6

ATy T1
ATvT8

AFvT9
ATy 710
2Fv TN

EARELX1YTFAAVTUS I VRABIEDETE .

[# LW i 2B (Add New Connection) ] & 27 U w27 L9,
AHiE NI LET,
[/"A KN URL (Host URL) ]&# AJJLET,
[REBAEDT v 7' v — K (Certificate Upload) ] DAIZH 5 [BH (Browse) |27 U v 27 LT,
FTVIADT I TAT AL O AWMLY DI DIMERT 2 A —iEHHEEL T v 7
r—RLET,
BEINTNWL 7o F VA HA L CB AT T 25A1. [FTRERSRAIE 7 a % v 2/ (Use
Proxy When Available) ] 3R L £,
Bk (Register) [#27 V7 LET,
[TV (Yes) 1227 U2 LT, 7L AD AMP Threat Grid 7 77 A 7> A0 7' A
N—=UVEFRLET,
F 7V IAD AMP Threat Grid 777 A 7 A2 — W4/ LA T— RE AT LET,
[YhA A (Signin) 1227V v 7 LET,
ROBPILRH Y £,
« IR A > 7 VI ADT 7T A4 7 AT Firepower Management Center % &8k L 7= 55513,
%5 (Return) 1% 7 U > 7 L&,
« Firepower Management Center % %8k L TWRWIGEIX, [727 7 1 71k (Activate) | %7
Uy 27 LET,

S8Rt X T4 AT VD RABEDRE

Firepower ¥ AT Alx, LEaTF—var, VA7, BEA LTIV X ZELT, YA
EEREX 2T 4 ATV VxR (CSD) ZEALET, WIERTA B ABRHIUL,
URL 7 4 V% V) > 7% X Y AMP for Firepower HERED@IE A4 7'V a VA fRETE £ 17,

EE4M X1 TFAAOTYSIORADBEREA T3y

Enable URL Filtering

Web 4 bO—f e, A7V, VAT Lk, Flidb a7 —v g UcHES< b
T4 ITDT4NEY) U TEARRIZLET, URL 74 VFZ ) 7 T4 ANHBRIZIE
mEns k5 LT, [URL 7 4 &) 7 %A T % (Enable URL Filtering) ] 35 X O
[BEE#H 2B N2 5 (Enable Automatic Updates) | ZH N LET, URL 7 4 V& U7
X, MO URL 74 NZ V7 A7 a v ZFINT DRNCAEDCT 2L ERH Y 5,

URL 7 4 V2 U 7 /NI T D5 A1E. URL 7 4 V2 U v 7 RRBICHENN > ThbHEk
B UZFFRICIE U T, £2IXURL 7 4 v & U 7 EBARID TENZT 5008 9 MG LT
Firepower Management Center 7% Cisco CSI 2>5 URL 7 —# Z#HfS L £ 97,

77 4L K1Y &—& AMP for Firepower [
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B scntvx1v5 1070 r0BEREF TV

\)

AEYOFIFI L, —HOEF LTI, IMNEETENZE S EEN TV ARNWET A L L E =
T2 a Il oTUIEAEDURL 7 4 VW EZ U v IREITENET, 72& 21E, HLURL DY
THA MREFNFNRALADURL DT IV L L aT—ara2fBoTVAHEETEH, —H0
TNA AT, BLURL OFT —H OLEBEFEINDIGERHY £T, ZNHDOT /A ATk -
THUHEEIND Web b T 7 4 v I DFE, VAT AITZ TR N I T v 7 HFTLTC, 72—
BN F =B R= 22N A FOB T A L LT —a s 2HETx$ET,

AE U DNDIRNT A ZTUE, 7100 7 7 I U LIRD ASA ET AR EEILET : ASA5506-X,
ASAS506H-X, ASA5506W-X, ASA5508-X. ASA5512-X, ASAS5515-X. ASAS5S516-X.
ASA5525-X, NGIPSy T, A7 AV BN L 2T —ar X—=ZDURL 74 NVFZ ) T %
FATTHTZODELWAEY EEHIY Y TLHHESNT, 7L< IX Firepower System Virtual
Installation Guide % ZHR L T KX\,

HEIEFH AT S (Enable Automatic Updates)

Firepower Management Center CREBERSED URL 7 —# NHBIRICHEHF INDH L HICLET, —
RE9IC, URL 77— 131 B 1 EEFH SN ESTR, BEBERZADICTL L, 303781
Firepower Management Center 237832 £ 212720 97, . 8 H OBEHIL/ N T 53,
BREHEHAND S HEMA D L, HEEICK > TIH LW URL 77— 2 DX U vm— KRR
20000 5%ERH0 £1, T0%, FHBKREZFETTOIDOICRETI0 NN ZLBHY
£

VAT LDIERY V= A LGBET D XA X T w R ICHITE D M E R D D aiE. HENEET
L, ROVICAT Y 2—F %A LET,

GE)

Cisco TlX. HEVEH 2B T 20, £HRFAF Y a—F%2FEH L CEHE AT Y 2 —/ ¢
HZEEHELTCWET, (5T <SEHTS (UpdateNow) 1527 U v/ LCEEITEHU T~
REHAZFTTEETN, YnteRXEAE LT 5L, BHOE#ET — 22 TE 5 L5127k
DET, BHRTTITHEITT THLILEIT, AT~y REFHZMBTEETA,

7<B4 URL % Cisco CSI [Cf L &+t S (Query Cisco CSI for Unknown URL)

HTFIAY v aTr—varRnu—hT—4ty MW Web ¥ A hEa—VREETS
EXICURL WA T VY= AFHIDO - DIZkESND Lo LET, T4y —F
D72 ETRAFDOURLEZEE LTS 2WEEIT, 2037 v a 2o LT 7EEN,
KOO URL ~DEFeL. 7TV FE-FT L EarT— 3 0 _X—2AD URL &5 5T —L
=% LERBA, URLICFEICTHT IRV E 2T —va v 2EVECAHZ LIFTEERA,

O—AILILD T TREOBEHEF FEMZT S (Enable Automatic Local Malware Detection
Updates)

H—J b <y = TR Y R, Cisco MRUET DB A A L THREIIIC T 7 A v &5y
i, FANCHELES, ZOF 7 a VEHMNTT 5 &, Firepower Management Center 7% 30
T EICBEAORF MR LET,
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SE&:tEexXaVT040TY

ATy T
ATy T2
ATvFT3

ATy T4

zz I}

EGBEX 1T AVTIDIVREDBIED

TILDTT AR D URL # Cisco & 3£EF9 5 (Share URI from Malware Events with Cisco)

Xy NU—2 T 747 TRIMENTZ 7 7 A MZBET 2EHREZ AMP 7 77 RIZEETH 2
ENTEET, ZOFHHITIZ, SN2 T 7 A V2B 5 URI {f# & SHA-256 /N> & =
EREgEnET, XHITA T N1 /’Cﬁ‘ﬁ\ ZOWEH % Cisco LB ET D E, v v =7 &k
B L CBHT 245 %O A ILET,

LAY—R—
Firepower)

b 32137 Z AMP for Firepower (23 % (Use Legacy Port 32137 for AMP for

7 7 4 /v K TlX. AMP for Firepower |Z48— k 443/HTTPS ZfH L CAMP 7 7 7 K (F721%
AMPv) LBELET, ZOA 7T 3 id, AMP for Firepower (2 L %A — k 32137 O % 5F
AILET, VAT LAEURON—=Ta UL EHTLH5A1E. 20X 7 a r2HMNITHT
EWTEET,

BMENEYY
WER— F OB

»7 (URL 7 «

»7 (URL 7 «

DA — = =

v R t 0) 1 HQE
AYX— bk 54t [ KEDSA VR |YR—bENBT | HR—FENBF | 791X
R INM R A (Access)
URL 7 4 V%Y |URL 74 L4V [ (Any) £5 (Any) Admin

R Y T R YT
N7 N7
(AMP for (AMP for
Firepower) Firepower)

Fl&E

[ R T L (System) | > [#f& (Integration) |Z iR L E7°,
[CiscoCSIN| # 7% 27V v 7 LET,
ELEREX 2V T 4 ATV VoV ADBERES T ar 33 3—) OIS T

Cisco CSI {8

ERELET,

[PR1F (Save) 1227 U w7 LET,
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