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FEW, BEMTONTWDET RLARTRTHA LT U MIRDET, FAMIFY hU—
I = TMhBHEAER A,
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FARANRY ARV DR |
B = xnnvarot 547

Xy FU—=BHRY o —TERTL23 Y Y= 2ETT5581%, Xy NU—27 =y
SHWARZ FEFETHIERL T, 2RO DRA FRHRZ FORIBRICAFNERH LRnE STl
iTo

2y RD—H FINL AADKRA ~ B4 TOLEE

ZOARY NI, VAT AR, BRHENTZAA RREREIT R Y NV —7 TR A THoTZ L
itk Lo & EITAERRSIET,

FATUOTATABRE

DA ME, VAT AR, LW —REIIF N —T 4 T AT BT B BATO
TITATRTAT T AT 4 EHETDH, TOV—NEREIARNVV—T 4 VT VAT DT
ATFUT AT 4 BRE LI EITERSNET,

VLT 2T 4 TRTAT T AT 4 T —FERGTHDICHEA NEFHAX Y LT,
TATUT 4T 4 OFAERT DA 1E, Identity Conflict £ X2 k& H L C Nmap DIEE
AU H—TEET

FATUTATA BALT I

TDAXR NI, TIT A TR —=ANLDOY—NRNEETAR—T 4 7 VAT LD 1D
FT=HANEA LT ML EEITERENET,

EOFLNT 2T ATRTAT T AT 4 T =2 2WGT 2012, BA ATy LT
TATUT 4T 4T —8% )7Ly a2t 5551E, Identity Conflict £ <X bk Zffi F§ L T Nmap
DEEE N T—TEET,

MAC [§5RDEE

DAY NI BFREOMACT FLUAEITXTILEICEEMT SN TWHWAIERT, 257 A
NEFEZBRH L& S ICAERSNET,

ZOARY MIZLOEE, V—FEBE LTI 7 4 v 7 EETHRA NV AT ARBE LT
EEIIRELET, ERANIFENETNERDIPT RLARHD ETH, 26D IPT K
LA RT, —FZEHEMTOENTWDE MACT RLAZRioTWA Loz 4, &
2T LEIP 7 RV RAICHEEMNIT BN TWAERDO MACT RLAZBHTH L, mA L 7
T77ANVNTEDMACT RLAEZKRFTERRL, 41XV b BEa—DA Xy Mz
[ARP/DHCP detected] DA v&—U%F R LET, TTLIIEDDAREMERH D £33, i
XN 7 4w IV BPEBEONL—2 2B CTESND AR S DT TT, £, VAT LANK
A RNDEBEDOMAC 7 FLAEZRH LTESAES TTL N EDL D /RN H Y £77,

NETBIOS 2 DEE

TDANRY NI, VAT ANERA RO NetBIOS 46T HEFE A L- & 2ICERENE
T, ZDOA X2 NI, NetBIOS 7’12 ha L a2FEHTHHEA MK L TORERINET,

FHLWOSATUR
TDARYME, VATABRHFLWI TA T e Lz EicEkEnET,
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| F42A10 4R boigtE

A\

Feznny4~vr 547 |

G¥)

ST AT T —2 2 IEBIOEMNT BT, 2y hV—Z7KBRERY —DF 4 &
HNRXY =)L T TV r—2a VOBREDREN 2> TWD I LR LET,

HFLLKRR F

TDARY NI, VAT ARFE Y T =7 ETEEHILTCOWAH LWEAA FERE L E &4
BENET,

ZDARY NI, TAAARFH LKA A S EETeNetFlowT — ¥ 2B+ 5 L& b AR TE F
T, ZOWRITA Ny M EAERTHIZIE. NetFlow 7 —Z 28 BT 5%y NU— 7 it —u
THRA MEHBHETA L ICHRELET,

FLWRY FO—Y JOral

TDANRY I, AR LWR Y FU—2 7 hajl (IP, ARP R YY) L@ELTWD
TEEVAT AR L EEIZERINET,

#FLLOS

TDARY ME, VAT ABFARNDH LA L —F 4 VT VAT LERH L. ER1E%
ARNDARL—T 4 T VAT ATERERE LIz & & IEREINET,

#HLULTCP R— k

TDARY NI, RANETT 7T 4 7738 LW TCP —/3 R— K (SMTP %7213 Web H—
EATHEAENTWER—FRE) 2V AT A0BHE L EXICAERERET, 2040 b
X, 7V r—vary Iaban, FRETIIVS—vary 7a bV EEMAT 5T
B — RN S EH AL, TEHIZ. TCP Server Information Update f “X2 b TRk X
nEJ,

TDARY NI, THRAABRY NT—7 = P IZTCIHFELRNDE=AXMR R Yy NT—7
LDV —"%FETeNetFlowT — % Z M4 5 L & LAERTEET, ZORWTA XU M EAK
T 5121%, NetFlow T—4# #EH T 232y NU—I KL=V TT X r—r a2+ 5
SIOICERELET,

FLWFSVRAKR—F FO Tl

TDANRY NI, RARRF LW R T AR—F P bajl (TCP, UDP 72 ¥) S{ELT
WHZEHBVAT AP LI E SICAERBRINET,

# LLVUDP R— +

ZTDARY NI, VAT AN, FRANETEHLTWDIH LW UDP — N R— &2 L7z
L EITAERENET,

TDOARY NI TAALARR Y NT—27 =y ST TIEELRNE=Z R SRy N T—2
DY — % E T NetFlow 7 — % Z BT 5 L X HERTEE T, TR TA Ry b EAR
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T4 RN AR bR |
B = xnnvarot 547

T B5I12iE. NetFlow T — X 2 EBT 5%y NI—JHBHAL—LTT AU r—a a2t s
EIOERELET,
TCPR—Fk 4 0—X

TDOARYME, VAT AN, RAMETTCP R— N7 0 —X L2 2B LI E X
RS ET,

TCPR—F BA LTIk
TDARY NI, VAT LADOFR Yy hT—I R Y U= ERINTZHERAN T, VAT AN
TCP R— "7 7T 4 BT 4 R Lol & AR SNVET,

TCP 4 —/\IE¥RDEH

ZDARY NI, AANETEHLTEY, 7 TIHRBEBENTWD TCP — 3T AT LN
EEEBEHLZE AR ST,

DAY ME TCP =R HH SN & SIERSN LD HERH Y £,

UbPR—+r 4 0—X

DAY NI, VAT LN, RANETUDPAR— R 7 u—XL=Z 2B LL xic
Rk ENEJ,

UDP R—k BA LTk

TDANRYME, Ry P RBRERY —ICEBESNERIEAN T, Y AT L5 UDP R— b
MET 7T 48T 4 B Lotz &tk EanEd,

UDP H—/\1EEHRDEF

ZDAXRY NI, AN ETEHLTEY, T TICHREHEBENTWSD UDP —/"NTT AT AN
EEEBHLZE AR S ET,

ZDARY I UDP =R EHFH SN2 L SIER SN HE0nHY £7,

VLAN % J{EsRDEH

ZDOANRYME, VAT LD, VLANZ ZNTHEA MIRRTHEREEZRBRE L & &I2AERS
nEJ,
BENEY Y

RANATIAR N AT (15 3—=2)

Xy NUT—IRHOT—5% AN L —UKE

TV = a v BLOFNL—F 4 7 VAT LD ID DA

Xy NI—I BT AT T 4T 4 ADRE
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| T4zxH1Y AR DR
FASCPOIPEN

RARANARU N B24T

F4AHNY AR NDF—TAERTETHE, A0k (Bvent) | # T AITA Yk 5 A
FRERENET,

=N (FEyTHRR NZBINT 5 ED) FEDT 7 v a r2FIT LI EZITAEKIND A
ARATANR FEFRRY T4 ADRNY AR NI, VAT AR, EENRE Y T~
TEWZBH L& X CENIME SN oT2RA N TR T 74 v 7 2B LA L)
WZAERISNET,

Foy hU—ZRHAY 2 EE LT, VAT ARFRT BHA PASA Y b DS A T H i
ETEET,

SEIERFATDORARNATIANRY NPRTHEREBEETH L, EOA X N ELERS
ST 77— FOXMBITH, MR v —TCInboOT7 77— &2 DL IEATE0%2%)
RECHWBTEDL LI ET, T, ANV MNEATOLAFINRDOND E, LDIRD I
AN MRBEAFKT 2 9 A TRISLHET, KRIZ, RARMANAR OIS ESERIA S
WZOWTHBLET,

9547 > kDEM (Add Client)

TDOARY NI, =R TA T NEBILEE XICAERISNET,

RR LDEN (Add Host)
ZDARY ME, 2—FRRA MEZBM LT L SITERSNET,

Z0ka)LmiEN (Add Protocol)
TOARY N, 2—FRT e hargBnLEExIcAERINET,

AEp UFERDIEM (Add Scan Result)
TDARY NI, VAT A Nmap AX ¥ O RERR MIBMLE EEITAERSINET,

R— bdiEN (Add Port)
ZDANRY ME, 2= PR — N R— hE BN & EITERINET,

25472 FDHEIER (Delete Client)
TDANRY NI, =R AT AN TA T FEHIBR LI & S ICAEKRINET,

"R MRy FT7—2 DOHIER (Delete Host/Network)

ZDOARY R, =RV ATANGIP T FLRAERF 7%y FEHIBR L & X IAR
ENFET,

70 aJLDHIFR (Delete Protocol)
ZDARY NI, =R AT AL T e ha L EHIBRLE E ZICERSLET,
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FA4 RN AR rOFRE |
B Axtancrvrs47

R— L DHEIER (Delete Port)

SOA N R, P AT B SIS R B E IS R kDS T Rl
L7z &ITARENET,

RA FEMEDIEM (Host Attribute Add)

TDOAXRY MI, 2—TDRHLWEA Nt /ERk LT- & 2\ CAERKR SN ET,

"R FEHEDHIER (Host Attribute Delete)
TDANRY ME, =P, 2—PEZEDORA MEEEZHIR L E SRS E T,

R NEHEEDHEIFR (Host Attribute Delete Value)

DAY ME, 2R, AR NBEICEHD Y TONTWAEEZHIBR L & SICAEKR I E
—éqo

"R FEHEDEETE (Host Attribute Set Value)

TDOARY NI, 2—PFRRZA M LTHRR MEMEEZRE L S ITERENE T,

RR FEMEDEH (Host Attribute Update)
ZDOARY M, 2—PR, 2P EREORA MBMHEOTEEALT Lz IERSNET,

RRAMEEEDERTE (SetHost Criticality)

ZDARY ME, 2—FREZX MK L THAR FORBEEDEEZRE LI, LR L L
TERESNET,

ARL—T 42T SRATLEENDHRE (Set Operating System Definition)

ZDOANRY ME, 22— FRRA ML TARNL—T 4 VT VAT AERE LI & T ITERS
nET,

HY—IN\EENDELTE (SetServer Definition)

TDOANRY NI, 22— RY =N L TR —BLIONRN—V g VOEREAPRELZE XIC
EREnET,

RESS 422 EEFEDRTE (Set Vulnerability Impact Qualification)

ZDANRY ML, EHEOEBORENRE SN L TITEKRINET,

WMagathe s, MEBORBEITTAHEA T/ a— L LUV TEGNZ R 7= & & F 71T MagstEn
Ta— )0 LYV TEHMNI o7& &2, 24X MRAEKRINET,
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| T2 AR bDigeE
F4RNNY AR b ERR ARSI Ry LoETE [

et & E|MICERTE

DAY M, 2= O EOMESIEE BT Lz (23R L) & AR Sh
i‘j‘o

(Vulnerability Set Invalid)

fES5tEZ A $NIZERE (Vulnerability Set Valid)

DAY ME, 2—YN, DRI TH D L~—7 SNIMEit 2B Lz & 124K
SNET,

BErEYY

FTUADNRY) AR X AT (10 2—2)

TARANY ARV FERRAMANARY FORTR

AX—h 54t | RHEDSAELVR|BR—bEZNET | R—LSNBF | 7o LR

VR INA R AV (Access)

L& (Any) L& (Any) L& (Any) & (Any) Admin/Any
Security Analyst

TAARAINY AR RN U= 7 —TlE, T4 ABNY AR MERAMATARY NS
MHEDT—HERRTEET, 2—VFIIMBTHHERITIISC AR M Ea—528ETHZ L
NTEFET,

VIVF RAAL VRERETII, BIEEO FAAL LV EFRBRRNAL VDT — R 2R RTHILENTE
F9, MLV DRAAL VFEFRIINB RAAL DT —Z5FTRmTHZ EITTEERA,

ZI—PNRAR MNIT 7 BAT B EXIIEREINDE—VL, HHTEHYV— 70— {28k~
W F9, a—PIIFTEEDO Y —7 70 —%EHATEETN, ZUIT 0 AHNY A4 X
YEOT—=T N Ea—t KA Ea—DEER—=UNEENTWET, £, BFEo=—
REl- TR T ERRTHEIIAZ L V—r 77—, ET52 &b TXET,

FIE

ATv 71 [2H (Analysis) |>[RRX b (Hosts) | > [#&HE A X2 & (Discovery Events) | 3R L FE 7,
ATV T2 ROBRERSH Y £7,
o RFFRIFE O OFIICHE - T, WefH#PH 2 L £,
GB) ARV Ea—ZFHICL>THI L T DAL, (Fr—rULbdf X R
APCBRIRL) 7T T4 7 L RTHRE STV D RFRFE DS TAER S 171 X

VRIS, AR P Ea—IlEREINET, TTIATRTHLTATA FT5
R 2 3E LTe A Th. ZORMBBAET L2 ENnH £7,

c[(TV—7 7ua—DuYEEZ) (switchworkflow)) (227 V7 LTAHARF AT = 70 —%
G0 —r7 7a—%HHALET,
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FA4 RN AR rOFRE |
B = xr vtz —nk

AR U — 7 7u—BEEEITLET (TAAINIBLOTAT T AT 4 T—0 7
n—0fH (75—3) 2BR) .

T —TNDHTLEDODNFIZONWTFHELLHARNETST (T A ADNRNY AR DT 4 —)L R
(18 =) &M

BENEY Y
FURAIRNIBIOTA T T 4T 4 V=7 7a—0H (72—)

TARAN) AREDT4—ILEK
PITFIC, T4 2B AR T—TNVTERBIOBRETED 7 4 —/L RIZOWTHAL
\32 —g—o
BZl (Time)
AT BINA R B AR U TR,

LRy R
FAANAY LR F A FERERR NASAL R R F AT,

[IP7 KL X (IP Address) ]
AR MZBEET HH A MIBEEMIT SN TWDIP T RLA,

a—4 (User)

AR FBRERENDRENT, A0 MIBERT DR R MIRKBICcn 71 v Liza—3, RO
B Ha—HFDRIT, HERDRWZ—FDLna T A LIEEE. HEDOH 5RO 2—F )iz
07 AT HET, MBOHL2—REORA NOBTIT2—T L L THREFEINET,

MAC 7 KL X (MAC Address)

FTAAAN) AR E NI —=L U EA LRy NU—2 bT 7 4 v 7 MERAT A NIC
DMACT KLA, ZOMACT RLRIE, A2 MIEHET KRR FOFEBED MACT KL
ATHDIN), FREF T 74y B EBLTERYy NU—7 TAAALAOMACT KL R{IZ720 F
7,

MAC X > 45— (MAC Vendor)

FTAAAN) AR 2 NI —=L LU ERALERXY NU—2 bT 7 4 v 7 0MERAT 5 NIC
DMAC N— R =T R H—,

ZDT 4= REMRKFT H5E1E. virtual mac_vendor # AJJ LT, {ifHA A MIBIRT
DAY hERELET,
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| F42A10 4R boigtE

RA b+ T—4

w2zt 7—5 [}

[R— & (Port) 1
AN b P LTHERLE N 70 v 2 BMERT 28— K GEET258) .

‘57
FAPMIELDA R FORH,

NI

FAAY

HRANERH LT NS AD RAL Y, ZO7 4 —)V RiL, /T T F 2 —D7= DT Firepower
Management Center % i€ L72 2 E X H HLAICTFRSINE T,

Device

A R N EER LIRSS T XA A D4R, NetFlow 7 —Z IS TZH LWAR FB LW
FLWH— DA R FOBE, ZHITFDOT —F Z PR USSR T S, R 20 £,

EENEYD
AR NOBHR

VAT LR A R ERH L, RA ST 0T 7 A NVEAERT D72 R MY L F R A IR
L&D, A2 IEREILE T, Firepower Management Center Web o > % —7 = A A %
ML T, A FZFoR, BB, BIOHIFRTE £7,

BARDOFRFHFIZ, BIRLIZFA MIESWT R T 74 v o0 e 7740, BB 7T
AT VADKRTIA M)A REERTEET, £/o, (EVRAOEBEELZRETH) mA D
HHEEDEREDKRA NBMEERA N NV —FIZEV Y THZ L TEET, TOHLET, M
BL—VEBIORY) =R TCINODOEEEDME, mAUVA M VAN BLXONF 74 v7
Tu 7y ANEHERATEET,

VAT AL, RA MR AR—FENTZNetFlow L a2 — Kb Ry hU—27 <= FIZIBINT
TETN, INOLORA MIEHTESEHRIZIESNET (NetFlow 77— L FHX 57 /34
A F—=HDEN B
EENEY D

NetFlow 7 — % L EBLRT /SA A T — X OFE

KA N T—2DRT

AX—h 54t (RHEDSAELVR|HR—LEZNET | R—LrENBF | 7o LR

VR N R ALY (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Any
Security Analyst

Firepower Management Center #fffl L C, VAT AR LIZARA NOT—T N E2RFTHZ
LTEET, 20K, LU TWDHFBICIS U TERRGELZBIETE 7,
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FA4 RN AR rOFRE |
B txr7 5500

VIVF RAAL VREBBRETITL. BEO RAAL VB RNAL DT —H 2R RTHZENTE
F9, FIL_XUDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LITTEERA,

I—PRERANIT IV EAT D EZICEREINDZN—=VIL, FHT DIV 7o —tL->TH
YV ESF, MAEOFEMERY —27 7 —n0, FREZMHETTXTORANDRARN T w7 74
NWEGRA N E2—TKbLY T, £/, FEO=—XZWMI-TIHEMIE T 2R T HIAL
LU= 70 —%FRTHZ LB TEET,

FIE

ATFYT1 ROLHIZ, AN TF—XIIT 7R LET,

cFHAERSINLY — 27 7 —2EHT 255, (94 (Analysis) |>[RX kb (Hosts) |>
[RRX b (Hosts) | Z1ZRL £,

cRARDT =TI Ea—RNEENRNARL L T—7 7a—%FHLTOL5EIE,
(V—7 7ua—08)0 i z) ((switch workflow)) %27 U 27 LTCT[AH AL (Hosts) ] &%
RLUET,

ATY T2 ROBRENHY 7,

c[(V—7 7r—DIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 T —%
ShloU—r7 7a—%FEHLET,

c AWMU — 7 7u—BEEEITLET (TAAINIBILOTAT T AT 4 V=07
o—DfH (75—3) 2BR) .

T =T NDHTLDNFIZOWTHLLHRNET (KA T—% 74—/ F (20 <—
V) #5H) .

c RA NBHEERFEDHA MIEIVYTET BIRLZFA FOFRA MNEHEORE (29—
V) =5 .

FREEDKRAND NI 747 TaT7 7 ANVEERLET @EIRLIZAANDNT 7 4w
Tu 77 ANVOERK 25 X—) #5R) .

HEEDRA MIIESWT, 3T IA TV ADKRTA U AREERLET GERLA
A NMIIEASNWZa T ITAT U ADKRTA b YR ROER 26 2—) 25M]K)

RART—2 J4—IL K

VAT AIRA FEBRHELEZEXIC, TORAMIETLHIT—EENELET, TOTFT—HIC
X, RARDIPT RL A, RAMREITLTCNDEFTRL—FT 4 T VAT LREREGEDDH T
EWWHRETT, 2—FiL, KA RDT =T N Ea—CTINbDOERO—HEFRT LI LENT
=FT,

RARN T—TNTERBIOBMETEDL 7 4 —/V ROBANFE £,
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| T4zxH1Y AR DR
TS AP |

BIED#EHE (Last Seen)

VAT AL S TWTRNDRA SO IP 7 R U ZANRBICHI Sz BAF & IR, [RiElORH
H (LastSeen) JDfEIE, WA FDIPT FLAIZKH LTV AT ARH LWWER b X2 h&2/AE
L7z e &2 Tl el b a—FRxy NT—ZHHARY > —IZRE L= EHRHRED
BEECHEBFTSNET,

RAPMATEREEZEA LT, ARV =T 4 VT VAT LADT =X 2 FH L TN EHEA ST,
[RiEI DM (Last Seen) ] DEIX, FDOT — X NIPNTEM I - B ERRIZE L £,

[IP7 KL X (IP Address) 1]
ARA MZBEM T TS IP T KL A,

MAC 7 KL X (MAC Address)
ARA R L7 NIC O MAC 7 KL%,

[MAC 7 KL A (MAC Address) | 7 4 —/V RiZ, [&"A b (Hosts) |V—2 780 —D[FKA D
7 —7 )L ¥ 2 — (Table View of Hosts) JIZFR/RINLET, LFOHDIZxLT[MAC 7 K&
(MAC Address) | 7 4 —/V RZBINTE ET,

s [FA L (Hosts) | 7—TNDT 4 — )V RRFENTNDNAZ N T—T )V

s [FA K (Hosts) | 7— 7 WMZHEASWIEHAZ LA T—7 70 —D R NLT T X—

MAC N> 4 — (MAC Vendor)
AA R L NIC D MAC N— R =7 R4 —,

[MAC X% — (MAC Vendor) | 7 4 —/V RiX, [FA I (Hosts) | V—27 780 —®D [RA FD
7 —7 )L ¥ 2 — (Table View of Hosts) JIZR/RINET, LFDOHDIZx L T[MAC R X —
(MAC Vendor) | 7 4 —/L R&ZBINTE £,

e [ARA R (Hosts) | T—7NDT7 4 —L EREGENTNDIHAZ L T—T )L
s [RAL (Hosts) | 7—7WMIEASWTEHAZ LT =770 —D RYLET L X=
ZDT7 4=V REMRET HGEIL. virtual mac_vendor AT LT, IRBAR MZERT A1
Ny b ERAELET,
WHEDI—Y (Current User)
RAMIBAEO A LTV DH2—FDID (2—H4) |

RO N2 —YNRA MZr A 58 Z20On 7 A ATa—FB IR R OB
FRENDZEICERLTLZEN, HROH D2 —F R A MIBEMT TR nga,
RO 72 N2 —VFRZEDHRA FOBIT—F LD 2 ENTEET, 2L, HEDH D 2—
PHRHEA MMoa 7 A LIk, #BOH DB O2—FRa /A v LIGEDOHR, Bit2—W
NEDLY T, o, ROZLWZ—PFNKRA NOBIT2—F THEHE. TDO2—F & Hif
LCa—HYHlHZITS ZEIXTEEFA,
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FARANY ARV +O#ERE |
B txr7 5500

RR FDOEZEE (Host Criticality)
BRANMIE Y THNTWD, —VREDEEE DHE,

NetBIOS &2 (NetBIOS Name)

R A R DNetBIOS 44, NetBIOS 7’1 b /L& T L TWDHRA MIDH, NetBIOSA N H D F
j—O

VLANID (Admin. VLAN ID)
ARA RPMERHT % VLAN ID,

v 7 (Hops)
RARNEBRHE LT ANA ANDBEA RASDFR Yy MU —7 DRy 7H,

KRR+ 247 (Host Type)

RANDEAT, IRA RN, /XA LT3, A jailbroken E/XA )LV TNA A Jb—H T v
V. NAT T NNA A, B— R RIZUFONTFRNITEET,

2y NU—=2 TARA ZEXKNT HDIZT AT A TIEIRO HIEZEHLET,

« Cisco Discovery Protocol (CDP) X vt&—Y D55, v hT—7 DT A ZABLOEND
DEAT (YA TNAADR) ZERETEET,

« AN=U 7YY =T ba (STP) Okt T/ A A vy FEIFTY v L LT
el L ET

MU MACT RLAZEHA L TWAEEORA MO, MACT RL A%, L—XIZ)&
LTWBHDE LTHALET,

c VT AT v MUMPED TTLEOEE, F/-3EFO 7 — MERHI L bHEBICEFTINT
WA TTLEORE, ZOBE T, NAT T A X a— R RT3 2385 L £,

FTNRAANF Y NT—7 FRAL 2L LTSN 2WEAIT, AARE L THEEINET,
TDT 4=V RERBTDHEEIT, thost EANNLTIRTDORY hU—7 TA ZEBEL
iﬁqo

/N— K 7 (Hardware)

FENRNA)TNRAADN—RT 2T TT v M7 F—2D,

0s
ROWFINITY,

e RA M ETRHEINTZAVL—T 4 T VAT A (L, N F—, BXUOUR—=Va))
F721E Nmap 2> A M ATBEREAFEH L TSN ARX L —T 4 V7 VAT A,

IRV —F 4 T VAT ANBEEID T 4 T —F Y MI—F L2 WA unknown
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| T4zxH1Y AR DR
TS AP |

c FRL—F 4 VTV RAT AEBIT BT DO ERN Y AT ATINE SN TV R W

é\ﬂi pending

VAT UANEEDOTAT T AT 4 BB LTERAIE. b7 AT T AT 413~ K
DY A M TEREINET,

D7 44—V FiE, ¥y vadRh— RRET[HAHZ L5HT (CustomAnalysis) |7 4 ¥ = > FhD
RARMAR D EVa—ZEE L TR RINET, £/2. ZHUL[FA N (Hosts) 17—
TN AR L T—=TNDT 4 —)V K AT a s TT,

TDT7 4=V RERBETDHEEIE, n/a EANNLT, ARV —TFT 4 U7 VAT AN EIEHAIE
NTWARNWERRA NEEDET,

0S %4 (0S Conflict)
ZOT 44—V RIIMEFEHTT,

0S X >4 — (0S Vendor)
KONFNNTT,
e RA PR ENTZASNL—T 4 VT VAT DO F— F72IENmap 23 A B AT
RRAEMH L CEHSINTARL—T 4 T VAT ADOR U H—,
ARV —T 4 VT VAT APBED T 4 o H =TV M LR WAL unknown
« ARV =T 4 T VAT AEEBT D OO ERN Y AT ATIE STV

/El\éi pending

VAT AINEE O E = LA, bR A= o~ XY Y A R TER
EhExd,

DT 4= REBRETDEEF, n/a b ASILT, AL —F 4 U7 VAT ANE &
NTWRNWERA NEEDET,

0S & (0S Name)
RONFTIINTT,
e RA M ETHRHEENTEASNL—TF 4 7 VAT A E£721E Nmap 278 A b A JTHERE %
LTCHEFEN-ANL—FT 4 T AT A,
ARV —T 4 VT VAT APBEID T 4 o H =TV M LR WA unknown
« ARV =T 4 VT VAT DEBHINT DI DD IREWT AT LA TIE S L TORN

/E]\&i pending

VAT ANEBOLRTIEBRE LEEAIE. SO OARNIN RN Y A FTEREINE
K

DT 4=V REBRETDEEFE, n/a L ASILT, AL —TF 4 U7 AT AN FE &
NTWRNWERA NEEDET,
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FARANY ARV +O#ERE |
RR b F—8 4= K

0S /N\—2 3 > (0S Version)
KOWFTNNTT,
s RA N THRHEENTEANL—T 4 V7 VAT LD —=Y 3> £721ENmap >R A AT
BBEZ L CEHSNIZANL—FT 4 7 VAT ADNAR—V g L,
AN —T 4 VT VAT APREHOT 4 I =TV ME—B LR WA TE unknown
« ARV =T 4 T VAT AEEBT D OO+ ERN Y AT ATIE STV

éﬂi pending

VAT ANEHDONR—T g VERH LSS, 60— g 3 o~ RYY U A KT
FRENET,

DT 4=V ERERBTDHLEEF, n/a b ASLT, AR —T 4 T VAT AN FEERHAIE
NTWRWERR NEEDET,

Y—R 447 (Source Type)

RARNDFSXL—F 4 TV AT DT AT T 4T 4 BT AT-DIERHENSE Y —AD
HATIIRDE B T,

o [=—+ (User) ] : user name
« [TV r— 2 (Application) ] : app_name

« A% ¢} : scanner_type (f> b —ZRH OB EE I L TBIE 472 Nmap £ 721X A F v
7)

e VAT A Lo THRHENTZA RV —T 4 T VAT ADE AL Firepover
VAT AT, AT A T VAT ADTAT T 4T 4 T B0, o Y —
ADT =R ERETDHIENTEET,
{E#81% (Confidence)

WRDOWNTINTT,

e VAT LATHRHEENTEARA MIOWT, RA M ETEBEIL TWAFRL—F 4 T 2T
EDTAT T AT ANV AT ABRRFFLTWAEEE (=t T7—)

+100% (ARA N ATIHERESCNmap A X v 72 EDT 77 4 T — A X » TRl S =4
NRU—TF 4 VT VAT ADEE)

eunknown (VAT ANT XL —FT 4 VT AT ADTAT T 4T 4 R ETEXRVERA
M. BELONetFlow 7 — X IZFESNWTHR Yy NU—7 <= v FBME A A FOSEE)

DT 4= REBRETDHEEFE, n/a EAS LT, NetFlow T —Z IZHESNWTHRy hT—7
<y TNBMENTZFRA FE2EDET,
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| F427180 4Ry bRtk
BRUEAR O 5719y a7 noki ||

E5 (Notes)
[LERD (Notes) /KA MBHED, 2—HFERD2 LT,

FAqY

A MIBEEMT HNTWD RAL Y, ZO7 44—/ RiE, v FTF 2 —D7 I Firepower
Management Center % i€ L7= 2 &N H DL AT RS NE T,

Device

N7 7 4 v 7 R LIRS T S AD, NetFlow £7213HR A NANT— X 0B L7127
INA ADUNT D,

DT 4 =)V RRZEADHZEIE, ROWTNLORMAE LT L ET,

e IRAMNTNA AL 2THRy NU—7 <= FIBMENTN, ZOT /34 A, KA b
PIFEL TSRy hT—2ZIZx L Try T =7 RHAR Y —IZERSNL TN D L8
WCHZRIICEERR L T ey,

c RA FDATEREAMEH L THRX FRRBIME NN, VAT Ao THRBEEL TV
Y,

A 2 x—%1 (Count)

FATICR R ENDIERE BT HA RN PO, ZO7 4 —/V FRBREREINDHDIE, 228 E
DORE—DITE BT 2 IR Z# A Lok DA TT,
BEErREYSY

E RSV ANY;

FRU—F 4V VAT ADT AT LT 4T 4 DEEDS

EBRLEZARR MDD S 74099 AT 74 ILDER

ZT—kSAt |[RHEDSAEVR|HHR—FENBT | HR—FShDE|7HER
~ A N R A (Access)
fEE (Any) {EE (Any) {% (Any) {LE (Any) Admin

N7 4w a7y AL, FBE LTZHIRICIUE S -8 T — 2 12D\ e, Ry hU—
IJEDNT T4 DT T ANTT, NI T 4w T T A NEER L%, EFER
Fy MU= NI 74 v aRTEREINDI T 77 A NMIBLELTH LW NI 74 v 7 %
Mo bick ., BERRry NU—T NI T 4 v ERHETEET,

[ Ak (Hosts) | X—Y&MHLT, HBETDIRARN INV—TDNTFT T 4w Ta7r7A)b
EERCTEET, VT4 v s TuTrA0E BBELERA FOWTIDBREEITLARA R T
b5, mHENEERIZESHNTWET, Y- M BIUOWMBHELZFEHA LT, vy s A%
ERS 2R A M &S 22 N TEET,
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fpmc-config-guide-v61_chapter102.pdf#nameddest=unique_2040
fpmc-config-guide-v61_chapter109.pdf#nameddest=unique_2548

FA4 RN AR rOFRE |

B 2RULEAR MBSV EILTSAFURORTA kYR RO

ATy

ATy T2

ATvT3

EIRL=ARX R

ATy

ATy T2
ATvT3

rR MEHT—

FIE

RARN U= 78—=D7—T N Ea—T, NT7T74v7 777 A NVEERTDHEA O
DTzl Ry I A F N LET,

NR—=VDFECTI[ N7 4 v 7 a7 7 A4 VOIER (Create Traffic Profile) %27 U v 7 L&
7T

B 7p=— XL T, "I 747 a7 7 A NVEEFRL, BRIFLET,

EENEYD
NZT 4y Ta Ty A VO

EOWEaAVTSAT7UoADERTA B R FDOER

AX— bk 54t [ HEDSAEVR|YR—bENBT | HR—FENBF | 791X
R N R A (Access)

L& (Any) L& (Any) L& (Any) {5 (Any) Admin

AT ITATUVADKRIA N VARTIE, Xy hT—7 ECTHAIINLIAXL—FT 17 v~
AT N, 7FAT b, Xy bU—27 FTFURAR—=b, £RIT7FVr—varFabhan
BERETHLENTEET,

[RA K~ (Hosts) | X—YZMHHLT, 2—FRHEETLHHRA N TA—TDHRA N Tr7rA
JNZHEASNT, av T IFTAT U ADKIA R YA RNEERTHZ ENTEET, Y—hFBLD
REEHEREZEH LT, AT A b URX NOERRICHERT AR A MEnlfd 5 Z &M TEET,

FIE

RANT—=7 70 —DFT—T N E2—T, mUA MU RANEERTDHHEANDOBRICHEF = v
7 R AEA AT LET,

N=UDTFEHT[HARTA N UANOIERK (Create White List) |27 U v 7 LET,
Fipll7p=— R CT, ATA M URMEEEL, R{FELET,

EENEYD
AL TITAT A RTA MU A O

3

Firepower > A7 AT, B L72AA MCBETHERZINEL, TOFEREMFEH L THRA N 7
a7 7 A)VEERLET, 272, 2y bT—7 EOKRA MIOWT, 7TFH U R MIEMTS
BIERPEETIHERHV ET, 2—Wid, FA Mo 77 A MIAEEZENT S, FA
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| T4zxH1Y AR DR
#z tEtoE® [

FOE YR ABEEEZRET D, BIRTAHMOBERERMEST D, Lo ENARETY, £
NENOERIL., AR NBEIEEFEENET,
RARN T 7 7 A NVORETHANBEEZHEHT I ENTEET, 2k, T 74 v
7707y A NVOERRTICINET AT —Z ZHK L, AL —LE N Y H—9 58 % R
HZENTEET, HEL—VISCTEHEEARET S L TEET,
BENEYY

RANEEOFIR (27 =)

v NEMEEORE

KRR FEIEDRT

ARX—h 54t (RHEDSAELVR | B R—LEZNET | R—LrENBF | 7O LR

R N R AL (Access)

{£E (Any) & (Any) {£E (Any) {£E (Any) Admin/Any
Security Analyst

Firepower Management Center Zfifl L C, v A7 A TR SNIZAA FOT—7 0 BLOZE
DARANEMEEZRRTHZENTEET, TO%, L TWDHERITIE U TERRFELZBRIET
TET,

VIV F RAAL VREBRETIL, BIEEO FAAL VTR AL VDT — R 2R RTHIENTE
9, LNV DRAAL VFERIINB RAAL DT — 2 52HRRmTHZ EITTEERA,

ZI—PNRFANBYEIZT 7 BATHEZICERRINDAIN—VIE, FHTLIV—I 7o —10L-o
TRV ET, FRIEROV—27 70— (BREHINTZTXTOFRA LN, BLOZEDOKRA MO
HERFEH SN TVDEHRRA NEBEOT—T7 L Ea—RNEENTEY, AA D Ea— =V THK
TT57—r7u—) ZEHATLZENTEET, 20UV —2r 7u—20E, filEmEzT3
TORARNMIDONTIDODRA N a7 7 A NANEENLTWHET,

Flo, HEO=—X&WMI-ITHRIET 2RI TLOINAZ LT = T7u—%2FlT562 L HTX
3

FIE

ATYT1 koOXHic, SANBET—XIT7 78 ALET,

s FRER SN T —27 7 —% AT 556, [94 (Analysis) |>[/RX kb (Hosts) |>
[(RRX FEME (Host Attributes) | 23R L £ 7,

e RANBYMEDT —T N Ea—RNEENRNAAZ LT —7 7a—2H L TWAEEIT.
(V—277ua—pihEZ) ((switchworkflow)) %7 U 2 LTC[JEM (Attributes) ] %%
RLUET,

ATv T2 ROBRERH Y £,

c[(V—2 7a—DIEZ) ((switchworkflow)) %7 U v 7 LTCHAZ AT —7 70 —%
GUHOT—r Ta—EHHLET,
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FA4 RN AR rOFRE |
B s rEEs—5 70—k

AR —7 7 —BEEZIAT LET T ARINIBLOTAT T AT 4 T—0 7
n—0fH (75—3) 2BR) .

e T—=TNDHTLDNEFIZOWTHLIHNET (KA MNEMET—% 71—/ K (28
_—=V) B

o RA NBMEERFEDRA MIEIV YK TET R LIZAA NOKRA MNEEORE (2903—
V) =5 .

"R FEHT—% 724—ILF

ARANBMET—70ICE, MACT RLATOLEBIIENDHE X MIFERENRNWZ EIZEE
LTL7Z&EW,

HRARNBYET 7NV TRRBLIUORBETE D7 4 — /L RO X 77,

[IP7 KL X (IP Address) ]
AA MZEE#EMTOENTHWAHIP T FLX,

IHED 11— (Current User)
RANMIBIER 74 o LTWD2—FDID (—H4) |

MERRD I N2 —FRRA Mr A 35 L, TOn /A Fa—PBILOKRA NOBREIZR
FEENDZEICHEBE LT EE N, HROH D 2—FRHRA MIBEEMT S5 TR WA,
RO 72 N2 —VFRZEDHRA FOBIT—F LD 2 ENTEEY, 2L, HEOH D 2—
PRERA MCa 7 A v Lizgix, HROH LB O2—FNa /A LEHEOR, Bira—Y
BEDLYFET, £/, HBEORWZ—FNRHERA NOBIT2—FTHEHE. TO2—VE#H
L Ca—HHlIHEIT> Z EIXTEEHA,

RA FDEZEE (Host Criticality)

A—PNED YT, BEICES>TORZ FOREEE, AR FOEEELZFHEL—LB LU
Vo—THERLT, AV MIBETLHRA MOEZEEICH LT, R —iERB I CER DI
BrERTHZENTEET, AR FOBEEEIZHL Low) 1. [F (Medium) 1. [ (High) 1.
F721E[72L (None) 1ZHIV B THZ ENTEET,

¥i2 (Notes)
o7 F U A MR T D, HA MIBETHER,

AVTISATURRITA MR FDEREEET. 22— EBRDHRR FEME (Any user-defined
host attribute, including those for compliance white lists)

2—YPEZDOKRA NEMEOE, mA NBET—7 i, a—PFEZRDOENFNDORA NEM
DT 44—V RREFENTWET,
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| T4zxH1Y AR DR
ZRLUAZ konz rEEoRE |

ALY

RA MIBEEMT N TND RAA 2, :@74—» Ri%, ~/VF T F 2 v —D7= I Firepower
Management Center Z 3% E L72 Z &N H LG EITRRINET,

A 2 /\—#1 (Count)

FATICR R EINDIERE BT B4 b0k, [T b (Count) |7 4 —/v R, #HED
AT AER SN HIRZ A L% COARRIND Z LITEBE LTS,

EELEY D
AR N O

BIRLERR FORR FRIEDERE

ATy I

AX—h 54t | RHEDSAELVR|BR—bEZNET | R—LSNBF | 7o LR

VR INA R AV (Access)

L& (Any) L& (Any) L& (Any) & (Any) Admin/Any
Security Analyst

RAR U= 7un—nb, FRIEBFOFRA MNEMEE 22— EREORA MNEMEEHRETE

‘j—O

FIE

RARNT—778—T, FANBYEEZEBNTOIEZA NOHIZHLIT v IRy I A% 4L
7,

Evh  V— MERERBERELZEN LT, FARBEMEEZEID Y THRA NERBET S Z &0
TEET,
AT T2 X=VOTFHEIZH D [BIEDOFRE (Set Attributes) 1 %227 U » 7 LET,
ATV T3 MBS T, BIRLEAA ML TEAMOEEEZRELET, [72eL (None) 1. [IK
(Low) 1. [ (Medium) ]. F£721X [ (High) | Z@&NTX £,
ATy T8 VEIZELT, 7F AN Ry 7 AT, BIRLEFARDKRARN 7027 7 A VIZAEZBMNL

ATy T5
ATvT6

EEDRIET

9,
MENZS U T, B CHRE LI —WiE
WH?SWQ]éﬁjyﬁbiﬁo

FTORAMDFEMEEZRELET,

—4

Firepower v A7 AlX, SEIERFATOT—4% BAAXRXU N, X2V T4 407V 0
VAL HHRA RN MBI T A NVEIIIAT =T A RN EREMT, B3Ry
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B s=oxz7—»

FA4 RN AR rOFRE |

MO —27 EOFRANNREEDOHDFERIZL > TREINTZAREENH D0 E ) AW L E
T, AR N T =X DRFEDMAG DY EHEN, WEBEZITHHRA FOREOIRE (10C)
B2THENIT—LET, ZOLIBRKRAINDIPT FLRAFERELZZITTVAHERANDORNT

oy (F) crnvp va—icBFENET
I0C 7 —# %, Firepower AT LD Web A > ¥ —7 = A ADKEFT TR, BIEEZITAET,

e ARV Ea—T 1 #EH, X2 VT4 AT IV A BA, AT =T RI0C B
HOARY PE2—TZDAXRY ERIOCZE RN H—LinEos»aER/RLET, 10C
IN—Z N H—FT B RRA Y N RXR—=ZAD LT =T A X2 NI, ARXR - EAT
Navp 1oc THY |, REZRET DA MY THA T LHEERINDZ LICEREL
TLEEN, A2 b Ea—i, [0 (Analysis) | ¥ 7O I EIERZ T NLMHT
TET,

Ay arm—R: ZAyvaR—KRTlE, v~V —Fviar— RO &R (Threats) ] ¥
TN, RA RO IOC Z 7 L —E#BINC b Y H—E 7285 L 10C V—/v 35 7 4 )b b
TERRINET, VAXLGH U 4V xy MIIOCT —HIZESLS T vy F2RHLE
ﬁqo

AUTFXFANTIATR—T AT XA NI AT 0 —J0 [REOIE (Indications
of Compromise) | &7 > 2 /12, 10C AT T YRIDHRANERA MHOIOC BT IV DT
TINERINET,

[*> hU—2 <7 (Network Map) ]-%—3: [Z0#T (Analysis) ]1>[H A~ (Hosts) ]>
[*v hU—2 <~ v (Network Map) [IZ& 5 [IREFDIKME (Indications of Compromise) ]
Z7E, BRESRTWDARERS LRy T —2 EORA NBREDZA T L P T
RUABNZ T N—T 55T L TORSNET,

[*y hT—27 7740 8722 ~U (Network File Trajectory) | aEfi~<—2" @ [/047

(Analysis) 1>[7 74 /v (Files) |>[*y hI—2 774/ v7Y =2 bU (Network
File Trajectory) | D FIZ—ERRINTND 7 7 A VDOFEMN—TVTIL, Xy hT—7 D
REOIMEEZ B CE ET,

MREDJEMEE (Host Indications of Compromise) | X—7 : [Z3#47 (Analysis) 1> [ A bk

(Hosts) | A ==—® FD [REDIKEE (Host Indications of Compromise) | -~X— 2%, E
ZHHBARARDO—ENIOC Z VNI N—THFTENTHERENET, Z0O_—T0
V= 7n—%ffioTTr—4% NULFT LU TEET,

CIRA R TR T AN N  BEINTVDAERERHDEAFDEA L 7077 AL
IZIE, FORA MTEEMTT SN TWETRTOIOCE V' RNFEREN., [0CH J OfFHR L
IOC V— VIREED R EN T £,

REOIMBEL LTA N MIH T 2T 2 X0 ICRET DI, BEOIKBELV—ILOFEE
ZRL TS,

EENEYD

BEOIKEL—LOHF L
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| T4zxH1Y AR DR

REDRIET — 2 DRT

ATy T

gEokEF—s20%x% [}

RT—k S54t |REDSAEUR|HH— FENET | HH— FEh5d K| 7oER

~A AR AL (Access)

fEE (Any) fEE (Any) {EE (Any) T (Any) Admin/Any
Security Analyst

Firepower Management Center 2] L T, REDIKE (I0C) ZR"d 7 —7 VAR R TEET,
REBET HHERITIECTA N b Ba—ZEELET,

~IVT RAAL VEBRBRETIE, BUEO RAAL VTR NAL L OT —F 2 RKRTHZ LN TE
£, B~V D RAAL VEITIRH RAL DT =22 RKRZT DI LITTEEEA,

FRENDZN—VF, T A V- TJuo— 2 ko TRARY £4, FHRERZDOIOC TV —7 7
O—({X7 R 77 A Ea—THKTLETR, Zdid, iz zZTIXTorRA MEiE
2—HPDHRA N T Ty A NERIFI—F T T A ABREENTOET, 72, BFED=—
REfilz T HRIETERRTDODAZ L T—I 7 —%{EkTH52 b TEET,

4a & H RIS

e VAT ATREEDIKMBE I0C) ML TEZ 72510, Fy NT—ZHBHRY o —
DIOCHERER T 77T 4 7IZL T, < EH 12D I0C V=V EGHZTHHENRH Y
F9, BEOKEL—ILOHMMEESIL T ZE0,

FIE

HERINTZT—7 7a—%2FHT 2545, 9 (Analysis) |>[/RX k (Hosts) |>[RF
D Jki% (Indications of Compromise) | Z HER L £ 7,

BAPNIOC DT =T N Ea—RNEZENRNH AL LU= 7u—2 L TWDHEEIE,
(V—77a—0tlhEx) ((switch workflow)) 1227 U v 27 LT [REDIKE (Indications of
Compromise) | ZER L 7,

ATV T2 WOBRENHY 7,

c[(V—27 7r—DiIV X)) ((switchworkflow)) 127 U w7 LTHAZ LT —7 T 0—%
BUHOT—r Ta—E R LET,

AWV = T n =BT LET (TA RNV BLOTAT T4 T4 V=07
a—ofH (7X—) 25H) |

cT=TNDHT LORAFIZOVWTHELIHTANES REOKET—F 74— F
=) W)

o [RA FOREDIEME (Host Indications of Compromise) ]-X—" : [IP7 KL A (IP Address) ]

N7 LD HREISNIZAARNOT A 3 ('gﬂ) 7 Uy 7 LT, RESNLAALD
RANTa 77y ANVERRLET,

(32
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FA4 RN AR rOFRE |
B zzoxzr—5 -1k

< [0C A X MIfifhg AL ~—27 LT, VA MIERENLVEIICLES, ZhiFEtT
THITE, WETDI0C AR FOMIZH LT = v/ Ry 7 REF AT LT, [fifREHS
L~—27 %fHFD (MarkResolved) 1227 VU v 7 LET,

o (A OMETR HEE (First Seen) | £ 721X [ATRIOMH, (LastSeen) |47 AMIHHERT A =2

(%) 7Yy LT I0CE MY H—LTeA Ny FOFEMERRLET,

REDRIET—F T4—ILF

LRI, ©10C (REDOKEE) T—TNAHND T 4 —/L FTT, T XTOIOCE#ED T — 7 /V|Z
TRTDOT 4=V EREENTWHEDITTIEH Y T8 A,

IP7 FLX (IPAddress)
I0C%Z M) H—& LTHERALEARA MZEEMN T BN TWASIP 7 KL A,

A7 31 (Category)

[T =T NFATENE Lz (Malware Executed) | <° [2 1 OB (Impact 1 Attack) ] 72
EL RENTREDO X A T ORI,

AR b 247 (EventType)
FEEDIOCIZEEHEAFIT 5N TV BB, MU= LTHERALEAS XV FESRLET,

BLL]

FEINDAREEDH DR A F~OFEOHY ((ZOARZ MIY E— Ml TNIZH 5 AlaetE
233 Y F£7° (This host may be under remote control) | RC[ZDHEA N E T LT = 7T NETIN
F L7= (Malware has been executed on this host) | 72 &)

RYDHEZAR/EFTOEZEEMF (First Seen/Last Seen)
I0OC % b UB—& UTHR LTaA R0 2334 LTt (F 720388 O B A& 1),

KA 4 > (Domain)

I0OC% MU H—L LTHEHLERARD RAL Y, ZDT7 4=V X, vV FTFro—Di
¥»IZ Firepower Management Center % & L7 Z E DR HLAICERINET,

EErEYY
RSV ANDY ¥
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| T4zxH1Y AR DR

B—

ATvT1
ATvT2
ATv7T3
ATv74

B—hz st sEEOKEOL—LKkEDEE [

RA MZEITHREDORIEDIL—IVIREDIRSE

AX—bF 541 | REDSA VR | BR—rSNDT |V HR—FSNBF | 7UEX
VR N R ALY (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst
(FREAHLY BHH %
FR<)

F v NI —ZRHARY o —THEM > TV DHEHEE, REOIKBL—VITEHRRNSRE Y T —
THNDOTRTOFRAMIEHASNET, HxDEANDOL—/LEEHL T, EHRI0CH 7
ZEGECEXET (7L 21X, DNSH— KT 210C ¥ VB FRSINRNEHICTEET) |
WHARER R Y NU—Z R Y =T — L2 BT 5 & BFEDR A MM L TEDC
THZENTEEREA,

FIE

RANTa 77 A 0D [REOIKME (Indications of Compromise) |7 ¥ a IZBEI L £,
V—/VIREED RS (Edit Rule States) 1227 U v 7 LET,

= ® [F7%) (Enabled) 15T, AT7A4 X% 27V v/ LTINEBENEIL
[fRTF (Save) 1227 U w7 LET,

N LET,

REDKIEDZTDY—R 4 X FDERR

ATy T

ARX—h 54t (REDSAELVR|BR—LEZNET | R—rESnBF | 7o LR

VAR INA R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

KA 777400 [REDIKEE (Indications of Compromise) |7 > a > & H L T, I0C

5?% FUT—=LIeA R MZTIERSKBINT LN TEEST, ZNHDA X2 MaohrT
. RESNDEBICHLT 2 DICNERT 7 ay BEORT 7 ¥ a VISRENE D vk

ﬂflJL*ﬁ’i— LI OFRP RSN ET,

I0OCH T DEALAZ T OROERT A2y (%) 7V v s 356 BEETLHAU b

BATDAR NOT =TV Ea—lF e — R LET, TITIE I0CH 7% ) H—& L
THEH LIZA XY FORBFERSNET,

FIE

HRANTa 77 A0T, IREDOIHE (Indications of Compromise) &2 >3 NIBEILET,
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FA4 RN AR rOFRE |
B zzoxzssomn

ATY T2 FARIZNIOC ¥ 7D [ AIOJEHF (First Seen) | F 7213 [Hc% OJEBF (Last Seen) ] 77 AIZH
LERTAay (%) 22V v 7 LET,

REDKIESR T DFER
AX—hk 54t |EXDFAEVR | Y R—FENET | HR—FENE K| TV EX
VR INA R A (Access)
£E (Any) £E (Any) £E (Any) £E (Any) Admin/Any
Security Analyst

REOIEE 10C) # 7 TRENTEBDPIITE LORL I, F721X10C ¥ 7 A8 H

LTS LW LTG0, A Xy MIRRIEHLDO~ — 7 T H 2 ENTEET, /X
WCRRB D~ —0 BT D L. FOAXR MIKA N e 77 A VD GHIBRSNLET, 7

07y ANEDT T 4 TRI0C X T INT XTI END E, BRESNTZHFANT A2

(Bl g anied 20 £9. P L7 10C 12N Ch. 10C D b U H—TeCib B A o
MEBl EEEE R TE £

I0C% 7% R H—LT-A Xy bR IRENTZHE. B A MIEHT 5 I0C/—/L RN ER|IC &
IWTWRWED, 20X THRBFOREINET,

FIE

ATY TN "AN T 774 0C, IREDOIKF (Indications of Compromise) &7 > a IBEIL £,
ATV T2 RO2OOBBRENRH Y £3,

« [EHBIDIOC ¥ TR I+ D~ — 7 Z AT DIIE, RIS DX T OFIZHDEIRT A a2
(89) 22V v 27 L%,

T 7 AN EDOTRTDIOC & TIfFRGE D~ — 7 23T DI, [T TR
BD~<—7 ZAFiF D (Mark All Resolved) %27V v 27 LET,

B—NT—4

Firepower ¥ A7 AL, E=HXGry NU—27 7 A M EOFRA N TEHL TWEHTRT
DY —=NCEHTHEHEREMNELET, ZOFRITITRO OB EENET,

o = DL H
=S LT TV r—vari Ry hU—2 Ta hajn
= NORNH— LN g

o P REFITLTCWVDHERA MIEEMTLNTWHWAIP T KL X
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| T4zxH1Y AR DR
y—n7—sorx I}

C A SEBIET B H— R

VAT NIV =BT D &, BHETARA FREES— RO REICEL TOARWES
X, T A4 AN Y A X MEARKLET, Firepower Management Center @ Web A > 4 —7 =
A ABFEHLT, =N AR FEFEIR, BE, BT ET,

T, =AU MEMHEAL—NVOR—RZTHIELTEET, HEXF VAT LR, W
THNPORA N ETHEIH LTV Dired 2EDF v v b br—"EHRHLEZE ZITHEL—L
MU A—TEET,

VAT AL, RA BT ZAFR—FENNetFlow L a2 — R0 632y U —727 <= » FIBINT
EETHN, INOLORA MIFEHATEAEHERIZIBONET (NetFlow 57— & & E 5T /A
A T —=HDEN BB

BMELEYY
AARIREBEA X R v
NetFlow 7 — & L EHIRT XA A T — X DEN

=N T—2DERTR

ARX—hF Z4t |[EKDFAELVR | YHR— b ENET | HR—FENE K| 7O LR

3 INA R A A (Access)

f£E (Any) f£E (Any) & (Any) L& (Any) Admin/Any
Security Analyst

Firepower Management Center ZffH{ L T, i &N /cth— D7 —7 Va2 KR TEET, 22
Ta—HEL, MBETOHHERIIISCTARN N Ea—Z2 8T 22N TEET,

NITF RAL VRHRETIX, BUED RAA U EFHRRAL VDT —F 2 RRTHZ LN TE
F9, PALLA_NAD RAAL CETFTWH AL DT —F2RKRTHZLIITEETA,

=R —NIT IV BA L EZICEREINDZA=VIL, FHT DIV 7u—t k> TR
0 FET, FHIERINETARTOY—Z 70 —([FHRA N Ea—TETLETN, ZOKRA R
Ea—ZiE, HREZMZT TR TORA MIHLTIOTORA N 7o 7 7 A LREEN T
T, £, FEO=—XEWMITHRIETERRTDNAZ LT =7 7u—2{FRT 52 &
L TEET,

FIE

ATy Tl ROXHC, —=R_"F=H T r7vALET,

cFHAERSINLY — 27 7 —2 T 255,
[H—/\ (Servers) | ZIER L £,

c = ROT =T N Ea—RNEENTVRNI AL AT —7 7 —%EH L T L85,
(V—7 7u—pihEZ) ((switchworkflow)) 1% 2 U > 2 LT [#—,3 (Servers) ] %%
WLET,

[7%7 (Analysis) |>[7RX kb (Hosts) ]>
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FA4 RN AR rOFRE |
B —~7s—s57—nr

ATY T2 WOBREENH Y 7,

c[(V—27 7ur—DIYEZ) ((switchworkflow)) %7 U v 7 LTCHAZ AT —7 70 —%
gl —r 7a—&fHA L3,

AR = 7 —EEFITLEST (TAZINIBIOTAT T AT 4 V=07
n—OfEH (73—) 258]) .

T =T NDHTLDAFIZONTHFHLIHRES (=T =% 74— F (36—
V) R .

LT DI —NDAXRU NOBIZHDLTF =7 Ry 7 AaeF AL, [—"TA T
T AT 4 DERE (Set Server Identity) %27 Vv 752 LIZL->T, =T AT
TAT A EELET,

BENEY Y
P —RNOT AT T 4T 4 OFtE
Y—INT—4%2 TJ4—)LFK
P— R F—T VN THERBIUORETEXE 7 1 — /L FOBRIZRDO LB T,

AiEIOERA (Last Used)

Py F =7 ECYH— PN EBICHER S B B, E3AR A FAJISREZ R L T
Y= SN HT STz B AT LR, [RTEIOME] (LastUsed) ] DfEIZ, ¥ AT Lp3H—3
BWOEHEME LI 27210 Th, D b a—FRRry NI —TRHEARY > —IZ&E
L7-HHRROMEE CHEGF SN ET,

[IP7 KL X (IP Address) 1]

P—NEET L TWDHRA MIBEEMTONTWDIP T KL X,

[[R— k (Port) ]
WARVAV/AY L 1) | DR QAP P el N

Jokan
Y= \BERT DRy b= E7E T AR— | Fr b ai,

77U —ar FakajL (Application Protocol)
WOWTIINTT,
=TTV r— gy Fa kAo

* pending : VAT LT, WITNDLOEE CTYH—NERIT 40 TEZEIRTT 4 71T
ERVWGE
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| T2 AR bDigeE
g—n5F—5 7.—1¢ ||

®* unknown : %%ﬂ@"j‘“‘/i 7/]’ ‘/73““70” Vg ]“&:%OU‘T‘:/X?JAT#“‘/R%%&EIJT% 73?1/\
it FEARA MOAS S LTH— BN Eh, TV r—varra halng
FNTW b G E

FrA)r—=arFabalohTa), 29, URY, FIFEDRR EDBEEM (Category,
Tags, Risk, or Business Relevance for Application Protocols)

TV r—var Fa haMlBHOEToNTWDL T I, 27 UAZ LV BRI
EURR DN, ZNODTANFEEHLT, HEOT—F Yy FEXRIZTLH T &N
TEET,

N> & — (Vendor)
KOWFTNNTT,

« b= RO H—: VAT A, Nmap, TOMDT 77 4 778y —ATi#plShi-, £z
IARR PASERE L L THRES NIz — D F—

221 VAT ANBHOY— R T 4 =T MTESW TR F—E BT E R h o
723546, £ 3 NetFlow T —Z 2 FEH L CH—0B Xy U —7 <= v FITBINEI N6

/IN—<3 > (Version)
WONT NN TT,

s —NDNR—=T 3 VAT A Nmap, TOMOT 77 4 77 —ATilBl &S iz, &
TIPSR L CTRRESNIc Y — "D —D g &

22 VAT ADBEHOY— R T 4 H—T ) MCEDSNWTAR—=T g U EBRBTTE R
Mol E. F2ENetFlow T —# ZHH L CTH— "B Ry hU—7 = v FIZBINE N7
Be

Web 7 71)sr—<,3 > (Web Application)

HTTP F T 7 4 v 7 TV AT AR LT AM a0 —F a7 o2 S0 Web 77 ) r—
Tarv, VAT ANare DT SV r—ar Fua ha LB LS00, BED Web 7
Vir—ya rEBRHETERWEAIE. R Web 77 0P T OIRENEREND D THE
BELTLEEN,

Web7 74— avmhsal, 29, URY ., FEIFEDRR EDEEM (Category, Tags,
Risk, or Business Relevance for Web Applications)

Web 77U rr—y g MZEDETCHENTWA T 7 VAT Lb, BLOE YR
A EDEENE, N7 AN ZEHEHLT, BEDT =y FaRIZTLHIENTEE
-340
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FA4 RN AR rOFRE |
B —~7s—s57—nr

Ewv U (Hits)

P—XRT 7B RSN EE, RmA NADEREEZER L GBS — 0854, ZOElE
T 012720 F97,

Y—R 447 (Source Type)
ROEDONT N ZdaELET,

o [=—% (User) ] : user name

«[7 7V r—3 3> (Application) ] : app _name

e A% ¢ J : scanner type (v bU—ZRHOREEN L TEMS U7 Nmap £ 7213 A% v
7)

i Firepower VAT AIZE o T*ﬁﬂj éﬂfi"j’*‘/*\@ Firepower, Firepower Port Match, EJ

X Firepower Pattern Match

* NetFlow & —# Z{#H L GBI SN 7= —/3D NetFlow

FAAY

P—NEFITLTVWDLERARDRAL Y, ZOT 4=V RIE, “ATFTFrr—nizdic
Firepower Management Center #a% /& L72Z E R H DG EICFRRINET,

Device

N7 4w 7 R USSR T XA APy, NetFlow £7213AR A AT —F 23 LT-5
INA ZADUNT LD,

IRED 21— (Current User)
RANMIBER A L TWAE2—FDID (—H4) |

MOV —FRNAZ MeaZA v F5L, 20on7 A L iF2—FBLUKRA OB
RENFET, HBROH D2 —FNZEDOR A MIBHEMA T SN TWARWES . HROZR o —H
MZEDFA FOBAT GUED) 2—HF L7252 LBARETT, 7272 L, HEROH 52 —F ik
ZMCr s A v LR, HERO B 2 Oa—F R n 74 o LI 0m, Biffa—FnEDb
DET, Eo. HROARVZ—FNRER FOBITFL—HFTHLEHE, TOZ—FEMHEMA LT
2—YHIEEFT D 2 EIXTEER AL

A > \—%k (Count)
BATICEREINDERE BT DA XU MO, ZO7 44—V RNRFREINDDOIE, 2258 E
DR— DT EAERK T DR 2 H L etk DA T,
BMELEYY

AR OB

Xy NT—=ZBHOT—4% A FL—UFKE
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| T42A1RY ARy FOBRE
FIUr—varF—aerIur—varimr—s I

TI)r—oa3y F—RET7T)r—Sa it lT—

BB R R R DBRDRA M T 2 & Y AT AL OHE, EOT TV r—va )i
EH SN2 T 5 Z LN TE £J, Firepower Y A7 AL, BT A—/, AV AX |
Avg—=U ETY—ET WebT7 7V —ar BIXOEOMOIATOT 7Y r— 3
VREHEND LR LET,

BRIHSNIZZNZNOT 7V r—va S LTY AT AL, 77—y a V& LEZIP
TRVA, B A=Y a s BROERASRINS R E TR LET, WebAf ¥ —7 =
AREBALT, 77V r—var A~y bedon, BFE, BIOHIBRTEET, FAMAT
WHEAZEHA LT, 12U EDOKRA N EOT 7V r—va v F—250HTHLHLTEET,

EOT TV lr—arNEDKRA NTHE L TWD0R 00> TWHEEE. TOEHRE D &
WCARA N 7077 A VOREEEKR L, ZOREICELST, VT 747 77 A LDE
RANCIET DT — X ZHlT s N TEET, Fo, MHEL—E N T —T 5 5% )
T2 TEET, £/2, 77V r—2 3 VOBEEZMHBEL—ILOR—RAZT 52 LT
TFET, AR WEBIHEDA NI TAT Vv M S0, VAT AR,
WTINDORRERA NTHIDA =L 7534 T "PBEEHLTWAHZ a2 L2 & = I2H/HB
W= N T—FTDHZENTEET,

Firepower D7 7'V r—3a v 7 4 7 7 BT 2 EHEEIZ. 4 Firepower & A7 LATHHTD U
U—AZ /—hk, £ VDB EHOT R4 HF VY %2 L THERSTES W,

SHRWCT ) r—ya v F—2 2 INEB L OMRGFET D203, Xy hV—27BHERY —T7
TV r—2a VOB ENTR>TNDH T EafER LET,

FI)Vr—a3y T—2DKR

AX—hF 54t |RKDFAEUR | YR—rZNDT | HR—rZhBF|7IEX

~A AR AL (Access)

fEE (Any) {£% (Any) % (Any) % (Any) Admin/Any
Security Analyst

Firepower Management Center ZfiH L C, SN/ 7 7V r—ra v O7—7 V2R RTE
F9, ZITa—WE BRTDHERIISCTANS b Ea—aBET 22 LN TEET,

~NVTF RAAL VRBBRE TIX, BUEDO RAAL LV EF R NAAL VDT =22 RRTHIENTE
FT, IV ANAD RAAL VETTRB RAA DT =2 2 RKRTHI LI TEEREA,

2—YPNT IV r—a T 7B AT R EEXICEREINEZA—VE, HHTAHAY—T T a—
ko TRRYFES, £/2, BEO=—X &I ERIZTE2ERTIIAS LT —7 T a—
PERTAZ L TXET,

FIE

AFYvT1 ROLEHICLT, 7TV —ary T—HIZT7EALET,
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FA4 RN AR rOFRE |
B 7r—av5—s574-nr

cFHAERINTLY—27 7 —2HT 255, (94 (Analysis) |>[RX k (Hosts) | >
[7 75— 3 Vs (Application Details) | Z23&IR L £,
T TN = a VOO T TN Ea—NEENRWI AL N T—7 Tu—m ML
TWAEEIE, (V—7 7ar—080Ex) ((switch workflow)) 1% 27 U v 27 LT [Z 74
7> b (Clients) | Z#R L ET,

RAT9 T2 ROBPRIENRH D £,

c[(V—7 7ua—DIEEZ) ((switchworkflow)) %27 U w7 LTCHAZ LT —7 70 —%
GeploT—r 7u—ZfH L ET,

c KAMR U — 7 7u—BEEFITLET (TAAINIBRLOTAT T AT 4 V=07
n—0fiH (7—=) 258) ,

T —TNDHTLEDONFIZONWTFHELLHAREST TV r—vary 57— 7 4—LRK
(40 =) =HMW)

s VTIAT N, TV r—varyabhanr, Web7 7V r—aORICHLT Y
r—vaviEta—oTAay () 22097352810k T, BEOT SV r—
varp [TV r—va e = — (Application Detail View) | ZBH & £,

TIVr—23a3ayF—48 J4—I)LK

VAT, BRI IA TN, TV =g hal, £750EWeb T Y r—3 g
VNIZOWC KT 7w ERRETBRE, TV =2 arBLOEOT Y r—a & FT
LTWAHARA MIBET AEHMEa ZIZiesk L E T,

R, 77V r—2 3y T—ILVTERBIUOMEBTEL 7 4 — /L RIZOWTEHALET,

Application
M ST 7Y r— a3 v O4,

[IP7 KL X (IP Address) 1]
TIVr—varEHHALTWARAR MIBEEMTEN TS IP T FL A,

247 (Type)
TV r—=2arDEATTHY, ROLDOBHY £,
F77Y)4— 3> 70O kajl (Application Protocols)
RA MHOWEZERLET,
D92AFTobTTUr—3ay
AANETEELCWD Y 7 by =T 2EKRLET,
Web 7 1) r—<, 3 > (Web Applications)
HTTP 7 7 4 v 7 ODNAERERSNTZ URL ZEHR L £,
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| T4zxH1Y AR DR
7Iusr—vars—4574—0¢ |

A7 31 (Category)

7TV = a v DR O AAIR SRR R RIRE, £ 7 ) r—va i, el
b1 o0B 7TV ICELET,

2T

TV =g AT AEIMER, 77U r— g NIEBEOE DO X T EMT A ENT
xE+ (XU LbLARE) |

)R %2 (Risk)

TV = a PO EX 2T 40 R U—IOERKT A ENHDETHER NS ATEE
P, 77V r—varo ) A7 OFBIL, [BD T (VeryLow) 175 [f8 CTE (VeryHigh) ]
FTTY,

RAAN 2 MU =L FT 7 4w 27 THil 415 Application Protocol Risk, Client Risk,
Web Application Risk D 3 > ({FET 556) OHFTHRbEWHD LR £7,

ESHRREDREEM (Business Relevance)

TV =g i, BERTIER S Mo B R ATEB O RPN T S5 FTEEME,
TV r—va O YR AL OREMEOFPHIL, [ TR (Very Low) 1225 [fie T
(Very High) ] £TTY,

BAAN M2 N AT—LI bT 7 4 v 27 THilH S35 Application Protocol Business Relevance,
Client Business Relevance, Web Application Business Relevance @ 3 > ({F1ET 2 34) OH Th
HIEWbD &Y £,

IHED 11— (Current User)
RAMIBHEO A4 L LTV D2—FDID (2—H4) |

RO N2 —YNRA MZr A 58 Z20On 7 A ATa—FB IR R OB
FENDZLICERLTLZEN, HROH D2 —F MR A MIBEMT it TR nga,
RO 72 N2 —VRZEDHRA FOBIT—F L2 2 LN TEEY, 2L, HEDH D 2—
PHRHEA MMoa 7 A v L2k, #BOH DB O2—FRa 7o v LA DOHR, BiT2—W
NEDLY T, /o, ROZLWZ—PFNKRA NOBIT2—FTHEHE. TDO2—F & Hif
LCa—HVHlHZITS Z&IXTEERFA,

RAA >

T7Vr—=va 2L TWOERAND RAL Y ZDT7 4=V RiZ, vVFT T —D
72 ¥1Z Firepower Management Center X /E L7 Z E BB AL AICERRINET,

* 2 /\—%4 (Count)

BATICR AR ENDHERE BT HA X MO, [V (Count) |7 4 —/V Ri&, D
Rl AT AER SN DHIRZEHA L7 TOARRIND I EICER LTI,

SOV IAVEGYAN 1 |



FA4 RN AR rOFRE |
B ovr—avamr—soxs

EErEY Y
A X2 N O

TIVr—2a vERT -2 DORTE

ARX—hk S92 |[ERDFA VR | YR—FINBET | HHR—FENEF | 71X

VR INA R rA Y (Access)

£E (Any) £E (Any) £E (Any) £E (Any) Admin/Any
Security Analyst

Firepower Management Center Z i L C, SN/ T7 7V r—a VOREMT — 7 V&2 R
TEET, 22 Ta—HFE BMETLIHERIIGCTARN P Ba—a@EFT 5203 TEE
j‘o

VIV F RAAL VIBBRE T, BUEDO RAAL VU E TR RAAL L OT =2 2 HRRTHENTE
F3, ELLASAVD RAL CERIIRE RAAS DT =2 &2RKFTHZEEITEEE A,

2—YPNRT TV r—a VO T 7 B AT S EEICRREINDEA—DNF, HHTHIY—2
T —|lLo TRV FT, 200FHFERINZTV—2 70— 0 F3, F/2, FED=—
Rl TR T 2T RT ARSI L T— TJa—%ERkTAHZ b TEET,

FIE

ATV TN ROEHZLT, TFVr—a il —2Ic7 78 ALET,
cFHIER SNV =7 70 —2 AT 554, [ (Analysis) |>[/RX k (Hosts) |>
[7 TV — 3 V5 (Application Details) | %3N L ¥ 9,
TV —a DEHMOT TN Ca—RNEENRWIAF L T = Ta—% L
TWHEGEIE, (V—27 7r—0D8l0 & R) ((switch workflow)) 1227 U w27 LT[Z T4
7> b (Clients) 1 Z#IRLET,

RT9T2 ROBRENRH Y £,
[(V—27 7r—DIEZ) ((switchworkflow)) %7 U w7 LTCHAZ LT —7 T —%
GO —r 7a—%FEHLET,

c AWMU — 7 7u—BEEFRITLET (TAAINIBLOTAT T AT 4 V=07
a—0ffEf (75—) 250

c T=TNDAT EONFIZDWCRELSHAETS (T 7V r—va vOREIT —4 7 4 —
LR (43 8—) BBWR)

cIIGAT U VORI H DT T Y r—va vt a—oT7 (2 () 220y LT,
BEDT IV r—ar 770 r—a Ul e = — (Application Detail View) ] % B
xET,
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| T4zxHRY ARY LB
7Iur—varoumr—45 7—1k [}

T7)Vr—a 0 T—42 74—IL K
VAT AL, MO AT N, TFY =Y aryFabal, £EWebT S r—a
NZOWT T 74w 7 BT HE, 77V 5= arBrXOFOT ) r—ya v &347
LTCWAHRANMIETAERE e ZIZiek LET,
WIZ, 77V r—2a v OFfll7T — 7V TRRBLUOMBETE L7 4 — /L RIZOW T L E
j—o

BiEID{EA (Last Used)

T r— g UHIEEH SRR R A PA SRR L CT Y r—va v
F— F N SRR, [ATEIOFEA (LastUsed) (OMEIL. AT LNT P U r—va 0k
WMOFHHERH LI X2 TR, DR b a—YRRy NU—ZRHARY U —IZREL
T RIR OB TR SN E T,

[IP7 KL X (IP Address) ]
T —a v EFEHALTOARA MCBEEAMITHNTHWAIP T KL A,

22547 >k (Client)

TV = a D4R, TRl L, VAT ART U r—varya barziEt Lzl b B
DOTREDZ FA 7 e TERPSTHGEIE. 77V r—vay 7a b aral
client KIS T RAPFRSNET,

/IN— 3> (Version)

TV Ir—varpnR—Ug v,

D547 7TUS—=3y FAMaL, BEXUWeb 7T r—23>00AhTI). 2
G, URY, FEIIEDRAR EDEEE (Category, Tags, Risk, or Business Relevance for Clients,
Application Protocols, and Web Applications)

TV = a B0 S TonNTWAL T 27 VAT LyL BIOREYRA LD
B, o074 V2 EFERLT, FFEOT—% &y NEXNRIITHIENTEET,

77U — 3> FOoka)L (Application Protocol)

TV hr— g THERHENAET )V r—arr7abhan, 2750, SATART Y r—
varZue baliBH LI LB TEED Y TA T v FERETE RN STEEAIE. T
TV hr—gy 7a ha)lgIz client BIMENT—RENFRRINET,

Web 7 7'1) r—<, 3 > (Web Application)

HTTP b7 7 4 v 7 TV AT ANBH L= f 0 — K 27 Y £721Z URL [2FE-3< Web 7
IV —gy, 2L, HITPOT X r—ar7a haldmt EnzicsB8b o34
ED Web 7 7'V r—a UERIHTE WS, 22T, BEED Web BN FE RSN E
bé‘o
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B fsns—s

st T — 42

FA4 RN AR rOFRE |

Ewv U (Hits)

VAT AMMERYOT ) r— g vEm Uz, R A NATBEREZE T L GBSz
TV = a rOEa, TOMEITEIC IR £,

ALY

TV = a B HEHLTWLRAND RAL Y, ZDOT 44—V RiE, vAVFTFro—D
72T Firepower Management Center i E L7 Z & H LG EICRRINET,

Device

TIY =y a VOFMIREER TSR RV b EAER LTS A,

IHEDO 11— (Current User)
RA MBI A LTV D2—FDID (2—H4) |

MERRD g N2 —HNRA MZr A o358 Z20On 7 A ATa—FB IR A ORI
FRENDZLICERLTLZEN, HROH D2 —F KA MIBEMAT T nga,
HERRD 72N —F N ZDHRA NOBYT—HF LR N TEET, 727200, HROHD2—
PRHEA Ma 7 A > LItkiE, RO LROa—FRa 7oA v LicGE0H, BfTa—9
NEDLY T, o, ROZLWZ—FNKRA NOBIT2—F THEHE. TDO2—F & Hif
LTCa—HHEZIT) 2 LIXTEERT A,

A > x—% (Count)

FATICR R ENDIEHRE BT HA X b0, [T b (Count) ] 7«4 —/v Rk, #HEOD
T AERINDHIBEZEA L7 TOLAFRREINDZ EITHEEL T EE N,
BEErREYY

PRV ANGY; ¥

Fy NU— I OTFT—% A ML —URE

Firepower ' A7 AZIE, ZHVME OEIHEBHT — 4 X—ANEFENTVWET, TOT—H
N=2F, TOVART DT 4 H—=T VT 4 v TR L MALDETHEH ST, %o b
T — 27 EOFRA MIBEHEAMAT D TODMEHENRFESNET, AA NTEE L T DA
L—T 4 T VAT L, =X BXOY T4 7 2 M2, BEEMT ST 5 B 2 a5t
—XRH Y £,

Firepower Management Center ] L TIRD Z & 21T £ 7
« RA LT L DONfenstEE B LOERTE £,

« WA MINyFEEM L%, £3R R FMESIIEICEE SR CHl L2 5HE 1.
ZDORANOWEIHNEEIET 7T 4 TIZT D2 ENTEET,
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| T4xA1RY AR FOBE
wHrtF—s071—1k |

P—NNTEHEHEINLT 7V r—3 3> 7'a b 2/ Firepower Management Center & %N T~
TENRVIRY | RUFL =L ABLONN=V 3 UL ADOY—ROEtE T~ vy T IR E A,
RNUF—LABLON=Ta v LADT FA T OMEgtET~ vy 7 TEEEA,

BEErEYY
P —ROMEFHED~ v BT
MEsEET—2D T4 —IL K

PLFICHT 2857 — 2 D7 ¢ —/v RiE, MEsstED 7T —7 v B o — L Mgtk OFEfizR R~ ¢
RO X ICERINET,

R 1 RTEHAOHEBEET—% 74— F

T4—ILF T—IIEa— EZHOE S
Z D DIE No Yes
R PREZR =7 A7 mA | |Yes Yes
(Available Exploits)
Bugtraq ID Yes Yes
CVEID No Yes
A L 3—4 (Count) Yes No
%17 H (Date Published) Yes Yes
B Yes Yes
{E1E (Fixes) No Yes
SEMEAT - (Impact No Yes
Qualification)
[VE—F (Remote) ] Yes Yes
Snort ID Yes Yes
VYa—var Yes Yes
SVID Yes Yes
Bk (Technical Yes Yes
Description)
ek (Title) Yes Yes
MagstE D2 (Vulnerability | Yes Yes
Impact)
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T4 RHNY ARy b0t |

B rses—s07 -1k

Z DD IEHR

BEFNOAREFI AR AN, REFIHO T U A, Mtk a3 5 Hi#t7e &, WsstticfE+ 5
BEHRE FIHABERSGEID) T8I, KEEZZ Y v 7 LET,

EATEER T X704 + (Available Exploits)

Magg Pzt L CBERMDO AR ERALRH 200 E 5 0v&E R LE T (TRUE/FALSE)

Bugtraq ID

Bugtraq 7 — & X — AT B THEFIPEICBIEAT T 5 40T 2385513 5
(http://www.securityfocus.com/bid/)

A 2 /\—#%1 (Count)

FATICER R ENDHH E — BT oA~ bk, [V b (Count) |7 4 —/L Nid, BED

R—ATHER SN DHIRZEH L7t TOARRIND Z LICEE LT EEN,

CVEID

MITRE @ Common Vulnerabilities and Exposures (CVE) 7 —% ~X— 2T, JaggMkiZ BT &
TV DHFRIE S (http:/ www.cve.mitre.org/) .

#4TH (Date Published)
WEFIPEDS AR X 7= B £,

Bl
WEFFPELZ DN T O HL 22 30,

{&1E (Fixes)
BIR L72Magathicx LT, F o — RAJRER/ Sy F~D Y 7 gt U E 4,

Bk

BEEZ77ANVEII Ny TOLZ T a— NICHTHEE) V7 DERINTHWDLEEE. VY
IEEZY 7 LT, B0 —H arEa—F~MEFELET,

E2EEMF (Impact Qualification)

Ney X0 U ML T, Magatkz Ao E 73R LE§ ., Firepower Management
Center [T, ORI T, Eaheffagstt 2 B L £,

=PRI THETHIREICL ST, VAT AR THEIER ED L S IR IN D), B
LR —FREEZRIRT DK A b 707 7 A VICHEFEDRE SRV E Y 7,
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| T4zxH1Y AR DR
I PR

[')E—F (Remote) ]
MagatEn ) = — K CARERMMHEINENE I 0% R L ET (trRUE/FALSE) ,

SnortID

Snort ID (SID) 7 — & X— 2 |ZB WM BhEM T SN TW A& S, 20 . EA
N— L T EDOMETHELZER T 5%y NU—2 NT 7 4 v 7 2RBHTE 284, oM
1. BAL—/LD SID IZBEAT T DI ET,

WEFFPEI TS D SID I BIE#EAF IS B Z E A ATBE (E 721X SIDIZBEAFIF 2 & b A[dE) Th D
ZLICHEE L TLIEE Y, Mg o SID IZEERT T b TV ABEE . Mgt —7 iz
I, £ SIDICH LT 1 o0 —RNEENTWVET,

Jyi)ja—v 3>

Mags Pt DEEIZ BT 2 .

SVID
WEsg M 2 BB 2 722 2T AT % Cisco DNfega s & 7.

SVID IZDWTCHERIMEDFEMIZ T 7 v 29 5120%, T A2y (%) 270 v 7 LET,

FiffTB9EREA (Technical Description)
JEss M B9 2 FEAE 22 BT AR A

& (Title)
MagatE D # A Fb,

fE35tEDE22Z  (Vulnerability Impact)

Bugtraq 7 — # ~N— A TRV THEFHHEIZHI D Y TONTWHIERELZ R LET, 0~10 DJE T,
10 B ERTT, MHMEOEEIL, Bugtrag = M DEREICL > TRESNET, 2D
ERRE 1X. B & Ol X O SANS Critical Vulnerability Analysis (CVA) O JEHEIZHE - THESH
PO ITE L ET,

EErEYY
A X2 R ORE

MBEDIET I T4 Tk

Waggte &2 IET 77« 7T 5 &, VAT LTI OMFHHEAE M L TR ADEED BT 2 3
T2 EMTERLRVET, Xy FT—7 EOFRAMINNyTFE#EH L%, 03K A
N SMESSPE DR A Z T Ip N EllE L7, MaEsstEEIET 7 7 4 7H{bTE £ T, VAT A
R \_@%ﬁ%ﬁﬁ)*%ﬁﬁixTTN\éﬁﬂlwﬁvzk%#ﬁﬂ?é&: Z OMEFFMHIZ Z DR A M
xfbfﬁfjjf&;é ERZREINET (BEMIIZET 77 4 7S EHA)
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B rser—s0xx

FA4 RN AR rOFRE |

IP7 FLARIZ X > THIF S TUWVEWMEREY —7 7u—NTH D 1 >OMEsEL2IET 7T 4
Tt BHE. Ry b= FOBEENZTRTORA ML TEDOMIGHENIET 7T 47
fbanFEd, Wity —7r7 7 —WNoMFEZ2IET 77 4 7L TE 2D1%, ROEZEX—T7E0F
'/C‘\—j*o

« T 74N NOWEFHENEY — 27 T —D 2 X—=YHDO [y U —7 EOMEEPE (Vulnerabilities
on the Network) ], ZAUZiX, F v MU —7 EOKRA M X2 M5O &3 FR S
NnET,

 JEEIE T —2 7 a— (W AX AE T ITFHAIER
ERHLTIP 7Y FLAIZHESWTHIBRENET,

DR—Y, ZDOU—r T7a—x, BRE

1 BEOFRANMIK LTI OOMFHEEIET 77 4 7L TEET, ZOIET 7T 4 7I0iE. F v
NI —2 = 7O, RARNOKRA N Ta 77 A NVOEH, 3tz IETr 27 07
BT 2%%D 1 DLUEDKEARDIP 7 RLRZESWTHEFHEY —7 7o —%2Hl0d 5 2 &
ko TITAET, BEMITONTZEEOIP 7 FLAZEORZ hOEAE, ZOMREIZED
RANOBEBRINZ 1 ODIPT FLAORTEAINET,

TNTF RAAL VBT, Sl R AL U CHeatEzIET 77 4 7T H L TRTOTHR R A
A TEOWEFIENIET 77 4 7RSI E T, Jefll RA A o THegatea 7 27 7 4 712 LTz
By V=T RALUTIE, 2O RAAL NTH DT A AZxE U CHaEFSHED T 77 ¢ 7L £ 721X
T I T 4 TMEFATTEET,
BENEY Y

fEl % DARA MIKT DMasstEDIET 7 7 4 71k

{E 2 OWeFIIEDIET 7 7 4 71k

BEOWETIEDIET 7 7 4 7Y (50 =—)

st T—2 DERT

AYX—b+ 4t |REDFAELIR | YR—bENET | YR—FENE |7 EX

VR AR AL (Access)

f£E (Any) f£E (Any) f£E (Any) f£E (Any) Admin/Any
Security Analyst

Firepower Management Center i/ L T, Magatho7 —7 VAR R T&EET, 22 T2—HIL,
BRTOHRIISCTAN D Ba—2 T2 2L TEET,

MEFIPEICT 78 AT 5 L EIZFRRINDIN—VIX, FHTDHIYV—27 77—l TERD
T, 2—PIIFRIEROY —7 7 —2FHTEXET, ZHTIFWEFHEDOT —7 /L Ea—NR
HENTVET, RSNV THOFR A FBETHEZ R L TOENE D B ARL .

T—TINE 2 —ZET = F R ANOEMFHEICK LTI 20 —nEENTWET, FHiiE
FOUV—7 70 —D2_X—VRHIZIFE, Fy hU—7 ETHRHEENTZHAA MLEA SN ZNTE
NoOWETME (F72—RET 7T 4 7L TWARNED) ITH L TIODITNEEN TV E
T, FHIERDOU —7 70— IMIHEOFME 2 —TKR T LETHE, 2o 2— 20, #Hlvs
72T X TOWETIEIC OV TN E TN TV ET,
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| F4xh1Y AR DR
R DT |

Je

EXh HoORRAFMELEIAA Oy MBS DM £RT 25613 mARDOIP TR
VAETIXIP T FLADOHEPAZFEE L T, WsstEomBEEEITLET,

Flo, BEDO=—RAEWMTIEMIETERRTONAZ LU= T —Z Bl T52LHTE
=7,

MaggtE DT —7 L, ~ Vv TF RAAL VEBD KA AL AL > THIRES N EHA,

FIE

ATV KOLH I, WO T—T T 78 A LET,
c FHTER SNIMIEY — 27 7o —2EHT 555, (94 (Analysis) | > [ME551E
(Vulnerabilities) > [2551% (Vulnerabilities) | Z#N L F 7,
s MEFET — TV B a—RNEENRVHAF AT Tu—E AL TWAEAE, (T—
7 7a—08IY I z) ((switch workflow)) 1% 27 U v 27 LT [g89M (Vulnerabilities) | %
BIRLET,

ATV T2 ROBRERSH Y 7,
AR U —r 7u—BEEEITLET (TARAINIBIOTAT T4 T4 V=07
n—0fH (7)) 258R) ,
« fEgatE AR IET 7 T 4 T LT BIEMESS RBEIC & D AR X MZHOWT, RADFEEDIHR
R LRI S LEd EHROMIHEOIET 77« 71k (50 X—) 2&M]) |
*SVID # 7 LDOERT A2y (%) #7V v 7 LT, WHEICET EMER T LET,
F720%. HETIME ID ZHIF0 L CHETIEDFE R — Y ~ R U L F T o LT,
e A A MELHIY v LT[TZNATHFARNDOFRR (ShowFull Text) |23 RT 52 LTk -
T, a3t Z A4 "L DO TALTFHF A NERFLET,

Mt DEFMDORT
FIig

MEEgtE OFEIL, RO FTEONTNN TR R TEET,
« [9#7 (Analysis) > [ifE551F (Vulnerabilities) | > [ME351% (Vulnerabilities) | Z 38R L,
SVID ODEIcdh b FER-T A2 (%) 22V w7 LET,
« [T (Analysis) |>[ifE551% (Vulnerabilities) |>[Y— F /8—7 « D554 (Third Party
Vulnerabilities) | Z3&R L, SVID OR{IZHDHERT A2 (%) 27V v 7 LET,

« [92#7 (Analysis) |>[/RA k (Hosts) |> [y kT—% < v 7 (Network Map) | %R
L. [ME55P (Vulnerabilities) 1 # 7 %27 U v 27 LET,
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B =sonstorrs74 It

BEHDOHRBUEDIET I T4 T4k

FA4 RN AR rOFRE |

s MEFIEDRBEZ T HHRA NOT a7y A VEFR L, £OT a7 7 A N0 [Tk
(Vulnerabilities) 1|77 v a &R L £,

AX—b 54t [REDFA LR |YHR—bEINET | HHR—bSNBF | THEX

VAR NA R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Any
Security Analyst

IP7 FLUATHIK SN TWEWESEMEY — 27 7o — N Ttz 67 7 70 71235 L, Ry
U —7 ETCHRI ST X TORR M SN IET 77 0 7lbsinnE T,

ST RAAL ENTIR, Bl FAA TR IET 7 7 4 7HET 2 &0 TR TOFFR R A
A THMBENIET 7T 4 TS E T, U—T RAAL AF, Bl B A A o THegstkn T 7
T4 LS TORIE, BOOT A ADWEFEEET 7 T 4 TALEIIET 7T 4 THETE E
ﬁAO

FIE

ATy FT1 ko ke, EHEHtoT—7 0T 78 A LET,

s FRERSNINEIIEY — 2 7 o —2EHT 5546, (94T (Analysis) | > (551
(Vulnerabilities) ]> [{2551% (Vulnerabilities) | ##N L 5,
MEFIET — TN B a— RN EENRVWHAZ LT —7 T a—EH L T AEAIE. [(V—
7 7ma—OE YK R) ((switch workflow)) 1% 27 U v 2 LT [fag5t% (Vulnerabilities) ] %
EIRLET,

ATy T2
ATvT3
ATv74

[~ 8 U—7 Offi851: (Vulnerabilities on the Network) | %27 U v 7 LE9,
FET 7T 4TI HMEEEORI S DT = IRy 7 A F N LET,
NR=UTFEO[LE2— (Review) [ Z227 VU v 27 LET,

BEErEYY
fE % ORA MR AMETHEDIET 7 7 4 71k
8% OWeFREDIET 77 ¢ 74k

H— NN —T 1 DIEHEET— 3
Firepower ' A7 LZIE, ZHME OMEFHHEBHT — 4 X—ANEFENTVWET, TOT—X
R=RE, ZOVRTLDT 4 H—=T VT4 v TR EMAGDETEN ST, Xy b
U — 27 EORA MBI T ST D MEgstEn feE SiEJ,
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| T4zxH1Y AR DR
H— k-7 OB T—20xT ||

VAT LOWEgET — 21k, = "= TF s OT TV r—va b A AR — ML F Y b
V—0 =y 7 F=H TMETEET, ThEITHE, Mk T, 207 —2% A R— KM
DDA YT NEFLIRTEDLD, a~v L R IA U TT7ANDA L R— b EAERTERT
720 /A, FEHIZ DWW TIE, Firepower System Host Input API Guides 2 [ L T 720,

AVR— LT —2Z2EBOMBICED HI2IT. — F—F s OBt SRE2., 7—#
NR—=ZANDFRL—F 4 VT VAT LABLIORT VA —2 g VOERIC~Y Yy T T 50BN
F9, V= FX—F 4 OMEFHHEEBRIL. 7 74TV FOERIIy I THZ LITTEFERHA,

HY— K —T 1 DRBEET— 2 DRT

ARX—hk S92 |[EKDFAELVR | YHR— b ENET | HR—FENE K| 7O LR

VR AR ALY (Access)

=& (Any) L& (Any) f£& (Any) & (Any) Admin/Any
Security Analyst

ARANADEREEEFEH LT — FX—7 ¢ OMfesstET — & % A 7" — bk L7214 C. Firepower
Management Center % ffi ] L CH— RKX—F ¢ OMaHHEOT — T NV a2 RRTHENTEET,
TR, RBTAHERIIEC AN b Ba—5BETHZ N TEET,

ST RAL VRHRETIX, BUEDO FAA Ve FHR N AL DT —H 2 RRTHIEINTE
F9, PNV D RAAL CETFIRH RAAL DT —F 2 RKRTHZLIITEERA,

P FN=T 4 OWEFIVEICT 7 B AT 5 LSRR SN L X—VF TV —27 7 —(2
KoTRRYVET, 2 00FMERINZY—7 7 —0RbVET, £, FFEDO=—A%ii
I HBRETERRTODNAZ L V= 70 —%FlT 52 L b TEET,

FIE

ATYT1 ROXH LT, =R —=F 4 OMgFHET — X7 78 AL £,

c FRER SN T —27 7 —% AT 556, (94 (Analysis) | > [HESEHE
(Vulnerabilities) | > [Y— F /3—T 4 DffE551% (Third Party Vulnerabilities) | Z &R L
7,

e b= KRX—=7 4 OWEFIIEDT — TN Ea—REENRVWHRAZ L T—r 7u—%fFHL
TWHEHEIE, (V—27 7r—0D8l0 ) ((switch workflow)) 1 &7 U w27 LT [#E{E7C
BIONEFIME  (Vulnerabilities by Source) | £721Z [IP 7 K L A BIDMfa55#E:  (Vulnerabilities by
IP Address) | 2R L ET,

ATY T2 ROBREENHY 7,

c[(V—27 7r—DiIEZ) ((switchworkflow)) %7 U w7 LTCHAZ AT —7 7 —%
GO —r 7a—%FEHLET,

AR U —7 7 —BEEZIAT LET TARAINIBLOTAT T AT 4 T—0 7
a—0fEH (7—) 258R)

« T—TNDIN T AORNFIZDONTFELL
LR (52 =) BB

HARET (= =T 4 OWFIET —H D7 4 —
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FA4 RN AR rOFRE |
B v r—Forser—s07—1F

*SVID 1 7 LDFRRT A 2 (%) 2271V v 7 LT, H— R—F 1 OMEFHIEICBIT 53
MAFRLUET, F20E, M ID 260 L CHEFEDOFEMR—U ~F U Ly LE
j—O

Y—FNN—T A DIEBEET—2DT 4 —IL F
= RX—TF ¢ DGt T — 7 NV TCRRBLOMRBETE L7 4 — /L ROFEMIZLLTO L B0 T
TO
ffz551% Y — X (Vulnerability Source)
P— R—F ¢ DWagItED Y — A (QualysGuard, NeXpose 72 &)

ffz551% ID (Vulnerability ID)
Y — A D Mg BE AT 5TV S ID FE

[IP7 KL X (IP Address) ]
MEgatE DB Z ST AR A MIEEM T LN TWASIP T KL A,

['R— F (Port) ]
AN— FEF WEFHHEN. FFEDR— b ETIITIN TV D —NIZEEMT 5N TWDEE) |

Bugtraq ID

Bugtraq 7 — & N\ — Z (2B W THESIMEIC B 1T BT DRI 5,
(http://www.securityfocus.com/bid/)

CVEID

MITRE @ Common Vulnerabilities and Exposures (CVE) 7 — % ~— 2T, g9l BT &

TV HERIE S (http://www.cve.mitre.org/) .

SVID

MESg1E 2 1B 2 7212 v AT ATl T 2 06k O Mags Mk s =,

SVID IZ DWW T HEFIMEDFEMIC T 7 v 245121k, #HRT A3y () 2270 v 7 LET,

Snort ID

Snort ID (SID) 7 — & X— 2 |ZB WM BREM T SN TW A& S, 2FE 0. EA
=)V CREDHETINEZ BT 5%y bU—2 bT 7 4 v 7 2R TE B4, T olags:
1. BAL—LD SID IZBEAT T DI ET,
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ZEICHEE LT EE Y, MagatEn %k o SID ICRBEAHT 5TV AIEE . stk —71ic
I, & SIDICH LT 1 o0E—RNEENTVET,

=5 (Title)

WaggtE D & A kb,

B
MEFBPEIZ DN T O F§ HL 72 308,

RAAY

ZOMEFHEZFFORAND RAAL 2y ZDT 4 —)V i, ~/VFTF 2 —0D7- DI Firepower
Management Center Z 5% E L7722 LN HDHGAICEREINET,

* 2 3—%1 (Count)

FATICRRSNDIHE — T DA~ bO%, [V b (Count) 174 —/v FIE, O
TR S B HIRE A L 7% CORFREND Z LICEBE LT E &,

EENEYD
ARy N DORRR

A—FELVI—HFT7IT4ETA T—5

2—YFBRBILPN2—Y 77T 40T 4 T—XIL, lxDa2—FEHOY -7 7u—IlFKRIN
ij‘o

ca—H . ZOU—rT7a—E, Fv N7 TRHEINITRTO—FEFRLET,
ZORTIEI2—FR 120172 5O FT, SOV TIX, =—% 7 —% (UserData)
(58 X—) ML TIEEN,

A= WTIT 4T 4 ZOV=7T7u—E, Xy P TRE@BSNL T~ TO2—F
TI2TA4ET 45K R LET, ZORTIEH, #HEO2—HF T I7T7 4T 4 AV RAF A
RO 1 2 —FREHOITEEOE T, M OWTX, ==Y 77T T T—X
(61 X—) ZHMLTLIEIN,

INeEDT—7 7 —DANNTTETHAITAT T 4T 4 V—ADFEMHOWTL, o2—H 7T
AFoTF 4T 4 V—ARIOWNTEZR LTI,

A—HEET«—IL K
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. A—HEET—ILF

R2:A—HEFVI—HFTIHTAETADT4—ILFDEHHA

FARANY ARV +O#ERE |

T4—ILF

Bl

[A—%T—T1L
(Users Table) 1]

[A—¥T7U9T4E
T 1 (User
Activity) ] 7—7
12

B HI vl
(Authentication
Type)

FRRED X A 7 ¢ [§8FE7Z2 L (No Authentication) ], [/¥v ¥/
7 #8GE (Passive Authentication) |, [7 27 7 « 7 #8:E (Active
Authentication) ], [ A Mi®GE (Guest Authentication) ],
F720% M L 7-7%GE (Failed Authentication) ],

L

(e]

AU N—
(Count)

GE)  [FvUr b (Count) |74 —/v RiL, il % i
L7zt [ CAT M EEU R S LB s D A

RSN ET,

FREDITICRRSNDOERE — BT o2 —W g/
N2 &

HED IP
(Current IP)

Z—WRa A LizA A MCEEMT SN TWDIP T
RUR, 22— Ra s A Ltk T, HERZEF> T 51
DA—FREFELIP T RLATHRA MIa /A58,

D7 4—)V RIFERICRY ET, L, HHa—PNn
HERRZ - TR . B L2 —F MR Z £ > TV 720
AlEREET, (AT AE IPT RLRE, KEICHER
Mza 7 A v LIERRD & D = —H 2 B ft 1T £37, )

[V (Yes) ]

Wiz (No) ]

EHERL
(Department)

2—HOHE (LLLARERE) . h—Eoa—FIcHR
HIUZBIEAT T S TO DM 22 W EE . Z O,
=R ED B TEHNTNDLOT 74 N T—T L L
TRENET, 72& 2L, Active Directory TlX, ZiuiE
Users (ad) &2V ET, UTDOHE, ZDO7 44—/ K
ITZERIZR D £7,

s LIVAERTE L TV,

* Firepower Management Center 73, Management Center
T —=HN—ADa—P L LDAP L a— FEMB ST
W72 (AIM, Oracle, 721X SIP 22/ A 2L~ T
A—PRT = I N—RTEMS N HE R L)

[V (Yes) ]

Wiz (No) ]

B

2= ERF2—T T T 4 BT 41OV TDFEMITEH
(FIATRER G E)

L

Device

K77 4w R=Z2DBHIZE > TRz —% 7
7T 4 €T 4 OEE . a—PERH LT2T N ZAD4H,
MOZ A TDA—=F T 7T 4 T 4 DHFEIE, FEHLT
W 51D Firepower Management Center (272 1) £ 97,

L
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| T4zxH1Y AR DR

A-—YEEIs—ILF .

e AIM B 7 A N Lo Ca—PRT —HF _— 2B
iz,
e LDAP1 /A N X o Ca—FRTF — X X— 2R |ZBN

SHTEY, LDAP Y — R i —3 LEHEMIT S
TWDBEFA—IL T RLAREE LR,

J4—IJLF i BR [A—HTF—TIL |[2—HFHrT4E
(UsersTable) 1 |7« (User
Activity) 1 7—7
L
ALY [=—H (Users) | 7—7 /N Tld, =—HF DL/ AIZEE |© °
Pz KAAL v,
[2—Y 7277 4 €7 ¢ (User Activity) | 7—7 /L TiZ,
A= T I T ET A BB S I FAAL
DT 4=V R, wAFTF T —D7DIT Firepower
Management Center Z i E L72 Z &L N H HGHITE RS
iﬁ‘o
BFA—I 2—HFDA—)L T RLRA, LTFOHE, ZO7 4 — K [[IT (Yes) ] Wiz (No) ]
(E-Mail) IFZEEICR Y £,

RIZZEAIZ2 0 £9,
s LILVAERE L TV,

* Firepower Management Center 3, Management Center

T =B R—=AD2—Y L LDAP L 2 — RZ MBI ST
WUy (AIM, Oracle, E£72{LSIP 1727 A 2L ->T
A—PRT = I _N—RTEMS N HE R LY)

o =T, WBROZ—T LEIEAIT STV DL MR

Wy,

IVRRA 2 bO|ISETHRESN, 22— ORFETISEZMHEHA L-%y b2 L o

F—ay T—2 FRALADIPT KL A, ISE #/E L TV

(Endpoint By ZOT 4= RRZEATT,

Location)

T2 RIRAY kT |CiscoISEIC Lo TAI SN D2—F DTy RFA v kT |72l o

RI774)L INAABAL T, ISERHZELTOVARNES, 207 4—L

(Endpoint NEREIERas

Profile)

AR+ 22— T IFAETF DA T, L °

% 2—FDL (VLLREE) . UTORE, 207 4= |[E (Yes) ] [z (No) ]
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. A—HEET—ILF

FA4 RN AR rOFRE |

J4—ILF

B

[A—H¥TFT—TNL
(Users Table) 1]

[A—470T4E
T4 (User
Activity) 1 7—7
L

[P7 FLR (IP
Address) ]|

[2—% v/ A (UserLogin) | 777 4 T 4 DFE
a7 A NCEESTHIP T RLATY, 2—HFDARA b
D IP 7 R A (LDAP, POP3, IMAP, FTP, HTTP,
MDNS, BEIWRNAIM 1 7 A DEA) . —DIP T F
LA (SMTPH LW Oracle 2 7 A > D) . F-idty
T arvOBBEDIPT RLA (SIPuZ A L OBE) OV
TN £,

BT O TWAIP T RL AL, ZOa2—HFNRIPT R
VADBYTOZ—YTHDHZ L EZBRT DD T2y o
THEELTLLESWN, HREZRZRV—FRARR Moa
TALTDHE, FOoul A i —FBIOKRR FDOER
IR SN E T, MEROH D 2 —FNR A MIBEEA T
NTCWRNWEGEE HERORW—FRZDHR A NOBAT
WL DHZENTEET, L, HRDHL2—W
MDARA MZa 74 v Licid, ¥ROH DO —FRnm
ITA L LIESGEDR, BAT2—FNEDLY £,

MDOI A TDO2—Y T 7T 4 BT 4 DBEA.
U RIEZEHTY,

DT 4 —
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