7—%9 70—

PTFO Ny 7 Tlid, V—2 7a—0FHEFHEICHOWTHRALET,

ME . U—r Tn— (1 2—=Y)

s EFREAHI— 71— (2X—=)

cHABZL T —T N T—rT7a— (133—)
c U—r 7u—0fiH (13 X—)

Ty Iw—7 (48 X—7)

M= . D—-oJn0—

U — 2% 7 v —|J Firepower Management Center Web > % — 7 = A A L Ca—H |25/ TIERK
ENF—HOT—H R_X=U T, THFIVAMNIV—I 7un—%2FHL T, VAT ATERSNE
AN RIS 5 T e BT T

Firepower Management Center TlZ, A FTD XA 7DV —7 7 u—Z i TE £,
EBREHT—V 70—

VAT AIMBEOT VY N U T a—T7, BEREFELDT—T 70— OMRECHIRE
1THoZ2LIXTEERA, ZFL, ERFEAYV—7 Ju—%2abt™— LT, FOat—%h A
AhU—r7a—0FME L THEHRTIZENTEET,

REFHDHAZL T—Y 70—

Firepower Management Center (2 )& DIRAFHE 21 AL LT —T WIS WA Z LT —7
7u—, TRHDOU =7 7u—EE, ik, a7 LNTEET,

HRABRLD—9 70—

BED=— R HHET AT OIER L CH AR~ A AT 50— T7a—_ F-1Ih A% A
T =T NEERTHE AT AL THBMICARESN DY —2 70—, ZnbH0
U—7 7ua—|3mE, flikk, av—352 N TEETS,
WH, V—27 7u—lEREINDLT—HIL, BEHMRT A ADT A& A8 IO
R, T A T AMEEAZREL TWANE I N> TRRY 4,

J—4 70—
|



7—4 70— |
. EHRFHIT—Y 70—

EEFHAT—0 70—

UTOHETHHT2ERFA Y —7 70—, VAT AIMBELTHDHEDOTY, EFREFH»
U—7 7u—%MREFITHIRT I LETEERA, L, ERFEAYV—I 7 —% 2
E— LT, FOaAb—%HAX LA T—I 70 —D_R—RL LTCHHATAHIENTXET,

EBAAMRAAAN DT — 70—

RO TIE, Firepower System (Zfiiii> > TV D EFRFHMRAA XL FDU—7 710 —{ZDONT
ML ET,

R1LEBEARAAMANFDT—9 70—

D—457J0—% Bz

[#Ef e AR — b (Destination Port) ] P oAR— Mk, @, 77U r—v g VIR E T
WhHTEH, ZOU—rT7a—lkh, RELRRERET 7—
FNERRBR L CWABT 7Y r—ya e cafd, B
BAR—RN BT HCLY, Xy FT—7 BITFELTUEAR
SRWT I r—y g EBETEET,

AR NERE ZDU—r 7ua—T%, 2Oo0F MRS A R L 9,
AR MPBRBICRET DHEIZE, ROZEERLE
g .

* AR H
«U—A
* RIEMEZRRRBER v T —7

FABEDIRNA X2 ME, AR E R DBREL i bIETFE
RYRELTH Y | FRl7iEEZ S E LET,

BREBIOGEHEIZE S AR b ZOU—77a—TTX, AXVNEXALSTDY R NEEN
DA R MIPFEAE LTzl & A X FOBLED
Bz~ LET,

£ T v 1O S R R AN N ZOU—7 7 —TiF, WEINTWAHRA NPT NI
ARBBEDRE DA L-UL B a—mHoRrLET, FIH
AIRER A, WERICEG T A EICEET A E R AR T 5 2
EHTEET,

. 77— 78—



| 7—9 28—

saFaBA v ro7—s70— |

J—-70—%

A A

IP F57E

ZOU—77u—TiX &bEZE DT T7— NERET LR
ARIPT RUVAZRLET, 4 MBI RHZVRA
ME, Az T, ZIELTWDI—L XA T DT
T4 vY (REZLELTLHEU LG ZRT) Thb
M EIET T — MOFRRERET HDICRICHEE L
WL LET, A0 MR BDIRVER NI, ®5 L7
LHEBEEZT D AR H D70, FAEORME 720 F
T AR MRV IR, RA MRER Y U=
FBLTW W EERTHELH ET,

ZOU—r7a—ZL0, TITHEREL QWD EEE
DFEWNA R MERBELET, LAR— MIEDZEEL L
I, AR IRBAE LR CORLET, ZOFEHEME
MLUT, OHBEBICHRET H2HEEO®E A N NERFE
T&FET, B Ry NT—7 ETOIRERKEDOFRIE L
0 FET,

ZOU—77n—Z80, EITHOBEDOREILEFFET
TET, VA= FINTZEEL LI, A XV MRS
FIHEDRETIP 7 FLAIZE Y R LET, e 2E, &
BLAUNR T DA M, FILEETIPT LN
MR LEAE L TWAEE. TALIIEE SNy
TLATHY, BEILIP T RLAERGRE LTV DHERE
ERTIELH T,

Bt e~ DB ZOU—ry 7ua—%EEH LT, fgiEhar Y a—% E T
WLBAELTNDAS R MEFETEET, 20D, =
NoDOY AT ATOMEFMEEZfEE L, EITHFORELIEIL
TxET,

EETLTAR— b ZOU—r7u— L, LT T— bEREL TS —N
R LET, TOFREEHAL T, HENALERZY) T %
BEl, BEEET LIV —"ERETEET,

R1E T & Bkt ToOU—r7ua—7TF, BWVWLRADOT S5 — NEILET 5

BRARNIPT RLAZBELEST, VARD L~y 7DORT
TR O FREME S H 0 | TN LB ) T ERET D
ZELHY ET, FHMET HILEDRNY Y — X EFHIT 5
2—HPFEFITR Y NT—ZIZB L TWARNER A MZOWT
X, MRERDIBLEY) A MO TEICH DT R TE
R
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79—y 78— |
. ERFHAINLIZTDT—- 70—

ERFHAIILDZT7DT—Y 70—

R DFTIL, Firepower Management Center (Zfif 2 GV ERFEA~Y N T =7 DT —7 71—
SWTHHLET, ERFEL~ATTOT—2 70 —TiE, LTvAT =T A hDOF —
TN Ea—aHLET,

R2:EEFEHAIILIZTTOI—H 70—

J—45270—% Bz

SOV EVE ) DU —=77u—=TF, Xy hI—=27 bTT7 4 v INT
M &=, F 721X AMP for Endpoints Connector (Z & >
TSNV =27 DY A MERMELET, ZnHo
UA ML, ZNENOERT L7 N—TbEshvET,

N7 ARk Y=l ZDOU—r7u—7TF, BRrenrvzT A X NDH
A TRV T XA T ORHMNREICE RINET,

KA NZELT T TOU—r7ua—TlF, AT 2T EZELEFRANIP
T RLVADY R IBRFRRENET, ZOU R KL, =L
T 2T Ty A NVEEHOWER T Lz S —A L ENE T,

RANEELT T ZOU—r7a—TlE, vAU =T EEELIEARANIP
TRLVADY A MRFRRENET, 2OV R KNI, =L
T T T ANVEEONE T Lz S —T b ENET,

TFVr—ya ALY =T ZDOU—rT7ua—7TlL, 7rANVEZELIERANPT
RLADY A NRERENET, ZOUV A ML, ZELE
T7ANOEE L~V T =7 OUERIZ K> TZ —7 1k
SnET,

EBFHAITF7AILOT—H 70—

K DFKTiL, Firepower Management Center (2§ 2 HILD EFRFA T 7 ANV A X DT —T 7
2—ZOWTHHLTWET, ERBESLT 7 ANARNY DU =778 —TiX, T 774V
AR NDOT =T N Ba—ZHHALET,

RIEREAIT7AILDT—Y 70—

J—70—% B

774 %<1 (File Summary) TOT—r T7a—CiE, BT AL = T O L3t
2. BB T AN AR F BT YK A TORHME
HOEIZFR L ET,

. 77— 78—



| 7—9 28—

w&FEHxrIFr 77 007—2 70— ||

J—4S7J0—%

B

HRA NZ{E7 7 A /v (Hosts Receiving Files)

ZOU—r7a—TiXk, 77 ANEZELEZRANPT
RLADY A MBRRRINET, 2OV R ML, ZELEL
T ANOREE LT~ = 7 ORI L - T/ —F1k
SNET,

ARA NEEZ 7 A /v (Hosts Sending Files)

DI —rT7a—TE, Z77AINEFEELERANIPT
RLADIV A &R RFLET, ZOU XML, Zhbo
T ANOREE L~V T = 7 ORI L 5> T/ L—71k
SNET,

e

EBEFAXTVYIFVY I774ILOT—H 70—

ROFTIL, Firepower Management Center TOEFRFH X ¥ 7 F ¥ 77 A NDT —27 7 —|Z
OVTHHL TWET, ERFAIY T T Y 77 A VOT =T T a—L, ¥y 7Fx 77
ANDT—T)N Ea—%HALET,

R EEFHAXIYTFY 7274 LDT—Y 70—

J—457J0—%

A

XY 7TFx 74N H=l

ZDOU—r 7ua—7TX, ZAS. ATV BEAaTIC
HONWTHFY 7T v 77 A NVOFEMEIRRLET,

ZAF v 7 3H AT —4 A (Dynamic Analysis Status)

ZDU—r 7u—Tik, FA4 T v 7 ORI RENT
MENTESNT, F¥ T F ¥ 77 A NVOEEERLE
7,

ERFAERT —FDI—0 70—

K DFTiL, Firepower Management Center |Zfi 2 G D ERBE AT T —FX DT —7 7a—|T
DWTHBHIL CWET, ERFAEGRT —4 V—7 70 —TCld, LT8T 20T —7 L

Ea—zFEHLET,

R EBFRAERT—FOI—Y 70—

J—45270—%

B

Bfgi A X b

ZOU—7 7 a—"TlE, "= 7 RGBT RS
B ENET A r—y a RO~ — B a—a it
R, 2OV~ —FEa—%ALT, AV DT—
TN Ea—%RRIATT L TXET,

77— 78— .



B ==sssr—s00—vo0-

79—y 78— |

J—4S7J0—%

B

TV r—a T & Ot (Connections by Application)

ZOU—r7 7ua—lE, SR ROBUCIES <
B ROFy N —27 27 A N TO10HOKRSL T 7
FUTRT TV r—a DI T T E2EHET,

A =vx=—% T & O (Connections by Initiator)

ZDU—rT7a—l%, AR NI v a sk
Bh L 7o B OB S S B SRox Yy NU—2 &7
AN TOIWEDOERGLT 7T 4 77RABARIPT RLAD
TITINEENTNET,

A— K Z & OFEfE (Connections by Port)

ZOU—7 7a—|2iE, RS OIS < B
KBOFXy T —27 BT AL NTO0HORGLT 7T
TIAR— b DT T TIRNEENTWET,

VAR AT L OERE (Connections by Responder)

ZOU—rT7a— 2%, RANPRER T T g
VTCLRRNE ThHDHERDBUIZFEDS ERROR v b
J—7 %7 A N TOIW0EDRLT 7T 4 77K A NP
T RLVADT T I7REENTWET,

B

IR Dkt = & DB

S

(Connections over Time)

ZOU—rT7a—l%, BEHROR Y NU—2 BT X
v N TCORFE ORI Z & OAFHERE D 7 7 7N EENT
WET,

TV r—var D NI 7 4 v 7 (Traffic by
Application)

ZOU—7 7u—Zit, FEINZFe A MRcHES<
A BDOR Y NT—27 ¥ 7 A N TO10MOELT 7
FUTRT TV r—a DT TINEENTWET,

A=y —2TLD M7 7 47 (Traffic by Initiator)

ZDU—r 7ua—liE, &7 RLANLERGEINW-EFF
a3 MEIZESSEHNROR Yy hU—27 BT AV |
TONWEDOK LT 7T A TRARARNIPT RLVADT T 7
NEENTVET,

RN—=hZTED K77 47 (Traffic by Port)

ZOU—7 7ua—ZiF, BEINZIF oS MK
BEHXIROXy FT—27 B A FTO10HOR LT 7
TATIRAR— b DT T IRNEENTWET,

VAR HEZTED T 7 4 v (Traffic by Responder)

ZOU—r7a—liX, &7 FLARZE L-AfFan
A NUZESSERMGOR Yy NT—2 BT A R TO
WHEOELT VT A TRERARNPT RLADT T 703G
FNTWVET,

R ORB T D N T 7 v 7

ZIOU—rT7u—li%, BRIROR Y NU—7 BT R
VR TREE SN OREZ L OAFF A DS
FTIBREENTOET,

. 77— 78—



| 7—9 28—

EEFEALE1UT 107Uz r07—2 70— |

J—4S7J0—%

B

LARV AT LD—FAf = m—H

ZOU—rT7u—|ZE, HT RVATary 47 hLi-—&
A ==X ORIHESERNROR Y T —2 &7
A N TOIMEOKR LT 77 4 TRISERA NPT KL
ADT T INEENTNET,

A= x2—HTLDO—FE LV ARH (Unique Responders by
Initiator)

IOU—r7u—\ZiE, T RLRIZaryZ s v TLHr—-EL
AR FEOEIFES L, BHIAROR Yy NT—2 BT R
Y TCOWEOERGLT 7T 4 772BMEA NPT RLA
DT T INEENTHET,

N

EEBAAELTILVTA AT

vy

ANDIT— 70—

RDOF TIL, Firepower Management Center (Zfii 2 GV TW D ER KA EFXF 2T 4 AT

T ADU—J T — IO\ T

AL TCWET, EXFALAEXF 2V T4 AT IV AD

U—r 70—, X2V T 4 AT I P2 A ARV INOTF—T N Ea—5FRL

\32—;«0

REERFHEXLIVTAAVTIDIVADT—Y 70—

J—457J0—%

B

CF 2T 4 ATV VxR AR R

ZOU—r7u—7Tl%, EfNtX=2VT 0 ATV
T AR ENTT Y = a UAERO Y~ )
Fa—%2FRL, AXVFDT—T NV Ea—% R LE
T LRI TE £,

X VT4 ATV VAT

ZoU—r7a—F, EXa VT4 ATV A A
R MOT—7 7a—LELELOTTR, EX=2UT 4
ATV A=Y R=UNLEBED, AT7ITYR
Bl eX 2 VT AT VT2 A AR FDOAHRD
VA MERRLET,

X2 VT 1 A7) P = AL DNS FEA

U= 77—t ExX a2 VT4 AT IV AL
R MDT—7 7ua—LFELLOTT I, DNS FEMO H
BEXa T4 AT IV AR—UNBIEEED . B
7 AYLDNS BEAE S L ICEF 2V T AT UV
VAARY DY A NEFRLUET,

EREFARAMDIT—H 70—

ROKTIE, RA S F—Z LM TELERFEAHAY — 27 70 —IZOWTHBILET,

77— 78— .



B ==ssez0xz07—s 70—

RI1:EBEHARALOT—Y 70—

79—y 78— |

J—4Hon0—4%

Bl

Hosts

ZOU—rT7u—Zifk, RANOT—T N Ea—t, £
DZIZHEAN Ea—0EGEnET, SA N 7T—7 2k
S YU—rT7a— Ea—TiE, HAMIBEEMT LT
VHFTRTCDOIPT RVADT — X R HICHERTEET,

ARV —F 4 7 AT A=Y  (Operating System
Summary)

ZOU—r77u—%H\WT, xy hI—7 ETHEAYOA
NL—TF 4 T VAT BRI TEET,

[ B 4

EFR
WDET

R EBEAREOKEOT—Y 70—

BEAREORIEDT—- 70—

X, 10C (BEDJkE) &3t

W TX AERFAT— 7 70 —ZOWTHALET,

J—45270—%

5t BA

DIEED JkfE

ZOU—rT7u— L, LTI i — L
IOCT =%V~ —Ea—bihED, I~
TR AR AT TS E L 2 — 2R

ALET,
[59#T (Analysis) ]>[HR Ak (Hosts) | A =2 —MnH I D
U—r7a—|lT7 7 A LET,

AR R L DEEDIKE

ZOU—r77u—%FHLT, ZLEETDLIARELEOE W
Fv hT—27 EORAFEHBcEET (I0CT—H 2k
>3<) .

[/7HT (Analysis) 1>[HR A~ (Hosts) | A==2—n5H I D
U—r7a—ZT7 7 A LET,

BEATIVr—3 Y

TWET,

. 77— 78—
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| 7—9 28—

RIEEFHAT IV r—ar -y 70—

eaEH7 I r—vavimr—s 70— I}

J—4Hon0—4%

Bl

TV r— gDV R AL OREN:

ZoUv—r7a—EFALT, Xy NU—7 ETETHO
ITNENTHENDER AL OEMEL LT Y
r—=a kg TEET, EOED, Xy hU—2 1
VAN SN TV AN EERTE £,

TV r—var a7

IOU—s7u—2HEALT, %y hU—2 ETHAT
UDEFTHOT F IV r—a o TcEEd (BFA—
Ny BERT DU =V MRy R UK TR E)
ZOFW, KXy bT—7 U Y= AEDCHEH ST
HEERTEET,

TV r—2 a3 DY R

ZoU—r7ua—%FEHLT, *yv NU—27 ETENER
FHRENDIETX2UT 4 VAT LLDOETHOT 7Y
r—varvEocEEd, Zod, =0T I T 4
BT A DBEZLND Y A ETPRL, W7 va vk
Wbz ETEET,

77V r—=vary Yl

o= 7un—%HLT, Xy NU—7 DT r—
Ta URMEET 5 AR A MIET oEEMIFRA G TE £
T, 2D, FRANOT YV r—2alOT7 7T 48
T A BRI Z E N TEET,

TN r—va

ZOU—r7u—%FEHLT, *y hU—7 EOETHD
TV —ra s mONTCEET, TDED, Fry hT—
7 DFERIROBMEZ S TE £,

EEBFATIT)Vr— 3 HHEI—o o0—

WOFETIE, 77V r—2aOfFME 7 94T 0 b T =2 ERIERTE AERBFALA T —7

Ta—{ZOWTHBHLTWET,

R10:EREHAT TV r—a VRO —Y 70—

J—457J0—%

A

77— a3 A (Application Details)

o= 7a—HNT, xy NT—27 LD AT
N T TN = a B ELICHELLS O T A EnTE
¥4, ¥, ZOU—2rT7u—TF, VIA T NTT
Vir—arDF—TN Ea—hFrL, FO%KA
Ea—%FRLET,

77— 78— .



79—y 78— |
B ==5s9—ro7—son-

J—so0—% SRER

Clients ZDU—rTa—=\lF, IIGA TN T TV =g
DT —T N EBa—b, TOBIKAF Ea—NEaEnE
—é‘O

ERFAY—/INOT—Y 70—
ROBTH, S 7 LI TE DEREA T — 7 7 Bz THIA L ET

RN ERXFHY—/IOI—Y 70—

D—-7J0—4% EBA

¥ty NO—27 7Y r—g v TOU—r7u—%FHALT. Xy hTV—7 ETELEL
EHENLZT T r— g U ESITTEET,

ty kNl NO—2 TV r—g U= 7u—%FEHLT, Xy NU—2 ETHERLT
FTATRT T r—a o ESCE$£7,

WA DFE ZOU—r7 7u—%HHLT, XU s —
T — gy Fu halon—37 g LB ST
TEET,

PN ZOU—r7u—= it TV = ar0Tr—7)0

Ea—b, TORIZHKEA N Ea—REENET,

ERAHTRA NBEDOT— 70—

WDORTIH, FAMNEET — % LRI HATEAEREFEAY —7 72 —IZOW T LT,

R12:ERFEAHARR FEEOT—Y 70—

J—45270—% Bz

B (Attributes) ZOU—r7u—&EFEHLT, xy hU—7 EDOKRA B
IP7 RLRARKRA N AT —H RAEEHTEFET,

ERFHABREAANV DT —2 70—

WDETI, MET 2T AT T AT 4 T —ZDERMHATEEERFAY—F 70—
IZHOWTHBA L TWET,

. 77— 78—



| 7—9 28—
ggga1—57—s70— |

R EREABRBAN D=9 70—

D—-7J0—4%4 s EA

*ﬁﬁj/]’/\f/ k (Discovery Events) ZDOYU—7 7 )—TIL, F—7 ) E;%ﬁ?iﬁ@*ﬁﬂj/@\
YORREM U A RRER S, TOWITHA b Ba—DMe
REINET,

EHBEFHALI—F D—o 70—
WOERTIE, 2—IRBRHET—Fa—F TATFT 0T 4T 4 T—FOERIMEHTE DERK
HU—r 7ua—%itl AL E9,

® M EREHFILI—Y J—H 70—

J—4Hon0—4% Bz

Users ZDOU—rT7u—7TlL, 2—FID VY —RA Tk TPES
NHZ—PREFRY XA SBRFRINFET,

oo 2 s \
ERAAMBEDT—Y 70—
RDZTIE, Firepower Management Center (Zfifi & H 1TV D EFRFAMFIMEDO T — 27 7 1 —I(C
DVWTEH L £,

= 15: EREARBEOT—Y 70—

J—4HJn0—4% Bz

e85 (Vulnerabilities) ZOU—rT7u—%FHLT, Xy NU—7 ETHRHIN
TeARANMTEAT 22607 77 4 772 a5t H O
T—=TN Ba—l T—HX—=ZANOMEFHEE RFT
XFET, ZOU—7 7o —IZ L0 MEFHFEH E = — 232t
S, ZHUTIERICES T 2 2N ENOESEIZE T 5
FEZRTANE TV ET,

ERBHADY— N—T 1 EBEDT—Y 70—
ROFETIX, Firepower Management Center (Zfifi 2. & IV/Z EFRF A DOV — R/ 3—F 1 Mgtk o U —
778 —ZOW T LET,

J—4 70—
|



B ==rsmm0—so0— k9 rURET—H 70—

R16: ERFHDY— FNR—T (1 zBENT—Y TJ0—

7—4 70— |

J—4Hon0—4%

Bl

IP7 FLAZ &gtk

ZoOU—r7u—%fER LT, BHdGOoxy hT—7 |
DRARMIPT FLAZEICHREENTZY— FX—=F 4D
Megst 0¥ % F <ICHER TE £,

ZoU—27 7ua—%fMH L T, QualysGuard Scanner 7 £
P RX—=T Ot OFE LT &I s — 1
IN—=T 4 DIt DE A ICHER TE £

BxAMEET—O—, RT7A YR ND—2 70—

T — 4 TU%F)XF4’J\/I\ AUA M URBMNER, BEEAT XX ALV FDZE
NENDOH A FZIE, BREALT—7 70 =000 £7,

®17:ERFAEET—V 70—

J—52J0—%

e

FHBA X b (Correlation Events)

ZOU—7 7a—Zik, HEA X DT =T Ba—
NEENTWET,

ARUA N UAN A~ (White List Events)

ZOU—r77a—ZF, RUALA BN UVRARNAXRS DT —
TN Ea—RNEENLTWVET,

A A MEKZE (Host Violation Count)

ZOU—r 77—k, bl EL 1 OoDOFRTA N U R
MIERK L TWATRTORARNIPT RLADY R %
AT —HEOR—UNFERENET,

AUA N U R MEK (White List Violations)

ZDU—r T a— VTR TOERESEL, VA RO
kv IR @ﬁéﬂta&%ﬁ# RUA M UYRAR
EXDOT—7 ) Ea—RNEaEhTWEd, 7—7 LD
AT, BB SNZERS 1 >ToFRRmEINET,

A F—H A (Status)

ZOU—rT7u—lE, BEAT—FADT =T a—
BEd, BN LAY —4, #HINEELCEER
MURFRENTVET,

ERBHDIVATLOT—Y JA—

Firepower System (21X, BEAA N2 FONLVAAL R MR EDTV AT L ARV Rl WD
MOBMDT —r Ta— L—LHFHFA L R—F 77T 47 AF ¥ OfEREY X MZ LT

U—7 7u—RRftEnTnET,

. 77— 78—



| 7—9 28—

nzans—Ina—470— |

R 18 BMOEERFAT—Y 70—

J—4Hon0—4% Bz

e 7 (Audit Log) ZDU—r 7u—TF, BEEARVEEY X

MNLIERC 7 OT—T N Ea—%2EhHET,

~JVA A X | (Health Events) ZDU—7 7a—TF, ~NVAERKY o—

(&0 MU T=SNDA X P EFRRLET,

J—)VEHT A 7R — k12 (RuleUpdateImport | Z DV — 727 7 —%, pkEh L7 /L—/L O H
Log) AL UR—=FERM LI AL—IVOEHA R —
MZBIT2EHAE ) A M LZT—7 0 Ea—
OB ET,

AX ¥ AR (Scan Results) ZDOU—rT7u—liE, TNETNET LiZA
Xy HVANLET—T L Ea—%8hE

R

AL T—TILJ—o 70—

HAZ DL T —TIVOMEZFER LT, BEOA RN ZATOF—E 21T 57— L%
ERT 2 2 &N TEET, ZHICEY, LERF, 2= FRRAANNY FOT—=F LT 4 AT
N F— 2 2B Ef T AT =B N —27 7 —2{Ek LT, HEARI AT LIHEL R
ET AR FEBHEICREBETEDL X RD720, BIbET,

HAZ LT =T NEFT 2L, VAT MIABNICY —27 77—k L ET, ZOT7—7
NEFSTREHETHA R MERRTHIENTEET, V=7 7u—0sElX, fEHTS
T—=TNDEATIZLH> TRV ET, L 2E, BAAR b T—TMZESW= I A X A
T—=TNDU—r T7u—F, NIy hEa—TRTLET, 720, A2 M2ES
WA AR N T—=TNADT =7 7a—%, HTFHRAF Ea—TKTLET,

FHEZRDA R b T—T AN T — 7 Ta— 38 e HAR L T—T NI HES
WU — 7 7a— |2 MOEATDOT—7 T —~DY I RBHY AL

J—4- oJ0—0O{EH

ARX—hk Z4t |[EKDFAELVR | HHR—bENET | HR—FENE K| 7O LR

VAR INA R A (Access)

f£E (Any) f£E (Any) f£E (Any) f£E (Any) (V—2r7m—|Z
it T C)
Admin/Maint/Any
Security Analyst
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FIE

AFyvT1 U—
N
ATy T2 BifE

7—4 70— |

77 —0FR (16 2—) I TWH Lo, WUl A=ma— 24T
HEIRLET,
DU —s Ta—NTERE L ET,

BR Lo A R b T =2 2 A FTHMATRER SN 2 TR TERT DI, T—7 /0 Ba—
N=VEMEHLES, 77N Ea—_=UDfH] (24X—2) ZZRLTIEIN,

BIRLTZA R N T —H XA T TRRATMRERYNOY 7y hEFERTHITIE, RIALED
VARV ERLET, RUAX T RX—=U0ffH (23 3—) BB L TLFEE N,

U T —DROA—DPORET BT A ERT B, HOFERAT A 2 () &7

Uy 7 LET,

s VTNV U =T T a O VHEBET DI, AN VO THRICSH DY — B

HALEd, V—2 70— X=UD KT NR—=H )L V—L Q0—7) L TLEE
A

HDZATDAR MIX LTV —27 7o —NTEMH SR CHlKEZ &R 51203, [

ATy T3 BiE

g (umpto) 227Uy 27 L, FRy XU ZXMRLANY M Ea—a@IRLE
R

DU —r T7a—DFRFEERLET,

s R=V ETIOUEDITOF = v 7Ry 7 AT~ —27 2T T, WA KRS & (T4 %

R, RX=TDOFEHIZHDLNTRNORY > ([Fox (View) [RZ 72 l) 270 w7 L
T, BRI RTOITICH L TEDT 7 v a v 23T LET,

ATOLEHICHLTF =y IRy 7 AT~ =7 2T, N=Y EOTXTOIT LR L,

R=UDFHWIZHDLNTNNDORE L ((For (View) | RF o 72E) #2270y 7 LT,
R=T EOFTRTCOITIHK L TEDT 7 a v EFEITLET,

c HEFIRICT D8N~ F—DHL LT Az (%) &7V vy LT, Zord 580 zdili L%

T, BARSINDLRYTT v 7 U0 Ry, @EH (Apply) 1227V v 7 LET,

Evh MODTLEFRELIIERRICT DI, [@EH (Apply) 12727V v 273 5Hi
W2, BT DA F 2w I Ry I A F U FER3A7ICLET, BRI LA a—
WCRTIZIE, BEOKRHZZ U v 7 L TRBEOFFIZ R L, [#%)7251 (Disabled
Columns) | O FD¥NHZEZ Y v 7 LET,

EBIRLIET7 4 — L NICH L CGERLEEETT — 2 Ea—2fillLET, MOV TIE,

S RY R Ea—0H @4 %—D) BEOEAA S b Ea—0flf (46<—) %
BRLTEE,

AR Ea—DRFRORIKZZEE LEY, N—YOh EBICER SN D BT O,
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U= 7u—ZaGH oAy FORREMZ3E LET, FEMCOWTIE, A~ B REHE
DK (35 =) ZZRLTIIZSNY,
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7= 70—0%A .

(F) AP Ea—ZIFHICL > THI L TWDIEEIE, (Fr—2Ubing XU T
R M BfR72 <) T T4 7 ATRE STV D IO FHAM A S 1
TeANY RBANY P E2a—ICRRENDIEDRDHY ET, 7T T4 7T 2 ATH
LTATA P LRI ERE LI2HETH. ZORUPRETLZENHY %
B

« T —HEHITY = T DHITE, FIoLAEEZ Y v LET, V— F@ RS DI
X b0 —ESOAFEZ Y v 7 LET, KEIOT A 3, 7—20Y— MEEITh -

TWAH, BEXOY— R FIETHS (Y) 2, FHEEIETHD (Y) E2RLET,
D= 70 —_=UDYV %7 ) LT, 7774 7RHKEFER L TWnWE—T%
FRLET, V—2r 7u— =D 7%, FRIERSNEZV—7 Ja—F—7 )L

—, BXORINNF T R=TDDE LD, A XD ET, V=770 —4DTFIZ
IRENET,

AT T4 BEOTY—7 7u—NOBINT —%%FH < LET,

Tr7AND NI T2l M) vy TEBZHFLWT 4 RUTRRTDHITIE, Z7A 048
SHA-256 /Ny ¥ a2 fBEDFNDF >y NI —2 T3 AN N7l N TAarw7Y vy 7L
T, TAa0E, VANV AT =F AL >TRRVES, 774V bTFV =2 b
TAar 20°—) ZBZRLTIZIN,

IP7 RLRIZBEEMIT ONTEHRA S 0Ty ANDORYyTT v 7 740 RUERRT D
WX, IPT RLADHIDRA S FaTdrs AN TAarzrs )y LEST, 74 a1k
T7ANAT—=F AL > TRRVET, RAN T 774 LDT A a2 (21 5—)
EHRLTLIEEN,

« 77 A CEM T DiLTe i b mWEIBA 2T OB~ ) — LAR— A RRT DI

X, WIFNDLDOEEA AT HOBEAaT 7 a7y LEST, 742, 77
ANVDELEWVEBRAITICE> TRV ET, AT 742y 21 3—=Y) 2%
L TLIEEN,

ca—H Fu T A AERERTT AL, VTR0 —F DI Ta—HF T A 3

(A, 2 REOKBEC R bR o FOBaE ) &2 U s LET, oo
‘5277/(2/;*\ FDLZ—YRT —H =W E (-OF D, AMP for Endpoints Connector
2—HOEE) TRBEFRRINET,

o P RX—T 1 OWEFIPED IR &2 2m§ 2121, W0 — F3—7 ¢ DOffss

ﬂWMDﬂ@%%ﬁ74:>/&})%7Uyﬂbi¢o

AT —F RA U N EFRRTIHAE. RA L EE2 T T4 aro RlicabyCEA

ERRLET,

MEx DT =2 RA L "NEeRRTDHHEIE. 777 7420227 v LT, (rElEH

(GeoLocation) (24 =X—77) T uE%Z SN TV A B EF R E R~ LET,

AT TS PloUv—r 7a— BRI L £,
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79— 70— |
B 2 vo—nzszo—so0—~07542

WMoU—r 7a—FHLTCRICARY N2 A TH2FRRTHIE, V=27 70—DFA FLD
Bicdhs (D=0 20—-—00YER) 27V v 7 LT, T2V 7o0—%BIN L £,
AFx ¥ URERIZIIBIOU -7 7o —E2FHTERNI LITEE LTI E SN,

A—Y 0O0—)LIZKDST—970—~DT7I R

U— 7a—~DT A Fa—YFoa— kv B0 4, FECOWTL, ROEES
LT IEEN,

ai—%o0—) Tt AREEHDT—Y 70—

EHE#  (Administrator) TRCHOI—r 7a—ZT7 7B AT&ET,
F7-. Administrator (TEHE T 7, A%y R
. BIOV—VEHFOAL R — |~ v 7T
JEATE LM~ D2 —HTT,

AT A=Y ANIVA AR NIT 7 BATEET,

X2 VT4 TFIRMNEEX2 VT4 T |RA, vV 0T, 7740, 8. B,

UA N (FiaEY HH) MaggtE, fHES., ~RAU—7 Tu—iZT7 7k
ATEET,

J—4 J0—0:EIR

Firepower & A7 LI, IRORICFHHM SN TNWDLT =X DX A Tk LT, FRIEROY —
77 —nHEINTWET,

®19: 77— 70—%EAT HHke

HEEE A=a— IR FToay

RAA N [53#T (Analysis) 1> [fZA AR R
(Intrusions) ] T TP
70y FHR—F

[1>>7 > b (Incidents) ]

Ny =T A2 b [53#7 (Analysis) 1>[7 7 A /L ~NT =T A2 b
(Files) ]

Ty AN AR [53#T (Analysis) 1>[7 7 A /v Ty AN AR R
(Files) ]

v 7Ty T A [53#7 (Analysis) 1>[7 7 A /L X 7F ¥ 77 A/ (CapturedFiles)
(Files) ]
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7—y7n—ozR [

HaE

A=a— /R

TF7oay

et A~ b

S

[Z387 (Analysis) ]> [#5f
(Connections) ]

A

X2V T 4 AT IV A AN
> b

Ry

[538F (Analysis) 1> [#5#
(Connections) ]

X2 VT4 AT IV A AN
> b

WA AR b

[47#T (Analysis) ]>[" A b (Hosts) ]

E D RNEY A
Hosts

Indications of Compromise
TV r—var

77U r—a UM (Application
Details)

=
AA MEME (Host Attributes)
Mt A <> b (Discovery Events)

=P AR [547 (Analysis) ]>[—% (Users) ]| 2—% 7277 1 &7 1
Users
Waga A > b [4o#T (Analysis) ]> [fi591E faga

(Vulnerabilities) ]

P R—F ¢ DMfaFgHE

MBIA < b

[/7HT (Analysis) 1> [fHES

(Correlation) ]

FEBHA X~ (Correlation Events)
RIAL PU AR A b

Events)

ARUA MU R NEK (White List
Violations)

(White List

AT —H A (Status)

S ANV

[ AT . (System) |>[F=#VU 7
(Monitoring) ]

A (Audit)

AILA ARy B [~/VA (Health) ]>[A X2 b NP Tds
(Events) ]

N—NVEH A FR—Fars [ AT & (System) > [FEH Nl EPS TN
(Updates) ]

AF ¥ UAER [RYU > — (Policies) 1>[7 7 v a ¥ |#Hxtg4h

(Actions) ]>[AF ¥ 7 (Scanners) ]
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FROFBICGEEHEIN TODIWTNOOREHOT — X 2R d D856, TOT—X DT 7 4/ b
DU —27 7B —DFPDOR—=IZA R MBRERINET, /X b E2—DOREHE ZRE
THZEIWLEST, HIOF 74V b U= 7u—%EETHIENTEEY, V=2 7o—~
DT 7' ARERIT, 2—FOEENZ L > TR 7,

I TF RAA VEBRETIE, IEDO RAAL LV EFRINAAL L OT— 252K RTHILENTE
T4, B~V D RAAL CERIEIRB RAAL DT —H 2R+ LT TEETA,
EENEY D

AR b Ea—FEORE

e

J—270—DO~R—2

T—7 70 —DHA TS IEoTT—XFERYETH, T X3THOU—7 7o —TCHBDHAE
ty bEEXAFLTCWET, V=2 70— 0%, BEHEORXR—E2EOHIENTEET, 22—
PRI —7 70 —D_N— L TEITTELT 7V g 0d, XR—=Y0FA I THALY E
j—o

TJ—27 78— RIAL XTI DR—ETFT—T ) Ea—0_R—UEFEHTIE. 5—4F0

Ea—%TIX0<KK0IATL I ENTE D70, oiric o TEBERA XY MIEFTEET,
FT—TIN Ea—D_N—VL RUAXE T OR—VDHE;TT, a—FRERTIHAR S By
MZHIFZBEALIZY, V—27ua—%F 47— kL7075 TE 2HRER 25
A—hSnTWEF, RIAE T RX=V FFV—277a—HNOT7T—7 )L Ea—TT —
2 EFRT DG, V— MUEHATEALEDON T MIESWTT — X 2 HIEE - IXRFIET
V—hT&EET, 1007 =7 70 —D_X—=V|IZFKRTEDHARXY MELY EEZ DA b
DT —HRXR=AZEENTWVDHIHEEIE, X—YOTHICHDLI 727V v LT, IHITA
Ry MNEFERTEFET, 2NV I D12o% 7 ) v 35 LRI B #AIC—HE IR X
b7, RUARy ER2EFERSNETA, HEFEDTE SRR O —RHE A2 7R T X
£7,

< ILF RAAL VEBRETCIE, BEDO RAA VEFRRAALA DT —HEERRTHIENTE
T4, BV D RAAL CERIEIRS RAAL DT —=H 2FKpR T2 LITTEERA,

FT—JIL Ea—

NR=U BT TNV N THEDNZRS>TWBEE, 7= Ea—liE, V=770 —DX—X ¢
AT —=HR—=ZADEKT 4 —)L RIZHTEHTLAREGEENTOET,

T—=TI Ea—Th T LEENIL, TR L > TR UATAEEAER SN D HE . Firepower
VAT AL STANR N Ba—Z[H Tk (Count) | H T LB ENET, 77—
Ea—_X—=UTIO0EE7 Y v/ 3T5L, TOMEICE-THTHZ LN TEET, W RH
LU= 7a—%ERT 55 E1E, [T—7 /0 E2—0EM (Add Table View) 1% 27 U w7 L
TTF—7 N Ea—%&BMLEd,

. 77— 78—


fpmc-config-guide-v61_chapter_01100.pdf#nameddest=unique_59

| 7—9 28—

7—y70—n<—2 |

RULED Y R—=D

RUAE Y =D, BT —T I B a—0_R— B8t 5 IR 250 A Te 72
OIERT AP —T, RIAF D _N=DI0E, T—FRXR—ATHATEEIHT LD
YTy FREENTHET,

e 2E BMEARC PO RY LAY R=U21E, [IP 7 KL A (IP Address) ]. [MAC 7
KL A (MAC Address) ]. BX OB L] (Time) | B 7 2720 NEERTCWET, £/, BA
AR DO RY VT T R=\2iE, [BNERL (Priority) 1. [2:~7 Z 7 (Impact Flag) 1.
[1 > T4 DR (Inline Result) . BLO[A vE— (Message) | W7 LANEENTWNE
D

RUNZ G R=DEERTIUL, TrnT D24 FOFRHEKVIAALTLZY, V—7 780—T
Fe~tEATZD TEET, RUNAME T R=UTIODEE7 Y v r35HE (28 21E, T0fE
THIKIZIMZ T, V—27 70 —DRDO_R—IZHEATERE) . BIRLAEIC—8T 5140 b
EEDICHELLHARDZENTEET, FUIAF T A=V TlE 7 ) v LTEEAE, RO
R=YUNT =T N Ea—ThoTh, ENFET DN T LI A, FAERD
T—270—0 RYNE T X=VZE, BT [F 7 (Count) | T L0352 EITHER
LTLEEN, BAZ L T—7 T7a—%ERT 5561, [X—T DM (Add Page) |1 %7
YUy Z7 LTRIAED Y =% BIMLET,

5572

BT — RIS T— s 7a—ti, V97— ST 7L LMEEND) 25T
LTEET,

L 21387 T 712, —EHRICY AT A TR SN OB A R TR T 7 2 Frd
L2 ENTEET, BOICERZ 7 71X, RIALE T _N—U LREERIC, 22— a5
ALV AT = O AT S =TT,

o
<

IER—=D

U— 7 70 —DFER— L, V= 70 —NR_R—2 LT EA R MDA T L > THERRD
F7,
eIRA N EBa—bi, 7V r—ay, 7TV r—3 a0, A2 b, R
k. BEOJKEE (I0C) . —s3, FUA U R MER, A Mgtk £330 — FoX3—
T 4 "OWEFHIEIC K SN T — 7 7o —DRER—TUTT, TOX—=UNLEA N T r
T ANEFRTHILICEY, 2a—FiT. HHEOT LA EEoSKR X MIEEMT S
TWVWBTRTDIPT FL A EDOTF—FEBEICRRTHZENTEET,
c =DM 2 — LT, =P La—FT I T T KDY =7 T r— Dk
R :‘/“«C\—g—o

o EEgEDOFEM B = — L1, Cisco DIEFHIEICES WU — 7 7 a0 —DKRE—T T,

Ty b BEa—id, BAMXRY MIESWEY =2 7o —DREE~—I T,

MOFHDA N> b (BER T AR PRIV T 2T AR M RE) TSN —7 7 n—
Wi, =T RH 0 £ A,
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79—y 78— |

J—7 70 —DFEX—TTiHEME s v a v ERELT, V—7 7o —0#ETHICKR VAL
Yy NO{FEAFT V=l MZOWT, BRI RIERER ST HIENTEET, Web A ¥ —
T oA AT, V—7 78 —DRES—VICHIFIDER R INEEAN, DRNIEE L7HIX
fREFENTRY, o—20ty MEHAINET,

T—9 70— R=UDFEST—Yary—i

U= 70 —=DN—=V2E, N=VHOBEIE, A N2 FOSITTTICERT S EROBR A

BT AR F 2 —DHABEENTWET,

T—920—R=UD FI1\—=H)LY—)

T— 7 70 —|IBBOTFT—F R—=IREENTWAIESIE, F =D FHIcy—7 7a—N
DR—=I L N=VEBEIT A0 TE Y —ARNERENET, 2hbDY—/L

FIROFIRLET,

R2:7—970—R=SDRSNA—H)LY—)L

R—SDFSN—HIL Y=L 124

Nk WMOR—T % RKrmT 5
NDOR=V KRS DT, R THEF S

ZANJJL T Enter ¥—%f L E9, )

> WDN—T TRt D
< AIOR—T % F£RT 5
- Bt D~ BT B
< WA D_—VIZBET 5

274 b3 M) FTALOY

V=70 —=RX=VT, HLWI A RV T7AND T V=7 b =y Ta2RKRTLHE
ENHLHLEXFI Ay PI—=7 bV T M) TAarBnFRENET, TOT7A 3,

T ANDATF—Z AL >TEDLY ET,

R2A: 7740 3P H Y ALY

274 bSO M) T4

T77A4IL AT—R2 R

=,
]

1E&

O

)T
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Az k7azr o714y |}

T7A4NL RS0 M) ALY F77A4IWNART—ER

VN

R

RN

KA TATZPAILDTAaY

U—7 78— _X—UTE, IPT7 RVRIZEEMTONIZFRARN 7077 VERy T v
A RUTERTDIIENTE, RA N Tu 77 ANV TAarBErENET, FA NS
D77 ANDT A A NT L—FKRIZIE S TWBAEEE, Xy MV —7 <= THIZEDHRA K
DEETDHZENTERNWZD, RAN 077 A VEFRTEEEA (0.0.0.0728) . Z
DT A2 NE. RANDATF—X AL > TR ->TERINET,

R2KRANTATFAILDTAY

RAMFOT7AILOTAAY RA R RAF—A R

i BA MIBEMCERIZS S S TS & X
TR ENTHEREA,

S AAMI, P H—SH=EFE0IK E JOC)
J— N &> TEEMIZERICES L & T
HEXTFHITFINTWET,

& T YA MESRTOET (£Fa )74

ATV 2 AT =HITESNT, T
TAv T TANE) U TEFITLTWDEGE
WZDAFRRENET)

7T YA MBS, E=XIIRESINT
WET (ExX2 VT4 ATV AT —
\ZHESNWT, bT T4 TN EZ YT
ZEITLTWEEBICORFRENET) &

!

ERAaAT7 74y

U—0 70— _—=T, T AVICEEMT SN TWD X a7 0N g b E v VRIS D B4y
W<l LiR— b 2FRTHL, BERAT 74 a0 BNEREINET, ZOTA 203, 77
ANDOELEWVERA TS TR 9,

J—4 70—
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R23:BEAAT7 FA3Y

79—y 78— |

EFRAAT7 F7A4aY

EZBAO7 L)L

& (Low)
] H#AL (Medium)
eoe % (High)
s FEFIZ @Y (Very high)

T—2 28— "Y—)L/I\—

U—7 78 —0KF_X—20%, BHETIEE~TIECLS T 78R T5DD0Y =11 "—=RNH 1
£9, ROET, V= _X— DK 7 IZHOWTHALET,

R2A4:7—970—Y—ILN—DYYY

HaE

B

TOR—THET I —

BTEDOR=VIZEND KO, BUEDR—=V &2 T v
~—27 LT, Ty r~v—rT5L RRPOR—VITH
MENTOWDHEIRIBTIES, T—FBRELEFELTND
GEIIBECRILT —ZIZRDZENTEET,

LiR— MERRE BERR SN TNA T —7 7o —A 8RN UCEA L
T, LiR—F FTYPAFEWHEET,
By aR— R HAToU—r 70 —1ZB8ETHIX v adh— Ref&F

9, =& 2, ki1 <X b (Connection Events) | 7 —
7 7a— L[k~ Y (Connection Summary) | % v =
A— R EBEMMTFONTWET,

T I — 7 DFER

I—PRBRTED, RIFELET v I/ ~v—27 DY X M &EK
ALET,

5 (Search)

T — 7 7a—DF —HICOWCEERRREIITFTTXS
M5 (Search) | _X—YNERENET, FHEDOKRET
Aarxz7 Vv 7 L, IRMFEHORBEZZFINL THEHRT S
b TEET,

HErEY D

AR N Ea—b5DLR— K Fr 71— NOERK

K2 h— RIZ2W\WT
PRV ANY ¢
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| 7—9 28—

T ==

T 7—7 OfER% (49 ~—)
T w—7 DER (49 X—)

(48 ~—2)

KJILF DY R—ODEA

rungyy ~—vosm [

ARX—hb 54t [ RHEDSAELVR|BR—LEZNET | R—LrEnBF | 7O LR

VAR INA R ALY (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Maint/Any
Security Analyst

(V—2r 7ua—|Z
U TR F
9)

FIE

[#19: UV—r 7 o—%HT H8E] OMAICIES T, SR A= — XA AT g
FBBIRLTY—27 7u— 7 7R LET,
ATFYT2 T RCOT—7 7u—7T, WOFT a0 BBIRTXFT,

HEEOEIZHIBEL T, WO T —27 7a— X—JIZ RUAX T 3 5101F,. {TROEEY 2
Vo7 LET, TORBUIRIAE DT R=CTORARETH Z LICEE LTI EE N,
F—TNVDOITNOEE 7V v 7 LTh, T—7 N Ea—0NfENA7E1T T, ROR—D
IRV Eo o LER A,

s W ODDARY ML TH LIZEFEROT—27 7 —R=VIZ R AE T T 5|
X, RDU—27 70— R=VICFREEDLAR NOREDF = v 7 Ry 7 Az BEiR L,
[ (View) 1227V 7 LET,

c BIEDHIREZ MR L TIRD T —2 7o — XR—=JIZ U AKX T T 5120E, [TRTHERR
(ViewAll) 1227 U v LET,

ATy T

Evhk T—7N Ea2—Tlk, HITR—=T4IZ [Table View] BNEENFE T,
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B 7—reai—=x—cosm

T—IILEa—R—CDFEH

79—y 78— |

AYX—b+ 4t |[REDFAELVR | YR—bENET | YR—+bENEF|T7IOEX

VR NA R AL (Access)

=& (Any) =& (Any) L& (Any) & (Any) Admin/Maint/Any
Security Analyst

(V—2r 7ua—|Z
U TR F
9°)

T=T N Ea—RX=VIE, FIALFT BA Ea—,

Ny b B a— MEgITEOFE

NR=UTEHAHTERWERIHE SN TOET, b OHWRITRO LI ITEHLET,

FIE

ATy T

U—7 7 u—DiER

LCY—7 7u—lc7 /A LET,
ATFYT2 U= 70 —DARIDTFICERENDITV—7 70— RANLT—7 )L Ea—%8IRLET,
ATFv T3 LEIZSE U T, RISGRIHEREZFH LT —7 b Ea—NIZEELEZY, BEIL7-Y LET,

(16 ~—2) OBBNHES T, WHRA=2— XL AT a AR

MR T ADY A N EFRT HICIE, [REEHIK (Search Constraints) &S (M)
27V w7 LET,

« B2 T T DY A N EIFRRT DT, [ERHIK (Search Constraints) ] DV 72727
REL (W) 22000 LET,

BN IR ST T LA AN b B a—ZRETITE, [EHK (Search Constraints) ] DJi
742y () 22997 UCRZEREER L, [#2)% 7 2 (Disabled Columns) ]
DRCHDHII T L% v 7 LET,

o T LEFRRELIIIERT (BB (T DI0E, ST LLORICHL 7 VT 742

(%) 22V 97 LET, BERENDIRYTT v T T4 RUT, 4 TH5F2v 7Ry
D AEFVEIEATICLT, EONT AEFTT B EHEE L, GEA (Apply) ] %7
Vw7 LET,

SIETEER (Geolocation)

BN & HASAEIC L o T Jb— M AEEZRIP 7 R L ADHIER 26 (E stz oV TCoT—4 (H
WK E) PR NET, ZOBRIZ. A XU b BEOTRT7 7 AL, 2 TFA T
JATa—F By aR— RREOMOGHTY — /L CHEATEET,
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\}

mwzmozmEn [

Hh IR EERD

G¥)

EMZBET5E ANV T AL ZARZOMO A BB SNZHE. VAT LMIFFEDET
(372 SRBES 2 HET D ATREMEN H Y £77,

HEREEHRT — X EEA L TRy NI =27 NI T 4w 07 g N ETEET, ol X, B
BEDFAZTC E T2 ITHIRS, R E BIEME DR WETH DN E I EHRITEET, AT
BHTIX, 2hooEkae 7 vy 7350, Fidb— MillREITS 2N TEET,
PR E G T — 2 (X AT LOHPEREHT —# ~—2Z (GeoDB) RIZfRfFSNET, ¥
A3 TlX, GeoDB DEMMZR T 282 L TvET, [ (About) 15— (INLT
(Help) |>[#ZE (About) ]) (2 GeoDB ODHAEDFHN—T 3 U RE RSN TNET,
GeoDB O #Hi %7 Al 9 %354, Firepower Management Center Web 1 % — 7 = A AT/ X 72[H
o7 A a2 L ISOEFEFZ27 Y v 7 LTRIED IP 7 R L A2 2 MG EAG WO 4
BG4 2 2 N TEET, HIMEFROFEMIGER 25—) 2L TIZEN, £z, H—
RR=F 4 D~ T V= VEMFHLT, M ShSHiaRETSZ b TEET, GeoDB
EEFLARWGE, 2L OFFMERITEEG TE EEA,
[BEi D> <V (Connection Summary) |4 v ¥ =ah— R SRR BN EEH 0> S FEH
DOHPNEEFRE TR T D LT TEEE A
BErEY Y

Fv bU— 7 Felt

HIFRALENRA T V=7 b

FABIAR U & — L b— L O E

NI T4 TuT AR

HERNTEEHT — & X — A DO HH

TEER

AP U T, [HIERIE R OFER (Geolocation Details) ] X—IZE8D 7 4 —/b RKINFIR S
NOHERHY T, KOKT, ZHHDT 44—/ ROFRIZOWTRLET, (FHRBRN
74—V RiIFRrsnEEA, )

25 IBEMOFER T« —IL K

J4—ILF

BR

(Country)

RA NPT RURIZBEEMT G TWDEDERE &b
WORSNET, KEETD v aCEREINET, B : vnited

States (North America)., Equatorial Guinea (Africa)

Hitde

RARNPFET HEOM, B, E7213Z 0o/ NXEg,
5] : va, 35

HXETF AR (City)

RANBGFEET DT, B : seattle, Fukuoka

[ES{#H & 5 (Postal Code) ] RA NDFET D HUOBER 5, 5] : 361000, 90210
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B =5 ~orv50

7—4 70— |

J4—ILF

BR

FEPEHR AL (Latitude/Longitude)

AA NOEGFTOIEME R, B : 40,0375, -76.1053,
53.4050, -0.5484

<

SO~ 7 A & (Google Maps, Yahoo Maps.
Bing Maps, OpenStreetMap 72 &) ~DVJ > 7, RA MDD
KXEONEDOATHFAN vy TH2FRTDHITIE, U
77 Vv 7 LET,

2 A 1KY —> (Timezone)

KA NDFFTOH A bV —2 (Y4 T 555ITITE RG]
DRENET) o B : gMT+8:00, GMT-4:00 (In DST)

ASN RARNIPT RLURAICEEMT O TWD AR AT A%
5 (ASN) . BX =0 ASN (BT 2B, 4
14618 (Amazon.com Inc.). 4837 (Cncgroup Chinal69
Backbone)

ISP RARDOIPT RURIZEEMNT N TNDA U F—Fy

kY —tR 7oA K— (ISP) ., il : atlantic

Broadband, China Unicom Ip Network

H /24t (Home/Business)

KA NDEGRNEEERITSHDE L L0 TH A0 %
%Li‘d‘o

Organization

ARARDOIP 7 KU RIZBEHEM T STV B/, 41 :

Amazon.com, Bank of America

KX A >4 (Domain Name)

ARARDIP T FLRIZEEAT HLTWD R A A U4,

ﬁﬂ ! amazonaws.com, XxXmcnc.net

i &4 A~ (Connection Type)

ARARNDOIP T RUAZEEM T LN TWAER Y A 7,

ﬁﬂ . Broadband, DSL

Zaxy %47 (Proxy Type)

1%)%@—5 701:’ 5’\"\/@&/}) 700 WIJ . Anonymous, Corporate

BHARNUKNT5D

VAT RF, TIAERD RV F T NV R ST U = T n =R I A S b

DT —TIVFRIIIMZ T, 55

YRR CHEF SN T — 2 2 LT, BEDHERT —F &7 7

TAYIRRTHIENTEEY, V7 T7RRTE LD, T4 ZRNTHOIBHERAT 5%
W OGEET LSRN IP T FL A (BXOZALOKRA MCMET 5 2—) | sided— k.
NGV AR—h Faharet7 7 r—vary Fabhal) orTY,
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Bk

\}

X2V T4 ATV A AR NEBETIERA X RN T 7RRTDH
LIITEXFERA, BEX a2 VT A ATV AT ANE Y T T IT 4 T 4 O E %
TI7 74w IFRTHINE, FyvvaR—RKearsy®A bz 270 —J%2EHLET,

Bige /7 71X 3 EEH Y £,
cH 7T 7%, 1 ODOTFT =Xty "OTFT—XEHT IV 5T L TERLET,
KT T, 1 O0BHDLINNTEEOT =Sy hOT—FHE BT IV 3T L TERRLET,

RS T 7%, R OB E-> TLOH 5 WIFERO T — 4ty FOF—4 %27 a vy
FLET, B2 —H5WEHEE (B —R) Ta—aMHLET,

GE)

VAT AE, T T4 T T ANERS T T TERRLET, OB T 7 L RERICE
TERTRETI S, W O HHIAH Y 9, FF7 7407 TuT 7 A VaeFond 1%, BHE
T AMENMLITT,

U—2r 7u— F—7)L L REEI.
TOMOMERD Z N TEET,
W77 7BXOMNMRT 7 713 ELLBBOT—4y NaFRTEET, DF 0, & Xih
FT—HRA v MR L, YW EEOEAZFE R TEET, 2Lz, —BDOAf=vxo—X L L
AR E OB ERTRTHZENTEET, HI 77 TE, 1 DOTFT—X 2y hORFRTE
7,

XEEIZY®, bLEMGEERTLZLICL T, k7 T 7S EIERT—HR
T2y FEFRTEET, M7 77 TIE XEEES D LMNERNREDY | Yz 2
B2 LR AREEDY) £,
EErEYY

Rt OMEE (77 7 KT —4)

V= 7n—7I7 7RIV ZyrL, filfEmas L

BRI N TS TODERAE

AR—b 24 +€
VR

WHEDZA VR

YR—bENBT
INM R

Y-k ENB F
ALy

TR
(Access)

£ (Any)

£ (Any)

£ (Any)

£ (Any)

(U—27 7u—|Z
Ji L 0)
Admin/Maint/Any
Security Analyst

Firepower Management Center Tld, &

AN

BELIZY TEET,

KT HERIISC T, A N 7T 7 2FoRLTEY
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79—y 78— |
B =5 ~orv5o0smss

Wt 77 71T 7B A LT E XICFRREINDER—VL, HHTIHIUV—7 7n—|l Lo THERY
T, HEA X NOT TNV Ea—TKRTT5, FRIERINZTV—7 77— TxF
T, ¥, BEO=— R a2 R R T AIAZ LT~ 7Tu—%ERT52 ¢ b
TEET,

~IVTF RAAL VBHERETIE, BUEDO RAAL VTR NAL DT =2 2 RKRTHZ LN TE
F7T, B~V D RAAL VEIZIRH RAA DT =2 2 RKR-T D2 LITTEEEA,

FIE

AT 91 [94 (Analysis) | > [## (Connections) | >[4 N> b (Events) |Z 3R L £,

GE)  BiA XU P T—INANT T TORDVICERENDIHZE, TR0 T T 7 2 ER
THHEAE, V=2 7u—4A4 MORICHD (T—270—DYYEZR) 271V v
L. FIINEENDIFENERSNZYV— 70 —F 3 WAL LU= Tu—%
BINLET, #7772 80T X COFAIERINIERA XV N UV—2r 78—
X, BT — 7 Ba—TKRTLET,

ATV T2 WOBRENRH YD 7,

o [RFfEIHEPH (Time Range) | : WEE#PHZ T 255101 (F 7 7087 7 7 OGEITHESL
HFET) | BFEBEOELE 39—) 2L T EEN,

o [7 4 —/ 4 (Field Name) |: — WV 0XIRAJREZR T — X OFEAMZ W TIL, ek
NexFa2 VT4 ATV AARVE 74—V REBRLTLIEEN,

s [RA N 7u 77 A/ (HostProfiles) ]:IP7 RLADKA N a7 7 A )VERRTHIZ
X, BEMEIISEMU L5287 — 2 BERINTNDH T T 7T, B 770HEER
WEHZ7 7 70FEEZ7 Vw7 L, [RA N 7077 A /LDFR (View Host Profile) ] %%
RLET,

s [2—H% T a7 7 A (UserProfile) |: —H 777 A VIFEHREELRT DHITIL, BIEM
2—PICL DT — I BERINTWDH T T 7T, BT 70EEIIMNT 7 7 DR
I Uw 7L, [ a7 7y A rDERR (View User Profile) ] 2R L F 9,

s [Z DM DIEH (Other Information) ] : KI/R SiLicT — ZIZET 2 EEMIZ DWW TIE, v
TTT7DR BT 7O, I I T7ORKEO B — Y vEBEEET,

o [[E7E (Constrain) ]: V—72 70 —&RO_X—J|\THEDFICHE /T 7 % X (Jhsz L7
H) HHETEET AR, WY I 708, My 7oK, $1-EM ST 7 0REY
7 U w7 L, [kl (Viewby) | A7 Va2 RRLET,

o [7—# i8R (Data Selection) ]: 277 ZIZRRINDLGT —F EZEH T HITIEL, [X #h
(X-Axis) JE72IL[YHh (Y-Axis) 1227V v 7 L, BRURTHH LWT —X 2RI L EF,
X i % [ (Time) ] ICE R, E721E [FEH (Time) | DERTDHE, V77 XA T H
EREINET, YHEAEETL L, REINHT—FEy MIREELET,

[T—%tyv b (Datasets) |: /7 7DT—F v FEEFET I, [T—FEY b
(Datasets) 1227 Vv 27 L, FiLWT—Fty FERRIRLET,
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A r il |

« [UIVEfEL (Detach) ]: 77¢wb®ﬁﬁﬁl’%%%5ié:k&<é%ﬁ“ﬁ%%ﬁ

TEDLLOICH T 7 7 20T 121X, [UIVEEL (Detach) 1227V v 27 LET,

Ervbh abt—%ERTHICE. DL T TR YRR 2 v LET,
%Lt%&77if e DGHNTELEICRVEST, T 740w 7 7
T AME, FBELTE ST 7T,

« [35f1 (Drill-Down) ]: V—72 70 —TRDN—IIZ KU AZ T 45120, Trnvki s o

TOR, BT T 7O, £EM 7 7ORKEE 2 Y v 7 L, [l (Drill-Down) ] % i
WLUET, Frivik7 7 7 CREZ UV v 755 L, IROX—VOREME, 7V v 7 Lz
EHRLETDHI00MICERESNE T, BT 70BEIINI 7 70RKEEZ 27 ) v 7T
L, TOBRELIIBRENETEEICE SO TROX—=UNRHR S ET,

e [=7 AFR— b (Bxport) 1: 77 7OHiT — %% CSV (B ~KYIVfl) 774 nrEL

T/ AF— T2, [F—FDxr ZAHK— 1 (Export Data) | %3 L E3, KIT
[CSVT7 7 A NDX 71— K (DownloadCSVFile) 127 U w27 L, 77 ANVERGFELE
7T

[T T EAT (GraphType) ]: [FrAuft (Line) - #EHE L (Z{LD~—R) O vk

777 x50 EZ D1, HEE (Velocity) 127 U > 27 L, [#£%E (Standard) ] FE 7213 [#
£ (Velocity) ] Z 3R Liﬁ‘

s[5 7 %A (Graph Type) |: [#& M (BarandPie) |-#%7 77 M7 7 72810 Kz

DL, [ 7 71290 # 2z (SwitchtoBar) ] £721% M2 7 712UV B % (Switch to
Pie) 127 Vv 7 LET, M7 7 72 TBHOT— 5?/F%%ff%ﬁwt% D
Ty NeRORZ T 7 bW 7 7IZU 0B ISE. M7 T 73 EINICEIS
Niz1>0O7 =2ty N2 ERRLET, BRTHT— §7JZ v N AT HER, Firepower
Management Center (%, ZE(EM & JSBEMAOFFHER LV b BEOMEHERAEL L, 0
BOFEHER L D LREMOFEHEREEL L ET,

o [X—TMDOBE (Navigate Between Pages) | : BIfEO U — 727 7 v — CHEDHII 2 REF L

FEER—VEERBEIT AT, V—2 7 — X—VOE FCHHEYTEHR—T U
7x7Y 7 LET,

o [A X2 b Ea—BDOBE (Navigate Between Event Views) ] : i A X b ¥ 2 —|CBHE)

LTS 54 X MERRAT DT, [BEE (Jumpto) 1227 Vv 27 L, ReyryXy
VURAMMPBANY N Ba—FERLET,

[ Z U2 (Recenter) |: REHIFIIH DR S 2B I H DR L2 TLITH# S Z

TEFECZVCTTHIE, FOREZ Y v L, [BEUZ YUY (Recenter) | % i
WLET,

S [R—A (Zoom) |: R—bA v ETEA—LT 7 | LIRS b b 5 HA 2 FUIC g 7 5

T7EHECZVC7THICE. F0REZ Y v L, [A—2A (Zoom) ] EZEIRL TN
B LW 2 3R L E 7,
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B sss5o7—5+70a>

GH) L= 77 E2BH L TO L ERNT, §lK, 2l s BEIUA—A
9% & Firepower Management Center D7 7 4 /L s OFEEFEFHNE DY 5,

Bl BT S T DFIR

Bl - AT570OX8MEYHOER

bLMB OO 7 7 7I1Z2OWTEZXTHAELLY, V77 LORER—MNMIE-T
HFI 2 &, B S8k <y MRICHER ST, &b T 7T 4 7157210 DR —
NERTHRYT T 7RFERINETH, 7V v LIz 8EH0ET 25 105 ORI
KoThHiEnET,

Bo12%27 Y vy 7 L, BEMIPICLSES (View by Initiator IP) | ZiEIRL TV Z
TEILICHIT A L, ENETERUI0MORRIMZ T TR, 70 v 7 Lok
METR— R THHPNEINTH LS T 7 RnERINET,
R—hZLDXFaNS MEAFTTIHI T 7ICOVWTEZLTAELLE Y, ZOHA.
XL LARUA R— bk, YL £0O/.4 b T, 20Ol T 713, bHRERICE
HRHRA Y U= TEEINEZT—ZDOEHI oA S MERLET, HOFOR
i, R — b THRHENET—XOlEREERLET,

VS T7OXEE TTYr—ay JARINICEET L L, BlEEEMN ST T

TEET—FORFFu S " MEAERLETH, HOTORBIIBRESNZET

TV —vary 7a halORET—FORERLET,

T T7DY A Ny MICEETLE, M7 T 713H HMRICERN SR > b

U — 7 CREEEINTERI Ny MEEE L, HORORFITER— N TR S

aEAN Ty MR OEEER L ET,

EENEYD
U—7 7ua—0fFEH (13 X—)
AR B2 —REDRE
BRI T—42 4T a3y

XWiEZITY®, b LIIMFEEETLILICL T, i/ T 7S EIERT - &R
RCEET, M7 T 7 TR XhEZERT 5 LMSIEBNEDY | YHEZET 5 LR ER
EEDY ET,
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R26: XA T3y

w57 7—s 4703 |

X#A T3y

T3 7DiEE

ROBETZIDODT—E2%555
7193

TV r—vary e han
(Application Protocol)

W7 I 7 EIIM 777

LT 7T 4 7R 10EOT
Uihr—gy o hac ik
ST

Device

W7o 7 &3 777

Bb 77T 477210 E0OEH
KBTS AT FHSNT

A =3 —XIP (Initiator IP)

(/A e N A

b7 7T 4 7R 10HDA =
I —HRARNPT L AT
HES0T

f =3 x—# 22— (Initiator
User)

W7o 7 EIM 777

BLT VT4 TRI0LDA =
vro—X a—PFIzFESNT

L AR AP (ResponderIP)

W77 7 EEM 777

Bb7 7T 472 10fHDO L R
RUZHRA NPT R AITH
SN

VARV HZ R—1 (Responder
Port)

s 7EIIMN T 7

BbT7T 7T 4 710D L A
R X R— MIFESNT

EEILT /3 A (Source
Device)

W72 7EEM 777

b7 7T 477210 HD
NetFlow 77— % T 27 AR —4
& . Firepower ¥ A7 A DEHL
KRT NA AL > TS
NT= T _XTOEEHD Firepower
LWV ARTDEEITTT 7S A
(2N,

) (Time)

7L

iEE ]l

Y il & [IiZ] (Time) ] 24810
MRz LTI 70MED
Ebh, 77—ty NeEHE
TEET,

R27: Y8+ T3>

YA T3

%)

XEHDEEEZFALTIDT—424%29571d

XAk (Bytes)

T ERREY

%5t (Connections)

e e
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B sx07—5+ty rorgss52

YA Ty é?@%ﬁ%ﬁﬁbf:@?—&éﬁ%?k?
KB (KBytes) PEEFr AL MR

KB/#) (KBytes Per Second) KB/#

234w (Packets) EENT Y MK

E4f DA A R (Unique Hosts) B SN EA OB A MK

EHEOT 7V r—ay 7a kha)n (Unique |EHEOT 7Y r—ray 7a b aikk
Application Protocols)

4 = —4 (Unique Users) B = — V5

BROT—21y FOERT ST

)

M7 7B 7 71280 b 8BHOT—4%%y haF R TEET, 2F 0, £ Xifh
FT—=HRA MR, YEICEEOMEERTEET, e 2E, —BEDAf=vxz—HL L
AR OB ERTITHENTEET,

GE)

M7 7 7380742y haRRTEFERA, EHEOT 2ty bEROBRT 77000
M7 2718 g2lzae. M7 7 7I3HBMCERENIZ1>O7 =2ty METERRL
FT, T DHT—FEy FEIEBIRT HEE. Firepower Management Center (%, f =3 =—4 L
VAR ZOREHER LY b EEORGHEREZEBTE L, A == —ZOfMFHEFREL Y H L AR
HDFGEHER L L ET,

s 7 7 ik, EEOT—4%%y MIEEORE LT, TNETNR R0 TERINE
T, 2EIFRD T T 7%, BN R Ry U= IZBW T IOt Snz—E0 1
=T — AR —EBEDO LV AR EOEEHBEFERLTVET,
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BE-. o B | = : =i, 5
He X-axis B v-axis mDatasets &Y Welocity '= Export Data /WDetach

Unique Hosts over Time
(2011-11-11 18:33:00 - 2011-11-11 19:33:00)

=

5

Unique Hosts (5 min)

N
P

371989

| B Unigue Initiators B Unigue Responders |

W77 7Tk, BEOT—%ty MR X7 —% "4 N Ll anime LTHERR
SNFET, LEZFROET T 71X, BHASRR Yy N —7 ETEE SN Ty hOEFH
LAV T RIS TREESNTE ATy M, VARV AL > CEESNT v M
ERRALTWHVET,

‘.“.":X-Axw O v-Axis @Datasets '.(.{SSWltch to Pie '= Export Data .r‘WDetach

Packets by Responder IP (top 10)
(2011-11-11 18:33:00 - 2011-11-11 19:33:00)

2500
-
2000
1500
2
2
§ 1000
500
ﬂ ST S e Wy e
) i) oF P a3 h._.;.',“ cj-f:-i"' Wb o
A ok & W L
e W A
Responder IP

371988
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WDETIE, #5777 D xCERTELT =4y MZOWTIHAL £,
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R28: Tty A T3y

7—4 70— |

yEARTESN TSGR,

T—AR—RELTERTEET,

Bt (Connections)

T 7N NOIBTY, BEHHGEORy FU—
7 TR SN (B

(Connections) ]) T9, T4, F7 74 v
77Ty ANT T THOME—DOF T g v
<9,

KB (KBytes)

UTaHarabETVET,

ERIROFX Y T —J TREINDE
¥ eag b ([FiFFr A K (Total
KBytes) ])

B ROR Yy FU—27 THRAMIPT R
LANPLEFENDF R AL MK (A =
v —A2DF A | (Initiator
KBytes) ])

RS ROF Yy NI —27 THRARNIPT R
VAR > TRAESNDF A ML
(VAR ZDFrs34 |k (Responder
KBytes) ])

KB/f) (KBytes Per Second)

T 7N DB TT, BEHRMERy NT—7
ETRESND GRS M (GRS n
/NA KE (Total KBytes Per Second) ]) T3,

AV

LN ZiAtbE TnET,

« RISy MU — 27 TEE S NDH A
"y b ([EEST > b (Total
Packets) ])

BRI GR Y NT—7 DARA NPT KL
ANBIEGF Iy M (A=
x—% s I (Initiator Packets) ])

s EXIGE Ry N = DARARNIPT KL
AR o TRAFENTA Ty M ([L A
W H 3% b (Responder Packets) 1)
T4,
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1~y remons

yENRREINTLDGEEIF. T—AR—RELTEIRTEET,
E4f DA A R (Unique Hosts) T ZEMAEDOETHET,

cEH SRR N DAy a3 v
A== (A =v=—%
(Unique Initiators) ]) T,

cERX SRy N OEFE Y v a v
VAR ZE (BB VAR (Unique
Responders) ])

EHAEDOT 7V —ay 7a bha)l (Unique|T 74V FOARTYT, BEEREMNSRELRY hU—7
Application Protocols) OEFOT 7V r—ar7a bangg (E
H7 7V r—var 7a ha (Unique
Application Protocols) ) T,

[ 4 = —% (Unique Users) F 7 4V NORTE, BEEO Ry h T —
JTChOeyvarrf=vz—HiZul AL

EA = (A =vz—% a—3
(Unique Initiator Users) ]) T,

AN~ FRE O HIHY

AR ML, ZDOAXRY EDBWVODRELTEDERT I A L AZ L TRHY £, EFHE
(BEIEEPR & HIREN D) ARETHZLICL ST, WO DU—r 7u—|lFzRrEN5HE
WMEHKT DL N TEET,

BFIZ Lo THITE B4 XV MZHESWZTU—7 7o —{2i%, =T 0O _EERIZ RrfE #hpH % 3%
THNEGEENTWET, T7HLITIE, YA T TFIAT A LEOU—7 77—, 1
BIDSBAAARFR & U CRRE SN2 A L £ 3, 72& 20E, Fril130icn 71 > Lz
AL FRT10:30~11:30 ORFNIIRE LizA Xy b FoRENE T, BEARET SIS LN -
T, FEEMERIEIR SVE T, P& 12:30 1213, PR 10:30~F1% 12:30 DICHAE LT A <2 B
NFERENFET,

AN Ea—DORETHEOT 7 4V MRRMRZBREST 52 LICL T, ZOMFZZET
HIENTEET, ZHICEY, RO3SDOT v T 4 NEBe2 T £7,

BRI O 2 A 7 (B0, RER. ERIATAT 4 )
« KRl DR &
- OB (EEORERF, E3H—0 7 r— VLR )
N=VO LIS H LR EEE 2 ) v 7 LT[R (Date/Time) [Ny 77 v 7 U g Ry %

FRL, 774V N ORFRFEOBREICEIRL <. A N2 hOGHHICRE RN Z FEITEE 5
TENTEET, RELLRREEOK, BIOHEHLTWDT I T 2044 FIZELT
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B~ rommzorzs<ax

[AFE (Date/Time) 17 4~ RUZEMHL T, RERLTWDA XU FOZ A FITKTDHT 7 4V
PO EZEE 52 b TEET,

BT, BT BRI 2 2 LR TE 5720, BEEEOE T LHIFE, 30BN A
R NEBMTAHZ R, V=2 7 —TRitEINT -2 2L NTEET, X—
COTEICHDY I E T Y v LTARY NOMOR—=T 2 FRTHGHIL. BRbU—7
T7a—R—=TUTRLANR MERRLRNE DI, RS B —RFEIET 5 Z L ICEE
LTCL &, HEfi)S T & 72 DR O —RHE L 2 R T & £,

EENEY D
AR b Ea—REORE
BRI Xx2 )T 4 AT V2 A AR N T —TI)LOfEH

AR FOEEBROHREZTAX

\}

77 AV~ ORI BR R < AN hOSGHT PICKERE FEITAR 5 Z LR TEE
R

G¥)

FENC L ARIMORTEIL, BIEOE® Y 3 VICOWTOREETT, WolzAia s 77 L
Thbbr—EunlA o458, BEIT 70 M2y hEanE T,

D—PRHE LI L > TE, 1 DD U —27 7 —OREOEEN, 77547
VA LEOMDOU—T T a =TS22 R0 T, 2l 2E, B0/ v — LR
BRd 555, 120V —27 7a—0RMEERTT5E, 77747 A EOMOTTO
U—7 7ua—ORMMENREREINET, —FH, BEROREEZEN L TW 5613, BEda s
FLAFANAAR NOU—7 70 —DRpEAZZRE LT, ORI EL 52 8
A, MOFEEDOA X N ORI A AR5 L, R THIKN TE 2T _XToM X (B
AR FEAIVA ARV MIRLS) BB 2T ET,

FTRTOU—7 7o —%EFHIZ L > THTE 25 TIERW=D, BEEFROREL, R A
M SANEME, 77V =gy, 77—y a o OFEM, estt, =—9%, 2358y
A MU R NERIZHEASWZT =7 7 a0 — (3R L 52 RN EIEELTLEEN,

[HfH/HEZ] (Date/Time) ] 7 « > Ko @ [FEf#: (Time Window) ] % 7 24 L C, KP4
FETHRELET, 7 74/ N ORI E CRE LRI L~ T, #T70F A1 b
IFELFOWF 20 £,

o [4 X2 R DOEFEIR: (Events Time Window) | : OB 2R E L., BE o 7/ E-5~
NAARY FOU—7 7a—PAOT—7 7a—Zxt L TR ZHE L TV D54

s [~VA =Y T OFEREIFE (Health Monitoring Time Window) | : B3 D RFfHF: % 5% E
L. ~LA ARy DU —7 71— 2% L TR Z®RE L TWA5RE

s [ e 7 ORI (Audit Log Time Window) | : ORI ZFRE L, & 7ITx L
T ZRE L TV D56

« [7a— LHEEIFE (Global Time Window) ] : HA—DORFH AR E L TV 554
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| 7—9 28—
srronz [

WP M2 B E T D5 EITiE, OIS, T DD ¥ A T2 RET LV ENRH Y 7,

« §RHY (static) OWFRIMTIE, FREDBIARRRZI D S RFE O TR E TOMIZAER S 2T
RTDARY FRFRINET,

« JRAR (expanding) OWFEFETIL, FFEOBIARFA B BUE £ TORICAER S 2T~ T
AN EPFRENET, T LT, ROk & &b ICRRBESMLR S dv, B LA~y
FA R b BEa—(ZBNENET,

C ATAT 7 (sliding) ORERIFTIE, FEOBMIEZ (72 & 2130 1 ERED 268
EE COMCAERSINITRTOA R PAFRSNET, £ LT, HHOREE & bic
RFfIFRDS TR T A ) 2720, BOE LIHib (ZofTi, @i LEE) o1~ ho
HMERINET,

IR L= A A2k - T, [Bf/EEZ (Date/Time) |V 4 > RUNELL, S EIERREA
Tva U EnE I,

GE)  Firepower A7 LTI, #A L Y — 2 ORREICIRE SN HEIIC ST, 24 B O#FEF %
HALET,

BRI DERE
WOFT, [FEEFE (Time Window) | % 7 CRHETZ A IFIEFRERICOWTHBILET,

® 29 BB DERE

B eSO r R E%EA

[FFffE & 1 7 (time window type) ] N |78 %t &4+ AT DR Z A4 7 & LT, [H

=B Sy AV I S (static) ]. [#£3E (expanding) ]. F7=
WL [ATAT 47 (sliding) | DWW
NZ @R L £ 7,

ARV P Ea—ZRRTHK L TNnD
BEiE., (Fe—nAThoiHoA N
MZHEFETH DR L) 777
ATV ARTRE I N TV DR O &
FHAMZ R SHTe A X R idA X2 b
Ea—llERINDTERHDHZ LI
EELTLEIN, 7T IA4T VA
KL TATA KT DRI AR E LT
LAETH, ZORWNEAETHZ N
HoET,

J—4 70—
|



B soeoxs

79—y 78— |

RIE

R4 7

B

[BAAEREZ%] (Start Time) 1 7 Lo & —

[F50Y (static) |3 KXY [HEE
(expanding) ]

iR O BRAE B & B 2 E L £ 9,
I T ORI D I KRR I
1970 4= 1 A 1 HARi 0 KF (UTC) ~
20384 1 H 19 HFAT3 BF 1453 TR T
SR

BV —EERAT LDV IZ, it
T+ VY ATV a v afF
ATz &b TEET,

[# TH% (End Time) | H L& —

Y

WO T H R 2R E L £,
F T DORFE D B KIS I
1970 £ 1 H 1 B7FRT 0 (UTC) ~
2038 4E1 H 19 AFRAT3KF 14 43 76T
S

PEIEREEIFE 2 L QWL D581, [
THEZ) (End Time) | 7 Lo X —03 7
L—FRRIZR 0 | TR TBIAED
Bzl (Now) | ERaEiD T LITHEE
LTLEEY,

IV X —EHERATARDYIC, TR
T T 7 VY ATV a a2
Az b TEET,

[Hct% & 3%~ (Show the Last) ] 7 4 —
AMRBXO Ry FZXor R B

[AF AT 47 (sliding) ]

ATAT 4 v VRO R S 2BE L
iﬁﬁo

[Vt b (Presets) ] : [
(Last) ]

FRT

U Z NV FL D IRFE G A 7
Voo L, 7794 T ADa—h)b
RERNZEE DWW TR A AR L E T,
7ol ZE, NHEB (Iweek) 1227V v
I3 BHE, KEO1EBEZMRT S K
IR EDLY EF, V'Y b
oV rThHE BRLET Y EY
RS LI L =D
0 E7,
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rrozE [

RIE

R4 7

B

[7VE> b (Presets) ]: [HifE
(Current) ]

[F50Y (static) |3 KXY [HE5E
(expanding) ]

U2 NADOWT DO IRF R R % 2

Vo2 L, 77947 ADua—H)v
Wi & HAHC SO TR A 28 L
F9, VY NEIZY Y ITBHE,
BIRLEET VY N2 K51
B —=RNEDY ET,

WD EIZHEBE L TLE I,
o BIED BAHIAAT O FE B E D

« BEOB T HHE H ORI 0 BN D
BE D

<HIED AL, A DRI DFHI
OHEFBIEE D

[V~ b (Presets) ] : [[RIH#i5E
(Synchronize with) ]

FTXT (Z =S LRI 2 L
TV D HE AT

UTFoWTFnnzrs v LET,

o [4 X2 s OEFRF (Events Time
Window) ] : BIAEDEFRHL & A~
v b ORI A RIS 555

VAR E=Z Y T ORI
(Health Monitoring Time
Window) ] : HLFE DRI & ~L
A E=H Y T ORI R

D856

o [Bd 7 ORI (Audit Log
Time Window) ] : BifE DORFRIME &
Btk o 7 ORIV Z A4 556

BRI DER

A

AR—b 24 €

INM R

HEDS A EUR | HHR— FENBT | HH— b EhB K| F7oER

AL (Access)

f£EE (Any)

& (Any) £E (Any)

Admin/Maint/Any
Security Analyst

(V=27 7m—IZ
JRL %)

f£E (Any)
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B < roF7rn rmme

FIE

ATy 1 BHICkvHESnEZY —2 7o—7T, Bf#EHOT A a2y (&) 227U v 7 L, [HAFE
(Date/Time) |V 4 > RO &#B& £9,

AT T2 [ FOFEEF (Events Time Window) | % 7 C, FERIMEOFEE (37 2—) ICilH S
TWD X ) ICH M E R E L ET,

Evbh BFREIMEE T 7 4V PORREIRTICE, [VEY b (Reset) 1227 Vw7 LET,

ATy T3 [EH (Apply) 1227V v 7 LET,

AR FDTFI7A4IL FEEIR

ARy bOGHTHIZ, [HAH/EEE (Date/Time) 17 1 > KU @ [3XE (Preferences) | ¥ 7 % f#
AL, BRLTWDANRY bDEA T IIT DT 7 4V b ORI LR (X2 b B a—ORE
EREHETI) EETDHIENTEET,

ZOHETT 74V FORERMEETE ST DL RRLTNDANY bDEA T DT 7 4 /L M
MO ZNEDLY £3, To& 21X, HEEORFMMEZRE L TV DA [XE (Preferences) |
2T CTT 74N NORREEETLHE, A XU F, AR E=X VT ERdEER S
VA RUDWTIUNDORENPERINET, DFEV, RO Z 7 TRIFTNDRFEFEAE
BENET, 1| QORI ARE L TWDLIGAEIC [%E (Preferences) | ¥ 7 CF 7 4 /L K DI
MEEETLE, AR NOTRTOXA T DT 7 4V NERIFDED Y £7,
MErE YD

T 7 F )b R

ARV BALTDT T4 FOBRE#RA T3y
WDFT, [XE (Preferences) | ¥ 7 CRETZX DL I EFIERHEICOVTHEHLET,

® 30 BB DR E

RE SRER
F kR (Refresh Interval) A XN Ba—0OFEFMREE DHEATHELET, Br

AT BHE, WA T g ATESN R £,

B F D% (Number of Time Windows) AT AREHOBEZEELE T,

R TT ANV A AR N BRUOWEHEIC L o TH
FIRTREZR A X2 MIEEDSWE U — 27 7 e —Zxt L T#
NENBIDT 7 4 v MR Z R ET D5 A1, [
% (Multiple) 1 ZZR L ET,

T RTDA Ry MIEAEND 70— L7 B
EFH 2861%, [H— (Single) ] 23R L 9,
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| 7—9 28—

ARU ka4 TDF I L ot T a [

RIE

B

T 7 & v MR - (iR 2 RR - AT AT 47 (Show

the Last - Sliding) ]

CORELEERTLHE, BETHEISODARIAT 47D
T 7 4 MR AR ETE T,

TTTAT AL, FEEORARL (2 & 20 1 RERTAT)
MNHBEE TIAERSNIZTRTOA R MaRRLE
T, ANV M Ea—OFER LM, FEEE TXF 4 F)
LT, WITHED 1 BEINO A X FRFERENET,

T 7 4V NRERIM Btk A o - B IAREE  (Show the Last

- Static/Expanding) ]

CORELEIRT D L, HETDIRSO, HRYEITILER
DT 7 /v PR BETE £,

FRROTR R OGS ([ TR 26/ (Use End Time) ]
F v IRy I A F AT LTEBE) \ TTI9A4 T Al
FrE OBMGRER (1R E D) D, RIS —F 0
ARy N EZR U E ClCERSN =TT R
FeFRRLET, A b E2—%28F L CHEFMRT
BEINTEY, BHRRERROMICHEE LA XY FD
HBRFRENFET,

PERFRFFE O (K& THREM A H  (Use End Time) ]
Fzv IRy I AEFTIZLTEOBE) . 77747 VA
ITREE OBGARERE (1 REERT7ZR & D) 2 HBME £ TITARK
SNTFTRTOAXR MR LET, /X Ea—
EEWTLH L BRAIBEE TR E T,

T 7 AV NREIRE R H - §A)/AEEE  (Current Day -
Static/Expanding) ]

ZOREERTRT H & BIIED BAHIR LTI E 721395
BEDOT 7 4V NGRIFEZRECE ET, BUEO B, Bl
1Ty ardi AL — 2 REICHSWO TR0 B
WHED ET,

BB RERIEE OB A (K6 TR Z A (Use End Time) ]
Fxv IRy I AR ACUERE) | TTIAT VAR
ERTOBEDN S | IC—HF R A R BB LT £
TICERESNIZTRTCOA Ry bERRLET, A0 K
Ea—ZZ88 L THRMMMIEE SN TR Y . §FH7RIFH
PeDNCHAE LTA Xy NOARBERRINET,

PRI DA (& TR Z M (Use End Time) ]
Frv IRy I AT TSR . 77947 A%
FRIOFE DL BIEE TILER S NTZTRTOA Ry M E2R
RLET, AR Ea—aEETDH L, BEETHRE
FCHRESNET, v 77U N HREIC 24 FFE 2 2 T
TR T T2, T ORFFIX 24 IF L D b E< 8D
MRS D Z LICHEBE L TL &V,
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79—y 78— |
B~ rs170F77r 0 roBMROLE

Bl & EA
77 F v FIRFEEE (A - §#0/AE5E  (Current Week - ZORELIERT D L BUEDOBIT3 U THY E 72 13305k
Static/Expanding) | DT 7 4V N ARECE £, BUEOBEIT, BT

Ty a DX ALY —UBREICFESWCERIOHEHR
DOFFTORCHEE Y 3,

BRI 0SS (K TR Z 54 (Use End Time) ]
Frv IRy I AEF AT LIRS . TTIA4T7 A
FHIOFEN D, RPN —FRA X 2R LR E
TIERSINIETRTOA R NERRLET, A b
Eo— %80 U CHRERFIEE ST Y . 7R RERH
PEOBIZRAE LA R OB REINE T,

PLERFFEME DG A (K& TR A2 H  (Use End Time) ]
Fov IRy I AEF TSRS . T7 747 VA
H i H O/ 0 I HBIE £ TIZAERR Sz TOA X
VRERRLET, ANV Ea—E2LETSH L R
PEIBUEE CIRSNE T, v s 7 v MY LRI 1EM %
B2 TOoMT a6, ZORMRT AR LY HEL
IRBRREMENR S D Z LITIER LTS,

ARV BZATOT I+ FOBEEBOER

ARX—hk S92 |[ERKDFA VR | YHR— b ENET | HR—FENE K| 7O LR

VR INA R A (Access)

f£E (Any) f£E (Any) f£E (Any) fE& (Any) Admin/Maint/Any
Security Analyst

FIE

ATy 71 BICXVEKENTZY—r 7a—7T, BMEHEOT A 2> (&) 227V v 7 L, [AfF &R
(Date/Time) |V 4 > KU &BI& £9,
ATw T2 [ (Preferences) |7 %27 Vw7 L, AXVKNZATDT 7 )0 sOBEHA T 3 (
40 N—) RSN TWDL LTV 77 LU REERLET,
ATv T3 [REDRTE (Save Preferences) | %7 U v 7 LET,
ATV T4 RO 2 OOFLERH Y 3,
MEHLTNWDEA R h Ea—IZH LWT 7 4/ MNERIFORE Z AT 5121, (A

(Apply) 1%27 U w27 LTC[HfF LK (Date/Time) 17 4> RUEHLTA XU F Ba—
V7L vialLET,
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| 7—9 28—
SIS |

« 77 &)V N ORFRIMERE & i SIS ot ke 2121, DEH (Apply) 1227 U v 7+
FTIZ [BAF &) (Date/Time) 1V 1 > RUEPAUE T,

B D ELT

BT — I 5 2 e N TEE, Sk, V= 7a—nmbitftanz7—2n =%
Ty T vay NERRDZ LR TEET, FHEIERMHRISNZY—7 7 —RNEHIINnN5
L. FNUTE ST, FAELIZWVA R RBHIBRENZY . WERGI DA X RGBS
VLN HDHD, ZOEEIIRILET,

rh (static) OFFEIMMI—BHEILLTEXR2WZ LIZEELTLEE W, o, A4 X0 ORI
DO—WEIIEE v v 2R — NICEEBE 529, v al— RO—REL S A <0 b ORI
DO—RFEILICEEE 5 2 ¥ A,

MMGE T Lz B, BERIFD —HHs R 2 fRER T & £, BRI —Hs Ik 2 MR+ 5 &, 3%E
WZhE > TR T SN ET, £7o. —WE I 2 U 72 BRI & 45 X 9121 X b
Ea—bEHFINET,

1 2ODT—7 78 —DN—VIIERTEEARN MEEID BLEL DA R FBRT —H =T
GENTVAEASIE. XR—=VOFHICHHV 7% 27V v 7 LT, EHITARY MEFRRTX
¥4, Vo 2a 20w 45, FUARY MR 2EIEFERENDV L D IR B B —

BRIk LET,
FFRE D —BHZ Lk /— BH{F AL AR BR

AX—hF 54t (RHEDSAELVR |V R—bZNET | R—+rSnBF | 7o EX

VR N R AL (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Maint/Any
Security Analyst
(UV—2 7m—IZ
£ %)

FE

R THIK SN TWE U —27 7 —Tik, AMORFMER =2 hr— L 28 RT&E £,
o REfIMZ —REE RS 2 121E, eI = v b — L o—RgEET = (W) 227V v s

L\ij—o
o BRI D —Bfs IR 2 RBR T 512k, B ho— L oFET A2y B) 22Uy
7 LET,

J—4 70—
|



B <~ rea—onmn

79—y 78— |

AR~ Ea—DFIF

U—7 70— R—=VIIFEREINDHERIT. 2—FRRE LRI E TRV FI, &2
XA R N U= T7a—ERINCEAWESGE, FWIE, BREBEO LRRICER Sz A <> MZ
RSN TWET,

T —27 78 —DROX—VIZHEA T, BREINDT —F ZREOMETHNT 25E81E, <=
TINOLDEZFFOITEZRINL, [RR (View) 1227V v 7 LET, BUEOHIKEZRFFL,
NRTDA Ry FEEDIRETY — 27 70 —DROS—ITEel2iE, [T THER (View
All) | Z@&IRLET,

GE)

BEDOAAIHEEZFFOIT AR L, R (View) [Z8IRT 5 &, HEARNRGIRKSER S L E
—g—o

J—7 70 —0T =X EHHT 572 003FBOHERS Y T HHMPEIR LI-EEFF1T0
BNRFREND LI NR—VZHEEH L, =D FEIR SAAHIK Y 2 MBI L7480
THINE, X—=VOITTlHEZ Vv LET, 2, SN ERO Y X N E2FRTRTD
LA, T72AMEEERA LT, BEBRHFALIZLORETNY A MUREND LT 5
Baid, [727 v a3y (Action) 17 A TEFA (Allow) 15227 U w7 LET, OFITHE,

RBAA R M EFRTDHHIT, S8R — bR 80 DA XU FOARNY A MIREND X Sl
¥+ 2880%, [5ESeAR— FICMP =— K (Destination Port/ICMP Code) ] 7 A C[80 (http) /tcp
(80 (http)/tep) 1% 27V w27 LET,

Bk

S = VDRSO TERA X M2l T 57200 FRIEIT D LERD . W20
BMFPIERLENZ R BGENRHY F9, iz, BEMT LN TWDE 7 7 A LLRAFERICE -
THHA X FEflT 22 LIXTEERA,

MBEFEHM LT, V=2 70 —0OFREGNTLHZEHTEET, 1 DO T LNOEEOE
WZOWTHIKIT 2581, ZoEEALEd, 2L 22501P7 FLAIZEELTW
HARY NERRTHEAEIL. REOME (BditSearch) 1227V v 27 L, [#% (Search) ]
NR=UTHGD[IPT R A (IPaddress) | 74—/ REEHE LTl HFDOT NLAREEND
L2 LT, Mm% (Search) |27 VU 7 LET,

BERAR— Y TAS LIZBRRRIFIAN—2 0 EERICHI & LTERAR S, ZhiZit-> THlK S
7oA Xy EREOE TR RSN ET, Firepower Management Center Tl&, #EA&HI72 K T2
RO, DT —7 7u—{ZF s — b Licd ZIZHBEOHIFKIREH S E T,

BRI 25, A 15, MBERNGEOT — 7 IHRBEORKZE T 20 E I NEET IMNER DY
FI, ERRE I AT N T =23~ ) T TE A, R TR S
I IAT V MTHEDWTEEA R b aR L, fREER T~ ) — A X2 b Ea—THRR
9% & Firepower Management Center TliX, I3 E STV WEH &R L L 9 ICHkiT —
AMFoREINET, BT, FEEA (NVA) & T-ULaHT BAv, B TE LB &
WET,
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A4 N2 ORI

1xvrosis |

AX—h F4t [REDFAEVR | BHR—bENET | HHR—bENEF | TUER

- A AR AL (Access)

fES (Any) & (Any) f£E (Any) £E (Any) Admin/Maint/Any
Security Analyst

(UV—27u—|z

JIRCTHRZRD E
ED,

FIE

ATYT1 U= 7a—0@R (16 X—) OFBIIHE > THYIRA =2 — RAE AT Vg V&R

L. V—7u—iZ7 /72 L%ET,

ATFYT2 T RTCOU—7 7ua—7T, ROA T a0 ZERTEET,

cEa—ZH-OE —ET DA N MIHFIT DR, N=YOITRORRNOEZ 2 U v
7 Li—g—o

s Ba— % EEOME T DA MIHKNT DI, ZOEEZFS> A X NOF =
Ny Az A L, [#Fr (View) 1227V v 7 LET,

GE)  JTICEEOARAEENE ENTWAEASIL. BENAERBmENnET,

o BRI B RRIRT BI1IE. [HIR0OMFE (Search Constraints) |DERI%&E1 () 22V o7 L,
JEBH &7z [Hf DR (Search Constraints) ] U A M THlKIDO&4RIZ 27 Vv 7 LET,

BBV EEH L CHRNERET D I12E, [BRBOMRE (Edit Search) 1227V v 7 L&
j—o

cPRFFEHBRFE E L THIKZRFT DI
(AT AT ET

(B #HEWRHKIPEENTVWDL 7 ZVIIMRETE EE A,

1. (R ORTFE (Save Search) 1227 U w27 L, 7

s BDA R | B a—TRHUHIRKEZENT 51213
N b Ba—aBERLET,

(B Hov—r7u—icfivEzs L, HENRHKITRESEEA,

. [BEE (Qumpto) 227Uy 7L, A

s H DR B Y B2 HIIE, [HIDOMFE (Search Constraints) | O i B 5<E (®) 7

X [H O R (SearchConstralnts) 100 7= HB%E () 220 97 LET, #HK
DY ARPREL, HEORYZ ERATL5AIC, ZOWEBIIELLET,
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77—y 70— |
B zc~vrea—otw

BFEEARN M Ea—DFIH

BAWZRERNL, FEDA N MTHT 5T R TORAEHEICESHN TV E T, EEORAH
EEFOATEERT 2551L, X—Y EOXGITICBIT 5T X TORARMEE —8T 514 <
NI ETEGT HEERGREZRELET, &2, FEILIPT R AM 10.10.31.17
T, %SG IP 7 R A2310.10.31.15 THDHITE, B(ELIP 7 KL AN 172.10.10.17 T35 IP
7 RU A 172.10.10.15 THOTERINT 5L, ROTRXTOMENRTBFINET,

e EETLIP T FL 22 10.10.31.17 T, 2»2%85E 1P 7 KL A2 10.10.31.15 DA X2 k
=11

e EEILIP T FLAD 172.1031.17 T, 230%856 1P 7 R LA 172.1031.15 DA <2 b

BERRHIR & Bl flf 2 Aaba b s & HERNRHKOSE v MIEMARHKIEMN S
NET, e F, LRGBS TODLEAERRHFNIS LT, 78 b =3 /UE cep O HHlZR
HIRIZIENT 5 & ROTXTOREBIGSNET,

e EETLIP T RU AN 10.1031.17 T, 7O%E5E P 7 KL A2 10.1031.15 T, 7»»o>7 2 k
TN tep THDHANU b
=11

e EZILIP 7 R A2 172.1031.17 T, 2>0%E5C 1P 7 KL A28 172.10.31.15 T, 7»o7n
FaDtep THDHA N B

?’Eé\ﬁ"]f&ﬁﬁﬂﬁ’ﬁ IOWNWT, MBEBIOMBORELZIATT L2 LTI TEEYA, o, HMOTU—
77—l EZ DI, ARV Ea—D) B FER LRSS, £RE[V—r 77—
B0 B % (switch workﬂow) 127V v 7 LIcGAIR, HEaRiRiEkFEcEEEA, EE
7R EH S TWDH AR R E‘;—%7777—7 LT, #lfNET v o ~—2 IR 1F
SNFEHA,

EEARY F Ea—4§I#9n{FEHE
RI— b S44 |REDSA VR | HH— FEhBT | HH—FENB F| 7 o1

VR N R ALY (Access)
f£& (Any) f£& (Any) f£& (Any) & (Any) Admin/Maint/Any
Security Analyst

(V—2r 7ua—\Z
U TR &
7)

FIE

ATYT1 U= 70— (16 <—) OFBIIHES T, @R A =a— AL AT g 23R
LCYV—2r7u— 7 78R LET,
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n—s7n—moresr—var i

AT T2 BEMKZERT D56, ROBRERH Y £,

AT ZERT 21213, AT MUADHEEFFS 1O EOIT 2R L, [FoR (View) ]
27V v 7 LET,

cHEHKE 7 ) T T HI2iE, [BREFEHIR (Search Constraints) ] B BH ] (® 27y
7 L. [#EAHI# (Compound Constraints) | %27 U 27 LET,

T—0J0—ROFET—a Y

\}

U= 70— =20 [BH (Qumpto..) | FKRyFX DT VAMDY 7 2R LT, o
J—r7ua—~BETEEd, Ray /¥y VA MNERRL, B0V —7 70 —%FRE
FOEN L ET,

FHLWU—r 7uo—%EIRT5 &, GEURGEIE)  BRTLITTHEAEIRL TS T a
FABIORETLHN, LW —r 7o—EHENET, RELEHKIE 1T
T AT AR, FHLWT—7 T7a—D7 4 —/L RIZvy 7 INBRWEGEAIE, ZhBIER
ny 7ENET, £, V=7 7u—2E 0 B2 GEICE, EENRHRIIREE S EY
o XX TTFX T77ANDT—7 70 —0HIKIE, 77 ANVEBLRNAT 2T OA Xk T—
770 —DIHITERESINET,

GE)

FTE DIRFHFEH DA X MUERRT D56, FMRT =2 2R TE 54 X bOEMR, A
N R OBBUTBE S NN Z ER3H Y FF, ZHUL, T4 A7 RO AR ERT 5720
W2, WA XY FOFEMNR T AT DL TTIN—=0 T END T ERHDHTOITHEAELE
Fo ANV PO T N—= 0 7 2 R/ANRIZT D720, HRORBIZE > TRHEERA N
YINETERET DL IICAR N e R T LT,

FEfM 2 —IFE IR LTV WEE, SRR3Rl s s E L W iRnWgEsE, V—7 77—
EAER L EEFICRHEMBOLAREIND Z EICTHERELTLEEN,

ZOMRBIZED ., B LWT 7T o BT 0 OFRENIEILIET, xR, BT — ¥ &K
RLTHNT, WEIARA EPREREICKEDT — & 24T A MIEEE L Tnd Z & iZ&fH iz
BlE, WEBMOIPT RLALR—FE2HIE L GRIRL, [77 V7 —v 3 (Applications) ]
U—r7ua—~BET52 N TEXET, [77 Y r— a3 (Applications) |V —7 71 —[%
IGEBMOIP 7 RLALER—=F&2IPT RLAER—FOHE L THAL, 77V r—ra >
OFEfA EOBNERERTRTHZENTEET, =TV EHICH D [KAA KN (Hosts) | %
7V w7 LT, YVE—FHFAIDKRAN TR T7 7 A NEERTIHEHLTEET,

TV = a VT DM A MR L72% T, [fHBEA X b (Correlation Events) ] Z i8R
LCHiT — % U—2 7a—ZR5, fifNGIREMO P 7 RLAZHIRT 5, filficA =
VIZ—HDIPT RV RAZIBMT 5, [TV 77— a2 OFfHl (Application Details) ] A 3R L
T, 7= %&VE—FRA MRS 2 L EITHBAORA P C2—FR D F4 7 b &
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