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DHEHFA L, 8T 74 v 7 DANL—TFHFAILEFA, ZHUISSHETFR—FLEFA, T—
B AVHE—T oA ZAETATEHA VX —T 2 A ADFZSSH ZEHTE 5, WA & —
7 A AX, SNMP <0 syslog DE=HX U 7 IZHENHE T,

W—Ty FE-—FDEA

Management
Computer

WER L — Z NIV RITZW A v X —T =2 A ZADIP T RLAZRELRWZ 2B L E
T, BWiA L E—T oA ADIP T RLRAEZRELRITIURX, fhoTF7—F A F—Tx (R L
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Interfaces from device) | ARZ %7 Vw7 LTCEDA L H—T =2 A A YA NEEHTHHLEN
b ET,

FIE
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IhET,

EtherChannel NOEMFEA o A —T =2 f ZAZKRD L HITHETEET,

e T U7 47 :LACP 7 v 7T — 2R ERBIURIELEY, 727 1 7 EtherChannel I3,
T 7T 4 7 F£721%/%y 7 EtherChannel &8t 4 M. CExF 9, LACP T 7 4 v &k
INCTHVERSHGEUMNE. T2 T 47 T— FEEHATILERHY £,
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o 7 : EtherChannel 124> TH Y. LACPIZEHEINEH A, 4] @ EtherChannel
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HZ &L - T, N7y N%& EtherChannel NODA » Z —7 = A AT LET (2 OHEHEIL

Firepower Threat Defense D1 > 2 —J =4 X .



Firepower Threat Defense D1 > 2 —7J =4 X |
B ceterchanneiMac 7 KL=
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ROONTERVDEIZL>TT702—DFI Y THDOA U F—T oA ANRRED £,
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e, NI 74073000 U IBITTHAT U RASRET, RBIILA Y20 R =Y
V=L L AFYIDL—T 47 T—=TNDOEITNE~ AT ENDHH, thoxry hU—27 5
INA ANDAA v FF—_R—=T h T VAT L F T,
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HIBET A e, FOR—KF ¥ XL MACT RLRFRICEEN/NS A V¥ —T =4 AZED
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N FTRAZEY T4
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YL LTHERTAGE. N TA TRV T 4 RXT OMEEENTEARENLETT,
TIAVEBRTHEL, TORENED U FVEBICERIND Z LIFHY A, &
UL, A TXA TV T4 Vo7 BERPERICVNETH S 720 TT,

s A Vv H—7 A AF - IXEtherChannel f > X —7 = A A% AT — s U 7I1Z% LTE
AT 286, Bl ary 74 Fab—a Vi ELYVERA, 207 4 Fal— gy
TEE ERBY T4 < VEENSEBELSNET,

s LA V¥ —7 = A AFE 72X BtherChannel f > #—7 = A A)nbH, NA TXAZEY T ¢
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., ZDOT 7T 4T 4 WILEA v Z—7 = A A%721% EtherChannel f > % —7 = A A D
EERADFRDO L IICRZEFEA, TRXTOYWIA VX —T =24 ATEENRE LY
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NAVHE—T oA ADEEHRETEET) .

e EtherChannel f > X —7 = A A& A TXATEYT 4 £/ AT— b U 7IZEHT
5854, out-of-order /N7 v b (JEFZOELINTZ/ N v b)) EBi<7291Z, EtherChannel DA
VE=T A RENDEFHEALES, 2OA ¥ —T = A4 ATHEENRA LICGEIT.
EtherChannel NOWRD Y 7 MER S ES, " T_XAZ VT4 Vo7 & LTHERF
@ EtherChannel DFX EITEH TE £ A, RELXEET HITIE, ZHRFIZ EtherChannel %
VX NETUT DI A TRATEV T 4 Z—RICT 4 B—T VT HLERD
DNFET, EHLHOEETH, ZOMIEANA TAFZEY T 4 13 ThiERA,

ETILDYR— b+

» EtherChannel (%, Firepower Threat Defense 7 /34 A 777 A4 7 A TDOHIHY R — F T
WET, TiEH AR — b &3 FE & AFirepower Threat Defense Virtual,

» Firepower 9300 > % — 3 Ti&, Firepower Threat Defense 7 /X4 A OS Tlx72< ., FXOS T
EtherChannel % A% L £,

* Firepower 9300 > ¥ —3 TlE, JLEA V¥ —7 = A A IV KR —FEhEHA,

MEAVA—T AR
e RSEDTUEA L H—T 2 AT ZRETEET,

37T Firepower Threat Defense 7 /34 A 227 4 X2 bL—a Uik, AU \Wiof v
H—=T 2 AT SRBILRA v F—T7 =4 AR L E T,

¢ EtherChannel D—# & LTCINEA v ¥ — T 2 A4 ABEAT L L3 TEERA, F72. T
A2 —T7 x4 AD—{BE LT EtherChannel 35 Z Lid T A, LEA
4 —7 = A A & EtherChannel f > % —7 = A A TIIR UL o F—T = A AZ{EH T
FHA, L, AU L 2 —T 2 A ZAZEATH5OTRINE, WHFDOZA T %
Firepower Threat Defense 7 /34 A ETCRETE £,

T IT AT A H =T 2 A AT Yy NI THE, AXUNA L H—T A AN
TIT 4TI £,

CUEA VH—T A AL, ZWislotlport A H—T =2 A% AL N—L LTHHR—FLE
Tl 2L, ZWUSNDA B —T 24 ATHERESNATNREA VX —T oA A%, %
HHELLTRET DI ENTEET,

EtherChannel

» EtherChannel (%, Firepower Threat Defense 7 /34 A 777 A4 7 2 A TOIHYR— F EZhT
WET, TiIH A — b ZFEH AFirepower Threat Defense Virtual,

o fx K 48 D EtherChannel Z 3% E TZ £,
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KT I TN—TE, KD T I/ T 4T A H—T oA ARETEET, 81
DT IT 4T A BT oA APRTFEVR—=F T DAL vFOBE. 1 DDF ¥ R/ 7
N—TERRI6EDA L F—T 2 A AEF VY THZENTEEST, /A F—T AR
XD HT 75 4 TN TEDID, "ODA L E—T = AE, AV FZ—T =4 ZADE
ENBELIEGADAZ L NA Vo7 L LTEETE £7,

FX¥ RN T N—=TDTRCDOA X —T A AL, RILXA T ELHRHETHLMLENDHD F
To TRV ITN—TICEBMENTRHDA v H—T = ATL-T, IELWH A T L
JERPRFED T, RI45S E/2ILSFP ax 7 X 2 HHTHLHIICHETE DA X —T = A
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EEDHZENTEDLZ LITEELTLLIEE N,
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ZHR—=RLTWDORENRHD £3, 72& xI1E, Catalyst 6500 A A » F F 721 Cisco Nexus
7000 A A v FITHHRETE £,

Firepower Threat Defense 7 /31 A X, VLAN % Z'ff & ® LACPDU # ¥R — h LT\ EH
Aus CiscolOS vian dotl1Q tagnative ==~ > R LT, BEEA A v F DX AT 1 7 VLAN
B X T kA X —T )W T 5 & Firepower Threat Defense 7 /31 A [£4 7' {4 % D LACPDU
ERry P LET, BHEAAL v FOXRAT 47 VLAN XX 703, 37 48—
LTSN,

15.1(1)S2 LLR{[® Catalyst 3750-X Cisco I0S ¥ 7 b7 =7 /N— 3 % 177 5 Firepower
Threat Defense 7 /XA A TlX, AA v F AH¥ v 7T EtherChannel ##2ft 9 5 Z & & ¥ K —
FLTWERATLZ, T 74/ EOAA v Fi%ETIL, Firepower Threat Defense 7 /31
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T2 D & FRY DAL v FITHHE S 4TV D EtherChannel [ZEEE) L £8 A, AN 5
W5 7-%, stack-mac persistent timer =~ > RZFE LT, +4372 Y v — REEH 2R C
EOREME, T2 T8, 0 (BERIMR) A L Z2fE LEd, F72id, 15.1(1)S2 72 &,
FOVBRELIEAA v F VT by =T N=Va T v 7T L —RTEET,

3T Firepower Threat Defense 7 /34 A 27 4 Fa b — 3 Uik, AU \PYBla v
B —7 = A ATE7 < #PE EtherChannel { > % —7 = A A& SR L ET,

EtherChannel ®—3& L TILEA VX — 7 =24 ZA&FHTH I LIXTEERFA, /2. 7T
AV —T7 A AD—F L LT EtherChannel #ffH 32 Z Lz T& A, TEAV
A —7 x A A L EtherChannel f > % —7 = A A TIXE UWEA v X —T = A AZfEH T
WA, FEL. RIUWEA 2 —T oA ZBFERTIOTRITNE. MO ZA 7%
Firepower Threat Defense 7 /3 A ECiRETE £,

MTEAVA—T T4 ADHTE

HHTTREA VA —T A R WA L —T 2 A ZADXT (T I T 4T A E—T oA R
ABUNRA A B =T 2 R) THEENET, 77T 47 A ¥ —T A ATHEENEA
ThHE, RF N A B =T 2 ANT I T 472> C, N7 7 4 v 7 kilimIEihH E
T, JLRA V¥ —7 = A A%FE L T Firepower Threat Defense DIEfEM: 2 HH 5 Z LN TE F
T, T7HNVETIEE, JLRA VH—T7 = A AIHEDZ 2> TET,
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A

FXOS ¥ % — E® Firepower Threat Defense Ti, TLEA ¥ —7 = A AFHHR— I FEH
/\/O

1R BHEIIZ

R SEDTTEA L H—T 2 ARXT EZRETEET,

DAL= A =T 2 A ANRR UL A T THHVLENRDY T3, 72& 213,
FHELFHTEY b A=V Xy NMTTDHIXLERH Y £,
cHHINHESINTWAESIT. WA L —T oA AZTEA L Z—T = ATBINTE
FHA, RUNCARTZHIBRT 2MER’H Y 7,

i

AY¥—hk 31t YR—bENET | HR—FESNBK | 7O LR
VR WHEDSAEVR |11 R ALY (Access)
f£& (Any) WML Firepower Threat |{£& (Any) Access Admin

Administrator
Network Admin

Defense

et

AT 4 FXalb—va rNTYHES o H—T o AT TIHA L TWAEE, ARixHIRT
HE, DA BT 2 A AEBRLTNDHTRTCOI LT 4 FXFalb—valrNHEHEINE

‘/Jﬂo

FIE

ATYF1 [T/N4 R (Devices) | >[T/Vf1 AEHE (Device Management) | 34K L, {3 % Firepower

AT9 T2 WA 2 —T 2 A4 ADHILEB LA —H % v M E DR

ThreatDefense 7 /3 A DT A 2 (&) #7 V7 LET, 774NV FTA ¥ —T =
A4 A (Interfaces) | ¥ 7 MNHER I N TWET,
(7 _=2) X~ T, AV

N f B =T =2 AEFHLET,

ATV T3 A3 —T 4 XADENM (AddInterfaces) |>[TTHKA % —7 4 X (Redundant Interface) |

ATv T4 [ (General) | %7 T,

7V w7 LET,

RDINT A —=Z ZBELET,

a) [JLE ID (RedundantID) ]:1~8 OEEEAZFHELET,

by [FT7A4~Y A F—7 x4 A (PrimaryInterface) |: RR vy 77X T JURAINHA L HF—
To2A ABBRLES, A VX —T oA RAZBENTDHE, A F—T A ADALT 4
Fal—vay (IPT7 RLARE) IT_TCHIBRESLET,

[EHh> &V A5 —7x4A (Secondary Interface) |:2&EHDA > ¥ —7 =4 A, &
DA E—=T 2 A ALFE U ZA T THLULENDY £,
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Firepower Threat Defense D1 > 2 —J =4 X .



. EtherChannel D% E

ATy TH
ATvT6

ATy FT17

ATvT8

Firepower Threat Defense D1 > 2 —7J =4 X |

[OK] %27 Vv 27 LET,
[#:7E (Save) 1227V w2 LET,

AT, B (Deploy) 1227 Vw27 L, BFIOYTT A RCRY o—2REATEES, &
BIL, EBRICERT 2 ETAEMMEINET A,

(fEE) VLANY T A 2 —T A A%BMLET, VLANH T A ¥ —7 =4 R L 802.1Q
N TOFRE (183—V) 2R LTLEEN,

N—T >y RELE R TV ART LU N E—R A U F =T 2 A ADNRT A =R EFELET,
=Ty RE=ROA I =T = AOBIE 24~—Y) TRIF T AT L b E—F
DTV PITN—TF LB =T x4 ADRE (26 X—) ZZMLTITEE,
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AY¥—h+ 34t YR—bENDET | R—FShB K| 78X
VAR HEDSA VR |INL R ALY (Access)
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Z 2 CliX. EtherChannel R— hF ¥ RV A U X —T = ZADIERR, £ v H—T = A AD
EtherChannel ~®#| V) 24T EtherChannel D H A Z < A X JFIEIZOWTitBA L £,

G¥)

FXOS ¥ ¥ — L Firepower Threat Defense M 35451%, Firepower 4100/9300 > ¥ — 3 A —/33
A ¥ C EtherChannel Z#%7E L £, #EMIZ DWW TiX, [Firepower 9300 configuration guide] %
ZRLTSIESN,

1R BRI
o % K 48 {fl @ EtherChannel # %X E CT& £,

KT ¥ RN TN—T1X, BMKIEDOT 7T 4T A F—T oA AFHETEET, 81
DT IT 4T A B—=T 2 AT A2V R—= T DAL vFOBRE. 1 ODF ¥ 3L 7
N—TIRRI6EDA L F—T 2 A AEF VY THIENTEES, /X —T AR
E8MEHDBT 7T 4 TICTEDD, BHODA L E—T oA RE, AV F—T = AD[E
ENRAELEBEDOAZ L Vs L LTEIETE £,

cF X R TN—=TDFT_XTDA L H—T oA AL, RUAA T, HE, BEO T EEBET
HHIVERHY T, Y _HIIVR—FEnEHA,
cHEIMRESNTWAERITL, WA L H—T =2 A A% TF ¥ RV I N —TIBINTE £ 4
oo BAINZARTEHIBRT DHERH Y 77,
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AT 4 K2l —a VNTYREIA X —T 2 2T TIHH L TWAEE. ARiZHIRd
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ﬁ—o

FIE

[T/34 X (Devices) |>[7T/3\1 REHE (Device Management) | Zi®{R L, {9 % Firepower
ThreatDefense 7 /3 ZADfRET A 2 () 27 V27 LET, 774NV FTCA ¥ —T =
A A (Interfaces) ] % 7 MBI TWET,

WA o Z =T =2 A ADAIMEB LA —F Ry FREDHL (7~—) IZE>T, A~
Ne A B =T oA AEHHZLET,

[ 23 —T A4 AMEM (AddInterfaces) |>[Ether Channel f >4 —7 =4 X (Ether Channel
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VE—=T A REBHLET, AUAN—FEAERT T RTOA U F —T oA AT L TEMD
WLUET,

FTRTCDA =T 2 A ABRFAEIATERETHD LI LET, BHNSEMT DA 57—
7 A AT L 5T, EtherChannel D& A 7 LEENRED £4, —HLAR2WNA X —T AR
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L7RWA B —T = A ZAOEINEPIE S ER A,
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ARTONRTy hOa—RENTUALET, Nry BRI KL 7 ax
T4 EEET LG, MOEEOEy NESIRLET, & xE. N7 70 v 7 BHELT
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ZOFEZINGDNRTA—=FEFETHa— My MIRD ET,
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I, B (Deploy) 1227 Vw27 L, BIOY¥TT A RIRY v—wEATEES, &
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N—T v RE—=RDA X =T =2 ADFE 24X—2) FHEZIT AT L b E—F
DTN T N—T f o F =Tz ZADFE 26 —) 2L TLTEEN,
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PA L H—T o2 RIHENTEET, VLANV T A U H—T =2 AR 1D EH DA 2 —
7oA AL, BEIIZ802.1Q T 7 L LTEHESIET, VLAN T, FiEOWBEA ¥ —
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A A (Interfaces) ] % 7 NI TWET,
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7 LET,
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b) [7 A4 H%—7=xAAID (Sub-InterfaceID) ]: %7 A ¥ —7 A ZXID % 1 ~ 4294967295
DOHEPHOEE AN LET, FAEINDIY TS H—T oA ADOFFIEL, 7T v 74—
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[OK] %7 Vw7 LET,

[fR7F (Save) |27 U w7 LET,
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N—=T >y RE=FRDA L F =T A ZAOFRE 24 X—) LTI T AT LV FE—F

DTV PITN—=T A B—=T =2 ADHKE 26 2—) 2L T &N,

Firepower Threat Defense D1 > 2 —J =4 X .



Firepower Threat Defense D1 > 2 —7J =4 X |
B0k RBEUFSURRFLUF E— R AV 8—T (R

W—T Y IRKRE—FAA—T A RAEELV ST UARTLY F E—
KA A3 —D 4R

TOWETIH =T R 77 AT T4 F—RBIR NG ART LY N 77 AT Tt —
NE—FRT, TRTCODETNVICHICT DIEHED A X —T 2 ARTEEZE T T DIDDHRY
IZOWTEB L E T,

W—TFTYIFE—FRAVE—DTIARELSFVART LV M E—F A2 E3—T 4 XIC
201 T

Firepower Threat Defense 7 /31 X |, v —T v RBLORT Y v &N 20504, T DA
H—T 2 AP R—rLET, HELATYINL—T v RA L EZ—T = A2, WAEDY T F v
FEDIPT RLABRKETT, 7Y v VENTA LV F—T=A RAITV v VT N—TIZE L,
TRCDA L H =T 2 A ANRE LRy V=7 BIZHVET, 7V TA—T137 ) v
Iy NU—=JIZIPT RVARZROST U » UFEBA ¥ —T7 A4 A (BVD) IZXoTERINE
T, V=T RE—KEIN—TFT v AL F =T oA ADHYR— LET, hTU AT L
VR TIATOF—NVE—FRTIE, TV v IN—TLBVIA X —T = ADIHNBY R —
FESILET,

FSURARTFLUME—KOITYwSHIL—TF

7Y » ¥ Z—" 1%, Firepower Threat Defense 7 /34 A H3)b—TF 4 7 TlI7e< 7V v 9%
A B =T 2 A ADITN—=TTT, TV ITN=TF T UART L T 7 AT Ux—)b
E— R TCOARYR—FINTWET, 7V v T N—7OFMIZONTIE, 7V v o7 —7
IZOWTEZRL TS IZEN,

TaTFILIPRZvY (IPvd E KT IPv6)

Firepower Threat Defense 7 /34 A |X, £ X —T7 = A A LETIPv6 7 KL AL IPv4 7 KL AD
W5z —F LTWET, IPvd & IPv6 DT, 774/ b b— FZ@E LTI ZEW,

IPv6
Z ZTIE, IPv6 DR EHFIEITOWTHB L £,

IPV6 7 R L Z$87E
WD 2FEEDIPV6 DL=F ¥ A N T RV AZRETXET,

e — VL Fa—sL T RURAE, N7 Y w7 Ry NT—T TCHEMARERANT U v 7
T RLVATYE, 7V IA—TFORE, ZOT7 RLAFIKZEA L NR— A L H—T A A
TEICRET HDOTIEARL, BVIHICRET 20LE R HY £3, £/, FToAXT L~
FE— RCEHA LA —T oA ADT O — LR IPV6 T RLAZRETLH L L T F
7T

s ru—An Yo rua—anNT RUAR, BEEER SRy NU—27 T TEHT
XALTTAR—=KT RLATY, —XX, Vor2a—h)L T RLVAZEHRALT Ny
MRt T 2D TiER, BEOWHERY U —7 v 7 A b ETERIEZITEZITWVET,
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fpmc-config-guide-v61_chapter_010011100.pdf#nameddest=unique_730
fpmc-config-guide-v61_chapter_010011100.pdf#nameddest=unique_730

| Firepower Threat Defense D1 > % —7 = 4 X
Modified EUI-64 1 52 —2J =4 X ID .

N—2E. T RURBEETLT KL AR YO R A N—RRERRIC X E5, 7
Vol TN—TTlE, AV R_R—= AL H =Tz ADBNY 7 a—h) T KL AZFA
LTWET, BVIIZIFEY v 27 a—HL 7 RLREHD A,

IR, IPVv6 NEMET A L HI1I2) v 7 a—h)b 7 RLRAEZRETHALENDHY £4, Fa—
SIVT RUVAZBRETDHE, Vo7 ua—)L T RUVANRA U H—T oA AZHBICHE S
naied, Vorra—ian 7 RUAZEINICRET ALEILHY AL, 7Y vy T —7
A H—T A ATIL, BVITZr— VL 7 KL REZRE LT-HA . Firepower Threat Defense
FRAZPHBCA L NR— (B —T =2 AA ZADY 7 a—H) T RLAEERLEST, 7
n—/ L 7 RLAERELRWERIEZ, Vo ra—aL 7 RLAZHBICT S0, FEIT
RETHLERD Y FT,

Modified EUI-64 A > %2 —7 = A A ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > ¥ —% v h 7'r b=
NN=Da 67 Ry 7T —%77F %) TiE. AAFT U000 TIHED b DEERE,
TRTDOAZ=F Y ZANIPV6 T RLADA U F—T = A AR FEH3IER SN 64 By T,
Modified EUI-64 JE X CTHLANL T H Z L NER S L CUVE T, Firepower Threat Defense 7 /3 A A
TiX, m—AV Vo7 IR SNIAR A M Z OB @A & £,

ZOBEENA L F—T oA ATHMMELESN TS L, ZDA ¥ —7 =4 X ID H Modified

EUL-64 XX ZBRHA L TWD Z L2 MEERT D120, A VX —T 24 ATZGE L2 IPV6 /N7 v
FOEETLT RLUANEETLTMAC T RLRIZHS L THERR SN E T, IPV6 N7 v R A

K —7 = A A 1D |Z Modified EUI-64 FE AR A L TV AR WEE, X7y NI Fey7Eh, &
DIAT A ual AyE—URERENET,

325003: EUI-64 source address check failed.

7 R AEAROHERIT, 7o —0MER SN GEIC0RFETEINET, BEFOT7a—hb o
o MIfERESNEFA, £72. 7 RLAOERIIe—H 1L Y 7 EOFRA MIX L TORE
TCEET,

|2 R A~

IPv6 LA N—ER Tt 2L, ICMPv6 A v —UBIONEHE ) — N~ LFFy AT R
A2EERALT, MUxy hU—27 (u—hAn ) 7) EOXANR=DY o IET KL AEZKTE
L., RANRN—DFHAH L2 MR L, gL —2 2B L £7,

J—F (FABR) BIRAN—EREFEHLC, #t) v 7 RICHEET A2 Z ERbhoTndH X
AN—=DY I ET RUADRESRS, Bhileol=% v v ¥ 2O =D 2TV E T,
Fio, RRAMIFANEREHEHA LT, RA MR TRy hEEELIIE LTS
B — 2 2 LET, &I, /—REIZoFae balZ2EH LT, EDxA —nEH)E
AHECEDRAN=REITRVNET 7T 4 7B T 5 L L bic, BRINZY 7T
RL2ZBHLEST, V= 3 —F ~DOAREbN D L BA MIEEEL TV AR
N—RFETNIRENRARET 7T 4 TIHRELET,
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R I

FA R REFER A v —

FA S F ]

HET F LAk

n—N VT BiZhotho /) — KoY 7 A% 7T RUAZBRET 2728, /— RKhbx
AN—EFER A v&— (ICMPv6 Type 135) e —HhL U ZIZEEEINET, 1A /3—
HEEERA v E—VEZETDLE, 58/ —RiE, FANRN—=T KRRZ A XA N AybE—
(ICPMv6 Type 136) Z#u—H/)L U7 EIZEELTUNE LET,

EEIL ) — RNIRAN—T RRE AL XA NeZf5Tn &, BEIL/ — NEsdt / — R3\EE
TEX5E91TDET, FAN—REFEERRA vE—DF, FANN—DV 7 @BT KL ADH5]
SINTRIT, FAN—OFFEFREEOMGRICHEA SNET, /— FBRH DA N—DF|FER]
BEMEZRRGET D56, FA N—FFERA v E—VNOFEHT KLALE LT, TOFRA/3—0
=%y AR T RLREHALET,

FANR=T FREA XA N Ave—DiF, a—nV Vo7 o/ —FDU 77 LA
DETINTEXITHEFEEINET,

IAN—EIEFRERM AR ET D L, FHTERAVWRA N—2HR T £3, FlZEIEE
#5t\ﬁ%f%ﬁw14ﬂ~%i0$<ﬁ&?%i#okﬁb\%%%ﬁ<#éﬁ2\mm
Fy FT— IR E T _XTOIPv6 *y NT—27 TN, ALY Y —ADHE &N X F
T, WE O IPv6 DIEA TIL, HFVHEVERERE IR X 8 A,

AF— N LA E@JE&TE7 o ARz, BEET FLAKRHIE, T RVARAL X —T =4 AZE|
N YCTHENDHIIZ )TLI/\:LVJFVX FIPVv6 7 RLAD—EM 2R L E T,

HET NLARRH NS &, 207 R ADOIKAEILDUPLICATE IZFE S 4L, 7 KL A IEfE
Hxtgsb b, WOTT7— X ve—UNERINET,

325002: Duplicate address ipv6 address/MAC address on interface

FHET FLANSA L EZ—T oA ADY 7 a—H N T RLAThIUE, A v F—T7 A A LT
IPv6 /X7 > N OMERIIEZhIZ /e £, EET RLARTZ7a— L 7 RLATHhIUE, 20
T RUVAIEHSER A,

Firepower Threat Defense 7 /3 A A [&, RA N—ZFEA v —V &ML T, EET FL A
ERITLET, 774NV NTE, A V¥ —T oA AREHET NUABEZITO EEIL 1 BT
T

N—B T RNFA XA Ayb—

FAN=FTNRAANT T AV NONL—Z T RUVREHAF I v 7 IR TE 5 L 912, Firepower
Threat Defense 7 /34 A [J/V—% 7T RARZ AL XX MIHBINTEET, —F T RANX AR
>k A vE— (ICMPv6 Type 134) L. Firepower Threat Defense 7 /34 A D IPv6 23i% iE XL
oA B =T = A APBEMICEESNE T,

=B T RNE A XA Ny —ZBEEA v— (ICMPv6 Type 133) 1ZJ8E L CEE SN
4, L—FEFHA v E—VF, VAT LOERBEFICRA FNLIEEEIND =D, RA M
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| Firepower Threat Defense D1 > % —7 = 4 X
2485195 e rA 15— [

WIZAT Y 2— )L EZNTWNBNL—F T KRNREA XA N AybE—UhFOZ L7 212 HIC
HEIREEITH) ZENTEET,
ART 4T IPV6FRA IN—

FAN—% FEITIPV6 XA N — Fr v allERTEXET, IPv6 *A N—EE T RICL
DB EMLTC, HHESNEIPV6 T RLADZ Y kU BRA N—HEF v v ¥ 20T TICAF
T 254, = MVITHBIMICAZ T v 7 = MU ICEBINE T, IPv6 1A —ER
XX v VaNOAEZT 47 2 NYUBRRANR—RRT BRI TERINDLZ EIEHY
FHA,

W—TYFE—RBLUVIFIVARTFLUFE—RDAVE—T A ADHA FS 4

~

N TRLSEYT 4

cZDEDFIETANA T_ATENVT 4 VoI A B =T oA AZRELRNTLES
W, FERIIZOWTIE, I T_A T8V T 1] OREEZZRLTIZIVY,

e NATRAFGEYT 4 BT LS, T— XA F—T 2L ADIPT RLALERAZ
NA T RUVRAZFETRET DMLENH Y £7, DHCP 35 KX PPPoE LA — h ZivE
REWUR

IPv6
cIPV6 IZTRTDOA L H—T 2 A4 ATHR— FNINFET,
e T UART LU M E—RTIX, IPv6 7 RLAXFEH TOLRETE £7,

» Firepower Threat Defense 7 /N4 A |L, IPv6 T=—F ¥ A h 7 RL ALY R —F LEHA,

FSURARFLUME—FETY YD TL—TDHAALFS14>
A DA E—T A A EEL DT Y v T —TF% 250 £ TERR T 9,
cBEEEER S-SRy T2 IERCY 7Ry b EICEPNTODRERH D F7,

» Firepower Threat Defense 7 /34 2 TlX, BEH XY Xy NU—2 O T 7 4 v 713
A= bFENTWEEA, BVIIPT RLRAEFEURy NV—2 LD NT 7 4 v 7 2T
R—hSNTWET,

«IPv4 DAL, BB T 7 4 v 7 L Firepower Threat Defense 7 /3 A A Zi@idd 5 b7
T4y OWMGDETY vY FA—FITR L, BVIOIPT RLARMKETT, IPv6 7 R
VZEBVI THAR— FSNETHLATIEDH Y A,

¢IPv6 7 RV RIZFE TOAFRETET ET,

BVIIPT FL AL, SNy NV—Z LRIV 732y MRICHDZLENDH D £77,
Y72y MTARZ R 7%y b (255.255.255.255) #RETH LIZTTEER AL
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. L=TYRE—FDA =T 24 RADEE

B L HE—T 2 A RFTT Y DT N—T DA R LT R—FEINFERA,

e FTUANRT LU N E—KRTIE, AR EBL 1207 Y v P N—7%2FHL, T—4A
VE—T A ANT Y TN —FIZ B L TWALERH Y 17,

s NI UART LU N BT RTIE, SN T A AMOT 74V b ==& L
TBVIIP 7 RLAZRELZRWTL 72EV, 7731 AT Firepower Threat Defense 7 /3 A
A DRFMNZ D DN—2%T 74NV N = Uz L LTHRETDOLERH Y £7,

¢« T UART LU N E—RTIEH, BEIN I 74 v DRV NAEZRET H1-OICHERT
TNV R =N 10D T N vV ITN—T Xy NT—=IDEOEBNT 7 4 v 77T
WHINET, 21U, T7FNV N NA—NET D o ITN—T DA H—T 2 AL T
VoI N—TFy "= DN—ZIPT FLAZBELETN, 2—HI1o0F 7 ¢
VR L= R LDERTERNWEDTT, HEDOT Y v I N—T Xy NT—I 06D
T 740 v IV BNEETHIHET. BH NI 74 v 7 ORETE Y FU—7 ZikBId HiE
WDAKT 47 — b EHRETHOLENHY T,

e NTUANXT LU N E—RTIL, PPPOEIT Wi A v ¥ —T A4 AL LTYHR—bFShE
T A,

W—TFT YR E—FKDAUE—T 14 ADEKTE

AY¥—h+ 34t YR—bENDET | HR—FShB K| 78X
VAR HEDSA VR |INL R ALY (Access)
L& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

ZOFETIE., 4. EX2 VT4 V—r, BIOIPVE T RV AZRET B HFEICHOWTEL
Eﬂ L\ij—o

1R BRI
WA A —T 2 ADHIEB LA —H %y FREOHERK (7 =) .

HERIpA VE—T 2 A AERELET,
cVLAN YT A U H—T A AL 802.1Q T ¥ 7 ORE (18 2—)

cEAVH—T oA ADRTE (14 =2—)

» EtherChannel D% E (16 ~<—7)
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| Firepower Threat Defense D1 > % —7 = 4 X

ATy

ATy T2
ATvT3
ATvT4

ATy TH

=Ty FE—FDS2E—T 4 ADETE .

FIE

[T/31 R (Devices) |>[T/\1 AEHE (Device Management) | %R L. {19 5 Firepower
ThreatDefense 7 /3 ZDfET A 2 () 27 V7 LET, 774NV FTA L F—T =
A4 A (Interfaces) | ¥ 7 NFER SN TWET,

WMET DAL H—T A ADRET A2 @) 27V v LET,

[4HT (Name) ] 7 4 —/V RIC, 48 CFLANTLETIZ AT LET,

[E¥=2VUT7 ¢ Y —> (Security Zone) | Fuy Xy URA b Xa )T 0 V— ki
WT 20, FH (New) 1227 Vw7 LT, HriLneEx=2U 70 V=2 %2BMLET,
Ty KAV H—T 2 f AE, =T o KA T A LB =T 2 AT, L—F v F &
ATD) =N DORBETDHIENTEET,

(Pv4] % 7% 27 U w7 LET, IPT RLAEZRET DL, [IPX A7 (IPType) | Ry 74
?VUxbm&é&®ﬁfya/@w¢mﬁ%ﬁmbiﬁo

« [B#YIP 295 (UseStaticIP) 1:IP7 RLABLIOY 7%y h~AZ & AN LET,
« [DHCP Offiffl (Use DHCP) |: IRDA T2 a L DRTA—H &R ELET,

* [DHCP ZfEH L CTF 7 4/ bk )b— h ZHif5 (Obtain default route using DHCP) ] : DHCP
Y= NHTF 74V b — FERGLET,

«[DHCP /— s A b U >~ (DHCProutemetric) |: 7 RS =A ML —FT 47 T4 A X
YABEE L — ] K%@%Tiﬁ‘0~2ﬁ)o%”Ltw%b®77¢Wh®
T RIZARL—FT 4T F 4 AX L AT 1T,

* [PPPoE Zf# ] (Use PPPOE) |: A > X —7 = A AN DSL, 7 —7/V 5 L, F£ITZFD
o> T T ISP (2845 STV T, ISP 23 PPPoE 2 L CIP 7 KL AZEID ¥ THY
B, WONRTA—FEFZRELET,

* [VPDN 7 /L—7%4, (VPDN Group Name) |: Z Otz R T DOIZRINT 5 70—
LERELET,

* [PPPoE ==-—#'4 (PPPoE User Name) ]: ISPIZ X » CiEffi&niza—V L4 2R EL E
R

¢ [PPPoE /X2 T — R//XA T — ROHEFR (PPPoE Password/Confirm Password) ] : ISP (Z
FoTREENTZARAT—FEIBEL., MERLET,

« [PPP#ZAE (PPP Authentication) ] : [PAP]. [CHAP]. F 721X [MSCHAP] Z &R L £,

PAPIIFERERFICZ VT TR A RO —P4 L XAT— REET 2D, X a7 TlEd
D FEH A, CHAP TlX, —OF ¥ Lo IIZH LT, 72947 v MIFFE{bahi=
r?kVVVEAXU%FJ%i@7)77%2%@lﬁﬁ%%@bi¢oGmmi
PAP LV X a7 TTR, 7 —X&h5{b LEH A, MSCHAP (% CHAP (2l T\ &
TN, =N CHAP DL HIZZ VT THF A 2T — REHfbT, Befban-
NRAT— RIZT 2717, T 5720, CHAP XV &% =27 T¢, %72, MSCHAP T
IXMPPE IZ L 57 —# DR kD= DX — %Ak LE T,
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B s xx7Lorz—r0InvssL—TFa108—T 4 20KE

*[PPPOE/b— h A ~ U w27 (PPPoEroutemetric) |: 7 NI =AML —FT 4T T 4 A X
VAEFEBR LT V— MZEIY Y TET, AREITZ1~255TY, T 74 FTIE
FEHLIENV—FDT RI =AM —T 4T T A AFX AT 1 TT,

o [Jb— FEEDAEZME (Enable Route Settings) ] : FEITPPPoOE D IP 7 KL A &R ET
BI2E. ZOF 2w IRy 7 AEF LT, [IPT KA (IP Address) 1 & A1 L
ESc AN

(7T v valla—HH LAY — R&{RAF (Store Username and Password in Flash) ] :
7T vva ARVICA—FHENRRT = FEREFLET,

Firepower Threat Defense /X, NVRAM DFFE DT 2 —F 4 L XA T — RE{RFEL
i—é—o

ATYT6 (EE) IPV6 7 FL vy ZTOBREICHOWTIE, IPV6 7 RL vy 7O#E (304—) %
ZHL TSN,

AT 71 [OK] %27V 7 LET,

ATv T8 [R1E (Save) 1227 U w7 LET,

T, &R (Deploy) 127U v 27 L, BIWETET A RCRY V=2 RATEET, £
B, EBRCRBET O ETAMEShEE AL

RSURRFZPLUMNE—FDIT) YT NL—T A3 —T x4 ADETE
TV oI N—T LA A —T 2 AERETHITIE., WOFINEEZFEITL £,

TNV TN—=T AVN—D—BHEA VE—T AR INTA—ADERE

AX—hk 514t YR—bEINDT | HHR—bShEF | 7O EX
VAR WREDSAEUR |1 R ALY (Access)
£& (Any) BV Firepower Threat |{£:& (Any) Access Admin
Defense Administrator
Network Admin

COFEZX, T ITN—=T A N— A =T 2, ADELFI X2 T 4 V= 58K
ETHFHEIZOWTHALFES,
1R BHHIIZ

A L H—T oA ADHIMEB L O —V Ry FREDHEK (7 —) .

AL TV T I N—TT, SEIERHOA X —T oA A WA L H—T =4 A,
VLAN 7' A > &% —7 = A A BtherChannel, TLEA L Z—7 A R) ZE&HOHLNT
xXFT, B A —T oA AT AR—FENTWHERA,

R A L —T oA AEBRELET,
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ATy I

ATy T2
ATvT3
ATy T4

ATy T5
ATvT6

JyysmEsva—7z12 B 0Fz [

e VLAN ST A v X —T 24 AL 8021Q b T ¥ 7 DFEE (18 2—)
CTREAVE—T oA ADERE (14 2—)

* EtherChannel D% E (16 ~<—73)

FIE

[T/34 X (Devices) |>[7T/\1 XEHE (Device Management) | Z3®R L, {9 % Firepower
ThreatDefense 7 /31 ADMRET A 2> (&) #7 Vv 7 LET, 74V IT[A 0 F—T =
A A (Interfaces) | ¥ 7 MNBIRI L TWET,

WET A X —T oA ADFET A a2 (&) 7V v LET,

[471 (Name) |7 ¢ —/V RIZ, 48 LFLUWNTHAREIZ AT LET,

[BEXx=UTF 1 YV —r (SecurityZone) | K v 7 Z oy VA NNpLEX2 T 4 V— 0 Ak
WFT 20, FH New) 1227 Vw7 LT, HrLnex=aUT7 0 V=2 Z2BMLET,

TV ITN—=T A NR—= A =T 2 AL, AAVTFRKEIAT AL H—T =24 ATH

D, AL v F REAT D)= NZDOBRBETHZENTEET, ZOA 2 F—T = A RIXKLT
IP7 RUAREIFITORNTLZSW, 7V vV A 2 —T7 = A X (BVD) IZxF L TOH
IP7 RLAZRELET, BVIIZY —VICBLTELT, BVIWZIET 7 &X 2 hr—/L &R
U —ZlHTERNWI LICERLTLIEIN,

[OK]ZZ7 U > 7 LET,

[f~1F (Save) 127V v LET,

T, [ (Deploy) 127 U w27 L, BV Y THT AL RACKRY —2RATEEY, &
L, EBEICEBETIETHEMEENEREA,

Ty IoRESAVE—T 44X (BV) DERE

\)

TV IN—TTLIZ, IPT RV RAEZRIET H BVI BALE T, Firepower Threat Defense
X7V oY TN—TINRIE IR D8y FOBEILT RLAELT, ZOIP T RLA%{#
ALES, BVIIPT FL AL, EEicshicry NV—2 LRI TRy FRICHLLENRH D
EFT, IPVANT 74 v 7 DGAE, TRXTO NI 7 4 v 7 B SE 521, BVIIPT FLAR
WEETT, IPVv6 N T 7 ¢ v 7 OYAIE, Vet NPTy RERSEDL Y 7 a—T
NT RUAZHETHHLENRHY 7, VE— NEIR EOEIBEL G DT 7 VIRE % B
THEDIC, T a— UERT RLRAZRETHZ 2R LET,

GE)

@Bl W A > H—T =2 AT, RETE2WT U vY Z—7 (ID301) 1%, REICH
ICBMENET, 207V v ZA—F1F3 70 o2 ZA—70HIBICEENET A
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B ooomeros—5z02 B omE

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

1R BHHEIIZ

X2l T4 V= BVIZENMTAZ LTI TEETA, TDH, BVIKT Z7EA 2k
g—/LARY S —EFMATAZLIITEERA, V= HESNWTT Y v FII—TF DA R —
A B =T 2 A AR —FEATIVLERNH Y 97,

FIE

[T/84 R (Devices) |>[T/\1(4 REHE (Device Management) | Z 34k L, {13 % Firepower

ThreatDefense 7 /3 ZDfET A 2 (&) 27 V7 LET, 774NV I TA U F—T =
A A (Interfaces) ] % 7 WIS TWET,
[1V53—7 4 AMDENM (Add Interfaces) |>[TV Yy FI—TFT 428 —2J 4R (Bridge
Group Interface) | ZER L £7,
[7V >y Zv—71ID (Bridge GroupID) ] 7 4 —/L FIT, 1 ~250 DEDTY » ¥ 7 —7F
ID Z A L&D,

(A7 a ) [@iH (Description) |7 4 —/V RiZ, ZO7 YV v¥ Z—7OFHE A LE
D
[f > % —7 =4 R (Interfaces) | ¥ 7 TA v H—T A R% 7 ) v 7 L, [BM (Add) 1 %27
Uo7 LTHRBIRLIZA ¥ —7 x4 A (Selected Interfaces) | fEIKIZZEDA X —T = A A%
BEILES, 7V P T N—TDALNR=IT T NTOA 2 F—T = A ATH LT IRL
£
[IPv4] 7% 27 Vw7 LET, [IPT7 KL A (IPAddress) | 7 4 —/LV RIZIPvd 7 FLAEB LW
BT Xy b~ AT EANLET,

BVIIZIZA A b 7 R A (/32 £7215255.255.255.255) #EID B CTRNTL 72, £72. /30
BTy R L (255.255.255252) . ARA KT RULAMN3IOR (T v 7 AR —L—H,
G ARN)—A V=K KT UART LU N T7AT 7 4—VZZENTH 12T D) Of
DOV T %y hEMEHALARWTL 7Z&W, Firepower Threat Defense 7 /34 A1, 7 % v hD
BT RLALHEMET RUATEZEINDGTXTOARP Ny M Ry 7 LET, It
X, B0V TRy hEHL, OV TRy MIBT v T AR —A —H~DTRIFERT R
L A%E Y Y T4, Firepower Threat Defense 7 /34 A XX T A MU — A )L—F BT
TA R —Ah JL—HZ~D ARP BEk% Fr v 7 LET,

UEE) IPV6 7 KLy v U T OREICOWTIE, IPv6 7 Ry v 7 OE B0—Y) %
ST EE0,

[OK]Z27 Vw2 LET,

[f~1F (Save) 1%#7 VU v LET,

AT, B (Deploy) 1227V w27 L, BI0YBTHT A RCKRY v—%REATEEST, &
ik, EEICERT2ETCHMEESNEE A,
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FSURRTLY k E— ROBK (B8 (v52—7x4208% [

RSURART7ZLY L E—FOZE (BE) 13— TJxA4 RDEE

ATy T

ATy T2
ATFvT3
ATvT4

AX—hk 54t YiR—bEINDT | HR—bShEF| 7O LR
VR HEDSAEUR|INL R Ay (Access)
& (Any) L Firepower Threat |{T:7 (Any) Access Admin
Defense Administrator
Network Admin

FTUART L N T3 AT U4 T FTE, IRTCOA L F =T =AM ANT Y v 7
N—TIZR L TWAHREND Y 3, ME—DBIIMNIZW slot/iport A 5 —7 = A 2T,
Firepower 4100/9300 > v —3 TlX, Z2WiA( % —7 = A A ID I& Firepower Threat Defense i #i
TN ZNZEN Y YT mgmt-type A X — T = A RAIHSWVTWET, oA F—T A R
ZATEFBWA =T 2 AL LT TE A, Y7V E—NEREFarTHFARD
LIZ1 DDA L E—T oA AEHRETEET,

48O SRS

DA H =T 2 A RET N T T N—TZEY B THRNTLEEN, RETERNTY v
Z—7 (ID301) 1Z, 2o 74 F 2l — g ATHBRICEMNENET, o7V v 7
N—T1F7 Y oY FL—TOHIBICEENE T A,

FIE

[T/34 X (Devices) |>[T/\1 REHE (Device Management) | Zi®R L, {9 % Firepower
ThreatDefense 7 /31 ZADMRET A 2 (&) 27 Vw7 LET, T4V FT[A U F—T =
A A (Interfaces) ] ¥ 7 MBS TWET,

PWiA B —T 2 A ADRET A2 @) 7V v I LET,

[4 7] (Name) | 7 « —/V RIZ, 48 LFLINTLRIZAIILET,

[IPv4)| Z# 7% 27 Uy 27 LET, IPT RLARAZHETDHITIEL, [IPXA 7 (IPType) | Ko v 74
T UANMIBHDIROA TV a rOnTFRnEFHALET,

s [P 232 (UseStaticIP) ]:IP7 RLABIOH 7 Xy h~A7 AT LET,
« [DHCP Offifl (Use DHCP) |: RKDA 7> a L DRT A—=F 2R ELET,

« [DHCP 2l L CTF 7 # /b b /b— L ZHif% (Obtain default route using DHCP) ] : DHCP
Y=L T 74N~ — FEEGLET,

« [DHCP /L — kA F U v~ (DHCProute metric) ]: 7 NI =AML —T 47 T 4 AH
VABEFBE L L— MIEYVYTEST (1~255) . FELIEA— DT T4 RO
T RIZARL—=T 4T T4 ALV AT TY,

* [PPPoE Offi [l (Use PPPoE) |: IRD/NT A —H Z3%E L ET,
« [VPDN 27 /L —74 (VPDN Group Name) ]: 7/ — 74 %+EE L7,

Firepower Threat Defense D1 > 2 —J =4 X




B rsrrLvssons

ATy Th

Firepower Threat Defense D1 > 2 —7J =4 X |

* [PPPOE =.— %4, (PPPoE User Name) ]: ISP (2L » C#Efit&niza—F 4 24E L £

R

¢ [PPPoE /XA T — R//XA T — KOHEFR (PPPoE Password/Confirm Password) ] : ISP (Z
FoT#HfftaN/ AU —REREL, HRELET,

 [PPP #3AE (PPP Authentication) ] : [PAP]. [CHAP]. F 721X [MSCHAP] Z &R L £,

PAPITFEFFHFICZ U T TR A b Da—H L LA T— RZJET 20, ?%17?@%
DEHA, CHAP TlE., —_OF ¥ Lok LT, 72947 NIk {LEn7-
[F I/‘/Vk/\"XU K] BLXOZ VT THA FO2—H4 %KL £9, CHAPIZ
PAP LV &Fx a7 TN, 7—F%ZH5{b LEH A, MSCHAP | CHAP (2L TV &
TN, = "B CHAP DL HIZZ U T THA b NRAT— R&2HbT, Babanz
NRAT— RIZT 2317, it 5720, CHAP XV %27 T3, %72, MSCHAP T
IXMPPE IZ L 57 —# DR bDT=d DX — %Ak L E T,

« [PPPOE/L— k A kU w2 (PPPoEroutemetric) |: 7 KX =AML —FT 47 T 4 A X
VAESER LT v— MBIV Y TET, Aoh7EIZ1~255TY, T 74 hTIE
FEHLIENA—FDT RI =AML —T 4T T4 AZX AT TY,

o )b— FEERTEDEZME (Enable Route Settings) ] : FEITPPPOEDIP 7 KL A &R ET

BT, ZOF 2w IRy 7 AEA LT, [IPT7 LA (IP Address) ] &AL
ij‘o

[T T v valla—YH L RAY— RER(E (Store Username and Password in Flash) ] :

T7Ivva ARVIZA—PHERAT = RERFELET,

Firepower Threat Defense |2, NVRAM OFFEDLGATIC 2—H 4 L /XA T — RERIF L
£

(EE) IPV6 7T RLy v v ZTOBREIZHODWTIL, IPV6 7 RL w3 7oiRE 30<—) %

ZH LTI,
ATy T6 [OK]Z27 V7 LET,
ATY T [RF (Save) 1227 U w27 LET,

hnT,

[JEBH (Deploy) 127 U w27 L, VY TT A RZKR) o—%EATEET, &

BE, EBCRAT 2 E TAIMLSNEE A,

IPv6 7 KL VT DERTE

Z Z Tl

N—Tyv RE—FRBIORI IV AT LY N E—KRTIPV6 7 KL v v 7 &R E

T LB ONTHALET,
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sa—nnie7 ELzoge ]

JB—/\LIPv6 7 FLRADEERTE

AX—hk 54t YiR—bEINDT | HR—bShEF| 7O LR
VR HEDSAEUR|INL R Ay (Access)
& (Any) L Firepower Threat |{T:7 (Any) Access Admin
Defense Administrator
Network Admin

N—F vy RE—ROEEDOA LV EZ—T A AL " T AT L F F— RO BVIIZH LTS
72—/ NV IPv6 7 R AERETHITIE. ROFINEEZFEITLET,

G¥)

ATy

ATy T2
ATvT3

ATvT4

Ja—)VT RLAZRETDHE, VorZa—) 7 RLRAIZEBRICGRES NS0, Bk
ICRETHAILETIHYVFETAL, 7V vy Z—F|2OWT, BVI T/ a— )L 7 R A%
TTDHE, TRTCDALNRN—= AU H =T A AD) I a—H )L T KL ANEHIBICHRT S
NET,

FIE

[T/34 R (Devices) |>[T/\1 REHE (Device Management) | 23®R L, flif 9 % Firepower
ThreatDefense 7 /XA ADMRET A 2> (&) 7V 7 LET, 774NV IT[A L F—T =
A A (Interfaces) ] % 7 NBIRENTWET,

WMET DAL F—T oA ADRET A2 @) 27V v LET,

[IPv6] Z 7% 27U v 7 LET,

N—T v K E— T, A (Basic) | ¥7NT 74/ FTERSNTWET, F T AN
Tl hE—RTIL [7 FLA (Address) | ¥ 7137 74 /L h TEIREN TV ET,

Ta—)LIPv6 T RLZZRDONT D FETHEELET,

s MW—TFT v AV H =Tz RA) AT — L AHBRE : [HEEXE (Autoconfiguration) ]
Frzv IRy I AEF AT LET,

AE =Tz AALTAT— NV AHBREZANNCT DL, ZEBELIV—FT RRZA
AAVDN A=V F VT 4w 7 RATHESNTIPV6O T RLAZHRELET, AT —
VARABRENEN RS> TWDEAE, AV —T A 2DV v 7a—H) T KA
1. Modified EUI-64 A > % —7 = A A ID IZHESWTHBIICARENET,

RFC 4862 Tix, A7 — ML ZAHERXEHICRESNIZA A MINV—F 7T RAZ AL XX
M AyE—UZEELRVWEHESNTWETD, ZOYA L, Firepower Threat Defense
TRAAPRN—H T RNREAL XX~ A=V %%EEFELET, [IPv6] > [RE
(Settings) 1> [RADEMIL (EnableRA) | T =v IRy 7 AEFT7IZLT, AvkE—y
ZHNEI L E T,

s FEIRXE : 7 u— L IPv6 7 FUAZTFENTHRET HITIE, ROFIRZFEITLET,
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Firepower Threat Defense D1 > 2 —7J =4 X |
. Ja—LIP6 T KL RADEE

1. [7 RLRA (Address) 1% 7 %27 V27 LT, [7 RLADENM (Add Address) | % 7
Uv 27 LET,
[7 KL 20BN (Add Address) | ¥ A 7T a0l Ry 7 ARKREINET,

2. [7 RUA (Address) | 74—V RIZ, £ v X —T A AID 2G5BT 0 — )b
IPv6 7 RL A, FHIEIPV6 7LV T7 4 v 7 AEEIPV6 VT 4 o 7 ADWTIU0E A
JILET, =Ty RE—FK) FVv7 497 AL FE AN LA, 27 [EUL-64
%@ M (Enforce EUL64) | F = v 7Ry 7 A% 412 LT, Modified EUI-64 &4 fifi
HLTA 2 =Tz A XD ZEKTHEICLTIESN, =& xiF,
2001:0DB8::BA98:0:3210/48 (54727 KL A) F721X2001:0DB8::/48 (F'V7 1 v 7
A, [EUI64] 134 ) o

ATYTS =Ty R A X =T =2 ADOLET, A7V 2 THEAR (Basic) | ¥ 7 TROEZHET
=FET,
« 70—V T RV RAZRELRWESICHEICY 7 r—hL 7 RUAEZRET DHIT
%, [IPv6 DEZN L (Enable IPV6) | F = v 7Ry 7 A% F LT,

Ta—sL T RUVAERETDHMENRRL, Vorrza—) T RUVARETEHRET D0
ERHHLGEIE, Vol a—I VT RLRAEAL L H—T 24 ADMACT FULAIZHESN
THERRT 5 2 &b T& E 9 (Modified EUI-64 X, MAC 7 FLATHEHT 2 > MM
By FTHDHIED, A F—T 2 AIDICHLER 64 By FEHDL7Z0ITBINE v
NEFATHMERHD £7) .

e —)L U7 DIPv6 7 KL AIZ Modified EUI-64 TERD A o X — 7 = A AFBI+Dfd
Z AT 512, [EUI-64 i (Enforce EUI-64) | F = v /7Ry 7 A4 A2 LET,

eV 7u—HN T RLAZFEITRET HICE, [V Z7a—H/L 7 KL A (Link-Local
address) | 7 4 —/V FIZT7 KL AZ AN LET,

V> u—hN T KU AL, FE8, FE9, FEA, 721X FEB THE-> TWHMLENRH Y F
T, P, £e80::20d:88ff:feee:6a82, 7@ —/ 3L 7 KL AZHRETHMLENRL, Vo ro—
AN T RVRE T ERETHUENDLGEIE. Vo 7a—n 7 RV A2 FETER
T& £7, Modified EUI-64 U S V7 a—0 7 KL A& HBIRIZE D 4 CT5H
TEEHERELET, 2L 2E. FOMOT A AT Modified EUI-64 T34 F 235 &
NAHEE, FETEV YT 70— T RLAIZLEO Ay bRy 7Eh5 2
EDRH FET,

[7 KL RF%ED DHCP % A %h{t. (Enable DHCP for address config) | = v 7R v 7 A&
LT, IPV6 v—& 7 RANZ A XA |~ 237w RO Managed Address Config 7 7 7 %
RELET,

IPV6 )L —% T RARZA XX NNDOZDOT7 T 7%, BfFSND AT — L AHBRRED
T RLALSLOT R L ZAOEAGHZ DHCPv6 23 2 L E Wb 5 Z &%, IPve HERE
747 v M@EmLET,

[7 KL RF%E D DHCP % B %)t (Enable DHCP for address config) | = v 7R v 7 A%
SNZULT, IPVO V—F T RANZ A XA | 23 B O Other Address Config 7 7 7 & i E

Liﬁ‘o
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ATvT6

ATvT1
ATv7S8

IPv f A—ZEROEE L—7v K E—roa) [

IPV6 /L —H 7 RNRAZ AL XA NNDOZ DT T 7%, DHCPv6 7>6 DNS H— X 7 R L A7
EOBINTEHROIEIZ DHCPVG AT H2MENSHDHZ &%, IPv6 BEIFREY 747
MBI L E9,

N—T v KA BZ—=T A ADEEX, [TV T 4 v 27 A (Prefixes) | ¥ 7 & [%E (Settings) ]
BT TOREIZDONTIPVG F A N—FRORE (L—7T v RE—FDH) (B3X—V) &5
L TLLEE W, BVIA V¥ —T = A ZADOHEIL, [RE (Settings) 1% 7T DLUTD/NT A—4
EHBLTLIESN,

* [DAD#1T (DADattempts) ] : DAD#ATOHEAE (1~600) ., EHET FL Ak (DAD)
T AT HITIE, ZOEE OICRELET, ZOKETIL, DAD B IPv6 7 K
VATEITENTOWBRIC, A ¥ —7 = A AT L CTEE SN D R A N—EF K
Ayt —VORERELET, T 74N NTIELIZR>THET,

« [NS fEif@ (NSInterval) ]: A > Z—7 = A AT IPv6 XA N—BEFEEOMKE (1000
~ 3600000 ms) . T 7 /L MHEIZ 1000 I U T,

o [BIEEFTHERFE  (Reachable Time) | : BIEERTREMEMEREA N PR AELTEEZTYE—FD

IPv6 / — RZ B AHE & A 729 (0 ~3600000ms) , 7 7 4 /b MEIZ0 I URTT,
value 12 0 T 5 &, BHERTREFRFM2VEEARGEL L CHE SN E T, Bl e o
EEZREL, BETL01%, ZET A AOEREITT, 1A —FZEA[RERFM A2 R ET 5
&L EATERODRA N2 TE X, FZzECRET D & HTERVRA
NR=% LV RIIHTEET, 2720, BREZEL T2 L, IPv6x v b T — 7 kg &
TRTDIPY6 R* Y NT—7 T/, ZAOMERLY) V — ZADO{EEEPE X £7, B D IPve D
HEHTIX, HFEVEOIFHEEIHER X £HA,

[OK] %27 Vv 27 LET,

[#7F (Save) 1&7 VU v LET,

T, [ (Deploy) 127U w27 L, BV S THT AL RACKRY v—2REIATEET, &
L, EBEICERT2ETCAMEESNERE A,

IPv6 R A N—RFRDHRE L—T v FE—FDH)

&M

ATvT2

IPv6 RA N—IEZR T ut AL, ICMPv6 A v E—UBLIUOEEER ) — R~ LFXF¥ AT
RKLAZFEHALT, A3y hU—2 (= Vo) EORANR—DI) L IET KL A%
WEL, A N—DFiAH UREME A2 R L, B — & 2B L 9,

FIE

[T/34 R (Devices) |>[T/\1 REHE (Device Management) | Z3®{R L, i/ 9 % Firepower

ThreatDefense 7 /3 ADIRET A 2 (&) #7 Vw7 LET, T74NVIT[A o F—T =
A A (Interfaces) | ¥ 7 MBI TWET,

WMET DAL EZ—T oA ADWMET A2 (&) 27 Vv 7 LET,

Firepower Threat Defense D1 > 2 —J =4 X .
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B rex —gromE L—Fv K E—Foa)

ATvT3
ATvT4

ATy TH
ATy T6

ATy T1

ATvT8

[IPv6] Z# 7% 27U > LT, [FvV7 4 v P A (Prefixes) | X7 %27V v 7 LET,

(fEE) IPVOLV—H T RNH A ZXRA L NMIEDDIPV6 T VT 4 v 7 ARBRET HITIE, KD

FIEAZETLET,

a) [FV7 4 v 7 ADEM (AddPrefix) 1227 Vv 27 LET,

b) [7 FL A (Address) ] 7 4 —/VRIZ, V7 4 w7 ARDIPv6 7 KL A% AT D,
EX [T 740 b (Default) | Fov 7Ry 7 RAEF N LT, 774NV DT LT 4y
I AEMHLET,

) UEE) IPV6 7V 7 4 v 7 A%T RARXAXLIRWEEE, [T RARAZ A XA b
(Advertisement) | T = v 7Ry 7 A4 71 LET,

d [47 V7 (OffLink) | F=v 7Ry 7 AEFLNILT, BELET VT 4 v 7 AR
VIICEIOBTONTEZ B R LET, RELET VLT 4 v 7 RAEELT RLRIZ T
T4 T EEETD ) —FIE, smEN) 7 E T — I BENRETHD E R LE
T, ZTOTVT 4w 7 AL, TV 7 OHBNZIZEEA L7y T 7Zan,

e) FRESNTWL T LT v 7 A% AEREICMHENT 556, [HEEE (Autoconfiguration) ]
Fryv IRy I AEF AT LET,

f) [TV 4y T ATAT7HA L (Prefix Lifetime) ] T, [#iff] (Duration) ] £7-1% K% H
(Expiration Date) | %27 VU v 27 LE7,

s [ (Duration) |1: V7 4 v 7 A0 [MEHT A 7 %A L (Preferred Lifetime) | &%)
B TANLET, ZOREIE. BEDIPV6 T LT 4 v 7 ANENRbDELTT R
WY A AT HIER T, RKREIZERK T, AR EIL 0 ~ 4294967295 T3, 7
7 4V R E 2592000 (30 BI#) TI, v T7 4 v 7 AD[EHTA 7 XA L (Valid
Lifetime) A ENCTANILET, ZOREIL. FHEEDIPV6 7' L7 4 v 7 APMESET
HDHELTT RAZA AT LM TT, RAMEITERAK T, ARI7REIZ0 ~
4294967295 T3, T 7 4/V FEREIL, 604800 (7 H) TY, F7zid, [MEPRK (Infinite) ]
Frv IRy AA AT LT, RERIREZRELET,

« [%hH (ExpirationDate) |: [H%) (Valid) ]. [ (Preferred) ] HRFARINL £,

g) [OK]|Z7 Vw7  LET,

[BXE (Settings) |7 %7 Vw7 LET,

(f£E) [DAD 1T (DADattempts) ] D RE, 1~600 XK ELET, 774/ FTIHLIZ
o TWET, EHET KL A (DAD) 7ut 2525 4t —7 02T 5121, ZOfE% 012
RELET,

ZDOFXETIE, DAD B IPv6 7 RLATEITINTWARNT, 4 ¥ —7 = A RAZHHE LT
FEENDIRAN=FEEHRA v —VOKERELE T,

(fEE) [NS A »#—,3L (NSInterval) | 7 4 —/L RC, IPv6 R A /S—Eif R 24(E DR O
RIfE % . 1000 ~ 3600000ms TIRE L £,

77 /L MEX 1000 2 U BT,

(EE) ZErTREVERER A N PR AELTZE T E— MIPv6 / — RPREEAETH D &R

IREINDEE A, [BIEEREERFRE  (Reachable Time) ] 7 o« —/L RIZ T, 0~ 3600000ms CiXE
LET,
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1va—7z1z2oumzz |

T 7 4V MEIZ 0 L VR TY, valuelZ 0 2T 5 &, BIEMRERM A HIEREE S L CkE
SNFET, BEEFRERMOMEZEREL, BT 5003, 1;*’7‘/\4 ADKE|TT,
FAN—BIFEAREFI AR ET D &, FHTE R VRS ARN—2RHTEFE T, FHE2EIERTE

T5 &, ﬁﬁﬁf%iﬁb\Z%/\—%i DRI TEET, 272 L, K2 ELST5I1FE, IPV6
K F T — 7 HIE LT RTDIPV6 Ry N T —27 TR ALY ) — 2 DB BN 2 £
T, WHF O IPv6 DIEA TIX, HFEVEOEFEREITHE X EEA,

ATv79 UEE) N—& 7 RAZ A XA hOBEEIHNCT 5121, [RA ZHNZT 5 (Enable
RA) T2l Ry 7 AL T LET, V—F T RNNZA XA NOBEEFNNTD &,
RA 74 744 LLHRHREZHRETCEET,

=B T RNREAL XA b AyE—UF, V—HEEERA v E—U~DISE L L THEIR
{248 E4vE T, Firepower Threat Defense 7 /34 A TIPv6 7'V 7 1 v 7 R &4t d B BN /e
WAL HE =T AR UNFA L F—T oA A2 E) TIE, INHDAyE—VEEHTH
ENTEET,
*[RA 74 74 A 2 (RALifetime) ]:IPV6 L—H T RARZA XA N DIL—HDTATH
A LMEE, 0~ 9000 b CTRRELET,

77 4V ME 1800 BT,

« [RA A > % —,3L (RAInterval) |:IPv6 /L—% 7 RNZ A XA 2 s DIREDRM OB
Rz . 3~ 1800 B CaxiE L £7°,

57 v MiE 200 # T,

ATy 710 [OK] %227V v7 L%ET,
ATy TN [RT7FE (Save) 1227V v 27 LET,

ZAT, BB (Deploy) 127 Vv 27 L, BIDUTHT A RIHRY) U —Z2EHATEET,
i, EBRICERT L ETHMMESNEREA,

A 23— x4 AOFEMERTE
TITEH AVHE—T A ADMACT RLVADOHZEFHIE, BirfEiEta=y b (MTU) OHRE
15, FOMDFEM T A—Z DFETFETHOWTHBHLET,

A3 —T 24 ADFEMERTEIZDOINT
ZITHEH, A E—T oA ADFEMETEIZOWTHA L ET,

MAC 7 FLRIZDWVT

FEITCMACT RLRZEDV Y CCTF 74V b2t —N"—F 4 RTEXET, O—FDMACT
RLUAZBHINZERT D b TEFET,
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B 7o+ romac7riz

FT7HIL D MACT KL%

FI7 4NV EDMACT RLADE O BT, A F—T 2 ADXZAFITL o TRARY E4,
WA L X —T oA A WA X —T = A A% Burned-In MAC Address ZfffH L £ 9,

TLRA VI =T 2 A A D TLEA VH—T = A AT, BONBEMSNIZHEA v 4 —T =
AADOMACT RUABNMERHENET, MR TALNN—A v F—T =24 ZADIAFZZEHE T
&, MACT RVARY A NOEFAIZHDA X —T A ADMAC T RL R L—8
HIHEFEEINET, TEA VAT 2 AIZMACT FLRAZEIDBTHE, A
N—f B =T 2 A ZADMAC T FL AR, IV YT MAC 7 RLABMER
ET,

EtherChannel : EtherChannel D5 51%, £DF ¥ RNV T N—TIZEENDHTXTDOA ¥ —
7oA ABELCMACT RURAEZILAELET, ZOHEIZ X > T, EtherChannel | » k
D= 77V r—varkta—HH L ThI AT LY MR ET, Fy hT—7
TV — g oRa—YNS A2 5DIR 1 ODRBEG OB THY , HxDY 7D
TR LD T, A Fr R A U F—T A AT, LD ENT R T
N—T A H =T 2 A ADMACT RLAZR—F F ¥ RZ/VMACT KL AL LTHERAL
F9, FE R—F Fy 2L AL EZ—T A ZADMACT RLAZRETHZEHT
XFET, IN—TFYFNNA L H =T 2 A A=V TREFRINZHEIH AT,
—HBOMACT RLAZERTHZ EE2HRLET, K—F F¥ RV MACT FL A%
LW, v =T oA ZAZHIRT D E, EDOR— K F ¥ RAVMACT R L RTRICHE
EWNSWA S —T 24 AZEDDTD, NTFTT7 4 v I RgEiEnET,

AT H—T oA A YPEAH—T oA ADTRTCOV T A H—T A ANFE L
Burned-InMAC Address Z i L £9°, 74 ¥ —7 = AZEHFDOMACT KL A% E|
DETHZEDBRBILRDGENRD ET, &2, =X T/ X—{2LkoT
X, MACT RLRIZEASWTT 7 B AF#IZIT O 5608 HY £, /o, IPv6 ) 7 n—
N T RUAIIMAC T RLRIZESWTAERSIND D, YT A F—T =2 AT—E
DODMACT RLAZE VS THZLETIPV6 Y7 a—h)L 7 RLAL—RIZTEET,

Tz —)vA—/"—MACT FL A

MTU [ZTDLNT

INA TRAZE YT 4 THEATE S X 912, Firepower Threat Defense 7 /34 A {34 ¥ —7 =
AARZENLT VT4 TEAZ LR DBGFOMACT RVAZERLET, T/7 47 2=
FRT = — A — A LT AL LA, 2=y NST 2T 4 T B L. ZOFRT 75 47
2=y MRT 7T 47 MACT RLADERZRFG LT, 1y U —27 OUIN % H/NRIZH
ZET,

MTU /%, Firepower Threat Defense 7 /31 A BFFEDA —H Ry b f V¥ —T = A ATEET
HDRRZL—b XM a— R A XZHELET, MTUDEIX, 4 —V Ry h~y & — VLAN
AXT | FFEOMDOA— =~y FEEERWT L—LA YA XTT, =& IEMTU %
1500 IZEXE LT2GA, MESND 7 L—2 YA I~y X —%EHTI1518 31 . VLAN %
T 25813152234 FTH, ZhHD~y X —IZxHnT 572 OICMTUE % & < 3% E L 72
WTLTZE0,
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INAMTUT 4 A8

F 7%V~ MTU

NLUEZEL VN |

Firepower Threat Defense 7 /3 A (X, Path MTU Discovery (RFC 1191 DERRIZHED) Z PR —
FLET., DZ0. 2BOFA MIDOKR Y FT—2 SANOFTRTOF A AT MTU &%
TXFET, LERSTAAZRDOFR/IN MTU OREARE(L N B HE T,

Firepower Threat Defense 7 /31 A OF 7 %/ k MTU (%, 1500 XA b CT9, ZOfEIZIE, A —
P F v b~y F—_ VLAN ¥ X 7D A — 38—~ RoD 18~22 34 MIGENEHE
hoo

MIUBIXQRTZZ 7 AT — g

\)

IPv4 Cix, AP Ty FREESNTIZMIU LY REWEE, 22 L7 L—AI1C7 57
A MeEnET, 777 A NIt GARICE o TUIFHA YY) CHALTEINLET
D, 777 A MBI 4 —~ AR TFOJRRKE & 720 £9, IPv6 Tik, EH, 7y h&7
FTAMET A LT TEER A, LER-ST, 777 AL MEEBHT B2, IPST
k% MTU H A ZLLNITIN D 5 LB B D 77,

UDP 721X ICMP D4, 77UV r—a T 7 77 A MEZEBET 572012 MTU 2% &
Téﬂ\gz’)&) D ji—é«o

GE)

Firepower Threat Defense 7 /3 A A [ZAEVIZZEENHHRY | BHE SN MTU LV HREW
71/“A-ZA%§1§ Li—g—o

MTU xR 7 L—A

MTU AR EWVEE, REWST Y FEEEFETEET, N7y PRAREWVIE, Xy hU—7
DNEPRLSRDFREER DV £T, ROTA RTA 2SR LTLITEIN,
« NT T 4 w7 RADMTU O—% 1 T T D Firepower Threat Defense 7 /XA A A L X —
T2 AENT T 4T NRANDOZDMDT SR, ADA 2 H—T = A AT, MTU A
CIZRBD EOICRETH I LA HIE L4, MTUD—EIC LY, FHT A A TO/RT
DT A MENRERETE ET,

c VX R T LU= AORIE  MTU I3HRK T 9198 /3o MIRETE £§, mAMEIF
Firepower 9300 ¥ v — ¥ @ Firepower Threat Defense Virtual C 9000, Firepower Threat Defense
T 9184 T,

TNVYCHIN—T b3 T4 9 IDARP A VAR 3

TIHNVETIE, TV VT N—T DA N—DBTTXTOARP /N v SBHFRIINET,
ARP 7y N7 o —ZHIET 121X, ARP A VAT g VEAEICLET,

ARPA VAR g Nll» T, BEOHHZ—FNMDOERA ML —227%20 3% T (ARP
AT =T 4 T EMEND) OEBIETEET, ARP A —7 4 VRSN TVD L,
] WBEZTAHAZERHVET, 72621 FAMNARPEREZF— b T = A JL—
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B oco—gomerrizs—on

HIZEETHE, Y= b2 A V—FF =T =2 A L—FDMACT RLATIRELET,
7L, WEEL, =X DMACT RL AT BEE D MAC 7 KL A THID ARP A&
EARAMIEEFELET, ZThT, HEHIZX, TXTOFRAN T 740 v 7 2RITZEL TOL—
HIZHRETED LD £,

ARP A VAN v a v &aMiHTLE, IELWMAC 7 RLA EZRICBEEMT BN IP T R
VAWALET 47 ARP 7T —T7 NVNIZHHIRY | BEBEFITKEE D MAC 7 KL AT ARP i
BraEETER{Rnn £7,
ARP A VAT 3 VA Rx—TWZF % & Firepower Threat Defense 7 /3 A A [, §°XTD
ARP N7y FNOMAC T RL AL IPT7 RL A, BIOKELA »F—T = A X% ARP 7 —
TNVNDAET 7 = M) LWL, ROT 7> a 2T LET,
«IPT7 RLZA, MACT FL A, BEOHEETLA v F—T = ABARP= h ) L —T 2%
e, N7y MemmEEET,
*MACT RLA, IPT RV AR, FlidA v ¥ —7 oA A TR—ENH HHE . Firepower
Threat Defense 7 /3A A |33 > v & Fu v 7 LET,

«ARPXTy ERARZT 4 v 7 ARPT =T NVNDEDT L M L b —BLARWGEE, 7y
Ned XRTOA U HZ—T 2 RZHGIE (T T v T 4> 7) THM E£lhidkay 795 L
9 |Z Firepower Threat Defense 7 /3 A AR ETE E7,

A\

G HEOZW AL X —T A AL, ZDORF A—X W flood |2 E
SNTWDIEATHL XYy a7 Ty T 407 LERA,

TV HNL—TOMACT FLR F—T )L
Firepower Threat Defense 7 /3 A [X, WlH D7V v VEIIIAA v F LEERIZ, MAC 7 KL
A FE L TMACT FLVA T—=7NVEAER LET, T ABRT Y v ¥ F—T i TN
7 NEEET % & Firepower Threat Defense 7 /34 A 2MAC 7 RL A&7 RL A 7—7 )L
WEMLES, ZOT7—7 A TIEIMAC T RLRAEREEITLA V¥ —7 oA APEEMNT O T
W5 72, Firepower Threat Defense 7 /34 A [XT /34 ADT RUANRIRE SN2/ > MEIE
LA H =T o f ATHEETEET,

Firepower Threat Defense 7 /XA A X7 7 A 7 U 4 —)L72 DT, /N7y hOSEHEMACT RLA
WT —T W24 Firepower Threat Defense 7 /34 A Tl HE DTV » P L1 3# 20 | TD
WNTry Fe T _XRTOA L Z—Tx2ARZT7T7y RTLHZL1ETHY EEA, RDOVIT, B
SNTZT A RETTY T— 8 T R L TROAN Ty REAEBRLET,
o HEERHG SN2 T /XA A~Ds37 > | : Firepower Threat Defense 7 /XA A (35056 P 7 K
VAR LT ARP ZRZ AR L, ARPISEZZE LA v F—T7 = 22 EH LET,

s UE— K T34 A~@Ds3% v b : Firepower Threat Defense 7 /3 A {35856 1P 7 K L A~
O ping ZER L, ping 8B ZZE LA v B —T =2 A A&EELET,

TNy MERaey a3 ET,
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FTIAILEE .

FIA4IFERE

s ARPA Y AXRT v a VEFMI LGS, T 740 i TIE, —H L7V ry ME
TyTF 4T LET,

A FIVIMACT RLAT—T N NUDF T3V DEA LT MEIZS ST
7,

T ITANETIE, BALF—T A RF T T 4 v ZIZAD MACT L A% HERIZH
# L. Firepower Threat Defense 7 /31 A (Ixtn T 5 U A MACT RL A T —7 /LI
BMLET,

ARP f VAR aVEMACT FLR T—TILDAA K54V
cARP A U AXRT v ait, 7V vy V=T TOHRYR—FINET,
*MAC 7 RL A T—T7NWHRIE, 70 vy ZN—TTOHRIR—FINET,
TV IN—=TF FPTUANT LN T AT VA= ET— FTORPR—FSh

i ﬁ‘o
MTU D& E
AY¥—hkS4+ YR—rENET | HR—FrESNB K| 7R
VAR REDSA VR[N R AV (Access)
L& (Any) e Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

Fez2iF, VxR I L—LEHFATAHALIICA A —T A ADMIUE I AR~ A X LF
-éAO

AR TSR LTIHEHBZMA VA —T 2 ADFKKMIUEZZEFE L, REODEEFELREMT S
L. Snort 7READRHEEBIIN, —FHICNT T4 v DA AT a ryBRPisnET,
AR g NE, BELIEA Vv EZ—T oA AT TR, TRTCOIREH/ZHA v X —
7;4’2'@{%&%%&?“0 ZOHMNZE TR 74 v I N Ry XINdn, £l AL v
AR 2 a UIMTOATICZITEIN D NNE, FEMET A ADET VB0, V4 —T =
AADHEA TG CTHRRY 97, FEICOW L, Snort® OFEENZ LD N T 7 1 v 7 D)
VER SR L T &0,

4r & HREIIC

s MTU % 1500 /34 F XD KREVWEICEFTE TS L, HEMICU Y R 7 L—20NHFIRY
9, xR JL—ABFERATAICNE. VAT LAZY e — RTAHULERLY F9,
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B vacr rLzome

&

ATy T2
ATvT3

ATv74
ATvT5

ATvT6

Firepower Threat Defense D1 > 2 —7J =4 X |

AV TAL Y NTCAUE—T =2 A AT 5E, MTUREITEASNETA, =

L, Py R IL—LOREIFA L ITA L By MNCEELET, Py R 7L—AIC
XA T4 A0 =T A ATHK 9000 314 hD/ry hEZETEET, Vv
R 7L —LEHBITHIE, T_XTDOA X —T A ZADMTU % 1500 34 P LD K
TVMEICRET D2HERH Y £7°,

FIE

[T/34 R (Devices) |>[T/\1 REHE (Device Management) | Z3®R L, flif 9 % Firepower
ThreatDefense 7 /XA ADMRET A 2> (&) #7 V7 LET, 774NV IT[A L F—T =
4 A (Interfaces) | ¥ 7 MNFER I N TVET,

WMET DAL H—T oA ADRET A2 () 27V v LET,

[—#% (General) 1% 7 T, [MTU] % 64~9198 /XA MIFRE L E¥, A KMEIZ Firepower Threat
Defense Virtual Tid 9000, Firepower 9300 > ¥ — < |- ® Firepower Threat Defense Ti% 9184 T
ﬁ‘o

F 7 4V MBI 1500 /34 kT,
[OK| 27 VU v 27 LET,
[fRTF (Save) |27 U w7 LET,

ZhT, BB (Deploy) 127 Vv 27 L, BIVYTHT A RACKRY —ERBEATEET, &
Hix, FERICERT L ETAEMEINLEE A,

MTU % 1500 31 N Z M2 AHEICERETHHAIE. VAT 22— RLTYVvY R 7 L—24
PHENMCLUET,

MAC 7 F L ADEKTE

ATvT1

ATy T2
ATvT3

ATvT4

MAC T RLZ2ZFETEH VY TLHZ LBRMELERDIGENRH D £,

FIE

[T/34 R (Devices) |>[T/\1 REHE (Device Management) | Z3®{R L, i 9 % Firepower
ThreatDefense 7 /XA ADMRET A 2> (&) #7 V7 LET, 774NV IT[A LV F—T =
4 A (Interfaces) | ¥ 7 MNFER I N TWVET,

WMET DAL H—T A ADRET A2 @) 27V LET,

[Advanced] # 7% 27V v 7 LET,
[ (Information) ] % 7 NN N TWET,

(7277 477 MACT RL- A (Active MAC Address) ] 7 4 —/V FiZ, MAC 7 FL A% HHH
FBATHELET, HiZ16 £y b 16 K TT,
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245 ¢vo AP ke ]

7=& 21X, MAC 7 KL A2 00-0C-F1-42-4C-DE O34, 000C.F142.4CDE & AJ1LF4,
G¥)  [AZ XA MACT KL A (Standby MAC Address) ]88 K YNDNS/L > 7 7 v~ (DNS

Lookup) | IEBIRFRCITMEH I EH A,

ATy TH
ATvT6

[OK] &7 Vw7 LET,
[fR7F (Save) |27 U w7 LET,

ZHT, [ (Deploy) 127 Vv 27 L, EIVYTT
Hix, FERICERT I ETHEMEINLEE A,

NARIRY = RHATE LT, £

AATF4v2ARP T R DEM

AR—h+ 514 € YR— b ENET | HR—FENE K| 7O ER
R ERDZA 2R |4 R AT (Access)
& (Any) ML Firepower Threat | {£-& (Any) Access Admin

Defense Administrator

Network Admin

FIHN T, TV P TN —F DA R—DTTXTDARP N v FAFFATENET,
ARP "y O 7 a—%HHT 521X, ARP A VAT v a v EHMZLET (ARP A A
R aVDORESHK) . ARPA VAT g id, ARP/X7 v %2 ARP T —7 /LD AH
T4 v ARP T hU LU 9,

N—TFT v RA L E—=TxA ADEPHR, AXT 427 ARP= MU EZATJTEETN, BFIL
HAF vy = N THSH 'C?“ =T KA U F—T x4 ADGE, BEERIINLT-H

ANy NERETATEDICARP F— 7 ANERAINE T, EEFIZIP T KL AT

iy NOFRACETRBI L E T8, 4’%4%4“"\ v MBI DEBED Ry MEfEIX, A —H v b
NMCT%VX WIRTF L E 9, w%&itiTXFi H#EER SNy U= Ty
NEEUETAMERHHHAE,. IPT R WZREAHT B 72 MAC 7 KL A& 2R4 5 ARP

%*%%EL\M@E%K%ofﬂﬁ/b%WMCTbvx EMELET, AR MEREFL—
ZIZIZARP T — 7 ADMEE SN D=0, Mﬁﬁm%@N&/h”&’Mw%ﬁ%%ﬁﬁéz
%i%@iﬁh ARP7—7 /UL, ARPJEEN Ry NU—7 ETEESINDTZRNNIH AT I v
E%ﬁéﬂ’bi‘@“ —EMMER SN2 o= MU, 5’4’A7'71\Li‘§“ T hUMN
EL<&w A (FeziE, TEDIPT RLADOMACT RLANERSNTZBAERY) | #Hr
kaﬁfﬁﬁéhém IO NIMBALT T NTHLERH Y E7,

N7 AT Ly N E— ROHGE, FB KT 7 1 v 7 72 £ O Firepower Threat Defense 7 /31 A
L OO NZ 7 4 > 71T, Firepower Threat Defense & ARP 7—7 /v DX A} v 7 ARP =/
M DOHEFERLET,

1RO BRI
ZOBET, ARTEA L F =T 2 RAZONTOMEMTE £,
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B somac7 rLzoEmE FSURRFLU R E—ROTY v ¥ JL—TD MAC 2B OEMIL

ATy

ATy T2
ATvT3

ATv74

ATy TH
ATvT6

ATy 717

ATvT8

ATvT9

FIE

[T/31 R (Devices) |>[T/31 AEHE (Device Management) | %R L. {19 5 Firepower
ThreatDefense 7 /XA ADMRET A 2> (&) #7 V7 LET, T74NVET[A 2 F—T =
A A (Interfaces) | Z 7 NI TWET,

WMET DAV H—T2A ADRET A2y (&) 27V v 7 LET,

[F£#l (Advanced) 1547 %2 Y v/ LT, [ARP] 47 %2 ) v LET (FTUAAT L2 b
F— FTlX, [ARP & MAC (ARPand MAC) ]) .

[ARP #% € % B/l (Add ARP Config) 1% 27 U v 27 L%,
[ARP i E % B/ (Add ARP Config) | ¥ A 7 /ARy 7 ANRFRINET,

[IP 7 FL & (IP Address) | 74—/ RIZ, RAMDIP T RLAZ AN LET,

[MACT FL A (MACAddress) ] 74—V RIZ, RAFDMACT RLRAZ AN LET, =&
ZI1E. T00e0.1e4e.3d8b) DX HIZASH L ET,

IOT RLVATTRFY ARP (7T HI121E, [=A4 VT AZH%ZT 5 (Enable Alias) ]
Frv IRy I AEF N LET,

Firepower Threat Defense 7 /31 A%, fEESNIZIP T RLUAD ARP ERAZ(ET H L, fiE
ENTZMACT RLATIEELET,

[OK]ZZ Vw27 L, KIZHH—HE[OK] %7 V> 7 LT, [FEMEEE (Advancedsettings) ] 7%
L7,
[fR7F (Save) |27 U w7 LET,

T, BB (Deploy) 1227V v 7 L, BIVETHT AL RCHRY) v—aRETEEST, £
L, EBRICERBET A ETEMESNEE A,

FMIMAC7 FLRDEME FSVARTFLY M E—FDT YD JIL—TDOMACEE

DENIE

AX—hk 354t YiR—bEINDT | HR—bShEF| 7O LR
3 WREDSA VR |1 R A (Access)
& (Any) e Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

WE . MACT RL AL, BHEDOMACT RLAMBD T 7 4 v I RA B —T =4 AT A>
72E X2, MACT RLA T—7)WZEIMICBMENE T, MACT KL R F—= 7 &%)
T D ENTEET, 2L, MACT RLARERAZT 4 v 7 27— /MBI L0 nE
Y. K774 v 71X Firepower Threat Defense 7 /N1 A Z @M CEX £ A, AHXT 14 v 27 MAC
7 RLVAIE, MACT RLA T —=7)WZIEMT 52 T&EET, A¥T v 7 = N &iB
MFTDHRED 122, MAC AT —7 4 U ZIZHILTEDLZENBV ET, AFT 47 =
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ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy 717
ATvT8

X1 TADEE/NTA—FDERE .

FYVERIUMACT RLVREZRDSV FA TV I, ZFOAEZT v 7 = M UIC—F LA
VHE—T 2 A AT T 4 v 7 EFEELL D & LA, Firepower Threat Defense 7 /31 A 1%

F97477%FD97L\VX?A%yﬁ—V%EﬁLiTOX&?4V7MGIVLU
ZBINTAEXIC (RET 497 ARPTY U DB (41 ~—) #BWR) | AXZT 4 v
J MACT FLA v hJIEMAC 7 L X 5 —7 Lz ABIEIEMN S E T+,

1R BHHIIZ
COWEIL, ARMTEA LA —T 2 A RATOWVWTOREHATEET,

FIE

[T/34 R (Devices) |>[T/3\1 REHE (Device Management) | 23®R L, {9 % Firepower
ThreatDefense 7 /3N ADfRET A 2 (&) 27 Vv 7 LET, 774V RTA ¥ —T =
4 A (Interfaces) | ¥ 7 MR I N TWVET,

MET DAL H—T oA ADRET A2 @) #2277 LET,

[ZEM0 (Advanced) 1 # 7% 27 U v 27 LT, [ARP & MAC (ARPand MAC) | ¥ 7% 27 U w7 L
e 8

(EE) [MAC 7—=27%HhZ3 5 (Enable MAC Learning) ] T = v 7R v 7 A& 47|
LTMAC 7—=v 7%z LET,

ALT 4 v MACT RLAZBIMT 521, [MACEEX BN (AddMACConfig) %7 U v

7 LET,
[MAC & E% B/ (Add MAC Config) | ¥ A 7 a2/ HRy 7 ANEREINET,

[MAC 7 KL A (MAC Address) | 7 4 —/V KiZ, RARMDMACT RLAZ AN LET, =&
ZI1E. T00e0.1e4e.3d8b) DXL HIZANLET, [OK]ZZ Y v 7 LET,

[OK] %7 Vw7 LCEEMEREL T LET,
[fR7F (Save) |27 U w7 LET,

T, BB (Deploy) 1227 Vv 7 L, BIVHTHT AL RCKRY) v—aRETEET, £
L, EBICERBET A ETEMESNEE A,

X1 TADRENTA—FDHRE

AX—hk 54 € YR—bENDT | HHR—bSNEF | 7O EX
VAR WREDSA VR |11 R ALY (Access)
& (Any) ML Firepower Threat |{f-%& (Any) Access Admin
Defense Administrator
Network Admin
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B cx2v7onE51—s0%E

ZOHETIE, IPAT =T 4 VT ORIERE, ZRT7 T 7 AN VT v TIVOFALE, B
YXO[FTT v b7+ —28E (Platform Settings) ] TT/NA A L-YULTRESINDT 7 4V b
DT TT A FNREDA— =T A RHFEOWTIBALET,

FOFRT—D424

ZOHETIE, /X =Tz A ATZ=F Y AN I NR—ZANRNR T TU—FT 4T (=Fx R
NRPF) ZHNCLET, 2=F ¥ A NRPFIL, VW—T 4 7 T—T/WIZH - T, TXTD
NREy MBRELWEETA LV —T 2 A A L—BTAEETLIP T FLAZESTWAZ L%
WERL T, IPAS—T 47 Ny PR RIEERIFETIP T RUVARMEH L, EBEOXEET
KT 22 8) PoRELET,

i#% . Firepower Threat Defense 7 /NA A1, /X7 v NOBRELEEZHET H & XI5 ET FL A
ETEMNET, 2=F v A FRPFIL, HEETT FLABHFRD L OITT A AR LE
T, FD7d, VN—=RA A 73 U—F 17 (Reverse Path Forwarding) & FEEILE T,
Firepower Threat Defense 7 /3 ADEBZFFA[T 5T XTHO T 7 4 v 71O\ T, FEFLT
RLRIZRDN— bET SA ADN—T 4 T T =T MEDDUERD Y £T, FEMIZON
Tid. RFC2267 #ZML TS ZEW,

7o & 2IE, M N T 7 4 v 7 DA Firepower Threat Defense 7 /NA A LT 7 4 /L bk b— h &
AL C2=%% X FRPFIREDEHZMT-T I ENTEET, NT 74 v I BINTA 2 —
Tz A ANBAY BETLT RLAPIL—T 4 VT T —T MR NGE, T3 AXT 7 4V
M—REEHLT, MM F—T oA A EETA o F—T 2 A AL LTIELLSF#BIL E
D

N—=T 4T T=TNMZHBHT FUANPLINEA =T 2 R T T4 v BN, D
7 RUARRNEA 2 —7 = A ZZBHEAHT 50TV 54854 Firepower Threat Defense 7 73 A
I ATy e Rry 7 LET, RIS, REOKRETT FLANLRIA ¥ —7 = A AT
N7 4y 2B AST28A/E,. BT H0—F (T7310 b —18) BAHEA A —T oA R
ERLTWDIED, A A3y haE Ry 7 LET,

=% ¥ A MRPFIX, RO KO IZEEEINET,
s ICMP X7y My v a rBNgnizd, lxoRry MITzv 7 ShERA,

«UDP & TCPIZIiZE vy a v Bbdlcd, DO/ 7y MIL— vy 7T v T R%NE
T9, By va rHRICREIETLHEO Ty NI, By aro—H e LTRRESATHD
LEEAFEOREBELEH L TF =y 7 SNET, &HDONT Y NUSORT » ME, &IOS
oy FERIUA UV H =T 2 A RZBIBE LT L2 RGET AT = v 7 SNET,

Ny EHEYDITISTA R

7 7 % /L N CiL, Firepower Threat Defense 7 /34 AL 1 DD IP /N7 v MIOEHFK24 D7 F
TAVRNEFFAIL, K20007 77 A ") 72T VRELEFFA LET, NFSover UDP
BE, TTV = ayRAENIAY Yy NET7 T 7 A MET 58I, XAy hUY—2TT
TG A MEEFATAMERDDET, ZFE L, VT 7407 %7577 A METHT Y
F—a URRWEEEX. 7 T 7 A 2 kA Firepower Threat Defense 7 /3 A % il C X 72\ K
NCTHZ LB LES, 7T 7 A Meshiz"7 v ME, DoS HEIZ L b %

D

IS5A kD) TEVTIL
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w2y 708 5 s—a08E ||

Firepower Threat Defense 7 /31 AL, WICRT T T 7 AL MU TR TN TFrv A2 FETLE
ﬁ—o
cPTTTARNE TTT Ay MBS ET, FREFIHA LT T MHEKES
fRidd s EFCESNET,
7T A My PBMERENDS L. By MR L TESET =y 7 R3FfTSNET, &
NoDOF =y 723, B, 7 A—"—Tn— Fz—r F—"—T7n—FnTh
bEEREREA,
« Firepower Threat Defense 7 /3 A T3 2 1P 7 7 7 A 2 ME, BIZERIZV TR TV
SNET,
s [BET T A2 b UT 7 (Full Fragment Reassembly) ] 23N L STV D54
(T 7NV bK) . 777 A My NI, EHICART L7202 b T AR — Mgllissk
SINET,
s (BT TV A2 b YT LTIV (Full Fragment Reassembly) | BNAZMEIN TV D4,
77 A by ME, BROICH—OIP Ty MG INET, ZOH—-DIP Ty
I, SOICET 272D b T o AR — MNEIIEE SN ET,

1R BHHIIZ
COWEI. ARITEA L E—T oA ZATOIRMEATEET,

FIE

AT T [T/8(4 R (Devices) |>[T/ 31 AEHE (Device Management) | %3%R L. #1192 Firepower
ThreatDefense 7 /3 ZADfRET A 2 (&) 27 Vv 7 LET, 774NV FTA ¥ —T =
A A (Interfaces) ] Z 7 NN TWET,

ATV T2 WETHA A —T A ADHET A2 (&) 7 Vv LET,

ATv T3 [FFM (Advanced) 1% 7 %27V v 7 LT, [EX%=2VUT 4#RE (Security Configuration) | % 7 %
7y 7 LET,

ATV TG 2=2F v ZA N UN—RNR T3 T =T 4 VT H2HHCT DL, [T F AT =747

(Anti-Spoofing) | F = v 7Ry 7 A%k F NI LET,

RTYTS FRTTFTIT A VTR TVEREMET DIIE, BE7T 7 A V7' (Full
Fragment Reassembly) | F = v 7Ry 7 A &4 2L ET,

RATYT6 RNy NTEICHFRTH I T AL MUEERTLHITE, [TIANVK T T T A RREDA—
/N—F 14 K (Override Default Fragment Setting) | T = 7Ry 7 A% 42 LT, RITRTIE
BRELET,

e AKX (Size) VT BUTNEFETHIP YT TV T — 2 _X—= R AT REZR /N
Ty NORKREERELET, 7740 ME200TT, ZOEE VICRETDHE, 777
A MM ESIET,
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Firepower Threat Defense D1 > 2 —7J =4 X |
B rsosstors—7zq208E

« Fx— (Chain) : 1 DODRFERIP X7y NMITZ T T AL METE DRy Mg
BELET, 74V ME24 %47~ T,

« XA LT 7K (Timeout) : 777 AL MEEi= 7y NEENBEIET S £ TRH%T 5
KRB EIRELET, XA ~—I%. 77y NORHIOT T 7 A SORERICEB SN
FT, HELIERERETIZBE LR oTo\ry N7 T 720 NRHD5E, BlIEEHAD
TRTONRTy N 777 A MPRERINET, 774/ MISHTT,

ATy FT [OK]Z27 V7 LET,
ATv T8 [R1FE (Save) |27 U w27 LET,

T, BB (Deploy) 1227 VU v/ L, ED Y THEF AL RCKY —wEBATEX S, &
Hid, EERICRBET 2 ETHEMMLSNERE A,

IPS DAFIEDA 32 —T x4 ADETE

IPS DB DA v A —T =2 A ATX, RNy T A X —TxA A, /Xy 7 ERSPAN A
RB—T A, A FA Yy NERETEET,

— > N O —
A5142 Y RDIN—FHYTFT INLINR[ZDUVT
Firepower 9300 38 X (4100 U —ADRFEDA L F—T 2 A XA EVa—)b (T4 &y
FOFHESME (47 X—2) 2] TIE, N— v =7 AR E AR TEET,
N= R =T NARZF, AFERFICNT T4 v I3 TA o A Z—T = A AT R T
NFeTDZ LR LET, ZOMEIX. Y7 by =T 30— RU = TEEORAERC
Fy NI — I B A MR T D 7O TE £,
N—FRDxT7 INAIRR M) H—
N=RT 2T NANRZFROTFTIVATRIT—SNDTERHY ET,
» Firepower Threat Defense 7 7'V r—ya D7 T v a
s X2 VT 4 BV 2 )LDOHEH
« Firepower 4100/9300 > ¥ —> OV T v/ =
« Firepower 4100/9300 > v — OFREIE /2137 v 77 L — K
« FEINU H—
» Firepower 4100/9300 > v — 3 OFE K

et X2 VT 4 EYa— L DEHEK
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| Firepower Threat Defense D1 > % —7 = 4 X
N—Es 7 13452021 v F+—r— [

N=F2LT7 NAIRADRA Y FFH—\—

HEOEHNONAN— R =27 NA RGPV EZ &, FENA— R0 =T NA X205
WHEOBEMICE LI ZIZ, N7 40w 7 BB T S rTaetEn 0 £, RO E
SICHEE B2 DAREMENRH DN OPOER DB H Y £7, 72& 213, $A— o8 x T
=gy, VI 2T —RT RN ADEA I T EEDL BT AN 04T
TAHIANY T R— R F—DEIE, A=Y —Tabhaltoar R —Cc A B A
FIv I =T 4T Fabhalpar A A—2 0 R8T, ZORIL, HEER%B L2
ERHY FET,

Fio, BEHOBEIRST-HTEROI Yy FA N =& HE &I, 7V r—va v
O =7 — RN TN N5 2 E0nH 0 F9,

Jx—I)LtE—2 ¢, N—FKH 7 N[/ R
AT4 8y M, [Tx—nk—7] LMEIND Y7 by TEERENGENET,
IPSICY 7 FU 2 TEENHLLIGEAIL. VT VAT AL TA v IA L BY DT T 4w
7 OW@NERESH, T2 —T AT g Lo T RTINS £, T —
NE—71%, )= KU =7 /31 /3Z (Hardware Bypass) [#ECHHR—hEInd A ¥ —7 <
AAXARTDHTIR, Zy T EFE—FDObDERSTAATOS L F—T =2 A XTTHR—F
ShEF, N—RT =T SA8R
[/~ R =7 /34 /XA (Hardware Bypass) |#EEZEH T 5 &, EEBIFREDRRE S NZ Y
TRy =T EEREON— R 2 TEERICNT 7 4 v 7 BN iNET, 72— tE—7% KV
H—F5Y7 by =T OREEIX, [/>— KU =7 /343X (Hardware Bypass) |#&REZL KU H—
LEH A,

IN—FDITT7 INAINADART—R R

VAT AOBFREBAS TODEGE, NA/NALEDIEN— R =27 NARRADAT —H A%
RLFET, LED OFBHIZ OV TlE, Firepower 4100/9300 > ¥ —3 O R¥ = A v &S LT
<TZEv,

A1o54 2y FORHREH

N=F7LT7 N4 N DYKR—F

Firepower Threat Defense |X, A FOETNVDORKFED Ry NT—7 FEV 2 —NVDA L H—T A
AXTTNAN=RT =T NARRX EZYR—=FLET,

* Firepower 9300

» Firepower 4100 2 J — X
INHLDETNATHR—FINTVDEN=RT =T NANZA Ry NT—7 £V 2—/VFLLTF
DERY T,

* Firepower 6 "— F IGSXFTW Xy hU—27 £V a—/L VT NVTUA R
(FPR-NM-6X1SX-F)
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Firepower Threat Defense D1 > 2 —7J =4 X |
B resems—oz0z051 K54

« Firepower 6 78— h 10G SRFTW X NV —7 £V a—/L 7NV TUA R
(FPR-NM-6X10SR-F)

« Firepower 6 78— F 10GLRFTW X NU—27 £V a— /L VTV TA K
(FPR-NM-6X10LR-F)

* Firepower 2 A" — F 40G SRFTW Ry f UV —27 EV 2 —/L T LTA R
(FPR-NM-2X40G-F)
N R =T NANR TEHUTOR—F XTOREHTEET,
1 BXU2
3B LV 4
SBIUE6

IPSERA VA—T A ADHA FS14 Y

— BB HA K14
cIPSEEFHA L X —T oA AIWWEA L X —T = A AT &Y A— k L. EtherChannel, T
A B —T A A, VLAN 2 P2 TEEH A,
sIPSEHAA v F—T A AL, V¥ —TEBIOVYy—I NI TFAKXY T THR—FE
ﬂ\ijﬂo

N—FE2zTF7 INMIRADHA FS14 >
e N—RT 2T RANRZAR—=FI, A TA 2 By hTORPER—FENFET,
e N— KR =7 XA A R— b % EtherChannel ®—#{ZIXTE £H A,

s VXY NI TAZY T TR P ERET, Yy —YNORBEOL= y MOREEN S
ETDE R=HMEIN=FRT 2T NANRR =PI £7,

c JTAZANDTNTO=y MIEENBETLH L, ka=y F T A—Ru=7 4
NANBMIH—=S3, I 74 v 2 Fpl&Esmm L7, 2=y "R ERTLE, ~N—
RO 27 NANRRNFTAZ N FT—RIRERVET, L, 77V 5= ar T 74w
I =T DOV NEFEHTDE, TNOOERRNUIN S, FELTIXLERD L5
DD FET, REERN 7 TAZ 2=y MIURFEEINT, 2=y "R N7 7 4 v 7 &3]
SNTZT TV r—va T b0 E LTHBITE Wz, EmiguranEzd, b
T774 v 7O Ry FEREBETHIZE, T v a v R_XR— 20— L ORD Y IR —
FAR=Z2DON—ZHEHLET (BEICEL TWD5HE) .

cm A AMEE—RFTIZ, "= U =7 NAANR TP R—-FENTWVERA,

. Firepower Threat Defense D1 > 2 —J = A X



| Firepower Threat Defense D1 > % —7 = 4 X
RyoTwsaRs -7 4 20%E [

Ny TIPSERAA VA —J 1A ADNETE

A¥—hk 54 € YR—bEINDT | HR—bShEF| 7O LR
VR EDSAEUR|INL R Ay (Access)
L& (Any) ML Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

2T, ROFECHOOTHALET,
AU BT R LET, T AN P, A v B —T = AT

e AU H—T 2 A AF— FENN v T EIXERSPANICIRE L3, ERSPANA V' #—7 =
A ADEATE, ERSPAN/XT A—X L [P T RLAZRELET,

s MTU Z#2ZH2 L TLZEV, T 740 FTiE, MTU X 1500 31 MIEREINET, MTU
DFEANZHDONWTIZ, MTUIZDOWT 36-3—) 2B LTLFEW,

cFREDOHE L “HiEE EHTEL2HE) aRET D, 774NV MTIEH, HELT 2T
Ly 7 XX [BE) (Auto) JICERESINE T,

Y

(G¥)  FXOS ¥+ — E® Firepower Threat Defense D #5{31%, Firepower 4100/9300 > v — 3 THAD
AUH—T oA AREEMER L ET, MOV TIX,  [Firepower 9300 configuration guide ]
ZZRLTLTEE,

1R BRI
*ERSPAN A v Z—T = A AL, TRAANBNL—T v R 77 AT T4 —)LEF— RiZ/poT
WHEXIZOREHTEET,

* Management Center (BN L7, T/3 ZAOYBEA L X —T = A AEELLIZGAE, [

VB —T x4 A (Interfaces) | ¥ 7 D LIZH D [T /34 ANHDA 2 Z—T = A ZAD[AH

(Sync Interfaces from device) | R ¥ %27 Vw7 LTEDA X —T A4 AU RN
THULENRDY £,

FIE

ATY T [T/AL X (Devices) |>[T/\1 REHE (Device Management) | Z3%#{R L, {79 % Firepower

ThreatDefense 7 /3 A ADMRET A 2 (&) %7 Vw7 LET, 774NV ETC[A ¥ —T =
A A (Interfaces) ] % 7 NN TWET,

ATF9 T2 WEITIHA L H—T 2 ADRET A @) 27V vy 7 LET,

ATYT3 [EF—FK (Mode) | kry 7 &7 URAKNT, [/Xv 7 (Passive) ] £7-(% [Erspan] Z 3 L
ij‘o
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B cooopssmris—TzqzomE

ATvT4
ATy Th
ATvT6

ATy 717

ATvT8

ATvT9

ATy 710
2TFv TN

ATvT12
ATy 713

[£%) (Enabled) ] F =y Ry 7 ZA&2HF LT, A2 —T A ZAEHMELET,
[4 7] (Name) | 7 4 —/V RIZ, 48 LFLINTLRIZATILET,
[BEx=UTF 1 Y —r (SecurityZone) | R v 7Z o VA NNLEX2 T 4 V— 0 &k
WF 200, Bl New) 1227 Vv 7 LT, FriLnkxal7 0 V=0 aBMLET,
(EE) [ (Description) ] 7 « —/V RIZEAZBML £,
AL 200 SCFLAN T, BATE AN TIZ AT TAALET,
(&) [~ (General) ] # 7 T, [MTU] % 64 ~ 9198 /XA M D TEE L £7, Firepower

Threat Defense Virtual 35 &2 () FXOS ¥+ — 3/ _E® Firepower Threat Defense D354, fx KAEIE 9000

7 )V ME 1500 XA R TY,
ERSPAN A X —7 = A ADLGEIL, IRONRT A —H ERELE T

«[7r—ID (Flowld) ]:ERSPAN F7 7 « v 7 Z4iET HTI-OICE G L sty va v
WZEoTHEHENSID #, 1 ~1023 D Te&ELET, ZDIDIEL, ERSPAN it »
VarRETOBANTLHILERD Y £77,

«[V—AIP (SourcelP) ]: ERSPAN 77 ¢ v 7 OikfEme LTHMESNDIPT FL A%
HELET,

ERSPAN A % —7 = A ZADYEIEL, [IPv4] X 7 TIPVA 7 KL AL~ A7 B2 ELET,
(f£E) [~ K7 = 7k (Hardware Configuration) | #7427 Vv 27 LC, Ta/ L v 7 A
LHEARELET,
EWREELT 27 Ly 7 AT aidn—Ry=TI2L-oTERY ET,
[Ty 7 A (Duplex) |:[4 (Ful) ], [ (Half) . E£7X[HH) (Auto) ] &%
LET, 774/ MI[HB) (Auto) 1 TT,

« £ (Speed) ]:[10]. [100]. [1000], F7/=IZ[HE (Auto) | Z&EIRLFT, T 741k
X [HE) (Auto) 1 T,

[OK] %27 Uv 27 LET,
[fRTF (Save) 1227 U w7 LET,

T, &R (Deploy) 127U v L, BIWHTET A RCRY V—2RATE T, £
B, EBRCRBET O ETAMEShEE A,
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IPSERAA L 8—T x4 RDA >S54 >ty togE [

PSERA VA—T A ADASA2 Y FOETE

A¥—hk 54 € YR—bEINDT | HR—bShEF| 7O LR
VR EDSAEUR|INL R Ay (Access)
L& (Any) ML Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

IITEHE. AV TA Ly MOBITE 3200 v X —T7 = A5 L TLATTEA
JET, Fo R LT, Y R—FENBA L Z—T oA AXTIZH LT A=K7
INANRR ZHEDNCTDHZ ENTEET,

GE)

ATy T

ATvT2
ATvT3

ATv74
ATvTh
ATvT6

FXOS ¥ % — 3 L ® Firepower Threat Defense D551, Firepower 4100/9300 3 ¥ — ¥ THAD
AVH—T oA AREEWRLET, FEMIZOVTIX,  [Firepower 9300 configuration guide ]
AL TS TEaN,

1R BHHEIIZ

« Firepower Threat Defense f > 7 A > X7 A ¥ —7 = A A|ZHEHiT 5 STP X AA T
’ﬂbf&nmm&m%&ﬁ?é LEBEIOLET, ZOREFT, N Ry =T A8
A DR ENFHZF R TAA N AR 2 FfME T E £,

» Management Center (21BN L721%%, TN ZAOYEA X —T = A AEER LA, [1

v H—T7 A A (Interfaces) | X 7T DELIZHD[TNAANEDA L Z—T = A AD[EH

(Sync Interfaces from device) | ARF¥ %27 Vw7 LTEDA L Z—T A4 A U R NEEH
TLOMENRD Y £7,

FIE

[T/34 R (Devices) |>[T/\1 XEHE (Device Management) | Z3®R L, fliH 9 % Firepower
ThreatDefense 7 /3 ZDfET A 2 (o) 27 V7 LET, 774NV I TA U F—T =
A4 A (Interfaces) | ¥ 7 NFER SN TWVET,

WMET DA L F—T oA ADRET A2 @) 27V v 7 LET,

[F—F (Mode) ] Fry 7y URARMT, [Z2L (None) ] ZERL £,

DA BE =T 2 A REA L TA By MIBENTLE, 207 4=V RIZE—FRDA T4
VIRERINET,

[5%) (Enabled) | F=v7 Ry 7 A&EF NI LT, £ ¥ —T =2 AEHMLLET,

[4 7] (Name) | 7 « —/V RIZ, 48 XFLINTLRIZATILET,

[ExXx=UT 4 —> (SecuntyZone) 1k 7H URARNT, X270 Y — &% R
T50, [FiEl (New) 1227V v 7 LTHLOWEXR 2T 4 V—rZBIMLET,
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B rsemos—oz0z000540 vy roRE

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12
ATy 713

ATy 714

ATv 715

ATy 716

ATV T

(f£&) [ (Description) ] 7 4 —/L RIZatHZ BN L £,
ALBAIE 200 SCFLIN T, dAT2 AN TIC 1T TALLET,

(f£E) [~ K7 = 7k (Hardware Configuration) | #7427 Vv 27 LC, Ta/ L v 7 A
LHEARELET,

TEHEREELTFa Ly 7 AT g in— Ry =T7Icko TR F4,

[Ty 27X (Duplex) ]:[4 (Ful) ]. [} (Half) ]. £721X[AE) (Auto) ] 3R
LET, 774V MI[EE (Auto) ] TT,

« [ (Speed) ]:[10]. [100]. [1000], F7/=IZ[HE (Auto) | ZEIRLFT, T 741k
X [HE) (Auto) 1 T,

[OK1 %27 U v 7 LET,
DA E—T A RIHK L THOREREIIITHOR N T E 0,

ATA By MCBMT22FHOA X —T A ADRET A2 (&) 27V >v7 L
e 8

BOIDA VB —T oA AT DREEITVET,

[f>FA4> v b (nlineSets) | #7 %27V v7 LET,

[f> T4y BN (AddInlineSet) ]2V v 27 LET,

(1T A4 2ty BN (AddnlineSet) | Z A T R Z Ry 7 AN, [~ (General) | ¥ 7
BINENIREBCRRINET,

[4#1 (Name) | 7 4 —/V RiZ, &y NOARIZATILET,

({LE) [MTU] % 64 ~ 9198 /N1 R D TEW L E£7, Firepower Threat Defense Virtual 35 & Y
FXOS ¥+ — 3 _E® Firepower Threat Defense D354, i KAE L 9000 /XA ~ T3,

77 )V MEIZ 1500 /XA h T,

(EE) oV —REERERNT, b T 740 v 7 BRHEASARALT, T4 AZWBTE S
I wkEETsIciE, [7o—vkt—7 (Failsafe) | F=v 7Ry 7 A4 A2 LET,

EHXAET A AE, WE I 7 4 v 2 Ny 77 aE=4 L, TNLDONy 7 7 B3l THD
Lra i3t 2 A N2 LET,

(fEE) [/ 73A (Bypass) | E— FOGE, ROWTNNOF T a 2 EIRLET,

o [M25h (Disabled) ]1: N— R =7 NANRZABYHR—FINTWNDEA U F—T = ADE
BIEN=RT =T NANRRZINCRET D EENA—RT =7 S, XA R R—
FENTWRNA L E—T =4 AZEHLET,

«[AZ 134 (Standby) ]: VA — RSN TVWEAL L H—T = f AD N— KT =T /34 %

A G AL UNARBICRELET, "RV =T NANRNRA A E =T 2 ZADNT DI
FoRENET, AFXUNAREDEAE, NI —AXRVIBRRETHET, /¥ —T =
A ATEFIEL R D E T,
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IPSERA > 2—T 14 2AD1 54> 2y kBt [

« [23A X AEEH] (Bypass-Force) ]: A X —7 = A A T & FE CHREIFIC A SRR TE
WCLET, [1 742 &y b (nline Sets) ] % 7 Tl [231 7SR5 (Bypass-Force) ]
FT— RFIZR>TWAEA L H =T 2 A AXTIH LT [IE (Yes) | BFERENET,

ATy T8 [EHAEESRA X —7 = A A X7 (Available Interfaces Pairs) ] fEHIKCT~<7 %27 U v 7 L., [1B
m (Add) 127V v 7 LTCEIREARAA > H—T x4 AT (Selected Interface Pair) ] fEIKIZ
ZOXT EBELET,
ZOFEEIZIE, E— R[22 L (None) JIZHREISNTWDARNIEA v Z—T7 =4 ALEZ)
oA B —T 2 A A THRE/R T X TOXT RERINET,
ATY 719 ({EE) [FF# (Advanced) ¥ 7 %227 U7 LT, ROAT v a v RTA—HEFRELET,
«[#v 7 EF—F (TapMode) |: AT A4 Xy 7 E— RIZERELET,
FUA L TAy By bTCIOFT v a v LR TCP R 2 AT 22 LIFTE RN
ZEICEBEL TN,
o[V AT — FDf5iE (Propagate Link State) ]: V> 7 AT — MDOLBEEFRELET,
VoI AT = DIREIZL ST, A0 T4 8y hDA U E—T A 2D 1 D0FIEL
A AVTA L AVE—T 2 A ARTO2BEADA L F—7 = A 2 BB IR
LET, FILicA v =T oA APFHWEETLE, 2BHDOA X —T =4 A HE)
BICEBILET, DED, 1ODA 2 F—T 2 AD) 7 AT — "N ELTDHE, T
A AZZOEERM L, TOBIICAEDbE DA v H—T 2 A ADY V7 AT — b %&
FHLET, 727250, TAALANDY V7 AT — FOEEMBESN D T THRRKA4F )
DET, BEEREORY NU—2 TRA ZAZHBICHET TN T 74 v 7 EFHAL—T 1V
TFTBHELIN—ERRESNTWAELHIOEWR Yy NT—TBETIE, Voo AT —
N OAREDR RN T,

o g% 72 TCP 9 (Strict TCP Enforcement) | : TCP Ok F = U 7 ¢ Z & KRIZENT 720
(2, BB RREIZ AN TEET, ZOBREII3 VoA N Ry oA ZRET LTHRN
Bir Ty LET,

BB TR Oy bbb TRy 7 SVET,
3Tz A N R A THFET LTORWEEREOIE SYN TCP /37 v K

o LARUED SYN-ACK ZiEET DN TCP #ft DA =3 = —Z B iEE S -7k
SYN/RST /34 k

« SYN D#%., v a L OMESLENIZ TCP #5iD L AR X bHRE SN~
SYN-ACK/RST 734 v b

A == ETNI VAR FINBHESL S 7z TCP ##tD SYN /37 v b

ATYT0 [ ¥ —7xAA (nterfaces) | ¥ 7 %27 U7 LET,

ATFYTN WPFRDPDRALNR— A LB —T oA ADHE @) T4 arz2r ) v 7 LET,
ATv7T22 [BX=2VUT 1 V=2 (SecurityZone) | Fry 7 XU VYR MinbeXa 7 g V— i
WI 20, [ (New) 1227V w7 LT, HriLnkx=aVT7 0 V= EBMLET,
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. 4 >4 —7 = A X & Firepower Management Center O [F]£A

ATFvT23
ATy T2
ATvwS25

V= F, A TA Yy M =T oA A BN LTZRICORRETEET, T4
vy NMIA UV E—T 2 A RAEBNTAHILET, AV TALDE—RKBRRESN, A T7A4
A TDEX2)T 4 V= BERTEES,

[OK] &7 Vw7 LET,
DERADA L E—T A ADEF 2T 4 V= EBRELET,
[fR1F (Save) 1272 Vw7 LET,

T, BB (Deploy) 1227V w27 L, BI0YBTHT A RZRY v—%REATEET, &
L, EEICERT2ETAMEESNERE A,

4 32— x4 R & Firepower Management Center O [5] £

AX—hk 54t YR—bEINdT | HR—bShEF| 7R
VAR REDZAEUR |1 R ALY (Access)
& (Any) BERIAD Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

TNAATA U B —T = A AZBINETITETE LA 1%, Firepower Management Center C -1
=T A A FETEHTLHLLERHY £T, - k Z X, Firepower 9300 7 /XA A _E(Z
EtherChannel, Firepower Threat Defense Virtual O _EIZBIIOA % —T7 = A A 21T F v b
V=0 A B =T x2AAN—RaeBMT 55803 ZOFIELFETTLLERHY 7,

FIE

OV RFERETIVa Y B
2T T[T/ 1 X (Devices) |>[T/\1 REHE

(Device Management) | Z 3R L,
FA9 % Firepower Threat Defense 7 /31 A
DmET A2y (&) 27V v/ LE
T, TIANVITA L F—T AR

(Interfaces) ] # 7NN STV E
TO

ATYFT2|[A 2 —7 x4 A (Interfaces) | % 7 D
FZHD [T AL ANBAL L H—T =

A A% R} (Sync Interfaces from

device) | AR¥ &7 Vv LET,

ATy T3 [RAFE (Save) 1227V v 7 LET, T, BB (Deploy) 127V v
L. B Y TT A AR —% )@

. Firepower Threat Defense D1 > 2 —J = A X




| Firepower Threat Defense D1 > % —7 = 4 X
A >4 —7 A R & Firepower Management Center 0 [&] £ .

ARV RFERFTIVaY B8
PHCE &9, A8IiE, EBRICRAT S E
THbSNEEA,

!l

RDEZRY
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