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T AN [RB] ZRULEVEES CGRIILZDT5858) 1d, FaobhEEzR L T 7EEN,

FIE

RONT NPT EEZRLET,
Xy NI—I BT AT VT 4 T A BARELHRLET,
CHRANDHAZ LN T 4 I =TV MEAERLET,
* RA MI% LT Nmap A% ¥ ZEITLET,
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ATvT6

ATy T17

T4 A—TIV U rOER

GE)

RRRIDY—R |
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Admin

T4 =TV NBT I T 4T THHEE, 74—V hDOLHI,

M, AXL—T7 4
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MOWEEIED 7 4 L =TV o b~D~ v B T EBITAET,

FIE

S, AR —TF 4 S VAT ADHAZ AFROEE . BILOYE
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ATvT9

ATy 710
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FOIPT RLAZASLET,
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ETIHTNNAALRANOMOR Yy NT—7 Ry THEATTLET,
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TAE =T oA REEHLGNWZ EE2HERLET, £ 70—V ML &
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BT A =T A REERT DG E. T RET 4 =T R ERINEL
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= I
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AR =T 4 T VAT ADTRTCONN—=Y 3 VOMfEgatt e~ v B 79 5100%, [N F—
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EELTLEEN,

i -

fo& 2, WAHX L T 4 F—T7 Y T Redhat Linux 9 Offidstk Y 2 b &~ 582 MZEl
DY THGE, N ¥ —& LTJ[Redhat, Inc.], # & LT [RedhatLinux], A ¥ ¥ — N—Tz &
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1
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CHRANET 4TV NS THEDIERT AT I IOAT U ADB Oy NU—7
By PO, Cisco T, A MREEHRINTWBRI LY TRy MIT 7T 4 T 2 ZADOH
SNTWARNA U —T oA A EEEGT DI M AL £7,
CRAMBFIETHRY U= I SN TWAR Yy NV — I A v B —T A A (T F54
TR L) .
CIRARDEBEOFRL—FT 4 T VAT LR F— B R—=TU g

CHBUERMMA DO, RARPFET DX Y NV =27 ETHAISN TS IPT FLZ,

B> b Firepower Management Center 23 Bkt G AR A b & EEEEET 2 2 LB RWIEEIX, —D
TAH=TV 2 bDTaNRT L 2ETLHEEIT, T4 H—=T VU bEEET 2R X MZ
ROIIEWERRT AN, AZBETDHZENTEET,

FE
AT F1  [KU— (Policies) 1>[* v bV —7 it (Network Discovery) %R L 7,

VIV F RAAL VBT, V=7 FALZWRWEES, VAT AL -T2 D X912k

WHNET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



RRRIDY—R |
B - .r5—7vrrnem

ATwF2 [HAHX 2 0OS (Custom Operating Systems) ] %27 U v 27 LET,
ARTYFT3 [BAEZL T4 H—T V> hOVER (Create Custom Fingerprint) ] %27 U v 7 LE T,

ATv T4 [FTAA (Device) | UARND, 740 H—TV 2 FEIET D7D HT 2 Firepower
Management Center & 7= |XE LRI GT A A AR L F 5,

AT TS [7 4 =7V 4 (Fingerprint Name) | Z A1 L E 7,

ATFYT6 [74vH—T V2 hOFB (Fingerprint Description) ] Z# A1 L £7,

AT Tl [74v =TV s A7 (Fingerprint Type) 1V A Rin, =07 ¢ H =7V > MEK
F7va v ERRTDH [P—s3 (Server) | ZEIRL £,

ATy T8 [#—4 v FIPT FL A (TargetIP Address) |7 4 —/V KT, 74 A —7V v hEIEKRTDHEA
FOIPT RLAZANLET,
T4 H=FV ME, BRRMMOIPT RUARGFELTHNT S, 2—¥REE LA R MNP
T RUADNLIEZEIND N T 7 4 v 7IZDHIES T EITHEE LTI EE N,

FE Firepower VAT LDN—V a V52 EFATT LT T IA T L ATDRIPVE 7 A T —
TV M eXY STy TEET,
RATvF9  [#—4 v N (Target Distance) | 7 4 —/L R C, BIOFMATEIR L7 4 v H—7V > h &L
FTIHTNNAALRANOMOR Y NT—7 Ry T HEATTLET,
AE ZHE, RARSDOEBEOMEAR Y NT—7 Ry T THOILERHY 3, VAT A
WCEo TR ENDFy 7HERCIZR 56, RCICRLRWEALH D £7,
ATYTIN0 [ Z—T=AA (Interface) ]V A 3D, A RBFEET DRy NT—27 ® 7 A2 MIBH
INTWAEXRY NT—F A 2 —T oA AZRIRLET,
B Cisco T, WS ONDOEHTT 4 o H—7V > b OIERRICE IR T A ZAD® v
TAE =T A REHEHA LGNS AR LES, £ 70—V ME &
YT A HE—T 2 A ANSPAN R — b BIZH D EHEEL A, FT2, T AT
BT A =T A REERT DG E. T RET 4 =T R ERIEL
TWAH, Ry NT—V DERZEILLET, 72720, 74 =7V v FOIEEFET
T LD, FEA U F—T oA AETNTEOMOBERAIRE/ XY NI —2 4 X —T =
ARAEHHTEES, EOA LB —T oA ANT A ADEBE LI T A B —T A A
THLIDPRDONLRWEEX, 74— > bOERIZHH L TWDREDET LD
AVARNL—vay A RESRLTIEIN,
ATYIN [T77 47 K— OB (Get Active Ports) 1% 7 U v 7 LET,

ATw 12 [— K-k (ServerPort) |7 4 —/L i, 74> H—7V > hEET DI HIITEIRLIZT A
AADNBEERGET DR — N2 AN LET, E0E, [T727 747 F— FOEAS (GetActivePorts) ]
ke 7Ho ) 2 bR — MR L ET,

HRARNTH=T L LTOVLEHBHLTWATRTOY—NNKR—rE2EATEEST (L& 2E &
A R T Web = "% 34T L TV D5HE1E80) .

ATy T3 [HELIP T KL A (Source IP Address) | 7 4 —/L KT, RA b & DBEERITT D72
THIPT RLAEASLET,
Fy NI =7 TOMHDPFINTWT, BUUEREHOFEILIPT FL 2 (& 20X, BifEfEH
SIVTWARWDHCP 7— /L 7 RV RA) ZEHTo0ERHY £F, Zhicky, 742 0—7Y
¥ NOERRHIZ, BIOFRA N —WHICA 7 T4 T H L w2iEET,
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KA MIDYV—X

ATV 714

ATvT15

ATV 716

ATy 11

Tevri—FurtrneE I}

T4 =TV FEER L TWARIL, ZDOIPT FL A2 %y hU— 7R o —TE=X
Vo TINBBRATIVLERHD 9, £HLT0WaenE, Xy hI—7 v TBIOT 4 A AN
UAXRVE BEa—Z, ZOIPT RLARIZE > TRENDH A MIBET L RIEME2ERDIRES
HZ LT ET,

EETTY 7Ry b =& 2 (Source Subnet Mask) ] 7 4 —/L RiZld, =—VF»RHEHLTWBIP T
RLADY TRy hwA7 AT LET,

[EfEL7— b7 =A (SourceGateway) |7 4 —/V FRFRINTZH, RA M~D/V— N EHWHELT
LI T DT 74NV OTF— 0= IPT RLAZATILET,

T4 A=V NEER LIZAA NDKRA RN 707 7 A VDA AR WMMEREFRT DEE,
TFIERT 2740 =70 FO4HID [0S EF% (0S8 Definition) |t 7 3 a VIHIE LW
A [H AKX 5 0SFER (CustomOS Display) &7 >3 v D[ AH L 0SFAROMHA (Use Custom
OS Display) | IR L 7,

UTDXESIZ, RAF 77 A VTRRTDEEATLET,

* [ —3FH (Vendor String) 17 4 —/V RIZ, X —T 4 7 VAT LDORUH—4
ZANTTLUET, 72 & 21X, Microsoft Windows DX Z—(% [Microsoft] 12720 £,

* (L5074 (Product String) ] 7 4 —/V RiZ, AL —F 4 7 VAT ADRE4Z AT L
¥4, 72& z1E. Microsoft Windows 2000 D #5413 [Windows] 12720 £,

*[X—= 3 »3FFH (Version String) | 7 4 — /L R, AXVb—TFT 4 V7 VAT ADNN—V g
VEFEEANNILET, =& 21X, Microsoft Windows 2000 D /3— 3 &% 12000] 1272
@ ij‘o

[OS Jfeg5E~ »~ B> 2 (OS Vulnerability Mappings) &7 > a > C, Maggtt~ v & ZIZEHT %
FRL—=T 47 VAT A B BRUOAN—V g VERIRLET,

T4 =TV FEEALT—ET 2R R NOMHMEEZHNT 256, i3t —7 1
T VAT DD AL AFREREFD Y TROVGE, ZO®7 v a TR UF— L -IGA ZIEE
THLERDY FT,

FRV—FT 4 T VAT ADTRTCONR—=T g Ofiggttd~ v B 74512k, X4 —Bk
WA DB EFRELET,

GE) [AY % — =T =3 (Major Version) ], [vA F— /3= =2 (Minor Version) ], [V
v'Y g N— g (Revision Version) ]. [E/L K (Build) ]. [#3vF (Patch) ]. B
FOVHEHE (Extension) | KRy XU R NDOAT g OFITIE, BRLIZAN
V=T 4 V7 VAT AIHEE LN b OB ET, Flo, T4 =TV MEAE
R DARV—=T 4 7 VAT BB T DY A MIRRENDERPRWGEIE,
ENODEEZEDEEIZTLHENTEES, 74 W=7V FTOS DOffegatk~
BT 2B LARWVGS, YATNIEDT 4 =7V o FERMEH LT, Mgty A
N7 4 =7V MCR> THAIENDHRA MIEIDHTDZ LIFTERNI LI
EELTLIEIN,
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KRR MADT—4

ATv 718

RRRIDY—R |

HAL I T 42—V b T Redhat Linux 9 OfigattE U A F & —E+ 5K A MIEIV Y THE
A, X —L LT [Redhat, Inc.]. $fh & LT [Redhat Linux], /S—Y 3 & LT[9] 28R L
ﬁ‘o

i -

Palm OS OFT X TDO/N—V 3 U ZBINT 521X, [N ¥ — (Vendor) ]V A k5 [PalmSource,

Inc.]. [#5 (Product) 1Y A R 5 [PalmOS] #BINL, ZOMOTXTHOY A MIT 74/ bD

REDEEIZLET,

[fERK (Create) 1227 VU v 27 LET,

(AR DT 4 H =71V~ (CustomFingerprint) | AT — % A RX—T 10 Z LICEH SN,

[fEfA7 (Ready) | AT —HX AT u—RKENET,

GE) SZ—=0y N VAT LRT 4 o H—=T Y MERT m R APGE 2T IR LT GE. A

TR AT A=Y [T — &R H Y £ A (ERROR:NoResponse) | 237~ &
NET, TOAvE—UNERRINTEGET. 74—V FEBEFELET,
3~500 (BIZZ —7 > B VAT AL TRRDZGANDHY £9) FHEL T, W
BT A2y @) B7Uv I L, [WAXLT 2 H—TY 2 (CustomFingerprint) ]
NR=UNZT 7 EALTHS [fERK (Create) 127 U v 7 LET,

RDEE

T UVH—=T VN MDT I T A TBLIOHET VT 4 T OFKE, (5-—) THBEILLD
W2, ZA4 =TV eT 77 471 LET,

RARADT—4

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

Y= RKR—=T PRy NI =T v T—H e R — THILET, Xy NI~ w7
EHERTHZENTEET, £72, Web A U X —T 2 A AEFHLT, ARV —TFT 47 VAT
AEFEIT TV r—2arOID LR/ T LH0n, 77XV r—vay Fabha, abain, ik
ANBEME, 794 T FEHIRTAZ LIS T, AR MATMERZFEHITIZ N TEET,
VAT BIEED ) — AN DT =2 ERE LT, AN —T 4 VT VAT AEREFT S r—
varOBYTID ZHBITE £,

PRy NI —0 v INEEEBEZITHRANEHIBRT D &, — K X—F ¢ OIfagatE &2 ER< 3
TOT—HIIEFINET, A7 VT NEREFA VB —F 77 A NVORETFTEDZEMZOWT
X, [Firepower System Host Input API Guidell % ZH8 L T< 72 &\,

WEOREMTICA VAR—= N LT =22 E0 D120, T—FX—=ADF R —T 4 T VAT
ABELOT TN r—va VERICT — X~y BT TAMLERHY 7,



| wzxrDY—2
HY—En—Fro7F—sx2ERT 002 ||

YB— =T A DT -2 ZERATIH-HDEH

Xy NI =7 EOY—RR—=T 4 DV AT AP T — %% A4 R —FC&xEd, 7771,
Firepower DHELE, 7 X 7T 4 7 T a7 7 AV, ERHNR EORAT =2 B LT — & &t
WA 2B 2 AT DL, ST 2ERICK LT, ARV Z< D=L AV b e~y
VT HVERSY ET, b= F—FT 4 OFT =X EHHT DI, LTFOEHEEE L TL
7ZEW

Y —RR—=FT A DVAT ARy NI Ty b FIZBEEDT =203 55H,. A NA
IERBIZCE D 20T =2 %A VAR—FTEET, UL, = —F o BRI LA4 %
DB AREMEDR S D Z D KT D Cisco B DERICK LT, — K/X—F ¢ X
H—, B =g BTy BT ORERDY £, WA~ B 7%, Firepower
Management Center 3% iE D8 % RHI 9~ 5 72 DICHEgatE D~ » B V2 FHC LT, ZEHHE
ZARICLET, N=Ya rE@3ANF RO T Y =g T r hauT
I%. Firepower Management Center ix /E\Z351F 57 7'V r—a > 7a b aLoOMggtts~ v
VT T OMERDH Y FT,

Y= RR=T 4 INENRNYTFIEREA VAR — L, 2Oy FTEEISNTZT X TOMaEEC
BHE~—7T0HA1E. Y= =T A DBEELAZT — I N—ADBEERIZY y T
TOMENRDY F3, BIEIC K> TR SN MEFET T X T, ZOBELINZ 28R Z o
SRS E T,

AR =T T VAT ART SV r—ay a haLoiEt s — RoX—F 4D
AVR—FL, IO EZEMBIENT 256, — N X—7 1 OMagstsiin L5 %
T=H RXR=ZANOMEFIVEIC~ vy B T T HRERH Y £T, £ D7 T4 7 > NI, Meggtk
ERENH Y | ERHIICEA S NETH, =R X—=FT 4 D7 T4 T FONegttE A
A—hL, vy BT T2 LI TERVARICIERLS SN, WiEo~ vy v 7%,
Firepower Management Center i% & D52 B2 i D 72 OIZ W — RoX—TF ¢ Offagtto~ v v 7
ERENILET, XU F—HFRONA—T a3 VERORNT ) r—a v e b a i fisy
PRI~y B 79 512iE, BB —H %, Firepower Management Center s E D7 7 U 77— =
CYOMEFEE b~y B T T HMERH D £ 7,

TV = ar T =Sk R—= ML, ZOT—Z 2B NT 556, /77
r—ar7a halOXyZ—3FHERIGT S Cisco 7 7Y r—v a7 a haLoiE
By BT T0ENRDY £,

BMELEYY
P— R —F 0O~y T, (16 —)
P— RN R=F B DEED~ vy Y, (18 4—)
P— K= F 4 OffiggtE DO~ v 7, (19 RX—2)
Y= ROMEFED~ v BT
AR LS~ o B S OER, (21 =)

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|
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RRRIDY—R |
Y—RFR=—FT4REDTVEVT

Y—rR—T18mDIvEVT

AP ANEEEFEH L CE P — R RR—=T 4 DD T—H 523y NI —7 < v T IENT 58
G, =KX —=F 4 THEAT LI F—, ®E BIXONN—T 3 0K 4Ri% Cisco BEFRIC
<o BT T ARLERDY £, £ E Cisco DERICY Y E LTI DHE, INLDOERITHE
SWTHESFEREI D B CToHivET,

FRRIC, Ny FEBRGREDOY — R =T A o0y FIFREA VR— T 556, TOE
EDAFTZT —F = ANOWEY) a o Z— B, BLOSIST BRIy B 74 o808
BV ET,

Y— k=T DEFDOTVELT

AI— b S14 Y | RHEDSA VR | Y R—bENDET | R—FEhDBF | 7OER
z INA R Ay (Access)
{£& (Any) =& (Any) =& (Any) £& (Any) Admin

P—= R NN=T U DT =% AV R— T D56, £OT7—F &ML THgEEZEE LY.,
HEORBEMITEIT 7207572010, YAaORLE T — R =T 4 DL~y B 795
VERHY FF, BiE~v oy 7T L1080, Y ATDOMERMERERE S — K S—T7 ¢ f
DAFNCBIESHT 3, 2k, VAT AFZZOT — X &2l L CTREBORMEMNT 2175 2
ENTEET,

KA NMANTIOA VR — MEREEZFEH L T —¥% %A >R — b3 2584, AddScanResult H46E % 5
LT, A YR—= b Y =R =T 4 B E AN —T VT VAT HET 7Y r— 3 v Offfs
BRI~y T T 5L TEET,

7= & ZI1%. Apache Tomcat #7 7V r—2 a2t LCYVARLTWLY— R R—=FT 4 ODF—HX %
A VR — FTDHHAT, TR /N—T 3 2 6 D Apache Tomecat THAVIE, LLTFDO X HITEREL.
PR —F O L EBMLET,

* R K —4 % [Apache] IZF%E L £,

s 7 X7 MIC [Tomeat] #%E LET,

CNRUH—D Ry FE T YA R)MD [Apache] ZEIR L £,

cHBShO Re v Xy U ARG [Tomeat] 23R L E T,

CN=TarORayFE T URRNG[6] ZFEIRLET,
IO~y B ZIZE 5T, Apache Tomeat6 D~ TOMMEFPEAS . Apache Tomeat 27" 7 U 77— =
VELTIURARANT 7 THHRANMIEDETHNET,

N g UNERSoR S Z—IERD I NDT TV Sr—3 3 O4 . Firepower Management Center
WROT ) r—ay 24 7 THgE~ v B I T ORERD Y ET, Z< DT TAT B
WIZBIEA T TGN H O . 7 TA T IREET A A MIEREE TS, —F
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KA MIDYV—X

y—ri—Fqu2gn<wveEry I}

N=T A DI TAT v NOMeHtE A v AR— LTy BT THZEIETERNWI LICERL
TLIZEVY,

Evk

ATvT1
ATy T2
ATv73

ATvT4
ATy 75
ATvT6

ATy 71
ATv78
ATv79
ATv 710

- TIZHI DFirepower Management Center |(ZH— K/X—F ¢ O~ v B2 F&ERR L TV A4
FOvy T T/ AR — kLT, ZDManagement Center |Z1 >R — FTHI ENTEE
T, 0K, BEISLTA Y R— b Llev vy BV T a2 TE E7,

FIE

[V — (Policies) 1>[7 7V —a T 477 % (Application Detectors) & 3R L 7,
[—H Y— K/8—F ¢ = v 27 (User Third-Party Mappings) 127V v 7 LE 7,
WD 2 OOFRIENH Y 7,
*[fEER (Creat) ]:#T LW~y 7 &y bafEkd 223, [®iv~ >y 7 &y hOER (Create
Product Map Set) 1427 U v 7 LET,
*[fmfE (Edit) |: BEFO~y 7 By NERETLHIZIE, 2O~y 7 By NORICH HIRET

Aay @) 7Yy LET, ROVIFERT A a3y (8) BERSNLIGE. RETE
AL TR LTEY, REZLETDIMHERDBDH Y £ A,

[y VB> 7 v b (Mapping Set Name) | % A LET,
[#iFH (Description) ] Z# AL E7,
WD 2 OO H Y £,
*[ER (Creat) ]: v — N A—=FT 4 ®- A~y 7921203, [~y 70BN (AddProduct
Map) | 7 Vv 27 LET,
*[fRE (Edit) ]: BEFEDOY— RRX—=T 4 OGO~ v B T ERET DI, TDO~ v BT
DRERIZHDMET A2y () 27Uy 27 LET, RDOVICERRTAar () BRRIN
D86, REITEMHRALS B LTEY, REAEET HHERPH Y £ A,

P FN—=7 ¢ OB THEH S D [N —D3F5 (Vendor String) ] # AT LE T,

H— RN—F ¢ OB CEH S5 [ OS54 (Product String) 1 Z A1 LE T,

P K RX—=7 s ORFTHEHIND 3= a > XFF (Version String) | # AN L FE T,

Wi~y 7 va T XU OGO~y T T 24X —FT 1 T A

T A, B BES—T g va IFOHANLEIRLET, [N — (Vendor) . [Hfh
(Product) 1. [A¥ ¥ — /3= =3 (MajorVersion) |, [¥A F— 83— =2 > (Minor Version) ],

[&&7T 73— 3 > (Revision Version) ], [E/V F (Build) ]. [#XvF (Patch) ]. [JEIET
(Extension) ],
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ATy TN

Y—RFR=—FT4REDTVEVT

RAMIDYV—X

LRI Y — R8—TF ¢ OLTFTRERY S 5 85L& 32173 5 35 Ak TRedHatLinux 9 D EF5E~ &

v BT A8A, N #—& LT [Redhat, Inc.].

LT[ Z##RLET,
[fRfF (Save) 1227 U v 27 LET,

EENEY D

P ROWEEBED~ v B 7

Y— K N—T1HGOBEEDTYELY

&
ATvT2
ATvT3

RTv74
ATvTH
ATvT6

4/ & LT [RedHatLinux], /N\—Y 3 &

AX— b, S14 Y | HEDSA VR | Y R—bENDET |V R—FEhBK | 79X
R N R AL (Access)
& (Any) & (Any) & (Any) & (Any) Admin

BEEAET —FX=ADFFEDBEEYL Yy M~y BV T T H8A, h— R X—F 1 Oy FFH
THV = ary b T =S A vR— N, BEEZ HOKRR MIEMATS LR TEET,
BIELMNKEA MIA VAR —=FEND &, VAT AIZOEEIZ L > TR SN D T TOHEIHNE
HEDHRANMILTES)E L Ty—7 LET,

FIE

[V — (Policies) [>[7 7V —ar T 477 % (Application Detectors) %R L F 7,
[2—H H+— K X—F 4 = 7 (User Third-Party Mappings) 1 %7 U v 27 L7,
D2 OOEREDH Y £,
*[ERK (Creat) 1: 8L~ > 7 &y NEAERT 2R, i~y 7 &y FOERK (Create
Product Map Set) 1 %27 VU 27 LET,
*[ftE (Edit) ]: BEFEO~ 7 &y baiEdT D123, To~vy 7 vy FOMIZH HMRET

Aay @) 7V v 7 LET, ROVICERT A2 (0) BFERINDIGE, REITE
HRAAL TR LTEY, REEELETOMEREH D A,

[y Vv 7 &y M4 (Mapping Set Name) | % AN LET,
[FHA (Description) ] & AL ET,
WD 2 OOFRIENRH Y F7,

HERL - = R =T sl A~ v B T 52, [IEIE~ Y 70BN (AddFixMap) 1% 7
Vw7 LET,
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| wzxrDY—2

ATvT1

ATvT8

ATy

y—ri—FsomBEro<vEYS I}

AR BEfF Y — R8T Bl TERET HIC1E, TOMICHHRET A 2 (@)
27V v LEYT, ROVICERT A2y (8) BERRENDGE, RETEM AL 1
BLTEY, RELELT DHERDPDH Y £ A,

[V— K /"=7 4 DIEIEA  (Third-Party Fix Name) | 7 o« —/b RIZ~ v B2 7T HEEOLHTZ A
HLET,

[~ > ¥ (ProductMappings) |27 3 a > T, IRDT 14—V RInLIEE~ > 2 7 A
FTELARV—=T 47 VAT A Wi BEOAN=Ya UEBIRLE T,

« UK —
* il

* AV — "— 3 (Major Version)

* <A JF— "= =3 (Minor Version)
*JbEY gy =Y 3 (Revision Version)
* LR (Build)

* XwF (Patch)

* RS

11 :
RedHatLinux9 7> 58y F MM SNEHR A Mo~ v BV 7 TELEZE D Y THHAIL, X ¥ —
& LT [Redhat, Inc.], #/44 & LT [Redhat Linux], /X— 3> & LT[9] Z#3IRLET,

[PrfF (Save) 1227 Vv 7 LT, BE~YYy 7ZRELET,

Y— k=T s DRBEHEOTYELS

AX— b, S14 Y | HEDSA VR | Y R—bENET |V R—FEhB K| 79ER
z N R A (Access)
& (Any) & (Any) & (Any) £& (Any) Admin

P R —F ¢ S OEFTFMHAERZ VDB IZIBIMNT HI12iE, A v &— h LI=ZNE OO
P RX—F ¢ #RBI T %, BEFD SVID, Bugtraq, 721X SIDIZ~ v B 7T H0ERH Y
EFT, WHEMEO~y BT EER LTS, v~y TRy N =T vy T ORA MIA R —
N ENTZTRTOMEFMEICK L THIEL . T D OEFIrEIckd 2 B ORE M T &2 ATRRic L E
R
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RRRIDY—R |

B y-r—FomBEtOTIELY

= RX—F ¢ QYT T BB OREM I 2 A2 U, BEM T OEIT2 fiRIC T 5 45
NHYET, R=Ta L RAELEFRA—LADT 7V r— g o O84A . Firepower Management
Center DRRETT 7V r—vav 44 7OMsts~ vy o 7720 ELH Y £,

%< DT TAT v MTTBEEM T DT MEIIER DY . 7 T A T FBSEERMEICAE N S kT
W, P—=RNR=T 4 D7 T4 7T b O PETR BT EHN T £ A,

Bk

ATy I
ATy T2
ATFvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

J-CIZH D Firepower Management Center (ZV— K/8—F ¢ D~ v B2 7 EAERK L TV DA,
FOvy 7RI AR — LT, IO Management Center {21 > R— FFTBHZ ENTEE
T, ZOH%, BRERL TS o R— b LEevy B e cE £,

FIE

[V 2— (Policies) 1>[7 7V r— a5 47274 (Application Detectors) ]Z 3R L £9°,
[Z2—Y ¥ — K/—F ¢ < v B> (User Third-Party Mappings) %7 U v 7 LE 7,
D2 OOEWELH Y £,

*VERK BT LWOMESsTEY v b 2R HITIE,. [(MagstE~ v 7"k v R OFERL (Create Vulnerability
MapSet) 1227 U v 7 LET,

‘AR BEFEOMETIEE v N ARET AL, WMy FOBICHARET A2y (@) %

7V w27 LET, RbVICFERT A3y () BFERSNLHE. BROEITSME AL 128
LTRY, REZEETDHERPDH Y FH A,

(Mgt~ ~ 7 O3B0 (Add Vulnerability Map) 1% 27 U v 27 LE7,

[Ifz55% ID (Vulnerability ID) ] 7 « —/b RICHEFIMEDH — K 8—F 1 ID # A LET,
[MeB5MEDFLH]  (Vulnerability Description) | & A1 L £,

MEZIE T, ROBMEEZFEITLET,

* [Snort ffE55 4 ID ~ > E°> 27" (Snort Vulnerability ID Mappings) | 7 4 —/L R{Z Snort ID % A J)
L%,

*[SVID ¥ v B> 7 (SVID Mappings) ] 7 4 —/L N2, L —Maggtk ID # A LET,
* [Bugtraq Ma551% ID = » £° 2 (Bugtraq Vulnerability ID Mappings) ] 7 « —/L FiZ, Bugtraq
IDFEZZADLETS,

GEM (Add) 1227V v 27 LET,

EENEY D
v N U— 7 B O NEgatE AR O A 2k
P — Ot~ v BT


fpmc-config-guide-v60_chapter_01000010.pdf#unique_1431
fpmc-config-guide-v60_chapter_010111.pdf#unique_678

KA MIDYV—X

HARELBEFZIVELY

WA LEGTYEVS

R~y T EBFEHLT, = K X—F (2 LD — AT 72 v A 3 EFRIZBEEAT S
NTNWAHZ LafERTEEd, Miivy BV 72 ERLAMMELIZE, vy BV 7SN F—
LTI FFOT=HHBRA N EOTRTOY—NEZT TA T2 "B, hAX L~ o ¥
VI ERHEHLET, Lo T, =R E— B85 R—T g VEITRIICERET 51

NI, FEDRUF—UFH TRy hT—7 = T OTRTCOV—_"DOfggittz~y 7452 L
EREIOLET,

NRAZLBERZTYETDER

A

ZX— LS4ty | HEDSA LR | HH— FENET | H—FENB K| FHER
A N R A (Access)
fEE (Any) fEE (Any) (L& (Any) T (Any) Admin

VAT AMBVDB DR X —B LI — N~y B TEX WG EIE, FEITY B
EERCEET, WAZ LA~ L T ET 7T 47T DL, VAT AIEESN AN E—
BLOROMEE, ZOX X —LFHNREET LRy NT—2 v T OTRTOH—N(Z
~ v LET,

GE)

HAE L~ o L, T = ay F—4 DY —Z (Nmap, A ASBERE,
Firepower ¥ A7 AAEZ: ) IR, 77— ary 7a ha)lod_XCOREIHE
MENnET, 2L, AR PANEEZHEH LTS VR =M LET—F DY — R 3—F 4 Dfffp
P~ BTN, BAZ LGy B T EN L TRELEY v BV 7 LA T DA
= RR—=TF ¢ Ot~ v B TIIH A X 2~ v B T d— =T 4 N L, AJID%E
HELTzL XY — RN—FT s Ofigstk~ v B VREEZMEH L E T,

W~y T VA NBERL, HFVANET 7T 4 7T 77 4 7T D2 LIck-T, B
Bo~y o TORERZANCT D0, BHCLET, v v BT THXUK—EFET D
L. ZORVE IR TER SN OB EZEGT L5 Il A MR EFSET,

HAL L~ o U TR LR T, B AZ LS o B S VR NET VT 4 T D
ERHYET, WAZLHRE~ v Er T VA RNET 7T 4 7T 58, fBESRIZAUH—30F
FINHET DT RTOPF—"NEHENET, mANATEREEZ N LTS v R— FENLTF—H
T, 2OV =0~y ' 7% T TICHPIRIICRE L TWRWIRY | MEgstEns i S v
R

7= & 2iE, M#R2Y Apache Tomcat Web —/XD /83— D LFF| % Internal Web Server (CAE L7
Yh. XU X —F S| Internal Web server &\ % — Apache 35 & UM 5 Tomcat |2~ » B> 7
“C%_’r i'@—o %@?\’ﬁ\ DO~ 1:°‘/7*er’é?if U2 7&777‘4’ 707—'§—6 L v Internal Web Server L
T SUAT ENTY— AABFEET DT X TOHRA DT — X ~<— AT Apache Tomcat D g5 3
BEINET,
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RRRIDY—R |

ARELEGZIIEDY

ATvT1
ATvT72
ATvT3
ATv74
ATvTH
ATv 76

ATvT1
ATvT8
ATvT9
ATv 710

ATvyIN

CTOMEREAFHL T, b 1OoODOMFMEICL—ALDSIDE~Y Y ST A LIk T, B—
HIVORAN— V5B R~ v B 752 LN TEET,

FIE

[ Y — (Policies) 1>[7 7V — a5 47274 (Application Detectors) & 4R L £,
[ A% LB~ > ¥ 27 (Custom Product Mappings) 1% 7 U v 7 LE9,

(B A% L~y 7 U A ROVER (Create Custom Product MappingList) %27 U v 27 LE7,
[ A% LG~ 7 U A N4 (Custom Product Mapping List Name) ] Z AJJ L7,

[N F—3FH DB (Add Vendor String) [ %27 U v 27 LET,

[ & =374 (VendorString) 17 4 —/V R, @R LR F—B LR BHEIC~ vy B 74
DMBENDLT TV r—ya U EBNT X A= E AT LET,

[N & — (Vendor) | Ky X JR NS, v~ v BT TR X =23 IR L9,
[dh (Product) | Fry X YR RnD, vy 7T 58 EZRINLET,

GEA (Add) 1227 Vv 7 LT, v~ BT LR —3FF %) A MBI LET,
FTva T, IBIIRUVE—=FHO~ vy B 7 &Y A MIBIMT 5121%, LEIZR U TFIE
4~8&MVIRLET,

[fRTF (Save) 1227 U w7 LET,

ROER

WAL L~ T YA NET 7T 4TI LET, FEHICONWTIL, P AZ L~
Vo T DT T4 TRIVIET VT 4 TORE, 233—=) 2L T30,

HRAALEETYELY )X FDIRE

AX— b, S14 Y | HEDSA VR | Y R— b ENDZT | R—FEhBK | 79X
3 N R A (Access)
& (Any) & (Any) & (Any) £ (Any) Admin

R =TI BINE T ITHIBR LD

v VA NEERCTEET,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

UAMEER LY LT, BFEOH AL L~ >




| wzxrDY—2

ATy T
ATy T2
ATvT3

ATv74
ATy 75

FIE

eStreamer 5 —nN 2 Fy—3>5 |

[NV — (Policies) 1>[7 7V — a7 472 % (Application Detectors) % IR L £,
[ A% L85~ ¥ 7 (Custom Product Mappings) | %7 U v 7 LET,

e oL~y B 7 VR NOMICHDMET A= (&) 27V v 7 LET,

ROVIZEKRT A 22 (5) BERSNDLEE.

TOMERD DY £ A,

J A B WL~ B 7 DOVER,

BT LS, [IR1F (Save) 1227V v 27 LET,

NABLBRIYEVIDTITATELIVET I T4 TDHRE

&
ATy T2
ATvT3

{1

RIEFFTH F AL AR LTEBY, REZEHT

(21 =) OWMPIHE-T, VA MEEFELET,

AR—hr 5S4V | HEDFTAEVR | HR— ENET | HR—rShBK | 7€
2z N R ALY (Access)
& (Any) i (Any) £ (Any) £ (Any) Admin

AL~y B 7 VA NREROMEHAE —EICANELITENCT L ENTEET, A
LGy T VA NET 774 7ICTDE, TOVANDE< Y B 70, FEHMRT AN
A A Ko TR ENTD, EEFR PADEREEZ N L TA VAR — hIhienicElb b9, 15
E LR =T FFOT_RTCOT 7 r—ya Al &£,

FIE

[AR U 2 — (Policies) 1>[7 7'V — a7 477 #% (Application Detectors) & 3R L £,
[ A% KBGO~ > 7 (Custom Product Mappings) ] %727 UV v 27 LE,

TIT 4 TEINIET VT A TIET 2N AZ LGOSy T VA NOMICHDATA X
Vw27 LET,

A2 PR RREIIRSNL TS HE
[R238% 0 EH A,

RETHMAFAAL ANJELTBY, REEEET HHE

eStreamer Y—/N X R J—3 U4

Event Streamer (eStreamer) % {#HJ % & Firepower Management Center & 7= (% 7000 % 7= 8000
VU =X TFTNRA AN OPREEDA X N T =2 %, DAZLHBINZI FAT T
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eStreamer H—/N X R 1) —I U4

W

RRRIDY—R |

r—1a A MY —ARMETE ET, BRI OWTIL, Firepower eStreamer Integration Guide%

ZRL TS,

eStreamer V—/ & L TCHEAT 57 7T A 7 2 AT eStreamer 1 X s DA T T A4 T 2 b ~D R
MY —AZBLET A, ZORIC, ARV 2T T4 7T 2 MIZEET 5 & 9 1T eStreamer —
EREL. 7747 MCETLEREZIEELC, BELMNLT I EXIEHATIRGEY LT v
VXNEARTHOULENOY T, TTIAT LV ADZ—Y [ U Z—T 24 APHINHTRT
DHEAT HFITTEET, HEPREIND L, BIRUTA N2 MDA, EREFIZ, eStreamer 7 7

A7 v MIHEEXEINET,

BERULTZZ T4 7 M eStreamer 4 — "PNR[FETE DA N0 b A T el TEE£d,

= 1: eStreamer Y —/\TREEFRERA RV L 24T

TRTOKRA MOy g~
NZ7 74w 7T B ER

AR k%47 (Event |E%ER Management 7000 & 8000 < ') —
Type) Center TEMAT | X F/\/ X TIE
BE FATTEE
RAA R B BERR BT A AT Ko THERL | Yes Yes
SNDHEAALNS |
BAAL XN Ty b RAA R MBI S 7 | Yes Yes
T—H VA
BAA XY MBIMT—4 |HTTP V%> F/zidn— K3 | Yes Yes
Z YRR T Web Y— 282
FMLTWDT T4 T NOFRE
JTIP 7 RLAD L 5 72 AAL
Ay MZBEEAT S =B
T—H
WA~ bk KA~ b Yes No
BB XOFTA MU R | FHEBLOHETA MU A R A Yes No
b AR b V)
A7 v 727 77— | Management Center {2 J > T4 | Yes No
~ ENZA 7 v TF—F
Z—H Ak a—H Ak Yes No
NI xT A X b <N T =T ARk Yes No
Ty AN A2 Ty AN AR Yes No
B A~ b EoARBORA N EFOMD | Yes Yes
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KA MIDYV—X

eStreamer 1 N> F 3 A TDEIR

&
ATy T2
ATvT3

ATvT4

eStreamer H—/N X R 1) —I U4

%

%

7000 & 8000
Y —x

AI— b S14 Y | RHEDSA VR | Y R—bENDZT | HR—FEhBF | 7OER
R N R A (Access)
HEREIZ IS U C oL 7e | BRI U CHL7p | Management Center | {T-%  (Any) Admin

eStreamer — /N TiE(F A RE/R A X2 b D [eStreamer 1 X2 |

%€ (eStreamer Event Configuration) |

Fxv IRy AEH, 7T 47 M, eStreamer ¥ — NIEETIERA v —VTEETDH
AR N ZA TR BARICERT H20ENH Y £7, FERIZDOWTIX, Firepower eStreamer
Integration GuideZ ZH L T 72 &0,

ZIVF RAALVETIE., FORAAL DO L~JLTY eStreamer DA X MEKZRETX F9,
72720, R AA U TEEDA X NI A THRENN 2 TODERIE. FHREAAL L DZED
AR NI THENNCTHZ EITTEEE A,

FIE

[ A7 L (System) ]>[#i5 (Integration) ]2 IR L £,

[eStreamer] ¥ 7 &7 U v 7 LET,

[eStreamer - X |

7,

Fxv IRy I A A FRITAT7ICLET,
[fRTF (Save) |27 U w7 LET,

eStreamer V 514 7 > MBR{EDETE

#%7E (eStreamer Event Configuration) ] @ FC. eStreamer %—/ X A U —3
(23 =) OBINAES THERITLDZ TA 7 v MR T D40 b F A TOMIZH D

%)

7000 & 8000 >
y—=

AR—b 54ty HEDSA VR Y R—bSBET Y R—bShHF TIOER

z IN{ R Ay (Access)

FEREIZ)S UC R e | BEEEIZ)S U C B 7 | Management Center | {5 (Any) Admin/Discovery
% Admin

eStreamer 287 7 A 7 MZ eStreamer £ X2 s B IEET BHIZE. F ORI,

eStreamer b — XD T T =X RX—=RZT TA T " EBNMLTBMERHY £, £7-.

eStreamer ~X— M 5

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



RRRIDY—R |

B txtAH95470 r0EE

RATwT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

eStreamer — N2 L o THERINTHIEGEAEEZ 7 A4 7 MZav—d a0 8LV £7, 2
DFNEETET Liztk. 7 T4 7 > N eStreamer T — /N2 TX 5 L 9 IZ eStreamer —E X %
HEET L EEIH Y FHA,

<N TF RAAL VRBTIE, FBD KA A TeStreamer 7 74 7 b a{E T 9, RIEGFEHE
T, ZI7AT L MIZ FA T2 FEAED RAA VTR RAAL UInDDIA N N ERERT
D2 ENFFAISVET, eStreamer i EN—UIZIE, BUED KA A ZBEMS T TN 7 T4
T RNDOBRRRENDTZD, GEHEEZ X o n— RERITBRYETEHEESIE. 727472 FOME
BENTZ RA AL T #Hz 9,

FIE

[ AT L (System) ]>[##A (Integration) 1% R L F9°,
[eStreamer] ¥ 7 & 7 U v 7 LE T,
[7 ZA4 7> bOERK (Create Client) | %27V v 7 LET,

[ A 4 (Hostname) | 7 4 —/L KIZ, eStreamer 7 7 A 7> FEFEITLTWNABHREARDEA N
FRIFIPT RLAZANLET,

G¥) DNS iR 23 E L CWRWEAIE, IP 7 RLAZHEH L E

‘j‘o
FEAE T 7 A LB ST I, XA T —F (Password) | 7 4 — /L RIZ/NAT— RZ AL
\35 j—O

[fRTF (Save) |27 U w7 LET,

ZH T, eStreamer Y— 3%, A R eStreamer —/ 3 EDOR— b 830217 VB AT EHZ LA
WL, 727472 MY — FRREERICE T 238G EEH E AR L £,

JIAT Y FORA MOWKICHE T 7 ANDET a— kT4 ay (L) 220 vr LT, i
HEZ7ANVEX T a— RLET,

SSLBREDT=DIZ Y T A T > MMERT 239727 4 L7 b VISGEAE 7 7 A V&R L ETS
74T NOT 7 BAEZRVETICIE, HIBRT SRR NORICHLHIBRT A2 (D) 227U >
7 LET,

eStreamer V' —E R HEENTANLEIIH D A, T/ BRI BICERVEEINET,

RRAMARADSA47 2 FDERE

AX— 542D | REDFAEVR | Y R—bShdT YR—FShEK | 7IEX

A INA R A (Access)
FEREIZ)S UCHZe | #EAEIZ)S U C B/ | Management Center | {13 (Any) Admin/Discovery
z z Admin
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KA MIDYV—X

RATwT1
ATvT2
ATvT73
ATvT4

ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

w2 rANsS17vr0EE I

RARAIEREELERT 2L, OTTI7A4 TV ATETENTWDEI IAT Y b T a s T L
© Firepower Management Center D1 v bV —7 v v 7R HHTEET, L xiX, *y hUV—7
<~y TNBARA NEBMELIFHIRLZY, AAMOSBLOY —EAEREELH L= TxF
9, FEAIIZ DUV TIX, Firepower System Host Input API GuideZ Z M L T 72 &0,

VE— K747 FEFATTHITIE, EORNS, [RAMAS1Z T 47 & (HostInputClient) ]
~— ) Firepower Management Center D &7 57— 4 X—2|Z7 T4 7 > N8BT 5 LER B
D £9, E72. ManagementCenter |Z X > CTHERSNFRERENEL 7 747 Mlav—7 254
FLbVET, ZTOFEEZETITDHE, 7747 2 ME Management Center |Z4%#¢ CX £7,

VT RAAL VEBTIE, TRXRTORAAL NI TAT > B TE 3, R & %
ToHE ZTAT M 7?47Vﬁﬁ%i®rx4y’%@HT%hfw5)~7%%4/
Xy NI—=0 =TT v 7T —heEEFTEET, Bl FAL CORHELER LSS (£
T3 TREAE R A A VIS F5R R AL ORI R AL AR 5E) %@:JEEE%%
352 747 2 M. Firepower System Host Input API Guide i3 5 X 512, §XCTD L7
YHWIva s —ry N V=T RALUERETHULERSY 7,
[RANATIZ Z47 b (HostInput Client) | % 71ZiE, BIfED KA A VCEEMIT BN TWD
IIAT V FDOBPERREINDTIZD, &%i%57/ﬂahiti%ﬂéﬁé &, 77947
FOMER ST R AL B0 2 £,

FIE

[ A7 2 (System) ]>[#t& (Integration) (&R L £,
[RARMASIZ T4 T b (HostInputClient) | ¥ 7% 27 U v LET,
[7 747> hOVER (Create Client) 1 %27 U >~ 27 LET,
[ A b4 (Hostname) | 7 4 —/V RIZ, RANANIZ FAT U FEFEITLTODHARA DR A K
LEIXIP T RLAEZ AL LET,
GH) DNS R ZE L CWRWEEIE, IP 7 FLAZMEH L%
R
REE T 7 A VARG SAET B2, [/SATU— K (Password) ] 7 4 —/V RIZ/XAT— R&E AL
£
[R1E (Save) 1227 U v 7 LET,
R A }‘lj]“j‘_lf‘x IX. 7 A k23 Firepower Management Center FD7R— K 8307127 72§52
EERFRIL, 72747 2 MY —SGRRERFIAE T ARG ERIE A ERL L £ 97,

ﬁ%i774»@ﬁm%5774wﬁvyu—F74:y<&)%7uyabi¢o
SSLFBFEDT=DIZ T FA T > "WMERT 5T 4 V27 NVICGEAEZ 7 A VERIFELE T,

JIGAT Y NOT 7 AERYETICIE, BIBRT 252 hoichalRT A2 (H) %20
7 LET,
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RRRIDY—R |
B Nmap X%+ >

Nmap X ¥+ >

Firepower VA7 LI, Ry NU—=UI DT T4 v 7Ry 7oL TxRy NUV—7 ~ v &t
HLET, ZONRY VTSI E > THSE S NDERIT. AT LORIEIZ L > TEARERR D
EMELSDHBVET, EL, RANET VT 47 ICAXT Y U T5H2 LT, BeREREISGCE
9, i zxE, A= A= b ETETFTOY—"BERAMIHY, VAT AIZEDHE Y b

V=0 DE=ZZ Y TRICEOY—NISNT T 4 v 7 BRZE Lo Tloa . Y AT LA TIEE
DY —NCHETAHERER Y PV =7 =y FICEBMLEEA, LL, 72T 47 Ax% ¥ T %21
MALTHEBEZDRA N AFT Y T5 L, = "OFEEEZMRINTE LT,

Firepower ¥ A7 AZIL, Nmap™ £\ 9, Xy NV —JffERBLINEX2 V7 BEEZHOE L
oA =T V= ADT VT 4T AX X FRHEEINTOET,

Nmap ZfiH L THRA M2 XXy o §5&, AT LFUTOL S ITEMEL £,

*HNCH SN T WA =70 A=k LDV =% N TLREAMDERA N Fn7 7 A
D [H—s% (Servers) ] U A MIEMLET, KRR 7077 ALD[AF ¥ UFER (Scan
Results) | &7 ¥ a2l 74 VHUBE I T LTV LTWD TCP AR — X2
UDPAR— h E TSN/ — "R 2 FENET, 774/ FTiX, NmaplE 1660 & %
5TCPAR—hEAX ¥ LET,

Nmap A ¥ & Tkl SN7= Y — "R AT A TR S, e T D2 —ERN AT A
2B DA, VAT AL Nmap 03 DOV — NIEHAT 2 400% ., %67 5 Cisco r— NEF
W~y 7 LET,

C AF ¥ URER L 1500 X ABHMDOA RN —FT 4 U VAT LD T 4 =TV v h L
LT, ARV —T 4 VT VAT AR, ZENENCAaT Z#EH 0B TES, KmA =
TDOARX—=T 4 VT VAT LEDT 4 =TV "D, RA MBI Y ToND AR —
TAT VAT AR £,

VAT AMEI Nmap DAXVL—TF 4 VT VAT L4 % Cisco DAV —T 4 T VAT ATER
W~y 7 LET,

CEMENTEY—ARBIOARL—T 4 T VAT AOKRA MIMEFHEEZEI Y Y TET,

(1)

CHRANRR Y hU—7 = TRIZRT UL, Nmap 1TFEREZ KA N 707 7 A VBT %
ZLEIETEERA,

CHRAINRRY MU= =y I hBHIERSILD &L EDOARA MIET 5 Nmap A F ¥ U5 HM
N ET,

EVhr ZAFxr A7 a0k oTUL (R—FAF vy o728 BRERIEOR Y NU— 2 IZIEFIZA
WENMTHIERHVET, Xy NU—FZHEHEMENREMEFICZIDOL Y X X7 #FT7T 5
Lo, ATV a— L LTLEE N,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 28 | |



| wzxrDY—2

A X v A SN D EEMER 72 Nmap 7 7/ 1 PO — D7 OW T,

Nmap D~ == 7 L aZRLTIIEIN,

B

vy

Nmap A % ¥ @ H#itk

Nmap 84 7 3 >

Nmap 18 2 {ERK LT, Nmap A% v O EX EF LET, Nmap (EE X, HERY > —NTIH
BELTHERLEY, A T RTEITLED, BEOKRRICETT LIRS Ya— L
-0 TxET,

Nmap ([Z L VLSNP —"RA XL —FT 4 7 VAT LAOT—XIE, b9 1 £ Nmap A ¥ v
VEFITTDHETHMNRREBOEETHLZ LICEELTLEEWY, Nmap 2 H L THRA MNT
FR—F 4 T VAT AR —RADT —H e AX v 5 L AFHE LTV AEAIL. E
MAX Y VDAV a— vty 7 v 7L T, Nmap Il L » TRk AL —FT 47 &
AT LRV —=NDOT —Z /AR DT & TEET,

IROFIZ, Firepower ¥ A7 A FTRETE D Nmap (EEA 7 a VAR LET,

£ 2: Nmap &8+ 7>

av

Nmap &84 T a > B

http://insecure.org/ |Z& %

v A=

Bl

*tI59 % Nmap 4 7

a3y

[A % > DBfAR LA

~ Y K (Scan Which
Address(es) From
Event?) ]

Nmap A2 % ¥ > Z B — /W 2085 & LTHEMT 256, 4~
FADKEFETLAA b, FiiRA b, EERZOMEOEDT KL A%
AX ¥ T HONHIEHTARONT IO T > g @R LET,

GEEIET RV A LT R ADAF v > (Scan Source and
Destination Addresses) ] 1. X2 FDOXETLIP 7 KL A L5645k
IP7 FLRIZK S TERENDHRA M EAF Y LET,

[(EELT RV ADHDAF % - (Scan Source Address Only) 113,
AR FOREILIPT FLAZ L TRENDHA M AT v
L/i TO

[5BET RV ADHIHDAX x> (Scan Destination Address Only) ]
F. AN RDSEEIPT RL AL S TRENDHRA MEAF ¥
YLET,

ML

Firepower Management Center /A— 3 603> 7 4 ¥ L—

YarvAH4r IR


http://insecure.org/
fpmc-config-guide-v60_chapter_01000.pdf#unique_225

B Nmap &+ T3>

RAMIDYV—X

v A=

Bl

%59 % Nmap 4 7

a3y

[(AFx o AT
(Scan Types) |

Nmap 378" — h &2 AX ¥ 5 HEEZERLET,

*[TCP Syn (TCPSyn) ] A% ¥ 1%, &2 TCP N Ry = A Z
EEAEFICETOR— MIEELICERLET, 20473
EMAT D L TCPHFN MG SN E TN TIZ L TWHRWIR
RET. admin TV MR raw X7 > b T 7 B RAMEEZFFORA b
RNPVE NEITENTWARWEA RN ETAT LA TE— KT/ A v
J AF¥ ¥ TCEET, WA RN TCPSyn A% ¥ THEEEND
Syn 3y N EHEERIGE T A &L Nmapld#z V&Y NLET,

* [TCP ¢ (TCP Connect) ] A ¥ >IE, connect () ¥ AT A I—
NEMRLT, AA N EOARL—F 4 T VAT LB LCHE
e 2B & ¥ 97, TCP Connect A+ >|%, Firepower Management
Center F admin 2 —HFLEBXIRT /A ZABK A MIXT % raw
Ty MR R o TORWEER, IPV6 Ry NT—27 2 AX ¥
YLTWAREAIEHTEET, 2F0, ZOF T a UL TCP
Syn A% v VA TERVIRILTHER L9,

*[TCPACK] A% v > (X, ACK X7 v h&EFEL T, R—FB7 4
NAMEL SN THDDE DN ERELET,

*[TCP 7 ¢ > R (TCP Window) ] A%+ > (%, TCP ACK A% ¥
VERUBREICI AT, A— FBREHWTWHE AT TWH D 4
BILET,

* [TCP Maimon] A%+ > I%, FIN/ACK 7’1 — 7 %f#f L C BSD Jk
VAT KNEHBILET,

TCP Syn : -ss
TCP Connect : -sT
TCP ACK : -sa
TCP Window : -sw
TCP Maimon : -sM

[UDP K — k2% %
> (Scan for UDP
ports) ]

TCPHFE— MZIMZTUDPR— FDOAXF¥ b EHDCLET, UDPE—
rDAX Y AANIEBD N DZENHDIDT, A v 7 A%y 7
DRI IO T a v EBERALZVWEIICEE L TLLEEN,

-sU
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| wzxrDY—2

Nmap {8EA T3>

v A=

Bl

%59 % Nmap 4 7

a3y

[A X R DR—
DM (Use Port
From Event) ]

AR Y > —NTISE L LTEEZHMT 25tBO5REIC, BEIC
éx%%y@ﬁ%kbf\W%E%%b9ﬁ~¢é4m/bf?mé
NIER—=FDHBZHIMILET,

CFHBIA X2 FHDOFR— h & AF ¥ L, Nmap (EEMERK T IZHEE
THR—FEZAF Y U LARWESIE, [42 (On) ] 2&RLE
9, HHBEA XY FNOR— F%X*V’V/ﬁ‘éfa/\i Nmap &8
RERLHICIRETAIPT FL A EOR— FMEBEIC LY 2AF v &
NHZLICEELTLEED, 26 DKR— hHIEEOE A
Xy OX—47y MIBEMESNET,

* Nmap BEEKTIZIRET DR — FDOHLAF ¥ T 5I121F
(off) 1&#=|INL F7,

N

Nmap A XL —T 4 7 VAT LY —
MEIMHEIETE ET, FrLn— N— k& A
Xy TR, [ RSO R— FOfff (UsePortFromEvent) ]
FrvarEAMMILET,

(ZRT D E A ET D
BT T BT

ML

[LA— M=

VNG D AR ¥
(Scan from reporting

detection engine) |

FefRE LM Do NBDT T ITA TV ANBERA RA~D
AX XY U EAMILET,

CLR— MU DU EFEIT L TCWAT T IA T VAP AX ¥

AL, [ (On) 1 EEIRLET,

CBENTRESNTWAT T ITAT VAN AF ¥ T 5101%
[A7 (Off) 1 #EINLF7,

%M L

[EHA— F 2% v
(Fast Port Scan) ]

AF X ILTNA A LD /var/sf/nmap/share/nmap/nmap-services T 4
L7 b YUNIZH D nmap-services 7 7 A MZ U A F E TS5 TCP AR —
FORITKT D AT Y EADNI L, ZOMOR— FRELELTE

HE9ICLET, ZoA Ty a b [R— ML 2% v CDONERF (Port
Ranges and Scan Order) |47 v a V2B TE RN LITEELTL

720,

* AX ¥ UILT /NA A LD /var/sf/nmap/share/nmap/nmap-services
AP %4 }‘)Ijﬂ@nmap services 7 7 A JVIZ )X}‘éj’b’cb\éj‘b‘
hOHAX YL, ZOMOF— FREEZ RS 5101, [
(On) 1 ZEIRLET,

*TRTHOTCP AR— M2 AF¥ T DI
L\iTo

I, A7 (Off) ] %@&IR
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RAMIDYV—X

B vmapisErFoay
7T a3y £ EA %t 9 % Nmap 7
vav
[R— M & 2% ¥ | Nmaph— MIART % v 7 A2 LT, AF v T DREDOR— K| -p
“ DIEFE (PortRanges | 2 E L, A¥ ¥ T 2EFLRELET, 2047 a b [Hl
and Scan Order) ] AR— bk AF ¥ > (FastPortScan) |4 7T a v &EHHTE W &g
BLTEEN,
[ =7V R—=F TR | =N R F = RN— g UNEROMHBEADNCLET, —F > |-sv

N A N e
Wz 4 (Probe open
ports for vendor and
version information) ]

R P TH =R R F =L R=D g MNEREFAET 255G, Nmap 1E
P —ROFBHINMEAT D= T —HERHELET, KIZ, v A2D
PR F—HEFOY—NIEXHBLFT,

*RA P EOF=T R b T MEFRE AT LT, A
N = R=D g U EHBHT BT, [ (On) [Z2BIRLE
R

*ARA MOV ARAIDOY—ANFEREFEH L CTRATT2I121F, 47
(Off) TZ#IRLE,

[F—ER A=
DR (Service
Version Intensity) ]

=R NR—=T 3 0% T D Nmap 7' 02— 7 OFE &2 L ET,

BT OBEAREWVIZEHEAT 27 0 =T OEMPEZ 5D T,
AFx ¥ VTREFHNC R O RGEES B30 £7,

CSEINT DEMEDNNSVIEE, T D7 —T OBNED DT,
Ax X NIEEICR VEEN TN £97,

--version-intensity
<intensity>

ERNE P
2T LD (Detect
Operating System) ]

AR NDOFRL—F 47 VAT AEROKREEEHNZ LET,
RARNTCOARL—T 4 7 VAT L0 EZHRE L7-%A. Nmap
WERANEAXYy L, FOREEEA L TAXL—T 0 T VAT
AT LIZFHm A B L E S, ZORMGIE, SA M LETEOFNL—TF ¢
VT UAT ANEITENTWAAREM 2 R L £,

CHRAPMIF L TANRL—F 4 7 VAT AEHBRNT HIERE X
F¥ BT, [ (On) 1 EFIRLET,

CTRA MIET AL AIDARL—F 4 v VAT NERE G
F25AE. 47 (Off) | 2R L 9,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



| wzxrDY—2
Nmap &84 T a > B

7T a3y £ EA %t 9 % Nmap 7
vav
[TRTORRA NS | RANT A AIARN) Tav 228K L, #—47 v MEFHRNO$TXTO | -PN
YIALELTHE | HRAN ETOR—F AFXF YV EANLET, ZOF TV arx2H6%)
(Treat All Hosts As | 1295 &, Nmap (X [FA k7 ¢ A3 J720 (Host Discovery Method) ]
Online) ] E[FRANT 4 AH/NYAR—F U AL (HostDiscovery Port List) ] D%
EEERTHOTERELTIEEN,

CHRA R T4 AN FukvREEK L, ¥—F v MEENOT
NRTORA N ETOR— N AF vy U E2FETTHI120F, [ (On) ]
BRI L F9,

*[FA KT 4 AH3Y 53 (Host Discovery Method) | & [ A b
F 4 AH/NY R— b U AL (Host Discovery Port List) ] D% T %
AL THRA T 4 2B ZFATL, HHARERA A R ETO
A=k 2F ¥ v EEWTHITIE, (47 (Off) | ZRIRLET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



B Nmap &+ T3>

RAMIDYV—X

Vb W= E2REAT D02 BRLET,

ZIZTC, [TRTOFRANEA T AL LTULEE (Treat All Hosts As
Online) | AT H L, [RA N T 4 AH 3 53 (Host Discovery
Method) |47 ¥ a ATEEHZ72 0 RA N T4 A ANYRFIATS
RN EIZERE L TLEE N,

BRANPHFEL T THIHFTRETH A0 E 9 22% Nmap N7 A hT5
B2 AL I IR L 7,

*[TCP SYN] A7 a >, SYN 7 T 7% E & N7-22D TCP /¥
vy heREL, WEEZETHERA NBFHHAETSH D L7
WLET, 774/ FTIETCPSYN (FAR— 80 #AF v L&
9, TCPSYN AF¥ ¥ E, AT — NI T7 AT Ut —/L )L—
ABRESNTZ T 7 AT U4 =TT a v 7 S5 i REMERMEN
ZHICEBLTLIIER N,

[TCP ACK] A7 3 »id. ACK 7 7 7 MR € SN 7-220D TCP /¥
Ty RNEREL, WEEZETDHERA MBFIHETHD &R
LET, T7HNV P TIHTCPACK bR —F80 2 AF v LFE
9, TCPACK AF¥ ¥ I, A7 — RV A T7 AT U4 —)b/)L—
APBRESNTE T 7 AT U —/LTTa v 7 I35 REESNEN
ZEICERLTLIIEEN,

[UDP] A7 aif, UDP N7y h&EE[FL, 7o —XHKR—kh»
HAR— FEGERREISENREND LR A MPBRHARGETH D L HE
ELET, 74/ N TIXUDP XA — b 40125 2 AF v L%
j—o

7T a3y £ EA %t 9 % Nmap 7
vav
[RARF 4 ZABAY | RAR T4 ABAY &, Z—Fy MEFANOT X TOR A MMIxF LT | TCP SYN : -ps
7. (Host Discovery | 179570, [KA KT 4 AH/NY 7"— K U A (Host Discovery Port TCP ACK : -pa
Method) ] List) 12U A RSN TWDR— b &t L TIITT D0 £72id, A—
RS2 B ERTOWARWBARICZEDRA N F 4 ZAH ) FRDF 7 4 | UDP : -pu

[RA T 4 2T
A— K U AL (Host
Discovery Port List) ]

RAN T 4 ATNY DFEITHCAR Y T HR— &2, HAZ~SA X
L7z~ ) 2 THRELET,

RAN T 4 AT
FHRIJE LA — b
U A b

|l Firepower Mana

gement Center /\—2 3260374 Falb—Yav HA K



| wzxrDY—2

Nmap R ¥ ¥ > DHA K54 >

v A=

Bl

%59 % Nmap 4 7

a3y

[7 7 4V k NSE 27
U7k (Default NSE
Scripts) ]

WA LT 4 ZAHNY AT, =N ARV —T VT VAT L i
FIEZ MM T D Nmap A7 VX DT 740 by MEFATTEDL L
ICLET, 77408 AZ VT DU A MIDOWTIL, https://
nmap.org/nsedoc/categories/defaulthtml 22 L C< 72 &\,

*Nmap A7 U7 DT 74V bk vy hEFETTDHITE, 4
(On) JZEIRLET,

*Nmap AZ7 U7 hOTF 74k By NEEKT HITIE, 47
(Off) ] ZBIRL £,

-sC

(AT T
L — k (Timing
Template) ]

Ax ¥ T ADLA I T EBEIRLE T, BIRTIEMHENRRKE N
ZE, A%y UIEEEICR D AT RS 2 7,

0:ro (paranoid)
1 : 11 (sneaky)

2 : 12 (polite)

3 : 13 (normal)

4 : ra (aggressive)

5 : 15 (insane)

Nmap A ¥ v >DHA LS4

TUOTF 4T AF Y AL 0 EEAERSELND Z LB Y T8, Nmap 7280 — 1L &%
THE XY RT—2 UY—RZGMBPNY, BERBFANRI Ty vaTHl 32 H0FE
To TIT 47 AX% ¥ T E2EHTHECTIT. BLFOTA FT A THE> TAF v U HIE A 1ERK
L. AF XY VT DMENHDLEARER—FDRAXFY U T5LIICLTLIEEN,

YRR F v 2 =7 FDER

Nmap % &% E 7T D BRIZ,

AX X URBOFRA NEENTAAFY Y ¥—Fy NEERTXFET,

AXY L A=y MII12DOIP T KLA, IPT KLADCIDR 7 a v 7 £7-134 77 v b

(N

DR—= I PRFENET,
ROFIETHZ =7y FERETE ET,

*IPv6 R A N DA

BB/ IP T RL-Z (192.168.1.101 72 &)

*IPv4 7R A F DA -

IPT RUARH, AFx T HIPT RUALLFHEHOY X~ BEOC12LLEORA b B

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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RRRIDY—R |
B NmapxFr oA RS

CEREIRIP T KL A (192.168.1.101 72 &) F I v ~mARX—ATKY 7= 1P 7 K
LADY A K

CCIDRFFZAMHEHLIZIPT FL ATy 7 (722 2%, 192.168.1.0/241%, WvEE &
T 192.168.1.1 735 192.168.1.254 OREID 254 [HOF A &2 AF ¥ o LET)

oAU Ty NOFEHT Ly v 7 EFEHLIZIP 7 RUAGEH (72 & 21,
192.168.0-255.1-254 /%, 192.168.x.x DEIFANDKED .0 & 255 LA DTXTDOT KL
A AXyr LET)

CNATURFERLEIP T FLUAGM (=& 20X, 192.168.1.1 - 192.168.1.5 (%, i
Z & T 192.168.1.1 775 192.168.1.5 DD 6 DDARA b & A¥x v LET)

CHUNANR—=ATEE 77 NLAN#EIFHOU A b (72& 21X, 192.168.1.0/24,
194.168.1.0/24 [, MEEZE®HT 192.168.1.1 7> 5 192.168.1.254 O D 254 {HD KA K
L. WA ST 194.168.1.1 736 194.168.1.254 DD 254 HDOARA ha A% v o LE
9°)

AR Nmap AF¥ v > DAF v > X —47» ML, VAT ATHMNTERNASXL—FT 47
VAT EAMBHDHEA L, B ENTHW WS — AN HLERA N, kY FU—7 ETRES
THRANNEENET, Fy hT—7 =y 7RI VA A MIBET % Nmap #ER X, x> U —
7 =y FICBMTERNZ LICEELTLLEE N,

EE *Nmap lZ L > TSN D — AR —T 4 7 VAT LAOT—X1E, H 9 1% Nmap
AFX v HFEITTDHETHNRREDE FI22Y £, Nmap 2R LA A FDOAF v
VEGE L TWDAEAIE, EHMICAS Y B ATV a— L LET,
CARARRRY RU—7 = I OHIBRSID &, Nmap AF ¥ URERDIEEE I N E T,

CZ=Ty FEAFR Y T OMRER > TS 2 E AR L TS 7ZEV, Nmap /i LT
HARLHLIZR S RWARA h 2 AF v 95 LIEEICRDEERH Y £,

AE v UHRIZT D@ ER— b DFER

RETDHDAF Y A=y FTLIZ, AFx vy URHEBOR— FEBRTEET, £4—F v FET
AX X T HMENDDHR— Ny M EEMRISHENT 2720, lx OR— R E5. A— M,
FlT EHOR— FESOR— MM EZRETE £,

F 7L F T, Nmap 1225 1024 £ TOTCP R— b &2 AF v LET, MHER) > —HNT
B L TEEAEHT 23R O%AX, MBEINEE N T—F 54X N CHRESNTZHR— RO
HEBETAX Yy CTEET, A TV RERIZAT VD a—NVERX AT L L TIEBRZFEITT
56 . F721% Use Port From Event #{ffH L2 WHA1X. TOMOAR—F A7 a v a2fEHL

T, AF XY U THBR—FERETEET, nmap-services 7 7 A /WIZ U X | TV D TCP AR—
FNDOHAF ¥ L, ZOMOR— NRELZEH T 5 X 5 BIRTEET, TCP A— ~ Ol UDP

A= AF ¥ TEET, UDP AR — MIxtT HAX v NNZIFRRINRDND 2 ERHLOT, T
FRLK AF Y VT BRI OFT v a VEFHLZNEIICERE LTSS, A% v o5t

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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KA MIDYV—X

Nmap 2% v >0H14 FS51> I}

& L THRED AR — R D3R — MiPH 28R 5121, Nmap AR— MEERS % v 7 &M L TR —
N A LET,

HRAMTARANY T3 0DHFE

TX MIXLTHR—F AR Y U ZHRDDIHNIERA N T 4 ZAAN) BEZITTENE I mERDD

CFFIEAR Y UEEHBELTVWATRTOFRA ML T o ThHEBETEET, TC
0)1‘7\ Fedr T4 LTHDLRWZ EEEBRLEEA, HHATAIHRA N T 40 2N FX%E
BIRTE, MBS UT, RARNT A ADRVEFEOAF ¥ VHRE— DV A N2 AL~ AR
TEET, RANT A ADRNYEFZE, VARSI TWDHER—FTARL—T 4 VT VAT LR
P—_OFRITHESINET A, FEOFR— FMERBETIEEZFEHLT, RA BT I7T 47
TﬁﬁﬁT“ 75><‘:“5 MNOBEHFILET, KA N T 4 AHNNY ZFEITLT, RAMAFIHAIBET
Mo leGAGITiE, FOFRA N EOAR— MEINmap TAF ¥ SN EHA,

BErEY Y
Firepower ' A7 LD IP 7 K L A K ik
Nmap A ¥ ¥ > O HE1k

Bl : Nmap ZERA L=FBAGANL—T 1 2 J DR T LDOFFER

ZOBITIE, ARV —T 4 7 VAT DERRT D X O IZRGEFE 72, Nmap sREIZ DN
Tt L9, Nmap ¥ EDOFFEMIZ OV TIE, Nmap AF ¥ > OFH, (40 ~—) 2L TL
7ZEW,

VAT ATHR Y MU= EOFRANDARX L —T 4 7 VAT AEHRBITE 72054 Nmap &
FEHLTCRANET 77T 47 AX ¥ CTXET, Nmap L, Ax ¥ o 0oGohiiEREzFAL
T, HHENTWD RO H HF XL —FT 4 7 VAT A&l LE3, KIS, KOO
F_R—F 4 T VAT L, RARNDENL—FT 4 VAT L EH LD E LTHERL
£7

Nmap ZfEH L TH LWARA MZANR L —TF 4 VT VAT AR — O R EERTDH L, A%y
VHGEDRA MIKT DV AT MK DZEDT —FOF=F VU TIET VT 4 71270 £,
Nmap ZfEH L CTHRA MRHEZFEITL, VAT A D RHARASRX L —FT 4 7 VAT EAND D
Ew—UPFTFONTEARA RO —RFARL—FT 4 VT VAT A ERET AL, FEOAKRA RO
TN—TEHINTEDGEENR DY ET, ZOHE. TNOLDKRARD I HD 1 DIZHSNTZ A
BT 4 H—=TV Y REERL, VAT LATEDT > H =7V h&, Nmap A% v 23k
SNWTEDHRA R ETEITENTWDEHIA LA —T 4 7 VAT A EBHEAT D LS
THIENTEET, AREREY , Nmap 72 EOV— =T f "OFHT =22 AT 5 L0
b, DABZLNT 4 H—=T V2 bEER LTSN, HAXLT 4 =TV N E2ERT D
L. VAT HFIRARNDAR V=T 4 T VAT ARG L TE=Z L, BB UTES T
5B TT,

ZOFITIE, ROZ EZFATLET,

1 Nmap AF v > A LV AZ U ADBEN, (41 =) OFHHIIHEST, AXxy L f L AX R
ERELET,

2 ROFEEMH LT Nmap (EEZ1ER L £9°,
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RRRIDY—R |
B NmapxFr oA RS

AR ENEDOR— FOEM (Use Port From Event) ] 2 G202 LT, #Hr LW — B
BT BN —F 2 2%y o LET,

ANV —T 4 7 AT AORH (Detect Operating System) ] Z#H LT, RA FD
FRU—F 4 T VAT AOERERH L ET,

R —BIONN=T g VEBROTZOOR— FD T v —7 F—7> (Probe open ports for
vendor and version information) ] ZAF NI LT, — AR F— L X— g IEFRE MR
Li‘a‘o

CHRANPEBEFETHDZENHHLTNDEDT, [TRTCORA A TA LTS
(Treat All Hosts as Online) | Z# BN L FE T,

3 SAFATHRBARTNL—F 4 T ATARBARA MBI ENT-EZIC NI H—ENn5
ML —VEERR LET, ZD/— i, BN PRFEAEL, BRA D OS IEHRNEEHE I
TEY., OSENARHE W) FHENMZENTWBERIC N ) T—SNDVERNHY 9,

4 ML — NV EFIATFIBER Y O — &2 ER L £,

S OFBERY —NT, A7 v 72 TREE LTER L Nmap B A X7 v 7" 3 TIER L 7oL —
JVZEMLUET,

6 MHERY L —%27 75 4 71T LET,

T Xy U= =7 EOFRA MEHEEL, BHEINICR Yy N7 BRHEAFEH SN TRy b
U—0 < v TNEEREIND LI LET,

8 1% 2BKIC, FHBERY o —IlZ Lo TAERSINIA XY R 2B L ET, NmapfEEonrd,
RABNETCHHEENEARL—FT 4 VT VAT AEHGHT L, VAT ATHRBENDWEEDR
A RBRERLRY hT—7 FIZHHNE I DTN ET,

9 RHRASNL—T 4 7 VAT ANB DA A S BEERBE S ., Nmap i RA R —OHEIL,
FNHEDHRARNDIDIZKLTHAZ LT 4 H—FV o MEERR L., FEREUOAR A - &5k
B BECER L ET,

BMELEYY
Nmap EE OIERK, (46 ~—)
FHE L — L DR E
Nmap A ¥ ¥ » OfER, (51 ~—3)
IIAT Y NHADOH AR N T 4 =TV v hOERK, (8 4—)
FARER Y o — D% E

f5l : Nmap ZFERLEFHLULEKRR FADIEE

ZOFITIEL, HrLWARR MOSET D X 5 IC&F S 72, Nmap sREICDOWTHEA] L £ ¥, Nmap
REDFHMZONWTIE, Nmap AF v OFF, (40 <—) ZBRL TS,

VAT ALY, BADOHREERS DY Ty PNTHLWER M3 SN HE. TDOFRA
FeAFxy LT, TOFRANOKETHHICEET 5 EMERE AT TEET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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KA MIDYV—X

Nmap 2% v >0H14 FS51> I}

ZDIDITIE, 2O TRy MR LW X FASHBL LR TR L. £ O3 A b 1T Nmap
Ay EFTTHEEEZEETOMHERY O — &L TT 77 4 7IZLE T,

ZOIDITIE, WO EEFATLET,

1 Nmap AFx v A4 U AX U ADEN, (41 X—) OBPFIIEST, AFX Y AV AX R
ZaxiE LET,

2 ROBREEMHH LT Nmap EEE/ER L E T,

AR I BEDAR— RO (Use Port From Event) | /% LT, #FH LW — 2R
HTOoNTZAR— b2 AF vy LET,

ANV —T 4 T VAT LD/ (Detect Operating System) ] Z AN LT, KA FD
FR_R—F 4 T VAT AOEREBRHE L ET,

R —BION—V g VEROTZODOR— FD T a—7 F—7> (Probe open ports for
vendor and version information) ] Z& NI LT, $— N R F— L X—T g UIEFRE M
LET,

CHRAMPEETHDLZENHHLTHWDEDT, [TRTORA M2 AT LTHD
(Treat All Hosts as Online) ] Z A% L £,

w

VAT ANRFEDY T Xy P ETH LWRR ML I M) A—EN5ME— 1%
PERRLE 9, ZDN— T, AR IBRBAEL, FTILOLER I3RSz Xz hY
H—ENDHVENHY 7,

4 FHEAL— VB AIATARBIAR Y o — 2R L £ T,

S HBARY —NT, A7 v 72 CnE L LTER L7 Nmap (B4 A7 > 7 3 TIER L 72 /v —
JVZIBINL £97,

6 FHRERY L —ZT T 4TI LET,

T HLOWEA MREMENEZL, RA N 7077 A VEZHFHNTNmap AF v > OFEREMEE L.
BRA MIE#EH & T D HEFsMEIs L L E 9,

ZORY—%T 7T 4 7T LTt T, BEEIREOR R ([T (Analysis) 1>[#HB (Correlation) ]
>[AT—H A (Status) ]) ZEHICHRAEL T, BESEBSNIZRFEEZHND 2N TEET,
BEEOBR R A v 2 =7y ME, = SMHOFMRE L TAF Y SRR FOIPT R
LAZGEDDLVENHY EF, TNHDEARDKEA L 707 7 A VEFHAT, Nmap (25> T
B ENIZANL =T 4 7 VAT A= NZESW T, AT D LEN D D HEFITENS R A R
WZHHMNE DR LET,
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RAKIDYV—R
B Nmap X &+ > DEHE

AR KB Ry NI REIR Ry MU= RHDEA, BT LWIR A ORI AET
HDT, Ax ¥y UEEH L USETHIERAERIGERH Y £3, U Y —AOWA LN &l T
L=z, BHBIZRAET HA XY PADIREE L TNmap A% v U Z2EH L2 T 72 &0,
F72, Nmap 2 H L TH LA R FDOFRL—F 4 U7 VAT ARV —"DOIERAERT 5
L ARV URBRDOERA MIKTHICEDEDOT—F DL Aa =L ) IRET 7T 47
W22 Z LITEE LT ZSN,

MELEYY
Nmap EEDIERL, (46 ~—)
FABE N — L DFRE
FHBAR Y o —DRTE

Nmap XX+ > DEHE

AYX—F S22 | RDFA VR | YR—bENET HR—FENBF | TIOER

R N R Ay (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

Nmap A ¥ ¥ 2T 51213, 27e< &b 120 Nmap AF v A L AX XL 1 D0 Nmap
BEEZRETHZ2LERNHY £, Nmap AxX v X—7 v hOREITA T a0 TT,

FIE

ATYF1  Nmap AF v 2R ELET,

*Nmap AF ¥ A U AZ A2 BIILES, FHMICOWVWTIL, Nmap AF ¥ > A S AX A
DB, @41 =) ZZELTLIEIN,

* Nmap EEZ B L 9, FEMICOWTIE, Nmap BEOIEK, 46 ~—) 2ZMML T
7ZEW,

*MENZIS U T, Nmap AF v > ¥ —7y haBIMLET, FFEMICOV TR, Nmap 2% v
Z—=70y OB, (44 ~—2) 2L TSV,

ATY T2 Nmap Ax ¥ 2FETLET,

* A YT~y FNmap A% v 2 FATLET, FON T, A7~ K Nmap A% v
DELT, (50 ~—) ZBRLTIZENY,

* H#) Nmap A% ¥ &2 ELE T, FHMIZOVTIE, Nmap AF ¥ O HENEEZ SR L T
7ZE,
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KA MIDYV—X

Nmap X ¥+ > DEHR

* HE) Nmap AX ¥ &2 A7V 2a—/L LET,
NEZIRLTIIZSN,

FEIZOWTIEL, Nmap AF ¥ VD AT Y 2—

RDEE

CRHEX R ERRTHIET, EITHFONmap AFXF ¥ o 2E=H LET, ¥RAT Avb—
DERREZRLTIIEEN,

MBS LT, WICRT AT Y U EFHELET,
°Nmap AF¥ ¥ A LV AX U A&fmELET, FEMIZOVTIX, Nmap AF ¥ A U AH
VADWRE, (43 X—) 2ERLTIIEEN,
°Nmap A ¥ ¥ #—5 v MfELET, FEMIZONTIE, Nmap AF¥ ¥ #—5 > |k
O, A5 X—2) ZZRLTIEEN,

° Nmap EE ZfmE L £ 9, FEMIZ OV TIL, Nmap E1E DOFE,
TLTEEW,

(49 ~—2) ZZML

Nmap R v > 4 VX B ADEM

AR—br 51422 | XDFA VR | Y R—bENET | HR—FShEF | 7UEX

z N R AL (Access)

L& (Any) f£& (Any) f£& (Any) L& (Any) Admin/Discovery
Admin

fEsgtElc W TRy N =27 2 A% % 3T 5OIEHT 5 Nmap £ =2 —/L 2 LITHlxDAF v
VAVAE U A%y NT v TE&E T, Firepower Management Center [0 = — 7% /L Nmap &

Va—/h VE—RNCAXY VEFATTHOIHEHT L7 M AZH L TAFy o A VA
VAER Y NT v TEET, KAF v O RILE I Firepower Management Center (ZR1F S 4L
F9, VE—RF T A ADRDLAF Y U E2FETTHHETH, ZOHEHCAXF Yy V2R ETEE

T, v ary I UT A HNVEREARSDREDOAR v ROEEOH D AR v 2 ITIE, A
VABUADT T v I VA REERL, TOA L AZUATRLTAF vy LTERBARVIEA
MfERTEET,

BEFEDOAX v A AR ALRICARIDAF Y A A ATBNTEERA,

VN TF RAAL VIEBTIEE, BIED KA AL VTER SN AT ¥ v A VY AF VANRERENET,
THITRETEET, BHRAL UV TERENT-AXF Y U AV AZ UV ABLFRENETH, Zh
IIRECEEHA, FNORAALVDAF YU AV AX U AZRRBLOWRET ST, DR
AANTEID R ET,
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RRRIDY—R |

B Nmap X &+ > DEHE

ATy T

ATy T2

ATv73
ATy T4
ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

FIE

RONWTNPOTEZEH LT Nmap AF¥ ¥ A VAX L ADY A NMIT 7 E8ALET,

* [ VU — (Policies) 1>[7 7 > a > (Actions) >[4 > A% A (Instances) % EIRL F
‘j‘o

* [ VU — (Policies) 1>[7 7 3> (Actions) |>[AF ¥ (Scanners) [Z&EIRL F 7,

LITOSE. BEZEMLET,

* FROBRHIOFETY A MIT 7 BALEGEIE, LA A% 208 (Add a New
Instance) £ v a v &EH L, Fry X7 U KD Nmap BEEEY 2 — /L &R L,
EM (Add) (%7 Vw27 LET,

* ERO2FROFIETY A MIT 7B A LIS AIE, [Nmap A > 2 2 ADEN (AddNmap
Instance) | %27 Vv 7 LET,

[f > A% A4 (Instance Name) | # AT LET,

[HA (Description) ] & AL ET,

A 7a T, [FT7v I VA MEERIZAF Y KA N (Black Listed Scan hosts) ] 7 4 —/L K

T, ZOAF XY AV AZVARAF Y U LIBRWERA FEERy hU—7 ZHBELET,
*IPv6 R A N DA, BB IP 7 KL A (2001:DB8::fedd:eeff 72 )

*IPv4 iR A R DA, BB IP 7 FL A (192.168.1.101 72 &) F£721X CIDR K& L7
IP7T FLAT7uavyr (72 ziE, 192.168.1.0/24 1%, MMz & T 192.168.1.1 75
192.168.1.254 DED 254 HDOKRA R EAFX ¥ LET)

CREERE (D) AEH LT FLRAEOSERTERNI LITIER LTI ZEN,

GE) 77y VANMIEEND Ry NT—TNDORA M AX Y UG E LTRHET D L
AF v AFFATINEE A

#4732 T, Firepower Management Center DX D IZV E— K T, AMBAX ¥ &2 EITT

DITE, ZFOTNANAADIP T FLANAFIZEELET, ZOF#IE, Management Center Web

A B =T A ANDZEDT 34 AZEIT 5 [Information] ~<— ¥ ? [Remote Device Name] 7  —

WV RIZERRENET,

[fER% (Create) ]2V 7 LET,

VAT APA VAR ADEREKZD & RET - R TIOA VY RAZUANFIRENET,

WENZIE U T, A AZ A Nmap DIEEZBIMLET, ZOEDITIE, AV AX L AD[RIE

INTVWHEHE (Configured Remediations) ] Z#FE L, [BAN (Add) 1% 2V v 2 L, Nmap EE D

TERK, (46 ~—2) OFBICHE > TEBEEZERR L 7,

AVABEADY A NMIEDIZIE, [Fr BV (Cancel) 1|27 Vw27 LET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 42 |



KA MIDYV—X

Nmap 2% vonEE [

GE) [A% ¥ 7 (Scanners) | 47> 2 2LV Nmap AF¥ ¥ A L AZ L ADY A NIT 7
TALEHERIE. AV AZ L AOBEE LS TEBMLUARWEBINLEA A ATFE
RENFHA, BENBMENTHRNWA VAZ AT _RCERRTDHITE, [ A

# A (Instances) | A==2— A4S ar&ZH-TYVAMNMITIZ7EALET,

Nmap ¥+ > 4 VAR U RADwRE

&

ATvT2
ATvT3

RTv74
ATv7T5

ARXR— b S14 Y | HEDFAEVR | HR—bENET | HR—rShB K| 79X

A INA R AL (Access)

fER (Any) fEE (Any) & (Any) % (Any) Admin/Discovery
Admin

AXX U A VAL U AERET DGE. A VAX L RAZEEMNT BTV A EE TR, BN,
BLOHIBRTEET, AV AF L ARNTT B 7 7 A VPERR S 472 Nmap £ = — V& L7
Ko BB, Nmap AX v o A VAX UV AERHIRLET, AXy o AV AX U AZHRT
L&, EDA AL AR THEBEBHIRIND Z LITEEL T ZIN,

VITF RAAL VERTIE, BUED RAAL VTHERR SN AT ¥ o A UV AZ VU ARFRRINET,
CHIIRETEET, BH ALV THERENTZATF Y U AV AF AL FRENE TR, Zh
IITRETEETA, MO RAAL L DAF Y A LV AF AR RBIOWET HI21Z. TOFR
AL YD BEZET,

FIE

ROWTNNOFEZEH LT Nmap AF ¥ o A LV AZ L ZADY A NMIT 7 E8ALET,
*[AR YU — (Policies) 1>[7 7 a3 (Actions) |>[A > AX A (Instances) ]% IR L &
‘g_O
* [NV — (Policies) 1>[7 7 2> (Actions) ]>[AF ¥ (Scanners) [& IR L F T,

MET DA AZ L ADRIZOHRRT A2y (%) 27y 7 LET,

Nmap A ¥ o A VAKX ADEM, @1 X—) OFBFICHE-ST, AFX v LV AX U ADK
EEERLET,

[f*1F (Save) 127V v 7 LET,

[58T (Done) | &#27 U v 27 LET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



RRRIDY—R |

Nmap X ¥+ > DEE

ROEZE
CWMEIZE LT, AF Y U A U AZ U RAIZH LWMEEZBMLET, KESRLTIZEN,
Nmap EEOIERL, (46 ~—)

MG LT, AV AZ L AZBIHAT 5TV D EE ZRE L £, NmaplEHE OMRE, (
49 =) 2ZRL TSN,

BTN U T, A AZ A E#EMN T b DEEZHIR L ET, 47~ FNmap A ¥ v
DI, (50 X—) EZRLTIESVY,

C MBS T, ZORICHIHEIBET A2y () 27) v 7 1L T, AX YU AV AE VA%
BB L £,

Nmap R ¥+ > 2—4 v ~FDIENM

A= Sy HEDSALVR | FR— FENET HH—bEhEF | FUER

A NA R ALY (Access)

L& (Any) fEE (Any) £ (Any) & (Any) Admin/Discovery
Admin

NmapEY 2 — /VERETDHEEICAT Y o X —F > FEERL TRFCTEET, AX vy ¥—F vy
MEI, AT~ REREFRAT V2= VIEHRD AKX v OFATRICE — 7y MITHHRA N ER—
M@l LET, 2K, BREEHILWAX Yy Z—5y NEERT 20BN 272 £,
AFx ¥ =Ty MIE, AX v TDH1OOIPT RLANIPT RLAODT7 vy 7, BLUI
OLLEDEA N EOR—= NG ENET, Nmap ¥ —4 v~ bOBFA, 4277 v MEPFIIC K % Nmap
DT Ry 7RI 7 RLAOHBMBMEHTE X, Nmap DA77 > MEFHICEL 2T FLy
2T DOFEZ OV TCIL, http://insecure.org (23 D Nmap D~ == 7 /L EZ B L T 7ZE0,

(1)
CAXY U H =Ty MIBEDORA FNEENTWEEE, A% v VCETHEEMNIENS
EMHVET, FRERE LT, —FIZAF Y U THRARERES LTS EEN,

*Nmap ([Z L > TSN D — RNV —FT 4 7 VAT LAOT—XiE, H 9 1% Nmap
AX X U EFATTHETHNRIREDOE FIZ/2Y £9, Nmap ZEH L7ZARA PO AT v
ZEHE L CWAHEEIE, EMICAXF Y v 2 A7V a— L LET, FARMREY hT—7
<7 PHHIERSND &, Nmap A% v URERIT TN CTESINET,

C T RAAL VERTIE, BUIED RAA U THERR SN AT v ¥ —F y RIRFRREINE
T ZHIEFRETEET, BHRNAA U TERESNIEAFY Yy ¥—Fy M ERRINET
N, ZHIRETEFETA, TNORAAL L DAF Y Z—F v bR RBLORET HIZ
I, FDORAL YD R Z ET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 4| |


http://insecure.org

KA MIDYV—X

Nmap R ¥+ > DEE .

FIE

ATy F1  [HRVU— (Policies) 1>[7 27 2> (Actions) ]>[AF+¥F (Scanners) &R L £,
ATy T2 V= R—T [#—F v b (Targets) 127V 7 LET,
ATvT3  [A¥y o ¥—F > NOERL (Create Scan Target) ] %7 U > 7 LET,
ATv T4 [4ET Name) ] 7 4 —/VRIZ, ZORAF v Z—4y MIEHT 40802 AT LET,
RTw TS5  [IP#iPH (IPRange) | 7F A Ry 7 AT, Nmap Ax ¥ DHA KT7A, (353—) Ti
BHLTWD YU Z vV AEHEHLT, Ax v 9512 EOFRA MERELET,
GE) AXx X —4y NNOIPT RLADFEHO U A N CThHU~EHERA LGS, ¥—F
R AR T DB = I F A= R ZER SN E T,
ATvT6 [RA—hF (Ports) | 74—/ RT, AF ¥ T 5R—FE2EELET,
1 775 65535 LFTOEZEMEH LT, ROWTNNE AN TEET,
*AR— hEE
*H v TRY SR — DY A K
‘A 7 TRY o o AR — MBS O
A T TR S T2 AR — NESOEB OB E S v~ TRY 7= D
ATF9 T [RAF (Save) 15227V 27 LET,
MErEY Y
Nmap A % ¥ @ H#it
Nmap R ¥+ > 32— v FDiFEE
AX—hr 5142y REDSA VR | Y R—bENET | HR—brEShd K| 7R
A INA R ALY (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

Evk

BEAFEHLTHEDIP T RLAZAX Y 72500 00N R0\OIZ, EBEZEE) L7-MHBER
U —ERIZAA MDRBEURL TWZ72DICZEDIPT RLAREZ —4F v MBS =858,
BEOBB ATy X—F v P EfRETE 7,

AX ¥ A=y MU A RSN TWAERA FEAF v T HMLENRL o E81F, FD A
Xy =4y FEHIRLET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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RRRIDY—R |

B Nmap X &+ > DEHE

VITF RAAL VBT, BIIEDO RAA U TIERR SN AT Yy v X —F v RERINET, Z
AUIRETEE T, B R AL U TERENT-AF Y Z—F v FHFRRINETR, 2R
ETEFERHA, TUDORAAL L DAF Y =5y NeRRBIOWRET DL, TORAAL
WZHID R ET,

FIE

ATvF1  [RY— (Policies) 1>[7 7 3> (Actions) ]>[AF+vF (Scanners) %R L £,

AT9 T2 V= R—T, [Z—F v} (Targets) 1227 U7 LET,

ATYT3 T BEAF Y F—Fy NOBICHARET A2y (@) 22V vy LET,
ROVIZRRT A ar (%) DERREINDGE, RETHEHA AN B LTEY, REZLHT
THHERDH Y EH A,

ATy T4 PVESUTEREZMZET, MOV TIE, Nmap AF ¥ > #—47 v hOBI, (445—2)
ML TLEEN,

ATv 75 [Save]l &7 U w7 LET,

ATYvT6 MEJSU T, ZOMICHIHIRT A2y () 27V v 27 LT, AF v ¥—F v F&HIBL
£

Nmap EE D ERK
AX—hr 514y REDSA VR | Y R—bENET | HR—brShd K| 7R
e INA R ALY (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

Nmap &5 L. BEFED Nmap A v A L AZ VA MEEEZBINT 5 Z L2 L > TORER T
FT, BETIE. AF Y UOREXTERLET. JHITMHERY —TIREL LTERA LY,
AT RTERITLIEY, APV a— )L XA L LU TREORKLNCEITLIZY T ET,

Nmap IZ Lo TR SN H T —"RA RV —F 4 VT VAT AOT7—H X, &9 1 Nmap A ¥ v
VEFATTHECTHNREOEFICRY F7, NmapZfEH LA A MO AX v o Z5HH LTV
LA, BHNICAX Y U EArVa— L LET, RARBRy NT—7 = v T BHIBRES U
% &, Nmap AF v UFERDVEFESINLET,

Nmap OFEREIZ B35 — M HIZ- OV TlE, http://insecure.org (23 5 Nmap D~ == 7 /L& L
TLIEEY,

T RAAL EANTIE, BUED R A A U CIERL S U7 Nmap (EEA R RSN ET, ZhiTfmeE
TEET, B F AL TER S Nmap (B b RRSNE T, ZHUTRETEEEA, T
AL KA A 2D Nmap EEZFRBLOWET DITIE, TO KA AHVEZET,


http://insecure.org

KA MIDYV—X

ATy
ATvT2
ATv73
ATvT4
ATv 75
ATy 76

ATvT1
ATvTS8

ATvT9

ATv 710

ATy
ATvT12

Nmap R ¥+ > DEE .

[T L& BHIIC

*Nmap AF¥ ¥ > A AKX ADBENM, 41 X—) OFBIZHES T, Nmap AF ¥ A A
U AEBMUET,

FIE

[V — (Policies) [>[7 7 a2 (Actions) [>[A > A ¥ A (Instances) |&ZR L F7,

BEZBNT 54 VA2 ADMICHLERT A2 (%) 27V v 7 LET,
[REFHFADIEE (Configured Remediations) | &7 > a > T, B (Add) 127V v7 LET,
(&4 (Remediation Name) | Z AL F9,

[FHA (Description) ] & AL ET,

BAANRY b, A XU b, 2= AR 2 N T—FT 5L — G U T2 OBEEHE

AT 25613, [AF Y TD5A4X bDT KL A (Scan Which Address(es) From Event?) ] 4~

TaraRELET,

Evh  TURAINY AR NETIIARA MATA R MR LT MY H—F 54V —L~
DIGEL LTZOBEEZEHT 23BOBAIL. 774/ FTEDA XY MIBEET S
BRALDIPT FUAPNMEEICE > TAF vy ENET, ZOF TV a aRHET D4
ZlIbV A,

GE) NI 4 TaT A NOETR LT MY H—F BB —L~DJ& L L C Nmap
BEEZEID Y TRENTLCIZEL,

[AF¥ ¥ XA (ScanType) | A7 a X ELET,

F 7' a T, TCP A— MIMATUDP A— &2 AX ¥ 3 521%, [UDPHA— FhDAFx ¥

(Scan for UDP ports) |47 2 > C[4> (On) | ZBINL ET,

Evk  UDPAR—hAF¥ UL TCP A— hAF ¥ L0 HRERIA D0 9, A% v VR %
Fiffgd 212i%, oA 7y a v EEHOEEICLET,

FABIAR Y o —ERA~DIRE L LT ZOBEZEH T 23 mO5EE, [~ FrbR— F &

(Use Port From Event) | 47> a V2R ELFET,

FHBAAR U =R A~DINE & LTI OBEZFEHT23HE T, A Xy M Licmit=r v

EEITLTCWABT FIAT AR L TAR ¥ 2377 5I121E, [LAR— MR P Uh

2 «*\*ﬂ? > (Scan from reporting detection engine) |47 a VERELE T,

[E#HAR— b A%+ (FastPortScan) | A a v ERELET,

[ﬂV— NS L VR X% VB (Port Ranges and Scan Order) | 7 « —/V RIZ, 7 7 4/ h TX

XFr T LHR— M AN LES, Nmaph— MEET VF v 7 2L, A—FE2AF¥ v 75

g T A LET,

ROFRAEMEHL E7,

15 65535 ETCOEEEELET,
cR— P EXE AT, B~ AR—ZAEERLET,
AR — MNEFEZRTICIE, MM 7 U EFEALET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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Nmap X ¥+ > DEE

ATy 713

ATy 714

ATv 715

ATv 716

ATvT11

ATv 718

ATv 719

ATy T2

ATvIT2n

ATFvT22
ATvT23

*TCPR— K& UDP R— FDOW ST & b AX v T HEIE. AF v U KHRD TCP R— DY
A MOEEIC T ZHAL, UDPAR— DU 2 FOHTEIZ U AL E T,

G¥) FIES THAINTWND L IIT, FHERY V=B ~DINE & LTEENEE T 5854
WZiE, [A X2 bR — b &M (Use Port From Event) ] 473 3 2k W ZORE
NEEXEINET,

il -

UDP F 97 4 v 7 DAR—=FS53 L 1M1 ZAF Y LTS, TCP bT 7 4 v 7 DFR— k21 05 25

FETAX Y T HITIE, uss3, 111,T:21-25 EATTLET,

BN TWAER— F TH— "R T —B LU=V g UERE T — 7T 5120%, [ F—BLD

W= g ERICET B4 —7 2 R— bD 7 m—7 (Probe open ports for vendor and version

information) ] ZfXE L £7,

BFANWTWOR— 27 n—7F25Z2 LICLEgAE, [P—ERX A=V a O S (Service Version

Intensity) | ey 77X 0 URX MBEEAEIRT 2221280, fEHIND Y v —7 O A *

ELET,

FR—F 4 VT VAT AERE ARy T DR, (AR —T 4 T VAT LD/ (Detect

Operating System) | EZITVWET,

RARNT 4 ABRNYPTONDENE I, BEOFR— FDORAX v UPEHARRER AR A N OB

LTCEITENDME I DERDDITIE, [TRTDOFRAMEF T4 LTS (Treat AllHosts

As Online) | ZiXE L E7,

Nmap TH A FOFEHATREMEAE 7 A M 2B T 5 HIEZHRET DL, [FA RN T 4 AN

Y 5 (Host Discovery Method) | K> 7 &7 U R b FAEFRL 7,

BRARNTAABNVEHIR = OB AZ L VA 22X Y T 2561%, BRULEAA S 70

AHNY) FRICHE LR — DU A NE, [FARN T 4 AHNY FR— K U AR (Host Discovery

PortList) ] 7 4 —/V NIZH o~ TCRY>TAHLET,

[77 4/ F NSE A2 U 7k (Default NSE Scripts) | 47> a v ZHELT, RA KN T 4 ABN

UBXO, = AX—F 4 7 VAT A Wik DT 4 A /3Y I Nmap A2 V7 hOT

TAN by T 50080 haflELET,

vk T74NE AT VT RDY A BMIOWTIL, http:/nmap.org/nsedoc/categories/default.html
EZHLTIZEN,

AXX L TREADIA I TEFRET HITIE, [ 77— (Timing Template) ]

Fay 78y VANPLAA IV T T 7 L— NEBEBIRLET,

KO EHED, AN TRWAF Y U2 FTT 513 REVESLRIRL, [KET, K afF

7R AF v 2 FTT 5B NSNEFTEZBERLET,

[fER% (Create) ]2V 27 LET,

BEOERN T T T2 &, BEPREET— FTRRINET,

[56T (Done) 17 Vw7 LT, BE#EA L AX L RIZRED £7°,
[Frrt (Cancel) 1227 Vo308, A VAZ A YRANMIRDET,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k
|


http://nmap.org/nsedoc/categories/default.html

KA MIDYV—X

Nmap 2 ¥ v >0z ]

EErEY Y

Nmap A % ¥ > O H#hb

Nmap EEA 7 2, (29 ~<—)

Nmap EEDIRE
A= SA LY | HRDTALUR | FHR— hENET HH—FERB K| FUER
A AR AL (Access)
fLE (Any) fEE (Any) fE& (Any) & (Any) Admin/Discovery
Admin

NmapEEIZMZ 72T 1L, EITHOAF ¥ AT E L EFEA, FILOEEIT, KEAX Y N
Fth SN L A2 £9, Nmap (EENBAREIZ 2> HHIBRL £,

VT RAAL VEANTIE, BUHED KA AV TER S Nmap (EER T RESNE T, ZhidfmeE
TEFET, B RFAAL L THERINZ Nmap BELFERSNETH, ZHTRETETETA, F
i KA A > @ Nmap IEMH #FmB LOWRET DI11E, TDO KA IV EZET,

FIE

ATy 71 UFOWTFNrOHEEZFEM LT, Nmap AF v AV AX L ADY A MIT 7 EBALET,

* [V >— (Policies) 1>[7 7 = (Actions) ]>[A > AH A (Instances) &R L F
e

*[AR Y >— (Policies) 1>[7 7 = (Actions) ]>[AF+F (Scanners) ]& 3N L £,

ATvT2 WETLIERICT7EALET,
* ERRORMOTIETY X MT 7 v A LTS E1, BET 5 A V25 ZADBICH DR RT
A2y (%) 227V v7 L, KIC, [REF#EE (Configured Remediations) | &7 v =3 v
T, WMETIHEEOMIOLERT A AV EHEZ ) v LET,
* FRO2FEHDOFHETY A MIT 7R LESHAE., WETHEEORICHDIERT A 2
(%) 27UV v LET,

ATvT3
ATvT4

Nmap EEDIERL, (46 ~—27) OBINIIE- T, BEIJSCTERZMAET,

EHEZ2RAFT 25 E1E [IRME (Save) 1227V v 7 L, RRFETITK T 255G 58T (Done) ]
27Uy 7 LET,

ATvT5  REIELT, TORBICHHHIBRT A2 () 27V v 7 LTEEEZHIRLET,

Firepower Management Center /A—2 3 603> 74 F¥alL—> a3y HA K -


fpmc-config-guide-v60_chapter_01000.pdf#unique_225

B 77 FNmap ¥ v o 0EF

A2T<2 FNmap R ¥+ VDEFT

&M
ATy T2
ATvT3

ATvT4

ATy TH

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

RAMIDYV—X

AI— b S14 Y | RHEDSA VR | Y R—bENDET | HR—FrEhDBF | 7OER

z INT R Ay (Access)

& (Any) fEE (Any) & (Any) =& (Any) Admin/Discovery
Admin

Ay T~ FNmap A% % UE, WOTHORERLSICEHTEET, AFvT5PT FLA
LR R EANT B, BEOAF Y 4=y NEBIRT 52 LT, ATy FAF YLD
=y NERETEET,

Nmap (Z K> TREEIN DI —R"A RV —TF 4 VT VAT LAOT =X, & 9 1 £ Nmap A ¥ ¥
VEFATTHECHNREOE FIZRY F7, Nmap ZfEH LA A MO AF v > Z5HH LTV
a1, EHICAXR Y v ERF YV a— L LET, ARy NT—2 vy TIbHIBRS
%L, Nmap AF% ¥ OfFRIIMWESNET,

[T L& BHIIC

*WENZJS LT, Nmap Ax ¥ o ¥ —5 v h&BILET, Nmap A% v > ¥ —5 > FOiBE,
(44 ~—v) Z2ZMRL TSN,

FIE

[ Y — (Policies) |>[7 7 ¥ a > (Actions) ]>[AF x 7 (Scanners) |ZER L F7,
A%y L DFEITRICMH TS Nmap BEEOREICH D ATy TAay (2) 27V v 7 LET,
VEIE LT, REEADOAX Y X —Fy VAL TCAX Y VT 585681, [REHY—7 v
I (Saved Targets) | KRy 77X UR R H—4y FERIRLT, [R—F (Load) |1 %7
Uy LET,
(B xxyr a4y bBMTBIE, AT 70 ERChHIMET A2y @) %
7w LET,
[IP #iPH (IP Range(s)) ] 74— /V R T, AX ¥ T HRALDIPT RLVAZHRET Hhr— RS
NV ANEEHELET,
(%)
*IPvd 7 RLADRA FDOGEIT, BEOIP T RV RA%E o~ TRYI> THET 52>, CIDR
FaeEATEET, B (1) ZANCHALTIP T RLAZHRETHZ EHTEET,
*IPv6 7 KL ADKRA FDOGAIL, BERIP 7 RLAZMHEH L 3, @iz R—hSn<
WEH A,

[R—1F (Ports) | 74—V FT, AX ¥ T HR—- EEETDHN, o— &N A NEEE
LET,



| wzxrDY—2

ATYT6 <L FRAALUEMATIE, [FAA Y (Domain) 17—V REFHLT, AF ¥ 2ET7T50—
T RAAL CEREELET,
RT9T1 [4FT<AF ¥ (ScanNow) 127V w7 LET,
RDIEE
CMBIRUT, FATDAT—ZRAEE=F LET (¥R Avb—VOERR EBH)
EErEYY
Nmap A % ¥ @ H#it
Firepower & A7 LD IP 7 R L ALKk
BB TOR— k
Nmap R &+ > DR
HEITH O Nmap A ¥ v > &F =4 L. Firepower V' AT MMI L > TETEINTZAX Y VOFERD D
VN Firepower v A7 LA TITONTZAF ¥ LV ORERE A VAR — P LT, AFXF ¥ UHRERTRB
KOS5 nTEET,
T—H /L Nmap Y 22— /VEMEH L TERLEZAFT Yy URiRE, Lo Z ) 7 E8n—Y Lt L
TRy T Ty 7T U4y RUTRRCTEET, Nmap iR 7 7 A V% raw XML B CTH U om— K
THILLTEET,
Nmap ([Z X > THHENT-F XL —F 4 7 VAT AR —RDOIERE, mA L a7 7 A L0
Fy hUV—=7 =y 7HNTERTLILLTEIET, A FORF ¥ UPERT 5P —MFHH
TANEBREEINTNDENT B —RREDOR— DOV — T HIEROEGE, T2k, A%y
VIR LTAAF MR A NV =T 4 2T VAT DMEROY =D 7 g LCEDDH LR TER
WEBROGAE, FNOORERIE. FA N 7827 74 /L O [Nmap A ¥ v &R (Nmap ScanResults) ]
B a I EDLIENTEET,
Nmap X ¥+ U RDERTR
AX—FrS14 Y REDSA VR | Y R—bENET | HR—FrShdF | 77X
R INA R A A (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Discovery
Admin

Nmap X ¥+ > DR [ ]

R—FEE., Ho~vTRYSTZR—=FDU AR, N T TR - T2R— MRS O A AT
%i‘é—o

Nmap AF¥ ¥ VRGBT LTIeb, AF ¥ UfEROT =T N ERRTEET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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