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Cloud Mailbox Defense

Cloud Mailbox Defense (CMD) i, Microsoft 365 M} DA Z 7 KEXAT 47 X2 VT4 YV a—alrT . vor
SV N 2R ORI N TR ICE S A BV TV ET,

Cisco CES OB EHIL.CMD 0¥ 7t v FEWEA—/LRy 7 APIMD) & L THEMATEEJTIMD 21742 & . CES D
BERIINEHA —LE ARy L THEETEET,

ZA

Cloud Mailbox Defense (CMD) % IEHZ#%E L THEH T 2720 O EMAFTRD LBV TT,
B CMD ZAL. V=l AA—NVEZELTND,
B ROVWTNHLDOT T UFOEHN—Va v EHFEALTNS,
— Google Chrome
— Microsoft Edge
— Mozilla Firefox
B U VEEEHER % Ffo Microsoft 365 7 7 v R EFTA LTV 5,

B RERERY Y —F LU ER— FEZETEX % Microsoft 365 BBEEDEF A —LT FLAZFHA LTS MEHENSE
FA=LT FLAF V¥ —FT V7 ENEEACMD OSSR ETDHT FLAZEHLRNTLZE N,

\‘\\ M) %)_Ll'_l_'
BV AR ADERE
CMD B VR RAEHET DI ROFIAZETLET ROFIHIZ. B R—D) 2 LTS 2 2R LTWET,
1. VRAaNEDOT VI AA—IVORRICEST. T AT b ERELET,

CMD /. Cisco SecureX ¥4 A > &2 HH L T2 — W8G2 & L £ 7, SecureX 1 > A4 v OFEMIZ DWW TR,
https://cisco.com/go/securesignon %z 2 L T < 72 &\, Cisco Threat Response. Threat Grid, £ 721% AMP DBETFED
BEHOGAFI MTEFO A UHFRTHA AV LT EEW B FEO =P TRWEEIE H LU SecureX 1
AT NEERT D LI RO LNET,

Cisco Systems, Inc. WwWWw.cisco.com
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YR ADRE
Z T, [Welcome to Cisco Cloud Mailbox Defense] X—iZ7 7 A T&£7,
Welcome to Cisco Cloud Mailbox Defense
o Select Permission Mode 2 | Set Up Journaling
e Audit

Visib
Read-or

only, no remediation
permissions will be requested from Microsoft 365

0 hUd]I with Enforcement
and on-demand or automat
rite permissions will be re

emediation
d from Microsoft 365

2. [Permission Mode] % 3&R L £,

[Permission Mode] i, H T 2EHEARY v —D ¥ A 7% EFK L £ 7, [Permission Mode] (ZIZKD 2 24T v 3
BHYET,

- [Audit]: AIRMEO 2 Z2 TR L ABEITFF AT L E W A, i B D BHMERR2Y Microsoft 365 75 ER X7,

= [Audit with Enforcement]: F[ 41, BIOA T~y FERIZASHOBE Bb LA v — Y OBEN £ 72 I3HIR)
DAA[HE T, B Y [ X IABHMEIR Y Microsoft 365 /v HESR S E T,

7 : [Audit with Enforcement] %8R L 7235613 R Y O —&RE (4 X—) T [Automated Remediation] % 4123
LMENH Y ET, T XTORNEE %7‘ *‘}1/ H@8E1E % 38 3 5 1213 [Apply auto-remediation to domains not
in the domain list] b 7 /v % [On] IZERE L £,

3. Microsoft 365 |28 L £,
a. [Connect to Microsoft 3651 %27V v 7 L ¥4,
b. fERICHE- T, Microsoft 365 71 7> hzua 74 > LE 7, Microsoft 365 TV v —F+ VU V7 EFRET HITIL. ZD
TAD Y M e —rVEBEHERBSMLE T, 20T 77 Mt CMD CRIFE 7‘_ :Hﬁﬁﬁ INFEHA, ZNEDOHE
[EASMBE AR B 12DV T, Cloud Mailbox Defense @ FAQICMD % #%E7 5 7= 12 Microsoft 365 7' 1 — /3 L4

HEHER AN B 22 DL 728 T4 D3, (Why are Microsoft 365 Global Admin rights required to set up CMD?) | &%
BLTLEEN,

c. [Eiu (Accept)] #7 U > 2 L, Cloud Mailbox Defense 77"V 77— 3 > DR Z &R L £9°, CMD D% E~R—
TVEALVT NERET,

4. Microsoft 365 TV v —F U 7 HRELET,

CMD ¥ v —F /W &EET 5D L 52 Microsoft 365 # 3% ET AMENH Y F9, ZNEITHITIL. VY —F A — %
BiMLET,

By —F =L ERETDHE TICCMD Ny /=y RAaDTF—Z 7a—RNEEVE4 .5 74/ @ CMD R Y
VRENEAINET, U —F AN L EENI LTS 10 ~ 60 LRI, 3 Y — VT =2 REoRENE T,

/RO Cisco Threat Grid 74 7 > b 3MERL S 1. Threat Grid 7 5 '7::/L7JA7< —ABNEEFET HLNT T
MIBEFED Threat Grid 7 77> MZY 7 ESNTWEHALCMD #5% & 5722 Threat Grid 74 7k THE
TIvaviidbn FHA,

a. CMD OBRER—UMnH VY —F LT L AZabt'—LET, BTt 24240 KT HEND DAL [E
P (Administration)] X—Y TV vy —F AT FL AR THZ &b T ET,

b. Microsoft 365 & & o % — (https://admin.microsoft.com/AdminPortal/Home#/homepage) I &) L £,
E: 2O OFEIZ REHKD Exchange o # —&2H L TWA Z L ZRifEL LTWET,
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BV R ADRTE

j-

[t #—]>[Exchange] > [2> 7 T4 7T AEH] > [V v —F v — V] DIEICBEIL £,

[Send undeliverable journal reports to] 7 .t —/ KiZ Exchange DZ{EEZBML £ . HFHESNEZEFA—ILT K
LRAFY Y —F V7 E8NEEACMD OOHRET L7 FLAEZMH LARNTI SN, ZORMTHERT 2
ZEBEDDIRVGEIL X EE RTS8 ERH Y £,

[+1RZ %270 v 7 LT H LWy —F A — L EERLET,

CMD REN—Yhbabe— LYy —F /T KL A% [Send journal reports to] 7 + —/V RIZAE 0 £HiF E£ 5,
[Name] 7 + —/L KiZ CiscoCMD + A ) L E9,

[If the message is sent to or received from] Kz v 74 v /5 [Apply to All Messages] &I L £,
[Journal the following messages] N v v 7% 7 U LY A 7 v a U EARIRL £7,

CMD O BEMHEDB A L. [All messages] IR L TL 72 &0y,

CES Internal Mailbox Defense (IMD) ® %4k D 5414, [Internal messages only] Z8R L T 72 &0y,

%17 (Save) ] 22 U v 7 LET,

5. CMD OB E—IZRE Y 7, [enable policy enforcement] #27 UV v 7 LE 7,

6. v
VA

—F L)Y CMD IZEEN OMEIZERFE SIND LT DI FHETINEBDOEF AN T~ T = TTIAT
ENANRATHZ LW LET . T 774 T VAL >TEI.CMD ¥ v —F /L7 KL R &G TeiFr[/L—/L & BN

TOMENRECLHERHY £,

H: Y —F = LB/ L THhEH 10 ~ 60 LINICa Y — W T — 2 RNERENE T, T MEARNL Y v —F

Yo
LEnd

AU o—

SERICAINIIRDETOZDX v v ZORIEFIZ Microsoft 365 NHEMEREERA v —Y LR— M E2ZET D

NET.INLDA Vv E— T VAT ARENZETT AL EELET,

REDHEREIIILEFIZOVWTII R —RE@ =) BB LT &0V, [EA & 1T (Audit with

Enforcement)] & — RZi®IR L7286 13, = 2 C [HEfEE (Automated Remediation)] # 4 2T 24BN H D 9,3 T
DWNEREA A — /U HEMEE 238 - 5 121%. [Apply auto-remediation to domain not in domain list] k7 /L% [On] IZRRE

LET,

RAL YDA 2= b

RAA

BAUVR— ML T HED AL CHBIEEZEHATED L OICLET,

1. [Settings] (#5HL7 1 =2 >) > [Policy] I2B &) L £,

2. [Import Domains] "% %27 V) v 27 LT, RAA % CMD (A >R R—F LET,

B. X RAALVORICHD NTNVEFER LT ZD RAA U OHBERBRELHEL T,
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An==4

RN —ETE

RN —RE

[Settings] (B #LT 1 = /) > [Policy] ~— Y D EIC L > T, CIoud Mailbox Defense (CMD) iZ

& %.’) A =)L DAL IED R E

DNET EVRRADBENR—)OFETIE. T 74V MR ENEHA INE T RELLET DL EHRZIC [HRFL T
f (Save and Apply) ] RZ &7V v 7 LE7,

1 BRI —RE

R B FT g F 7 4Lk

[Permission Mode] WHTEX2EEARY>—0 | B [Audit] i TREOCLEZFHF AL E | EPRAOERERICERIRL E

AT EERZLET,

BITFFAT UER AL i E Y B
JAMERR Y Microsoft 365 7> 55
RanEd,

[Audit] %8R L 7235413
[Attachment Analysis] 35 X O
[Message Analysis] @ Ji[H % @

ERETLOMLEND Y E,
TOMMORY > —FEILEA &
nNEtA,

4, [Permission Mode] %2 ¥4
% & Microsoft 365 HE[R % ek
ETHEOICUEA LY FER
*7,
P —F VT ERETHED
RSN GAELH D 7,
Ty —F VT EBREL
TWALHEEIX. ZOFIREZER
TEFEY,

7 : [Audit with Enforcement]

B [Audit with Enforcement]: 7] | & — |2 3840 L= 855413
Bk B L OA T~ FEZ | [Automated Remediation] %
THBOBE BED LWV A Y EbA N ORERDHY £7,
=V OBE £ 2 ITHIR) 257
RE T, Wi MY [ &AM
7% Microsoft 365 7> b Zk
SNET,
[Message Analysis] BT SND A vE— | B EE FT
D5, _
B RE
LIk
[Attachment Cisco Threat Grid ([C k> T | m %8 &fE
Analysis] IIHTEND A=A T 7 ~
A DT, " R
B
[Remediation BEDLY AL TVA B [Move to Trash] B [Malicious] - [Move to
Actions] A=V FZT7 4oV Trash]
Fims s iditse | B [Move to Junk] A
75§$|JEH Lf:)( )‘E‘_“‘/\@{I% . | | Phlshlng - [Move to
P B [No Action] Trash]

TE:E1EH 7 F L 2 Exchange @
EEEFAY A MR LTV 5
S EITA v —U0 Microsoft
365 Ko CTTIEEINTWD
WA BET 7 a AiEHENnE
A

B [Spam] - [Move to Junk]

B [Graymail] - [No Action]
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KU —E

£1 RI—REGFX)

BIE 91 [ 7 var EEET
[Automated Remediation]
[Apply KA A HRBRIGIZY A [On] 721 [Off] [Off], [Audit with Enforcement]
auto-remediation to MZEENTWARWES T— REANITHHEAIT.20
domains not in the WHEHENET. -8 % r 7% [On] IZEREL T4
domain list] IE LW R AL 0 TONEREF A — /M HENEE
Microsoft 365 7 v > |k NEHIND L I LET,
WBMENTWD A,
CMD (21 v FR—F&ENT
WRWERRETT,
[Apply UARNDTRTORAA | [On] F7=1% [Off] [Off], [Audit with Enforcement]
auto-remediationto | |Z[F U HENMEE R E A T— REA T 583,20
all domains in the HLET, r % [On] ISR EL T Y X
domain list] MIEENTNDHTRTO KA
A VICHBMEE EA IS X
HZLET,
[Domain-specific FEED R AA ZHEMERE | [On] & 721X [Off] [Off], [Audit with Enforcement]
auto-remediation] A LUET, T— REFICTEHAEF. 20
k7% [On] IZR%E L C 5 E
D RAAL AT HBEE D HEH S
nNaHECLET,

T=r0 2 A AL TWLIGEEDORY O —KiE

CisCOE A—/b £F a2 VT 4 TFTA T2 AELFAMED F— b7 = A ZEE L TOSHAIT KOHK Y —REOHMAE
B LTS,

X2 JF—bUATHRINIR) V—RE

R E4 HESE X B RIR

[Message Analysis] [Outgoing] & [Internal]
[Attachment Analysis] 2L

[Remediation Actions] H [Malicious] - [Move to Trash]

B [Phishing] - [Move to Trash]

B [Spam] - [Move to Junk]

Yy —TFT AN CMD ICEEEEESND LI T T IAT LV AEZNA NRATHZEEZWR L ET . 7794 7 v R
Lo TIZ.CMD Y% —F 7 RLAEZ G AL — L ZBINT A BERE L LEE1H Y £3,

CES IMD OB &EEEMIT DR Y o —5E
CES Internal Mailbox Defense (IMD) DB EAEDBE ARV 2 —REITAEAED CMD Z i L TW DA L I3E TR £4,
B [Message Analysis] iZ [Internal] {Z5¢ & S 41, [Policy] ~X—VIZIZRRINET A,

B [Attachment Analysis] i%.[Enabled] % 721 [Disabled] I & T& 4, 2% [Enabled] IR ET 5 & . NERIRAT 7 7
ANVBRAF Y INET,

B HOTRTORY V—REFI RO arTHHLEEBY T,
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A yt—

A y—
[Messages] X—UIZITA v —V EMBHERVPETR SN ARBFOFRMEZFANDLZENTEET N1 A—UH7 D KK 100 4
DAy E—VERRTEET,

Ry X A=a—% R LT BEEOHIM GaE 24 R ik 7 AR 8L 30 HHE) 07 —% 2 £R73 52 187% 90 A
MOEED B B, E72130 2% AREERE L ET,
Last 24 hours  ~~ | Start: May 4, 2021 1:40 PMMDT  End: May 5, 2021 1:40 PM MDT

Last 24 hours +

Last 7 days

Last 30 days ‘“ E
MER7 4 = e LT XFHN e MR L2 Ny v aR URL R EDIER T 2R L E T,
Messages |Q Search for a URL, subject line, recipient, IP... | i ]

TANENRENVEFH LU TRBERVIAARET L E AL FHEOERE P OLERINIZTRXTOA—V FEEDHED A —
IET TR A — VBB SN A — VB R RTEET,

1. KEVZ 27U v 7 LT 74 F R AR LET,

T o
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Awb—

2, BIREITO[Apply]l 227 U v 7 LET A< LS 1 DOHEEZRBRT DLERHDH Z LITERE LT ZEY,

Y Refine Search &

Direction

B Incoming
Internal
B Mixed
B Outgoing

Sender

| Search Sender |

Recipients

| Search Recipients |

Subject
| Search Subject |

Verdicts
@ Malicious

4]

Phishing
Spam

= Graymail

S 888

< Neutral

No Verdicts

(4]

Last Action
Moved to Junk

Moved to Trash
Moved to Inbox
No Actions

Indicators
Al ~|

TANGET 7 40 NIRRT [7 4 v # DUk > b (Reset Filters) | 8 7 & L 97,

[Messages] X—T D7 A 22
WDFEIZ, [Messages] X—T THHINDLIT A 2 EZOEKERLET,
# 3 [Messages] X—Y D7 A =

TA v A} A
& V> A=V I BNEERLTY
*7,
® w77 A A=V T A NABEEN
TWVWES
LY HEhE1E A v¥—1% CMD IZ L » T HEME
HEInFE LA,
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A yt—

#% 3 [Messages] X—Y D7 A =

TA Ay Z2EHi] it ]

LV EaARTT o TRHAEE | VAT T 0 TRHENEH S
NELE L o AT 5 0 7RHE
1T A v E—272 CMD 2 X - THRA)
WZAF v ERRICEA SN
0)“6‘?_0

MS FFrf U 2 b CMD (% Microsoft 365 A/ XA 7 ¢ )b
ZOFTA YR MBI LE LT,
—=z— kI AvtE—UN=a— 1T LT
=7 INTVWET,

Z IS A=V NTFEEZIZEHBEE
koTARLLE L Tw—27 &N
F L7,

T4 T A ve—Vik, FEIE T AEEEIC
fXoTr7 47t L Ce—7r &
NTWET,

- HEEDHY A yl—UiF FEIE R ITEEBMEEIC
LoTEBEOHDIDLDELTY—7
ENnTWET,

TVrA A=) Ay—UNT LA A=) LT
=7 EINTVWET LA A=)
I ~—" T =y E
Uy LB ST A=V TT,

L ha 2X7 7 0 TIHE

VRRANT T 4 TIRHER A =0 CMD I & > TIRANC AT ¥ SNLEOH HFRTA vy —VICE ST
HLOTY,

CMD DL ba AT T 4 TRHEIX MO Z2a0xa )7 A BG L FETRRYEST,CMD A > T4 A =17 R
Ty TIEIHY FEAN A v =W 258 T 5 - OO EEDRBEFEAH Y 9, Talos OF 1 —7 URL #4772
EOWEEIAEWH LW a T oY m o DUt L AR T o TRIEE L TR ETCHIENEND & EELEN
F9, LN ->T.CMD 226 0¥EZRFEICX 7T LET,

PRN= A/ 7“7L£$|J71'§li\[Mes§ges] NR=VOHERMDOINTREINET,

Verdict Action
Phishing Move to Trash
Phishing Move to Trash
Spam Move to Junk
Phishing Move to Trash
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L ha 2T T 7 IRHIEDEF A —/VIEE
L hr RS T 4 TIgHEDOE L A — Vil E A A 7T AR RO FIREE FETLETS
1. [Settings] (HEL 7 A =2 >) > [Administration] > [Business] Z %4k L £,
2. [Notification Email Address] <. [Send Notifications for Retrospect Verdicts] % 548 % 72 [T RRAERR L £ 97,
IOF =y IRy I AR OBFE L NRART T 4 T URRHEOE S A —/VIBHAEMAICIRE SN2 E T A LT R
VRICHESNET, TNOD\EHITT 7 4V F THAZ R > TVE T,
A v —T DA

[Messages] — Y DORBEFERND A v —VEHETHIL[P] TA a2V E2BRLTA =V B L EEE IP.
Microsoft A vt —Y IDIRIMZ 7 AV U 7 7 EOFEMERER L 7,

[Timeline]

BFEDRA =T DA R NI A LT A EFRT DI [More] (fiED 3 5D K ) > [Timeline] #84R L £,

Timeline
) ,“ Nov 23 2020
1 Conversation®™™
O > Outgoing Nov 23 2020

AR I A LT A ANTROERNFRENET,

B [Received]: X v B—UNZAE INTRZ B LOA v &=V OFEM
®  [Verdict]: /R S 7= HIEICEI T 5 1

B [Action]: A v &= L CIEITINTZT 7 ¥ a VBT D IE#H
Events Timeline

Aug 282020 g Received Incoming
05:24 PM From:

Reply To:
SMTP Server IP:
SMTP Cli
X-Originating IP:
Total Recipients: 1
Total Attachments: 0
Total Links: 0

Aug 292020 g Verdict Malicious Manual

10:33 AM

Aug 29 2020 g ; t 3sh Manual
10:33 AM
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[Conversation] (:«=— %)
B T OBSRRITBIES— & BT, B~ DI ML H T B 720 O < SRR T A 5 TS & 0 %4, BE M oo RIRE 1%
KD LB TT,

B EBNOR =R RWEATH [+]RBFE7 ) v 7T TEREINEZEETT,

B K/ — RiE 9 EICHIBR S TWET,

HonNtE—varta—TR . ho"\t—ya okt a—RNERENET o=y arEa—% LT N
=T arNORA Y E—UFBHIL, A =7 8 —%25E2ICHE LE T, 2T BB OIAER &N TIEECT 2 k24
Wrd 2o DIZESLHEE T,

[More](§fit®> 3 2@ K k) > [Conversation] ZERT 5 & FHEDETA— L EBRONHDI A vE—UNFREINET,

Nov 23 2020
Nov 23 2020

Nov 23 2020

AR R ENT ) — FEOATEVSOS VIR B LA v E—V2R LET [+] T 227 ) vy LTh " E—v3
VD) —REREBETAHE N — g VORIBEDOA v — VR R TEET . BB ESNT — RIZ. TOA v E—2 7
Uy RIZBIMENET, /— RE A vE—VF ERG RBE RS EREREEZRTZOICasid S TnET,

/= FHNOETIEI A v =V OFEET FUAERLET, / — FERBIRT DL T4 vE—U0R7 ) v RNT
RIHERENET,

1 1
1
[
Direction Received Sender Recipients Subject
> Internal Mov 20 2020 01:55 PM Unix system invoice
> Internal Nov 20 2020 01:55 PM FW: Unix system invoice
> Internal Nov 20 2020 01:55 PM Re: Unix system invoice
> Outgoing Mov 20 2020 01:55 PM FW: Unix system invoice
+1 more

> Internal Nov 20 2020 01:55 PM FW: Unix system invoice
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AvE—UOBE) L FoHE
Mo ThHEEINZEBbND A vt — VBB EITHNET 5121 [Messages] X—VZFEH L ET,1 X—TIZRKRS
NHEAE—VBEEFTHZ LT, —EICRK 100 DA v —V 2B IIHOHETEET,
HEDHIIGEBR LA v =V OHEICOREELET BN LEEGFEENLOEHRDOA v E—V A vE—VOWN
BNFEASNWTEEBD A =T ~OEFIIRTHDOTIEIH Y A, A vE—1%, Cisco Talos (& L DHERDT=DIZF 2 —

WANGNET , Talos (2. AEHD KB L EZDT2DICZDT7 4 — Ry 7 2T 2580760 £7,

[Audit] E— K
[Audit] €— RTiX A v =Y OFSE (R 5 HEDEH) S RETT,

1. BT A v E—Va2RRLET,

2. BTRENDA T a rOWTRNERR L E4, BF A —/L% . [Malicious]. [Phishing].[Spam]. [Graymail]. £ 7= 1%
[Neutral] IS TE ET,

BIR LA v E—VEFESELRWGAIL [3R%E 2 U 7 (Clear Selection)] Zi&R L £,

3 messages selected Reclassify:l @ Malicious | Phishing |

Spam | & Graymail | < Neutral | Clear Selection X

[Audit with Enforcement] €— R

[Audit with Enforcement] €— R Tl b L WA v =V %22 —FDZE S LA DHEREA -/ Junk) £33 35
(Trash) IZBEN CX F T, ARIC KA — NV FE X TAFICBBH SN A v E—URb L 2V R LIZGE13. 20

AybE—Vhka—HBOZENAICETZENTEFT . 2OFB AT AvE—V2BF0EERLHEELEA)T5 2
L TEET,

1. BEIE/I3ELDET A v — U8R L SLEIDN U T [ A —/Li2B8) (Move to Junk) ], [ Z 24 2% 8 (Move to
Trash) ]. [Z/E46 2B 81 (Move to Inbox) ]. £ 721% [B#1 L 72\ (Do Not Move)] #2 U v 27 L%,

1 message selected

Remediate: | @ Move to Junk | | o Move to Trash | | & Move to Inbox | | © Do Not Move | Clear Selection >

2. FREINDEZAT T TOTINDOAL T a8 IR E9, 8T A —/L% [Malicious]. [Phishing].[Spam]. [Graymail]
F 7203 [Neutral] ICHAFE CE 3, TR . BEOPEEMEFF X T,

Did we get it wrong?

X
Click on a button below to reclassify these emails
| D Malicious Phishing Spam | Graymail | Neutral |
Keep Current Classifications

A —URBE SNIEE AL B DT 7 2 a » (Last Action) ] TR ENVET,
REEFEROX T o — R

[Messages] ~—Y D& 7 m— L& R o220 o7 LCBBREREEF 70— FOXET 6 RIZCSV 77 A L
LTl AR—hENET,

11
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A A l\
[Insights] X— X ETF A —NT—FIZET D7 T 7 4 IAFRBFRINET,
B Foy7¥yri=a—2fHLTORE 24 R 8E 30 A, £7201308% 90 HROREDHOT —F 2R R LET,
B JIT7NOEETLZT X%V v 735 L [Messages] X—T DT — X OFEMIIBEIL £,

B JLBIEEEZZ Y v 7 LT [A vyE—Y (Messages)] _X— Y DR T — X |[ZBE) L £9, 7= & 21X, [#18 (Incoming)] %
IV rFBHE Fr— MUEBERRENTVDLITRTOEREA v E—URNERENET,

B o yvra—FR & RELEIY oI LT AvHA FF— e F o n— FLET R KA ST CSV 77 A L&
LTxs AF— FXhET,

- BE2BEELIIBFEOHERRL TCWAEA ME I HEOT—XD 1 B ZLoa—LT v
- 1;555 30 AT — 2 2 F R L TCWDHEAE 90 AT —42 0 24 Bfiloa—v7 v 7
427 PDF& LTIRMFELET,

L I 1) |

H A D= NN T
[ 2% 24 FFfH (Last 24 Hours) ] £7213 #E® [H (Day)] % — b OKEIT 1 Kl OFT — X 2R LET, ZRHDOF v — b
. 7T oua—h B A L) — SN TWET,

n
[

Malicious & Phishing - 22 convictions

8

From: Mar 22 09:00 AM PDT

4 To:  Mar 22 09:59 AM PDT
0 k alicious: 3
00 01 02 03 04 05 06 07 08 (9 jlas} 16 17 18 19 20 21 22 23

B Malicious 11 Phishing 11

[it4Z= 30 HI# (Last 30 Days)] v — b O&#EIX. 1 B2y (24 HiE) oF — % Z7x LE9, HiZ UTC 00:00 ~ /F# 11:59 % %
Wl L. 7T PO — RIS RS E T,

72 & 23 KPR E R (PDT) © UTC 07:00 O34 [iEZ 30 HE (Last 30 Days)] ¥ — b D#1Z.3 H 24 HDF% 5 B
53H25 HOF#% AR5 nFETOT— X £ LET,

Malicious & Phishing - 143 convictions

32
From: Mar 24 05:00 PM PDT
16 To:  Mar 25 04:59 PM PDT l

B Malicious 76 Phishing 67

[Messages by Direction]

[58 5651 £ & — (Messages by Direction)] 77 721X BT ANV T 7 4 v 7 OEFANBERENET, A—WT ROD
F YR TOET,

B [Outgoing]: #4+ DZAZHITEIE Shiz A —b
B [Mixed]: #tNEB L O OZEHE 2 ETe A —1

12
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£ oA b

B [Internal]: fENIZ TR Sz A — b
B [Incomingl: A H%(E Lz A —1
MENIE BT I DA v e—VEPETRINET,

Messages by Direction - 644 messages o

120

60 | I
Illliilllli“llllll iII

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
@ Outgoing 122 [ Mixed 170 | |Internal 208 [ Incoming 144

[Malicious & Phishing]

[(EEdHv & 7 4 v 7 (Malicious & Phishing)] 77 7 ICIZ. BEOH D . E2137 4 v v I THDHLHESNIZA
=V DORF T gy MREREINET AHNF BT IVDORA v —VHREREINET  T—FE TV T HE
[Messages] X—IZBEIL,. 77 7 LORA VX OMEIZGECTCUEEOLDIA vE—VEREF 74 v T A vE—UN

FRENET,

Malicious & Phishing - 46 convictions «
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4
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00 01020304050607080910111213141516 17 1819 20 21 22 23
B Malicious 27 | Phishing 19
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DB

[Spam]

[R5 (Spam)] 7T ZITIZ ANRLEHESINIZA v E—V DR Ty T ay RRRRINET, LBNTIE A NA LfE X
NeA v —VORBPRRINET,

Spam - 98 convictions ¥

20
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0
00 01020304050607080910111213141516 17 1819 20 21 22 23
Spam 98

[Graymail]

[Z7 LA A= (Graymail)] 77 712X 7 A A— NV EHESNIZA vE—VDAT v T gy hBRFERINET, LA
Z VA A=V EHES N A v —VORFHENRERENET,

Graymail - 20 convictions ¥

4

o = Y -
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

| Graymail 20

N /5
—FDOEH
[Administration] X—YNba—YFT7Th v FEEHLE T,

CMD (%, = —VEFEEHEIZ T A 2D SecureX ¥ 4SSO VU =—3 3 & L£9,SecureX ¥ >4 DFEHIIC
DU T, https://cisco.com/go/securesignon =& L T 72 S0,

TE:BEfF D Cisco Threat Response. Threat Grid, £7-1% AMP OB EAEIT BfFD e 7 A UEREFH L THA A T 5%
ERH Y ET BEFO—YF THRWEAEIT . SecureX A A>T hH o v R EBBICERTOILERH D 77,

SecureX VA ALV EMHTLEMODEAATOT T FTHA AL TEETN v RAa0Ex2 VT ®-ETHo > b
DR RE A M T 5 7- D12 . SecureX A Ao Th v " 2Rt L2 BEIO LET,
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Y DOE P

o—W m—)L

— ) _X—R 7% RA a2 ha—/L(RBAC)IZLD 77V r—a VINTRRD LAULORIEIMEE 2137 7 & AL R
22— EBECXFT ROBITTRTa—LIIBET S CMD = —HF 52 /ERTX F9,

£4 a—Fuo—n

==k i

super-admin ZDa—HFZ,CMD DF R TOBREICT 7 XA TX ET, RECH) L —OEH, A vt —V
DEGIRLEE T RETT,

read-only IHHDOZ =YL CMD OREIB IO A MEREZEH T ET, A v E—VOBHHEL
EE.THT Y FRESR ) v —OEE FHla—FOERITTE EEA,

BBl —H DIERK
WOFMEEFEAT L TR — Y 2R L E T,
1. [Settings] (HFE 7 1 =2>) > [Administration] > [Users] DJIEIZEIR L £9,
2. [FHo—YZEM(Add New Usen ] 227 U v 7 LET,
3. a—HFou A UEREAN L. v—/LEZRINL T [Create] 227V v 7 L¥7,

FEia—VOBEFA—1LT FL AT TDO2—YD SecureX VA AL T AU FDEBFA—ILT LR E —E7T 34
HRH Y F T,

=—%|Z TWelcome to CiscoCloud Mailbox Defense | &\ 9 {4 OETF A —AREEINE T, 2—FITE LA — LD

RIZHEST SecureX v A VAL THU Ly baty N7 v T L(EETHUY bafFo TWRWES) . v /A T 5 0ERD
D ET,

N =
2 —H OfFE
a—WRLFTEZLEE L7254 1L [Administration] X—2TA > 54 v TRETEZET, 2—VFOBFA—NLT FLRAFEIT
n—/VIfRETE TR A,

=Y OHERERET DT KROFIEEZFATLET,
1. [Settings] (B HL7 1 =2 >) > [Administration] > [Users] DOJIEIZEHR L4,
2. BETDHAMMNCA—Y N EEDESWET A2 %7 ) v LCARIERELET,
. BE LT XRAMNEAN L Ty r~w—0% 27 ) v LTERERFLET,

=S ORI
2P EHIRT DI ROFIRZET LET,
1. [Settings] (HFE 7 1 =>) > [Administration] > [Users] DJIEIZ®EIR L £9,
2. a—YPHOMIIHLZHFT A 222 v LET,
3. [Confirm Deletion] #f 71 7 C [Deletel 227V v 7 L. 77 v ar&5%T LET,

HIBRANE T LIZZ L 2R T AT —H A A v —URERENET, 2SI  2—F D7 Hh v b2 CMD 2 HHIBRES L E
TN, 2—Y D SecureX VA AT hHT v MIBIBRENEE A,
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B E

r@i@*ﬂl —_
IOy v a T AREICIE. [Settings] (lEL 7 A =2 >) > [Administration] > [Business] 57 7 B A T& £,

b A i
[ &2 2 {5 (Business Information)] &2 < 3 L Z1E, E VX ADROEB T NFE RS NET,
B Microsoft 365 @7 J > I ID
B Uy—JINT RKLRA
B =ttID

B Y7277 gD OYR—k

FTA A EHR
[License Information] 7—7 /VIZIX,. 7 A B ADE A T 2 — ML EHID.BLX T A B AOBMAE K THBERSN
F7,

BHE S A—I/LT R A

BHE T A—NLT FLAX AN CMD IZBETAEFA—INERETHT FLATT 2L X VAT 2O FH, Hikk
FEVEHA VT F U AR LT 28R ET2HERHVET. ZOT7 FLA X O EY R A2 —F DET
7< —IVICERE SNE T,

L ha AT T 4 TIRHEDBMEBHE LS A—NT FVACEETLINE I MEBRTEET, L b AT T 4 77|
ENA vy e—VICHEH SN & EBEFA—ADPEEENET,

Ao
WMEIIPAOEEn 7 HCSV 774NV ELTH Y ya—RTEET, Ka vy XX oG HAHEM 23K L [Download] %
77Uy LET,

Google 77 VU7 4 7 A
Google 77V 7 1 7 A1X.CMD %8 E L CHIAMMICHEET 2 &  RANCEDE TR ET. AT L. v A=
VTN ERE CERVERRN T — % (A EE ZEEHE ML URL 2 ) NNEL T FDT—4 % Google 7F VT 4 7 A &
EETL2HE6RHVET, ZOT—ZIZED AT CMD Rax—HFD=—XZED K TG LTV D0 E K0 &< Bifig
T&EDH LR ET,

CMD D37 77 4 71k
CMD %237 77 4 7T BT FEITRD 2 DO X A7 R L ET,
B Microsoft Exchange BH ¥ % —225 CMD Y ¥ —F /x> + Y ZHIRT 5
B Microsoft Azure 7 b225 CMD 77U r—3 3 U EHIBRT 5
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I <FE BN HERM(FAQ)

CMD ¥ ¥ —F /x> kU OFIRR
1. Microsoft 365 4 ¥+ > % — (https://admin.microsoft.com/AdminPortal/Home#/homepage) iZ & #h L £ 7,

2. [t % —]> [Exchange] > [ 75 4 7 ZEH] > [V v —F A L— L] OIRICEE L £,

3. CMD V¥ —F /W b— L& @R LT HIBR] 227V v 7 LET . ITWV] 2R L TV —F A A— L EHIRT 5 2 & 2
HLET,

Azure 2>5H D CMD 77U r— = > OHIBR
1. portal.azure.com |28 L 9,
2. [2F—TIFGARXT TV r—vav] ZROTTERIRLET,
H:Azure THOWE 2 —Z2 AL TV AHA ZIUIT 7Y OBGELEIEIND Z EnH Y £,
3. CMD £7-1Z CMD (Read Only) 7 7'V 7r— g & RO CRIRL 77,
4, e DA T [T r T o 1R LET,
5 [HIBR] R¥ &7V v 7 LT UIW] ZFIRL.CMD 77V ZHIBRT 2 Z L 2R LET

I < FEONDLER (FAQ)
L FE SN DHEMIZ 2OV T, Cloud Mailbox Defense » FAQ 2L T 72 &0,
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