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Filter Dropdown

Filters are now contained in a dropdown
in the top left corner of the page.

Click the filter dropdown button to
open a list of available filters.

Menu Toggle

The new navigation bar can toggle between
a collapsed and expanded view.

Click this button to toggle between these states.
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New Navigation Bar

Navigation has been moved to the side

to optimize space for page content.

This makes for a simpler, more intuitive way
to navigate Cisco Defense Orchestrator.

Active Filter Bar

Selected filters now appear below the filter button and search.

Clear Devices 2 e zsues  Unused = Object Type Netweork = Protocol *
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Filter By Device

Device filtering has been improved. . .
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ASA4-BXB(}) Edit the name of the device
Device Details ol Expaikieble pane provides
device information.
Location 10.86.118.4:443
Model ASASS555 (V01)
Serial FCH1702J4C7
Chassis Serial FGL170441BU
Software Version 201.2(1)92
ASDM Version 7.10(110
Context Mode Single Context
Firewall Mode Routed
Failover Mode Mot Configured
@ Not Synced
The configuration has been modified in Defense Orchestrator.
Synchronize your device's configuration by writing the
changes, or discard the changes by reading the latest
configuration from your device.
Preview and Write...  Read Policy
Expandable Actions pane
Actions v |€ provides quick access to
device tasks.
@® Upgrade
»_ Command Line Interface
& Reconnect
% Troubleshoot
= Workflows
& Enable FirePOWER (4]
@ Remove
Expandable pane contains
Management v € manag it
tasks.
B Configuration
L NAT
- VPN
& Objects
P Notes
= Changelog
® Enabled ~
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Read Only User. You cannot make configuration changes.

Flo, =Y —EEHT—T N TOa— /UL > TGRS ET, FEMIcOV i,  [Managing
ASA with Cisco Defense Orchestrator] @ [User Roles] ZZM L T 72 &0y,
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+ [Updating ASA Connection Credentials| — [Managing ASA with Cisco Defense Orchestrator]

« [Updating AWS Connection Credentials| — ['Managing AWS with Cisco Defense Orchestrator.]

« [Updating Meraki MX Connection Credentials] — [Managing Meraki with Cisco Defense
Orchestrator.]
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FEAMIZ DWW CIE,  [Managing ASA with Cisco Defense Orchestrator] ¢ [Custom URL Upgrade |
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TINAR/— b

CDO #Ht 2D Z &72<, FED ASA LT 2 AEEH—DT L= T F X N7 7 A MR
TXHEH1C720 F L, FEMIZOWTIL, [Managing ASA with Cisco Defense Orchestrator.]
@ [Device Notes] #ZMR L TS0,

——  Cisco Defense Orchestrator PET——— S,
the Iatest © 1 devices with connectivity Issues. Review | your attention first.
features in —D'i or f |

CDO.

4 1346

58 Network

® Active

I

View the current status of

your managed devicas Jump right into CDO
and get stuff dona!
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IZ2W T, [Managing FTD with Cisco Defense Orchestrator] @ [General Settings| % ZH L T
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1. 2—HF—A=a—0b, [KE (Settings) ] ZBRL ET
2. [—W—%H (User Management) | %27 U 7 LET

AR NFEERTIVa Y =)

ATy T

=P —RA=a =6, [KE (Settings) | &R L ST

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out
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Cisco =
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@ Setting User Management
General Settings EMAIL LAST LOGIN
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L— DU A RZ2RMELETST, ZHOHDCLI~Z 1id, H—0 ASA 72135 ASA T—4%
LCIATTEET, EHMICEREIIRTFIEREZITTo T ET ), MMADCLIN—2ADa~
v RZAER LT CDO IZfRFF L, HBed ZICHMATEET,

CLLlv 7 0ZzERAL-ASADERE

CDO X, WAFZ <A XL TASA TEITTELHELERCLIN—ADavy Ntavy R0
L— DU A 2R LET, ZHODCLI~Z 1id, H—0 ASA 72135 D ASA T—15%
LCHATTE LT, EMICERE IR IEEZITTo TV ET ), MADCLIN—2ADa~
¥ RZAER L T CDO IZfRFFL, HER s ZICHMATEET,

CLI~ 7 uZffifl L CASA TDNS V—R_R—%ZHET HH2KIRLET,

ATy T HRTHOVERND LT AL AZBEIR LU ET,
ATw T2 DNS~7 DR Z TN L £,

2018 DHEEEME
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< Bulk CLI
Macros * Using Macro: Configure DNS
*» dns domain-lockup [ER{FRL1IS%]
* onhgure H dns server-group DefaultDNS
Configures DNS settings for the name-server [QBONID!
device

ATFYTI RITRA=HT =)L RIZIEREATLET,

Parameters
Parameters Payload
IF_NAME
dns domain-lookup outside
outside dns server-group DefaultDNS
IP_ADDR name-server 208.67.220.228

208.67.220.220

ATV T4 FNETRTOASAICEELET,

201852 A 11 H

ASA BRI D L8

Review

2018F 281 A .

2 O0 ASAFERZFHHICHERTE 251 Lz, [TA1 AL P —E A (Devices &
Services) | N— T2 DM ASA ZIEIR L, [tk (compare) |AHRF¥ %27V v 7 LET, CDO

X, TN ADOIRE W THER L ET, SISOV T,

['Managing ASA with Cisco Defense

Orchestrator] @ [Compare ASA Configurations| ZZH L T 720,

m, ® % ®

2018 DR E .
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CDO Z{EMA L THIAD CiscoASA X1 T4 7 FNAHFYDY R EERT S

01841 H29H, v 2ap7ua& 7 hexa T4 AT b AR AF—2I (PSIRT)
I%. ASA 3 J U Firepower D F = V7 ¢ OIEEFtEICOWTHIAT 28 F 22U 7 40 7 KA H
U cisco-sa-20180129-asal Z /AR L& L7=, [CDO %{#f L T Cisco ASA 7 K/3A # U
cisco-sa-20180129-asal IZJET 5 | ibH a2 HtA T, 7 ALY OFBLE Z 1T 53N D ASA
ZROTT, NyFEBEALIEAA—2a 0D ASAILT v 77 L — R 5 FEEZFEE LTS
S,

CDO IZ& Y RLINCL & —4 > XA HVA]BE

CLIOza~y RFRyZ A Za<wy RKOEWI A & ASITH L, CDOTa~y FeE#HEkoa~
VRIZAEIL T, ASAAPLIZK L C—EIZETTEDHLHICLET, CDO N=~ 2 RTiEy)
X ZHWECTERWGEAE, B b EROL T RREREINET, RIIHIERLE
7,

T5—:CDOIL, 600 LFA B2 AESODZDa~vy RO—H52ET LESE LELE, o~
YREOUARNESELTCEIZBMOZETERHEATHZ EICLY., @i a~y RoERA > b
NEZICHDHE CDOITRT I ENTEET,

FEAMZ OV TCIE,  [Managing ASA with Cisco Defense Orchestrator]] @ TASA Command Line
Interface] ZZH L T &0,

=

x ROL—ILOREZEET H1-HDHEERIE
*ASAFX Y NU—ZRY —ORET7 4 L ZE, RY =2y RUL—AR’HLNE 9
ZRLET,

I @ Shadowed (6]
cASA Ry NI =T R Y —HNONL—/LORIZHDHFT LWy VAL, RU —HNORID
N—NEmy RUAL T LTSI EERFLTWET,

c ¥ RUAV—=LVOEE, Fy U= RY =0~ E, RY —HNDEDr—b
WENE T Y RUA 7 LT0D 0% LET,
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@ deny ip any4 any 02-50 any w
« % FUNL—LORMBEOFIIZBETHH LW F¥ = A2 |,

CDO (XASA Ry FT—HAR)S—DOF7H R A bO—)ILITV MY EHELEFT

Cisco Defense Orchestrator (CDO) (%, ASA Xy U —27 KR o —DFT X TD/NL—L0HIRE
L7 7kAarha—L x> bY (ACE) O¥AEFHEL, ZORiHERXYy hT—TKY v—
DA DO EHICERLET, XY NT—THRY =D — L DNTNPR Ty KT S
TWAEARIE., Z0HEH IV A MENET,

Example

22 Access Control Entries (7 Shadowed)

CDO X, *v FT—2 KU —D 15D — b IRAE L ACE DL ERL, FOEH
Fy NI =T R Y =DM, NZFKRLET, VR MOBIERITRLET,

ACCESS CONTROL ENTRIES
7

ASA 121, T A TERR &5 ACE OBUTHER S N AHIER H Y £, Zi b OHELEHIE
WHEH Z T, ASAIFR Y NU—T b T 7 4 v 7 /ol E T TE 9, REFD/L—
NEFRITVY U=V EHIERT D E, ACEDEREMADZ ENTEET,

2y bIT=9 R —DESHFELT

CDOE, F NU—I7RY o —DN— N EmAHARLT WEIICESHTLET, AU —T—
IEBMBIOCHIRLZY ., = alt~E2T7-04 5L, ITOBFESHIFMITEINET,

Network Policy / Example oispiaying 3 rwes g 0
< Previous Next >
HITS
LINE ACTION PROTOCOL SOURCE PORT DESTINATION PORT (DAaY)
1 @ A Deny ip any4 any 02-50 any
Qo 2 Permit ip 10.10.10.35 any 02-50 any
3 Permit ip any4 any 02-100 any
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BIEESNI-ASA Ry FT—9 R —EE
INEDHATHASA Ry FT—JRY —THEITTEDHLHIRVFEL,

cASA TNNA RBTARY O—ZaAEFE—F7 U RR—XMLFET, RUT—% 12D ASA D
BID ASAIZa ' —L, BEDA v X —T oA AZEID B TET,

cARYS—ATIL—LENY FTUFR=ZMLET, KV —HNOL—VENL—INT =T
WAZH Y BT 2 RR=A B LT, L=V OEBEIRMLZZEE L E S,
cARUS—RBTIL—ILEIAE—T U RR=ZXFLET, HORI —0bRIORY v —IC

N—LEab—tirZ2Lricky, RV ——EMHE2mELET, ZNHDOKRY I —I%,
B CT A RAERFRRDT AN, RACEL ZENTEET,

T DOYEEMAEIZ. ASAR Yy N —ZRY —DFERk. RU —HNONL—LDT 75 4 74k
FFET T 4 T, R —NOL— M LS TERSNET VT 4 ©F 4 O v 7 iskse
EOEFOMREE e LET,

FEMEIZ DWW TIE,  [Managing ASA with Cisco Defense Orchestrator)]] @ [ Create or Edit ASA Network
Objects and Network Groups| 33 J U8 [ASA Network Policies|] #ZM L, X—Y DO FEHIZH D K
Ey 7 ORMEZENLTASA R Y V=R =D Rxa A FaBEILET,

<« ASA Network Policies Edit an ASA Network Policy p»
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