Avyt—

722001

722002

722003

Syslog A v tz— <0 722001 ~ 776020

ZOFEF, WO THMEINTHET,

o A wt—3722001 ~ 722056 (1 ~=—7)
« A v —30 723001 ~ 736001 (16 ~X—<°)
o A E—3737001 ~ 776254 (45 ~—0)

122001 ~ 722056

ZOHETIEL, 722001 225 722056 FTD A v E—IIZHON T LET,

15—)‘ “Jt—:) $ASA-4-722001: IP IP address Error parsing SVC connect request.
FRBA SVC 27D DELRANEZ) T L 72,

WRF7ILaUVBEISUTHELZERL., 20T —0OFKN SVC DEETH HH, Hif
PEDIRNSVC NN—=T a3  THDHM, T8 ALK T HHETH DD EHRLET,

Io—H% ‘yt—*“) $ASA-4-722002: IP IP address Error consolidating SVC connect request.
BT 7L a B FETTLHLDDOF SR AT Y RH D FH A,

WRF I a VB AE) ZEAT 20, TAARET v 77 L= R4 50, 7/3 ADOAT
ERO LET,

IS5—XAw ‘t’_:/ $ASA-4-722003: IP IP address Error authenticating SVC connect request.
BB —YRY T m— FBLXOEERICOT DRRINET EE L,
RT3ty arOT7 A4 RVEALT U MBIORKREGRROEE R LET,
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122004

722005

722006

122007

Syslog # v £ — < 722001 ~ 776020 |

ITo—XAvy ‘t'—:/ $ASA-4-722004: Group group User user—-name IP IP address Error responding

to SVC connect request.
BT 7 v a v EBFATT DO AT RH Y XA,

WET VA VERAT) ZEAT L0, T AT v 77 L—RT 50, 734 ZADHAT
2D LET,

Ia_)‘ v t_:/ $ASA-5-722005: Group group User user-name IP IP address Unable to

update session information for SVC connection.
SEBAT 7L a v EFETTLOOL R AT Y RH D EHA,

WRET O aVERAT)ZEAT L0, TAA RET v 77— R4 50 T3 ADAR
2O LET,

Ia—)( vt—*‘) $ASA-5-722006: Group group User user-name IP IP address Invalid address

IP_address assigned to SVC connection.
RN 72T FLAN—HIZHID B THhhE L,

WEF7IaUAETHNIE, T RLADED B TEHERL, BEELET, 95 ThIFTIUL,
X NU— 7 EHEICHEET L0, FTE X2 U T 0 R 0o T Z OREDfEIR A K
HELET, IO R— FBREREAIL, Cisco TAC IZBBWAbEL 7Z &0,

15—)‘ Vi t—:/ $ASA-3-722007: Group group User user-name IP IP address SVC Message:
type-num /ERROR: message

BEASVC A v —UEFITLE LT,
stype-num : A v b—3 XA TERTO0~31 OFE, Avt—Y AT TROLEEBY T

j—O
-0 IEH
-16: 27U b

17 =T —ltksr/n—X

18 F—HAEMICE S 7 n—X

-1~15, 19 ~ 31 : PHIFEH TREH
emessage : SVGC HDT FA K A vk —
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722008

722009

7122010

7122008 ]

*E%:é77 :/ 3 D%\giﬁ Lo

IS5—XAw t—:/ $ASA-3-722008: Group group User user-name IP IP address SVC Message:
type-num /ERROR: message

FEASVC R A v E—VERITLE LI,
ctypenum : A v —U XA TEIRTO0~31 DF G, Avb—Y XA TFROLEEBY T

9,
-0 EW
-16: 277wk

-17: 27—tk br7n—X

18 F—EAEKICL D7 r—X

-1~15, 19 ~ 31 : PHIFEH CTREH
emessage : SVC L DT FA S Ayt —v

RT3 UNTERL,

15—)‘ v t—:/ $ASA-3-722009: Group group User user-name IP IP address SVC Message:
type-num /ERROR: message

BASVC B A v e—YERITLE L,
stypenum : A v E—Y XA TERT0~31 DF W, AvE—T XA T FROLEEBY T

—gqo
-0 EH
-16: 27Uk

17 =7 —itL b/ ue—X

18 F—HAEMIC KD 7 n—X

-1~ 15, 19 ~ 31 : THIFEHATARRE
emessage : SVC O DT FA K A vk—

HWRT7Ia TR,

15—)( v t—:/ $ASA-5-722010: Group group User user-name IP IP address SVC Message:
type-num /NOTICE: message
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122011

122012
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BREASVC A v —VaERITLE LT,
stypenum : A vt —3 XA TERT0O~31 DOFF, AvE—V XA TTROEELY T

7,
-0 EW
-16: 277U b

17 =7 —it kb /e —X

-18 ¢ F—HAERIC L7 n—X

-1~ 15, 19 ~ 31 : THIFEHA TR
emessage : SVC H DT F AR A wyk—v

WRT7IanERL,

15—)‘ Vi t—:/ $ASA-5-722011: Group group User user-name IP IP address SVC Message:
type-num /NOTICE: message

EASVC A v —UEFITLE LT,
stype-num : A v b—3 XA TERTO0~31 DOFE, Ave—Y AT FROLEY T

j—O
-0 IEH
-16: 277Uk

17 27—tk brr—X

-18 ¢ F—HAERIC LS 7 n—X

-1~ 15, 19 ~ 31 : THIFEH CTREM
emessage : SVGC HDT F A A vk—

HETHIaUnERL,

15—)‘ v t_:/ $ASA-5-722012: Group group User user-name IP IP address SVC Message:
type-num /INFO: message

A SVC N A v b —UARITLE LT,
stypenum : A vt—3 XA TERT0O~31 DOFF, AvE—Y XA T FTROEELBY T

ﬁ‘o
-0 IEH
-16: a7 7 b
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122013

122014

122013 [

17 5=tk brn—X

-18 : F—EAERIC L7 n—X

-1~ 15, 19 ~ 31 : TRFEHTHRMEH
emessage : SVC 60T FA K A vk—

HRT7Ia nERL,

I5—Aw t—:/ $ASA-6-722013: Group group User user-name IP IP address SVC Message:
type-num /INFO: message

SREASVC N A vE—U&FITLE L,
stypenum : A vt —3 XA TERTO0~31 DOFEH, AvE—Y XA TFTROELY T

j—O
-0 EH
-l6: 2 r 7 vk

17 25—tk Br/e—X
18 F—HAEKIC LS/ r—X
-1~ 15, 19 ~ 31 : THIFEHTAHRM
- message : SVC 1 HDTF A b A vt —v
HRETHIavnERL,

15—)( v t—:/ $ASA-6-722014: Group group User user-name IP IP address SVC Message:
type-num /INFO: message

HEASVC N A v —UEFITLE LT,
ctypenum : A vt — XA TERTO~31DOFGT, Avkt—Y XA TITROLEED T

j‘o
-0 IEH
-16: a7 7k

17 25—tk Br e —X

18 F—HAEMICE D 7 n—X

-1~15, 19 ~ 31 : PHIFEH TREH
emessage: SVGC HDT FA K A vk—

WR7YaUnERL,
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122015

122016

122017

122018

722019
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Ia—)( v t—:/ $ASA-4-722015: Group group User user-name IP IP address Unknown SVC
frame type: type-num

BBASVC S, #EHNRT V=L S A T T A ATEFELE L, ZHUE, SVCOA—Va >
DIEARMENRE & 72> TWDATREMED B Y 77,

s typenum : 7 L—A XA 7O ID &H 5
WRFI 30 SVC A=V a v EHERLET,

Ia_)‘ v t_:/ $ASA-4-722016: Group group User user-name IP IP address Bad SVC frame
length: length expected: expected-length

FEASVC L, THISHEROT —HZAFTEELATLE, ZHid, SVCOR—Ya
DIEEIMENRIFE & 72> TO L ATREMED B ) £,

HREF7H 30 SVC A=V a v EEBLET,

15—)( Vi t—:/ $ASA-4-722017: Group group User user-name IP IP address Bad SVC framing:
525446, reserved: O

BASVC A, ELL 7L —MMbEENRTWAWT =2 7T A& XELE L, 2T, SVC D
N—= g VOFEEHEMENRKR & 72> TWDR[REENRH Y F7,

WRF7HS a2 SVC A=V g UEAERLET,

Io—H4vy t—:/ $ASA-4-722018: Group group User user-name IP IP address Bad SVC protocol

version: version , expected: expected-version

HEBASVC 2, T/A R ITRHDONAN—Va 2B ELE L, 2, SVCEDAR—T g DIk
HEMENRRK & 72 > TOAAREMERH Y £,

HR792320SVCA—Va VERERLET,

Io—Aw t— sasa-4-722019: Group group User user-name 1P IP address Not enough
data for an SVC header: length

BEASVCHL, PHSNEROT—F 2 AFTEEEATLE, ZHiE, SVCO A —Ya v
DOIEHHMENFRIK & 7> T D ATREMERH D 37,

WRET7H 30 SVC A=V VAR LET,

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

122020

122021

122022

122023

12200 |||

IS—XAw t—:/ $ASA-3-722020: TunnelGroup tunnel group GroupPolicy group policy User

user-name 1P IP address No address available for SVC connection

#5288 AnyConnect & v ¥ Ik 27 RLADOEID YTz LE L, HTEHIPT K
LARSH Y EH A,

e tunnel_group : =—¥FRF D B THNTWEN, v A IEH SN v 77—

DAL Hi

e group_policy : = —HFNE VY THENTWD T NA—T" R o —D4Hi

e user-name : Z D A v —UMREE T STV D 2 — P4

clPaddress: 75 A7 b w3 v DNRTY 7P (fF—Fv ) T RLA
WREFTYaviplocalip 2~y RCEREINDIAV T 4 Falb—ra i B, bzl
TN—T L TN—T K)o —IZED Y THNTND T +5372T RUADPFIET D008 5
DEMERLET, DHCP OREBLOAT — X AR LET, 7 RLREVYTa 7 g
Fal—Ta R LET, AnyConnect 7 7 A4 7 FRIP T RLAZTGTE 20 B H &
FEET D72, IPAA D syslog A v E—V %A X —T7 M LET,

Ia—)( v t—:/ $ASA-3-722021: Group group User user-name IP IP address Unable to start

compression due to lack of memory resources
BEAT 72 a VEFETTDRODOFT R AT RNH Y FH A,

WRFTHIUMEEATY EZEAT I, TA AT v 77— 3D, T8 ZADOATN
ZE O LET,

Ia_)‘ Vi t_:/ $ASA-6-722022: Group group-name User user-name IP addr (TCP | UDP)

connection established (with | without) compression
EBA TCP $&f5i £ 7213 UDP #5fi 28, JEMid V) E 7213 EMi7e L CHEZ SNV E LT,
WRET7I a3 RE,

15—)‘ v t—:/ $ASA-6-722023: Group group User user-name IP IP address SVC connection
terminated {with|without} compression

SREASVC 2, Efed 0 £/-I13ERAR L TR TLE L,
WEFTH a2 RE,
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122024

122025

122026

122027

122028

122029
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Ia—)( W) t—:/ SASA-6-722024: SVC Global Compression Enabled

S %S T A—YFEFRIZIN—T DI T 4 Fab— a3 TSVCIEHENA R—T L Th
LA, FDH%O SVC B TIE b pVERENZF AT SN E T,

WRT7HY a3y RE,

Io5—A ‘y’b-*‘) $ASA-6-722025: SVC Global Compression Disabled
ERBR Z D% D SVC #&fie Tl b o RV EMEDS TRl SAVEH A,
WETV a3 RNE,

15—)‘ v t—:/ $ASA-6-722026: Group group User user-name IP IP address SVC compression
history reset

B EME T 7 — N FAELE LT, SVCEBIVASARZEDT T —HEELE LT,
WET7H a0 RE,

Io—AYy ‘t'—:/ $ASA-6-722027: Group group User user-name IP IP address SVC decompression

history reset
FREA MR T — R AE L E LT, SVCBLVPASANZEDOTT —HEIELE LT,
HETH a0 RE,

I%—)‘ v t_:/ $ASA-5-722028: Group group User user-name IP IP address Stale SVC

connection closed.
SRBAARMEM O SVC #Efe P bk Le,

WRETOa vl BRL, L, BROBERPHELSN T L HEI1E. 7747 > M
DRENRFEEL TV D AREERH Y £, SVCOn 7 Zfi 5083 H Y 9,

15_)‘ v t— sasa-7-722029: Group group User user—name 1P IP address SVC Session
Termination: Conns: connections , DPD Conns: DPD conns , Comp resets: compression resets

, Dcmp resets: decompression resets
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722030

122031

122030 [

SREATT O AR, B, BE OV By PO ERE S E T, connectionsi 1 LD KE W
Y& . £7213% DPD_conns, compression_resets, decompression_resets DVNF 23030 L 0 K&
WIHEIE. ASADEHENRIETE 2V Ry bU— 27 OEEMEORBEAZ R LTV 2 TREMEDS
b FT, HEECETZIX DPD BN L2 WA, 2 — PICEORMBEN R AE L TV T, A
T =< AMEFLTWDAREENRH Y 7,

. connections : Z DOt v v a UHOERORE (1 NIEE)

« DPD_conns : DPD (2 X % B D 5%

. compression_resets : JEAEIBRED Y &~ MK

» decompression_resets : [EAfEfEERIERED Y & v MK
RT3 SVCORTERRDUERDHY £, Exbhdry MU — 2 (EHEMEREE
RIS 2720 OFIAE L WU R LE R LEIZ R 555050 £7,

15_)( v t_:/ $ASA-T7-722030: Group group User user-name IP IP address SVC Session
Termination: In: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts ) packets,
drop pkts drops

REAE v 3 VI TRROMEHER D SR STV E T,

- data_bytes: (SVC22HD) FET—4 /A MK
- ctri_bytes : ZEEHIfH A MK

e data pkts: EHET—4 /X7 > MK

e ctrl_pkts : H{EHIM#H 7 > KL

e drop_pkts : BEFES N7 EE /N7 v MK

WET7Oa nBERL,

15—)‘ Vi t—:/ $ASA-T7-722031: Group group User user-name IP IP address SVC Session
Termination: Out: data bytes (+ctrl bytes ) bytes, data pkts (+ctrl pkts ) packets,
drop pkts drops.

BBt v v VR TREOREHERA RS SN TWET,
. data_bytes: (SVC ~0D) HET—% A MK
e ctri_bytes : FEEHIMH A ML
e data_pkts: #ET—% 7 v MK
e ctrl_pkts : FIGHIMH 7 > MK
e ctrl_pkts: BEFES TR/ N7 v MK
*Eﬁ’?o :/ 3 ‘/‘JZ\%&E l/o
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122032

722033

122034

722035

722036
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IS5—XAw t—:/ $ASA-5-722032: Group group User user-name IP IP address New SVC

connection replacing old connection.

SRBARETE D SVC #5 HHT LW SVC B Il D Bz bk 9 & LT k9, B ORIEN %
ELTWAHREENRD Y F7°,

HR793>SVCu sz LET,

Ia_)‘ v t_:/ $ASA-5-722033: Group group User user-name IP IP address First SVC

connection established for SVC session.
SBA SVC & v v a LV DRYID SVC N SVE LTz,
WRFOaonERe L,

15—)‘ v t—:/ $ASA-5-722034: Group group User user-name IP IP address New SVC

connection, no existing connection.

SEBAFEEGRARITEINFE L, T TICHUONZHERLH LW SVC #ERIcT v B2 b X
H9ELTWET, SVCEIFASAIZ L > TERN T CIZEEINZZD, 20y v a idid
BEGFEOHERRH Y ¥ A, BROMENEAEL TCWBREEENRH Y £,

WRT7IaVASART L SVC n VEB LET,

15—)‘ W) t—:/ $ASA-3-722035: Group group User user-name IP IP address Received large
packet length (threshold num ).

SRBARE RNy "I TAT U ML ZEINE L,
slength : KE727r vy FOESX
enum: LEVVHE

HET7H 23U ASAIL, DFE Y MB3RESNTBERT Y hDOT T 7 AL MEEFFAIT 51
X, 7 v—7 KU T —@ F T anyconnect sd df-bit-ignoreenable =~ > K& AT LET,

Io—XAw 't’_:/ $ASA-3-722036: Group group User user-name IP IP address Transmitting
large packet length (threshold num ).

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

122037

722038

722039

122037 [

HEAKER Ny M TAT U MIEREENE L, X7y NOBEELTN I TIA T bD
MTU Z38#k L T WafgeEn®H D £9, F/2, EMTERWT =X Z2ERMLI=Z Lick b
HEEELHD £,

elength : K& 7287y hOES

enum : L XUVl

RT3 SVCEMAEAZICLET, TNLANOFEFLELHY THA,

I%—)‘ v t_:/ $ASA-5-722037: Group group User user-name IP IP address SVC closing

connection: reason .

SRBAFE S NP T SVC B T LE LTZ, ZOBERIZIEE THrEE bbb, i
OFEREALTHWAHEELH Y £,
e reason : SVC #5054 T L7-FiH

HWREF7H a2 SVCu T EHERLET,

15_)‘ v t_:/ $ASA-5-722038: Group group-name User user—-name IP IP address SVC

terminating session: reason .
BB S EBTSVCE Yy v a UK T LE Lic, ZOBRIEE THLIHE S b,
P ORENEEL TWDEALH Y £7,
ereason : SVC &> v a U T LB
WRT7a vk TORARTH L2V DO TH L2551, SVCor 7 Zfi~ET,

15—)‘ “Jt—:) $ASA-4-722039: Group group, User user, IP ip, SVC vpn-filter acl is an
IPv6 ACL; ACL not applied.
ERBAMEH S D ACL DX A 7' )3jE-> ThvE 9, vpnfilter 2~ RiZ X > T, IPv6 ACL 3 IPv4
ACL & L TRRESNTWET,

sgroup : L—HF DT N—T R —4

cuser 1 —H4

cip: Z—HFDONT VU v 7 (EDHTHATW W) IPT FLR

e acl : M7 ACL D4R
BT 32 ASAD VPN 7 4% & IPv6 VPN 7 4 L X DFRTE. B L AAA (RADIUS)
Y= RDOT 4N H RTA=FERIELET, ELWZA 7D ACL NMEESNTWD Z & AT
HBLET,
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122040

122041

122042

122043
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IS5—XAw t—:/ $ASA-4-722040: Group group, User user, IP ip, SVC 'ipv6-vpn-filter acl'
is an IPv4 ACL; ACL not applied
SREA T2 ACL DX A THRFE->TWET, ipve-vpnfilter 2~ K2k > T, IPv4 ACL 3
IPv6 ACL & L TR E SNV TWET,

sgroup : T—HF DT N—T K —4

ouser ; —H4

cip: 2—FDONT YU v 7 FIDHTHATWRWY) IPT LR

e acl : 272 ACL D4R
#2745 32 ASA O VPN 7 ¢ L Z L IPv6 VPN 7 1 L X2 DF%E, L TNAAA (RADIUS)
P—RXDT g N H RT A= ERFELE T, ELWZXA 7O ACL BRESNTWD Z & % fif
WLET,

15—)( v t—:/ $ASA-4-722041: TunnelGroup tunnel group GroupPolicy group policy User

username 1P peer address No IPv6 address available for SVC connection.
RBAVE—RSVC I T4 T v h~DEID Y THEHTEDLIPV6 7T RLARH Y FHATL
776

*n: SVC kel +
RT3 VMBS LT, IPv6 7 KLU A F— LR E I IIER L E T,

Io—Aw t— sasa-4-722042: Group group User user IP ip Invalid Cisco SSL Tunneling

Protocol version.

SRBAMESN 72 SVC 7 A4 7 F 7213 AnyConnect 7 74 7 2 F3ERE L L 9 & LCWET,
e group : —VFOEEREAITRHICEH S LD 7 v —7 R Y o — D4R
e user : B A RIT L TV D — Y DA
vip: B ERITL VD=V DIP T KL A

HRT79 a2 SVC T 747 FETIE AnyConnect 7 7 A 7 > b3 ASA & HHalEN & 5 =
EERREEL 7,

ITo5—H* ‘yt—*‘) $ASA-5-722043: Group group User user IP ip DTLS disabled: unable to
negotiate cipher.

BBADTLS (UDP h 7> AR —b) &FVITE A, SSLEHLaY 7 1 Fal—a )
EHEINTZAREMENH Y £7,
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122044

122045

122046

122047

122004 [

e group : —FORHGAITRHIIE A S D 70— R Y > — D4R

cuser : B A RIT L TV D — DL

cip: B ERITL VD=V DIP T LA
RT3 USSLEE S LR TEE TICE LET, SSLIEFElbar 7 4 Fab—v g il
Eh 1 o007 my 7S (AES. DES. 721X 3DES) BNEFENTWHZ 2R L ET,

Io—4% “J‘t'—:) SASA-5-722044: Group group User user IP ip Unable to request ver address
for SSL tunnel.

SREAASA DAEY ANENFET, IPT7 RV AZERTEXEHA,
e group : —VFOEEAITRICEH S D 7 v—7 R o — D4R
suser : AT L TV D —F DL
vip: B ERITL VWA=V DIP T KL A
ever : IPvd 721X 1Pv6 (BERENTWAIP T RLADNR— g i S<)

WRT7H a2 ASA DAMEG T, FRFEERATY ZBMLEI,

Io5—4Avy ‘t'—:/ $ASA-3-722045: Connection terminated: no SSL tunnel initialization data.
SREABEG AN T DT DT —Z NRIE L TWET, 2k, ASAY 7 b =7 OREETT,
HEET Y 23> Cisco TAC (23 LT, HAR— FEZIFTIIEEN,

Io5—H% ‘yt—*“) SASA-3-722046: Group group User user IP ip Session terminated: unable

to establish tunnel.

EiBH ASA THEE /T A —H ZRETEX EH A, ZHiE, ASA Y 7 M7 =7 DREETT,
e group : — Y OEEAITRICEH S D 7 v—7 R Y o — D4R
suser : FE A RAT L TV B —F DAH]
vip: B ERITL VWA=V DIP T KL A

HAET 3> Cisco TAC IZEE LT, AR — a2 T2,

ITo5—H* ‘y‘b—*‘) $ASA-4-722047: Group group User user IP ip Tunnel terminated: SVC not
enabled or invalid SVC image on the ASA.

SR — N Web 77 U EEH L Tr AL, SVC £721% AnyConnect 7 7 A 7 > K % i
BLEOELELE, SVCH—EART B— ULl R—=T Mo TR, 721X SVC
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122049

722050
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A A—TUNEIMER L TWET, PRI T SNE LR, 72747 b L A
IFHERF ST ET,

e group : L— P OEREAITRFICHEA S D 7 Vv—7" R Y o —D 4R

e user : HEEAERITL TV D 2 — T DOARI

cip: HRARITL WD —FDIP T KL A
HRETY a3 sveenablea~> FEMHEH LT, SVC &7 0 — VLA F—T7 M LET,
svcimagea~ Yy REMH L TH LA A—2 YV a— RT52 8T, SVCA A—YDNN—TV 3
Y ORELGVEEEEL 77,

Io—4% “Jt—:) SASA-4-722048: Group group User user IP ip Tunnel terminated: SVC not
enabled for the user.
B —F N Web 7 7 U EMEH L Tr AL, SVC £721X AnyConnect 7 7 4 7 > k%2
BLEOELELE, ZO2—FITKHLTSVC b —ERABA XF—T WM/ >TWERA, b
VANEHRIIE T INFE LD, VT4 7 v MU AEERITHER STV ET,

e group : = —VFORHERITIRFICHEH S 7 v—7 R Y — D4R

cuser : B A AT L TV D 2 — Y OLR

cip: #RARITL WD —FDIP T KL A
#2E 79 23 > group-policy B L QMusername =2~ > RZHHL T, ZO=2—FiZx L TH—
EAEA F—T I LET,

Io—H% “Jt—:) $ASA-4-722049: Group group User user IP ip Session terminated: SVC not
enabled or invalid image on the ASA.
B —¥% AnyConnect 7 7 A4 7> h&fEFILCa /A LE L, SVCH—EART B—
FIUNCA =T AT o TR, ETESVCA A — VR MEHR L T ET, By va
AEREDIE T SNE LT,

e group : —HFOEHGAITRHZEA S D 7 v—7 R Y > — D4R

cuser : B A AT L TV D 2 — T D4R

cip: HARITL TV D —FDIP T KL A
HRET7V a3 sveenable 2~ REMHH LT, SVC &7 B— ULl Af F—7 M LET,
svcimage 2~ > RZFEHALTHLWNA A—TE2 U r— RT5Z LT, SVC A A —TDEASM
ENRN—=Ta UERREL T,

IS5—4 “Jt—:) $ASA-4-722050: Group group User user IP ip Session terminated: SVC not

enabled for the user.
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122051

122053

122054

122051 ||

ERB——¥ AnyConnect 7 7 A4 7> b &AL Ca /A LELE, ZO2—FIZxiLT
SVC h—EANA F—T Il o> TWERA, By a VERMETSNE LT,

e group : —FORHGAITRHZE A S D 7 —7 R Y > —DA4H]

e user : $EE A BRAT LTV D 22— D4R

cip: B ERITL VWD 2—VDIP T KL A
#EET 45 3> group-policy B L Nusername =~ > RZEHA LT, ZoOa—HTxLTH—
AL =T M LET,

Io—XAvy ‘t'—:/ $ASA-6-722051: Group group-policy User username 1P public-ip IPv4 Address

assigned-ip IPv6 Address assigned-ip assigned to session
BB ST FLAR, s hlca—HIicEl Y TonE L,

e group policy : =—WIZXf L CT 7 v AZHF LIz L—TF KU —

- username : = — W DA R

s public-ip : i SN2 FA T hONRT I w7 IPT RLA

cassigned-ip: 7 7 A4 7 MIHEID S THNTZIPVvA T RLAETXIPv6 7 KL A
*Eﬁ’?g :/ 3 ‘/%\%f& L/o

Io—H4vy t—:/ $ASA-6-722053: Group g User u IP ip Unknown client user-agent connection.
BBARME I AR — PRI DSSLVPN 7 7 A 7 Fd ASA e LE Lz, HAD Y Z
A4 7 > MIZiE, Cisco SVC &3— 3 223.1 £V HE[D Cisco AnyConnect 7 74 7 > hing
ENET,

cg: —YorsA URKICEHINZI V=T K v—

s U —HF D4R

cip: VIFAT L RDIPT KL A

euser-agent : 7 7 A 7V IO EZEFE LY -V b @BFE, N—Variaie)

WEF7H a3y R — RSN TS CiscoSSLVPN 7 S A4 T > M7 v 77 L—RLET,

I%—)‘ ‘y‘b—*‘) $ASA-4-722054: Group group policy User user name IP remote IP SVC
terminating connection: Failed to install Redirect URL: redirect URL Redirect ACL:

non_exist for assigned IP

FRBAY # A L2 h URL 84 > A h—/L &}, ACL W ISE OZEE NN, VHA L7 b
ACL 78 ASA [ZTF1E L72 W EA1Z, AnyConnect VPN #5f5t C= 7 — 084 L% L7z,

e group policy : ==z L CT 7 v A&ZFAI LIz N—T K v—
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122056

Avyt—

723001
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cusername: VE— K 77 B ADERFZT D —Y4

s remote IP : &R OREE T THLYE—FIPT FLX
sredirect URL : HTTP h7 7 4 v 7 U XA L2 v 3> ® URL
cassigned IP : = —FIZHID Y THNDHIP T KA

WE7HVaVASATYH AL M ACLZRELET,

Ia_)‘ v t_:/ %ASA-6-722055: Group group-policy User username IP public-ip Client
Type: user-agent
BEBAfEf SN — PR ER SN —F 2=V = U MIER L L O & LTV E T,
e group policy : =—WIZH L CT 7 v AEH A LT/ N—T R v—
. username : = — W D4 i
e public-ip : B SN2 TA T hORT Y v I IPT RLA
euser-agent : #ifc 7 7 A 7 v Ml ko TRt SN S 2= —T = FIUFHI, WE T,
AnyConnect 7 74 7 > F® AnyConnect X"— 3 ERA N ARV —TF 4 T VAT L
WEENLET,
WET7Oa nERL,

Io—XAw t—:/ SASA-4-722055: Unsupported AnyConnect client connection rejected from

ip address. Client info: user-agent string. Reason: reason

£%BA Z D syslog X, AnyConnect” 7 A 7 > MmN ESR SND Z & AR LET, OB,
7 AT MEHRE L BHIT syslog IZHERENET,

sipaddress: 57 74 7> b EDOERORITITOIP 7 KL A,

e user- agent string : 7 74 7 RO User-Agent ~ v Z—, i#H (X, AnyConnect 7 7 A
7 v R® AnyConnect /X— 3V EARA N AR —FT 4 T VAT APREENET

« reason : fEAG O HLH

WET7 V2 asyslog TRRINDZ FA T MEREFEB AN L CTRIEZ MR LET,

723001 ~ 736001

ZOIETIE, 723001 ~ 736001 D A =T HOWTH LET,

15—)‘ “Jt—:) $ASA-6-723001: Group group-name , User user-name , IP IP address :

WebVPN Citrix ICA connection connection is up.
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723002

723003

123002 [

SRBA Citrix B26e 237 v 7 LT ET,
« group-name : Citrix 7' /L' — 7 D44 Hi
o user-name : Citrix = —3% D4 §ij
« IP_address : Citrix =—H%® P 7 KL A
« connection : Citrix £5#%¢ %5+

*‘Eﬁ77 :/ 3 p%‘gff: L/o

15_)‘ ‘yt—’) $ASA-6-723002: Group group-name , User user-name , IP IP address :

WebVPN Citrix ICA connection connection is down.
ERBA Citrix #5523 ¥ 7 LTV ET,

« group-name : Citrix 7 /L — 7 D4 Hi

« user-name : Citrix == — D4 ]

« IP_address : Citrix =—H# D P 7 KL A
« connection : Citrix $%fcik B!+

RT3 Citix ICAHERN Y T4 7 > b, H—r3 F/21F ASA OFHFIZ L - TEK
HICHE T SNTGE . WEIIAETT, ZRUAOEEIT, Citix ICA #fiity M7 v 7 &
NTWDE WebVPN v a v BT 77 47 THDHI L afR LET, WebVPNtE v =3 U
T 7T 47 ThHHIGE, ZOAvE—VDOZ FILERTYT, WebVPNE Y a VBT 77 4
TTHLEAIE. ICA 7 T4 T > k& Citrix —_"OMFREFICENETHZ &, BLUO=
T—MMBERINTWRNWZ LZERLET, EB O EIEm AN EFITEEL RNV
B BOINEZT—RFREINTWDIEAE, Ehoh—HEREmbFaEEhd 50, =7—
IR LET, TNTHLZDORA v E—VEZET 5561, Cisco TAC IZBRWEDLED H
Z. WONE#HREZ TR X0,

e Xy hU—7 hARuY

o BIER L OV v MK

e Citix — D7 4 X2l — g

* Citrix ICA 7 74 7 > N O

o % 8L 5 FIA

cBET LT RTORA v E—VDERRTFA b

IS5—Aw t—:/ $ASA-7-723003: No memory for WebVPN Citrix ICA connection connection

B ASA DA F Y DNARE L TWET, Citrix #EENTES SN E L,
« connection : Citrix £kt B+

W7 AVASADPERICEHEL TWDLZ 2R LET., AEVBIONNy 77 OfFH
BICHHICEE LET, ASAICEWEMADD > TWAHIEAIT, #HRAEY AT 52, ASA
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723005

723006

723007
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BT ST L— R 50, ASADAMAZRD LEd, RIENER LeWiE4 . Cisco TAC 128
WA DEL RN,

Io—XAw t—:/ SASA-T7-723004: WebVPN Citrix encountered bad flow control flow .
SREH ASA T B —HIfllO I A~y FRRAELE L, ZORMBEIX, KEOT—4% 7a—
(ARLRA TR NRREIIHAE) CRED ICA#ERNRINE 725 TWAHAIREMERH D 77,

HET U a2 ASA ~D ICA #5525 L E 9, MBI L7254, Cisco TAC (ZH [
WA DbEL I,

15—)‘ ‘yt—’) $ASA-7-723005: No channel to set up WebVPN Citrix ICA connection.
ZBA ASA 28 Citrix HHOH LWF ¥ FNVE{ERTE FHATLT .,

WEREFH2 a2 Citrix ICA 7 7A T > b & Citrix P—"DBB) L TWH Z L 2R LT, B
L TWRWESIT, BEILT, BETAMLET, AEFVBLONy 77 DfEHAEICHICHE
BN, ASAOAT AT LET, ASAICE VAR TVAEASIT. ASAEZT v
JL— KT 50, AEVEBMT L0, AWEREG LET, RENERL72WEA. CiscoTAC
ICBBWADEL TS0,

IS5—Awyt— 9asa-7-723006: WebVPN Citrix SOCKS errors.
£%BA ASA THNED Citrix SOCKS =7 —723 ¢4 L £ L 7=,

RT3V CitrixICAZ 74T FREFICEMELTWD Z 2R LET, S5, S
oy MARICIEBE L72MN D, Citix ICA 7 747 > F EASAOMIO R v N T —J g AT — 4
AEMERLET, BELry hU—2RENDHDGHIEL. TREMRLET, BI-ES MR LA
WA, Cisco TAC IZBWE b &,

I5—AwHt— 3aSA-7-723007: WebVPN Citrix ICA connection connection list is broken.
B ASA DR Citrix #fse U A b MBEHHE L TV E T,

« connection : Citrix £%#5cik B!l 7
HR7H2aY ATV BLIORNy 7 7 OFEHBEICFHIERE L2 D, ASA BN IEFICEIEL T
WD Z L EMRLET, ASAICHEWARB D> TWDHEAIE, ASAET v 77 L—RT5

. AEYEZBINT 50, AfEEDO LET, REDERLZR2WEGE, Cisco TAC IZBRWE
HELTZEN,
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723008

723009

723010

723008 [Jj

Is—)( ‘yt_:) $ASA-7-723008: WebVPN Citrix ICA SOCKS Server server is invalid.
ERBATFAE L 72\ Citrix Socks — N2 7 7 AL X9 & LE LK,

e server : Citrix J— gk RI 7
WET7HOOIVASANEFICEHMEL TCWAZ L 2HALET, AV ELIFIRNy 77D —
TR NNEINICEBE LT &Y, ZoMENEEICRAET 2881, ATV HEHE.
Xy hU—7 bAReY, BIORZORA vt —V %% L2 & ZOREIZEET 2 FHRZ B A&
FJ, WEDO-DIZ, ZNSDOFKEHRE CiscoTACICEELET, ZOA v b—U%2ZEL T
HRH WebVPN By 2 a vl 7 v 7L TWAZ 2R LET, 7 v 7 LT ARWNEEIT.
WebVPNtE v a UNE T L TWDRKZHERLET, ASAICEWARDBN> TVNDHE5GE
X, ASAZT v 77 L—R3250, AFYZBNT 50, Aelb LET, BENFR LR
WA, Cisco TAC IZBRIWEHhHEL 2 &0,

15—)‘ “Jt—:) $ASA-7-723009: Group group-name , User user-name , IP IP address :

WebVPN Citrix received data on invalid connection connection .
ERBATATE L7220 Citrix #5621 T 07 —# 2 LE LT,

« group-name : Citrix 7 /L — 7 D4 i

« user-name : Citrix = —% D4 i

« IP_address : Citrix =—H%® P 7 KL A

« connection : Citrix $%fcik B!+
RT3V TOAREH Citrix 77V r— a3 OGS T LIZAEEERH Y . Y O
TIT 4 TIRBBRERT TV r—a YERE R ROWE LT, TRTOXARBAT 7Y r—
YaramEEH LT, LW Citix ICA F o RVEAER L ET, ASAICEHEWARD > TN
LA, ASART v 7 7 L— K350, AEY EBMNT D0, ARz O LET, RHEI
WL 720, Cisco TAC IZBRIVWE b L Z &,

15_)( ‘y’b-*‘) $ASA-7-723010: Group group-name , User user-name , IP IP address :

WebVPN Citrix received closing channel channel for invalid connection connection .
SBATELE L7\ Citrix BESHC BT 2 Wi 225 LE Lz, ZORBE, Fioxy FU— 2 BT
oy MEEREAL THWEEO, KEDT—% 7o— (AMLRATRARRE) RKED
ICA Bt W RIR & 72 > TV D AREMER &V 77,

« group-name : Citrix 7' /L— 7 D44 7

« user-name : Citrix == — % D4 §ij

+ |P_address : Citrix =—%DIP 7 FL &

» channel : Citrix T % /L5 1

» connection : Citrix #Z#5tak 51
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B 1z

HIET U a2 ASA ~D ICA B O A ST, ASA HOHER AT Y 2 ATT 50, F
U — 27 OREEfRR L ET,

723011

15—)‘ ‘yt—*“) $ASA-7-723011: Group group-name , User user-name , IP IP address :
WebVPN Citrix receives bad SOCKS socks message length msg-length. Expected length is
exp-msg-length .

£5%BA Citrix SOCKS A v &t —Y DR ERiE-> TV ET,

« group-name : Citrix 7' /b — 7 D4 ]

o user-name : Citrix = —3% D4 §ij

« IP_address : Citrix =—H%® P 7 KL A
RT3V Citrix ICA 7 A7 2 "REFICEMEL TWDZ L 2R LET, IHlT,
7y MERIZEELZRNRS, ICAZ 7472 M EASADMD R v U — T G AT — X A% HifE
WLET, BE2Ry NU— 2 RREEEZ MR L% b RENHFET 241X, Cisco TAC (28
WAEDbEL XN,

723012

15_)‘ “Jt_:) $ASA-7-723012: Group group-name , User user-name , IP IP address :
WebVPN Citrix received bad SOCKS socks message format.

£5BA Citrix SOCKS A v B—Y DN E > TWET,
« group-name : Citrix 7 /L — 7" D4, i
« user-name : Citrix = —% D4 Hi
« IP_address : Citrix =—%® P 7 KL &

WRT Va2 Citrix ICAZ 74T MR EFICEMEL TWAH Z 2R LET, b,
7y MERICIEBELRNRS, ICAZ AT hEASADBD R v U — T PG AT — X A % Hife
BLET, BExry MU —ZREEMR L% b RIEBFET 258 1%, Cisco TAC 125
WEDbELTEE N,

723013

15—)‘ W) t—:/ $ASA-7-723013: WebVPN Citrix encountered invalid connection connection

during periodic timeout.
SRBA ASA OWNER Citrix # A ~—23HIFREIN T, Citrix e 0N RN T,

« connection : Citrix £kt nl+
WEF7HS a2 Citix ICA 7 94T & ASA O], BLASA & Citrix — ORI D % v
N — 7 B AR L E T, B ry hU—ZARIE, RRICEE L r » MR AR Li
T AEY E1INy 7 7 ORIBEITHFR ’?E.%‘ LA 5, ASADBIEFICEET 2 2 &L 2R L

T ASAIZEWARMBIDS TWAEEIE, HEATVEZATTIN, ASART v 77 1L— F‘
50, AR LET, F'u‘ﬁ/%ﬁﬁi‘ﬁ#ﬁ%bﬁb\%/m\ Cisco TAC IZBRIWE bR L T a0,

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

123014 [

7123014

Ia—)( ‘yt—*‘) $ASA-7-723014: Group group-name , User user-name , 1P IP address :

WebVPN Citrix TCP connection connection to server server on channel channel initiated.
£BE ASA O Citrix Secure Gateway 73 Citrix ¥— NI STV E T,

« group-name : Citrix 7' /L — 7 D44 7]

« user-name : Citrix = —% D4 Hii

« IP_address : Citrix =—H%® P 7 KL A

- connection : $#¢44

« server : Citrix Y— ikl +

« channel : Citrix 7 ¥ /LB 7 (16 #5)

*E;:I;C-;Tb :/ 3 ‘/‘/[Z‘gfcc L/o

724001

15—)‘ v t_:/ $ASA-4-724001: Group group-name User user—-name 1P IP address WebVPN
session not allowed. Unable to determine if Cisco Secure Desktop was running on the

client's workstation.

Z28 ASA T CSD Host Integrity Check D% R A LB L T % & FIZT T —RRAE L0, £
YA VBT SNERATLE,

- group-name : 7 /b — 7" D4, jif

* user-name : =—H D4 fif

«IP_address: IP 7 F L %

WRFHa 0 V734 T N 77 AT T A—ANEWURL ZH D ET TR0 E I 0%k
BLET, Z2I9AT L B CSDET A A =L 1L T, ASAICHESE L ET,

724002

15_)‘ Y t—:/ $ASA-4-724002: Group group-name User user—name 1P IP address WebVPN

session not terminated. Cisco Secure Desktop was not running on the client's workstation.
BB IAT v b v ETCSD BEMEL CWER AL

« group-name : 7 /L'— 7 D4 i

. user-name : —H D4R

«|P_address: IP 7 KL &
WET7V AV Ra—FRIITAT U b=y IZCSDEA VA =L LTHEITTES
LR L £,
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B 725001

725001

I5—*wt— sasa-6-725001: Starting SSL handshake with peer—type interface :src-ip
/src-port to dst-ip /dst-port for protocol session.
BEASSL N Ry A IRV E— K TRA R (7472 MERTT—0WnThi) 226
BAtE S E LTz,

e peer-type : B A IR LT T NA AT UTe, $—_"FEZ7 747 b

sinterface: SSL v a VBEHALTWAHA VF—T =4 R4

e source-ip : E{FIC IPv4 721X IPv6 7 K LA

e sre-port @ EE TR — M

e dst-ip : 5E%E IP 7 R LA

e dst-port : ESEAR— FE

e protocol : SSL N Ry = A ZIEH SN D SSL N— 3

*E“ﬁ?g :/ 3 )%‘E:féf Lo

725002

15—)‘ v t—:/ $ASA-6-725002: Device completed SSL handshake with peer-type interface

:src-ip /src-port to dst-ip /dst-port for protocol-version session
HBAY E—h TA RALEDSSL ANV Ry oA ZBNIEFICE T LE L,
. peer-type : B A BALE LT T A RATE UTz, = "EiFZ7 747 0 b
sinterface: SSL v a VBMEHLTWAH A VF—T = A R4
* source-ip : E{EC IPv4 721X IPv6 7 R LA
e sre-port @ EEILAR— M
edst-ip: 486 IP 7 L&
« dst-port : sieAR— hE S
« protocol-version : i &4 TV % SSL 7' h =2/LdD/N— 5 > 0 SSLv3, TLSvl, DTLSvI,
DTLSv1.2, TLSvl.1 £7{3% TLSvl.2

WET7Va B L,

725003

15—)‘ “Jt—:) $ASA-6-725003: SSL peer-type interface :src-ip /src-port to dst-ip

/dst-port request to resume previous session.
BBV E— N TANA ABLBIOSSLEyaryEHALLY ELTHET,
. peer-type : B A LG LT T A AR UTz, = "EFZZ 747 0 b
sinterface: SSL v a VU BMEHLTWH AV F—T = A R4
s source-ip : EF L IPv4 721X IPv6 7 R LA
e sre-port @ EETLAR— FES
e dst-ip : ZESEIP 7 R L&
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725004

725005

725006

e dst-port : sE AN — FEE
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

725004 ]

IS5—XAwy t_:) $ASA-6-725004: Device requesting certificate from SSL peer-type interface

tsrc-ip /src-port to dst-ip /dst-port for authentication.
S ASA DSRREEDTZOIC 7 T A T PREAEZ ZR L E Lz,

. peer-type : Bt # PG LT T A AT Ulz, —NEIFZZ T4 T B
sinterface: SSL vy v a UAMEHA L TWAHAS U H—T = A A4

« source-ip : E{E 5T IPv4 £721L IPv6 7 K LA
e sre-port : EfEILAR— RS

e dst-ip : E5E TP 7 R LA

« dst-port : s6e AN — FE S

WET7Va nERL,

Io5—H* ‘yt—*“) $ASA-6-725005: SSL peer-type interface :src-ip /src-port to dst-ip

/dst-port requesting our device certificate for authentication.
SRBAY — ADRRRED T2 HIZ ASA DREHIEZBR L E L.

s peer-type : B A B L72T N RTG UT2, b= "ETZ 7 74T b
sinterface: SSL vy v a U 2MEH L TCWA AL VX —T =14 A4

s source-ip : E1E7C IPv4 721X IPv6 7 R LA
e sre-port @ EE LR — FE

e dst-ip : ZE5E 1P 7 R LA

e dst-port : s8cAR— hES

*Eﬁ’?g :/ 3 y%\%f(ﬁ L/o

15—)‘ V) t—:/ $ASA-6-725006: Device failed SSL handshake with peer-type interface

:src-ip /src-port to dst-ip /dst-port

HBAYE—F FAAAL RLEDSSL Y Ry oA ZRRBLE LT

. peer-type : B A LG LT T A RIE UTz, = NEFZZ 747 0 b
sinterface: SSL v a VBEHALTWHA VF—T = A R4

s source-ip : EF L IPv4 721X IPv6 7 R LA
e sre-port @ EE LA — M
s dst-ip : 5ECIP 7 R L&
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e dst-port : sE AN — FEE

WET V23 syslog Ay E— 725014 ZHR LET, DAy E—VICKBOFEIVES
NWTWET,

Io5—X% ‘yt—‘“) $ASA-6-725007: SSL session with peer-type interface :src-ip /src-port
to dst-ip /dst-port terminated.

SEASSL By a T LE L,
. peer-type : FEGA B LT A ZS UT2, —_"ERET7 T4 T2 b
cinterface : SSL vy ¥ a UMEH L TWD A &2 —7 = A A4,
e source-ip : E{FIC IPv4 721X IPv6 7 KL A
e sre-port @ EFTLA— M
edst-ip: 4856 IP 7 L&
s dst-port : sB5CAR— &R

#E:ﬁ77 :/ 3 y%‘gfcﬁ L/o

Io5—H* ‘yt—*“) $ASA-T7-725008: SSL peer-type interface :src-ip /src-port to dst-ip
/dst-port proposes the following n cipher(s).
FBAY £— b SSL 73 A2 Lo TRESNIESORNERSNET,
. peer-type : B A BALE LT T A RE Ulz, = NEIZZ 74T 0 B
cinterface: SSLE v v a UBMER L TWE A F—T = A A4
s source-ip : EfE7C IPv4 721X IPv6 7 R LA
e sre-port : EE TR — M
edst-ip: FEEIP 7 L&
« dst-port : s6cAR— hES
en: PHR— IR TVDOHES GO

#E%%77 :/ 3 D%\gzﬁ Lo

Io5—H% vt—*‘) SASA-7-725009 Device proposes the following n cipher(s) peer-type

interface :src-ip /src-port to dst-ip /dst-port .

FRBA SSL Y— Tt L CRRE SN 5 OB R R ENET,
. peer-type : B A BAE LT2T A RS Uz, —R_ERIZZ T4 T b
sinterface: SSL vy a v BEHALTWEA LV F—T =4 R4
e source-ip : E{FIC IPv4 721X IPv6 7 K LA
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7125010 ]

e sre-port @ EF LA — FEE

e dst-ip : #E5E 1P 7 R L&

« dst-port : s6E AN — FE S

en: ¥AR—hINTNDEE RO

*‘Eﬁ?o :/ El ‘/‘/[Z‘gfcﬁ L/o

725010

IS5—Awt— sasa-7-725010: Device supports the following n cipher (s) .

FRBASSL £ v v a DD ASA YR — F LTV DI S OEPERENET,
en: PR PSR TWDLREE RO

RT3 N ERL,

725011

15—)( V) t—:/ $ASA-7-725011 Cipher[order ]: cipher name
HMEAZ DA v E—=UIFEICA vE— 725008, 725009, 3L UN725010 DFEIZRRSI L, K
% & ORI Z R LTV ET,
«order : 55U 2 NINOKEE DJENT
« cipher_name : 55 U 2 k525 0 OpenSSL W+ D44 Hif
WRT7IaVMERL,

725012

I5—*AwH— sasa-7-725012: Device chooses cipher cipher for the SSL session with
peer-type interface :src-ip /src-port to dst-ip /dst-port.
BB AT TN ANSSLEy v a CAICERIR L SRR RSNVET,

s cipher : K575 U A k75 @ OpenSSL K5 D44 Hif

. peer-type : B A BAAE LT2T A RS Uz, —R_ERIZ7 T4 T b

cinterface: SSL vy a UBMEHLTWLHA V¥ —T7 = A A4,

« source-ip : E{E5C IPv4 £721L IPv6 7 KL A

e sre-port @ EfFILAR— FES

e dst-ip : E5E 1P 7 R LA

« dst-port : 5EERN— M E S

#Eﬁ?g :/ 3 y%‘gfcﬁ L/o
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725014

725015

725016
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Io5—H* vt—*‘) $ASA-T7-725013 SSL peer-type interface :src-ip /src-port to dst-ip

/dst-port chooses cipher cipher
BRBA— N\ SSL v v a VGBI L e S A R L CVWET,
. peer-type : BEGE A BIMA LT-T S RIS LT, B—_"FE X IA4 T B
sinterface: SSL vy a v BEHALTWAH A VF—T =4 R4
e source-ip : E{FIC IPv4 721X IPv6 7 K LA
e sre-port : EFITLA— M
e dst-ip : E5E 1P 7 R LA
e dst-port : s6EAR— hEE
- cipher : 575U X R 75 @D OpenSSL K55 D4 il

WREFOaVER L,

15—)( ‘yt—°) $ASA-7-725014 SSL 1lib error. Function: function Reason: reason
ERBA SSL N Ry A 7 BRI LTZ R IR 2R L TWET,

« function : R HE S L T-HERE4

« reason : JHCIKAE DFREA
HET Y a3 SSL EHEDORE% Cisco TAC IZHET 2HAIE. ZDOA vE—V %M LE
+

o

15_)‘ “Jt_:) %$ASA-3-725015 Error verifying client certificate. Public key size in

client certificate exceeds the maximum supported key size.

AR — FENTWARY (KER) F—H A XNFKRT, SSLZ T4 7 > FFAEOKEEN
KL= Z & 2R L TWET,

WREF7HS324096 By FUTOF— VA XDI T4 7T FiEHEEZHEHALET,

15—)‘ “Jt—:) $ASA-6-725016: Device selects trust-point trustpoint for peer-type
interface :src-ip /src-port to dst-ip /dst-port

BB — A HEE (SND Tl FPEDOBERUMEN SN FEAEN, A ¥ —7 =1 A ETH
ESNCREAFETIZRWEERH Y £79, EOREHE 7 R FARA & P RERS 720220
TRENDHZELHY £, ZDsyslogld, #HfTHEMEND FT A MRS MR LET

=)

(interface :src-ip /sre-port IZ L » CTREBHNLD)
e trustpoint : FEE SN HHEIAE ] SN TWDHRIEWH N T A MARA - D4R
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125017

726001

125017 [

«interface : ASA DA ¥ —7 = 4 ADLHI
cSC-ip: ETDOIPT RLA

s scport : BT DR — hES

e dst-ip : $BSED IP 7 RL-&

e dst-port : 585 DR— M

#Eﬁ?b :/ 3 p%‘gfcﬁ L/o

IS5—4 ‘yt—’) SASA-7-725017: No certificates received during the handshake with $%s

%s :%$B /%d to %$B /%d for %s session
RBAVE—L 7747 FRIEDRGERNFELEEFE L TWEEA,
sremote device: N> Ry = A V%7 TAT 2 NERIIV—NTETTHNEIDEHFEL
S
s ctm->interface : N> Ry oA I MEFEENDA VU F—T = A A4
ectm>srcip: 7 747 FEBETDHSSLHY—DIP T RLX
sctm>src port: 7 A7 b EiEET D SSL — DA — b
sctm>dst_ip: 7 7A T FDOIPT LA
e ctm>dst_port : I&ETHT TA T  FOFR— |

e s>method->version: b7 Y7 g il EENS 7 e haLdR—2 g 2 (SSLv3,
TLSvl. F721% DTLSv])

WET7Oa nBERL,

I5—AYt— 2asn-6-726001: Inspected im protocol im service Session between Client
im client 1 and im client 2 Packet flow from src ifc :/sip /sport to dest ifc :/dip
/dport Action: action Matched Class class map id class map name

BRBAIM A vt — Tk U TR TN S 41, FREDOREENWT- SNE Lz, REFHDT 7
Va UNETINET,

«im_protocol : MSN IM & 7213 Yahoo IM

cimservice: IM¥—E X (F¥ v b, XFE., 77 AVHRE, BHE, BT 4, F—A A

&)
cimclient 1, imcient 2: v a > TCIMP—EREFHLCNDEZ T4 T F ET
(client_login_name £7-1% 7] )

cscifc: FEILA L F—T = A A4

esip: EEFEILIPT RL R

e sport : EfETTAR— b

e dest_ifc: sEieA v X —T =4 A4

e dip: 5E4EIP T KL 2
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730003
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« dport : 356 — bk

caction : EfTSNLT7 7 v ay (Eo Uty b, ORI, £72133%1E)
eclass map_id: =¥ L7227 7 A ~> 7 ID

e class map_name: —E L7227 7 A v v T4

WRFOa N ERL,

15_)( “J‘t’_:) %ASA-7-730001 Group groupname , User username , IP ipaddr : VLAN MAPPING
to VLAN wvlanid

BREAVLAN ~ v B IR Lk L7z,

« groupname : 7 L —7"4,

o username : = —H#4

eipaddr : ZOk® v a3 OIP T RLA

evianid : VLAN v v B> 7 v i a SIfEH IS5 VLAN ID
HREFTH O ay RE,

Io5—4 ‘yt—°) SASA-7-730002 Group groupname , User username , 1P ipaddr : VLAN MAPPING
to VLAN vlanid failed

HEAVLAN v~ v B 7RI L E LT,

« groupname : 7 L — 74

e username : = —H¥4,

eipaddr : ZDOEY a2 DIPT KL A

svianid : VLAN v~ v B> 7 v v g VA Z315 VLANID
WEF7Ha3V VLANS v BV TEEOTRTORENIELL, VLANID RAITHH Z &
FHER L ET,

I5—AwE— sasa-7-730003 : NACApp sets IP ipaddr VIAN to vlanid

RBAASAIX, B> a UZHT LWVLANID 2 3% ET 2 720D SNMP &% E A & —3 % NACApp
MHZELET,

eipaddr : ZDOE YT a2 DIPT FLA

svianid : VLAN v v B> 7 &y a LA IS VLANID
WRT7I 3y RE
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730004

730005

730006

730007

730004 ]

Io—Aw t— sasa-6-730004: Group groupname User username IP ipaddr VLAN ID vlanid
from AAA ignored.
SREAAAA DB SAE L7 VLANIDDBIEEH STV AHID & id 72 > T b7, BIfEDOE v
TarTClIEERINET,

« groupname : 7 L — 74,

* username : L — 4,

sipaddr : 2Oty arOIP T RLXA

eVvianid : VLAN v v B> 7 v g VI 3415 VLANID
RT3 Hi-lZZE L2 VLANID 2T 2 LERH 5551, BIEOE Yy v a v %
I 208N B 5, FNLSMIFAARETT,

15—)‘ v t—:/ % ASA-3-730005: Group DfltGrpPolicy User Username IP VLAN Mapping
error. VLAN vlan id DS, A 22 —T 24 ZZEID B THRTWARWD, ERITEEOA v 2 —T = A
ZIZEND Y THATW D AREMED H Y F4

B VLAN v v B 7 =7 =334 Lk L7z, VLAN 3RS, A 2 —7 = A ZIZHID
BTHNTW WD, EFIFEEOA U F —T7 2 A AZHD B THON T D AR H 0 F
R

WEFHS 3 AAA—/3L ASA TO VLANID BRERMHF E HIE LW & 2R L ET,

15_)‘ “Jt_:) %ASA-T7-730006: Group groupname , User username , 1P ipaddr : is on
NACApp AUTH VLAN vlanid .

B v a VIENACApp R AT ¥ TEARAA L NHTT,
« groupname : 7' /L — 74,
. username : L—%4
eipaddr : Z&® vy a3 OIP T RLXA
evanid: VLAN v v B> 7 & v g VIl &7 5 VLAN ID

HRETH O ay RE,

Ia—)( vt—*‘) $ASA-7-73007: Group groupname , User username , 1P ipaddr : changed
VLAN to <$%s > ID vlanid

B Z Dt v a3 U TNACApp (CiscoNAC T 7T AT U A) DRAF v THAA L B
T L. VLAN 7 AUTH VLAN 2258 LW VLAN IZAEE SN E T,
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730009

730010
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* groupname : 7 /L — "4

. username : L —H4

eipaddr : ZOE YT a2 DIPT FLA

* %s : LFH

evlanid : VLAN v v B> 7 & v ¥ a VI S 415 VLAN ID

WET7H a0 RE,

I5—Aw t—:/ $ASA-6-730008: Group groupname, User username, 1P ipaddr, VLAN MAPPING
timeout waiting NACApp.

SRBANACApp (CiscoNACT 7T AT LV A) DIRAF ¥ THAAL SRR ELIZZA LT U B
B & HIRFE D D> TOWE T,

* groupname : 7 /L — 74
. username : L —¥4,
sipaddr : 2Oy aOIP T RLXA

HRET7HIAUNACApp Y b T v T DAT— X A %R L £T,

Io—XAw t—:/ $ASA-5-730009: Group groupname , User username, 1P ipaddr , CAS casaddr
, capacity exceeded, terminating connection.

B8 NACApp (CiscoNAC 7754 72 Z) O CAS DAMAEZ BB L TVET, 20 CAS
EREHTOHLWEREEYy Y a v 2R TLET,

* groupname : 7 /L — "4

« username : L —¥4,

eipaddr : ZDOEY T a>DIPT KL A

» casaddr : CAS (Clean Access Server) D IP 7 KL A

WRF I a3y AMAELZBZINE 912 CAS LT 5 7 —T L ZDEIZHOWT DR
WA REL, BIELET,

Ia—)( ‘yt—*“) $ASA-7-730010: Group groupname , User username, IP ipaddr , VLAN Mapping
is enabled on VLAN vlanid .

B v g TCVLAN Y v BV IR A R—T N> TWET,
« groupname : 7 /L — 74,
e username : L —Y4
eipaddr : ZOE YT a2 DIPT FLA
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131001 [

evianid : VLAN v~ v B> 7 oo g VA ILD VLANID
WRF7HI 3y RE,

731001

ITo5—H* ‘y‘b—*‘) $ASA-6-731001: NAC policy added: name: policyname Type: policytype .
FBH ASA IZHET LW NAC AR Y v—8BinsivE L,

« policyname : NAC R U v —4,
« policytype : NAC R > —D X A 7

RT3y RE,

731002

15—)‘ V) t—:/ $ASA-6-731002: NAC policy deleted: name: policyname Type: policytype .
SHEH ASA 705 NAC R U v —3IkR & E Lz,

« policyname : NAC 7R U v —4,
s policytype : NAC R Y > —DZ A 7

HRETH O ay RE,

731003

ITo5—H* ‘y‘b—*‘) $ASA-6-731003: nac-policy unused: name: policyname Type: policytype .
SREA R CARTCRRD XA TOEFED NAC K =R 5720, 20D NAC KU v —IfEH
SNTWERA,

« policyname : NAC R U v —4,

* policytype : NAC RV > —D X A 7

HET 532 B L NAC K Y v — 2T 5 BER b 5 AT, BEAFD NAC K Y ©—%
FANCHIBR L T3 < BB S Y £, TRLSMEHLFETT,

732001

15—)( v t—:/ $ASA-6-732001: Group groupname, User username, IP ipaddr, Fail to parse

NAC-SETTINGS nac-settings-id , terminating connection.
FRBA FIHATREZ2 A £ U 3720 2D, ASA IXINAC REZXMH CE EH A,
« groupname : 7 /L — 74,
« username : L —H4
eipaddr : ZO&® vy aOIP T RLA
« nac-settings-id : NAC 7 4 /L Z (2 &5 ID
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732003

733100
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WRFHIOAVASAAEVEZT v 77 L—RFLET, ZORMBEORERNIC T 22508k T
WD T —% TR L £, BENER LRWEE. Cisco TAC IZBRWEbHELIEE
AN

Io—XAw t—:/ $ASA-6-732002: Group groupname, User username, 1P ipaddr, NAC-SETTINGS
settingsid from AAA ignored, existing NAC-SETTINGS settingsid inuse used instead.

SOty a VICERDANACEKREIDNH D720, ZTONACKEID 2 T&E FH A,

« groupname : 7 L — 74,

. username : L —H¥4

eipaddr : ZDOEY a2 DIPT FLA

e settingsid : FXE ID, ZiUE, NACHR U o —£4THHMLENH Y 4
« settingsid_inuse : BIEEH] STV % NAC & E ID

WR7I2aVHLWONACKEID 2#ATH5LERSI5E51E, £OID 2HEHTE7 7
TATIRTRTCOE Yy a BRI L CEBSMERNHD £9, FRLIMNIFHLAARTE T
—g—o

15_)‘ v t—:/ $ASA-6-732003: Group groupname, User username, 1P ipaddr, NAC-SETTINGS

nac-settings-id from AAA is invalid, terminating connection.
B AAA 75 %Z(F L72 NAC BEN B T,

* groupname : 7 /L — "4

- username : = —H%4

eipaddr : ZOE YT a2 DIPT FLA

* nac-settings-id : NAC 7 4 VX2 IZfEF S5 1D

WERFTH 3 AAA Y — "L ASA TONACRENTHEHIELWI L 2R L E T,

15—)( v t—:/ $ASA-4-733100: Object drop rate rate ID exceeded. Current burst rate
is rate val per second, max configured rate is rate val ; Current average rate is rate val

per second, max configured rate is rate val ; Cumulative total count is total cnt

HRBAZORAyE—UTHEBINIAT V=7 MR, B SNoA—A RN LEWEL— M ET
P LEWVMEL — FEBAE LT, 20X TV s MTiX, AA -, TCP/UDP R— k., IP 7
B RNINVOREET 7T 4T 472, WEOWREICER T2 S EIERFEENEZONE
T, ASA WIEEZIT TV D AREMERH W 7,

« Object : FEFEL — M I U FO—fRAVR Y —AETITHED Y — A, ZHIZIE, ROHD
WEENET,
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733100 [

- Firewall

- Bad pkts

- Rate limit
- DoS attck
- ACL drop
- Conn limit
- ICMP attk
- Scanning
- SYN attck
- Inspect

- Interface
FFEDA L HE—T 2 A AFT V=7 baeRTi20ll, SEFIFREANMFEHIND Z 0D
DET, &I, BT e /L HTTP OFR— |k 80 & KT 2 SUHTTP RFREND
LBV ET)
crate ID : BB SN TV DAREFHADL— b, FEAEDAT V=7 FTIE, E2DHET
BR3IODOHELAHL— NEBRETETET,
e rate val : FrED L— ME,
stotal_cnt : A7 V=7 NBMEREZITHE SN BROAEI I TV b,
WD 3OOHNE, TNEDEHENED L HIITERINDINERLTWET,
* CPU /213N ADOHIRIZEINT B A ¥ —7 = 4 ABEFOLE
$ASA-4-733100: [Interface] drop rate 1 exceeded. Current burst rate is 1 per second, max

configured rate is 8000; Current average rate is 2030 per second, max configured rate
is 2000; Cumulative total count is 3930654.”

c WEOFREMEICERNT D A% v = TREOLHE

$ASA-4-733100: [Scanning] drop rate-1 exceeded. Current burst rate is 10 per second max
configured rate is 10; Current average rate is 245 per second max configured rate is
5; Cumulative total count is 147409 (35 instances received)

C D TR RINT 5 RE S o b OBE

%$ASA-4-733100: [Bad pkts] drop rate 1 exceeded. Current burst rate is 0 per second, max
configured rate is 400; Current average rate is 760 per second, max configured rate is
100; Cumulative total count is 1938933

BRIE ST A ¥ v > L— b3 L O threat-detection rate scanning-rate 3600 aver age-rate 15
a<wy Nk A5%E

SASA-4-733100: [144.60.88.2] drop rate-2 exceeded. Current burst rate is 0 per second,
max configured rate is 8; Current average rate is 5 per second, max configured rate is
4; Cumulative total count is 38086

AyvE—VTHEMINIZAT V=2 b A4 7R LT, ROFIEZFEITLET,
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1. AvE—HNOFT V27 FBROWNTNNDEES

* Firewall

* Bad pkts

* Rate limit
* DoS attck
* ACL drop
* Conn limit
* [CMP attck
* Scanning
* SYN attck
* Inspect

* Interface

WRT7O D AVEITRECTETOREEL — MR TEONE I D EMRLET,

1. threat-detectionrate xxx 2~ REHEHL T, BrEDFEZEDO L EVME L — b 2 @8 2 EIC T
BLET, 22T, 0 IFRDNTINTT,

* acl-drop

* bad-packet-drop
* conn-limit-drop
* dos-drop

* fw-drop

* icmp-drop

* inspect-drop

* interface-drop

* scanning-threat

* syn-attack

2. AvE—VHNOAT V=7 RBTCP/UDP AR— b, IP 7 RL A, /3R A FOFEETH
LA, EITRE CZOREEL — NeFETEAINE I D EHRELET,

3. threat-detection rate bad-packet-drop =~ > RZfEH LT, FFEDFEID L EVME L — F %
IEAN (=Nt - D=

GE)

FEEE L — MEIBOEBEL IR RE R A 1T, no threat-detection basic-threat =< > K& L T
Fo4—T N TEET,

Io5—4% vt—’) SASA-4-733101: Object objectIP (is targeted|is attacking). Current
burst rate is rate val per second, max configured rate is rate val ; Current average
rate is rate val per second, max configured rate is rate val ; Cumulative total count

is total cnt.
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733102

133102 [

SRBAKFEDORA b (F2ERELT 1024 / — R Y732y FNOEBOFBAN) Rxry hU—T %
AX XYL LTNDE (HEBELTWS) v, HEANVIAF Y ENTWE (F—F v Mo TWn
5) T EEASADPKBELIEGEICEESINET,

cobject : WBEHF /13X —7 v b (AL1024 ) —RKHT7 x> FNO, FFEDKRA b Fi2iE
B DA R)

cobjectiP: AF v > L TCWAHBEEELIEIAF Y ENTWVDHH—F v FDOIP T RKLA

e rate val : FFED L — ME

etotal_cnt : AEFA Db

WD 2HODHNE. TNSDEENED L IICERENDIDERLTNET,

SASA-4-733101: Subnet 100.0.0.0 is targeted. Current burst rate is 200 per second, max
configured rate is 0; Current average rate is 0 per second, max configured rate is 0;
Cumulative total count is 2028.

SASA-4-733101: Host 175.0.0.1 is attacking. Current burst rate is 200 per second, max
configured rate is 0; Current average rate is 0 per second, max configured rate is 0;
Cumulative total count is 2024

WET7 V2 aVFFEDORA NERITY 73y M LT, show threat-detection statistics host
ip-addressip-mask =~ > RAEFEH L, SEGDRNEZ#ERL THL, BEATry O LE W
EL— M 2@t Bl L E 4, WU EZMEE L7256, threat-detection scanning-threat
shun-host =~ RZREL T, AA MKEE (F7 3y FMIBEHETITRV) Z2HRT 5729
DA T aDUEEITH Z LN TXET, shun-hostexcept U A b T, FFEDHR A hF =3 A4
TVl NN —TERETEET, FMIZONTIL, CLIRETA RS LTIZIN,
A ¥ OB LERNG AL, nothreat-detection scanning =2~ > K& H L T Z OF#E
AT 4 =TT TEET,

15—)‘ ‘yt—*“) $ASA-4-733102:Threat-detection adds host %I to shun list
BRBAEEURIL T Y N E o TARA FEBRE U E L7z, threat-detection scanning-threat shun
A7 RRRESNTVDHE, WELTWDHRA MIGEMRIE TV AT k> TR & E
R

¢ %l FFEDKRA N4
WDAT—VF, ZOa~vry RREDOLIICEEINDIPERLTWET,

$ASA-4-733102: Threat-detection add host 11.1.1.40 to shun list

HRET V23 VYR SNIZAR MRFEBEOKRE TH D08 5 At d 512i%, threat-detection
Statisticshostip-address =~ > RZ&fEH L £ 3, HEBRSN7oAR A ERHEE TRWIEEIL, clear
threat-detection shunip address =~ > K& L C, PR SNizA A 2 & @M 2 rh
HHIRCE E7, HRENTZTRTORR M BRMRHT U M HHIRT 5121%, dear shun
avy REMHLET,

ARG LEWE L — FRIEIC K > THEBIBE T PN MY =Sz, ZoRAy
t— U % %5 L725& 14, threat-detection rate scanning-threat rate-interval x average-ratey
burst-ratez =~ FZEH LT, LEVWEL— MEFE L ET,
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733104

733105

734001
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Ia—)( ‘yt—*‘) $ASA-4-733103: Threat-detection removes host %$I from shun list

SEAEEMIE T Y Nl Lo TR A MBEBRE NV E L7z, dear-threat-detection shun =<~ >
AT L. FEMENZFA A PO PERRY A RS HEIBRENE T,

%l : BFEDR A M
WDAE—VlT, ZOa~vwy FREDLEICEEINLIEZRLTWVET,

%$ASA-4-733103: Threat-detection removes host 11.1.1.40 from shun list

WRF7THIalHERL,

I5—*vt— 5asn-4-733104: TD SYSLOG_TCP INTERCEPT AVERAGE RATE EXCEED

B ASANSYN 75w R 7 X v 7 5% 7 TWABMN, TCP RATZIE A = A LT L » Tl
ENTVET (MTZEINIKEOTHL — MR LI VMEOREMEB L2 T-85E) . A v
TN, WBEZT CNDE V=N EKBTENREINET,

WRT DS a VBB ERNT D720 ACL 1B L £,

I5—Avt— 5asa-4-733105: TD SYSLOG_TCP INTERCEPT BURST RATE_EXCEED

HBAASANSYN 79w R T X v 7 5ZFTWDHN, TCPRATZEA I = AT Lo TR
ENTVWET RITZEESNDIHEBONR—A F L— bR LEVWVEOREHEEZBZI25E)
A=, WEEAZITTWAYF— R LB ARENET,

WRT7 O3 VHRERAT D7D ACL ZER L £,

15—)‘ “Jt—:) $ASA-6-734001: DAP: User user, Addr ipaddr , Connection connection :
The following DAP records were selected for this connection: DAP record names

SRBAEAG I OBIR S N7- DAP L o — R RENET,
euser @ WRES N —H4
eipaddr : VE— K 7747 FDIPT KL A
« connection : IROWTNND T T A T > Mk 2 A 7
- [Psec
- AnyConnect
- Clientless (Web 77 7 #)
- Cut-Through-Proxy
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734002

734003

734004

735001

734002 [

-L2TP
*DAPrecordnames: DAP L 22— R4 DA o ~XEI0D U 2 |
*‘Eﬁ?b:/a :/‘/[Z\%:fcf L/o

I%—)‘ ‘y‘b—*‘) $ASA-5-734002: DAP: User user, Addr ipaddr : Connection terrminated
by the following DAP records: DAP record names

RBAEE A& T LI DAP L a— RBRRRINET,

suser : BIEEI Nz —V 4
eipaddr : YV E— K 7747 FDIP T FL A
* DAPrecordnames : DAP L 22— R4 Db U ~XYIY U 2 |

*‘Eﬁ?a :/ 3 ’%\E%& L/o

15—)( “Jt—:) SASA-T7-734003: DAP: User name , Addr ipaddr : Session Attribute: attr

name/value
BRI SRS I DTS, AAA L RARA v FD® v g VEMENERENET,

s user : BRFES N —T 4
eipaddr : VE—hF 7747 FDIPT KL A
. attrivalue : AAA 713 RBRA v FOBMA B L OYE

*Eﬁ?o :/ 3 y%‘giﬁ L/o

15—)‘ “Jt—:) $ASA-3-734004: DAP: Processing error: internal error code
SRBA DAP LBR= T — 3R L E LT,
« internal error code : N¥= 7 — U751

#IET > adebugdaperrors 2~ K& A 32—7 /L2 L, DAPLEZ AT L C, BIID
TNy JIEREBFLET, A TRBDER LRWEEEIE, Cisco TAC ([ZHEHHE LT, W=
F— a— RN T —PRELTDRPUCET 2B REREE L T<EEn,

IS5—4 ‘yt_:) $ASA-1-735001 IPMI: Cooling Fan varl : OK
REAGEN T 7 N IERE REMEICE S E LT,

svarl: TN AF v —F T
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735004

735005
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*E%:é77 :/ 3 D%\giﬁ Lo

I5—*wHt— sasa-1-735002 IPMI: Cooling Fan varl : Failure Detected
BREAMEN T 7 TRENEAEL TWET,

evarl . TN AF G~ —F T
WRTFOaVIROFIREFATLET,

1. 77 OEEREGT DEEDNIRNNE ) N EHER L ET,

2. BH 7 7o 2L E T,

3. FHEMNMBRLRWES, AvE—U%2 20 FF8: L. Cisco TAC ICBIWEbELEE
W,

I%—)‘ vt’—*‘) $ASA-1-735003 IPMI: Power Supply varl : OK
SRBAENTE Y 2 — VN IERREMEICE TS E L,
evarl : TN, AF G —F 7

WET7O a0 ERL,

I5—Avt— 5asa-1-735004 IPMI: Power Supply varl : Failure Detected

FBA AC I KDN T, FTERET Y 2 — L TRENEEL THET,
evarl : TNA AF v —F T

WRT7OaVROFIEEFEITLET,

AC BFEEOAEZHR L 7

EIAEE 2 22 L T2 &0,

RVERNRIR LARWEE . A v —2 20 F 58 L. Cisco TAC IZBRIWEhE L 2 E
v,

w N e

15—)‘ V) t—:/ $ASA-1-735005 IPMI: Power Supply Unit Redundancy OK
ERBAERAEE O TR n Sk LT,
*E%:é77 :/ 3 \/‘JZ\%%A? Lo
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735006

735007

735008

735009

735006 ]

IS—XAw t—:/ $ASA-1-735006 IPMI: Power Supply Unit Redundancy Lost

SREAEIRFEES A LE Lz, BREEOTUEMSITIRONE LR, ASAITR/NEDY V—2R
TE%_% LTWET, TP EOBEENEA LZEAIT. ASA T v v hEF v EnE
7,

T e URMEICEE T 12, ROFIEZFIATLET,

i3

1. EREEOFBA MR LT,

2. %ﬁ%ﬁ%@@bf<téwo

3. RENMIL2WEEES, AvEB—T%2F0F FE8 L. Cisco TAC IZBMWGbhEL 2
Uy,

I5—4 ‘yt_:) $ASA-1-735007 IPMI: CPU varl : Temp: varZ2 var3 , Critical

EHHE CPU ﬁ)ﬁl_‘ﬁ{ﬂlr Li L/?L\_o

evarl : TS AFZFv—F T
evar2 : JREE
e var3 : IREEOEAL (C, F)

WRF7O Ay Avb—UaEFOFEEREL. Cisco TAC IZBRIWADLEL S0,

Io5—X% vt—’) $ASA-1-735008 IPMI: Chassis Ambient varl : Temp: var2 var3 , Critical

AT vy —ORBEREE DR L OVIZELE LT,

evarl : TN, AF R —F T
evar? : JRJE(E
evar3 : IREEDO L (C, F)

WRF7HI a2y Avb—T%FDFEFEE L, Cisco TAC IZBHWAEDHELTZE W,

15_)‘ “Jt_:) %ASA-2-735009: IPMI: Environment Monitoring has failed initialization

and configuration. Environment Monitoring is not running.
BBAREE=2 Y I OMIHUETICERR T T =3 E LT, HfTTEEEATLE,

#2274 > 3 > show environment 33 X Wt debugipmi =~ > ROHAEZINELET, A vE—
TUEZOFEERER L, Cisco TAC IZBHW A b 72 &0,
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IS5—XAw t—:/ $ASA-3-735010: IPMI: Environment Monitoring has failed to update one

or more of its records.

SEAREE T =XV /T, 1 2F ROV a—FOT v 75— 2~ 50T —
MWEALE L,

WRF7HaAVIDA U0 H0IRLFEREINDEAEIL, showenvironment driver 35 LT
debugipmi 2~ ROHDEIELET, A vb—V2FDFFiHk L. Cisco TAC IZBW
B EEN,

IS5—Awt— 2asa-1-735011: Power Supply varl : Fan OK
SEAEI Y 7 B EERERICR Y £ L7,

evarl: 7 7 DOFE
RT3 vnERL,

Io—XAw t—:/ $ASA-1-735012: Power Supply varl : Fan Failure Detected
BRI T 7 AEENEAELE L,
evarl: 7 7 U OF

RT3 CiscoTACIZHEE LT, EED RN T TNy a—T 4 L T E2FToTLIEEN,
DOREENERT A ECEBOBREL 7ICLET,

I5—AwH— 2asa-1-735013: Voltage Channel varl : Voltage OK
BRBAELET v RN IEFREELVVIZRED £ LT,

evarl : EET ¥ XNV DOFS
WRTIavnsERL,

ITo5—H* ‘y‘b—*‘) %$ASA-1-735014: Voltage Channel varl: Voltage Critical
BBAEET v RAPER LA LE LT,
evarl : BETF ¥ XNVOF S
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135015 ]

W73 CiscoTACIZEKE LT, BED RN T IV a—TF 4 o T HIToTL &SN, T
DOEENRRT A FE THEOEBERLZ S 7ICLET,

735015

15—)( ‘yt_:) $ASA-4-735015: CPU varl : Temp: var2 var3 , Warm
B CPU DR IER Z2BERIDH L 0 b < 2> TV ET,

svarl : CPU O&E 5
evar? : JRJE(E
evar3 : HfL

WR7IL 3V IDaryR—3 FOEREZFIT L, fGRARREICEEZEL2VWE I LET,

735016

15—% “Jt_:) %$ASA-4-735016: Chassis Ambient varl : Temp: varZ2 var3 , Warm
B v — L ORENIEFR REERHE LV << o TV ET,

svarl: V¥ —v BV —DFE

svar2 : JREE

svar3 : I

WRT7HIavZIDariR—3xr hOBEREFITL., GRZRBEICEELARAWVWEICLET,

Io5—H% ‘yt_:) $ASA-1-735017: Power Supply varl : Temp: varZ2 var3 , OK
B BA RIS E O AN IEH R IR IR Y £ LT,

svarl : EREEOEE
evar? : IRE(E
evar3 : H)L

*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

15—)‘ ‘y‘b-*‘) $ASA-4-735018: Power Supply varl : Temp: varZ?2 var3 , Critical
ERBA AL E DN E R B RIR I L LT,

evarl : BEIRIEEOF
evar2 : {8 JEfE
evar3 : Hfr
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W73 CiscoTACIZEE LT, BED RN T IV a—TF 4 0 T HIToTL &N, T
DOEENRRT A F THEOEBERLZ S 7ICLET,

IS—Avyt— %ASA—4—735019: Power Supply varl : Temp: varZ var3 , Warm
BB FEPUHE DR N TEH B ERIH L 0 <o T &,

svarl : EREEOEE
evar? : JRJE(E
e var3 : Hfr

WR7IL 3 IDaryR—3 FOEREZFIT L, GRARREICEEZEL2VWE I LET,

IS5—AwtE— 9asa-1-735020: CPU varl: Temp: var? var3 OK
SRBA CPU OIRENIER RBEREICEY £ L7,

svarl : CPU OF =

evar2 : JREME

evar3 : BT

#Eﬁ_},g :/ 3 ‘/%‘giﬁ L/o

I5—XA w4tz — 9ASA-1-735021: Chassis varl: Temp: var2 var3 OK
BB ¥ — Y ORENER REEREICRY £ L,

svarl: vy —3 o —0DF S

e var2 : JEEE

s var3 : Hfr
HRET7Va TR L,

15—)‘ v t_:/ %$ASA-1-735022: CPU# is running beyond the max thermal operating
temperature and the device will be shutting down immediately to prevent permanent damage
to the CPU.

ZRBA ASA IZ. CPU DN RNEMEREABR -2 LE L, MHERIZS Yy F X7
L/i‘é—o

RT3y vy —UBIOCPUICHRDIBENR RN, 7212bICMAET 2 LERH Y F
j—O
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735023

735024

735025

735026

135023 [

IS5—4 ‘y‘t'—°) $ASA-2-735023: ASA was previously shutdown due to the CPU complex running
beyond the maximum thermal operating temperature. The chassis needs to be inspected

immediately for ventilation issues.

FBAY — MEF. ASA I, CPU N ZELRKEMERE 282 TEMEL T ozl E LT
Ty N UEKRE LE Lz, showenvironment 2~ REfEAT5E, ZOA X FR3
ELZZ EWNRENET,

HET7O a2 v —VITEROMER RV, EELICHRET ZLENH Y 7,

IS5—+Avyt— 2asa-1-735024: I0 Hub varl : Temp: var? var3 , OK
SRBA IO T OIRENIER Z2BEREICREY £ L1,

carl : IO N7 DEE

evar2 : IR EEfE

evar3 : BT

#Eﬁ_},g :/ 3 ‘/%‘giﬁ L/o

I5—XA w4tz— 4ASA-1-735025: 10 Hub varl : Temp: var2 var3 , Critical
EREA 10 T OIREN G2 EEICE L E L,

carl : [0 NT DFE S

e var2 : JEEE

s var3 : Hfr

WRT7HIay Avb—U%FDFEFEiEH L, Cisco TAC IZBHWEDHELTZE W,

IS5—Ayt— sasa-4-735026: IO Hub varl : Temp: var2 var3 , Warm
FREA 10 N7 OIRE S IER 2B BRI L D b < o TWET,

carl : IO NT DES
evar2 : {8 JEfE
evar3 : Hfr

WRT7I300arR —3 NOEREGAT L, fERQBEIZERELLZVWEIICLET,
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IS5—XAw t—:/ $ASA-1-735027: CPU cpu num Voltage Regulator is running beyond the max
thermal operating temperature and the device will be shutting down immediately. The

chassis and CPU need to be inspected immediately for ventilation issues.

SRBA ASA |, CPUEE L F o L— PR RKEERELBI -2 LE Lz, MIHEH
vy v b X LET,

ecpunum: JREA X IR AELZCPURBEL X 2 L— X 2/ET HE S

HETI 30 vy — VB LU CPU ICEROMBER RV, 1 bICRET 2 LB H Y &
—g‘O

Ia—)( Vi t—:/ $ASA-2-735028: ASA was previously shutdown due to a CPU Voltage Regulator
running beyond the max thermal operating temperature. The chassis and CPU need to be

inspected immediately for ventilation issues.

SRAA~— FAF, ASA X, CPUBTEL F o L— 2 NEARERIEREZ#B 2 TEfEL T\ -
T-OICAE LYy y NE DU LE L7Z, showenvironment =~ > RE A+5L, 2
DARY FRFAELTZZ EWNRENET,

HET7V Y Uy —BIOCPUICHBADRENR RNV, TEEBICRET 20 ERH Y £
ED

I5—Aw t—:/ $ASA-1-735029: IO Hub is running beyond the max thermal operating
temperature and the device will be shutting down immediately to prevent permanent damage

to the circuit.

FEBAASAIE, IONTNERRERRELZBA L Z L2 LE Lz, RIBE®ICS Yy M ¥ Y
Y LET,

WRT7IaY U — T BIOIONTIZEKOMER WD, 2 BICRETIHLERHY
F7,

I%—)‘ v 't’_:/ $ASA-2-736001: Unable to allocate enough memory at boot for jumbo-frame

reservation. Jumbo-frame support has been disabled.

FBAY Y AR T L YR — FORETICAT ) REPBRENE L, TORE, Jv v
RIZ V=L PR—=F BT 4 B—T IR0 F L1,
#2274 > 3> jumboframereservation =~ > REMHH LT, Vv R 7Lb—h $R— %

BOA RX—=T ML THET, F7ar7 4 Falb—va 2R 4FL, ASAZV 7 — b LE
T, RIENRDE L722 WS, Cisco TAC IZBRWEhHE L IZE W,
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A v t— 137001 ~ 776254

737001

737002

737003

137004

ZDIETIX, 737001 ~ 776254 D A »2— IOV T L E7,

I5—Ayt— 3asa-7-737001: IPAA: Session= session, Received message message-type
SBAIP T RLAE DY T rERAIA v E—VEZELE L,

e session : 16 %D VPN & v 2 2 > 1D

emessage-type : IP 7 KL AEID B TTrEATZE LA vE—Y
HRET7V a0 L,

15—)‘ W) t—:/ SASA-3-737002: IPAA: Session= session,Received unknown message num

variables
REHIP 7 KL RE| D YT ATIA v E—V2ZELE L,

« session : 16 %D VPN & v+ 2 > ID

enum:IP 7 RLREN BTt RATEZELEA Y E— 0O F
HRET7OavnERL,

13—)‘ ‘y‘t'—:) %ASA-5-737003: IPAA: Session= session, DHCP configured, no viable servers

found for tunnel-group tunnel-group

REAFERG SN b kL FL—TF D DHCP —N a7 4 F =2 L—3 g UNERN T,
e session : 16 #:#D VPN &> > 3 > ID

etunnel-group : IP 7 KL AED B CTar 7 4 Fal—r g VHSATHD hrxib
Tn—7

WRF7HL3Y R RA T NA—FODHCP 2> 7 4 X2 L—3 3 VA BIELET, DHCPH—
NNE L TFTA L THDZ LR LET,

15—)‘ ‘yt—*“) $ASA-5-737004: IPAA: Session= session, DHCP configured, request failed

for tunnel-group 'tunnel-group'

BB S N RV V=T D DHCP H—/8 2 7 F o L— g U VES T,
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e session : 16 E# D VPN &~ 3 ID

ctunnel-group : IP 7 KL RED Y CTar 7 4 Fal—ra AMEHENTHD F gL
Tn—=7

WREB7HL3 ) Fo RNV T A—7ODHCP 2> 7 4 X2 b—3 3 U 2WEELFE 9, DHCP —
NRNRF I ThDHZ EEMHRLET,

Ia_)( “J‘t’_:) $ASA-6-737005: IPAA: Session= session, DHCP configured, request succeeded
for tunnel-group tunnel-group

£5B8 DHCP — NELRA ) L E LTz,
e session : 16 #3 D VPN v > 3 > ID

etunnel-group : IP 7 KL AE DV YT Tar 74 Fab—va VEHESR TS Frxib
Tn—7

WRFHOa N ERL,

15_)‘ v t_:/ %ASA-6-737006: IPAA: Session= session, Local pool request succeeded for
tunnel-group tunnel-group

BT — L = VERBR L E L,
e session : 16 #3 D VPN v > 3 > ID

etunnel-group : IP 7 KL AE VYT Tar 74 Fab— g EHESR TS Frxib
Tn—7

*‘Eﬁ‘?b :/ 3 ’%‘giﬁ L/o

15_)‘ “Jt_:) $ASA-5-737007: IPAA: Session= session, Local pool request failed for
tunnel-group tunnel-group

B T — L = VBERPKILE LT, P IA—TIZED Y THENTWS 7 —n
B L TWDREEMLRH D F77,

e session : 16 #3D VPN v > 3 > ID

stunnel-group : IP 7 L AE D BT Tar 74 Falb—vaAEHEINTWDS b
TN—"7
#2275 < 3 vshowiplocalpool =~ > FEMA LT, IPu—hLF—LDar7 4 Fal—
varEMEELET,
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737008

737009

737010

137011

137008 [

Io5—4% ‘yt—*‘) $ASA-5-737008: IPAA: Session= session, 'tunnel-group' not found

BB 74 X2l —2arHOP T FLAZEELLY L L X, P I —7
DRAOMYEFRATLE, ZOAvE—Di%, V7 by TREENRNTERSNIBAERD
0 EJ,

s session : 16 #5 D VPN v v 3 > ID

etunnel-group : IP 7 KL AED B CTar 7 4 Fal—r g RSN TWD b gL
%

WRT7Oay Fox IA—7 Ok EER LET, Cisco TAC IZfIWEb® T, ME%E
HMELTLEEN,

15—)‘ “Jt—:) $ASA-6-737009: IPAA: Session= session, AAA assigned address ip-address

, request failed

BMAVE—FTI7ERA I TAT N YT DU =T BRHEOT NUAOEMZZERLE LT,
AAA = NI T DHROT N ADHERERNPRIG L E Lz, 7 F L AMEM o Araed:
B ET,

e session : 16 E# D VPN v 3 ID
sip-address: 7 7 A 7 v " RER L= IPv4 7 KL A E 721 IPv6 7 KL &
MET7IVIVAAA T —RORAT—H AL P —)L P —)LDAT—X A %R LET,

15—)‘ “Jt—:) $ASA-6-737010: IPAA: Session= session, AAA assigned address ip-address

, request succeeded

HBAYVE—KN T2V EBRAIIATLU N Y7 NI 2T REEOT RLADHEHZER L, 550
7 RUAZIEFIZZITERY £ LT,

e session : 16 #% D VPN £ 2 > 1D
cip-address: 7 7 A4 72 "R ER L7 IPv4 7 KL AE 21T IPv6 7 R LA
WRT7VaNERL,

15—)‘ “Jt—:) $ASA-5-737011: IPAA: Session= session, AAA assigned ip-address , not
permitted, retrying
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FAVE—L T8RRI IAT N YT MU =T BREDT RUADMEMEZERLE L,
vpn-addr-assignaaa 2 <> RBRREINTWERA, TORDY L LTHREINTWNET KL
AENO B THEMERA S VET,

e session : 16 # D VPN £ 2 > 1D
cip-address: 7 7 A4 72 "R ER LI IPv4 7 KL AE 2T IPv6 7 R LA

W72V V74TV ERENENWVRADOT RUVRAEZERTH 2 L2303 53551
vpn-addr-assign aaa 2~ > R& A x—7 /I LET,

15—)‘ “Jt—:) $ASA-4-737012: IPAA: Session= session, Address assignment failed

HMAVE—RNTI7 A ITAT U N VT T2 TIWZLDEEDT RUADOBERMBERMLEL
77

e session : 16 #E5 D VPN v 2 3 > ID
sipaddress: 7 7 A7 "RERLIZIP T KL &

ﬁ%77v3zmD~ﬁ»7~»%ﬁ%bf%éﬁAi o0—Hh)V F—=Dar 7 4 X

L—a ZREELET, AAAZH LTV DA, AAAV—0ar 7 4 Fal—ig
VERT— B RAERGELE T, mmP%ﬁﬁwaéﬁAi DHCP — "D 7 4 X =

L= a v ERT—HAERGELE T, v Lobhk BIFC GBMERIIEREHEH) | KK
DFERZRTEBNORA v —V2RELET,

Io—XAw t—0 2AsA-4-737013: IPAA: Session= session, Error freeing address ip-address

, not found

SRBAASAMN T RLARAZMRKELE S E LE LD, iy 7 X2l —va VBRI .
ZOT RVANRE Y Y THEHY A MZHY EFHEATLZ,

e session : 16 E# D VPN v 3 1D
« ip-address : GG D IPvd 7 KL AL 21X IPv6 7 KL A

WE7Sa3V T RLRAEDYTCOREEZBRIELET, 20X vb—UNB|&HERET IS
B, Y7 b =TEENRERRE 2S5 TWD RSN H Y F£3, Cisco TAC IZRIWE T,
FIEAZ S LT &N,

Io5—X% vt—*‘) SASA-6-737014: IPAA: Session= session, Freeing AAA address ip-address
BB ASA 3, AAA ZEHI L THIV S TOHNTZIP 7 RLAZERICHMB L E LT,
* session : 16 5D VPN & v v 3 > ID

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

737015

137016

131017

137018

131015 [

« ip-address : fRIEHGGD IPvd 7 KLU AET-1X IPv6 7 KL A
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

IS5—*Ayt— 9ASA-6-737015: IPAA: Session= session, Freeing DHCP address ip-address
FREA ASA 75, DHCP Ml L THIV Y THNIP T FLAZ ERICH L £ L7,

» session : 16 E# D VPN v 3 > ID

- ip-address : RO IP 7 K LA
HET7TIavnERL,

ITo5—H* ‘y’b-*‘) $ASA-6-737016: IPAA: Session= session, Freeing local pool pool-name

address ip-address
BRBAASAS, =N TV EMA L TR ETONEZIPT FLAZIEFICHKRLE L,
* session : 16 5D VPN & v+ 3 > ID

« ip-address : fEIBOGGD IPvd 7 KL AETZ1XIPv6 7 KL A
s pool-name : 7 KL AMNMIKENTWD I —)b

*Eﬁ?o :/ 3 D%‘gf—fi l/o

IS5—Awt— 9asa-6-737017: IPAA: Session= session, DHCP request attempt num succeeded
FHBA ASA 7% DHCP $— NICER A IEFICEFE LE L,

e session : 16 #45D VPN £ v > 2 > ID

e num : RITEIEL
HWR7HaUNnERL,

I5—A+w+t— 9asa-5-737018: IPAA: Session= session, DHCP request attempt num failed
SEA ASA 78 DHCP ¥ — NZERZXMETE EHATL,

*session : 16 ¥ D VPN £ v = > ID

e num : FAITEIEL
WRT7H 3 UDHCP 27 4 ¥ 2 L— 3 L DHCP ¥ — " ~O#G & RFEL £77,
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Ia—)( ‘yt—*‘) SASA-4-737019: IPAA: Session= session, Unable to get address from

group-policy or tunnel-group local pools

ERBAASAD, ZNA—F R —FHIZ b T —FIZHREI N TS —h L F— L
57 RLAZRETEEREATLE, 2=/ 77— AR E L TWARREMENRH U £97,

s session : 16 #E D VPN v v 3 > ID

WRE7HI 3 u—HL DAL T 4 X2l —a v b RTF— X AERIELET, 2—
HILT—NDITN—T R —b "IN TN —TDar 7 4 Xal— 3V EREELET,

15—)‘ “Jt—:) SASA-5-737023: IPAA: Session= session, Unable to allocate memory to

store local pool address ip-address
SREAASADAEIY B ARELTVET,
e session : 16 #E# D VPN v 3 1D
e ip-address : UGS N7 IP 7 R LA

WRTIIVASA DA —N"—— RIZEVHEFR AT NDMLEIZR>TWDEND, FlidY 7
MY = TREEICERT D AEY U= NFETDHAEMENSH Y £, Cisco TAC WA bE
T, MEZHE LT EEN,

15—% “Jt_:) %SASA-5-737024: IPAA: Session= session, Client requested address

ip-address , already in use, retrying

SEAZ SAT U MDRERLZIP T FLAET ISR TWEYT, ERIZ, FiLWIPT R
VABEHLTCERITESNET,

» session : 16 5D VPN v 2 3 > ID
sip-address: 7 74 7 FRERLIZIP T KL%
WRET7Oa I nFERL,

15_)‘ “Jt_:) %ASA-5-737025: IPAA:Session= session, Duplicate local pool address

found, ip-address in quarantine

A AT L MTEISNAZLIZR>TWEIP 7 RLAFTTCIEHERTWET, IPT
R RZT—AMOHIBRES L, BOMEHINDZ EiEHY 8 A,

» session : 16 E#D VPN & v 3 > ID
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137026

1310217

137028

137029

137026 [

e ip-address : fif§ 72 IP 7 R L&

HREFH I O—HL T DAL T 4 X2l — gV ERIELET, V7 MY TREE
NEECTEENFEAE L TCWADAREMENH Y £97, Cisco TAC IZFIWAhE T, MEEHE LT
<TZEVY,

Io5—X% ‘yt—*‘) $ASA-6-737026: IPAA:Session= session, Client assigned ip-address from

local pool pool-name
REAFER SN2 T7 RL AR T — L F—AnbE 0 Y THRE LT,
» session : 16 5D VPN &~ v 3 > 1D

cip-address: 7 74 7> MZEID ¥ THNIP T RLA
« pool-name : 7 KL ADE Y Y4 Trd 7 —/v

*‘E“%?a :/ 3 ’%\E%& L/o

15—)( “Jt—:) %ASA-3-737027: IPAA:Session= session, No data for address request
BEBAY T by =TEESBESNE L,
« session : 16 %D VPN £ > 2 = » ID

T4 3> Cisco TAC IZHWEHE T, BIEZHE L T EEN,

I%—)‘ ‘yt'—*‘) SASA-4-737028: IPAA:Session= session, Unable to send ip-address to

standby: communication failure

BBAT 7T 4 T ASADS, AL LA ASA LBE TEEHATLIL, 7= — A — =T )
A L COZRWATREMED & 0 £

e session : 16 #:#D VPN & v > 3 > ID
cip-address: 7 74 7> MZEIDV S THNZIP T KL A
WRFPHIay 7J7o— A —N"— a7 4 Xal—a L b ATF—X AR LE T,

Io5—H* ‘yt'—‘“) SASA-6-737029: IPAA:Session= session, Added ip-address to standby
SRBAA X L NA ASANIP T RLREID Y TEZIFANE LT,
* session : 16 4D VPN £ > 2 5 ID
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cip-address: 7 74 7> MIEID S THNZIP 7 KL A
*‘Eﬁ?b :/ 3 :/‘/[Z\%:fcf L/o

I%—)‘ ‘y‘b—*‘) $ASA-4-737030: IPAA:Session= session, Unable to send ip-address to

standby: address in use

BT 7T 4 7 ASADMEREINTT RLAZRELEY ELELER, ZOT7 RLAZAH
VA ASA THTIEAINTWE L, 72— A — 23— X7 REH LTV ETREMEN
HFET,

e session : 16 #:#D VPN v > 3 > ID
cip-address: 7 74 7> MZEID ¥ THNIP T RLA
WRFPHay 7J7o— A —N"— a7 4 Xal—a L b AT —X AR LE T,

I5—*wt— sasa-6-737031: IPAA:Session= session, Removed ip-address from standby
FREAR X L NA ASAIP T RLREID Y TEWELE LT,

s session : 16 #5 D VPN v 3 > ID

cip-address: 7 74 7> MZEID ¥ THNIP T KA
HRT7HavnERL,

I%—)‘ Vi 't’_:/ SASA-4-737032: IPAA:Session= session, Unable to remove ip-address from

standby: address not found

SREAA Z R ASA THAENTWARWIP T RLAZT 7T 4 7 ASA DKL L5 & LE
L7ze 72— F— "= XTREE L TR WAEEERH D 97,

e session : 16 #:#D VPN v > 3 > ID
cip-address: 7 74 7> MIEIV S THNZIP 7 KL A
WR7HI7 a3y 7oA —R_— a7 4 Xal—a L b ATF— X ARRIELET,

I%—)‘ ‘yt'—‘“) $ASA-4-737033: IPAA:Session= session, Unable to assign addr allocator
provided IP address ip addr to client. This IP address has already been assigned by

previous addr allocator
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737034

137035

737036

137103 [

SREA AAA/DHCP/R—J1 )V F— Ul Lo TEHEID Y THONET RUANRT TIEAIN TV E
KR

e session : 16 D VPN &>+ = > 1D
+ addr_allocator : DHCP/AAA/v — 71/ 7*—)L
«ip_addr : DHCP/AAA/— )b F— X >TEIV Y THNAZIP T KL A

s previous_addr_allocator : IP 7 RL A& T TIZE V¥ TTWAHT RLAT7Ter—4% (2—
A1V 7= AAA, F7-1% DHCP)

74532 AAADHCP/ R — 1)L F— )L T RLADAL T 4 X2l — g Bl LE
T, BEENREL THWAAREERH Y 4,

15_)‘ ‘y’b-*‘) $ASA-5-737034: IPAA: Session= session, <IP version> address:

<explanation>

BREAIP 7 RL B YT ARNT LU AL TE £, <explanation> 7 F X MMZZ
OHHAHH S NET,

e session : 16 #3 D VPN v > 3 > ID

WET VY3 VEITHAICESE 9,

IS—XAw t—:/ SASA-T7-737035: IPAA: Session= session, '<message type>' message queued

BEAAYE—DIEIP T FLREID Y TSFa—A 7 ENET, THUT, syslog 737001 (2%
JELTVWET, ZORXAyE—YIEFL— MIRENTHERA,

e session : 16 ##D VPN &> > 3 > ID

R V23 VEITHED Y EH A,

15—)‘ “Jt—:) $ASA-6-737035:IPAA: Session= session, Client assigned <address> from
DHCP

ERBAIP 7 RLRE DY CTFrEAT, VPNV I7A4 7 MIDHCP Vuvva=rr73nkr
RLANKENE L, ZOXAvE—IFL— MIBBENLTWER A,

» session : 16 EEH D VPN v 3 > ID

R V23 VEITHED Y FH A,
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137201

137202
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IS5—XAw t—:/ $ASA7-737038: IPAA: Session=session, specified address ip-address was

in-use, trying to get another.

B Zou sk, a—FIZE Y TET LA AAA Y —N (WERET2ITSME) 12k - TR
EENTWEBEAIERSNET, 7L, 207 RLA T TR S TWES, BRiX
HXa—S 2 73NnNTEY, HBESNZT RUANRDHCP 7230 — V7 — /W7 —/b
Ny 7 ERDHIEEHY FHA,

esession: ZRLTWAHEYTa D VPNEYy 21D
« ip-address : AAA IZ L > THREIALTWD IPv4 £721LIPv6 7 R LA
WRET7Ya VB

I5—AwHE— sasa-7-737200: VENFIP: Pool=pool, Allocated ip-address from pool
BB Zon 2L, T RLARO =L T—ANSED Y THEND LARSNET,

s pool : = — VT — L4

« ip-address : AAA IZ L > THREIALTWD IPv4 £721LIPv6 7 R LA
WRET7Ya VB

Io—XAw t—:/ SASA-7-737201: VPNFIP: Pool=pool, Returned ip-address to pool

(recycle=recycle)

HEA Zou X, T RLARe—I LT —VIZIREND EERENET, VAo NT TS
X, ZO7 RV AZROERICHAAT 2L ERHENE I 0ERLET, U, VA2
VT T TN FALSE L7 0 &9, To& 2iX, 7 RVADEERSHD (DT RLUAN AAA R
DHCP 72 E OO FEIC L > TTTICVPNE v g UICED B THNRTWD) BHERETT,
ZO%E, WOBERTEDOT RLAZHAMAT L Z Eid, <IN ERFA,

s pool : B— VT — L4
s ip-address : AAA IZ X > THE STV D IPv4 £721X IPv6 7 KL A
WRT7Oa R L

IT5—*w+t— 2asa-3-737202: VPNFIP: Pool=pool, ERROR: message

HBA Zov ZiE, VPNFIPT — % X— R | ZB#ET 5 =T — A X MR EINS L ARSI E
7,
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1371203 [

e pool : B—HNT— )4
e message : 1 X~ DFEAM
WETVay =T —=PRESRWEEIE, Cisco TAC IZBWEHESZS 0,

137203

ITS5—*wt— 2asa-4-737203: VPNFIP: Pool=pool, WARN: message

BB Zom 73X, VPNFIPT — X R—R 5 A X h2EE T 570DicEmIShE 7,
s pool : B— VT — L4
* message : A Xk DFEA

HET O a BERE AL, Cisco TAC IZBRIWAEHLEL &N,

137204

ITS5—+wt— sasa-5-737204: VPNFIP: Pool=pool, NOTIFY: message
B Zor X, VPNFIPT — ¥ RX— R (ZHET 54 X R EBHT 57 DIER S vE T,
s pool : B— VT — L4

* message : A X\~ DFEH

WREFHOaMERL

137205

I5—*4vyt—2 snsn-6-737205: VPNFIP: Pool=pool, INFO: message

A Zow 73X, VPNFIPT —Z N—RB#ES 54~ b2 BT 572D ER S E T,
s pool : B— AT — L4
« message : A X2k DOFEA

WREFHOaUNERL

137206

I5—AwHt— sasa-7-737206: VPNFIP: Pool=pool, DEBUG: message

HBA Z v ZiE, VPNFIPT — & RX— RIS 5 A R " 2T Ny 7T 572D AEREINE
7,

s pool : B— AT — L4

* message : 1 Xk DFEH
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WREFOaUNERL

I5—*wt— sasa-7-737400: POOLIP: Pool=pool, Allocated ip-address from pool
BB Zoa i, T RVARR—I AT —=ANnLEID Y ToNDS EERIILET,

s pool : B— )T — L4

cip-address : AAA I X > THRESN TS IPv4 721X IPv6 7 K L&
RT3 nERL

IS5—XAwy t—:/ SASA-7-737401: POOLIP: Pool=pool, Returned ip-address to pool

(recycle=recycle) .

HEBA Zon L, T RLARg—I AT —NMTRENS EAERENET, VA IV T TS
X, 207 RLAEROERICHAHATDILERNHD0E I NERLET, Fhiz, VA7
N7 T TMNFALSEIZ7e D 7, 7& 2iE, 7 RLRADEENRSH D (£DOT RLAN AAA X
DHCP 72 EOMD FEIZL > TTTIZVPNE Yy v a LZEHD B TonTnD) Ha7e 8T,
ZOYE, WOERTZEOT RLAEZFHAMTLZ L%, 37T ALALNERE A,

s pool : B— VT — L4
« ip-address : AAA IZ L > THREIILTWD IPv4 £721LIPv6 7 R LA
WRET7YaVERL

I5—Aw t—:/ SASA-4-737402: POOLIP: Pool=pool, Failed to return ip-address to pool

(recycle=recycle) . Reason: message
BBl Zon s, T RLVAET FLATF—LICIRT 2 LM TERWEAICAER SN E T,
s pool : B— VT — L4
« ip-address : AAA IZ K > THRE IV TWD IPv4 £721LIPv6 7 R LA
» message : KIMOFEM (72 & 21X, 7 RLAR T — Lo TH D)

WRT7THI L a B L

15—)‘ ‘y’b-*‘) %SASA-3-737403: POOLIP: Pool=pool, ERROR: message

BB Zou it Pu—bL T — T —H_XR—=RCEHET LT — A X MR END &
ERENET,
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137404

737405

137406

137407

s pool : = — AT — L4,
e message : 1 X~ DFEAM

WRT7I a3y =T —0BHEINeWEEAIE, Cisco TAC IZEBWEHhE L E S,

ITS5—4wt— 9asa-4-737404: POOLIP: Pool=pool, WARN: message

137400 [

B Zou L, IPu—H LT — T —Z_R— R CEE TS A N RSSO AR

SNET,
e pool : B— AT — L4

e message : A X2k DFFEAM

HETH S a BEERE AL, Cisco TAC IZBRIVWAEHLEL &N,

ITS5—+wt— 9asa-5-737405: POOLIP: Pool=pool, NOTIFY: message

SEA Zou i, IPu—AN T — T —F_X— 2 BT D A X N B IRENT B T DI

SNET,
s pool : B— AT — L4

* message : A 2k DOFFA

WE7Oa v ERL

I5—AwH— sasa-6-737406: POOLIP: Pool=pool, INFO: message

SEA Zou N, IPu—A N T — T —Z_X— 2 BT D A R N B RENT B T DI AR

ShET,
e pool : B— AT — L4
* message : A 2k DR

WET7Oa Vv ERL

I5—AwHt— sasa-7-737407: POOLIP: Pool=pool, DEBUG: message
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SEA Zou . Pu—A LTS — L F—Z_XR— 2| ZHETH A R N EF Ry ST B
R ENET,

s pool : B— VT — L4

* message : 1 Xk DFEH

WREFHOa MR L

15—)‘ “Jt—:) $ASA-6-741000: Coredump filesystem image created on variable 1 -size
variable 2 MB

AT X T T AN AT ABEFIERINE LT, 774NV VAT AL, a7 X
TTHEHTEDT A AT AXN—RAOEEH|IRETH Tary ¥ 7w2E8HT57-00H0T
KR

evariablel: a7 ¥ U 7REEINTWAS 7 7 AL 27 A (disk0:. diskl:. flash: 7¢ &)

svariable2 : {fERENT=aT7 B 7 T3 A ) VAT LDH A X (MB A7)
WRTFHAL AT X T T AN VAT LEER LR, 37 4 Fal—va w26t
BIFELET,

15—)( “Jt—:) SASA-6-741001: Coredump filesystem image on variable 1 - resized from
variable 2 MB to variable 3 MB

BT X T T AN VAT OV A ANREFICETRINE L,

svariablel: a7 XU TRHEINTWND T 7 AV VAT A

svariable2 : LLRIO 2T X7 77 A ) VAT AOH A X (MB HAT)

evariahle3 : A ANLEHEEINTZFHLWBREDO T X T 77 ANV AT LDH A X (MB

HAAT)
MBE7HL 3 a7 BT T7AN VAT IOV A REEE L%, 207 4 X2l — 3
VEVLTRELET, a7 X T T AN VAT EADOYA REEETLH L, BEOaT X
T T 7 AN AT LAONEDRHIRESNET, TDOD, a7 X T 77 ANV AT EOY A
REBERTHAN, TRTOERET — A 7 LT TEEN,

Io—XAw t—:/ %ASA-6-741002: Coredump log and filesystem contents cleared on variable
1

WA T T TrAN VAT IANLTRTCOarT XUoTREIBREN, a7 X a )
WEINFE L, a7 ¥ T T4 VAT AEaY o7 a I EICER SN E
—§—O
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741003

741004

741005

141003 [

evariablel: a7 XU 7NEHEIN TS 7 7 AL A5 A (disk0:. diskl:, flash: 72 &)

HRT O a0 L, cear coredump 2~ REFHTLE, a 7407 7740 R
TAEHEELTHMOREIZY By hTEET,

IS5—XAw t—:/ SASA-6-741003: Coredump filesystem and its contents removed on variable
1

BB T X Ty AN VAT AEZTORNRENEIRESN, 27 XU TEBENT 4 2—T T
B FE L,

evariablel: a7 X 7B IN TS 7 7 AL > A5 A (disk0:. diskl:. flash: 72 &)

WETH LAY 27 SV THIENT (L= Mo, AV T 4 Fa b=y a v E LT
B LET.

Io—XAw t—:/ SASA-6-741004: Coredump configuration reset to default values

HMBAaT X7 0ar 7 4 Xalb—varnNT 7N MERZYVEy hERE L, 2D, =
T HEUTNT 4 =T FE LT,

WETOay a7 FUTBENT 4 b —T NV holcth, a7 4F¥ab—arzld
RIFLET,

Io5—4 ‘yt—*‘) $ASA-4-741005: Coredump operation variable 1 failed with error variable

2 variable 3
BT X TREAEOBIEOE TR T =AU E L,

evariablel : ZOEHOEITIRO LBV,
-CREATE FSYS : a7 # o7 77 AL ¥ 25 AOIERHIC I —Rn AL E LI,
-CLEAR LOG : 27 #> 7 un 7 OMEERIC=T—0NEELE L,
-DELETE FSYS: 27 X7 77 AV VAT LAOHIBRHICZ T —BNRELE LT,
-CLEAR FSYS : 27 X7 77 A ) VAT AONEDOHIFRHFIZZ T =3 3AE L E L,
-MOUNT FSYS: a7 X7 77 AN VAT LD~ T —NEAELE LT,

e variable2 : variable 1 TIE SN/~ 7 —OREICHET 2 BMNERZ M5 10 5
« variable 3 : variable 2 [ZEFH#iA 1T 5 30T 2 REal 972 ASCIT L4, ASCII SCFEFNTIE,
WOMEDER S ET,

- coredump files already exist

- unable to create coredump filesystem
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- unable to create loopback device

- filesystem type not supported

- unable to delete the coredump filesystem

- unable to delete loopback device

- unable to unmount coredump filesystem

- unable to mount coredump filesystem

- unable to mount loopback device

- unable to clear coredump filesystem

- coredump filesystem not found

- requested coredump filesystem too big

- coredump operation aborted by administrator

- coredump command execution failed

- coredump IFS error encountered

- coredump, unidentified error encountered

WHETFV v a7 4 Xal—varTary FUTHENRT =7 ko TnH I L
ZRER L, A v&—% Cisco TAC IZEF L CoMr 2k L £,

Io—XAw t—:/ $ASA-4-741006: Unable to write Coredump Helper configuration, reason

variable 1
BMEBAST XTI A=A T 4 KXol — gy T A NASDEZIABRPIC T T =N
LELT, 20T —F, disk0: NV XWNIZR > TWAIGARIZTETRELET, 207 1F =2
L—ay 77 A i disk0: 1I2H Y F£7 (.coredumpinfo/coredump.cfg)

evariablel : ZOBHIZIL, a7 X T ~X—Dary 7 4 Xab—Tay T A~D

EXIALDRM LB 2R TR 7 7 A0 VAT AEE O FIINEH S D,

W7 aVNLEIZEUT, a7 ¥ Bies T B—7 1z L, disk0: 225 REARTEE &
HIERLCTvD, a7 X7 a8, 2—T7 M LET,

IS—XAw t— $ASA-3-742001: failed to read master key for password encryption from

persistent store

BBEE RIS IEA T Y OO AL — /A Y — P 5 F—OFHAM IR L E L,
a7 4 X2 b—a VOFDOREEL/SA T — RiL, key config-key password encryption =~
YREMHL T A — F—Z ELVMEICRE LRWIRY | Bk EEi,
ET7VVavary7sFalb—ra oz, HTLIMRERS LG HALINTZ/IAT—F
N HEE1E. key config-key password encryption =~ > K& LT, vAX¥— F—% /X
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742002

742003

742004

12002 [

AV — R &5 b d D 72D LI URTOEICERE LE T, B b Sz SAT — R3320
e, EIEE AL SN AY — REBETE 25813, LW A — F—2RELF
To NAU— RS EEH L T 2RngE, LEIIARETT,

15—)‘ “Jt—:) $ASA-3-742002: failed to set master key for password encryption

£ BA key config-key password encryption =< > FOFHHRARIKK L E LTz, 2D T —iE,
ROHHTHRAETHZENHY £7,

e BEX 2T ThWERR (72 & 21X, Telnet BEfiAkH) 2 HEXE Iz,

« Tx— VI —N=RNA RX—=T NV ThHHN, BbInic) 72 MHL TR,

o LD —FRFERFZF—ZFHEL TV D,

X —EZEHLEI) L LI EIT, HOF—=DRELI R,

X —NEXF 2T THIHIINSTES,
iCb =T —DHHNEZEZONET, ZOXIRGE. FEOZT —Ra~wr FIIx L TERR
EnET,

HET7HVay av o PR TEmShMEZEELET,

15—9‘ “Jt—:) SASA-3-742003: failed to save master key for password encryption,

reason reason text

BRARHEREA TV I A — F—ZRFLED E LE LKL E Lz, EBREORRIE
reason_text /37 A —# THESNET, FKE LTI, AF U RRIRESC, REEMEA FL—
VIIAREERHD ZENBEZLNET,

HWRTH S a URENRER L2 WAL, writeerase i~ > FEEH L T —21RGFT 5729
RSN REREAET ) Z2H 74—~y hLET, ZOFIEEZFATTHR1IZ, TV AT
PRy T A a7 4 Xal—valraN\y 77 v 7 LTLEEN, £0O% writeerase =< >
NEHm A LET,

Io—XAwy t—:) $ASA-3-742004: failed to sync master key for password encryption, reason

reason_text

RBAET ~Ov A — X —DRMICKRK L F L7z, FEEEOJRKIL reason_text /37 A — & Tfs
ESNET,

HART7H S a > reason text /X7 A — X TR SN -fEEZEEL £,
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Io—XAwy t_:/ $ASA-3-742005: cipher text enc _pass is not compatible with the configured

master key or the cipher text has been tampered with

BB NSAT = REEBLL LD ELELIENRIRLE Lic, NAT— RFBIEDOY A ¥ — F—
EIFRR LA —F—FMMH L TS LS TWD 0, SIS/ SAT — R LOEK
MOER SRR H Y £7,
HRT7IIVIELDWRAY —F =Rl ST ARWES, BEEZMR L ET, B hIh
ToRAY— KRRERINTGE, FTILWOASRT—REEH L CRED 2 7 Falb—ra
AEEALET,

Io—XAw t— 2asa-3-742006: password decryption failed due to unavailable memory

REAA T U BN 20D, RNRAT— ROEERICEBRLE Lz, ZORRT— REHH L7-##
BRIXER RV ICEMEL FH A,

W7 a3y AFVYORMEAETFELET,

15—)‘ W) t—:/ $ASA-3-742007: password encryption failed due to unavailable memory
BREAAE U RN, NAT— ROESLIZRRLE LT, 2074 Falb—Ta O
DNAT—=RE, 707 THFRRAMEROELICRDAREMERH D £77,

HETV a3y AT ORMEEEEL, SAT— ROBGLUZAMLIE= YT 4 Fal—Ta
VEAFEALET,

Io—XAw t—:/ $ASA-3-742008: password enc pass decryption failed due to decoding

error

BT 2 — R —BFRT/RAY — FORSRICRI L £ L, Zhud, Bsfbsnie s
U — R SERICEE SN Z ENFIRTH 5 RS 0 £

WRF7I2a2 7 V7 THXFARNRATY—REEHLCHEOa 7 X2 b— 3 & il
FALET,

Io—XAw t— 2asa-3-742009: password encryption failed due to decoding error

B SA T — RORLIET 27— R =T — R FR TR LE L, WY 7 by =7 =5 —
MIEA LT TR B 0 £,
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742010

743000

743001

743002

12010 [

WRF7O a2V 7 )VT7 THFARNRAY—FREFEHLCHEOa 7 4 X2 b—Ya 2 FHil
AL E9, RIENHEIR LR WEE . Cisco TAC IZBWE b E &V,

Io5—H% ‘yt—*“) $ASA-3-742010: encrypted password enc pass is not well formed
A~ RTHRESNEEFASZAT = FORANELL HY £HEA, NATU—RI A%
IRIE AL/ N AT — RTIRRW, B bRICEE SN ATREMEN H VD £7,

« reason_text : JI D EEED K % 2R3 3055

e enc_pass : FEIZEIE#H T D1 5/ AT — |

WR792a2 7 V7 TFANRRAU—REFERALCHEBEOa Y 7 4 X2 b— 3 U EHE
HALET,

I5—4 w2 — 9ASA-1-743000: The PCI device with vendor ID: vendor id device ID:
device id located at bus:device.function bus num:dev num, func num has a link
link attr name of actual link attr val when it should have a link link attr name of

expected link attr val .

SBAY AT ADPCIT ANA ANEUNCERESN TWER A, VAT LD L UL TEIEL 72
SRBAREMEDNH D £,

#4227 4 > 3 > show controller pci detail =~ > FOH AN L. Cisco TAC IZBRIWE Y
<TEEW,

Io—XAw t_:/ $ASA-1-743001: Backplane health monitoring detected link failure

SHBAASA Y —E R EV2a— L ERAAL v F Uy —UEOY T D1 OT/N— R = TEENRSRE
LRI ESNTZRREERH Y 97,

T U > 3> Cisco TAC IZBHWADEL ZEW,

15—)‘ Vi t—:/ SASA-1-743002: Backplane health monitoring detected link OK

BMAASAY—ERXEV2a— NV EAS v F Uy —VHEOY 7B EishE L, 722, &
FEBLOZOHOEIBIZ, "—FU=TEEZRLTWDARENRH Y 7,

TS 3> Cisco TAC ITBMWEbEL 7ZE 0,
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Io5—4% ‘yt—*‘) SASA-1-743004: System is not fully operational - PCI device with vendor

ID vendor id (vendor name ), device ID device id (device name ) not found
BB 2T ABERICHEAET B 72 0IC B PCLF /N, AT AT MCROMY FHATL
72

e vendor_id : F/NA ADN L H —ZikRIT 5 16 HEHUE

- vendor_name : N X —H AT 5T % A TS

e device_id : XU H— TN REFRRIT D 16 R

- device name : 7 /NA AL EFANT H T F A R ICTFF
#2527 4 < 3 > show controller pci detail =~ > RO /2L L, Cisco TAC IZBRWE bt
CTEENY,

IS5—Aw t—:/ $ASA-3-743010: EOBC RPC server failed to start for client module client

name .

SRBAY— ) D EOBCRPC Y — VY ADEED 7 T A4 7 v Mk LYy —E R &[T £HA
TL7,

#AZT7 49 S 3 > Cisco TAC IZBRWEDLEL F X0,

I%—)‘ ‘y‘b—*‘) $ASA-3-743011: EOBC RPC call failed, return code code string.
$B EOBCRPC 7 74 7> RN HBIDO Y —/3~D RPC Z{EK TE FHATL,
&7 2 3 Cisco TAC IZBMWAbELZ &0,

Io—4 “jt—:) $ASA-6-746001: user-identity: activated import user groups | activated

host names | user-to-IP address databases download started

B T — A N—R (=Y T N—TF KA R, FRIFIPT RLR) OF v a— KBt
INFE L,

RT3y RE,

Io5—4 ‘yt—*‘) %ASA-6-746002: user-identity: activated import user groups | activated

host names | user-to-IP address databases download complete
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746003

746004

746005

746006

746003 ]

BB T —HR—R (=Y T NV—TF KA, FRIEFIPT RLA) OF v a— RNET
LEL,

HRFTH O ay RE,

Io5—4% vt—’) SASA-3-746003: user-identity: activated import user groups | activated

host names | user-to-IP address databases download failed - reason

BB T2 R— (=W I N—T RA MM, FEFIPT RLR) OFTa— R)RZA
LT MO DITRIRLE L,

WRT7VIAVATRY IV AAD =V =V FNDOAT —H AEfRLET, ADT=—Y =2 |k
WA LTWDEEIE, ETZOMEZMRRLET, ADT=—V =2 FBBB L TWL 56
I, T XN=2ADF T — RERERAET, BBEPERLZRWEGE. Cisco TAC I35
WEDELSTZENY,

Io5—4% vt—’) SASA-4-746004: user identity: Total number of activated user groups

exceeds the max groups groups for this platform.

AT VT4 TSN A—Y TA—=TOREHEN, ZOT Ty b T F—LDa—H JL—
TORRETH D 256 #HZTVET,

WRETHOIVREL, 7774 b Lima—F FA—TRNE4EE4, BEIn-a—F
IN—TOEES LET, EORV—THLT 77 4 LS Tnigna—H% L a— R&fig
4% 12i%. clear user-identity user no-policy-activated =~ > K& ETLEd, T—HFX—2
D — P OB E MBI 5 121%, show user-identity user all =~ > F&34T L £,

15—)‘ V) t—:/ $ASA-3-746005: user-identity: The AD Agent AD agent IP address cannot

be reached - reason [action ]

SRBAASANAD T —Y = MIFETEETA, ADZ—V 22 hBDIREN 2D, Fi=
138y 7 7 N ETE D725 RADIUS Bk L E L7,

WRF7HIa2VAD T~V e ASABMIOR Yy MU — 7 8 2B LE T, Bl AD =—
Ty FRBREFRLTHHAARETHIUL., TOAD=— v M2 R T4, RN
P LR WEE . Cisco TAC IZBRIWE bR &0,

IS5—Awt— saSsa-4-746006: user-identity: Out of sync with AD Agent, start bulk

download
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746007

746008

746009

746010

746011

Syslog # v £ — < 722001 ~ 776020 |

HBAAD = —Yxy ME, ASADIP2—HF v T AR MEADTZ—V 2y FDOA R
Fa s OF—NR—Tu—2EHFTEETAL, TOEH, ADT— = b & ASAIP 22—
F = ER— ZAMNCAREENE T TVET,

WRT7I a2 RE, ZOAyE—URHHEIE. AD =—Y x> b & ASA OO
N =

Io5—XAwy t_:) $ASA-5-746007: user-identity: NetBIOS response failed from User user name

at user ip
B FAT LA TIEIEUZ OV T NetBIOS [EE &% M8 LEHEAT LI,
WR7 Va3 RE

IS5—AyE— sasa-6-746008: user-identity: NetBIOS Probe Process started
SiBA NetBIOS 7' & AMPAtA S E LT,
WETH L3 RE,

IS5—4 ‘y’b-*‘) $ASA-6-746009: user-identity: NetBIOS Probe Process stopped
ZREA NetBIOS ' AME L LE Lz,
HETH a0 RE,

Io—XAwy t—:/ $ASA-3-746010: user-identity: update import-user domain name \\group name

- Import Failed [reason ]

£ BA user-identity updateimport-user username =~ > K& AN L E Lz, —VEFE L T8
TEFEHATLE, KRBLEZEBIL, ROWTNNTT, XA LT U N HONRT v 77—
b AR —=FOERFEKET, JV—TBHFELRN, FITEARTRINET A,
RT3 U KIMOBHPEAELBRWESIE. RY —HNO T —TARELNT & &G
LET, ELWEAIE, ASA & AD V— M O#Ri 2 MR L £7,

Ia_)‘ v t_:/ $ASA-4-746011: Total number of users created exceeds the maximum number

of max users for this platform.
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746012

746013

746014

746015

746016

16012 [

BB AD 7 L —T L= 3 — RS RAH (64,000) 22 TOET, BRAK
Da—HPR, T 7T 4 TIRY = TRESNTVET,

WRT L3 VBRESNEa— PR ERE SN —T IR LT\ D —PHDHIER % 8 2
BRNWEINCRY O —FEHLET,

15—)‘ v ‘t’_:/ $ASA-5-746012: user-identity: Add IP-User mapping IP Address - domain name

\user name result - reason

B H LIPS Ra—F L [PT RLADY v B S F—F R 2B S
NFELEZ, BIEORAT—HX A (RIEZITRR) BNEREINFET, RIOEHAIL, VPNL—W
TF, A LEBEE, KOV, ek — PRI EE, BELET N LR,

HREFTH a0 RE,

Io5—H% ‘yt—*“) $ASA-5-746013: user-identity: Delete IP-User mapping IP Address -

domain name \user name result - reason

BB a—PLIPT RLADY Yy BV T—AR—ANPERINE LT, BIEORAT—4
(BREEITE) NEREINET, KSIOBEEIE, ROV TE, ET 7T 07 XA A
77 k. NetBIOS 7'm—7 DM, PIP DA, VPN —HF D77 v b 1y hAL—7n
¥ a—HFoualZ 7Yk, MACT RLADOR—5, KIOBEH I, PIP Oi@MTY,

HREFTH O ay RE,

I%—)‘ W) t_:/ SASA-5-746014: user-identity: [FQDN] fqgdn address IP Address obsolete.
R SEREH N A A AN E LS R TVET,
WR7I a3 RE,

Io—H% ‘yt—*“) $ASA-5-746015: user-identity: FQDN] fgdn resolved IP address .
SRBA SERMEMI RAA LB DN I T v TR LE LTz,
i N

15—)‘ ‘y‘b-*‘) %ASA-3-746016: user-identity: DNS lookup failed, reason: reason
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746017

746018

746019

747001

747002

Syslog # v £ — < 722001 ~ 776020 |

FRBADNS DV 7 7 v TR L E LTc, RIEOBEHIZ, IROWTINTT, ZA LT U b,
R HE, AE Y R,

RT3 FQDNBAEZNTHY . DNSH— "B ASANOLEGERRETH D Z L 2R L &
9, R L7220 A, Cisco TAC IZBRIWAHEL &0,

IS—Avy t— sasa-6-746017: user-identity: Update import-user domain name \\group name
5 BA user-identity updateimport-user =~ > KB REITENE L=,
HET7H a0 RHE,

Io5—XAw t— sasa-6-746018: user-identity: Update import-user domain name \\group name
done

5BH user-identity updateimport-user =~ > R2VFEIT I, A U AR— PR EFIZE T LE LT,
HWET7 O ay R,

15_)( ‘yt—°) %ASA-3-746019: user-identity: Update |Remove AD Agent AD agent IP Address

IP-user mapping user IP - domain name \user name failed

B ASAIZIAD T—V 2 FCTOIP E2—HF D~ v B T OEHE 7 I1THIEIC B LE L
77

W73V AD T~V FOAT—Z ZABLNASA & AD =— 3 = > M OBEE: 5 T
BLUFET, BENRR LZRWIES. Cisco TAC IZBRIWEDLEL ZE 0,

Io—XAw t—:/ $ASA-3-747001: Clustering: Recovered from state machine event queue
depleted. Event (event-id , ptr-in-hex , ptr-in-hex ) dropped. Current state state-name

, stack ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex
SREAY T AX FSM A XV b Fa—RN0 o X0 TT, HILWnAXRU IR ey 7aShE L,
HRETI a1,

15_)‘ v t_:/ $ASA-5-747002: Clustering: Recovered from state machine dropped event
(event-id , ptr-in-hex , ptr-in-hex ). Intended state: state-name . Current state:

state-name .
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747003

747004

747005

747006

747007

747003 [

SREAY 7 A X FSM WNEAEDRIEL —FH L2WA RV M 2ZELE LTz,
W73V,

ITo5—H* ‘y‘b—*‘) $ASA-5-747003: Clustering: Recovered from state machine failure to

process event (event-id , ptr-in-hex , ptr-in-hex ) at state state-name .
FRBAY T A2 FSM DRE SN T X TOBEITKT 514 X OB R L £ LTz,
WEF7avl,

15—)‘ V) t—:/ $ASA-6-747004: Clustering: state machine changed from state state-name

to state-name .
B 7 A% FSM 38T LV VIRBIZHEZ F LTz,
HRETI a1,

IS5— XAy t_:/ $ASA-7-747005: Clustering: State machine notify event event-name (event-id

, ptr-in-hex , ptr-in-hex )
B T AZESM N TA T v MA Ry haedm L% Lz,
RT3V,

15—)‘ “Jt—:) SASA-T7-747006: Clustering: State machine is at state state-name
B 7 AZ FSMINEERIE (T 4=, AL—7 Flld~AZ—) ITBITLE LT,
HREFTIavkL,

Io—XAw t_:/ $ASA-5-747007: Clustering: Recovered from finding stray config sync

thread, stack ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex , ptr-in-hex

BB S TGN A TeBOERIIA Ly RS S E LT,
WET7OavRL,
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B 74008

747008

Ia—)( W) t—:/ SASA-4-747008: Clustering: New cluster member name with serial number
serial-number-A rejected due to name conflict with existing unit with serial number

serial-number-B .
SBAR L=y MPIEHO =y MIRESNTWET,
WERTI 3R,

747009

15—)‘ “Jt—:) SASA-2-747009: Clustering: Fatal error due to failure to create RPC

server for module module name .
§tBA ASA 73 RPC ¥ — SOAERIC R L £ L7z,

WMET7Ia300a2=2y "IV TAREY) U Th2T 4 2—T M L%, BOA X—7 0L
F4, M < BHAITIE, Cisco TAC IZHE L TL &0,

747010

Io5—H% ‘yt—*“) $ASA-3-747010: Clustering: RPC call failed, message message-name ,

return code code-value .
B RPC 2 — VKRB A LE LTz, VAT AFEEND ORIE 254 F 7,
HRETI a7,

747011

15—)( v t—:/ %ASA-2-747011: Clustering: Memory allocation error.
BRBAZ ALY T TAEYRD Y TORMMPFEELE L,

W73 Da=y DI FAEZ) TR T 4 —T M LTk, BOA 32— 1L
F9, MENRR L2RWERIE, ASA D AFVHAEZHERL T EEN,

747012

Io—H% ‘yt—*“) $ASA-3-747012: Clustering: Failed to replicate global object id

hex-id-value in domain domain-name to peer unit-name , continuing operation.
BB u— L ATV ey b ID OERICRL E LT
HETI a1,
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747013

741014

747015

747016

741017

747018

11013 ||

Io5—XAvy t—:/ SASA-3-747013: Clustering: Failed to remove global object id hex-id-value

in domain domain-name from peer unit-name , continuing operation.
A m— L A7V 27 N ID OHIBRICKIL £ LT,
HETI UL,

I5—AwH— 9asa-3-747014: Clustering: Failed to install global object id

hex-id-value in domain domain-name , continuing operation.
BB 0 — L ATV FID DA A P—MIZRR L E LT,
#HRE7IavL,

IS5—XAw t—:/ $ASA-4-747015: Clustering: Forcing stray member unit-name to leave the

cluster.
SRBARE )R Y T AL AU N=REOND F Lz,
HRETI AR,

15—)‘ v t—:/ $ASA-4-747016: Clustering: Found a split cluster with both unit-name-A
and unit-name-B as master units. Master role retained by unit-name-A , unit-name-B will

leave, then join as a slave.
HMEBAATY v b 7 TAENEOND F LT,
#HREF7 I avkL,

Ia—)( ‘yt—*‘) $ASA-4-747017: Clustering: Failed to enroll unit unit-name due to

maximum member limit Iimit-value reached.
ERBAR R A LN B ORIBRICEIE L7272, ASA TR L=y FOBERTRIL £ Lz,
HRETI AL,

15—)‘ v t—:/ %ASA-3-747018: Clustering: State progression failed due to timeout in

module module-name .
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747019

747020

747021

741022

Syslog # v £ — < 722001 ~ 776020 |

ERBH 7 A X FSM OHEITTNZ A L T M LE LT,
#REFTOa VL,

ITo5—H* ‘y‘b—*‘) $ASA-4-747019: Clustering: New cluster member name rejected due to
Cluster Control Link IP subnet mismatch (ip-address /ip-mask on new unit, ip-address

/ip-mask on local unit).

BBEvAY— o=y NIFHBMA= Y MCERMEDO RN FAZ A2 Z—T =4 ADIP T
RLARSH D L&t LE L,

W7 a L,

Io—XAw t—:/ %ASA-4-747020: Clustering: New cluster member unit-name rejected due

to encryption license mismatch.

S~ A X — 2=y MIFHBN2 =y MCEMEDRWIEBLT A B ARH D 2 & Mt
LEL,

#REFTOa VL,

Io—Aw t—:/ SASA-3-747021: Clustering: Master unit unit-name is quitting due to

interface health check failure on interface-name .

BB L A —T 2 AD~VR F =y ZICRI LT, v AR — 2=y MITTAL Y v
THF 4 =T M LE LT,

#REFTHOa VL,

15—% v t_:/ $ASA-3-747022: Clustering: Asking slave unit unit-name to quit because
it failed interface health check x times, rejoin will be attempted after y min. Failed

interface: interface-name .

B Z Dsyslog A vE—VIE, BEMOKEKRITRIEEZB A TWieWgEIicH hshvET, 5
EINTEMIChEsTA v F—T oA ADNVAF = VIR LT, AL—T 2=y
MIVTGAEZ) T eT 42— M LE L, ZOx=y M, fEESNZEM (V)
BICHBIZHEA R—7 2R £,

HE7V a0,
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747023

747024

747025

747026

147027

11023 [

Io5—4% ‘yt—*‘) $ASA-3-747023: Master unit %s[unit name] is quitting due to Security
Service Module health check failure, and master's Security Service Module state is $s[SSM
state, which can be UP/DOWN/INIT]. Rejoin will be attempted after %d[rejoin delay time]

minutes.

A AL —TBLIORTAZ—TOSSM LA F =y 7 DORRICED, AL—TICHESINEZK
TT2EHTkRDTVET,

WRF7I a2 2L,

Ia_)‘ ‘y’b-*‘) SASA-3-747024: Asking slave unit %s[unit name] to quit due to its
Security Service Module health check failure, and its Security Service Module state is

%$s[SSM state]. The slave will decide whether to rejoin based on the configurations.

Bl AL —7 TSSM VA F =y VREENEEL, v AX—IXHFSMTI2NE I PO AL—
T L DM AT DL )ICAL—TICEH LET,

RT3V L,

15—)( v t—:/ %ASA-4-747025: Clustering: New cluster member unit-name rejected due

to firewall mode mismatch.

B~ AY — a=y MIAHEORNT 7 A4 T I+ —L T— REEo8Na=y F&HRH L
F L7,

WREF7Ha L,

15—)‘ W) t—:/ SASA-4-747026: Clustering: New cluster member unit-name rejected due

to cluster interface name mismatch (ifc-name on new unit, ifc-name on local unit).

S~ AN — 2=y MIEBEDR W TAZEIEHY 7 f X —T 2 AZL EFOBNN
=y hERHLE LR,

#RFTaVL,

IS5—4 ‘y’b-*‘) %ASA-4-747027: Clustering: Failed to enroll unit unit-name due to

insufficient size of cluster pool pool-name in context-name .

MR E SN/ TAE T—= DV A XHIRDID, A X — 2=y MNIBM=2=v |
EREETEEEATL
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747028

747029

747030

747031
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#REFTOa VL,

IS5—XAw t—:/ SASA-4-747028: Clustering: New cluster member unit-name rejected due
to interface mode mismatch (mode-name on new unit, mode-name on local unit).

BB~V AY — 2=y MIAEBEORWA o F—T = A4 X F— R (spanned ¥ 721 individual)
ZFROBMa=y FaEBHLE LT,

#REFTHOa VL,

15_)( “Jt—:) SASA-4-747029: Clustering: Unit unit-name is quitting due to Cluster
Control Link down.

BB FGAZ A L F—T 2 A ADEEDTZD, 2=y NIV FRAZ ) T 5T 4 &8—7 ML
F L7z,

E7VavRL,

Io—XAw t—:/ $ASA-3-747030: Clustering: Asking slave unit unit-name to quit because
it failed interface health check x times (last failure on interface-name ), Clustering

must be manually enabled on the unit to re-join.

BN L H— T oA ADAAAF = v 7 R, BEMOBKRITEREBLE L, A
=Tz ADNVA F =y ZIZRILTZTED, AV —T7 2=y NIV TAZ ) T %T 4
=7 LE LT,

#REFTOa VL,

Io—XAw t— 2asa-3-747031: Clustering: Platform mismatch between cluster master
(platform-type ) and joining unit unit-name (platform-type ). unit-name aborting cluster
join.
MBS =y bOT Ty NI — A BA TN FTAE AL —DT Ty N T —b ZAT
E—HLERA,

cunit-name: 7 7 AKX 77— ATy TNO=y

« platformtype : ASA 77 v N7+ —LDF AT
WRTIavBNa=y DT Ty b7+ —L I AT, T TFTAY v AZ—LFEILIC
LTL7EEY,
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747032

747033

747034

747035

11032 [

IS—XAw t—:/ SASA-3-747032: Clustering: Service module mismatch between cluster
master (module-name ) and joining unit unit-name (module-name )in slot slot-number .

unit-name aborting cluster join.

BBy FOAE V2L (BEV a4 FBECERLOA LA b—/LIE) 287
TFGAR v AF—LELHLTVERA,

» module-name : SMEE Y 2 — L DA

sunit-name: 7 7 AX 77— hFARNT v TND2=y

s dot-number : R—ENRFEE LA Y hOFE

WREFTHIUBMa=y MIA VA=A ENTVDEEY 2—NVR, JTAX < AF—HNIT
HAEELDERLZA T, MUIEFTHAZ MR LET,

15—)‘ v t—:/ %ASA-3-747033: Clustering: Interface mismatch between cluster master

and joining unit unit-name . unit-name aborting cluster join.

SBASMNa =y bDA B =T 2 ANT TAR AL —DA L E—T 2 ZALELCTIEH Y
FHA,

cunit-name: 7 7 AX 77— AT v THNO=v b

WR7 a3y NCHARRERA VA —T o2 ANT TAX < AZ—LREILTHD
ZlEEMRLET,

Io—XAw t—:/ SASA-4-747034: Unit %s is quitting due to Cluster Control Link down

($d times after last rejoin). Rejoin will be attempted after %d minutes.
A T ALY o NE L, 2=y FRF YT U FSRERMLET,
WET7V a3y 2=y FPABBINTLETHELET,

I5—Awt— 2asa-4-747035: Unit %s is quitting due to Cluster Control Link down.

Clustering must be manually enabled on the unit to rejoin.
BREBAZ ZAZHIEY o NE T L, 2=y bRF I T U FSNESMLEE A,
HRE7I a3y 2=y NEFEITHSMNSEET,
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747036

747037

747038

747039

747040
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Io—Aw t— sasa-3-747036: Application software mismatch between cluster master

)

$s[Master unit name] (%$s[Master application software name]) and joining unit (%$s[Joining

unit application software name]). $s[Joining member name] aborting cluster join.

BB~ A —LBMAL—T LOT 7V r—2a URRILTHY A, AL—TFX V7T
U hENET,

WR792a3V AL—TRRLT 7V r—vay/P—ERAZFITL 0D EEHRL, T
HTa=y rxHEBMsEET,

15—% v t_:/ $ASA-3-747037: Asking slave unit %s to quit due to its Security Service
Module health check failure %d times, and its Security Service Module state is %s. Rejoin

will be attempted after %d minutes.

S AL —TBIRIAZ—TDSSM LA F v 7 DRI ED . AL—TICHBINE &
TT5E2TRkRDTVET,

W7 a2 2L,

15—)‘ “Jt—:) $ASA-3-747038: Asking slave unit %s to quit due to Security Service
Module health check failure %d times, and its Security Service Card Module is %s.
Clustering must be manually enabled on this unit to rejoin.

A AL —TBLIOTAF—TOSSM VA F =7 DORBIZED, AL —TIZHESINE
TTo LTk TVET,

RT3y 2=y FEFHTHSMSEET,

15—)‘ v t—:/ $ASA-3-747039: Unit %s is quitting due to system failure for %d time (s)
(last failure is %s[cluster system failure reason]). Rejoin will be attempted after %d

minutes.

BB 7T AF Y T VAT MIEENEAEL, EEIIESNTENEREX Y T U R LE
L7,

HWRF7H O ay RE,

Io—Aw t— $ASA-3-747040: Unit $s is quitting due to system failure for %d time (s)
(last failure is %$s[cluster system failure reason]). Clustering must be manually enabled

on the unit to rejoin.
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T |

SBA 7 T RAE Y T AT AIEENEA L, EEIIHESMR L TEREHEEX Y 2T U b
LEL,

ET7Vava=y FaFEHTHESMSEET,

747041

I5—X*Y 7 —0 9ASA-3-747041: Master unit %s is quitting due to interface health check
failure on %s[interface name], %d times. Clustering must be manually enabled on the unit

to rejoin.

B~ AX— FTCA B —T oA ZAD~NLVA F ooy ZIBENEAEL, v AX—13HERMNT
TnBEEEX 7T 7 RLE LR,

WET7V a3y 2=y F2FEHTHRIMSEET,

747042

13—)( “j‘t’—:) $ASA-3-747042: Clustering: Master received the config hash string request

message from an unknown member with id cluster-member-id
BB v A —a =y RRREN Y V2 LFHNFERA R FEZELE LT
RT3y BRILA L NR—PNEZ OnCall IREEIZH D Z L 2R LET,

747043

Io5—X% ‘yt—*‘) SASA-3-747043: Clustering: Get config hash string from master error:

ret code ret code, string len string len
BA A —2=y FIPDOREN Y ¥ 2 LTFORFITRB L E L,
eret code : TT7—DRY a—F (01XOK Z/rL, 1IIKRWEZTRT)
s string_len : hash_str D& &
WRF7O a7/ =2ANPR—MGEE LT, vAX—a2=y FOMBEO N T TV 2—

T4 T EFEITLET, MARKRZRET 5729012 [ debug cluster ccp | BN A N2> T D
TEEMERLTIESNY,

747044

15—% v t_:/ %SASA-6-747044: Configuration Hash string verification result
BB AREN v 2 UFFI D I ORER T,
s result : = D& R 1% PASSED F 7213 FAILED (2720 7,

#Eﬁ77 :/ 3 D%‘gfcﬁ L/o
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748001

748002

748003

748004

Syslog # v £ — < 722001 ~ 776020 |

I5—Avt— 2a5A-5-748001: Module slot number in chassis chassis number is leaving

the cluster due to a chassis configuration change
BB T ALY 7 BMIO TER Sz, 7T AH ZA—7HBMIO THIERS Lz, %72
IT7 L— R EY2— /) MIO R CHIBR S v E Lz,

s dot_number : ¥ —HNOT7L— K A2y D

« chassis number : %> ¥ —3 CT—E72Y ¥ — 1D

*E%:é77 :/ 3 \/‘JZ\%%A? Lo

Io5—H% ‘yt—*‘) $ASA-4-748002: Clustering configuration on the chassis is missing or

incomplete; clustering is disabled
FEA MIO DIERRMN K IE L TV D ATERTT (k2L 7 7 AZ T A—7 0l s v Tn
RN, 7T ALY v B ERTW RN YY) |

s dot_number : ¥ —HNOT7L— K Ay D

« chassis number : %> ¥ —> T—E72v v — 1D
WR7IaMIOa Ly Y —UIZT VEALT, VTAXHP—ERALA TEHFEEL, EVa—
NEP—EA XA TITEML, TS LT ZAZHIBEY) 7 2EHZRLET,

I5—Aw t— 9Asn-4-748003: Module slot number in chassis chassis number is leaving

the cluster due to a chassis health check failure

BT L — FIEMIO LilfE TE RV 2, MIO KA L CZodfEofMExmt L, 7—~
A= RO RUVEMERLET, 7% F— hONY RAPMREREND &, ASA XA & —
T2 A ADNVAF 2w 7 IZEoTHRy T FENET,

s dot_number : ¥ —HNOT L —K 2> hID

« chassis number : &% ¥ — T—ERY vy — 1D
RT3 MIO — RPBEE L TWDA, E72IEMIO &7 L— RO OIBEA £ 72 1E)
LTCWEMNE I DERERLET,

I5—AYt— 9asa-5-748004: Module slot number in chassis chassis number is re-joining

the cluster due to a chassis health check recovery

HMEAMIO 7L — RONVA F =y 7 BREIE L, ASA XY FAZOHESZMERITLET,

s dot_number : ¥ —THNOTL—K 2> hID
« chassis number : % ¥ —> T—ERY ¥ — 1D
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748005

748006

748007

748008

748005 ]

WRETVaVMION— RPBEL THD0, I MIO &7 L— ROROEE D £ 72EH)
LTS E D DR LET,

I5—Aw t— 5ASA-3-748005: Failed to bundle the ports for module slot number in

chassis chassis number ; clustering is disabled
FBAMIO ZHHE DI DR — F O R L E L,
s dot_number : ¥ —IHNOT7 L— K Ay D
« chassis number : %> ¥ —> CT—E72Y ¥ — 1D

HRT72a2MONPELLEMELTWDENE I EiRLET,

I5—A4yt— 2asa-3-748006: Asking module slot number in chassis chassis number to

leave the cluster due to a port bundling failure
A MIO 87 L— RJHIZAR— R &N R TERMNP ST, Tb—RRBR¥F v 770 FEfL
F L7,

s dot_number : ¥ —YHNOT7L— K Ay D

« chassis number : %> ¥ —> CT—E72T v — 1D

WR7IaVMONPELLEELTWENE ) DEMHRLET,

I5—Avt— 2asa-2-748007: Failed to de-bundle the ports for module slot number in

chassis chassis number ; traffic may be black holed
FREA MIO 13— b D/ RAMBERICRIC L £ LT,

« dot_number : ¥ —WNOTL—K 2> hID

« chassis number : £ ¥ —3 T BRI v— 1D

HRT7I2a2MONPELLEMELTWDEINE I EiRLET,

Io5—4% ‘yt—*‘) $ASA-6-748008: [CPU load percentage | memory load percentage ] of module
slot number in chassis chassis number (member-name ) exceeds overflow protection threshold

[CPU percentage | memory percentage ]. System may be oversubscribed on member failure.

HEBACPUBR— RN N-DNZBXZELE NIXT 7T 47707 T AKX A "—DA#HE)
FIFEAFVARS (100-x)*(N=1)/N+x 2B E L NIZZ TAHX A "—D, xIT
BEOBIMA L NR—DHUEX T VEHE) |

e percentage : CPU AT E7/21ZAEY n— K R—k o &AL T—H

Syslog # v tz— < 722001 ~ 776020 .



B 728000

748009

748100

748101
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s dot_number : ¥ —THNOT L — K Z2u v kD
» chassis number : &> ¥ — L CT—ER¥vr— 1D

WRBFPHO IRy NIV 532 JORREZHEITELET, FT 74 v 7 OEEHR
590, FETU—Rry—vEBIMLET,

15—)‘ “Jt—:) %ASA-6-748009: [CPU load percentage | memory load percentage ] of
chassis chassis number exceeds overflow protection threshold [CPU percentage | memory
percentage }. System may be oversubscribed on chassis failure.

BBAY Y=Y FT T 4 v I ORI EDO LIV EEBAE LT,

. percentage : CPU AT E7-1ZAEY n— R SX—k L Z AL F—X
» chassis number : &> ¥ — > CT—ER¥vr— 1D

WRBFPHOI VXY NIV 532 ) U JORREZHEITELET, P74 v 7 OEER
590, FETV—Rry—vEBIMLET,

IE—)‘ v t—:/ %$ASA-3-748100: <application name> application status is changed from

<status> to <status>.

SEAD DAREEN SRR EE~D T TV r— a RO E b EZRE LES, 7T r—a
DOIRBENEANT AL, TF U —2arD~VAF eyl AH=AANEELET,

« application name : snort % 72 {3 disk_full

* status : init, up. down

WR7HIS a3y TSV r—2a L DAT—F AR LET,

Io—XAw t—:/ $ASA-3-748101: Peer unit <unit_ id> reported its <application name>

application status is <status>.

HEAE T O2=y NRT U r—a UIREOEILERE LT, T r—ra o)L
A2 Fxwl AH=RAANEELET,

* unit id : unit id
» application name : snort F 7= 1% disk_full

* status : init, up, down

WR7HSay TV r—2a L DAT—Z AR LET,
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748102

748103

748201

748202

13102 [

I5—Awt— 2asa-3-748102: Master unit <unit_id> is quitting due to
<application name> Application health check failure, and master's application state is

<status>.

AT SV —a DNV A F oy JiE, vAY— 2=y NBREFE TR EERILE
T, vAF— =y NIV T AL TA—TEEnE T,

* unit id : unit id
» application name : snort % 72 |3 disk_full

* status : init, up, down

MET7O a2 77V r—a b ODAT— R AZWRLEST, 77U —3 3 (snort) NH
WEEBNTDE, 2=y MIEHEBMICESML £,

I5—AYE— sasa-3-748103: Asking slave unit <unit id> to quit due to
<application name> Application health check failure, and slave's application state is
<status>.

ST U A — g DANVA Fe vy ZiE, Al—T7 2=y MREFE TRV EABRHELE
T, vAF— 2=y MIAL—T ) — REHIRLET,

* unit id : unit id
e application name : snort ¥ 7213 disk_full

* status : init, up, down

WRB7HL a3V TV r—2 3 DAT— A RAEMERBLET, 77U 74— 3> (snort) BFF
WNEFHTDHE, 2=y MIEEMICESML £,

I5—Aw t— sasa-4-748201: <Application name> application on module <module id> in

chassis <chassis id> is <status>.
AV —ERX Fz—rNOT TV = a VDA T = ANERINET,

* status : up. down

WE7H)O3 0V —CERF=2—0HNOT TNV r—2a b DAT—X AR LET,

I5—Ayt— 2asa-3-748202: Module <module id> in chassis <chassis id> is leaving

the cluster due to <application name> application failure\n.
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BREAVDP 2 E DT 7 U r—va NIEEPBELIESGE, 2=y NIV TRAEZNbF v I T
v hShET,

WE7H 30— A F2—rNOT TV Ir—2 a0 DAT—F A X HERBLET,

748203

IS5—XAwy t—:/ $ASA-5-748203: Module <module id> in chassis <chassis id> is re-joining
the cluster due to a service chain application recovery\n.

BBAVDP e EDOY—ER Fx—r TV = a U REETLHE, 2=y MIEBINICS T
A ZIZHBIMLET,

W73 — A F2—rNOT TV r—2 g  DAT—F A Z MR LET,

750001

15—)‘ “Jt—:) SASA-5-750001: Local:local IP :local port Remote:remote IP : remote
port Username: username Received request to request an IPsec tunnel; local traffic
selector = local selectors: range, protocol, port range ; remote traffic selector =

remote selectors: range, protocol, port range

SRBA S — AR, HEEESLOBR 2 P D, IPSec NV RIMICKTT O EENESR SN TV ET,

« local IP:local port : ZDEROE—HI/VIP T KLU A, ZOEHFICHEHA IS ASADIP T
RLAER— &S

- remote IP:remoteport : ZDERD U E— MNP 7 KL A, #EEOKEFEILOET IPT FLR
L AR— &S

susername: VE— bk 77 B ADQBEREO2—FL BEEOBE) £ bRy Z—
—

* local selectors : Z @ IPSec h > F/UZK L THEA SN TS, m—BLICRES N F T
T4 BV EERT TR

s remoteselectors : Z D IPSec > R KI L, T T4 v BV X EITT R R AHE
RKLEZVE—F ET

*‘Eﬁ?b :/ 3 ’%‘giﬁ L/o

750002

15_)‘ “Jt_:) %$ASA-5-750002: Local:local IP :local port Remote: remote IP : remote

port Username: username Received a IKE INIT SA request
RBAAETE N R ET2IE SA OFARER (IKE_INIT_SA E3R) #%{5 L L7,

« local IP:local port : ZDEFEROE—H/VIP T RUA, ZOEFIIHEHAIILD ASADIP T
RLRER— &S

« remote IP:remoteport : ZDOERDOVE—FIP T RL A, EHGEOREFITOET IPT KLA
EAR— NER
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750003

750003 ]

cusgname: VE— b 77 B RADQEREO2—VL BEHOBRE) £/ hrxv F—
-

*‘E%%?g :/ 3 \JLIZ‘%:%OC I/o

15—)( vt—’) SASA-4-750003: Local: local IP:local port Remote: remote IP:remote port

Username: username Negotiation aborted due to ERROR: error
REAfEf SN o= 7 —BMIC LD, SADOFRITv=—Ta VT BEILIE LTz,

« local IP:local port : Z DEROBE—H/VIP T RL A, ZORHGICHEH IS ASADIP T
KL RER— &S

« remote IP:remoteport : ZDERDOVE—KIP 7 RV A, HOEETLOET IPT RLX
EAR— &

cusgrname: UE— bk 77 B ADQERED—V4 BEHOHE)

cerror : RAVT—a rEITBUo =T Bl =7 —3kD LY TT,

-y NI =27 ETCTF—Z OEFITRK LT

-IERMIY 7 =X R Fa—IT AL

Ty FNEFa—IC AN DRI LT

HREENIZANT A=ZBELL RN

- AV O M TITRM L7z

- Cookie % T T—v g L LTZ

- BRI =R RONE RS T

- T A R=ANOHHA ORBRICKE LT

SR = T A _N—= 2 ORI R LT

SR —E T = AR R FHATE o Tz

-E T OF aR— YIS

- DH fEDFHRIC R L 7=

- NONCE OHEELZ KA L 72

-TPHIEND XA v — FPB Ty M BRITTWD

- SKEYSEED D #FHRIZ KM L7

- F SA F—DIERIC KA L 72

-ETDKE A B— RIZESTZDH 7 —7 REEN TV
- 578 KE @M & 5205 Lo, T X COREFEHADH /' V— T &R T LTz
-y V2 EORHRICRIG L T2

- IKE SA OFEREIC IR LTz
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[l 750003

- B4 OF AR E IR R Lz

- REPAE ORIFEIC S L 7=
SGEAERES L TV L OEYTH D

- RERE LR OGS & 72 1T BRI R L 72
SFEAEERER LA, BT D OB o T

SREHET == ORERHT, BT NEOREAEEZ T = ORYIOFEHEL L TEE Lo
7=

-PAR—RENTWRWID ¥ A 7 EBRH L

-l b S Te~ o m— RO R LT

-l b E NI v — R E2E 5 tIZR L7z

-y FINTTERY 2B A R LT

-BERE Y FRTOISERNS Ty MZT—FSd

-BERE Y RRTORERNG Ty M7 — F S

- AvE=VREE Y MRS == bRy M7 — b
Ay E—UREE Yy MR L AR E NGy MIT— &R0
- %72 IKE SPI & #itH L 7=

-y FISHIEETH D

SN2 e b v ID AR L7z

SR P STV RNWEERSA m— REMH L

MBI N T T 4w RV H BT EBRE L

- BT LW SA ORI R L 72

- SA DOHIBRIZK L 72

-y a DB ~OFH LUV SA DB KM L 72

-PSH ~D%& v ¥ 3 v OBINCEK L7

-0sal NHDE v v a COHIRICKI L 72

ST R=2ANLDE g CORIBRICER LT

-SA ~OEROBINC L LT

-2y MY TEERF 2 —RRYRHIREEZ TS, BT TY 42 R A ZEH0T
- AR—=FERTWDH Y ¢ R OIMAIT IKE msgid 515 L7
-PR—FERTWARNA—=Y g B SRR L

- no proposal chosen %1% 5 {5 L 7=

- T T A m— RERH L7
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750003 ]

- SN NAT-d Ny v a R—F L THhRn

- sadb DI LIZ I L7

-ty vardb OWHBIZKEL L7

- PSH OIAGIT R L 72

-BEEHF ORI =gy arTX A MRr v S
-RIAvIT—vay ar7T XA NP ITWRD o T

- BRI T — 2 DIRAEDS oo 72

-PKI > a v DIk L7z

- NP — OFR AT R L 72

- REEDR OG0

- AHR— F SN TOWRWIEHEO Y a—F ¢ VIR oho7=, F£7213 872 HTTP URL %
FR L7272, HTTP_LOOKUP SUPPORTED i@ % i4(5 L7 »> 7=

-BUNDLE URL ®#EEIdA 72 < & BEIT R — I CWER A, 7272 L. BUNDLE URL
OFI Y R—FENTVET

- B — N LREHEOHIRAEIN TS

AT — e ORI R LT

AT — KN R OBBERI T N E LT

- SM HRFEIZ KRR L 72

-XAYVIZ =gy arTXANBRONL RN
- SM Q ~DEEZR OBINZ R L 7=
-FUANRAL = FRRELTND

-hI T4y LI XA = FRRELTND
-PAR— R ENTWRWDH 7 v—7

- TFHIENDF—TREATE RN

=Ty PSS TV R

-3y MIZKE <A B — R2372200

- Ny MIZSA A B— R372 0

- %72 SA
SR Ay =gy Ay TR AR

U= bEREFe =L ID BERINL TR
- M2 7 e id

SR — P EN TV WEREES
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[l 750003

-Ipsec R YU =N EOMNE R0

- ARy MBEYEF 2 — ORI R L7z

-HAZ VA M Fa—F 50K LT

-URA M BIEAZHIBRT 2 DI KRG LT:

AR MEREF 2 —NOT — 2R XV TH D, FITEELTHD
- —ANVDIKE R Y =B E2N 5 R0
-EITHRDO X A7 W %72 IKE SA ZHIBRTE 720

- THIS LD Cookie A1 % /5 L T2

AET — X OAFUITRIE LTz« B ORBFEFRAKE L TN D
RRET —Z AR LTz« T —Z ~DEHITRB LT

- RRRET — Z DRI KA LT - BABRIEIIRI LTeds, RS NICRREE R 2 o 5 Z &
DTERN

- H A~ —OHIREINANIFEFEA v ¥ — V2 ZETE R o7z
- B EORRBUTE LT

- DI AS M Z R L T2

- PORIEAS AT R L 7

- T HADIERUZ R L7

AN NS A

-AyE—vYou ZIZKLTE

REERF Ry T LN A TR o T2

BN TS 25& % "IREMED 8 %

T RUVAD 1 OOT BpE

s{;
Wi

Wiy a v

ZA5 L7z TSIZxHd % IPSEC R Y =B AOMN 2o 7z
¥4 2 RUNGEREZHIFRTE 220
SREESNTARY =l TR R =P ARRON LR T
- Nat-t 7 A F DR

- pskey B LD B 720

- 7R ERET L T Y R

ST T N T = Y= RN RANST O T 7 A N ETRGTE RN T2
-7 Ty A IVORBRITRKE LT
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750003 ]

-F{ERA, IPSEC (C k> TRESNET B 7 7 A L, ET id 1 RFIIIIC L > THi S
hierm 77 AN EDOREIRBLE

-7 Ty T A= AP —EZA AN RANLET id G CE ol
- N TR T — DR

- Extensible Authentication Protocol 73 JH% L 7=

- A=k T 4 —Z P NULLEAP A vE— U %%E LTz

AR E SR LD T

-y Ny v a2 OFFREICKRILTE

-AAA T XA RBHIBRENRD

-AAAID 2D M THZ LENTERWN

-AAA BDRZEID M TH Z ENRTERND

- AAA ZLRZBRAGTE 20

- FRREY A R DNERGE S ATV

- AAA BERZR[ETE 20

-IP7 RFLAZEDETHZ ENTERN

IR A v —Y 3T F A b

-F WA AT OREE

- EAP J7207%% MSK % ARk L 720

-7 Ty N7 — AASDFH L SA OBEFRITIIL 72

-t A vy vary LYRAZOIEFRPUKIZRIG LT, =T —  %d
- ipsec ¥ — AR O LRI LD SA OFFAIZ KL T2

- ipsec F— AR DEZEDALBE T I L 72

-SA THR—FHAEMRDOZ T AR L, F—FHAEROTEENFELE L

- IPsec 722 SA SPI %s/%s S E T2 & » THEFITHIBR SN D L H 2T B4 A v—% Bl T 72
Moz

- T —/T Ny 7 a— FEBLOSCFHIR—F L7220
- SA DA OFIHL I RPL L 72

- =R SA B RON B o T

- DH AR O AR RIE L 7=
-FATHEARF— Ny v 2 U A MORHIKRR L
- FEEA A o — FOMERIC R L 72

- A =L T E 2R

Syslog # v tz— < 722001 ~ 776020 .



Syslog # v £ — < 722001 ~ 776020 |

[l 750003

- DH LA 5% 0 A=l i L 7z
ALK DY R L 72

- AAA PSR LTEBRE L a— RAIEL < 722
AAA PO F—ZRGTE R o1

- AAA ZERA~DJEMEDOBINT R L 72

-AAA I BRIV RAY — REREFE TE o7
SAAA 2T XA ROEIY Y TIZRIR LT

- = AVL Y U —~ DN RIE LT

AU — AVL Y U —n b OFIBRIZRI LT

RY T —AVL Y U =TT 5/ — FRAONERWN
—ETBHRY =B EONB AN

—HT LT RR =P AREOE RN

WY =T D T a R — VIR RERTH D
TaR—FAPERFTH D
-RESINTZETRRAEA RN ETIC L o TIRESNIZAFRE —F L2
-Osal T v a v ORBRICKK L

AN FOEIY S TITRR L

ST HI T 4T La— ROMERICER LT
STAT T A TIIARE

SOy ary TT YT 4 VBB TV RN
- cli f&H T NAT-T 32 > T D

X AT — g UHIRISE L, SA BRAHES
SSART TR IV v a rFOid, xR — a3 VIFFEETbRRN
- AAA TV — T RRRRIC L LT-

- AAA o —PFEREIC R LT

NN ZE LT T T A NDRIE, 77T AT —a NI DOSAICK LTI — |
LY AR N

SSAWCOWTEBERT T T A OB KREIZELE-
ST T T A N ERKIFRE R B AT
SRR AN Ny MR %d MK ikev2 237w B A X %d LD KEW

SZELTET T 7 A MEENER L TR, £720X
IKEV2 FRAG FLAG LAST FRAGMENT 7 J 7' M3~ 72347 » MIRE Sz
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750003 ]

-ZBELIET Z T A RBEZTRWIZD, BESND

- AAA 7 V— T RRGEIC R LT

- AAA o —PREREIC R LTz

-AAA TERRE N IKEV2 70 7 7 A VIR E S TR

- skeyid OFHHIZIPL L7

S AP UNRABEEILT 2N Ry =V EEETE o0
SHR— R ENTVARNT 2 — L F— N R—=T g VAR LT
SEORAEZAE LI, T = A= = RNE T o TR

ST IT 4 THEBEEREZFELEN, RAVZ— R ENTEr =D %s ThD
- AP UNRAEBEREZFE LN, 2T FENTn— D %s THD
SR IP N—T g v

-GDOI L FE 72 IKEV2 THAR— h ST

-7 T N7 —LnHO PSH OFE| Y 4TIz Lz

-y varENOS = U IV FA LT T D
-UEAVT NOF =y ZITRIRLTZ

SUFAVI N TF oy RO = U= Ty a U EART D
-PAR—hINTWRWIEAS LT M =0 =AID XA T EMHH LT
- LT NEEKR, FTLWESREBAT S

SUEA VT FEKR, IKEV2SAZ 27 V=T v 7 7Ty 74— L0 LWESR A BiAs 3
)

-SANU XA L7 NEil-, SA X CREATE CHILD SA RZ#a%1T 9 _&E TiXawn
-DH AR F—OFHEIZRB LT

- DH F#5 D FHRIC R L 72

- IN-NEG IKEv2 F—4 % SA 3HIBR S 4u7z

- AEEFER OFR L IR (%d) 2 TWND
-pAVE—Vary ar7T XA MRFEHRINTND

-REE SNy MR %d DK ikev2 237 v b A X %d LD KEW

SZBE LI T T A RESDERE L TWRWD E720E
IKEV2 FRAG FLAG LAST FRAGMENT 7 7 7 )3 [Mh&E > 72737 » MR E S iz

SAAAERRE N IKEV2 7’2 7 7 A4 VTR EI N TN
MR INT Ny NINERITRWE, BESND
- 572 VCID =1 T % & b
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750004

750005

750006
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HWRT O arsyslogzfEd L, a7 O7a—%7= 5T, ZDsyslogNREDEAE T 7 Th
LINEIME, Zou S PEENREEELIFERI YT — a7 —OFINT
HBEMEIDEWRELET, E2E, BT, FESNTWRNKE X/ B—RIZLoT
DH /' V—7 %L TEET, TIICKVEFMOERPDKMLUETR, ET708H LNEROH
TIELW/A—TIZRDZENTEDL LI, IELWDH 7V —7 M HiLET,

15—)‘ “Jt—:) $ASA-5-750004: Local: local IP: local port Remote: remote IP: remote
port Username: username Sending COOKIE challenge to throttle possible DoS

B G EE R T, DoS B AP T DITRE SN2 vF— F v LV LEWEIZES
WTT v F—RNEERINVE LTz,
« local IP:local port : ZDEROE—H/NVIPT KLU A, ZOEFICHEHA SIS ASADIP T
FLALR— &S
 remote IP:remoteport : ZDOERD U E— NPT RV A, HEHROFETOET IPT KA
EAR—
cusername: U E— bk 77 B ADQEREDO2—HF4 BEMOHE)

WET7 I a vnERL,

Io—A% ‘yt—*“) $ASA-5-750005: Local: local IP: local port Remote: remote IP: remote
port Username: username IPsec rekey collision detected. I am lowest nonce initiator,
deleting SA with inbound SPI SPT

BREAF—ORBAEROE R (MGTOET NX—HAERLFRRICEGT 22 L) Alitish, 20
ASAIZ Ko TR SN2 F —HAERZ AN T 5 Z L THRRSNE LT (ZDT 2 ADKR/NT
Holzlz®) , ZTOEEIZL > T, SPLICK VBB INTWAHIER S Lz SA BHIBRESNE L
7=

« local IP:local port : ZDEROE—I/NVIP T KLU A, ZOEFICHEHAIND ASADIP T

RLRAER— I EE

« remote IP:remoteport : ZDERDOVE— K IP T RL A, BHGEOREFEITLOET IPT KLA

ER— N EF

cusername : U E—h 77 B ADEREDO2 WL BEMOLA)

« P R ST F—FERDOE R OMRIZ L - THIFRE D SA D SPI N> B

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

15_)‘ ‘y‘b-*‘) %ASA-5-750006: Local: local IP: local port Remote: remote IP: remote

port Username: username SA UP. Reason: reason

ERBAHT AT SV B R 71T — AR EOBB T, SA ST v REBICAR D L LT,
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750007

750008

750009

750007 ]

« local IP:local port : ZDEROE—I/NVIP T RLUA, ZOEFICHEHA IS ASADIP T
RLRAEHR—NEF

« remote IP:remoteport : Z OERDO YV E—KMIP T KL A, BEROERETOET IPT RLA
EAR— S

cusername: UE— bk 77 B ADERED—HFL (BEHOBEE)

e reason : SA N7 v TIREEIZ 72 o - B

WEFIaVnLERL,

Ia_)‘ ‘y’b-*‘) $ASA-5-750007: Local: local IP: local port Remote: remote IP: remote

port Username: username SA DOWN. Reason: reason

BB T NHOER, AL —HER (FHET Vv arEELTC) | AR & O
SNEHHEIC KD . SAP UL IdHIBRE N E Lz,
« local IP:local port : ZDFERDOE—H/VIP T KL A, ZO#GICHEHSND ASADIP T
RL R ER—EE
« remote IP:remoteport : ZDOERDO YV E—KIP 7 RV A, HOEEFETLOET IPT RLX
L AR— FEE
cusgrname: U E— bk 77 B AOQEREDO -4 BEHOHE)
e reason : SA ¥ U RRBIC 7R o 7B

#£§§77c7i/53:/£5§g2£1J0

Io—H% ‘yt—*“) $ASA-5-750008: Local: local IP: local port Remote: remote IP: remote

port Username: username SA rejected due to system resource low
BB SA ZRIE, VAT AV Y —ADOETIREA BT 572G S E L,
« local IP:local port : ZDEROT—H/NVIP T RL A, ZOBGICHEHASND ASADIP T
RLALR— S
- remote IP:remoteport : ZDERDOVE—KIP T RL A, HEROREFILOET IPT RLA
LR— N &S
cusername : U E— bk 77 B ADERED2—V4 (BEROEE)
HET7 Y23V IKEV2 O CAC REXHER L. ZHDRRE SNz LEWEIZIE S HifFa iz
FETHLME D LET, £ 9 TR, MEPR< B, MEEZEET 2720
2. SHICHELET,

I5—AYt— 2aS5a-5-750009: Local: local IP: local port Remote: remote IP: remote
port Username: username SA request rejected due to CAC limit reached: Rejection reason:

reason
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750010

750011
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BB a7 RIyya Uil (CAC) HIFRL S UVMEIZEL, SAZRBIEGSNEL
77
« local IP:local port : ZDEROE—H/NVIPT RLU A, ZOEFICHEHA IS ASADIP T
FLRAER—FEE
 remote IP:remoteport : ZDOERD YU E— NPT RV A, HHOFETLOETIPT KA
LR — NS
cusername : U E— h 77 B ADERED2—V4 (BERMOEA)
s reason : SA NET Sz B

RT3 2VIKEV2 D CACRELZMRL, TNAREINTZ LEVEICE S S
FETHLINE I EHBLES, T Tiiel, MENE G, BEEZRET 5720
12, EHICAELET,

Io5—H* vt’—’) $ASA-5-750010: Local: local-ip Remote: remote-ip Username:username
IKEv2 local throttle-request queue depth threshold of threshold reached; increase the

window size on peer peer for better performance

slocal-ip: =—H /L ETDIP T KL A

sremoterip: YE— K ETDIPT R XA

susername: VE— K 77 B AOBEREOZ—FLEZIFL2L O b pv T A—T74% (B
HOWGE)

ethreshold : ZIFEL7-m—H/)L A0y MVEERF 2 —OF 2 — ORI L EVME

epeer : UE— M ETDIPT RL A

BB ASA DAy MVERF 2 —BIRE SN ETICA— =7 —LE Lz, ZhlE, ©
TRENZ EEZRLET, IKEV2 Y 1 > RU A XZESWTEEFFAI STV D RO
RENTTICBIIT Cholz7z, Ay MVERS 2 — N ET5 COEREZREFL, <1
FEE SN ERA, BEITOERNZETTSE, ERIIAT Yy MAVERY 2 -2 L0 H &
N, ETIZEFESNET, ETRINLOERETICUBELARWGAE, Ary MLrFa—»
Ry T7 v 7 LET,

WEFIaVARETHNIIT, VE—FETODIKEV2 7 4> R7 4 X2 K& LT, &V

L DRIFERNBEICTXALH9ICLET, ZHITLY . 74—~ AWM LT 5 ATHEMED
&)D \i—g—O

GE)

ASA ITHAE, IKEV2 U 4 > R B A ADPEREBEELZ TR —F L TWVEREA,

Io5—XAw t—:/ $ASA-3-750011: Tunnel Rejected: Selected IKEv2 encryption algorithm
(IKEV2 encry algo ) 1s not strong enough to secure proposed IPSEC encryption algorithm

(IPSEC encry algo ).

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

750012

750013

750014

750012 [

SRBAIEEIN SN/ IKEV2 E 5 b7 L ) XA, HoR ST IPSec B b7 v 2 X ADLELR%
PRH#ET D DI 7R E TIE RN, PR ERESNE LT,

HET Y a2 IPsec F SARZALT VT Y X LAOBEICILET S0 2z BIRS . KV igd)
7R IKEV2 BFBALT VY XN EFHELET,

Io5—XAw t_:) SASA-4-750012: Selected IKEv2 encryption algorithm (IKEVZ2 encry algo

) is not strong enough to secure proposed IPSEC encryption algorithm (IPSEC encry algo

).

BB SN2 IKEV2 57 L = U X AE, R STz IPSec I 5L 7 /b = Y X LD L 4%
RS 2D RBETIIH Y TR A,

#2745 3> IPsec F SA B 2L T L= U X ADBREE LT 524 FES . L oiah
72 IKEV2 27 I RAEB/ELET,

Ia_)‘ ‘yt_:) $ASA-5-750013 - IKEv2 SA (iSPI <ISPI> rRSP <rSPI>) Peer Moved: Previous
<prev_remote ip>:<prev remote port>/<prev local ip>:<prev local port>. Updated
<new remote ip>:<new remote port>/<new local ip>:<new local port>
FBAHT LV mobike BEREAMEM T2 L. PR AN EMEETICET IPELAE CTEET, Lk
I BN T AL R (AR =T 42) 1T BOFRy MU= (TR LIZRICH LV IP &
BARLET, KIS, AvbE—YOEEZRLET,

cip: URIOBF LV —D L IPT7 FL AL UE—RIPT RLRAZIEELET,

eport : LIRTOHFT L —)L RN— MEH L U E— b A— MEFRZEELET,

« P FEAE M KL OISEM SPT 278 L £,

ISPl : JEAEM SPI & 45 E L £ 7,

« ISPl SZEAH SPT AR E L E T,

WRFIa VR =T ICBEWEDbEL &N,

15—)( Vi t—3 2ASA-4-750014: Local:<self ip>:<self port> Remote:<peer ip>:<peer port>
Username:<TG or Username> IKEv2 Session aborted. Reason: Initial Contact received for
Local ID: <self ID>, Remote ID: <peer ID> from remote peer:<peer ip>:<peer port> to <self

ip>:<self port>
5

ASA IKEV2 TlX, E7DIP/AR— k& ASA D IP/IR— b DOXTIZHEASNWTIC RPIDa B 7
R BEEREITEN, ZHDHD IP/AR— FDO_XTIZESHNTHEOE v a UEIBRERE T,
BT O IP/AR— MIFRICADOE TEEINLIGENHHT-H, 2 NAT OR#E & 72 5 Al
MWRH Y, IP/R— FOXTIZHEASNWTEHENE Yy a N7 )= T v TSN WGEERH Y F
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7, IKEV2 RFC {278V, IC (IO & 27 k) BT ID X7 OERICE D bbb,
WE Yy g IET E ASA D ID OXRTIZESWTHMLTZ IV T T5ZERTEXET, ID
IZIP, RA M4, GEBHEDN R ECTF, ZDsyslogliZid, vk vy ar oz V7T 5 IE
RN ERENET, ZDsyslogid, Ty a 2762 )7 LE#HT, ALY
TEHLWIKEV2Ey v arazradm—hLTWAHMIZASA RIZARSILET, ZDsyslog
ZAZ L RT BV FAE2 Y 7 Y4 M VPN OAICHEH S0, RAICITEH S E
A,

WEBTF7HOIVIKENR By Y aryORMOa L Z 7 SOMBERET I TETRIOREEN U
Yy &R, Wk a Bz T ENET, BOIOa AT OAFLZ J:o“C‘IZ//a/
NTHET 7 U7 EINLEEIE, TRTOETREEDID TRESNTWAZ L Z2MHRL

hd‘o

Ia_)( Vi ‘t’_:/ %ASA-4-750015: Local:<self ip>:<self port> Remote:<peer ip>:<peer port>
Username:<TG or Username> IKEv2 deleting IPSec SA. Reason: invalid SPI notification

received for SPI 0x<SPI>; local traffic selector = Address Range: <start address>-<end
address> Protocol: <protocol number> Port Range: <start port>-<end port> ; remote traffic
selector = Address Range: <start address>-<end address> Protocol: <protocol number> Port

Range: <start port>-<end port>
EA

W72 SPLIZ KL > CTESP/N7 v b3 R o 7SN BH561E, BT & OEHRAZHINEINMZ T
T3, ET NI 0@EMEZETSH L. INVALID SPIOYF U A %25 &I FSARZ VT &
NLD, TITFSARFHMENT I 70 v 7HEZMEB L £9, F SA 7Y INVALID_SPI
EROAZHIZ LV 7 V7T &5 &, ZOIKE2 syslog NMEASNET, WIS, A vE—IHEIC
DNWTEIA L ET,

« SP| : INVALID SPI#%1% %2{59 % SPI (16 #%0)

ﬁkT@yaz@%wa&wnmwm%@h ENMH S, PSS E Lz, BRITLo
PVEIIH D A,

I5—Awt— 2asa7-750016: Local: localIP:port Remote:remoteIP:port Username: username
IKEv2 Need to send a DPD message to peer

Bl

FORA ANET ~OEER 28T LIEZAREMENH Y £9, BELEZETREFBL TWEI0nE 9 »n
EHERT D720, Ty RETRHEZFEITTHLENRH Y £9, KRIZ, A vE—IHIZOWVTH
ALET,

e locallP:port : ©— /L IP 7 KL A LR— h&=

sremotelP:port : YUE— hIP 7 FL R EAKR— NEE
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751001

751002

751003

751001 [

s username : = OGRS TICEE T 52—V 4

RT3y FIOHLoBETH Y FEA,

I%—)‘ v t_:/ $ASA-3-751001: Local: localIP:port Remote:remoteIP:port Username:

username/group Failed to complete Diffie-Hellman operation. Error: error
B 7 —23R9 & 912, Diffie-Hellman #{E& 52 T CE FHATLZ,

s locallP:port : ©— A /L IP 7 KL A LR — hE=

e remotelP:port : UE—hKIP 7 KL A LAKR— hEE

« username/group : Z OEEFFATICEE ST 5 2 — VA T —T

cerror : FFED T T — %R~ T T — LT
WRT7 D aURRT D0EPHH AT REMEEZIIMONT T =P ELE L, 2
DAT— b2 A, BRBEOBBIOT-DIZ AE VB — Vv EHERLET,

Io—XAw t—:/ $ASA-3-751002: Local: localIP:port Remote:remoteIP:port Username:

username/group No preshared key or trustpoint configured for self in tunnel group group

FEA ASA (X, 7T D HE ORFEICME N TREZR . W O OFHORBIEE A v 7
N—THICRDTHZ ENTEEFATLE,

e locallP:port : =— A /L IP 7 KL A LR — hE5

- remotelP:port : U E— k IP 77 ]\“1/7\ L AR— N5

« username/group : = DHEREAITICBIE T S 2 — P4 E72IX T —T

egroup : kR T—7 O)Z. i
WR7Vay b rV I A—T a7 4 Xal—vaalRAL, BELL bRV T
N—7"NTHORIH OFEFHA F — L ITFEHELRELE T,

15—)‘ W) t—:/ $ASA-7-751003: Local: localIP:port Remote:remoteIP:port Username:

username/group Need to send a DPD message to peer

BBARELZE T BEBI L TWD 0 E ) AR T D720, 7 v FET M2 73 2 455
HYET, ASAL, BT ~OEG AT LIZATREENH Y £97,

slocallP:port : @—H/LIP 7 RL R ER— FEF
s remotelP:port : UE— hIP 7 F‘I/X LR — &
« username/group : Z OEEEAATICEE T 52— YL E TN —T

*‘E%%?g :/ 3 D%\giﬁ I/o
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Io5—X% ‘yt—*‘) SASA-3-751004: Local: localIP:port Remote:remoteIP:port Username:
username/group No remote authentication method configured for peer in tunnel group group
BB AT T OO B — b ET ERIET 2T OO HER, a7 4 ¥ al—a
RO FHEATL,

s locallP:port : =—H/VIP 7 KL R L R— &5

s remotelP:port : VE—KIP 7 RL R LR — &S

« username/group : = DEEEAITICBE T 2 2 — L E T —T

sgroup : kR T I—T D4R
HEF7HIa3 a0 7 4 FXal—a PN Y E— N T ORIERENTFETH &
ZHERLE T,

15—)‘ v t—:/ $ASA-3-751005: Local: localIP:port Remote:remoteIP:port Username:
username/group AnyConnect client reconnect authentication failed. Session ID: sessionID

, Error: error

Bty ay h—27 &M L7 AnyConnect 7 74 7 > N OFEHGORITHIZ T T — 3%
ELELE,

«locallP:port : @ —H/LIP 7 KL A LKR— &5

sremotelP:port : UE— hIP 7 RL R EAKR— hEE

« username/group : = DHEREAITICBEE S 2 2 — L E L7 —T

e sessionID : F#EEi A R AL ToDIZER Shi-t Yy 2 ID

s error - HEHEORITHICRAE LIEFED T T — %2 /R8T T — T F]
HRT7O D3 VMEIILUT, i SN —ICiE> TRELZFITLET, 20T —I%,
7 T7AT Y NOGEARHE SIS, ASA E TRy a vz T ENZZ Lick Y, HEIR
RREZHEEFT 2D VICE Yy v a UBHIBRENTZZ E 2R LTV AHBAERH Y £9, MEITST
T, ZOAvyE—U%, Anyconnect 7 7 A 7> M DA X ks a7 Lig L ET,

15—)‘ W) t—:/ $ASA-3-751006: Local: localIP:port Remote:remoteIP:port Username:
username/group Certificate authentication failed. Error: error
ERBAGER T OFEGEIC PE T D REEN AL E L,

«locallP:port : m—H/LIP 7 KL A LR— h &5

sremotelP:port : UE— hIP 7 FL R EAKR— hEE

« username/group : Z OEEERATICEE S 5 2 — VA LTI —T

e error : FEE DREERAED KM & R T —3FF
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751007

751008

751009

751007 [

HRT7O 3 MEIILUT, SN 2o TREAZFEITLET, GEEN T X b
WA POREEMR L, 7747 Eﬁﬂi‘f:%/#ﬁ@ IR CE D L DIT, HER
CAFEHENFET 22 L &M LE T, EEZDV 5T 51 :tdebugcryptoca:l'?/ R % fifi
ALET,

15—)‘ v t—:/ SASA-5-751007: Local: localIP:port Remote:remoteIP:port Username:
username/group Configured attribute not supported for IKEv2. Attribute: attribute
BB E SN BMEIL, IKE N—2 3 U 24 THAR— h SR ed, IKENN—T g 2 #
ICHEACTEEEATLE,

e locallP:port : @ — /L IP 7 KL A LR— h& 5

- remotelP:port : VE— KIP 7 RL R LR — &5

« username/group : Z OEEERATICEE S 52—V A T —T

mmhm:ﬁ%ﬁéiapﬁiéhtﬁﬁ
ﬁﬁ?b&a>?%fﬁo:@fy%~9ﬁiﬁéﬂﬁwiﬁmﬁémm\mEﬂ—vayz

WRELHIFRL £,

15—)‘ v t—:/ SASA-3-751008: Local: localIP:port Remote:remoteIP:port Username:
username/group Group=group , Tunnel rejected: IKEvV2 not enabled in group policy
BBAEEGRIT A vy B ST, SN I—T THEMR T v ha itk & IKE
N—=a V2ITFFRESNT, B ES SVE LT,

«locallP:port : T—H/LIP 7 RL A LR— hEE

s remotelP:port : VE—KIP 7 RL AR LR — &S

« username/group : = DHEERITICEE T A 2 — L £ TS —T

e group : #ERECEMT 5 b xL Z—7
HRF7H Y IV—T KUY =D VPN b x)b 7a haviEsF v 7 L, IKE /N—
Va2 ERBIIE LTS X =T M LET,

Ia_)‘ v t_:/ $ASA-3-751009: Local: localIP:port Remote:remoteIP:port Username:

username/group Unable to find tunnel group for peer.
BEALT O RV SN —T H R TEERAT L,

e locallP:port : ©—A/LIP 7 KL A LR — hE=
s remotelP:port : VE—KIP 7 RL AR LAR— FES
« username/group : = OEEEAITICBE T 5 2 — 4L F LT —T
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WRT7IVAVREELE P RNV ITN—T <= BV 7HAIZHRE LT, ET7RHRELTZI—
TIERETEDHEHICERELET,

IS—XAw t—:/ $ASA-3-751010: Local: localIP:port Remote:remoteIP:port Username:
username/group Unable to determine self-authentication method. No crypto map setting

or tunnel group found.
SEAASA ZETICK L CRRAET B 720D FXN, bRV I N—TFF7 V7 s~y 7
RONY FHATLE,

s locallP:port : =— A /L IP 7 KL A LR — hE5

s remotelP:port : VE— KIP 7 RL R LR — FES

- username/group : = DOHEREAITICBIE S 2 2 — L E7T s —T
WRETI O AVRTELZMR L, BEMLZL 027 V7 N ~y 7 EL@EY72 b x Z—7
T g Emunﬁﬁﬁ’i’mﬁ L/i‘@‘o

Ia_)‘ ‘y’b-*‘) $ASA-3-751011: Local: localIP:port Remote:remoteIP:port Username:
username/group Failed user authentication. Error: error
FBAIKE N— a2 UE— b 77 B AEICH L, BAP A Ta—HFRGETIc =T — 23584k
LE L,

e locallP:port : ©—H/LIP 7 KL A LR — hE=

s remotelP:port : UE—hKIP 7 KL A LAKR— hES

« username/group : Z OEEFFATICEE S 5 2 — VA T —T

cerror : FFED T T — %R T =T — L FF
HRT7IVDAVELWIEREZ LTV Uy ARMBESN TS Z & 2R L, BEOIEM R A
ZBREIEDDHDICHEIS L TEBIZT Ny 7 LET,

IS—XAw t—:/ $ASA-3-751012: Local: localIP:port Remote:remoteIP:port Username:
username/group Failure occurred during Configuration Mode processing. Error: error
a7 4 Falb—va B FORBEPIZ, REZHEFGICEMN L TND & EICT T —03 %
ELFELE,

e locallP:port : =— A /L IP 7 KL A LR — hE5

s remotelP:port : VE—KIP 7 RL R LR — &S

« username/group : = DOHEREAITICBE S 2 2 — L E T —T

cerror : FFEDT T — %R T =T — L FS
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751013

751014

751015

51013 [

HRET7OavERINT T —IZESOTUEEZ FFT L9, debugceryptoikev2 2~ R
ML CERBOFEREZHET 5, ©F7—ICho TSNV 72T A% LEIS U T
TNy T LET,

Io—XAw t—:/ $ASA-3-751013: Local: localIP:port Remote:remoteIP:port Username:
username/group Failed to process Configuration Payload request for attribute attribute

ID . Error: error

ERBAE T IC L o CHIR X7z Configuration Payload ZR OMLER | L, JBMEICHT 95
Configuration Payload Jn& Z A TE EFHATLT,

e locallP:port : @—H /L IP 7 KL R LR — &5

sremotelP:port : VE—hIP 7 KL A LR~ +EH

« username/group : = DHEREAITICBEE T 2 2 — L £ 7T —T

- attribute ID : FEE A4 L 72 @M% 1D

cerror : FFED T T — %R T T — LT
WETV AV AEY 2T — RETT—, ELFROEATOTT =R ELE LI, E
EDFKZY) 0 430F 5 I121%. debugeryptoikev2 =< RZEHA L £,

Ia—)( ‘yt—*‘) SASA-4-751014: Local: localIP:port Remote remoteIP:port Username:
username/group Warning Configuration Payload request for attribute attribute ID could

not be processed. Error: error

REAESR SNT-BMHEO CPOISEEZ ENT 272D, CPESROAFR AT EENTEA L E LT,

s locallP:port : =—H/VIP 7 KL R ER— +FK5

s remotelP:port : VE— KIP 7 RL R LR — F&E75

- username/group : = DEEEAITICBE T 2 2 —F L F T —7

- attribute ID = FEEANFEAE L7 JE@ME ID

cerror : FFED T T — %R T T T — L FH|
WRET7V L 3 VEEBIOERENTEESEA v =V TRINTCBMIEIZE SN TLEZFATL
FI, L E LW ITAT IR 7 T4 T 2 MOEMES N8 LWBEMEE TR L 20
TWASA A A=V THEHENTHET, BUEZLITELLIIC, ASAA A—=VDT v 77
L— RBRBERIGERH Y £7,

15—)( vt—*‘) SASA-4-751015: Local: localIP:port Remote remoteIP:port Username:

username/group SA request rejected by CAC. Reason: reason

SRBA ASA ZRET A D, BESNTZLEIWED, BRINTZEENRTHRMICHES X, #
FelXa— 7RI yva UfEic ko CTIESEINE L,
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751018
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«locallP:port : @ —H/LIP 7 KL A LR— h &5

sremotelP:port : YE— hIP 7 FL R EAKR— NEE

« username/group : = DEEHEAITICEE S D 22—/ F 7T —T

* reason : SA ZURMEAR S 7o
WRT O aVHLWERPTFAISNORNE ThotGalE, BERAMR LEM2MRLE
T, FREFRESNZLEWVEEZEFTLET,

15_)‘ ‘y’b-*‘) %ASA-4-751016: Local: localIP:port Remote remoteIP:port Username:
username/group L2L peer initiated a tunnel with the same outer and inner addresses.

Peer could be Originate only - Possible misconfiguration!

AT, PURADRE LA LOWEO IP 7 R L XIZHESWT, J81E B R H]
ICRRESNTWDATREER H VD £7,

s locallP:port : ©— A /L IP 7 KL A LR — hE=

« remotelP:port : UV E— K IP T F‘I/X LR — hES

« username/group : Z OEEFEFATICEE T 5 2 — VL E T —T

WR7HLa Y I2L UT R AR LET,

15—)‘ “Jt—:) $ASA-3-751017: Local: localIP:port Remote remoteIP:port Username:

username/group Configuration Error error description
BB AIT o a7 s Fab—var 2T —MRHEE L,

«locallP:port : m—H/LIP 7 KL A LR— h &5

s remotelP:port : UE— hIP 7 F‘I/X LAR— hET

« username/group : = DEEGEAITICEE T 52— V4 Fm1E 7/ v—7
e error description : =7 4 ¥ 2 L—3 g T —DOEHRH

W7 aVERINFEZ S —ICESWnTCTary 7 X2l —2a VEBELET,

15—)‘ W) t—:/ $ASA-3-751018: Terminating the VPN connection attempt from attempted

group . Reason: This connection is group locked to locked group .

SRS RITEND Fo L I —T 1%, I —T a v ZIZTRESNTWAS F gL Z—
TERLTIEEH D FHA,

- attempted group : BN EET D by IS u—7
« locked group : B2 e v 7 FITHIR SN TWD by F—7

R Ay IN—T R —F i —WEo s/ v—70 v 7 xR L £,
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751019

751020

751021

751019 [

Ia—)( W) t—:/ $ASA-4-751019: Local:LocalAddr Remote:RemoteAddr Username:username

Failed to obtain an licenseType license. Maximum license limit 1imit exceeded.
BEAR KT A L ARIRE A0, By a ARRICKRIELE Lz, Z07®, kR
ZUROBAM E IS EITRI L £ LT,

e LocalAddr : Z o#aiT cor—hL T KL A

« RemoteAddr : Z DEEAITTHOY E—F BT T FL A

s username : FEfc 2R IT L TV D ET O —H 4

« licenseType : Hila L7277 A& A Z A7 (flid> VPN F 721 AnyConnect Premium/Essentials)

elimit : FFASND TA B ARBIOEBE L7714 o 2%
HRT7V AV SN T_RTOZ—PFIZH L THRREDOT A o A2 RRIZT 5
2y K0ELDOTA B RAERS L UHESSNBATF I LEST, v F a2 TF A FE—
FO%E, BEZRE LA THFA ML, REIISLTEVEZL DTS 22D Y
TEJ,

15—)‘ v t—:/ $ASA-3-751020: Local:%A:%u Remote:%A:%u Username:%s An $s remote access
connection failed. Attempting to use an NSA Suite B crypto algorithm (%$s) without an

AnyConnect Premium license.

#tBA AnyConnect Premium 7 4 & > AD3@EM S TWTH, webvpn 227 f F o b—r3 >
% — R Tld anyconnect-essentials = ~ & F THIRENICEEDNIC SN TV 5720, IKEV2 U E— |
TIEA FUORNVEFERTEEEATL,

#2527 U 2 3 > AnyConnect Premium 7 14 £ AN ASAIZA VA h—r s, VE— KT 7k
A IKEV2 R U v —F 2 iE IPsec 7 RAR—F TR ESNTND Z L ERERELET,

I5—*w+t— %asa-4-751021: Local:variable 1 :variable 2 Remote:variable 3 :variable
4 Username:variable 5 variable 6 with variable 7 encryption is not supported with this
version of the AnyConnect Client. Please upgrade to the latest Anyconnect Client.
$2BAH VY AnyConnect 7 7 4 7 > b3, AES-GCM B5 5N Y & —03iRE SN 7z IKEV2 23 D
ASAIZHREL K9 & LE LT,

svariagblel: z—ZH /)L IP 7 RL-X

e variable2 : @ —7 /L AR— |k

svariable3: U E—F 7 747 FDIPT FLA

evariabled: VE—F 7747 FDAKR—F

- variable5 : AnyConnect 7 7 A 7 > hDax—H4 (2—HF N2 —HF4H % ATJT LRI D

WReIZ e oTeed, RHTHLGE6RHY £7)
s variable6 : #&ft 7' m k2L % A4 7 (IKEvl, IKEv2)
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evariable 7 : AT — ROK; 5k ¥ 1 7 (AES-GCM. AES-GCM 256)

AR T U 23 > AES-GCM K 5L /3R E S 4v72 IKEV2 Z 9 5121%, AnyConnect 7 7 A 7
Y RERHNA—Y 2 ST v L= R LET,

I5—AwYt— $aAsA-3-751022: Local: local-ip Remote: remote-ip Username:username
Tunnel rejected: Crypto Map Policy not found for remote traffic selector rem-ts-start
/rem-ts-end /rem-ts.startport /rem-ts.endport /rem-ts.protocol local traffic selector

local-ts-start /local-ts-end /local-ts.startport /local-ts.endport /local-ts.protocol !
BB ASA N, AvE—VIIRINTNWDLTTAX—h Xy N =T E7IARA FOEF =Y
F 4R O —EREMHETEERATLE, ZRAODFRy hT—7 F7213AR R M, FBEMNIC
FoTEEEN, ASADEDES ACL £ b —FLEFA, ZLOHE, ZhiFar 7 X2
L— a3 DR TT,

slocal-ip: =—H )V ETDOIPT KLX

sremoterip: YE— K ETDIPT R XA

cusername : U E— k 77 B AOEREDO2—V4 BEMOLHA)

cremtsstart : VE—F N7 7 4 v BL I ZORGT KA

eremtsend: VE—F N7 7497 LI XD TT RLX

s remtsstartport : VE— K hT7 7 4 v 7 BL I X OBRBAR—

sremtsendport : YE— bk hT7 7 4 w7 LI XD THR— K

s remts.protocol : YE— K N7 7 4w/ L7 EZOTa faL

local-tsstart : =—H)V T T w7 LI ZORGT FLX

slocal-tsend : =—H )V NTFT7 4T BLIEZDKTT KL A

e local-tsstartport : = —H /v N7 7 4 v 7 BV ZORBA— b

e local-tsendport : = —H /v NT T 4 w7 BL T ZOKETHR— |

e local-ts.protocol : = —H /v T T 4w BLIZHZDOT R kAL
HRT7 O3 VliORZACLNOR#ES NSy N —7 av 7 4 Fal—varadFoy
7 LT, BlEon—hnxy NT—=7PNSEMOY) E—h Xy FUV—7ThHHZ L (B
NZ2oWH) ZHEFELET, VANV —R A7 L Xy NI —7 T RUVRELHE LKA
F7 FLACRICERB LEY, Y AaPAOEETIE, 774 X—F T FLARTnds 7
RUVAELIFHRNEDOR Y NU—T L LTI SN TWDIHERH Y £,

Io5—4% vt—*‘) $ASA-6-751023: Local a :p Remote: a :p Username:n Unknown client

connection

REAREE 7213 A LIS D IKEV2 7 7 A 7 2 b)Y ASA ITHEy
n: IN—7FF2—V4 (20T F A MNIKE)
ca:IP7 RL X
ep:AR— &S

iy

LFE L7
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751024

751025

751026

151024 [

eva: ZI9A T MIEoTASAKCEERENIa2—YF =—V 0k
WRFI a3y VAanR—FLTWBAIKEVR 7 94T M7 v 77 L—FRLET,

Io—XAw t— 2asa-3-751024: Local:ip-addr Remote:ip-addr Username:username IKEv2
IPv6 User Filter tempipvé configured. This setting has been deprecated, terminating

connection

SREATPV6 VPN 7 4 V2 NEIEEN, IPv6 v T 7 4 v 7 T 7 v ZAFHBOKE 7 4 V2 Db
DIZBRESINTWAEAIE, BT LET,

WRF7IaY 2—HFDIPv6 N7 7 4 v 7 ZHlHT 572012, IPv6 = MU 2 H L7=HA
TANEEZRELET,

IS5—AwE— 3aSA-5-751025: Local: local IP :local port Remote: remote IP :remote
port Username:username Group:group-policy IPv4 Address=assigned IPv4 addr IPv6
address=assigned IPv6 addr assigned to session.
BB DA vE—UIiE, FBE SN2 —H D AnyConnect IKEV2 B#IZEI D ¥ CToHNZIP T
R LU AERNFRINET,
«local IP:local port : ZDEROE—H/VIP T RLA, ZOEGICHEH SIS ASADIP T
RLRAER—FES
« remote |P :remoteport : ZDOERDO Y E—KIPT KL A, EHGEOREFILOET IPT KL A
ER— FEF
cusername : UE— b 77 B ADEREDO -4 BEHOBE)
e group policy : =—VIZX L CT 7B AEZHFA LIz L—TF KR —
cassigned_IPv4_addr : 7 7 A4 7 > MZEID Y THID IPv4 7 R A
- assigned_IPv6_addr : 7 7 A 7> MZEID YK THIDH IPv6 7 KL A

WET7VavnER L,

IS—XAw t—:/ $ASA-6-751026: Local: localIP:port Remote: remoteIP:port Username:
username/group IKEv2 Client 0S: client-os Client: client-name client-version
BOHER SN2 — B, RRENTOB IR LT 4 V7 VAT BE S TAT v b=
VaTERHRLE ) L LTWET,

e locallP:port : =— A /L IP 7 KL A LR — hE5

s remotelP:port : VE— KIP 7 RL R LR — &S

- username/group : = DOHEREAITICBE S 2 2 — L E T —T

«client-os: 7 54 7> I\iﬂ”o%?ﬁiéﬂf:z‘/\" L—F (T VAT A

e client-name: 7 7 A 7> b (G#% 1L AnyConnect) MHMESNTZZ 74 T > b4

Syslog # v tz— < 722001 ~ 776020 .



B 5oz

751027

751028

Syslog # v £ — < 722001 ~ 776020 |

sclient-version: 7 A7 "B HREEINTZ I TA T b RX—=Va v
*‘Eﬁ?b:/a :/‘/[Z‘gfcﬁ L/o

I%—)‘ ‘y‘b—*‘) $ASA-4-751027: Local:local IP :local port Remote:peer IP :peer port
Username:username IKEv2 Received INVALID SELECTORS Notification from peer. Peer received
a packet (SPI=spi ). The decapsulated inner packet didn’t match the negotiated policy
in the SA. Packet destination pkt daddr , port pkt dest port , source pkt saddr , port
pkt src port , protocol pkt prot .

BT BN IPsec kXU T 4 7Y YT—vay (SA) ETEZELE ATy R, ZDSAD
FXAT— SN T T 4 v VLRI B LERATLE, BT, BEO AT FO
SPI &3/ b 7 —# % & T INVALID _SELECTORS %1% 2415 L& L7z,

slocal IP: ASA D —H/)LIP 7 KL A

« local port : ASA ® v —H /L R— |

cpeer IP: E7IP7 KL A

* peer port : EY7 AR—k

. username : = —%4,

e spi ;N7 MITXET D IPsec SA @ SPI

e pkt_daddr : /X7 > MFESEIP 7 R LA

« pkt_dest_port : /X4 hgESEAR— K

e pkt_saddr : /X7 > FEEITTIP T LA

« pkt_src_port : /347 > M E[FIEA— b

e pkt_prot : /X7y b F'm han
HRF7HV a7 Avk—Y arv s Fal—rvar, BIOZI7—0OFKLERoT
AR ROREMAZ 22— L, Cisco TAC IZHEH L T 72 &0,

ITS5—Awt— easa-5-751028: Local:<locallP:port> Remote:<remoteIP:port>
Username:<username/group> IKEv2 Overriding configured keepalive values of
threshold:<config threshold>/retry:<config retry> to

threshold:<applied threshold>/retry:<applied retry>.

BV T AZ Y VITRRESNTIESHIIOY A FRICRESNTWBAEE, ¥—7 T 74 7L
EVME L FHRITRHIRZ 5 & LIF T AT A 0OBAMKREZE S HERDH Y £9, T LIZfEN
INHOMEIMEE FEl>TWAHGAE, LERMENEH SNET, A vE—YOMEIIKRO B
nTT,

e locallP:port : @ — /L IP 7 KL A LR— h& A
sremotelP:port : UE— hIP 7 RL A& AKR— FEE

« username/group : Z OEEEAATICEE T o TV b —PF L EIZ I —T
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752001 ]

- config_threshold : F > XA TNV —FITRESNTNDLF—FT 747 LEVVE
e config_retry : h U RN T N—TITERESNTWDLX—TT T 14 7 HAAT

« applied_threshold : A FH DOF—7"7 T A 7 L & WME

- applied retry : AT OXF—7 T T A T HRIT

WR7I a3y WEREKME EICERELET,

752001

Io—XAw t—:/ $ASA-2-752001: Tunnel Manager received invalid parameter to remove

record

BB AL EX =Ty b L a— REHRTEEEATLE, ZAICLY, RLETIZAT
RNV EBIIETERWATREEDR & D £,

WETOavT A 22 n— 2L ba—FRflRShETR. =7 =03 < ik v ik
LEETLHEE, FFED F 2V OMTESBICT Ny 7 LET,

752002

Io—XAw t—:/ $ASA-7-752002: Tunnel Manager Removed entry. Map Tag = mapTag . Map

Sequence Number = mapSeq .
BEA bRV EBGT D= b Y BNIEFICHIBRSALE Lz,

e mapTag : BAtG—=> N U DHIBRSNTZZ V7 b v 74
mapSeq : BAtA=2 N U BEIRENTZZ VT R~y T DOV~ AKE

#E%%77 :/ 3 ‘/‘JZ‘%:?ZC Lo

752003

Io—XAwy t—:/ $ASA-5-752003: Tunnel Manager dispatching a KEY ACQUIRE message to
IKEv2. Map Tag = mapTag . Map Sequence Number = mapSeq

HEAIER SN2V T h = v FITESNW T, IKEV2 RV OBRBERRITEINTVET,

e mapTag : BAtG—=> N U DBHIBRSNZZ7 V7 N~y 74
emapSeq : BlMG= > FYUDHIBRENTZZ Y T b~y T DOV —rr o A% S

*E%%77 :/ 3 \/‘JZ\E%AT I/o

752004

IS5—XAwy t—:/ $ASA-5-752004: Tunnel Manager dispatching a KEY ACQUIRE message to
IKEvl. Map Tag = mapTag . Map Sequence Number = mapSeq

BEfEf SN2 U 7k = FIZH ST, IKEvl b RV OBRERRIT SN TOE T,
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emapTag : BT MU BHIBRENT=2 V7~ =~ v 74
emapSeq : BAMGT L MU DHIBRESNTZ 7 VT N vy T D= U AEFE

WET7OaVnERL,

15—)‘ V) t—:/ $ASA-2-752005: Tunnel Manager failed to dispatch a KEY ACQUIRE message.
Memory may be low. Map Tag = mapTag . Map Sequence Number = mapSeq.
REA R RNV OB ORITET 4 ANy F L LI E LT, AE VRN Y TOREREDONIH~
T —RAT, KL E L,

emapTag : Bt MU BHIBRSNTZZ U 7k ~ v 74

e mapSeq : BAtA= L MY DHIBRESNTZ 7 VT N v T DU —F U AFKE
WRT7 O aVWEERET 2720, ATV N ux o7 Y—La2 Al LENOT Ny 7%
ITWET,

15—)( v t—:/ $ASA-3-752006: Tunnel Manager failed to dispatch a KEY ACQUIRE message.
Probable mis-configuration of the crypto map or tunnel-group. Map Tag = Tag . Map Sequence
Number = num, SRC Addr: address port: port Dst Addr: address port: port .

SREA b RV OBIRORITET 4 ARy FLE D E LT, sz V7 b~y 7 EIEH
BT O TS PRV I —TDary7 4 Xalb—vary o7 —RNFEKT, KBERLEL
7o

«Tag : BtG—> MU DHIBRESNTZZ VT~ ~ v T4

enum: BtE= Y N Y DBHIBRENTZZ VT R ~ v T DV—F U AR E

caddress : IHETCIP 7 L A E 72135056 P 7 R L%

eport : FEILAR— NEFEIIER— MES
HRTIaviEfIN b3 NV IV—TBEOV VT s vy T ODary7 4 Falb—a
VEMRL, BRETHHIEEHERLET,

I%—)‘ v t—:/ $ASA-3-752007: Tunnel Manager failed to dispatch a KEY ACQUIRE message.
Entry already in Tunnel Manager. Map Tag = mapTag . Map Sequence Number = mapSeq

FEA R v R =T X I FO= U R ABEML LD ELE LK,
emapTag : Bt h U DHEIBRS 22 V7 ~ v 74
emapSeq : BtG= Y R UMHIBRENTZZ VT R vy T DO—T L AEKE
HERT Y S a VRIENRR LA2WEAIE, ET7OBRET b RARTFATSND 2 & 2L,

SBIF Ay LT, by RABIAIERB A ORITARII £ - A L= L 212, hr A~
F—Ux Ty R UBSEL BB LONBRENS - L 2HRLET, BIEHEE F ROk
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752008

752009

752010

752011

752008 ]

PCHBABEMNNH B2, IKENRXR—T 3 V2 FHFXIKENRN—Va v 1 OFREEILICT Ny
JLET,

15—)‘ W) t—:/ $ASA-7-752008: Duplicate entry already in Tunnel Manager

BB L RN ERGT D7D OEE LEERMTDIL, PR R =Y xld, T bR
NERFIBLE S L LTVWET,

WETY O a kB L, BEMEE SRS, IKEN—Y a3 v 1 EEIKE A=Y a >
2B PN DRMGERITL, EREZA LT U RLTORWAREELRSH Y £4. 4 T0a~
YREFERLTEHIZT Ny 7L, BROBITRRD EIFRI L HIC, Frfr wx—
Ty MU RHIBRESND Z L BB LET,

%ASA-4-752009: IKEv2 Doesn't support Multiple Peers

HMBAEEOE T EMH LTIV T b~y TRRESNTNDHZH, IKEX—T 3220 h U x
NEBETDRBENEBE L E LTz, ZOREIL, IKENX—Y a2 THR—FERTWEE
No IKENXN—=U 32 | ORPEROET 2R —FLET,

W7 aVEROETNIKENSA—Y 3 28 A FEORBTHRAESNZ2WE HI12, REL
R LUET,

15—)‘ “Jt—:) $ASA-4-752010: IKEv2 Doesn't have a proposal specified
REAIKE N— a3 2 bRV EBMGT 572D IPSec 7 o AR—HF RO FHATL
77

WRT 9L AVREAHR LT, P XAV ERIET 2D TE S IKEN—Ya 27 R
R—=PL 2 BEE L THRELET,

Io5—H% vt—’) $ASA-4-752011: IKEvl Doesn't have a transform set specified

SHEAIKE N— 3 02 oV EBIET 57200, IKEXX—Y 3 1 b T AT 53— By
FRRDNY EFHEATL,

WRT7HIAVRELZHERLT, PR T 272D HTESIKENN—Y a2 T
VAT =y FELEISUTHRELET,
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Ia—)( ‘yt—*‘) SASA-4-752012: IKEv protocol was unsuccessful at setting up a tunnel.
Map Tag = mapTag . Map Sequence Number = mapSeqg .
BBAfER ST m b, RESNIZZ VT b~y T EFEHLT ARV ERIGTE EH
ATLTZ,

e protocol : IKEvl £721F IKEV2 &7~ IKE/N— = U3F5 1 £721d2

emapTag : BT MU BHIBRENT=2Z U7~ =~ v 74

emapSeq : BAtET= 2 R U BHIBRENTZZ VT N vy T DU —r U AFKE
HRT7HOaVREEHRL, ifish7z7 e bartNEILIZT Ay 7 LT, KL v
FNFRITORIK 2R E L £,

15—)‘ v t—:/ $ASA-4-752013: Tunnel Manager dispatching a KEY ACQUIRE message to
IKEv2 after a failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq .

BB R RV, RIELERIC, P aBERLES L LTHET,
emapTag : BT MU BEIBRENT=2Z U7 =~ v 74
emapSeq : BAMGT L MY DBHIBRESNTZ 7 VT N vy T D= U AF R

WETI I VREZHRL, ZIVT P~y 7RELSRESNTWDL I L 2R LET, £
D, hrRAR 2REORITTEFICER SN L2 LE T,

Ia—)‘ Vi t—:) $ASA-4-752014: Tunnel Manager dispatching a KEY ACQUIRE message to IKEvl
after a failed attempt. Map Tag = mapTag . Map Sequence Number = mapSeq .

BREA b VKRR, R RN R U X I T A Ny 7 L IKEAN—Va L 2L
TRV ERIBGLE D ELTWETS,

emapTag : BT MU DHIBRESNTZZ V7 b v v 74

emapSeq : BtE= > YU DHIBRENT-Z Y T b~y T DV —r v AFK 5
WRTIAVREAMRL, 7V T h vy IRELSBRESN TN D I L 2R LET, ©
D, bR, 2HRIBEBORITCERICERINTZZ 2R LET,

I5—AwHt— sasa-3-752015: Tunnel Manager has failed to establish an L2L SA. ALl
configured IKE versions failed to establish the tunnel. Map Tag = mapTag . Map Sequence
Number = mapSeq .

AT ~OL2L b RNVERSLT HRITN, REINTZTXTCOT e ha/vaEMH L CGEYT
L7 U FE LT,
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752016

752017

753001

752016 ]

e mapTag : Bsh=2 MU DHIBRENTZZ VT N vy 74
smapeq : BtE=> MU DBHIBRENTZZ VT N~y T DOV —F U AF S

WMRE7HOAVURELZHER L, 7V T~y TR ELSREENTWAZ LR LET, &
EDOFKNZREST DI, Hrxo7a harzs Ay 7 LET,

15—)‘ v t—:/ %ASA-5-752016: IKEv protocol was successful at setting up a tunnel.
Map Tag = mapTag . Map Sequence Number = mapSeq.

SBAtER SN/ v b= (IKE/S—Y a1 £/2XIKEN—Y 3 2) 28, L2L b gL %
EFIZERLE L,

e protocol : IKEvl £721X IKEV2 Z7-9, IKEN— 3 U35 1 £721d2

e mapTag : Bt R U DHIBRSNT= 27 VT N wv T4

emapSeq : BRtG= FYUDHIBREINTZZ Y T N~y T DOV —lr o AFEKE
*‘E%%?g :/ 3 D%\giﬁ I/o

15—)( V) t—:/ SASA-4-752017: IKEv2 Backup L2L tunnel initiation denied on interface

interface matching crypto map name , sequence number number . Unsupported configuration.

SREA IKEV2 133y 7 7 v 7 L2L #fE 2 ViR — b L TV R W=D ASA 135 DB 461 TIKEvI
AL ET,

#2745 3 IKEVI DA R—T7 VDS, MBIZIARETT, Ny 77 v 7 L2L #ERE %
T 512i%., IKEvl &A1 %— 7»&“52\%%&%@&%

Ia_)‘ v t_:/ $ASA-4-753001: Unexpected IKEv2 packet received from <IP>:<port>. Error:
<reason>

SRBAZ D syslog . 7T AEZNGEVPN 7 5 A% Y 7 F— RTEIEL TWAEAIC IKEV2
N7y RIIZAEEN, T—HNANTEDO R v M LER SN FHOBEESEL L OVE
7= :LI7 F v IINRIT B ERAELET,

o<IP>: ZfEEINTAT Y FOEETIP T FLXA
« <port> : ZfF ENT=7 v FOEFETTAR— F

« <reason> : /N7 N EES) & B de S H B Z OfEIL, Corrupted SPI detected ¥ 72 1 Expired
Pl received DWFTINITAe D T,

RT3V IKEVLI DA RF—T7 VDA, LWEIZARETT, Ny 77 v 7 L2L #EE %
T AI21%, IKEVl A4 X —T /W TH0ERH Y £,
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Io5—H* ‘yt—*‘) $ASA-6-767001: Inspect-name : Dropping an unsupported IPv6/IP46/IP64
packet from interface :IP Addr to interface :IP Addr (fail-close)

FRBA fail-close 47> a U —E R KU O —TRE S, FEEOREIC X - T IPv6, 1P64,
F X IP46 DRy RNZIEENTWE T, fail-close 47 > 3 VR EICEE SN T, Z D syslog
Ay—UnERIIL, Ny MIkry T IRET,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

15—% ‘y‘b-*‘) %ASA-3-768001: QUOTA: resource utilization is high: requested reqg ,
current curr , warning level level

AT AT LY Y —=ZADFEN YT LI EELEWVEICELE L, Bty a0l
A VY —RIEFEHEY vy 3 U TT,

eresource : VAT AL U Y — 2L ZOBRSIIEEY v g T,
ereq: ER I8, BHE Y a U TIEHEIC T,

ccurr : BIEDEID BT, By arTillevd L5 LY £,
e level : i L& UM, BROE SAVTZHIBROD 90% T,

*‘Eﬁ?b :/ 3 VJZ‘%:&? Lo

15—% v t_:/ %ASA-3-768002: QUOTA: resource quota exceeded: requested reg , current

curr , limit Iimit

REAL AT A Y Y —RACKIT BRI, BRESNIHIRA B Lo ofER Sk Lz, BBl
Yy ia rDEA. /XTAODHH%E”‘S?E‘E v a VORRKBICEELE L,

eresource : VAT A UV — 2L ZOERSIIEEY v g T,

ereq: ERENH, BBy 2 U TIEFICT T,

ccurr : BIfEDEID YT, By g Tilleve L5410 £,

o limit : BRE SN Y Y — ZHIR

*‘Eﬁ?b :/ 3 ‘/LIZ\%HZC Lo

15—)‘ v t_:/ %ASA-3-768003: QUOTA: management session quota exceeded for user user

name: current 3, user limit 3
BEABEOEH Yy v a Uy, 2a—PFITREIN TV HHIRZEZ E LT,

ecurrent : L—HOEFH Y v g VBN Y THENTWAREREDE S
elimit : RESNTWAEHYL v g VOHIR (F7 4L M 15)
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768004

769001

769002

769003

763004 ]
*E%:é77 :/ 3 D%\giﬁ Lo

IS5—XAw t—:/ $ASA-3-768004: QUOTA: management session quota exceeded for
ssh/telnet/http protocol: current 2, protocol limit 2

5#BA 7’ k=L (SSH, Telnet, £7-1X HITP) OEH YL v 3 LV OFR KD, RESNLTW
HHIREZEZ E LT,

scurrent : FHE g LBV B TENTWDHIEDE S
elimt: FRESNTWA 72 baLHznonl) VY—RHIR (57 +/V MEIXS)

%&77 :/ 3 D%\gzﬁ Lo

Io5—4% ‘yt—*“) $ASA-5-769001: UPDATE: ASA image src was added to system boot list

FAVAT LA A—VBEHENE LIz, UHICY AT AMIF T ra— RENEZT 74 VD4
HIS, AT AL 77— DY X MOBIMSILVE LTz,

eSIC: A A A=Y T ANVDLRIETZIL URL
*‘Eﬁ’?b :/3 y%‘gff: L/o

I5—Awt— sasa-5-769002: UPDATE: ASA image src was copied to dest
SHEAV AT AAA—UDNEHFINE L, A AT T 7ANANRN VAT A2 —INFE LD,

sSIC: V—A A A=V T 7 A NVDLRETETZIL URL
edest : IE—EDA A= T 7 A NVLDLHEI

*‘Eﬁ?o :/ El ‘/‘/[Z‘gfcﬁ L/o

Io—Aw t—< 2AsA-5-769003: UPDATE: ASA image src was renamed to dest

DAV AT LA A=VREFSNE LT, BFOA A=Y T 7 A NVAIE, VAT LT =1
ADMHNDA A=Y T 7 ANHITERSNE LT,

esrc: V—A A A=Y T A NVDOLRETET-IE URL
edest : DA A=Y T 7 A NVDLHI

WET7Oa B L,
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Ia—)( W) t—:/ $ASA-2-769004: UPDATE: ASA image src_file failed verification, reason:

failure reason

REHA A —1%, copy 2w RERIT verify =<2 ROWT U THRIEICKRIR L E Lz,
cscfile: V—A A A=Y T3 A NDT7 7 A N4 ET71T URL
« failure reason : I DA A — 7 7 A VD4R

WRTHLIVEZLNDRROHAITRDO LB T, VATAAEYRRELTNSD,
T7ANVNIA A=V RRDOMERN, T 7V EANRKMUTZ, 77 AT EBLDRONS 7
W, BANENTHDH, BLTNLT) ZLANYR—FEN TRV, B AFORE,

I5—*Awt— 2asA-5-769005: UPDATE: ASA image image name passed image verification.
it Z UL, A A=V DPREECAR LT S AR T A v — T,

«image name: ASA A A — 77 A NDT 7 A V4
HRT7Oa R,

IS—XAw t—:/ $ASA-3-769006: UPDATE: ASA boot system image image name was not found

on disk.

AT, T—F AT A VAP TRESNE T 7 ANV E2T 4 A7 BICTES 2N TE R
Mol Z LB FRTTT— A vE—TTT,

simage name: ASA 4 A —Y 77 A NVD T 7 A N4

WRT O a2y 74 ZAORITKI L THE X, bootsystem 2~ REFR2 7 7 A V%
BT EOIETTEN, T AEFEEBTHHICT 4 AZIWCARRBLTWE T 7 A vEA A
= LET,

I5—Ayt— 2a58-6-769007: UPDATE: Image version is version number
B ZOA =V TS ART v T 7= NERD LFRENET,
s version_number : ASA A A— T 7 A NVDNN—T g UFF

*‘Eﬁ?o :/ El ‘/‘/[Z‘gfcﬁ L/o

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

769009

770001

770002

770003

769009 ]

Ia—)( W) t—:/ $ASA-4-769009: UPDATE: Image booted image name is different from boot

images.

HEC T, BESNE T FANANRT — " A A—VOBGFEDOY A NERARD D LERT, T
AADT v T T L — RRBIZFERENDITT— A v —I T,

simage name: ASA 4 A — 77 A NVD T 7 A V4
*‘E§77 :/ 3 p%‘gff: L/o

15_)‘ v t—:/ $ASA-4-770001: Resource resource allocation is more than the permitted
list of Iimit for this platform. If this condition persists, the ASA will be rebooted.

SEAASARNME~ Y VD CPUFEIIAETY VY —REV Y TR, ZOTT7y v 7 +—2D LR
BHZFE L, ZOFEMT. ASA AR~ U DORED., Ciscocom b XA Urya— KLY 7
Ry =2T7 THRESNTWAINENLEREINTWRWGAIZIEIRELEFEA,

WET D 2 a U ASADEREEHATT 21213, B~ DO CPUEITAEY U Y —2EID Y
T#%, Cisco.com. "H X 77— KLY 7 My 7 THRESNEZELDICEELET L, 721X
DT T FT7 4+ —2IZx% LT [Cisco ASA 1000V CLI Configuration Guide] THE I T\ 5
VY —ZAHIRICERE LET,

Io—XAw t—:/ $ASA-1-770002: Resource resource allocation is more than the permitted
l1imit for this platform. ASA will be rebooted.

SBAASARE~Y VD CPUEIIAETY VY —REV Y TN, ZOT Ty b7 —2D LR
EHBZE LI, ZO5ME, ASA R~ U DORREN, Ciscocom »HFX 7 a— KLY 7
P27 THESNTOVOIRENLERIN TWARWEAIITRELERA, VY —RE DY
THEELARWIRY . ASA (RS LT £7,

WRFPI AR~ DO CPU £721TAEY U Y —REY Y TA, Cisco.com. 725X 7
O—RL7ZY 7 M2 7 THESNTEODIZERT S50, £0IZ207 7y M7+ —LI1Txt L
C [Cisco ASA 1000V CLI Configuration Guide] THEE SN TW5H Y YV —AHIRICEE L E7,

15_)( Y t—:/ $ASA-4-770003: Resource resource allocation is less than the minimum
requirement of value for this platform. If this condition persists, performance will

be lower than normal.

SEAASA(RIE~ SV D CPUFEIIAEY YUY =BV Y TR, ZOTTF7y N T74+—LTOK
INRIE & TRl > TWET, ZONRENEE SNV, N7 r—~ 2@ E L0 iE< 722
Di‘é—o

Syslog # v tz— < 722001 ~ 776020 .



B o

771001

771002

772002
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HRT VS 32 ASA DEMEEKHATT 5121E, (B~ D CPUEZIEAE D U Y —2EID Y
Tx, YRAapbAyra— RV 7 b7 TRESNELOICETLET,

15—)‘ ‘yt—*“) $ASA-5-771001: CLOCK: System clock set, source: src , before: time ,

after: time

B AT A Ty Zidu—hEETNDRESNE L,
esrC: time 7' k2L, NTP, SNTP. VINES. F7-1% RFC-868 time 7' @ [ /LD uh
cip: XA LY —1"DIPT FLA
. time : B O SCF4, U TSun Apr 1 12:34:56.789 EDT 2012] T,

WREF7Y a2 RE,

15—% “Jt_:) $ASA-5-771002: CLOCK: System clock set, source: src , IP ip , before:

time , after: time

BB AT A s m oy 23— AR LRESNE L,
esre: BEZIR, FEI, EE3IAN—FU =7 WL =00
cip: FALHP—NDIPT FLA
« time : RO SCFF, U TSun Apr 1 12:34:56.789 EDT 2012] T,

HREF7Yay RE,

15—)‘ W) t—:/ $ASA-3-772002: PASSWORD: console login warning, user username , cause:

password expired

BB — Y RHEHIROUIN T RA V- REHA LTV AT A aryy—iZue 7L LEL
7o ZAUIT AT LD I T T NERETATEDICHFRINTWET,

s username : = — Y DL Rl

WRTH LAY o PE0 S L SR T — REEET 5 BERD Y ET,

15—)‘ “Jt—:) $ASA-2-772003: PASSWORD: session login failed, user username , IP ip ,

cause: password expired

SR — Y REHIROUNT-RNA T —REHHA LUV AT AICE A LEd2ELELE
N, TI7AEBHEGINE L,

sesession: Ty a v XA, SSH F 7213 Telnet DWFT T,
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772004

772005

772006

774001

712000 ]

o username : = —H¥ DA il
cip: Z—FDOIP T KL A

WR7V a2 —FITT 7B AERDPHLHE1T, BFHERL—Y DO AR — N2 ZHES D
VERHY ET, NERT 7 EANRRLOLND EWEUIRISEN N H—3hET, 2L 23,
ZDIPT RVANLD NI 74y 7 &k Ty TEET,

15—)‘ “Jt—:) $ASA-3-772004: PASSWORD: session login failed, user username , IP ip ,

cause: password expired

BB — R EIHIROGINTARAT — FEEH LTI AT ACr /A s LES L LELE
W, T EAEESSLE L,

esession: v g XA, ASDM T,
. username : = —Y DL Rl
cip: Z—HFDIP T KL R

RT3 2—FICT 7 B AR S DA, BHERL—FORRT— F2EET S
VERBD D T, RIERT 7 € ABRRB NS LEYARSENR b H—ShET, 728203,
FOIPT RLAMWOLDNT T4y 7% Try 7 TEET,

Io5—4% ‘yt—*‘) $ASA-6-772005: REAUTH: user username passed authentication
BB — IS AV — FOBREIC ERICRIES UE LI,
« username : = — DL i

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ W) t—:/ $ASA-2-772006: REAUTH: user username failed authentication

B — YN AR —RELEFL LY L LTS AT—REANLE Lz, ZORE, /3
AT — RIEFEINLTWERA,

s username : = — Y DL Rl

WEF7H 3 2—F 3, changepassword 2~ > RZ&Aif] LT/ 2T — ROZEHE 2 T4
LMENH Y FT,

I5—AwH— sasa-2-774001: POST: unspecified error

HEARE ALY — B R T u g X —REFRBEAREE CZ2ET A MIRIRLE L,
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T4 S 3> Cisco TAC ITBMWEbEL 72 &,

Io5—H* ‘yt_:) $ASA-2-774002: POST: error err, func func , engine eng , algorithm alg

, mode mode , dir dir , key len len

BB SLY — B R T r A LR EFBRARE BT 2 MORILE L,

- err : FEH O JA

« func : #&RE

seng: =2, NPX, Nlite, F721F software DT 40T T,

salg: 7= Y XA, RSA, DSA, DES, 3DES. AES, RC4, MD5, SHA1l, SHA256,
SHA386, SHA512, HMAC-MD5, HMAC-SHA1, HMAC-SHA2, F7213% AES-XCBC D>
THNTT,

*mode : E— K, none, CBC, CTR, CFB, ECB, stateful-RC4, stateless-RC4 DT 4T
R

o dir : encryption ¥ 721 decryption

elen: By FHEMIOF—DOES

HEEF S 3> Cisco TAC ITBMWEbEL 7ZE 0,

I5—Ay t— sasA-6-775001: Scansafe: protocol connection conn id from interface name
:real address /real port [(idfw user )] to interface name :real address /real port

redirected to server interface name :server ip address

£BH ScanSafe WX EIINTEY, M I 74 v 7 Far 7oy Axy o 2o~y 27T
PRES —E A DT D ScanSafe — NICHHt A UV XA L7 N T H XD ITHEINTARY >—&
—F L TCWET,

WRE7Y a3y RE,

I5—Ayt— 5asa-4-775002: Reason - protocol connection conn id from
interfaceﬁname:realﬁaddress/realﬁport [ (idfw _user )] to

interface name:real address/real port is action locally

E%BA BT LU ScanSafe D U ¥ A L7 b SIUTEHEDOFEITLIP T R LA LR — FREEFOHE &
—EKTHEAEIE. ASADBFH LWEHiE Ray 7L, 2D syslog A vE—VBEKR S ET,

« Reason : [ U4{E7C7 KL A address 38 & VR — | port 2R & L 7= B
RT3V ROTRTOFRHLEHELET,

e ScanSafe 7 A4 EL A F—NHEINTWD
s APIF—REIN TS,
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775003

775004

775005

775006

\)

775003 [

« ASA 73 ScanSafe V— NI R|FETE 5,
o ERBEHEIZEE L T,

GE)

PAT & ScanSafe % 1 DO ET H Z LRI ETA,

IS5—Avt—Y sasn-6-775003: Scansafe:protocol connection conn id from interface name
:real address /real port [(idfw user )] to interface name :real address /real port is
whitelisted.

B T 7 4 v I R—H LT a T Y AX v DT ScanSafe — /N2 U F A
L7 MTAMLEITH D TR, BRID Web I — NZEBEEE SN D ATREMERH Y 47,

WET7H a0 RE,

15_)‘ ‘yt—’) $ASA-4-775004: Scansafe: Primary server ip address is not reachable

ERBA B E HTTP AA— R TH, HTTPS R— R TH, 77 A < U ScanSafe r— NIZE)iE T £¢
Ao

WREF7Y a3y RE,

15_)‘ “Jt_:) $ASA-6-775005: Scansafe: Primary server ip address is reachable now

SBA B%E L7= HTTP iR — b & HTTPS AR — R Dili i T 7 A < U ScanSafe — N IZH)@ET& £

IS5—AYt— sasa-6-775006: Primary server interface :ip address is not reachable

and backup server interface :ip address is now active

§@BH 77 A4 <V ScanSafe 4 — NIZEETE <25 L, ASAITREESNTWNA NN I T v
ScanSafe " — N~DOEEH AR LET, Sv 7T v 7 B —NIHBZETE H5681F. TOH—
DT IT 4 77 —\Z7e ) £,

HREFTH O ay RE,
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I5—Ay+t— sasa-2-775007: Scansafe: Primary server interface name :server ip address

and backup server interface name :server ip address servers are not reachable.

B 77 A4 ~ U ScanSafe +—/NZ %, /Ny 7 T w7 ScanSafe 4— NIZHEETEX EHA, &
EINTWDLT 74V DT 7= (fail close & 721X fail open) [ZHASWT, T 7 4 w7
Ry 7INdh, TV FA L7 baid 2 &< Web b —NITEESNE T,

HEAET U 2 3 > ScanSafe — SO S I T & 72 5451%, ScanSafe #% & % fail open (248
WL, F77 4 v 7% ScanSafe — M2 XA L7 b5 873K, Web —NITEELE
T, TOREICED, T 74N E T 7 v a i permit (TEE I NET,

15_)‘ “Jt_:) $ASA-3-776001: CTS SXP: Configured source IP source ip error

SBARESISNTWVWAEZORETLIP T FLRAZHEA L TSXPEHLZ Yy F 7 v 7 LTV AHET
=T —03ELE LT,

* source-ip : P{F T IPv4 £721X IPv6 7 K L A
cQrror : RESNTWVWAET FLAZMEHALTCSXP#fma Yy T v 7 LTS & &E|THRAE
LT —0X A FICET D587 A vE—Y, ROWTAMNTT,

TDOFNRALRAIZBLTWER A,
SREA VA —T oA ADIPT RL AL —FHLEFA,

WRF7I AV AHREETIPT FLADRRESND L HICSXP#ma R ELET, £7-
1T, BETLIPT FLAZRERBR L., T AR — MRRICESWHWTIELWEETTIP T R
VAZBRIRT AL HICLET,

Io5—H% ‘yt—*“) SASA-3-776002: CTS SXP: Invalid message from peer peer IP : error
BB SXP A v B —VEMT L TV DEPICT T =03 84 L& LT,

epeer IP: IPv4 £72131IPv6 DET 7 FL- &
serror @ Ay e— VT ORBEICES T 5 R

HEFT 3 CiscoTACITHEME L THAR— F2Z T T EEN,

Io5—H% ‘yt—*‘) SASA-3-776003: CTS SXP: Connection with peer peer IP failed: error
BRBASXPRET T —MNRAELELL, #itaEL<ty F Ty 7 TE&EHEA,

* peer [P : IPv4 FIXIPV6e OET T KL A
serror : SXP REDOMBICET AT —i%, ROWVWTNNDIEIZARY £,
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776004

776005

776006

776004 ]

-E— RBRZELELOE—FK LA

-fFEL 720

-ETRE—TH LN, BRDHEETIP T RUABFET D

SN=Ta YR ELTEbD LK LW

A= — = ROMIIAA T 4 v T EH & %5

WRT7I2aY MEOEHRETEICELWE—REIPT RUARHDZ EEMRLET,

15—)‘ ‘yt—*“) $ASA-3-776004: CTS SXP: Fail to start listening socket after TCP process

restart.

A NS UF 4 SRV B EHTERNWED, ZOF AL ZDSXP XY E— K FA
ANBHD SXP Rt Y N T v TER AR TEEFHA,

HETH LAy SXPIIEL T A L =T /ML TR HEA X =T ML, VA= Yy
FSERBITE 52 L 2R LET,

15—)( vt—’) $ASA-3-776005: CTS SXP: Binding Binding IP - SGname (SGT ) from peer

IP instance connection instance num error .
BBASXP A T 4 L THEHFT T =R AELE L,

«Binding IP : IPv4 £721XIPv6 DA T 4 7 T KL A

» SGname (SGT) : /XA 7 « > 7 SGT O #SGname 23 H AT HE 72 555 1% SGname (SGT) @
AT/ Y | SGname WMEH TE WAL SGT LW HERIZ Y £7,

cpeer IP: NA VT 4 7 HF(FE LIZIPvA £721XIPv6 BT 7 R LA

« connection instance num : /XA > ¢ V7 D3RG ST SXP HEE DA A K U AFKE

cerror : AT 4T 2T T AR A v -

HIEF7 932 Cisco TAC IZHERE L THR— F2ZIF T EEV,

I5—AwE— 2asa-3-776006: CTS SXP: Internal error: error
FRBA CTS SXP ¥ A7 LIZHNEIRIRFEE R A L £ LT,

s error : SXP WES= 7 —IZBHT 2872 2 v E—, ROWT OO AEEERH Y 7,
-BEAFD SXP #t DIEEITLIP 7 RLRAIFAER TEEHA
-BEAFOBERED/NA T — K X A T IIEECTEEEA
-EETE— ROy 7 4 X2 lb—va VERLTT
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-IPT7 RUANRFIELEEA
793 Cisco TAC ITHEME L THR— R 22T T EEV,

Io5—4 “J‘t’—:) SASA-3-776007: CTS SXP: Connection with peer peer IP (instance connection

instance num ) state changed from original state to Off.

BB HRE SN A VAL U AF L O SXP it CIRIENN A 7 ICEE Sz, CTS SXP &
AT DTN 72 E RN AE L E L,

e peer IP: IPv4 721X 1IPv6 DT 7 KL A

« connection instance num : SXP Bt D A v AKX o AFK 5

« original state : Jt DRI RE

RT3y RE,

15—)‘ ‘y’b-*‘) $ASA-6-776008: CTS SXP: Connection with peer IP (instance connection

instance num ) state changed from original state to final state .

BB HE SNIA LAY U AFE R L O SXP HEEORENET S E Lz,

epeer IP: IPv4 £721LIPv6 DET 7 RL- A

e source IP : 255 5C IPv4 721X IPv6 7 R LA

» connection instance num : SXP ¥t DA A X o AFK A

- original state : JTOHEGEIRRE

- final state : HEFEDFAEIRTE, A T IREBLUSN OB 51D HIRENRE Z HILET,

WREF7Y a0 RE,

IS5—AwtE— sasa-5-776009: CTS SXP: password changed.
B SXP VAT A SNAT— RNERSE Lz,
RT3y RE,

15—)( ‘yt—*“) $ASA-5-776010: CTS SXP: SXP default source IP is changed original source

IP final source IP .

B DT NXA ADSXP DT 7 )V FEETLIP T FLAREEINE LT,

- original source IP : IPv4 £ 721X IPv6 DTDT 7 4 /L hDOE[FILIP 7 KL A

« final sourceIP : IPv4 F£721L IPv6 DL DT 7 4/ FDOEEITLIP T K LA
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776011

776012

776013

776014

776011 ||
iy I N

I5—*Awt— sasa-5-776011: CTS SXP: operational state .
SRBASXPAHSREDEIEIRIENE T INE Lz, ZOMEEIXA 2 — 7 LOGAICORIEL £ T,

« operational state : CTS SXP OIRREN A R —TILINT 4 B —TINNDT7 T 7 2R ELET,
RT3y R,

Io5—4% “Jt—:) SASA-T7-776012: CTS SXP: timer name timer started for connection with
peer peer IP .

B IR E ST SXP XA ~—0EB L L,

epeer IP: IPv4 £721X IPV6 DT 7 KL A, Bifi_R— 2D A Xy M koT Y H—Xi
W Afw— DFEY, UV RNIA AT XA —DFE, T 74/ MPT KL A0.0.0.0
NMERINET,

o timer name : # 1 ~—4,

RT3 RE,

15—)‘ “Jt—:) SASA-T7-776013: CTS SXP: timer name timer stopped for connection with
peer peer IP .

BB fRE S SXP # A v —MF Ik L LT,

epeer IP: IPv4 £721X IPV6 DT 7 RL R, BifsR— 2D A Xy Mo koThU H—Xi
W Afw— DFEY, UV RNIA AT XA —DFE, T 74/ MPT FLA0.0.0.0
NMERINET,

o timer name : # A4 ~—4

RT3y RE,

15—)‘ “Jt—:) $ASA-7-776014: CTS SXP: SXP received binding forwarding request (action
) binding binding IP - SGname (SGT ).

HBASXP BN VT 4 U VR EREZELE L, ERIE, N TS RV v —
DEFDF > b3 T 4 v T OEFEEZSXPICT vu— RF¥ ¥ A hSHLZWHAIT, 1 v TF +
VT =RV = b ESNET,

« action : BN E 7= 1T HIBRERE
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e binding IP : IPv4 £ 721X IPv6 DA T 47 7 KL A
» SGname (SGT) : /31 > 7 1 > 7 SGT O #SGname 23# H Al RE 72 %54 1% SGname (SGT) @
FERUC72 0 . SGname MM TE R WAL SGT L o ERic2 b £,

RT3y RE,

Io—XAw t—:/ SASA-T7-776015: CTS SXP: Binding binding IP - SGname (SGT ) is forwarded
to peer peer IP (instance connection instance num ).
BRBASXP NETIIAAS T 4 U T EEELE L,

e binding IP : IPv4 £ 721X IPv6 DA T 47 7 KL A

» SGname (SGT) : /31 > T 1 > 7 SGT O 1E#SGname 23 I Al RE 72 %54 1% SGname (SGT) @

BRUZ72 0 . SGname M TE WAL SCT £ W O AU R Y £7,
epeer IP: IPv4 £72131Pv6 DET 7 FL- X
« connection instance num : SXP it DA AKX v AFEH

WET7H a0 RE,

Io—A% “Jt_:) SASA-T7-776016: CTS SXP: Binding binding IP - SGName (SGT ) from peer
peer IP (instance binding's connection instance num ) changed from old instance: old
instance num , old sgt: old SGName (SGT ).

FREBASXP 7 —H# X=X TS T 4 VI NEREINE LT,

« binding IP : IPv4 £ 721X IPv6 DA 5 4 7 T KL A

« SGname (SGT) : /31 > F 4 7 SGT OIE#HSGname 73 F ATHE /245341 SGname (SGT) d
JERIZ72 U . SGname 2MEH TE 22 WGEIT SGT L) BRI £,

epeer IP: XA VT 4 U EETTD IPvA L7215 IPv6 7 KL A

« binding’s connection instance num : SXP it » A X A%

soldinstancenum : /XA T ¢ U7 HEE LT i WA VA X U AEK S

« old SGName (SGT) : /31 > T 1 > 7 D> SGT 15 #SGname 23 F AIRE 72 85413 SGname
(SGT) DU/ V. SGname MEH TX 720 GAIT SCGT £ WO BRI Y 97,

WET7H a0 RE,

Io5—4% vt—’) SASA-T7-776017: CTS SXP: Binding binding IP - SGname (SGT) from peer

peer IP (instance connection instance num ) deleted in SXP database.
BB SXP 7 —Z RN— R TS T 4 T BHIBRESNE LTz,
« binding IP : IPv4 £721XIPv6 DA T 47 T KL A

. Syslog # v z— < 722001 ~ 776020



| Syslog # v+—< 722001 ~ 776020

776018

776019

776020

176018 ||

» SGname (SGT) : /XA 7 « 7 SGT O #SGname 23# H AT HE 72 555 1% SGname (SGT) @
ERUZ72 V. SGname 2ME FH TE R WIGATT SGT Lo BRI D £,

cpeer IP: NA VT 4 U TEEIED IPv4 £721XIPv6e DET 7 KL A

+ connection instance num : SXP Ef# DA v A X v AEK &

HRETH O ay RE,

Io5—H* ‘y‘b—*‘) $ASA-7-776018: CTS SXP: Binding binding IP - SGname (SGT) from peer

peer IP (instance connection instance num ) added in SXP database.
FREA SXP 7 —H# RX—R|INA T 4 T BNBINESE LT,

« binding IP : IPv4 £721XIPv6 DA T 4 7 T KL A

» SGname (SGT) : /31 > T « > 7 SGT O SGname 23 I Al HE 7255413 SGname (SGT) @
FERIT72 0 . SGname NMEF TE 2 WAL SGT LW H ERIT2 D 7,

speer IP: XA T 4 T EEITLD IPv4 £721XIPV6 DET 7 RLA

» connection instance num : SXP B&t DA o A X o AEK A

HREFTH O ay RE,

I5—*wt— 9aSA-7-776019: CTS SXP: Binding binding IP - SGname (SGT ) action taken

. Update binding manager.
BB NA T AV TERIZED SXP RS T 4 T v x =V BEHLE LT,

« binding IP : IPv4 £ 721X IPv6 DA 5 4 7 7 KL A

« SGname (SGT) : /N1 T 1 > 7 SGT D1EHSGname 23 A 7 HE 7085515 SGname (SGT) @
JERIZ72 U SGname 2ME ] TE 2 WIGAIT SGT L) BRI £,

sactiontaken : 77 v 3> h—7 1, added. deleted, F721% changed D\ T I TT,

WET7H a0 R,

15_)( v t—:/ $ASA-3-776020: CTS SXP: Unable to locate egress interface to peer peer
IP .

B ASA DY SXP BT ~DH A v Z—T 2 A ABRFASTF ONERFATLI,
* binding IP : IPv4 £ 721L1Pv6 7 K L- X
WRTF7HOOaVSXPET BTN AN —T 4 I TEDLZ 2R LET,
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