Awyt—

4000nn

Syslog * vt — < 400000 ~ 450001

ZOFEF, WO THMEINTHET,

o A vt—137 400000 ~ 409128 (1 ~=—7)
« A v —3410001 ~ 450001 (35 2—)

400000 ~ 409128

ZOETIL, 400000 ~ 409128 D A »E—IIZHOWTHHI L ET,

I5—AYt— 2a5a-4-4000nn: IPS:number string from IP address to IP address on
interface interface name

ERBA A » —7 400000 ~ 400051 i%. Cisco Intrusion Prevention Service DY 7 =F v A vt —
U,

HEE T 2 3> Cisco.com (23 % [Cisco Intrusion Prevention Service User Guide] Z &M L T<
7230,

ABEIOY J—AD ASA TlE, TRXTOT T =F % AvE—URYR—FINTWDbITTIE
HYVFEHEA, IPS A vE—UF, 3T 4-4000nn THHE VD . ROERIT/R Y 5,

number VT =F v E S, SEAINZOWTIX, Cisco.comiZd % [Cisco Intrusion Prevention
Service User Guide] #Z M L T 72 &V,

string VI =Fx AvtE—Y (NetRanger v 7 =F ¥ A vtE—VLIRERLTLTT) .

IP_address Y =FenEAIN e =Y — UE—K T KL A,

interface name| o 7 =F ¥ NESL A L X —T = A ADL T,

WAz R LET

%$ASA-4-400013 IPS:2003 ICMP redirect from 10.4.1.2 to 10.2.1.1 on interface dmz

Syslog 4 v z— > 400000 ~ 450001 .
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$ASA-4-400032 IPS:4051 UDP Snork attack from 10.1.1.1 to 192.168.1.1 on interface outside

ROFIZ, YR—FEINTWEHLIVT=F ¥ Avb—T%RLET,

3R 1:IPS Syslog * v &—2

AytE—UF |(VIZFy |[VIZFr EAML SUZFwBAT
2 ID

400000 1000 IP options-Bad Option List TEE
400001 1001 IP options-Record Packet Route &
400002 1002 IP options-Timestamp 1%
400003 1003 IP options-Security 15
400004 1004 IP options-Loose Source Route 15
400005 1005 IP options-SATNET ID 1%
400006 1006 IP options-Strict Source Route B
400007 1100 IP Fragment %% Pes
400008 1102 IP Impossible Packet ez
400009 1103 IP fragments overlap T
400010 2000 ICMP Echo Reply FEZ
400011 2001 ICMP Host Unreachable R
400012 2002 ICMP Source Quench TEE
400013 2003 ICMP Redirect 15
400014 2004 ICMP Echo Request (GE:
400015 2005 ICMP Time Exceeded for a Datagram &
400016 2006 ICMP Parameter Problem on Datagram B
400017 2007 ICMP Timestamp Request 1353
400018 2008 ICMP Timestamp Reply FEZ
400019 2009 ICMP Information Request 1353
400020 2010 ICMP Information Reply B
400021 2011 ICMP Address Mask Request 175

. Syslog # v tz— <> 400000 ~ 450001
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ao0onn [

Fyt—UF |(VIZFy |[VIZFr EAML SUZFXEA4T
= ID

400022 2012 ICMP Address Mask Reply 15
400023 2150 Fragmented ICMP Traffic iy
400024 2151 Large ICMP Traffic iz
400025 2154 Ping of Death Attack T
400026 3040 TCP NULL flags T
400027 3041 TCP SYN+FIN flags T
400028 3042 TCP FIN only flags T
400029 3153 FTP Improper Address Specified Ty
400030 3154 FTP Improper Port Specified T
400031 4050 UDP Bomb attack Tz
400032 4051 UDP Snork attack iz
400033 4052 UDP Chargen DoS attack Tz
400034 6050 DNS HINFO Request 135
400035 6051 DNS Zone Transfer [EH
400036 6052 DNS Zone Transfer from High Port 15
400037 6053 DNS Request for All Records s
400038 6100 RPC Port Registration 15
400039 6101 RPC Port Unregistration s
400040 6102 RPC Dump 135
400041 6103 Proxied RPC Request Ty
400042 6150 ypserv (YP server daemon) Portmap Request | 3
400043 6151 ypbind (YP bind daemon) Portmap Request fit 23
400044 6152 yppasswdd (YP password daemon) Portmap e

Request

400045 6153 ypupdated (YP update daemon) Portmap Request | |3
400046 6154 ypxfrd (YP transfer daemon) Portmap Request | {33
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Ayt—UF |VIZTFY |[VIZFYEAML SUZFXEA4T
= ID
400047 6155 mountd (mount daemon) Portmap Request IEER
400048 6175 rexd (remote execution daemon) Portmap s
Request
400049 6180 rexd (remote execution daemon) Attempt 135
400050 6190 statd Buffer Overflow Brrg ]

IS5—4A w4tz —<0 4ASA-4-401001: Shuns cleared

B A E U D DEEFOBEBRZ HIBR T 2 7291 clear shun 2~ > KRB AT S 4L E Lz, MkIC X
LY X =T TIT 4 ET 4 DOREERDPFTAISIE LT,

*E;:I;%TO :/ 3 ‘/‘/[Z‘gfcc L/o

I5—Avt— 5asa-4-401002: Shun added: IP address IP address port port
BB shun 2~ RBRANENE LTz, ZOa~vy ROKEHOIP T KL A FHR S iz A 2 b

TY, TOMOT FLRALR—MIAT v arThh, HheBEE3ERE T2 0IEM
SNET, MRS LD vy=0 T T 7 40 BT 4 OREEPFAISNE LI,

*‘Eﬁ?b :/ 3 ’%‘giﬁ L/o

I5—*Ayt— 5asa-4-401003: Shun deleted: IP address

SBAYERR SN2 AR D1 OBPERT —F RX—2pbHlRShE Lz, fikick sy y=27
TIT AT 4 OFEEPFFI S E L,

WET7OaVnBERL,

IJ5—AYE— 9asA-4-401004: Shunned packet: IP address = IP address on interface

interface name

SRBHIP SRC IZ L » TiEFENT-AR R MIHERT —F _XR—ADKRA FThHHT-DIC, A7 v b
DEEFSNE Lz, HHRENZARA NI, ZZCHRENTA v E—T oA AT T 4 v
AEST LI TEEA, LT A F—Fy b EOAARZ MISMA o F—T =4 R
ECHBRENET, HBRSNIHRRA NOT 7T 4 BT 4 OieEBNIRIEES N E L, ZDAy
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401005

402114

402115

ao1005 [

=T L A vE— %ASA-4-401005 ZEHATDHE, ZOFRAMIETDHI AT EFHELL BFE
HLHZEMTEET,

*Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

15—)‘ ‘yt—*“) $ASA-4-401005: Shun add failed: unable to allocate resources for
IP address IP address port port

FREAASA DAEUNBARRELTWET, PR EHTE A,

HET7 D32 CiscolPS I, FlEfs, ZORAZEALES ELET, AFVEZHFAAL
THERRZ FEYCHEM T 57 £7213 Cisco IPS IZ L > THERMNEH S o DAL £77,

Io5—4% ‘yt—:)%ASA—4—402ll4: IPSEC: Received an protocol packet (SPI=spi , sequence

number=seq num ) from remote IP to local IP with an invalid SPI.
« >protocol : IPSec 7'& k =2/L
e>spi i IPSec DEF a2 VT 4 NTA—L AT VTR
 seq num> : IPSec > —7%7 A& =
eremote IP> : h> RN DYE—hK T RKRA L FDIPT RLA
« >username : IPSec b > R/VIZEEA I BTV H 2 —H 4,
elocal IP> : b prrdu—Jj)b = RKARA L FDOIPT KA

ERBA SA T —H RX—RAZFE LRV SPI Z45E L T 5 IPSec N7 v hEZ[FELE L, Zh
I, IPSec BT []D SA DT — 2 T DT NRMEIL L D —Re 7 RRED, Fizidn—Hh v
SADHEMNFK T, 72, IPSec ETIZL > TRER Ny hRREENT-Z L aRT 2L
LHVET, IRNBHBO—HOLENRHY T, ZOXAyE—I1F, SHICIREILMERS
RN E D IZHIBR S TVWET,

WRF7HSa300—TILSANEESNTZZ L&, ETIEEM L TOWARWATEEMENRH Y 9,
B LWER RS T — NV L= FINDIESL SNV GG, 2 00 BT NIERIZH & FEMSL T 5 2
ERBHYET, HHVIE, BEORAENEHIRICE EE 620 EE1T., BEa iRl L <
BB, FHIIE T OEREEICERWE DY ET,

I5—A4Y4t—sasa-4-402115: IPSEC: Received a packet from remote IP to local IP
containing act prot data instead of exp prot data.
SRBAMTF SN ESP~ v X — D720 IPSec /N7 v b aEZELE L, ET7IE, #Fvm—h&
NIt Fa )7 4 BY o= —H LRV Sy MERIER T, IR E R LT ThE
PERHY 3, ZOA =23, SHIZIELIFRENRVE D ICHIRSATWET,
eremote IP> : o FILDYET—F =2 RRA L FDIPT KL2A
elocal IP> : b prrduE—H) =2 KR FOIPT RLA
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« >act_prot : 321§ L72 IPSec 7'u k= /L
« >exp_prot : FFF X7z IPSec 7’1 k2L

RT3y ETOEHEICBHWEDELZE N,

15—)‘ “Jt—:) $ASA-4-402116: IPSEC: Received an protocol packet (SPI=spi , sequence
number=seq num ) from remote IP (username ) to local IP . The decapsulated inner packet
doesn’t match the negotiated policy in the SA. The packet specifies its destination as
pkt daddr , its source as pkt saddr , and its protocol as pkt prot . The SA specifies
its local proxy as id daddr /id dmask /id dprot /id dport and its remote proxy as id saddr
/id smask /id sprot /id sport .
BN TR AR ST IPSec /8T v R 3R I m— FENTZID & —HE L EE A, BT
IDEFX2 VT4 TYVE—Ta BB UTHO N T 7 0 v 7 2R EP T, Zhud, BT
EBEFa VT4 TV vm— g VERT T — R EK TH D0, BEO—OBE Td 5 iTHE
HERHYET, ZOAyE=I1F SHICTELMFRRSNRVE S ICHIRENTHET,

« >protocol : [PSec '@ k =)L

e>5pi : [PSec DEFXF =2 VT 4 NTA—=H LT v I A

e seq_ num> : [PSec > —7 L A&EE

sremote IP>: N FXNVDVE—K 2 RKFA L FDIPT RLA

e >username : IPSec h > R/VICBES T BT D 22— W4

elocal IP> : b D BE—H)L T2 KRAL L FOIPT KL A

* pkt_daddr> : B S EIALIEER ST Ty RINB DT R LA

* pkt_saddr> : U 7T RIALIRER S T2 8Ty RIRDDRIEILT R LA

* pkt_prot> : I T EIMULIEBRS TNy EINBD N T U AR— K Fr hajn

¢id daddr> : 2 —H/L Fa X P T RLX

*id dmask> : =—H /L O X P YT Ry b v R

«id dprot> : =—H /)L FuX L FNT AR — K ' han

«id dport> : B— L FuF T R — b

*id saddr> : YE— bk 7BF T IPT FL R

eid smask> : Y E— K 70XV IPH TRy b v A

*id sprot> : UE—h Y%L T AKR—K 7r han

«id sport> : UE— h ¥ HK— |

WRF7HI a2 ETOFHEICENEDET, A v—0OFREELLE L ET,

15—)‘ “Jt—:) $ASA-4-402117: IPSEC: Received a non-IPsec (protocol ) packet from
remote IP to local IP .

BRI Ny MEZ U7 R~y 7 ACL & —E L7243, IPSec TH 7ML ENTWEHA.
IPSec E'7 130 FE/MEEN TRV y FEFEFEF T, ZOTT—X, ET7ORY v —
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402119

ams [

vy by T 2T —RRRTRETHIZERHV ET, 72 xE, A v F—T = A AF—
k23 ~Dli 5t Telnet 877 4 v V12T 2ZETHEICT 7 AT U — L EHETETET,
IPSec Br B 2 THTIT Telnet ZEH L T, B"— F 23 ETHBA v X —T = A AT 7 BAL
Xo&ToL, ZOAYE—UBRERRINETN, FA— k23 ANDOHINEA v F—T = A AT
®T D Telnet /21X N T 7 4 v 7 OFHITFRSINEFAL, ZOTT—F, WBERTIED
HVET, ZORXAyE—IlE, INLDOERULATITAERINEEAL (T 21X, ASA 1~
H—T A AREK~D T 7 4 v 7 OEEITAEKRSNERA) . TCP I XN UDP Z3K % BB
T 5 A vE— 710001, 710002, FBLUNT710003 ZBHL TS EEN, ZOAyE—I1F, 5
Iz 1 EILOFERENRNE I ICHIBEhTVET,

« >protocol : IPSec 7'1 k =2/L
eremote IP>: o RADYE—bF = RARA L FDOIPT RLA
slocal IP> : b DR —H) T2 KRAL L hOIPT KL A

WR7Ia2 ETOFHEFICHNEDET, AU —0FRERLKLET,

Io5—H% ‘yt—:)%ASA—4—402118: IPSEC: Received an protocol packet (SPI=spi , sequence
number seq num ) from remote IP (username ) to local IP containing an illegal IP fragment

of length frag len with offset frag offset .

SRBA Y 7 AR K472 IPSec 237 > M, 128 54 RULFOAZ7E Yy hDIP 75 7 A K
BEENTWELEZ, NNV arDIPRECOEX 2T 4 7T—X%77F ¥ TiE, V7%
VT VKL LT AT OICEINIP 7T A N ATy ME 12885 BT A Z L AR
LTWET, ZHTKHBO—HOLBERHY £T, ZOAvE—UiE, SHICIEILARRS
RN E D ITHIRENTWET,

« >protocol : IPSec 7’1 k= /L

e>5pi 1 [PSec DEXF =2 VT 4 NTA—=H LT v T A

e seq_ num> : [PSec > — 7 A &E =

eremote IP>: F RNV DYE—F = RRA L FOIPT LR

« >username : IPSec b > R/VICEHEHT BTV D2 —HF4

elocal IP>: RO —J) T RRA L FDIP T RLA

sfrag len> : IP 77 7 A bR

s frag offset> : [P 77 7 A N A7y b (N1 1)

WRF7HIay VE—F ETOEHEIWEDE T, A —0ORELLELET,

15—% ‘yt_:)%ASA—4—402119: IPSEC: Received an protocol packet (SPI=spi , sequence

number=seq num ) from remote IP (username ) to local IP that failed anti-replay checking.

SHEAY — 4 v AFZ TN IPSec /Ny R EZIELE Lz, B 7. DEficiH S - mhe
MWDBHDH L —r V AFZBENEGENT Ny NERERTT, 20X vyE—, T ANRTR
HHENADY— L AFEEDIPSec N7 v baeZE Lt &R LET, O/ y NI, FHE
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MDD HED—H L LTIPSec IRV BEHEISNET, DA yE—Uik 5BIC1REILAFR
SRV E D ICHIR SN TVET,

« >protocol : IPSec 77 k =2/L

e>5pi : IPSec DEFX 2 UT 4 NIA—F AT v T A

e seq num> : IPSec > —%47 A&

sremote IP> : FRNLDUE—K = RAKRA L FDIPT KL A
« >username : IPSec k> R ZEEAT T SN TV A2 —H 4
elocal IP> : b dDuE—H) T2 RARALA L FOIPT RLA

HET7H a0 ETOFEEIIBENGDELL SN,

ITo5—H* ‘y‘b—*‘) $ASA-4-402120: IPSEC: Received an protocol packet (SPI=spi , sequence

number=seq num ) from remote IP (username ) to local IP that failed authentication.
SRBAIPSec /N7y M EZELENEIRCKRLE L, Ny NI Rey 7 EnEd, Ny
MEIHREFIZIEIE U722y, B 7 B3 ERh 72 IPSec /X7 v & E[FE LTV D AMEMERH Y £5, =
NNy "OEL ZRILETNLZE LEHA, WEERLTWAAREELRH Y £9, =
DA =, SEIC1TEILOARRINZ2NE D ICHIRETWET,

« >protocol : IPSec 7'& k =2/1

+>50i : IPSec DEF 2 VT 4 NRIGRA—H AT v T R

s seq_num> : IPSec ¥ — 7 A&

sremote IP>: N XNV DYE—K 2V RKEA L FDIPT RLA

« >username : IPSec b > R /UIZBESIT STV B 2 —HF4

elocal IP> : b DR —H)N T2 KRAL L FOIPT KL A
WRT VL a2fE LIy FORBIERBDZVEAE, U E— BT OFRFICBHOE
LELEEN,

15—)‘ “Jt—:) $ASA-4-402121: IPSEC: Received an protocol packet (SPI=spi , sequence
number=seq num ) from peer addr (username ) to Icl addr that was dropped by IPsec
(drop_reason ).

BN T ALIRER T D IPSec /N7 v b EZAZ LIZA, £ DT v R3IPSec 7 U AT AT
FoTHRTHEESNE Lz, Zhid, ASA DREEIE ASA Db DOIZRENFES S lHe
WERDDZLERLTVET,

« >protocol : IPSec 7’1 k=)L

e>spi i IPSec DEF a2 VT 4 NTA—LX AT VTR

* seq_ num> : IPSec > —7 L A& =

epeer_addr> : P RADYE—F T KRS FDIPT RLA
« >username : IPSec b > R/VICBIHA I BTV D 2 — 4
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402123

402124

awnz2 i

elcl_addr> : RO —H)N = RKKRA L FDOIPT RLA
« drop_reason> : /37 N ASFEHE S ALTZ A

WET U o3 VREBRR L7206, Cisco TAC IZBRWEDHEIZS W,

IS—A4v t— sASn-4-402122: Received a cleartext packet from src addr to dest addr

that was to be encapsulated in IPsec that was dropped by IPsec (drop reason ).

B IPSec TH 7ML T D7y hEZEFELE LT, 2037 > RS IPSec 17 AT L
WCH o THTHRIESNE Lz, 2L, ASA OBREE I ASA D b OIZMENFET 5 A
BHERHDLZ L ZRLTVET,

esrc_addr > : EECIP T LA
o« dest_addr > : 565> 1P 7 KL &
e drop_reason> : /N7 M HIFEHE S AT K]

T D L3 VRBENRR L72WEE | Cisco TAC [ZBMWEDHE S IZE W0,

15—)‘ Y t—:/ $ASA-4-402123: CRYPTO: The accel type hardware accelerator encountered

an error (code=error string ) while executing crypto command command .

HBAN—RU T T T L —FEHEH L crypto 2~ ROFETHIZZ T —BRH S hvE
Lic, 7787 L—42OMEEZR L TCWDHREERH Y £T, 20X TDOxT—1F, SFZ
FERBHATHRALES, 20X ye—Vid RROHEIEKLSX I ZT 78T L—F %
VoA ERRLET,

saccel type: N— R =T T2 L—& ZA T

s>error_string: =9 — DX A S HIRTa— R

e command : =7 — %R LR Ea~v > R

T U L3 VRENRR L7220 Cisco TAC IZBMWEDHE S IZE W,

15_)‘ Y ‘t’—:) $ASA-4-402124: CRYPTO: The ASA hardware accelerator encountered an error
(Hardware error address, Core, Hardware error code, IstatReg, PciErrReg, CoreErrStat,
CoreErrAddr, Doorbell Size, DoorBell Outstanding, SWReset) .

BB S N— Ry =7 Fy INERZT—Z2WMELE L, Ty 7DREERRETH L Z & E27R
LET, ZTOAvE—UNLOERIL, iFHERVIAA, BEEZILIIONTEHLOICLE
T, ZORESRHEND E, BEETF v 7N Uy hEN., MHIBIZASA OREEE kR C& £
T, Flo, ZOMEIRH SN L EOBFEREN, 77 v v a EOW ST =47 T 4 L7
FMUICEZAEN, I6RLET Ay VIEREZRIELET, 20X vE—VIF, S A—F
U TICEETARODE D X ESERNRNT A= RNEETNTWVET,
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« HWErrAddr> : ~— K7 =7 7 KL A (5T v 712 & - TRE)
«Core> : =7 —NFAELTWHIEF 2T

* HwErrCode> : N— RV =7 =57 — a—F (5T v 7L > THRE)
« IstatReg> : BV IABLAT —H A LY AKX (W5F v Ik > TRE)
« PciErtReg> : PCI =7 — LY A X (BE5F v 72k » THRE)

s CoreErrStat> : 27 T — A7 —H¥ 2 (BT v 72k > THRE)
 CoreErrAddr> : =27 =7 — 7 KL A (55T v 712 L > THIE)

* Doorbell Size> : FFr] SN HMEH a2~ NORKE

* DoorBell Outstanding> : #LERfFH DHFE 2+ > KL

* SWReset> : 7 — MNMEDK ST >~ 7 Ut v FMa¥k

G¥)

The %ASA-vpn-4-402124: CRYPTO: The ASA hardware accelerator encountered an error (HWErrAddr=
0x40EE9800, Core= 0, HwErrCode= 23, IstatReg= 0x8, PciErrReg= 0x0, CoreErrStat= 0x41, CoreErrAddr=
0x844E9800, Doorbell Size[0]= 2048, DoorBell Outstanding[0]= 0, Doorbell Size[1]= 0, DoorBell
Outstanding[1]= 0, SWReset=99) = 5 — A v & — 1%, AnyConnect D[ij#H &, AnyConnect 3.1.x
2T 7T L= Ry DR EZ R LET,

WR7HI a2 Ay E—VDOERE CiscoTACIZHEEE L, S50 E I L T 72 &0,

Io—XAw t—:/ $ASA-4-402125: The ASA hardware accelerator ring timed out (parameters
) .

£5%BH IPSEC DRk 1V > 7 F 721% SSL/Admin DFER 1V & BT L TWRNZ & &I R
FARNPRELE L, 2F0, BT v 7BHREL T isnE BbitEd, ZoRERKE
ENd L, BEFv 7Ny b, MIBICASADHEREZ K T £7, £72, ZORENR
B SN2 & E DR ZBREN., 77 v 2 bOWST =447 74 L7 FUICEZRAEN, &
LD TNy JiERERIELES,

«>ring : IPSEC U > 7 £ 721X Admin V > 7
s parameters> : IRD LBV,

- Desc> : Gk 7 R LA

- CtrlStat> : i)/ 27— % A {H
- ResultP> : IR A > ¥

- ResultVal> : FXZh{HE

-Cmd> : Bf5a~v 2 R
-CmdSize> : a2 ~v 2 K H A X
-Param> : A~ K XT A —X

-Dlen> : T —4 F
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402128

awnz [

-DataP> : 7—% KA X

-CtxtP> : VPN 22T F 2 K iR A X

-SWReset> : 7 — MEOWEETF v 7 Ut v Maldk

HET7Ia30 A= OFERA CiscoTACIZHEE L, SLAD O EZKIH L T Z &0,

Io—Aw t—30 sASA-4-402126: CRYPTO: The ASA created Crypto Archive File Archive
Filename as a Soft Reset was necessary. Please forward this archived information to

Cisco.

BREAN— RU = 7K 5T v 7 CHRE LORBER R S4vE Lz (syslog A v & —7 402124 35
FN402125 #5H) , BT OMEEZ I HIZT Ny 7357202, BUEOK F/N— KU = 75
B ON—Roz7 LUVRAIBIUOR SR =2 FY) 2G0T =047 77 A VAR
SNFET, 7—FRZ, 7T v a 77 A VAT A BT erypto_archive 7 4 L7 kU 23 HEf
FNCIERR SN E L (FRICHFEEL TR E8E) o 20T 4 L7 FUIZE, K250
W7 —AT 77 ANVPHFIETEET,

e >Archive Filename : 5 57— A 7 7 7 A VDLEL, BT —0A47 77 A4 LVDOL4HEIN
crypto_arch x.bin LW HEXTF, ZIC, xiT1 £41F2TT,

WEBT7HLa VST —H AT 77 A% Cisco TAC IZHEE L, SO0 ZkiE L TL
fiél/\o

15—)‘ v t_:/ $ASA-4-402127: CRYPTO: The ASA is skipping the writing of latest Crypto
Archive File as the maximum # of files, max number, allowed have been written to
archive directory . Please archive & remove files from Archive Directory if you want

more Crypto Archive Files saved.
BRI N— RU = TR 5T v 7 CHRE LORER R SN E L (X vB'—Y 4402124 BL O
4402125 % 2M) . ZORA v E—UIE, RBOWEST =047 7 7 A VBT TITHFEL T
Tl BT — AT 77 ANNBEZRAENRPoT2Z EEZRLTHET,

emax_number > : 7 —HA A7 T4 L7 MUTHFAISNTND T 7 A VORRE (BAET 2

WCRESNTHET)

« >archive directory : 77— 47 7 4 L7 KU D4R
HWRTH 2 a VURNCER SN BT —h A7 7 7 A /L% Cisco TAC (Z#55 L £ 9, LLAT
WA SN T —HAT7 77 ANVEHERLT, BIOT —HAT7 77 A NVEEZADLI ENT
XHE2CLET WETHL EEDNIELE) .

15—% v t_:/ %ASA-5-402128: CRYPTO: An attempt to allocate a large memory block

failed, size: size , limit: Iimit
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FiBA SSL #t CRFAEZ A 2 AE Y OEMPREAL LN TWES, BRBEGINE L,

eSize: HVHBTHNLEHIELEATY Ty DY A X
olimit : FFEE D Y TAT Y OKFA X

WRT7HIaAVIDA v —UN3EHEFRREINDIEEIL, SSLY— B RIEMMBCE N HEFT L
TWABABEMENRHV ET, VE—FNETOEBREEIIZT v 7TA N =207 v X =28
S bhEL &,

I5—AwH— 2asa-6-402129: CRYPTO: An attempt to release a DMA memory block failed,

location: address
SREBNEY 7 N =T =T AELE L,
eaddress : fiffisiLL o L L727 RLX
HEEET U 2 3> Cisco TAC (ZHifE LT, HAR— hMEZIFTIIEEN,

Ia_)‘ Vi ‘b_:/ $ASA-6-402130: CRYPTO: Received an ESP packet (SPI = XXXXXXXXXX, sequence

number=xxxx) from 172.16.0.1 (user=user) to 192.168.0.2 with incorrect IPsec padding.

B ASA D5 N—R Y =7 7787 L— TR REOIALT — X 51 IPSec /37 v b
Wi SIVE LTz, ATTVPN 7 74 7 b Tl IPSec /37 v s OIDIAL R RETNIATHN
DEENRH Y ET,

« Pl ATy MICEEEMTT ATV % SPI
« sequence number : /37y MIBEATT BV TN D v —7 v A E S
e user : — Y4 LTS
e padding : /N7 B OMDIALT — X
HRETIL3VIDRAyE—URARETHY | ASA OREMNR SN TOVRWES . ATT VPN

TIAT V"B L TCWABEEIIVPN 2 SA T N V7 b0 =T DT v 77 L— KB
BUIRDBZENDHY T,

15—)‘ v t—:/ $ASA-4-402131: CRYPTO: status changing the accel instance hardware
accelerator's configuration bias from old config bias to new config bias .
FAN—RNT 2T 77T L= a VERED ASA TEAHRENE L, O ASAT' T v |
TA LI, RO R 2T T 7T LI RBHVET, N RNT =T T 7T L—
2 DL LI 1D syslog A v E—URERKSNVET,

« status : success F 7213 failure Z/x LE T
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402140

402141

402142

402143

a4 i

caccel_instance : N— KU 7 T2 ETL—FDA L AKX

Ean===

« old_config_bias : VB E

BN

« new_config_bias : #1 L\ &% /&

WR7IOIVEREEZEF LI ELTT 7B L—FDOWNTNUONKIRLTI=HET, ¥
JIEM AL L, Cisco TAC IZHIfE LT 723V, EENBELLELGE, Y7 b7, &
EEEZERRERITLET, TR LESEA. V7 b Y =TI Ofk A 7 A1
T =Ry LET, "= =T T ET L —FOERCITEREIRKT H5EE, N—F
U= T DOEEEZR LTS AREERSH D 97,

IT5—AwHt— easa-3-402140: CRYPTO: RSA key generation error: modulus len len
St RSA AR — ~T7 DAMRFIC =T =N AELE LT,

elen: By MR TRLIET IA L EV 2T ADRE
HEIET7 U 32 Cisco TAC IZHERKE LT, vR— FE2ZIF T &N,

IS5—4 ‘y’b-*‘) $ASA-3-402141: CRYPTO: Key zeroization error: key set type , reason

SRBA RSA AR — XT OERFICZ T —NRELE LT,

* type : WDOWNT DX — 1y b A7, DH, RSA., DSA. unknown
sreason : PHILZ2WEBfbte vy a s 247

HIEF7 U 32 CiscoTAC IZHRKE L T, VR— FE2ZIF T EEN,

15_)‘ “Jt_:) %ASA-3-402142: CRYPTO: Bulk data op error: algorithm alg , mode mode
ERBARI R — I = T =3 A L E LT,

* Op : encryption F 7213 decryption DVNT I DHEAE
calg: OWTNHDOREE(LT /L= U X2, DES, 3DES., AES, RC4
s mode : IROWTNNDE— R, CBC, CTR, CFB, ECB. stateful-RC4, stateless-RC4

HEET V23 Cisco TAC I LT, BAR— FE2ZIF TSN,

I5—Awt— 3aSA-3-402143: CRYPTO: alg type key op
SRBAFE PR — A E I = T — 3B AELE LT,
«alg : RSA £721X DSA ODWT DK SET LT X A
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* type : public F 721% private DWW TN DOF— H AT
* op : encryption ¥ 721% decryption DT I DHEAE

H2T7 5 2 3> Cisco TAC IS LT, HK— R &#Z T T RS,

Io5—4% “Jt—:) %ASA-3-402144: CRYPTO: Digital signature error: signature algorithm
sig , hash algorithm hash

AT VA NBLAOEKPICT T —RRAELE L,

*Sig: RSA £/ X DSA OWTNOBLT /LI Y XA
shash : ROWNWT D /Ny = T4F Y XA, MD5, SHAL, SHA256, SHA384, SHAS512

HE27 5 2 3> Cisco TAC I LT, Y K— R &Z T TS,

I5—AwH— 9ASA-3-402145: CRYPTO: Hash generation error: algorithm hash
BNy o AT T R AELE LT,

shash : IROWTINND /Ny = T Y XA, MDS, SHAL, SHA256, SHA384., SHAS12
#AET7 Y a3 Cisco TAC [ZHAE LT, YAR—FEZITTIZIN,

I5—X*Y t— $ASA-3-402146: CRYPTO: Keyed hash generation error: algorithm hash ,
key len len

S —frE ANy VT -0 ELE LS,
ehash : IROWT DD NNy > 2 7)Y X A, MD5, SHAL, SHA256. SHA384, SHAS512
elen: By NEfIOF—DRE S

RT3 CiscoTAC IZHEHME LT, VAR — F 22T T IV,

15_)( “Jt_:) %ASA-3-402147: CRYPTO: HMAC generation error: algorithm alg
S HMAC O =7 =" RAELE LT,

salg: MOWT D HMAC 7 /v =Y X, HMAC-MD5, HMAC-SHA1, HMAC-SHA2,
AES-XCBC

RT3 Cisco TAC IZEE L T, VR — F&2ZT T EEW,
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402150
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403102

a4 [

I%—;( Vi t—“/ $ASA-3-402148: CRYPTO: Random Number Generator error
BEBIEK Y = R L— X TR LE LT,
HEF 5 3 Y Cisco TAC M LT, HH— h&ZF TS,

15—)‘ “Jt—:) SASA-3-402149: CRYPTO: weak encryption type (length ). Operation
disallowed. Not FIPS 140-2 compliant

SHEA ASA IZ. 2048 B FORI#iD RSA F—F 721X DH 7 v—7 1, 2. F/iZ52EHL LD
ELELE,

« encryption type : 5L % A 7
e length : RSA ¥ —K F£ 721X DH /' V— 7%=

WRFH a7 L2048 By RO RSA X —% T 5 X 9510 ASA 7213587 7
= a VERETDH, 1L 2. FRESUAODH V=T ERELET,

15—% v t_:/ %ASA-3-402150: CRYPTO: Deprecated hash algorithm used for RSA operation
(hash alg ). Operation disallowed. Not FIPS 140-2 compliant

SREAT U X NVEERAE DO ES F 7213 FIPS 140-2 3B EDKGEIL, FFRTE Wy o 73l
ALEPMMEHENTHET,

- operation : B4 F 7 I IMRGE
shashalg : FFACE ARV Y V2 7T Y XADLH

W73y FOXNVIFERAEDEL F 13 FIPS 140-2 FREDREFC, R/NBEOTFE TREZ
Ny T2 TN ALEFHL TS Z &AM LET, SHA-256, SHA-384, I35 UNSHA-512
NaEFENET,

15_ A “J‘t’_:) %$ASA-4-403101: PPTP session state not established, but received an XGRE

packet, tunnel id=number , session id=number
SHBA ASA 23, KIST AR v > a3 DRV PPTP XGRE X7 v 225 LE LT,
HRT O a s BEPFER LW ETEL, Cisco TAC IZBRWE D 2S00,

15— * “J‘t'_:) $ASA-4-403102: PPP virtual interface interface name rcvd pkt with

invalid protocol: protocol , reason: reason .
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SHEA 71 h 3L T —)L RRERN R XGRE B 7B ALPPP Ny hEEY a— A RZELE
L7,

WET O a3y BENMER LR WEATE, Cisco TAC IZBBIWAhEL EE 0,

I5— * ‘yt—Q $ASA-4-403103: PPP virtual interface max connections reached.

B £V 2 — Vi, BIOPPTP R 22 T AND Z EidTE A, BERITAENI/RD T
< unJDébehiﬂ“o

WET7H a0 R,

I5— A “J‘t’—:) %$ASA-4-403104: PPP virtual interface interface name requires mschap
for MPPE.

SHBA MPPE IR E SN TWE L7228, MS-CHAP #EE R ESNTWERATLT -,

#4274 < 3 > vpdn group group_name ppp authentication =< > K& fii - T, MS-CHAP i
ZBMLET,

I5— Av+t— 2asa-4-403106: PPP virtual interface interface name requires RADIUS
for MPPE.

ZHBA MPPE IZRE SN TWE L722%, RADIUS FEENHE SN TWVWERA TL,

#2427 4 < 3 > vpdn group group_name ppp authentication =~ > K% > T, RADIUS &7
ZEMLET,

I5— AwH— 2asA-4-403107: PPP virtual interface interface name missing aaa server

group info

B AAA P BERREZ R TE £HE A,

H#E2R T 2 2 3 > vpdn group group_name client authentication aaa aaa_server_group =~ > R %
flio T, AAA F— N FHRZBEMLET,

Is>— A “Jt_:) $ASA-4-403108: PPP virtual interface interface name missing client ip

address option

B 9A4 7 FIPT RUVA F—UEFRPARE L TOVET,
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3109 [

#2427 4 2 3 > vpdn group group_nameclient configuration addresslocal address pool_name =
<V R&EMEN, IPT FLR F—UFRZBMLET,

Io5—H% vt—*‘) $ASA-4-403109: Rec'd packet not an PPTP packet. (ip )

dest_address=dest address, src_addr= source address, data: string.

SRR T o — TR A X N ERTRREMR D D A TS —T 4 T ENTZPPTP Ny h B
fELFE L7,

WETF7HLay ET7OEHEICRIVWEDLE T, PPTP a2 7 4 X2 L —2 g URELTERBLE
7,

I5— Avt— 3asA-4-403110: PPP virtual interface interface name , user: user missing

MPPE key from aaa server.

SHER AAA — 33, MPPE =LA Y o —DEy N7 v A2 E 7 MPPE ¥ — B4R LE
HATL,

HET IS 32 AAA YV — " REZMHR L ETAAA —303 MPPE ¥ — @M 4 K8 e 056
1. %4>V 2 vpdn group group_name client authentication local =~ > F&Z# AJjLTr—H /L
AREZ ] L £

15_)‘ “Jt_:) %ASA-6-403500: PPPoE - Service name 'any' not received in PADO.
Intf:interface name AC:ac name .

SMEBASAD, A VX —Fy NP —ER TN X —DT VA a2 ha—F/ 50 PPPoE
P—rRanyZERLE Lz, —ERX 72 L X =L DIREIITMOY— ARG ET
WETH, —ERaylFEEh W EFA, 2T, 7 e b aloEEOR—E T, PADO
ANy MIEFICUBEINT, #Eirdro—a UBITSIVET,

*‘E%%?g :/ 3 \J‘/IZ‘%:%:E I/o

IS—XAw t—:/ $ASA-3-403501: PPPoE - Bad host-unique in PADO - packet dropped.

Intf:interface name AC:ac name

B ASA L, AR MEAMEMHINDID AT 7 ER Ay br—JIC¥ELELE, T/E
A avia—Fi%, BRHEFAMEAMETIHRELE L, ASA X2 OIREICHIST Dk &
REFBUNCTEXFHATLE, Ny MIEEIh, BExrdvo—ya Vidgkisng L,
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WREF7Iav A Z—Xy b =R Ta M F—=ZBRWEDbELZE N, =R 7
R, Z—=DT 7'A aryha—FR0FKA NEFEOUEZFR > TWBHH, F721% PADO /X
oy RBRIETT,

Io—XAw t—:/ $ASA-3-403502: PPPoE - Bad host-unique in PADS - dropping packet.

Intf:interface name AC:ac name

A ASA L, AR MEAELIFEINLSID 2T 7 A 2 bu—FICEELELE, T2k
A Ay bur—=71% BELFANEAETEELE Lz, ASA LI OISEITHIET % it
REBHTEEETATLE, N7y MNIBEFESH, #irTvo—ra Viddiish £ L7

WR7Iav A X —Fy b P—ER Ta M X —ZBlWEDELZE N, h—ER T
ONRAZ—=DT 78R ary ha—FRKA MNEGEOMEZFRE > TWDH, F721% PADO /3
7y FSVRIETT,

Is—)( ‘yt_:) $ASA-3-403503: PPPoE:PPP link down:reason

SBAPPP U I/ BRA T LE LTz, TUMNEATAHRKIIEEZ H 9, KOOERICER
SN5EHIL, PPP 225 DOBH OBE T,

WRET7O a0 Xy NU—7 Vo7l T, VPRI TND 2 2R LET,
TR Ay PL—EZRE T L TWAEIERHYFET, BiE7 o hany T /2 o
BV RL—F L —HL, ARTESNAT—=RRELWZ L AR LET, ISPEiERy hU—
7 YAR— MY EFIC OISR AEER LET,

I%—)‘ ‘y‘b—*‘) $ASA-3-403504: PPPoE:No 'vpdn group group name ' for PPPoE is created

#%BH PPPOE TliX, PPPoE &t v i a »ZBlMT DA, XA YAT UM a7 4F¥alb—g
URMETY, a7 X ab— g T, XA YR Y v— PPPREGE, =—W
4. BEXOASAY—RFELRETLOIMLERH Y £3, IROFITIX, ASA% PPPoE # 1 Y /LT U
MIZEE L E 9, my-username 2~ > K LN my-password 2~ > R, LE THiviX PAP
LT, 772 avky M—Z ORI S E T,

I &R L ET,

ciscoasa# vpdn group my-pppoe request dialout pppoe
ciscoasa# vpdn group my-pppoe ppp authentication pap
ciscoasa# vpdn group my-pppoe localname my-username
ciscoasa# vpdn username my-username password my-password
ciscoasa# ip address outside pppoe setroute

#2274 3> PPPoE IZ VPDN /' /L— 7% HELET,
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403506

403507

\}

a03505 ]

I5—*Awt— 2asa-4-403505: PPPoE:PPP - Unable to set default route to IP address

at interface name
SBEE . Z DA v E—UIZi [default route already exists| &9 A »E—U D& 77,

WRF7HavBITOT 740 b b— FEHIRT 50, F72013 setroute /37 A —Z ZHIER L
T. PPPoE & FEITHRELI-L— S LWE I LET,

IJ5—AYE— 3ASA-4-403506: PPPoE:failed to assign PPP IP address netmask netmask

at interface name

SR O X v — 121X, [subnet is the same as interface] £ 721% lon failover channel] & VY9
A=V DONWTIPDRHE £T,

WRT O aVRPOGEIT. BAEORER LT FLAZEELET, 2 &HOBAIT.
TG — N [ B —T = A APUNDA 2 F—T = A AZPPPoE A ELET,

15—)‘ W) t—:/ $ASA-3-403507: PPPoE:PPPoE client on interface interface failed to

locate PPPOE vpdn group group name

£iBA pppoe client vpdn group group_name =< > KZ A JJ LT, A » ¥ —7 = A A _L® PPPoE
7 T7AT 2 FINRFEDVPDN 7 V=TT X O ICRETE T, VAT LOEHIIFIZ,
FRE LIZ4EID PPPOEVPDN 7 /L — 7 RO 2o 1o, ZOA v —U RN ERENE
D

sinterface: ¥ A v Z—T = A A D PPPoE 7 T A 7 2 MIEENIA L=
s group_name : A >4 —7 A A D PPPoe 7 74 7 > k@ VPDN 7 L — 74

WET7VaVROFIEEFEITLET,

1. vpdngroup group_name =~ > K& AJjLC, #4%7 VPDN 7/ /Lv—7%BIMLET, 7
n—/\L a7 4 FXal—vay EB— RTHAYNLT T KPPPoE ZE KL, +XTHT
N—T" T aRT 4 BN L ET,

2. RSN A 2 —7 = A Am 5 pppoeclient vpdn group group_name =~ > K& HIR L £
T, ZO%E. PPPoE Y 74 7 2 ME, EHRIFEHDIA)D PPPoE VPDN 7 /L — 7 ZfEH L
koL LEd,

GE)

TRCOETRNREIL, ipaddresspppoe 2~ RE AN LTA v H—7 = A A LD PPPoE 7 7
AT NEFEE) LIRICRY AR 7,
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15_7‘ W) t_:/ $ASA-4-405001: Received ARP {request | response} collision from IP address

/MAC address on interface interface name with existing ARP entry IP address /MAC address

SREA ASA DS ARP X7y FEZELELENS, X7y FOMACT FLARARP v v =
T FNY ERSTVET,

WRTHLAVIDORNT 7 4 v ik, EUTHLIEA DB, ARPRA X =1 7B HHELT
FChd L ERTHA LB T, %ETMACT FLRERRLTAY v hO%E12H
BIL., 20/ v MAEDREA MUB LTS E S el T,

I5—*vt— 5asn-4-405002: Received mac mismatch collision from IP address
/MAC address for authenticated host

REAZ DNy NI RO ELLNDFREDOGEIZFRINET,

cASAIZIP 7 RL AR U, MACT RLARZED vauth =2 F U D 1 D& (3R 7R %%
7y MEZELE L,

* ASA [T vpnclient mac-exempt =~ & F& R E L £ L7z, BRIFVMAC T N L A& KO3, %f
J&3 % vauth =2 N U S{FXERR D IP T KL AZRFO/N7 » BB ASAICL > CTRIEENE
L7,

WMETFVaVIDONT T4y 73 ENTHLIHAbHIUL. AT —7 ¢ 7 RN
ThdLarTHELHY ET, FELMACT RLALIPT FLAEZHRLTT Y o
FEILE, 20Ty FRARNRBEA MIBLTWDLINE I D Ei~Ed,

I5—Avt— 2a5a-4-405003: TP address collision detected between host IP address

at MAC address and interface interface name , MAC address .

BTy NU—INDITAT U RDIPT RLARASAA VA —T = A AP T KL AL
D*@—a—(}

RT3V V74TV FDOIPT RLRAEERELET,

Io—XAw t—:/ $ASA-4-405101: Unable to Pre-allocate H225 Call Signalling Connection
for foreign_address outside address [/outside port ] to local address inside address

[/inside port ]
BEAE Y 2 — W, HEEROBGTICRAM Y A7 A XE Y OFID Y TR LIz, E1E7
N AZEH AT v NEFIHTEEREA,

WRFTHLIZIDA v E—UNEHICE RTINS GAIT, BHTEET, Juo— UL 7 —
NOV A REfER LT, NEOR Yy NI —2 7574 T 0 "MLl TcxE£9, PATT KL A
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DB DEGEN DY £, £, B EEROZ A L7 U MiRZEI LET, Z0O=
T—AyE—UlL, AFIREPFERERTERINDAEELH Y £3, ZOHEIET, ATV
HAEZWO T, FEEERATY ZA L TAHAET, MEMER L72WIGAE. Cisco TAC IZ
BHEWEDELTZZN,

I5—Aw+t— 2asa-4-405102: Unable to Pre-allocate H245 Connection for foreign address

outside address [/outside port ] to local address inside address [/inside port ]

SRBA ASA 28, OB TIC RAM VAT 5 AT Y OFEY YTk Lzh, £237 FL
AEHAT y NEFIHTEEEA,

WR7Oay 7a—r L T LNOV A REeMR L, WillOxry NU—2 7547 Mk
S LET, PATT RUANRKEIZRDGENH Y 9, Tk, BHLEROXY A LT 7 b
MEzE< LET, £/o, AFVHEAEZEO T, SRR ATVZEALET, 20
A=V NEMNICERRENSGEIE, B X E9, HBESMHR L7224, Cisco TAC
WZBMWEDLEL &N,

I5—AYE— 3ASA-4-405103: H225 message from source address/source port to

dest address /dest port contains bad protocol discriminator hex

FRBAASA T v b = LRSI 0x08 &2 Pl L TUWET 28, 0x08 LIS DRl + 25 L £ L7z,
TV RRA Y PO ARENAT y ERERFEINTWDEH, ERIBENOET A NSO A >
=V BT A P ERFE LEWEENDHY £9, Ny FOEEIEEFTT S E T,

WET7 I a R L,

I5—AY t— sasa-4-405104: H225 message received from outside address /outside port

to inside address /inside port before SETUP

ERBAFIE] SETUP A v B — Y DRMNZH225 A v —V 2 ELL AWEFTZELE L, Zh
TR &N ER A, ASA X, FOH225 22— 7 F U T Fx RAICET A ] SETUP
A=V EZELTHO, MOTRTOH22S A vtE—V52ZETHUERHY £,

*E;:I;‘%Tb :/ 3 “/%\Eiﬁ L/o

Io5—A ‘y’b-*‘) $ASA-4-405105: H323 RAS message AdmissionConfirm received from

source address /source port to dest address /dest port without an AdmissionRequest

BB — R — 3= ACF BE[E SHvE L2, ASA 1357 — hF—/3—|Z ARQ Z24{5 L
TWEHEA,
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HRT7 U L a VIR ST source_address 7 — k3 — R—ZfER LT, ASA 7»5 ARQ %%
fF L TWARWDIZ ACF 33 fE S Bl 2 HE L £ 9,

Io5— A “J‘t’—:) $ASA-4-405106: H323 num channel is not created from %I/%d to %I/%d %s

BB ASANH32 AT 4T 2AT Fr A2V LT—8EMHE2FER L Lo & LE L, F5M
IZOW T, match mediatype =~ > FEBML T ZEW,

WRE7HY a3y RE,

I5— A “J‘t’_:) %ASA-4-405107: H245 Tunnel is detected and connection dropped from
$I1/%d to %$I/%d %s

S a—L By Ty FHRICERITENTZH245 VB O =010, HA33HEENREES N
F L7, SISV TIE, h245-tunnd-block =~ > RZHR L TL 72 &0,

WET7H a0 RE,

Io— Ay ‘t'—:) $ASA-4-405201: ILS ILS message type from
inside interface:source IP address to outside interface:/destination IP address has wrong
embedded address embedded IP address

SREAILS X7y b XA a— RIZHDIAENTZT RLAR, IP X7y b ~o X —DFEETLIP T
RLRAELEpSTWE LT,

#2279 S 3 source |P_address TR SN2 A 2R L C, o HOIARIP T KL
ATILS N7y IS E SN BB ZHE L £,

Io5— A ‘yt_:) $ASA-4-405300: Radius Accounting Request received from from addr is

not allowed

AR V— 2y FICHEESNTWRWERA MDD T AT T (VT EREZZITERY £ L
2o ZODORXAyB—UMo JIZiEEI, ENMELLEI,

e from addr : ZERZEEFEL TWVWDLHRAFDIPT FLX

WHRT7VAVFARPRADIUS T AV YT 4 7 Ay —U% ASAICEGFET 2 L9 ICTRE
SNTWEEEIE, P—EA R —EAINTZELWVWRY — = v 7 IZHR X PREE S
NTWHZEaMRLET, RARMBRADIUS T H U LT 4 7 A vt—U% ASA AT
HZEIVCHRESNTORVERIT, A vE—VREEENTWARKNZERLET, A vk—
UNIEY TRWEAIL, 7 ACL 21ERR LT3y FEBEEEL 7,
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406001

406002
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a05301 [}

Io5— * ‘yt—*‘) $ASA-4-405301: Attribute attribute number does not match for user
user ip
FiBA validate-attribute =~ > RBADN SNIZGEIT, ZE LT AT T 4 0 ZEERBAMARITHK
STV DEMEEL, = b (FETL56) IS TV D EMEEE —B L EEA,
« attribute_number : RADIUS 7 4 ¥ 7 ¢ > 7 CHRE S 415 RADIUS J& %, fEOHFHIL 1 ~
191 T, XA —EAORMETI R —FShTHWEEA,
cuser_ip: 2—HDIP 7 KL A (Framed IP JBE)

HREFTH a0 RE,

IS5—* Y — sASA-4-406001: FTP port command low port: IP address /port to IP address

on interface interface name

REAZ ZA T B FTPA— K a~ > REASH LT, 1024 GEF I —/3F— MEEHOE M
OFR— MGHIZH D) IV /NSBRAR—IEFEZBELE L, ZHUx, Y1 h X2V T+
ARV —%EMELEI ELTWNDIEERLET, ASAIL, T v MOFEIE, HHROK T, B
FOS R FOFFR ATV ET,

*‘Eﬁ?b :/ 3 :/‘/[Z‘gfcﬁ L/o

I5—X*vY t— sasa-4-406002: FTP port command different address: IP_address (IP_address

) to IP address on interface interface name

BREAZ FAT R FTPAR—F a~vr REFTLT, #HICEHINTWDT R AL O
TRUVAZBELE L, VA b EF2UT 0 RV o—%EBELL D ETIRAEDBHELE
L7z, 72& 2, WEENBP TRy FEEE L, ELWY —XFHROKRDVIZHID Y — A
BHREFELTCFTPE Yy a2/ VX v 7 LEIELTWDEERHY £9, ASAIE, X
i NOBERE, #EHROK T, BLOA XY bOREEEITVET, By aNOT RLAEF, A—
ha<=rEnbo7 RLATY,

WEF7IanLERL,

I5—*Yt— sasa-4-407001: Deny traffic for local-host interface name :inside address

, license limit of number exceeded

FREAR A MABRZE A E LTc, RO ELOLNOFRMFITE TTEL25G, NEAR R MISIRIZA
vrhEnET,

s NERAR A ME, 2D 55LNIC, ASABRBATR S 7 4 w7 Zlsk LE LT,
s N A MiX, ASA T, xlate Bt £ 72132 —VEEEZ TR L E LT,

Syslog # v z— <> 400000 ~ 450001 .
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407002

407003

Syslog # v z— < 400000 ~ 450001 |

WR7 a2y AR MlBRIIe—= 0 F 77y b 7r—AlZ@fanEd, A& MlREE
RTHITIE, showversion 2~ REFEHALET, ASATOLE Y v a v EROBUEDT 77 «
7 IRA N EN—Y &2 FKRT HIT1E. showlocal-host =~ RZEHLET, 1 >E7213E
B> — W & aR I I 512 1%. clear local-host =~ o RAMH L9, P —F 4 H]
FRIZ 70 2 RIS HIRR OV 2 121%, xlate, #3fc. B L D uauth ¥ A A7 U N EZRORIRTHE
TEELLF IR E LT,

R2: 84 LT bELVHEE

RALT | HEE

b

xlate 00:05:00 (5 47)
conn 00:01:00 (1 I§fH])
uauth 00:05:00 (5 47)

ITo5—H* ‘y’b-*‘) $ASA-4-407002: Embryonic limit nconns /elimit for through connections
exceeded.outside address /outside port to global address (inside address )/inside port

on interface interface name

BBRER S 7 m— UL T FLRA R LT, RS NN T LA DIRR S i n—
T RURIZHE SR, TDRET 4 v 7 ORKRYIMEHIREZ B X2 £ Lz, ASA L,
Btlc A Y NEID Y TREERGA X, ToEiEzZ T ANL I L LET, m—HIL KA BT
Rbo>TF xR A MERD, SYN ACK /N7 v b &AERAR A MCEFE L £, ASAIL, 7%
W DREIERERIFL, Ty FE2EFEL T, 77947 b BDACK 2H/bET, 20
Ave—UlE, B4R T 7 4 v 7 2T AL HIUE, DoOSBENETH THDHZ L ERT
BAHbLHY T,

HRT7I I VEELT FLAZWR Oy hORELEHBIL, TREHARAEA Fvk
BLTWEINE I DEHERLET,

I%—)‘ v 't’_:/ SASA-4-407003: Established limit for RPC services exceeded number

A ASA 1T, BAR—ABICE L%, T TICRESNTWS RPC —8 X7 F721% RPC
P—E A RXTIK LT, FHOR— NV EZA—T LIS ELE L,

WEFHOIMOR—AN I e —XENDDOEEHET L) (BEX A L7 v NEZHIR A5
H) . F3—AFE 3 — 20T 7T 0 7 ST EEEIE L E T,

. Syslog # v tz— <> 400000 ~ 450001
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408001

408002

408003

408101

aos001 [

IS—XAw t—:/ $ASA-4-408001: IP route counter negative - reason , IP address Attempt:

number
BREBAIP L— F AU ZHBADOMEITEY LE ) L LELIENRILE LT,

#REFTYavderiproute a2~ KZANLT, A—h v XaEUty FLET, HE
DM L2 WA, Cisco TAC IZBWEbhbE L ZE 0,

15—9‘ “Jt—:) SASA-4-408002: ospf process 1id route type update addressl netmaskl
[distancel/metricl ] via source IP :interfacel address2 netmask2 [distance? /metric?2 ]
interface2

SBARE O — N LY bR A Y v 7 B FFOR CHEBEORIOA V2 —T =4 ADDF v b
D=0 7o 7T — b aZELELE, BHOL—RMZL-T, BlOA v Z—T = ZAEHHL
TA VA=V INTEBfFONL— B EEXINET, FHOL— MITTEBRICIRY A S
N, X2y NIT—=THNTRARBEISNZIEEZBRLET, ZOEFL, Mr YL HEAZ
HAHLCHET 2 0ERH Y £, ZOEFEORELZTLMFEOERIL, T4 -7 &
NWARRERH D, XA LT T MRV EST, ZONZAOBENE, "ATNEEZVR— M5 X
INZH Yy NU—7 MR NI SN TV DASE (ZOFr—ARTFHlSVET) 2RI
ELET,

*‘Eﬁ77 :/ 3 QJZ‘%:%J? Lo

I 5—Awt— sasa-4-408003: can't track this type of object hex
BN yX T VAT LADAYR=R L R, PR LTV RWAT V=S N F AT R
MHLE L, STATEA 7 V=7 MR TH S ThE LT,
chex: AFVNOEHIEE7213T FLAZRT 16 HfH
RT3y NI ATV FEBRELT, STATEA 7 V=7 MILET,

15—)( ‘yt_:) $ASA-4-408101: KEYMAN : Type encrption type encryption unknown.

Interpreting keystring as literal.

BEAZ 4+ —~ > NEA TRV AT AL o TREMSNETFAT LI, F—XFFIHAHX A 7
0 (b TnianFd—3CFH) £72137 ELF—FFH) DRICAR—ZZH/ETT2H D
M. BRE R T2 DI EBERO F —LFFHNOFNCE NN TV D ATREMEN H D 97, AT ATR
HOLA TEEZTHTETR, ZOGEIL, B LENRNF—LFH & RSN ET,
RT3y ELWERDO Y A FEEMERT D0, Z A TEOZRAD A= ZHIBR L F
D
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408102

409001

409002

409003

409004

Syslog # v z— < 400000 ~ 450001 |

I5—AwHt— 9asa-4-408102: KEYMAN : Bad encrypted keystring for key id key id.

BB SIS N X —LTHIEE LS EBLTE EHA TR, ¥ AT ARERFICF — 30751
PR L 72 aTREME B 1 4,

TV a2 keystring 2~ REFBANLT, F—XFHN%2H 0 ERELET,

I5—Av4t— 5asn-4-409001: Database scanner: external LSA IP address netmask is
lost, reinstalls

BBAY 7 U =TIl L o T PRSI ORESRE SIVE Lc, V—ZIZ &> TEIELENMTD
. BTSN ET,

#Eﬁ77 :/ 3 ‘/%‘giﬁ L/o

I5—4 YwH— $ASA-4-409002: db free: external LSA IP address netmask
NI 7 b =T =T = AELE L
*‘Eﬁ?b :/ 3 QJZ‘%:%J? Lo

I5—AYt— 5asn-4-409003: Received invalid packet: reason from IP address ,

interface name

SRBAIEZH 72 OSPF /N7 v b EZ(ELE Lz, dEfllZ, =7 — A vE—VICRE SN TWET,
FERIE., EEMOES7-0SPF 2> 7 4 Xal—2 a VDN HTT —ORHEERH Y 7,

WRFH a0 EMOOSPF 2y 7 4 Xal— g L bEEMOay 7 4 Falb— 300
REE NIV E iR L £9,

IT5—AYE— 9asA-4-409004: Received reason from unknown neighbor IP address

ZRBA OSPF hello, & —# X— AR, F/2ET =X _XR—AFEW RN o b E2ZELE LN,
= TEEREFNTE EE A,

*‘E%%?g :/ 3 D%\giﬁ I/o
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| Syslog # v +—< 400000 ~ 450001

409005

409006

409007

409008

409009

a03005 [

Ia—)( W) t—:/ $ASA-4-409005: Invalid length number in OSPF packet from IP address

(ID IP address ), interface name

B ASA 1L, EERA~y X — VA XLD LN T 4 —/L FED OSPF /N7 v b, E213EI%
L7ZIP /N7y hOH A XL —F L2V OSPF "y e LE L, 2L, X7 > o
EEMOa 7 Fal— gy 25— LTWET,

HETH S aVBET NLADD, BIEOA—2 2HE LY 7— k LET,

15—% ‘y‘b-*‘) $ASA-4-409006: Invalid lsa: reason Type number , LSID IP address from

IP address , IP address , interface name

B LSA X A TN D LSA 2NV — 2 R E LE Lz, RINIE, v—% EDOAE U OHE E
72X FHEAOFIEDO E B 5 03TT,

WRF7 I AVEET FLahDh, MEOL—Z &2 E LY 7 — F UET, RENER L2 0N
B4, Cisco TAC IZBRIVWEHEL &N,

15—)‘ W) t—:/ $ASA-4-409007: Found LSA with the same host bit set but using different

mask LSA ID IP address netmask New: Destination IP address netmask
SBANELY 7 bU 2T =T —=RREAELE L,
WR7I2ar xT7— Ayt —VETOEETE— L, Cisco TAC IZHFEF LTS Z Sy,

ITo5—H* ‘y‘b—*‘) $ASA-4-409008: Found generating default LSA with non-zero mask LSA

type: number Mask: netmask metric: number area: string

HEBAL—F N~ A T I ANV P LSAZAERKLEYE LELE, WEY 7 b7
F—MMRELTZT20IZA N v 73 EES TWAAREMNH Y £97,

WR7 a2 T7— Avt—UEFOEFFEa—L, Cisco TAC IZHE L T ZE W,

Io—XAw t—:/ SASA-4-409009: OSPF process number cannot start. There must be at least

one up IP interface, for OSPF to use as router ID

SHBAOSPF 1. B D1 >DA X —T2A ADIPT RLANLL—FZ ID ZE DY TLH &
LT, REgLELE,

WRT7IaVIPT RLABRERREWEFTOA L H—T =2 AA ARV L 109D L%
B L Ed, /L—% THEED OSPE 7 u L AR EIEL TV AHHE, £t AF—EDOL—4
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409010

409011

409012

409013

409014
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ID#X%3E LES, FORBOA L Z—T oA AFEESE T, £7 0k 203 —% ID #H
HFTEXBHLITTHHERHD T,

Io—XAw t—:/ $ASA-4-409010: Virtual link information found in non-backbone area:

string
SBANER = T — 03 A L E LT,
RT3 27— Ay E—VE2ZDOEFAL—L, Cisco TAC IZHE L T EE W,

I5—*yt— 2asn-4-409011: OSPF detected duplicate router-id IP address from

IP address on interface interface name

RBAOSPF (X, ZDO/N—F 47 7rt A LFEUNL—F ID &FOBEE L — % 225 hello /37
FEZfE LE Lic, 7eRRBHERZ ML TE A,

WRFV 3V OSPFAL—4 D2 —BIC LT ZE N, BEL—2 DL —5 1D 2ZH L%
—é—O

I5—AYt— 2a5a-4-409012: Detected router with duplicate router ID IP address in
area string

FRBAOSPF X, ZDN—TF 4 7 Tt X E[EL/—F ID ZF Ol — % 725 hello /37 >
FMaZZE LR Lz, BRRBHEBMRZ ML TE £E A,

W73 OSPFAL—2 D& ~EICL T EE Y, L —Z DL —2 1D 2L H L E
EE

I5—Aw t— 3ASA-4-409013: Detected router with duplicate router ID IP address in
Type-4 LSA advertised by IP address

ERBHOSPF (X, ZDN—T 4 v 7 Tat R LR UA—FID 2RO/ — % 035 hello /37
FeZE LE L, SRl az L Ts £EA,

HRETHV 3V OSPFA—ZID 2 —RIZLTLZE, B —2 DN —2 1D #LH L%
B

Io5—4 ‘yt—*‘) $ASA-4-409014: No valid authentication send key is available on interface

nameif.
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409015

409016

409017

409023

a09015 ]

B A =T = ATHRESN TV DRGEF — 2R T,
WMETFO VAU HLOF—2RELET,

ITo5—H* ‘y‘b—*‘) $ASA-4-409015: Key ID key-id received on interface nameif.
BB REINTEXF—T == TIDBREONY £HA,
WET7I a3y F—DEFEHLTHLVEX 2T 7YY=V a v 2RELET,

15—)( v t—:/ %$ASA-4-409016: Key chain name key-chain-name on nameif is invalid.
ERBAOSPF A v 4 — 7 2 A ATHEINTNDEXF—FT = — 4 NTm— LT —F = — VR iE
E—HLERA,

WRETY A VRELBIELET, OSPFRiLa~ > REHIBRT 20, Zr— L a7 g4
Fal—varET—RTHF—F U ERELTIEEN,

15—)‘ Vi t—:/ SASA-4-409017: Key ID key-id in key chain key-chain-name is invalid.

B F—F = — U TRESINTWASF—ID 2% OSPF O#HA T, ZiiL, OSPFIZE L T
HRINBVEFHOX — IDEE I —T = — LV RHAT A7 OICRET ARREERH Y 97,
HRFTI a2 1 ~2550FPANOXF—ID E2HFHLCHLOVEF2 VT4 TYVZ— gy
FHRELET,

13—)( v ‘t’—:/ $ASA-4-409023: Attempting AAA Fallback method method name for request type
request for user user :Auth-server group server tag unreachable
ERBASMES Y — Nt DAL E T ITRB AT OFIT AR L, v — AL 22— F—F X=X Al
MLTETSNET,

- aaa_operation : FRFEE 7 IXFF I

e username : BEFEZBEATH T H LTV D 2 —H

e server_group : — SR EEARRETH o 72 AAA — D4R
?E*%?’? A VIRHIOTIETRIE ST AAA — " OHERHEOREZ A L £, ASAND
FEREY— NZH L Cping #EITLET, AAAV—NTT—EUDPEMET THDH Z L 2R L
ij‘o
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409103

409104

409105
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Ia—)( ‘yt—*‘) $ASA-4-409101: Received invalid packet: s from P , s
FRBAMELN /R OSPF X7 » haZfE LE Lz, #FllE, =7 — Ay -V THET,
JRANE, OSPF ORREMIEV, XX FRONE T —TT,

HRT Y2 a3 UZEMEEEMD OSPF EEICAES NN E ) DEMR L T IES0,

15—9‘ “Jt—:) $ASA-4-409102: Received packet with incorrect area from P , s , area
AREA ID STR , packet area AREA ID STR

SHBH OSPF /X7y "INZ DA VB —T = A ZADMEIC—FH L2\ U 7 ID 2~y X —|053%(E
LE L7,

WET D L3 UZEMEEEMD OSPF BEICANES DRV E I D afd LT EE,

15—)‘ W) t—:/ $ASA-4-409103: Received s from unknown neighbor i

$%83 OSPF hello, 7 —# X—AFMk, F7/IE7 — ¥ RX—RFR AT v FMEZFLE LK,
N— TR EMEZHN CE EHAT L,

WRET7IaNERL,

Io5—A ‘y’b-*‘) %$ASA-4-409104: Invalid length d in OSPF packet type d from P (ID i ),

SRBAOSPF X7y FEZELE LN, BEST7 40— /L RBREED Ny X —H A4 XL L8
7=, FREZEROIP Ny OV A ZEBEMERHD FHATLE, X7y FOEEM
T I —NEALE L,
WMREF7O a3 UNERL,

15—)‘ “Jt—:) $ASA-4-409105: Invalid lsa: s : Type Ox x , Length 0Ox x , LSID u from
AL — X CLSAZZAELE LI, T — X TT, 2D LSA I, )72 LSA # A
TARERT 2y 7Y A FRFERSTEEINETENTOVET, ZHUIAEY OB EIT
N—BTOTHLRVENEIZ LD DT,

WET7 O avET FLanhs BEOLV—2%2FEL, LTZETLET,
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409106

409107

409108

409109

06 [

« showrunning-configz~> REAN LT, W —FDFE[Tar 7 4 Xal—a U FNEL
\i—a—(}
- show ipv6 ospf database =~ > FEZ AL, =7 —DONELRETE L7 —FHIELE
R
« show ipv6 ospf database link-state-id =~ > KZ A L £9, link-state-id 5|52 13850 72
LSADIP 7 FLAZHELET,
e showlogging =~ R&FATL, =7 —DFRFEICENDIHFREZNE L ET,
— X FHIEELET,
IWESNTERN O T T — DR EN TER2WEATIE, Cisco TAC IS LT, INE L-E#wE
EHLTIZaN,

15—% “Jt_:) %$ASA-4-409106: Found generating default LSA with non-zero mask LSA
type: Ox x Mask: i metric: lu area: AREA ID STR

AN — AN oo~ AT TTF 74NV P LSAZAER L LY LELE, REY 7 b T
F—D7DIZA M) v I BRREIES TWDRIEEENRH Y 77,
#Eﬁ77 :/ 3 D%‘gfcﬁ L/o

Io—H% ‘yt—’) SASA-4-409107: OSPFv3 process d could not pick a router-id, please

configure manually

S4B OSPFV3 1%, HAOD 1 ODA 2 H—T 24 ZADIP T KL ANSL—Z ID 2% 4T k)
LLT, KLELE,

WRTFOa2VIPT NVAPRAENRENEFOA L =T 2 A AR REH 1 02HDHT L%
R LET, L—F THEEDOSPF 7ut ANEEL TWAEE, £7nt X T —ED/L—XF
IDA#MELE LET, FOREEDA VX —T7 oA AEBERRBIZL T, ThEN/L—4 ID
ERonbs Lol LET,

15—)‘ W) t—:/ $ASA-4-409108: Virtual link information found in non-backbone area:
AREA _ID STR

BREBARNE = 7 — 23 A L E LT,
*‘E“%?g :/ 3 ’L[Z\%:féf L/o

15—)( v t—:/ $ASA-4-409109: OSPF detected duplicate router-id i from P on interface
IF NAME
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409110

409111

409112

409113

409114
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SRBHOSPF L, Z DN —TFT 4 v 7 7TatvR LR U/L—ZID 2O — 205 hello 737 v
FeZELE L, TR EML TEEHA, OSPFL—ZIDIZI—ETHIHIVLENDH
nE9,

W73 XA RN— L—FXIDELEFLET,

Io5—X% ‘yt—*‘) $ASA-4-409110: Detected router with duplicate router ID i in area
AREA ID STR

SBHOSPF X, ZDN—T 47 7 akALF LA—X ID & FFOl#EN— 45 hello /37
FEZE LE L, TaRBEMEEZML T E¥ A, OSPFA—ZIDIE -H THLLEND
vET,

MEF7FIOOI XA NRN—= L—ZIDEEFLET,

IZ5—AwE— 2asa-4-409111: Multiple interfaces (IF NAME /IF NAME ) on a single link
detected.

SEARICY v FOBEEOA v Z—T = A ATOSPFV3 A % —T7MICT A LI R—F &
NTWERA,

T H S 3 0SPFV3 L. 1 AZBRW=T_RTDOA L EZ—T 2 A A TT 48— 50,
Ry VTN THHLERHY £,

15—)‘ V) t—:/ $ASA-4-409112: Packet not written to the output queue
SREANE =T — A RAELE LT,
WET7Ya U NERL,

I5—AwHt— 2asa-4-409113: Doubly linked list linkage is NULL
HEBANE T =0 RBAELE L,
*Eﬁ’?g :/ 3 y%\%f(ﬁ L/o

15—)‘ “Jt—:) $ASA-4-409114: Doubly linked list prev linkage is NULL x

BREANER =T — AL E L,
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a5 [

*E%:é77 :/ 3 D%\giﬁ Lo

IS5—4 wAt— $asA-4-409115: Unrecognized timer d in OSPF s
SN T —0BAELE L,
WRT7IaNERL,

15—)( “Jt—:) $ASA-4-409116: Error for timer d in OSPF process s
BBANE = 7 — AL E LT,
*‘E%‘%?g :/ 3 D%\gé@ Lo

409117

I5—*Awt— 2asa-4-409117: Can't find LSA database type x , area AREA ID STR ,

interface x
BN 7 — AL E LT,
WRETFOaonER L,

409118

I5—AwH— 2asp-4-409118: Could not allocate DBD packet
BRBANT = T — R RAELE LT,
*‘E%‘é?g :/ 3 ‘/%‘gfoc Lo

409119

13—)( ‘yt_:) $ASA-4-409119: Invalid build flag x for LSA i , type 0x x
BN 7 — A L E LT,
*‘E“i?g:/a y%‘%:fct L/o

409120
I5—A Yt — saSA-4-409120: Router-ID i is in use by ospf process d
SRBHASA BT r e A THATOL—Z IDZED Y TEIE LELE,
RT3V 1 5OF v ACH L THOL—4 ID Z#%ELET,
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409121

409122

409123

409125

409128
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Is—)( v t_:) SASA-4-409121: Router is currently an ASBR while having only one area

which is a stub area
5B ASBR IZ AS External & 7213 NSSA LSA # {5 T& A MEBICEHG T A2 MLERH Y £9,
WRT O a2y L—X ORI L 72 D Z NSSA F 7213l HE OfFEkic LET,

I5—Awt— sasa-4-409122: Could not select a global IPv6 address. Virtual links

require at least one global IPv6 address.

RBAGAR Y 7 BERESINE Lz, BARY 7 DSRET 272 0121X, 7 a— 3L IPve 7 R L
APMERFRETH HMENH Y £, Lo, Z7ua—r VL IPv6 7 RLADRL—F RIZH D)
DEHFATLT,

W73V —EZDA L BZ—T oA A LT a— LIPv6e 7 RLAZHEELET,

Io—Aw t—3 sasa-4-409123: Neighbor command allowed only on NBMA networks
%A neighbor =2~ KIZNBMA X v U —27 TOAERTE E7,

HET7H 3 neghbor 2~ ROBREA T a v EHRL, XA N—A L H—T A AD
FTarERIEIRY VU= AT EEELET,

Io5—A ‘y’b-*‘) $ASA-4-409125: Can not use configured neighbor: poll and priority

options are allowed only for a NBMA network

HEBARE SN A N—1T, KAV Y —<LFRA L b Fy hU—27 THIE &4, poll 47
g rElidpriority A v a VISERESNE LT, TNHDA T 5 I, NBMA XA 7D
Fv NT—ZICOREHTE ET,

HAET Y a2 neighbor 2~ ROBREA TV a v EERL, FA N~ A H—T A AD
FFarEREFRY NU—T AT EEELET,

I5—AYt— 2asa-4-409128: OSPFv3-d Area AREA ID STR : Router i originating invalid
type 0Ox x LSA, ID u , Metric d on Link ID d Link Type d

HMBAZDA =R ENTN—F LN A R v 7 O LSABEEINTHET, =
NBNL—ZILSATHY, Vo7 AR v IR ErOBEE. Xy NI—7 Rlov—F 427
=T T T 4o VBRENTFET HERERH D F97,
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* v t— 410001 ~ as0001 [}

HR7H 2 aVvMESNILSAZRE LIV —FIT, YELSA XA TRBEIWNY v 7 A7
HNRA R v 7 R ELET,

A v t— 410001 ~ 450001

ZDOETIX., 410001 ~ 450001 DA v E—IZTOWTCHH L ET,

410001

I5—Awt— $asa-4-410001: UDP DNS request from source interface :source address
/source port to dest interface :dest address /dest port ; (label length | domain-name
length) 52 bytes exceeds remaining packet length of 44 bytes.

FBAUDPDNS /37w b D R AL LA DR ED, 25534 M TOE T, FEHIIC OV T,
RFC 1035 D 3.1 HZZM L T Z2E 0,

*‘E%‘%77 :/ 3 \/‘JZ\E@T Lo

410002

I5—*wt— sasa-2-410002: Dropped num DNS responses with mis-matched id in the
past sec second(s): from src ifc :sip /sport to dest ifc :dip /dport
FRBAASA S, X A~ v F O DNSEAI T 2ROl E 2 DODNS S E B LE L, S A~y
F @ DNS AT DEREDENGEIL, v v v 2T 0HELZRL TWDAREERH D £
4, LEVMEIL, id-mismatchDNS RV > — <=y P RFGA—F 7 F— R a~v RCHREL
£

e num : id-mismatch 2~ > NIZE S5 TERESNTWNHID I AV YT A UV AZ LV ADHK

e sec : id-mismatch =~ RIZ X » CTRE I TV A HIR] (RPEALL)

esc ifc: XA~ v FODNSHAIT-ZFFODNS 2 vt — U N SN EFTA ¥ —T =

A 24

ssip: FEFEIILIPT KL R

e sport : XfETLAR— b

e dest ifc: iAo X —T = A A4

e dip: 58 IP 7 KX

e dport : 5E5EAR— b
WRT7V2 3 AvE—YTIPT FLALR-MEERL, KB tx FL—ALET, 2O
BBILPOD N T T 4 v 7 KGN T 1y 73T X 5ICACL #RETEET,

410003

Io—XAw t— sasa-4-410003: action class : action DNS query response from src ifc
:sip /sport to dest ifc :dip /dport ; further info
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B 0002

FBADNS A v — 2% LT DNS 0N EHE S 4L, FREDIEMEN - S E Lis, fike L
T, RESNET 7 a Uy RETSNET,
s action_class: DNS ¥ 7 7 a v 7 T &
e action : FEITSN5HT 7 a2 (Dropped, Dropped (no TSIG), F 7213 Masked header flags
for)
e query response : 7 = U FE 72 IREDOWT A0
e sre_ifc: EETLA U H —T = A R4,
esip: EEFEITIPT LR
e sport : EfETTA— b
e dest_ifc: sEdeA v X —T =4 A4
edip: %8 IP 7 KL A
e dport : E5EAR— h
» further_info : matched Class id: class_name, matched Class id: match_command (A % > K7 =
@ match =~ > FOHE) | TSIG resource record not present (tsig enforced =2~ > RiZ
Lo TAERESNTZA vE—YDHE) OV

RT3y RE,

410004

I5—Aw t—:/ $ASA-6-410004: action class : action DNS query response from src ifc
:sip /sport to dest ifc :dip /dport ; further info

883 DNS A vt — 2% L C DNS 08723 i S v, FREDIEHEN M- S E Lz,
s action_class: DNS 3JE7 7 a v 7 T &
e action : FEITENDH7 7 ¥ 2 (Received F 721% Received (no TSIG))
e query response : 7 = U FE 72 IIREDOWT
e sre_ifc: EETLA U H —T = A A4,
esip: IXEILIP T FLR
e sport : EfETTA— b
e dest_ifc: sEdeA v X —T =4 A4
edip: 58P 7 RL A
e dport : E5EAR—k
« further_info : matched Class id: class_name, matched Class id: match_command (A % > K7 =

> ® match =~ ROEE) | TSIG resource record not present (tsig enforced =~ > NiZ
LoThERINTA v E—=YORR) OVTin

RT3y RE,

411001

I5—AvE— 3asa-4-411001: Line protocol on interface interface name changed state
to up
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REAZ A Ta I VDR T—H AN, XU nbT vy FICERESIVE LT, interface name
DEELA v H—7 x4 24 (inside B L Woutside 72 &) DFEH. DA v —I0%, A v
B — 7:42[W%ﬁ1F:wﬁmmn#%qrﬂﬂtbt_k%rbiﬁ‘nmﬂmgﬁmwﬂ%
A ¥ —T = A A4 (BEthernet0 33 & (¥ GigabitEthernet0/1 72 &) D&, ZD A vE&—T03,
WA v H—T oA AR 1 k2 down 2B up I L L7 Z AR LET,

WET7Va nERL,

15—)‘ W) t—:/ $ASA-4-411002:Line protocol on interface interface name changed state

to down

BEAT A7 a FIaNVNDAT—Z AN, Ty T ME X T NCERINE LT, interface name
MiwEA X —7 =4 A4 (inside 3 X Coutside 72 &) DIFE. DA v E—I0F, iwmlA v
2 —T A AEFT T b B bdownl B LIl EERLET, ZOHE, WA v
2 —T A AT FI)VDORT— X AT BEEZ T £ A, interface name 23 BEA

X —7 x A A4 (Ethernet0 3 X O\ GigabitEthernet0/1 72 &) DA, Z DA v—I1%, W
AV HE—=T A AEET T Nt up 5 down [IB{L L= EERLET,

WETOavIhdA v =T A A LOTPHILIRNA XU FOLGE, MBI Z MR L
D

Io5—4 “J‘t’—:) $ASA-4-411003: Configuration status on interface interface name changed

state to downup

SBAA L A —T 2 ADAL T A X2l —Yal AT —HAN, FUrnbT v ICERESH
F L7,

W7 aVINDTH LWL X NOBEAIT. WHRERAZHEZRLE T,

15—% v t_:/ %$ASA-4-411004: Configuration status on interface interface name changed
state to up

SHEAA LA —T A ADAL T A Fal—ag L AT —FAN, BT v FIEREIN
F L7,

*‘Eﬁ?b :/ 3 y%‘gff: L/o

15—)‘ v t—:/ $ASA-4-411005: Interface variable 1 experienced a hardware transmit

hang. The interface has been reset.
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A LA —T oA AT R =T EETY)—ANELE L, ZLVERICA 2 —T =
A ABBEILTHIZE, A=V Ry b arba—7D0 vy NRKLETT,

« variable 1 : GigabitEthernet0/0 72 & DA X —7 = A A4,
#£§§77¢7i/511/£§§gi£110

I5—Ayt— 5asa-4-412001:MAC MAC address moved from interface 1 to interface 2

HMBEHLIE 2N AT —T oA AMBRPDET 2—)b f v H—T = A A~DKA FNEE
PRI S E LTz, BBASATIE, A2 L (MAC) LASAK— OO~y B /iFLAY
QEAET — T RFFENTWET, ZOT—7 A TiE, N7y FOFEEITMACT RLAR
1 DODASAR— MIFAFTIv 7 A FEahEd, ZOTREATHE, /1 F—=T=A A
MITORA NOBBSRINEND LHIT, ZOX vE—URERENET,

RT3 VAR NOBEINL, A THLILE LT, OS2 ¥ —T =24 A LEDKRA K
MACZAT =7 47 LEIELTWEEELHY ET, MAC A7 —7 1 7 DIGEIL,
Fv T —7 LONeEs72 AR A N ERE L CHIBRT 2200, £72EAET 4 v 7 MAC =~
(MACT7 RLABIOR—F XL T 4 U ITEETE ) 2RELET, AR MBIER
BB STV AEEIE, SHLIEARETT,

Io5—XAwy t—:/ $ASA-4-412002:Detected bridge table full while inserting MAC MAC address

on interface interface . Number of entries = num

BTV oY T =T ABNSIXNDGEAIZ, SbiIZl o MV EBMLES ELELL,

ASAIE, 2V THFANITLIZHED LA Y 2HRET — T N ERFFLTEBY, 2 7F A 34
A RHIREER D LFICZDORA vy B—PRERSAET, MACT FLATEMS LT,

T NNOERLHWEEFEOX A FI v = M) (A2754) NEBIET, BTN TT
vk H & LEmEERH Y £77,

HRT7VaVFHT VvV 7=V = MR THL L 2R LET, XBROGES
(2%, EtherType ACL 24/ L THEg9 72 AR A b ~DT 7 B A2l L £,

I5—A4Yt—2 2asa-4-413001: Module module id is not able to shut down. Module Error:

errnum message

SBAmodule id THEBI SN ATV 2 —ME, ASAVAT AEY 2—LInbDY Yy AT D
FORIIG LA ZEMTEEHATLE, Y7 V=T Ty 7 7L —ROX I RHPWTERng
A7 HFTLTWALZENHV ET, ernumBLUmessage” ¥ A MZ, EVa2— L& ¥ v
N TERP TR EHERE SN DB ELES TSN TVET,
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WRT7IIAVEVa— NV EDFRAINRETTLDEFRFS THHLEY 2 — Ve vy NI TV
TAHN, Floldsession a2 REFEH L TEY 22— VDO CLIKCT AL, £V 2—LD
Ty MU UEIHTTWAE AT I LET,

I5—4 W — 4ASA-4-413002: Module module id is not able to reload. Module Error:
errnum message

B module id TR SN D EY 2 —/UiE, ASAEY 2—A060 ) r— ROBERIZIGET D Z
ENTEEHATLE, Y7 MV 2T 777 L—ROX IRl C& WA 27 2FEITLT
WAZ ERHVET, ernumBL U message 7 ¥ A M2, EV=2— %) a— RTXRho
B EHER SN DB IEAE N TEEH STV ET,

WRET VI VED 2= VDEZAIPETTLDERFSTHHLEY 2a—LEx ) v— N5,
Fridsession 2w FEFEHLTEY 2— LD CLIKT Z7EAL, EVa— LD rn— K%
TN X227 ZEIELET,

IS5—4 ‘y’b-*‘) %$ASA-4-413003: Module string one is not a recognized type
MPAADNREY 2— N AT L LTRMESNRAVEY 2 — ARSI E L,

WEBT7HL a3V A LA ALENTVBRE a2 XA TV R—FTBHASAY T I T
DIN—=T g 02T v T 7L —RLET,

15—)‘ W) t—:/ $ASA-4-413004: Module string one failed to write software newver
(currently ver ), reason . Trying again.
BMAT Y 2 — ANV T F T =T NV a3 VIR TE FHEATL, UNRESPONSIVE {REEIZ
BITLET, TVa— NV YT MU =TOT v 7 T— MRS bICfTanE3,
«>gringone : Y 2 —/LA/RTT F A b TS
e>nawer : EY a— L ~DEXIALNIEFICKE T LAY 7 h 27 OFLLWI—2 5
&S (1.0(1)0 72 L)
Sver BV a2V EDOY T MY =T OBAEDON—T 3 F S (1.0(1)0 72 L)
e>reason : FLWVWN— 9 UBNEY 2 — MIEZALTE Mo HK, >reasonic Bz H
NDHMEF, kO LEEBY TY,

- write failure

- failed to create a thread to write the image

WET7OaVlER L, FOBOBITT, Ty 7T — ORI ERIZEREEZRTA v E—
NEREINET, TORDOT v 7T — FRITHR D UP ~DE Y o — VBB E MR DI12IE.
show module =~ > R&FEH L £,
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IS5—*wy t_:/ $ASA-4-413005: Module module id , application is not supported app name
version app vers type app type
IS5—*Avt—Y %ASA-4-413005: Module prod_id in slot Slot_num, application is not supported
app_name version app_Vers type app_type
HEBAA T v b dot numICRE SN TVAEY 22—, BR— SR TWRNWT 7 Fr—3g
YNR=Va RT3 T T v ar AATEFATLTNE L,

semodule id: Y7 b =7 $—E R EY 2 —/LDOL4H]

e prod_id : /% ID SCF5

edot num: EV a2 —RBHFH I WD ATy &G, A0y F0IEVATLDAAL

A—FERL, Ay b HEKEAR Yy MCREINTVWDEY 2 — /L& R LET,

capp_name: 7Y r—a 4 (SCFES)

cappvers: 7S U =T a o=V a v (XFF)

capp type: 7S U r—arnF A7 (10 #E)

HRT Y S 3 UREDRR L2WE, Cisco TAC IZBWAHEL 230,

Ia_)‘ ‘y‘b-*‘) $ASA-4-413006: prod-id Module software version mismatch; slot slot is

prod-id version running-vers . Slot slot prod-id requires required-vers .

SHBAZ T POt DEY 22—V ETEMEL TCWAY 7 b =27 ONX—=T g3 Un, BIOEY 22—
AMBEREININN—a o TlEIHY EREATL,

edot: AR Y FOIXTVATLADAAL L R—FRERLET, Ay b HFIERA T v NI
BINTWHEY 2—LERT,

eprod_id: A v b dot I[ZFXE STV DT 3 2O 1D SCF5)

srunning_vers: A v FHotIZRE SN TNWDHEY 2 — /L ETEEMEL TS Y 7 hU =
TDON—T 5

crequired vers: Ay hdot DFEV 2 —ANBLERENZ Y T T2 T ONR—=T g v

WETH D3 UMENEIL2WEEE ., Cisco TAC IZBMWEbEL &V,

ITo—XAw t_:/ $ASA-1-413007: An unsupported ASA and IPS configuration is installed.

mpc _description with ips description is not supported.

ERBA AR — R SR TRV ASA B OVIPS OFREN, Ay b1 DIPSSSP DL T v
FICHE S E Lz, ASA L, YR — h SNV iE CIER ICHRE Lkt £,
« mpc_description : ASA E7 /L OFH LS, ASAS5585-SSP-10, ASA5585-SSP-20,

ASA5585-SSP-40, ASAS5585-SSP-60, ASAS5585-SSP-10-K7, ASAS5585-SSP-20-K7,
ASA5585-SSP-40-K7, ASAS5585-SSP-60-K7 DV NF 47,

. Syslog # v tz— <> 400000 ~ 450001



| Syslog # v +—< 400000 ~ 450001
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414002
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« ips_description : IPS SSP <€ 7 /L DBl L F51], ASA5585-SSP-IPS10, ASAS5585-SSP-IPS20,
ASA5585-SSP-IPS40, ASAS5585-SSP-IPS60, ASA5585-SSP-P10K7, ASAS5585-SSP-P20K7,
ASA5585-SSP-P40K7, ASAS5585-SSP-P60K7 DT 41753,

HREFTH a0 RE,

Io5—XAw t—:/ % ASA-1-413008: An unsupported combination of the power supply module
and the fan module is detected. Two power supply modules are recommended when using ASA

10G and IPS 10G SSPs simultaneously

£iiBA ASA 10G SSP & TIPS 10G SSP BB SN TWETH, 1 BOEREEL | 5O 77+
Va— LORPIHAINTNET,

HRT 32 ASAI0GSSP & IPS10GSSP #(FHT2881%. 1 EO7 7 EVa—L b1
BOEFRETY 22— ORI, 2 BEOEREELZFHALET,

Io5—H* vt’—*‘) $ASA-3-414001: Failed to save logging buffer using file name filename

to FTP server ftp server address on interface interface name : [fail reason ]
BBAR XL E Y 2T K BIMEFTP Y — A~ X 7 Ny 7 7 DRIFNRIELE LTz,
HRET L3 VR LTZRRICE S W CEYR L E 21TV E T
« 78 hmL 25— FTP $—/3& ASA & OO IC I /2 <. FTP H— /373 FTP
PORT =~ & PUT BRZZIFAND Z LN TE L L MR LE T,
TR YR ETNINAT = B BIESNIFTP 7 74T v b 2= PAB LUV IR T —
RAELWZ & &R LEd,
DT T —F T BENHER L7 E | Cisco TAC IZBWEDESTZE W,

Io—XAw t—:/ $ASA-3-414002: Failed to save logging buffer to flash:/syslog directory

using file name: filename : [fail reason ]

BRBAOXL S EV AL D VAT AT Ty an~OuX sy Ny 7y ORIENRRIL £
L7,

RT3 o HaREmN RN EOIC R LTS/, 77 v aDEEEkET =7 L
T, logging flash-size =~ > FOBEERIRNELLFEESN TS L2MRELET, =T —
M, 77932 T77ANV AT IEDOT0 =T —04E1E. Cisco TAC IZRIWE b THR—k
EZFTEE,
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Io—XAwy ‘t'_:/ $ASA-3-414003: TCP Syslog Server intf : IP Address /port not responding.
New connections are [permitted|denied] based on logging permit-hostdown policy.
HREAY E— bk KA R BX 7 HO TCP syslog — "B IEFHTHY . — s, #HiL
UNEEELT logging permit-hostdown 7R U & — (2 S\ CHFFAI £ 721345 S E 97, logging
permit-hostdown 78 U & —73GRE SN TW D 5E. BT LWERITFFI SN E 3, RES LTV
WAL T LWESRIIES SUET

cintf : =PRI TND ASA DA H—T = A

 IP_Address : U &— k TCP syslog — "D P 7 KL X

s port : U <E— I TCP syslog #—/3DR— k
WRT V23 URESINTOD TCPsyslog U —SWEWEL TV D Z & &g LET, B Lz
i Fral 9 HITIE, logging permit-hostdown R U > —ZF%E L9, B LWERZHEGT 512

i

I%. logging permit-hostdown NV > —Z % E L £ A,

Io5— A ‘yt—D $ASA-6-414004: TCP Syslog Server intf : IP Address /port - Connection
restored
FRBA TCPsyslog " —/"X~OERITRI L, BN ML SN E Lz, ZOX v —I0%, B
DI L7 11Z syslog r— N ITRANCEIET 2 A v & —2 T,

cintf : F—SREHE SN TND ASA DA F—T = A A

« IP_Address : U E— | TCP syslog — "D IP 7 KL &

e port : UE— K TCP syslog — 3D — k

WET7H a0 R,

IS5—A “Jt—:) $ASA-3-414005: TCP Syslog Server intf : IP Address /port connected,
New connections are permitted based on logging permit-hostdown policy
HBAVE—FRA N BX 2 HO TCPsyslog P —XNIEFTHY . — N8I, Bl
VLT logging permit-hostdown 78 U 2 — (2D WTFFAT &4V E 97, logging permit-hostdown 7~
UL —RREINTWDHE, BT LWERITFF T S ET,

cintf : P— P SN TND ASA DAV H—T = A A

« IP_Address: U £— k TCP syslog *—/S@D P 7 KL &

e port : U E— k TCP syslog #—/ 3D AR — K

*‘Eﬁ?b :/ 3 p%‘gff: L/o
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Io5—4% ‘yt—*‘) $ASA-3-414006: TCP Syslog Server configured and logging queue is full.

New connections denied based on logging permit-hostdown policy.

XS X —EINT ERICIESNTND 728, syslog A v B —VNEIEINDE
BEasd 0 E9,

WR7HS a0 ZORREERET H72DI0F 22— I A R2HES 5 HIEOFEMCHOW T,
CLI#5% 77 A4 R [Configuring the Logging Queue| DHZZH L T 7EIV, ZOLAITH L
W A A9 5121, nologging permit-hostdown =~ > R&H L4, ZOHAITH L
Befor 22 FF A4 % 121Z. logging permit-hostdown =1~ > RZ&2f# L £,

IS5—4 ‘y’b-*‘) %ASA-6-414007: TCP Syslog Server connection restored. New connections

are allowed.

REBA U E— bk ARA N BX U7 HO TCP syslog ¥ — SN IEFITHEGE S AU, B LUWBER 2 T Al &
WET,

WET7H a0 R,

I5— A Vi ‘t'—:/ $ASA-6-414008: New connections are now allowed due to change of logging

permit-hostdown policy.

SEA AT, T LWEERMES STV S & (T, logging per mit-hostdown =< > K& A
L T, logging permit-hostdown R Y & —ZEH L E L7z, ZOKRY O—DOEENFIK T, HL
WERRISRF R SN E T,

WET7H a0 RE,

Io— A “J‘t'—:) $ASA-6-415001: HTTP - matched matched string in policy-map map name ,
header field count exceeded connection action from int type :IP address /port num to

int type :IP address /port num
BB ZOA =T, ROWTIDHAE LG EICAERSIET,
«HTTP ~v ¥ —D 7 4 —/L ROREN, 2—FRED~Ny X — 7 4 — /L FEEBLEL
72o BH#4 2 =< KT match {request | response} header count num T,
cHTTP ~v ¥ —NOHEf SN/ 7 4 — /v ROHBHEN, TO~y ¥ — 7 4 —/L RIZx LT
Z—PPREE L HEBAE L, B3 2% 2~ Fidmatch {request | response} header
header-name count num T,
« matched_string : YR DWNFHL0>D —E T4
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-7 T Ay ID EEDRITHKLS 7 T A~y T H, TOXTFINE, 2—PFREDI TA <
TOLGRIIFERINET,
SIDA Y=V ERRASEIEEEROmatch a2~ R, ZOXFINL, 7T A~ v FRREO
BEICERREINET,

e map_name : 7R U v— < v T OLARH]

« connection_action : ##i%x Fu vy 7E£7-1x 0y FLET

cinterface type: A VX —T = A A XA 7 (7= & z21E. DMZ F72135M8)

*IP address: £ ' H—T = A ADIP T KL A

e port_num : R— hF 5
#4327 2 2 3 > match {request |response} header =~ > K& AS LT, HTTP~v X —D7 4 —
v NMEZ R E LET,

15—9‘ v t—:/ $ASA-6-415002: HTTP - matched matched string in policy-map map name ,
header field length exceeded connection action from int type :IP address /port num to

int type :IP address /port num
BB FERE SN HTTP ~ v 4 — 7 4 — IV RENRZ—FREOR I B2 F L,

« matched_string : ROV D —E L T4
-7 I Ay ID EXDRIHLS 7 T Ay T, ZOXFINE, 2—VFREDI TA v
TOGEIIFRRINET,
SIDA =V EEASEEEBEO match 2< > R, ZOXFINEL, 7T A=y FRNEO
BallFrInNEJ,

e map_name: RV T— < v T DOLH]

« connection_action : i A E 21XV By FLET

sinterface type: f v X —7 = A A XA 7 (j=& 21X, DMZ F72135M5)

*IP_address: 1 > #—7 A ADIP 7 RL A

« port_num : i"— hF 5

#4227 -~ < 3 > match {request | response} header header_namelength gt num =2~ K& A/
L, HTTP ~v ¥ — 74—V REZEHR L £,

Io5— A ‘yt_:) $ASA-6-415003: HTTP - matched matched string in policy-map map name ,
body length exceeded connection action from int type :IP address /port num to int type

:IP_address /port_num
A A vbE—VUARKROEISNI—FREOREIABIE LI,
« matched_string : R OV 0>D —E L T4
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-7 Ay 7 ID EXDRIIHL 7 T A~y THh, ZOXFINE, 2—FREDI T A < v
T OEGEICRRESNET,
SIDA =V ERESEEERO match 2~ R, ZOXFINEL, 7T A~ THRNERD
GAICRRINET,

e map_name : 7R U v— < v T OLAH]

- connection_action : #fix Ka >y 77213V FLET

einterface type: f > ¥ —7 = A A XA 7 (=& 21X, DMZ F72134M0)

*IP address: £ v H—T7 = A ADIP T KL A

e port_num : R— hF 5
#2527 U 2 3 > match {request | response} body lengthgt num =2~> K Z AL T, Av&—
VAXDEIEELLET,

15—9‘ v t—:/ $ASA-5-415004: HTTP - matched matched string in policy-map map name ,
content-type verification failed connection action from int type :IP address /port num

to int type :IP address /port num

BEBAHTIP A v & —VKRIKD~ Y v 7 FEN, HTTP A v — v & —0 content-type 7 A —
L RIHEEESN TS MIME 44 7OE LN~ Y v 7 BB TIEH Y H A,

« matched_string : R O 20>D —E 5L TH]
-7 I Ay ID EXDRIHL 7 T A~y T H, TOXFINE, 2—VFREDI TA v
TOLGEIIFRIRINET,
SZDA =V EFBESELEEREO match 2~ K, ZOXTFINE, 7T A~ THRNEO
LallFrInEJ,

s map_name : R U 2— < v T DL4H]

- connection_action : ¥4 Ne v FE721 XUy FLET

sinterface type: / v X —7 = A A XA 7 (j=& 21X, DMZ £ 72135M5)

«IP_address: f X —7 = A ADIP T KL A

e port_num : "— hF 5

#2427 4 < 3 > match {request | response} header content-typeviolation =< > K& A/ LT,
REZEE L E7,

IS5—XAwy t—:/ $ASA-5-415005: HTTP - matched matched string in policy-map map name ,
URI length exceeded connection action from int type :IP address /port num to int type

:IP address /port_num
HMBAURI DR ENA—PFREOR S ZBAE LT,
« matched_string : RO WD —E L4
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-7 T Ay ID EEDRITHKLS 7 T A~y T H, TOXTFINE, 2—PFREDI TA <
TOGEICRRINET,
SIDA Y=V ERRASEIEEEROmatch a2~ R, ZOXFINL, 7T A~ v FRREO
BEICERREINET,

e map_name : 7R U v— < v T OLARH]

« connection_action : ##i%x Fu vy 7E£7-1x 0y FLET

cinterface type: A VX —T = A A XA 7 (7= & z21E. DMZ F72135M8)

*IP address: £ ' H—T = A ADIP T KL A

e port_num : R— hF 5
#5749 <3 > matchrequest uri lengthgt num 2~> K2 A LT, URIOESAZEH L&
-éAO

I5— A “J‘t’—:) $ASA-5-415006: HTTP - matched matched string in policy-map map name ,
URI matched connection action from int type :IP address /port num to int type :IP address

/port _num

FRBA URL 2%, =— Y OR%E L IEHRBLE —E L £ L7z, FEMIZ OV TIE, match request uri
regex {regex-name| classclass-name} =~ > K=& L T 72 &0,

« matched_string : YR O3 20>D —E 5L TH
- TAyTID EEDRITKELS 7 T Ay TH, TOXFINE, 2—FREDI TA <y
TOGHEICRRINET,
SZDA vV EFASEREEEREO match 2~ > R, ZOXTINL, 7T A~ v TRNEO
BalcFRENET,

s map_name : KU >— < v T DL4H]

- connection_action : #fiix Fa >y 7E721T Yy FLET

einterface type: f > ¥ —7 = A A XA 7 (=& 21X, DMZ F72135M0)

«IP address: f VX —T7 = A ADIP T KL A&

e port_num : R— K FE 5

WRE7Y a0 RE,

Io5— A “J‘t’_:) $ASA-5-415007: HTTP - matched matched string in policy-map map name ,
Body matched connection action from int type :IP address /port num to int type :IP address

/port _num

EREA R v —UARIN P EREOIEHEH L —E L E Lz, §HIZ 2OV TiX, match {request
| response} body regex {regex-name| classclass-name} =~ > R&ZSM L T 72 X0,

« matched_string : ROV 0O —E L F5
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-7 T Ay ID EEDRITKLS 7 T A~y T, TOXTFINE, 2—PFREDI TR~
TOLGRIIFERINET,
SIDA Y=V ERRASEIEEROmatch 2~ R, ZOXFINL, 7T A~ v FRREO
LalcFRENET,

e map_name : 7R U v— < v T OLAH]

« connection_action : ##ix Fu v 7E7-1x 0y FLET

cinterface type: A VX —T = A A XA 7 (7= & z21E. DMZ F72135M8)

*IP address: £ v H—T7 = A ADIP T KL A

e port_num : R— hF 5

WET7H a0 R,

I5— A “J‘t’—:) $ASA-5-415008: HTTP - matched matched string in policy-map map name ,
header matched connection action from int type :IP address /port num to int type

:IP address /port num
A A=Y Ny X —Da—PIRET 4 —/V FOERA—VPREDERKRIE —FLEL
72 FEMIZ-DUVNTIE, match {request | response } header header-field-name {regex-name | class
classname} =~ RESHRL T 7ZE0,

« matched_string : IROWF 70D —ELF5
-7 T Ay ID EXEDRIHLS 7 T Ay T, TOXFINE, 2—VFREDI TA ~ v
TOBEIIRIINET,
SZDA =V EBESELEEEO match a2~ K, ZOXXTFINE, 7T A ~ v THRNEO
LallRrINET,

e map_name : 7R U v— < v T OARH]

« connection_action : ##ix Fe vy 7E£7-1xV Yy FLET

einterface type: f > X —7 = A A XA 7 (=& 21X, DMZ F72134M50)

«IP address: f v X —7 = A ADIP T KL A&

e port_num : R— K F 5

WET7H a0 R,

15_)( v t—:/ $ASA-5-415009: HTTP - matched matched string in policy-map map name ,
method matched connection action from int type :IP address /port num to int type

:IP address /port num

BBAHTTP A YV v R —WRIEOIERKIE L —H L FE Lz, FEMIZOVTIEL, matchrequest
method {regex-name| classclass-name} =~ > RZSM L T 72X\,

« matched_string : R O 20>D —E L TH
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415010

415011
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-7 T Ay ID EEDRITHKLS 7 T A~y T H, TOXTFINE, 2—PFREDI TA <
TOLGRIIFERINET,
SIDA Y=V ERRASEIEEEROmatch a2~ R, ZOXFINL, 7T A~ v FRREO
BalcFRENET,

e map_name : 7R U v— < v T OLARH]

« connection_action : ##i%x Fu vy 7E£7-1x 0y FLET

cinterface type: A VX —T = A A XA 7 (7= & z21E. DMZ F72135M8)

*IP address: £ ' H—T = A ADIP T KL A

e port_num : R— hF 5

WET7H a0 RE,

Is— A “Jt—:) $ASA-5-415010: matched matched string in policy-map map name , transfer
encoding matched connection action from int type :IP address /port num to int type

:IP _address /port num
E%BA transfer encoding 7 4 —/L ROER 22— R ED EMHKRIRE/ITF—UV—RE—FHLEL
72 FEMIIZ-DUVTIE, match {request | response} header transfer-encoding { {regex-name| class
class-name} | keyword} =~ > REZSM L T 72X,

« matched_string : IROWF 70D —ELF5
-7 T Ay ID EXDRIHLS 7 T Ay T, TOXFINE, 2—VFREDI TA v
TOLGEICFIRENET,
SZDA =V EBESELEEEREO match 2~ K, ZOXXTFINE, 7T A~ v THRNEO
LallRrRINET,

e map_name : 7R U v— < v T OARH]

« connection_action : ##ix Fe vy 7E£7-1xV 8y FLET

einterface type: f > X —7 = A A XA 7 (=& 21X, DMZ F72134M0)

«IP address: f v X —7 = ADIP T KL A&

e port_num : R— K F 5

WET7H a0 R,

15_)( “Jt—:) $ASA-5-415011: HTTP - policy-map map name :Protocol violation
connection action from int type :IP address /port num to int type :IP address /port num
RBA HTTP /N—H—7%, HTTP A v — Y ORYOE A HIZHR 2 HITP A v — V2 H
T A,

e map_name: 7R U v— < v T OAH]

« connection_action : ##ix Fe vy 7E£7-1xV 8y FLET
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415012

415013

mso12 [

«interface type: A > F—7 = A X Z A7 (J2& 21X, DMZ E72135M0)
*IP address: £ ' F—T7 = A ADIP T FLA
s port_num : H~— ~FE

#4274 < 3 > protocol-violation action {drop |reset} log =~ > K& A S L CHRIEZEE L %
R

Io— Ay t—:/ $ASA-5-415012: HTTP - matched matched string in policy-map map name ,
Unknown mime-type connection action from int type :IP address /port num to int type

:IP address /port_num

B8 content-type 7 « —/L RIZ, #AHIAIMIME % A 7L —33 25 MIME % A 7R & £ T
FHEATL,

« matched_string : RO WD —E L4
-V TRy ID EEORIHL 7 T A~y TH, TOXTFINE, 2—PFREDI FA <
TOGEICRRENET,
-ZDOA = VERBESELEEEO match 2w K, ZOXFINL, 77 A~y THRNEO
BEICFKRINET,

smap_name : KU v— = v T OLH]

« connection_action : #fia Ka > 7703Vt FLET

einterface type: A > ¥ —7 = A4 X XA 7 (=& 21X, DMZ F7-135M5H)

«IP address: f V' H—T = A ADIP T KL A

« port_num : R— h&FE =

#4274 < 3 > match {request | response} header content-typeunknown =< > K% AJ) LT,
MEEEELET,

Is— A “J‘t’—:) $ASA-5-415013: HTTP - policy-map map-name :Malformed chunked encoding
connection action from int type :IP address /port num to int type :IP address /port num
BB T ¥ v I DA TS TWDHIOIZ HTTP A v — Vi cx £ A, £z,
protocol-violation =< > RO X FRNRESHTWVET,

e map-name : R U ¥— ~ v T D4R

« connection_action : i Ka v 7703Vt FLET

einterface type: A > X —7 = A XA XA 7 (=& 21X, DMZ F72135M50)

*IP_address: 1 > & —7 = A ADIP 7 KL A

« port_num : R— &E =

#2527 9 < 3 > protocol-violation action {drop |reset} log =~ > K& A L CHEAEIEL £
j—

o
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IS5—XAw t—:/ $ASA-5-415014: HTTP - matched matched string in policy-map map name ,
Mime-type in response wasn't found in the accept-types of the request connection action

from int type :IP address /port num to int type :IP address /port num
ERBE HTTP 54 D MIME % A 733, B3RO accept 7 4 — /b FIZFEL TWWEHATLT,

« matched_string : ROV D —E T4
-V T Ay ID EEORIHL 7 T A~y TH, TOXTFINE, 2—PFREDI FTA <
TOGHEICFRINET,
-ZDOA = VERBESELEEEO match 2w K, ZOXFINL, 77 A~y THRNEO
LAl FKRINET,

«map_name : R Y T— < T DOL4H]

« connection_action : #fia Ke > 7703Vt FLET

cinterface type: A v ¥ —7 = A A XA 7 (f=& 21X, DMZ 721355

«IP address: f V' H—T = A ADIP T KL A

e port_num : R— FFH
#4227 - > 3 > match reg-resp content-type mismatch =~ > K& A/ LT, MEEZEELE
j—o

Is— A “J‘t’—:) $ASA-5-415015: HTTP - matched matched string in policy-map map name
, transfer-encoding unknown connection action from int type :IP address /port num to

int type :IP address /port num
FRBA ZEDERERF S kM TN E L,

» matched_string : RO WD — T4
-7 A=y 7 ID EXDRICHLS 7 T A~y THh, TOXFINE, 2—PREDT T A <
TOLEICERINET,
SIDA =V ERAESEEERO match 2~ K, ZOXFINEL, 7T A~y THRNERD
GAICERRINET,

s map_name : KU >— ~ v T DLH]

- connection_action : #fia Ka w7723V FLET

s interface type: £ > ¥ —7 A4 A XA 7 (I2& 21X, DMZ F72135M50)

«IP address: f ' HF—T = A ADIP T LA

« port_num : R— b &5

#2527 2 2 3 > match {request | response} header transfer-encoding empty =~ > K& AJj L
T, MEEEELET,
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415016

415017

415018

as016 [

I5— Avyt— 2asa-4-415016: policy-map map name :Maximum number of unanswered HTTP
requests exceeded connection action from int type :IP address /port num to int type

:IP address /port num
FRBA S D72y HTTP R OEA . WHEICRFAI STV D EREA A £ LT,
«map_name: RV T— < v T DLAH]
- connection_action : ##ix Fu vy 7E7213 Uy FLET
cinterface type: f v ¥ —7 = A A XA 7 (7=& 21X, DMZ £ 72135M)
«IP address: f VX —7 =A ADIP T KL A&
e port_num : "— hF 5

#2274 > 3 > protocol-violation action {drop | reset} log =~ > K& AN L CRIBEEZEIE L %
‘@—

o

Io—XAw t— 2asA-6-415017: HITP - matched string in policy-map map name , arguments
matched connection action from int type :IP address /port num to int type :IP address

/port_num
SREABIH D NS — N —PFREOIEHARIETF—TU — FE—HK L TOWET, FEMIZON
“CiZ, match request argsregex {regex-name| classclassname} =~ R&Z&H L TLE S0,

« matched_string : YK DWW D—ECFH
-7 TRy ID EEDRITKLS 7 T A~y T H, TOXFINE, 2—FREDI TA <
TOLGEICFRENET,
SIDA Y=V EBEASEEEREO match 2~ R, ZOXTFINL, 7T A~ v TIRHNERD
el REINET,

e map_name : 7R — v v T DL

- connection_action : #fiix Ne v 77213y FLET

sinterface type: f v X —7 = A A XA 7 (j=& 21X, DMZ 721355

*IP address: £ ' F—T = A ADIP T FLA

« port_num : R— &5

HREFTH O ay RE,

Io— A ‘y‘t'—’) $ASA-5-415018: HTTP - matched matched string in policy-map map name ,
Header length exceeded connection action from int type :IP address /port num to int type

:IP address /port_num
A~y X —DERNA—PREDO~y X —REBAE LI,
« matched_string : YR DOWF D —ECFH
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-7 Ay ID EXDRIIHL 7 T A~y THh, ZOXFINE, 2—FREDI T A < v
TOHBEIIRFINET,
SIDA =V ERESEEERO match 2~ K, ZOXFINEL, 7T A~y THRNERD
BHlCFRRINET,

e map_name : 7R U v— < v T OLARH]

« connection_action : ##i%x Fu vy 7E£7-1x 0y FLET

einterface type: f > ¥Z—7 = A A XA 7 (=& 21X, DMZ F72134M50)

*IP address: £ ' H—T = A ADIP T KL A

e port_num : R— hF 5
#2427 9 23 > match {request |[response} header lengthgt num =~ K& A LT, ~v ¥ —
ExmELET,

15—9‘ v t—:/ $ASA-5-415019: HTTP - matched matched string in policy-map map name ,
status line matched connection action from int type :IP address /port num to int type

:IP address /port num

BB ICEDAT —H 2T — PR EDERERIE —F L F L7z, FERIZ OV TIX, match
response status-lineregex {regex-name| classclassname} =~ RZZH L TS0y,

« matched_string : ROV 20>D —E L TH
-7 A<y ID EXDRIHLS 7 T A~y T H, TOXFINE, 2—PREDI T A~y
TOLGEIIFRRINET,
S ZDRA = VERBESELEBEO match 2~ K, ZOXFHNE, 7 7 A~y THRNEBO
LallFrInEJ,

« map_name : 7R U >— < v T DRI

- connection_action : ##ix Fu vy 7E£7-13V Yy FLET

cinterface type: f ¥ —7 = A A A7 (J=& 21X, DMZ £ 72135M5)

*IP_address: 1 > —7 A ADIP 7 RL A

e port_num : "— hF 5

HRETH O ay RE,

Io—XAw t— 3ASA-5-415020: HTTP - matched matched string in policy-map map name ,
a non-ASCII character was matched connection action from int type :IP address /port num

to int type :IP address /port num
B ASCIL UF A RS20 £ L7z,
« matched_string : R OV 20>D —ESLTH
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416001

417001

417004

417006

meoo1 [

-7 Ay 7 ID EXDRIIHL 7 T A~y THh, ZOXFINE, 2—FREDI T A < v
T OEGEICRRESNET,
SIDA =V ERESEEERO match 2~ R, ZOXFINEL, 7T A~ THRNERD
BRIl RINET,

e map_name : 7R U v— < v T OLAH]

« connection_action : ##ix Fu v 7E7-1x 0y FLET

cinterface type: A VX —T = A A XA 7 (7= & z21E. DMZ F72135M8)

*IP address: £ v H—T7 = A ADIP T KL A

e port_num : R— hF 5
#2427 2 < 3 > match {request | response} header non-ascii =~ > K& AJJLC, MEZEIEL
i‘j‘o

Is— Ay t—:/ $ASA-4-416001: Dropped UDP SNMP packet from source interface :source IP
/source port to dest interface :dest address /dest port ; version (prot version ) is not
allowed through the firewall

FRBASNMP N7y NI, REAT Y 74—~y bOTDIZ, 721X ASA DERZFFAI S
T2 prot_version D72 812, ASA Oz EE S vk L7z, prot_version /X7 X — % Df
X, 1. 2, 2¢. FEEF3IDOIHLOWTUNTT,

HRET7Varsmp-map a2~y REfH LT, SNMPREDORELZEHTLET, Z0a~vy
REMFHTHE, 2—FREEO T ha)l N—2 g VEFAERITHES T E1,

15—)‘ “Jt—:) $ASA-4-417001: Unexpected event received: number
AT oA TEEEZZELELLER, AN DO FIREOND FEATL,
HRT Y a3 URIEPIER LRWEA . Cisco TAC IZBRWAHHE L ZE W,

Ia_)‘ ‘y’b-*‘) SASA-4-417004: Filter violation error: conn number (string :string )

in string
BB T4 T B, BAPFHAEL TRV L— MEEEEELXL S E LELE,
WET D 2 a VREPER L6, Cisco TAC IZBMWEDHELZE0,

IS5—4 “Jt—:) $ASA-4-417006: No memory for string ) in string . Handling: string

BREAAE U RBDIDIZEERKIM L E L2, HIDA D=L TREINET,
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418018

418019

418040
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HERZT O 2 a DREDMER L7204, Cisco TAC IZBRIWAEHEL 230,

Ia_)( Vi t_:/ $ASA-4-418001: Through-the-device packet to/from management-only network
is denied: protocol string from interface name IP address (port) [([idfw user |FQODN string

], sg _info )] to interface name IP address (port) [(idfw user |FODN string ), sg info ]

ERBATERE ST RE I B s ~D Ry R, ASA LEHE Ry NU—7 L ORI AZRH L
TWeledlT, BEREIINLE LT,

s protocol_string : TCP, UDP, ICMP, F£721% 10 #H D7 v k=21 1D

sinterface name: A > ¥ —7 = A A4

«|P_address: IP 7 KL &

e port : IR— h&E 5

esginfo: FEELEIP T FLADEX 2T 4 FA—FHEI1TE T

WET ISV I0L )y MR LTOBEA L B AT LET,

I5— 4 wv+t— 2asn-3-418018: neighbor IP Address Down User reset OR $ASA-3-418018:
neighbor IP Address IPv4 Unicast topology base removed from session User reset OR
%ASA-3-418018: neighbor IP Address Up OR $ASA-3-418018: neighbor IP Address IPv4 Unicast
topology base removed from session BGP Notification sent

SEBABGP BT U L VORI BREE, BLOET U VI OREEBROER L LTAELE M FRE
¥ DB RO @A,

W7 a2 RE,

Io—4 ‘y-lz—*‘) $ASA-3-418019: sent to neighbor IP Address, Reason: reason, Bytes: count
SEBABGP E7 Y T LB AR LE T,

« Reason : & T OFMH, FMHIZIL., AS SANESHE L TW5, £20dE—/L REEB O
RN ENH Y £,

* Bytes : 5{5 &7z 31 MK

WRT7HY a3y RE,

Is>— A vt—’) $ASA-3-418040: unsupported or mal-formatted message received from
IP Address
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419001

419002

aso01 [

SRBABGP N> Ry A ZHIZ, AR— IR TRV, FHREFEANRE->TWnE A v E—
CEZELEILERLET, LPTLLZL—RA T Y RAX— FORIZEE LTS L IEED
FH A,

HREFTH a0 RE,

Io—Aw t—“‘/ $ASA-4-419001: Dropping TCP packet from src ifc :src IP /src port to

dest ifc :dest IP /dest port , reason : MSS exceeded, MSS size , data size
SR TCP X7y hOREEN3I T oA N R oA 7 TT KR AL XENT-MSS X F L
7o

e>gcifc: AJA U H—T = A A4

e>5C IP: /N7y FOREFEILIP T KA

e >src_port : /37y R OFEEILA— B

e >dest ifc: A v F—T = A A4

e>dest IP: /X7y FDFEHETP T FLR

« >dest_port : /N7 > FOSESEAR— |
WETV a2 MSSEHR LTy NEFFAT20EDNH 5551, exceed-mss 2+ o R %
EHLTTCP v v 7 2AER L ET, RICHIZRLET,

ciscoasa# access-list http-list permit tcp any host server_ ip eq 80
ciscoasa# class-map http

ciscoasa# match access-list http-list

ciscoasa# tcp-map tmap

ciscoasa# exceed-mss allow

ciscoasa# policy-map global policy

ciscoasa# class http

ciscoasa# set connection advanced-options tmap

I5—Avt—2 2asa-4-419002: Received duplicate TCP SYN from in interface :src address
/src_port to out_interface :dest address /dest port with different initial sequence

number.
BREAZ U= A N R oA 7T, IS Z BV SYN LITR R L0 —r o 2K T &
FFOBEMB TCPSYN #%/F LE Lz, Zhud, SINBAT—T7 4 7 ENTNDHZ EaRLT
WHRREMER B D £9, ZDOA v E—T0F, VU —R 7041 IETERINET,

sin_interface: AJJAf > Z—T7 =4 A

esrc_address: X7 ROEFEILIP T KL A

ssrc_port @ /37y FOEFILAR— b

- out_interface : WA &2 —T7 =4 R

e dest_address : /X7 > F DS IP T R LA

e dest_port : /X7 R OFESEAR—
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419003

419004

419005

Syslog # v z— < 400000 ~ 450001 |

*E%:é77 :/ 3 D%\giﬁ Lo

Io—Aw t—:/ $ASA-4-419003: Cleared TCP urgent flag from out ifc :src ip /src port
to in ifc :dest ip /dest port.

B3 VA N R oA 7 I, PIEEREZ B SYN EIXB R L0 — 7 v A KT %
FFOBEMBTCPSYN 2325 LE L7z, ZHUL, SYNBAT—T7 4 7 EINTNAHZ EERLT
WAHHEBEMERH D £, ZOAyE—T0F, VU —X7.041 PETERINET,

sin_ifc: AAf v HZ—T =4 R

sscip: N7y FOEFILIP T KL A

esrc_port : N7y FOPFEITLAR— B

cout_ifc: tHJA v & —T7 =1 X

edest_ip: /X7 FDFEHEIP T R LA

e dest_port : /X% > FDOFESEAR—
RT3V TCP ~v X —NORET 7 VR T 20ERS HLAIL, TCP~y 7 3
7 4F¥alb—v a3y E— RFTurgentflagallow =2~ R&2MH L £,
IS5—AwE— 3aSa-7-419003: Cleared TCP urgent flag.
B D syslog 13, BRATZ I V7 EiLtep Ty NORERA VEZN 7 VT ST & XICER
INFET, ZE, 2—VHE (tep-map) LD HDD, Flldtep /7 v PHIZBEARA
YHAOERSH DN, BETITITRRESN TNV ERFKTH D AEENH Y 7,
HRT O a2 AT T 70 clear [IZREZILTWDH M E 9 D> tep-map X E X MR L E T,

IS5—Avw t— 2ASA-6-419004: TCP connection ID from src_ifc:src ip/src port to
dst ifc:dst ip/dst port is probed by DCD

BLL

TCPHEGENAT v FiEEgE (DCD) k- T —7 &N, BN EIEZAERNE D v fkr &
E LT,

#REFTHOa VL,

I5—Avt— 5asa-6-419005: TCP connection ID from src_ifc:src ip/src port duration

hh:mm:ss data bytes, 1s kept open by DCD as valid connection

BrLL

TCPH&RiIX, 7 v Rkt (DCD) ([Z K- CTHR B L LCh e FicshEz L,
HREF7Ia L,
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419006

420001

a19006 [

I5—Ayt— $asA-6-419006:TCP connection ID from src _ifc:src ip/src port to
dst ifc:dst ip/dst port durationhh:mm:ss data bytes, DCD probe was not responded from

client/server interface ifc name

356

TCP Biild, REITRo7o/etd, 7 Rkl (DCD) ICL->THLELRE LT,
i: 3 I I A D

I5— A4 ‘yt'—*‘/“ $ASA-3-420001: IPS card not up and fail-close mode used, dropping ICMP
packet ifc in :SIP to ifc out :DIP (type ICMP TYPE , code ICMP CODE )

RITH 2R L ET,

$ASA-3-420001: IPS card not up and fail-close mode used, dropping TCP packet from >ifc in
:>SIP

/>SPORT

to >ifc out

:>DIP

/>DPORT
$ASA-3-420001: IPS card not up and fail-close mode used, dropping UDP packet from >ifc in
:>SIP

/>SPORT

to >ifc out

:>DIP

/>DPORT

$ASA-3-420001: IPS card not up and fail-close mode used, dropping protocol >protocol
packet from >ifc in

:>SIP

to >ifc out

:>DIP

RBAIPS V= — L/ r—XE— RBREHINTEY, IPS 71— RBEMEL TW7eWgEEic, /8
Fy RREEISNET, 20X vE—IIEFFRAHIBENTWVET,

cifcin: AA v X —7 A A4

sifc out : A % —7 = A A4,

« 9P : X7y FOHERFICIP

* SPORT : /X7 v FDFEFTLA— b

*DIP : /X7y h D55 P

* DPORT : /X7 hDFESEAR— bk

« ICMP_TYPE : ICMP /X% > kDX A 7

« ICMP_CODE : ICMP /¥4 v bz — R

EF7H a3 VIPS — REEMESHE T,
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B 20002

420002

Io— 4 ‘yt—*‘) $ASA-4-420002: IPS requested to drop ICMP packets ifc in :SIP to ifc out
:DIP (type ICMP TYPE , code ICMP CODE )

I &R L ET,

$ASA-4-420002: IPS requested to drop TCP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop UDP packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
$ASA-4-420002: IPS requested to drop protocol packet from ifc in:SIP to ifc out:DIP

RBAIPS 53Ty MEPERET DL 9K L E L,
sifcin: A4 v H—T =4 R4
sifc out : HNHA v 5 —T =4 A4,
«SP: Ty FOFEITLIP
* SPORT : /X7y F DFFETLAR— F
*DIP : /X7 v b D%E4E P
« DPORT : /7 v b D%ideR— |k
+ICMP_TYPE : ICMP /X7 v kDX A
* ICMP_CODE : ICMP /x> h®D=— R

HET7H a0 RE,

420003

I5—Avt— 2asa-4-420003: TPS requested to reset TCP connection from ifc in :SIP
/SPORT to ifc out :DIP /DPORT

SRBAIPS 1%, TCP e VY FEERLE LT,

cifcin: A4 v X —7 A A4
cifc out : WA v 2 —7 =14 A4
« 9P : X7y FOFEFICIP

« SPORT : /X7 v FOEFILAR— b
«DIP : /X7 > FD%ESE TP

« DPORT : /X7 FDFESEAR— K

HREFTH o ay RE,

420004
I5— A wt— 2asa-6-420004: Virtual Sensor sensor name was added on the AIP SSM
SREA AIP SSM U — RIZAEE ¥ —2nBins i L,
n: I— &=
RT3y R,
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420005

420006

420007

a20005 [

I5— A YE— 2Asa-6-420005: virtual Sensor sensor name was deleted from the AIP SSM
EtBA AIP SSM 7 — R B ffBt o —2HIBR S L E LT,

*n: — FEH=
WR7I a2y R,

15—)‘ “Jt—:) $ASA-3-420006: Virtual Sensor not present and fail-close mode used,
dropping protocol packet from ifc in:SIP/SPORT to ifc out:DIP/DPORT
BREBAIPS 7 = — L/ m—XE— RPMERINTEY . N7y PHORIEE = FE L 20
Bals, Ny PREESNLET,

e protocol : /X7y FOEFIEHENDL 71 han

cifcin: ANA v H—T7 A 24

cifc out : A > 2 —7 =4 24

cSP: Xy FOREEITLIP T FLX

« SPORT : /37 v hOEFTLA— b

*DIP: /X7y RDFESEIP T KL A

« DPORT : /X7 v M DFESER— b

ET7Oary it —2BML £,

15—)‘ “Jt—:) $ASA-4-420007: application-string cannot be enabled for the module in
slot slot id . The module’s current software version does not support this feature.
Please upgrade the software on the module in slot slot id to support this feature.
Received backplane header version version number , required backplane header version

version number or higher.
BB ZOA =V, FETDHY T R T A=V 3 VN SSM 721 SSC =Ry =T
TV 2V EE TR ASADFHERBIC Lo TARINE T, ZORA v E—UE, ASAEY 22—
NV F—V % N SSM £721L SSC/— K7 =7 E Y 2 — /L TIREEZL Z RN T 5 - DN A(E
SIhET,

« application-string : 77"V r— 3 4 (7= & 23X, Promiscuous IDS)

edot id : T 2 —/LikBIF, BIED ASA TiE 1

s version_number : ASAB LIPS 7T 7V r— a vBDOA v =T Ny B —DR—T g

&

WMREFO a7 7V r—ya a2 R— b THELWY T Ny =T A A=k
AL TSSM £721XSSCHON—RY =7 EVa—LEr—RLET,
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420008

421001

421002
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I%— A ‘yt—*‘) $ASA-3-420008: IPS module license disabled and fail-close mode used,
dropping packet.

HBAIPS EY 22— TA BV ANT 4 =T NVDRETT 2—/L 7 a0 —X T— RRREZN
TWb &, ZOIPSEY 2a— N ZHELETILTXTO NI 7 4 v I BEFESNET, 748V
ADAT —H A&+ 511X, show activation-key =~ > K& AL £,

#AET Y 3 activation-key 2~ FEHEH LT, IPSTA LU AN F—T T2 >TWD
TITF4N—var F—2EALET,

I5— 4 w+t—2 2asa-3-421001: TCP|UDP flow from interface name :IP address/port to

interface name :IP address /port is dropped because application has failed.

SR CSCSSM 7 7 U r—3 g VTR ERKE LT, <y NREESNE LY. 574
VETIE, ZOA Y=V 101 EILAR RSNV E I ICHIRSLTWETS,

s interface name: > % —7 = A A4,

*|P_address: IP 7 FL- &

e port : R— hEE

« application : CSCSSM (BIAED Y VU —ATHAR—F SN TWVWIDIIZDOT 7V r—ra v

72T

WR7O a2y h—ERXAEV2— L TCHEERFELET,

I5— AYt— 3a5a-6-421002: TCP|UDP flow from interface name :IP address /port to
interface name :IP address /port bypassed application checking because the protocol is

not supported.

HREA PRI SN TS T a haLdh—E R BTV a— LN AF ¥ TRV,
TP —EREVa—NDeXa T 4 Fov I EBNA/XALE LT, 72& 21, CSCSSM I
Telnet N7 7 4 v 7 B A%+ L TEFEHA, 2—F N Telnet N7 7 4 v 7T DAF ¥ U EREL
A NI T4 v IIEAF Y P —ERENAL RALET, T4 RNTE, 20X vtE—
DIZ 10 BIZ 1 EILRR SN2V E D IZHIBRS L TWET,

*IP address: IP 7 N L A

e port : "— h&E

«interface name: R Y U —REH SN TNWD A ¥ —T = A4 ADL

- application : CSCSSM (BIfED U J —ATHHE— R ENTWEDIEZDT 7Y r—a v

72 CT9)

HR7HV2 a0V —EAEVa—ARPAR—bLTE T harZFzgwsLiic, =
Y7 A4FX 2=y a VEEBETODNERDY £T,
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421003

421004

421005

421006

21003 [

Io— A ‘yt—*‘) %ASA-3-421003: Invalid data plane encapsulation.
HBEY—ERAEVa— ML o TRHRASINT Ny R, ELWT—% T L—r Ny —%
FFoTWERHATLE, 7= Ny 7 T L—TREIND /37 v ME, ASDP &M D v
ZaMBEOT T NI ATHERL L TWET, Y72 ASDP~ v ¥ — % Ffl- 72w o ME, §7
THREFEINET,

#4227 4 > 3 > capture nametype asp-drop [ssm-asdp-invalid-encap] =t~ > &l L C X%
27y R EELY A, Cisco TAC IZBRIWAHHEL S0,

I5—4 ‘y‘b—*‘) $ASA-7-421004: Failed to inject {TCP|UDP} packet from IP address /port
to IP address /port
BB ASA Y —E R EV2a— VO REBV Iy FERATEEEATLEZ, 24U
ASA DT TR SN TN D7 —IC" Ty FEffAL LD & LIEHAER, ASA R —EX
FEV 2 — L BN LT T — 7V EHERF L TV DG AICRAT D AR H D 9, @
T, TS THRERETLDZ LiTd D 8 A,

*IP address: IP 7 KLV A

e port : IR— h&E 5
WET VL3 VASADNT —~ P AT FATT Y6 ET IR R L ngGaid,
Cisco TAC [ZBIVEDELS 2 S0,

I5—Ayt— 5asn-6-421005: interface name :IP address is counted as a user of
application
REAR A R T A B RAHIRORIG L R i TWET, iS4 A k23, application ®
=P ERLENE L, T4 ARGEDTZOIT, 24KF O = — B ORIV FRT 0 FpZFHR
SNET,

s interface name: f > % —7 = A A4,

*|P_address: IP 7 FL- &

« application : CSC SSM
WETO L aVLERL, 2EL, 2EOHNR. WAL —F I (£ 2 e M2 55411
Cisco TAC ICHAE L CTA BV A%ET v 77 L — KL TLEE,

I5— A ‘y‘t'—’) SASA-6-421006: There are number users of application accounted during
the past 24 hours.
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422004

422005
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BRBA L 24 RFICT Y r—va v B LT — P ORBSEERSINE L, 20Xy
T 24 RE T L IZAER S, P ER BV a— Lo TRt SN — R EHEA L
oA OB ZRLET,

« application : CSC SSM

WRT7OAVARE, 72720, BEOED, A L-a2— T4 A& B2 55E1E. Cisco
TACIZHEKE L CTIA B AT v 77 L —RLTL I,

I5—Aw t— sasa-3-421007: TCP|UDP flow from interface name :IP address /port to

interface name :IP address /port is skipped because application has failed.
BBV —EREV 2 ADT TV = a VICEENBE LI T =R AF y T EINE
L7, 774NV BT, ZOXA =10 I 1 BILMAERRENRNE S ICHIRETn
7.

*IP_address: IP 7 KLV A

e port : R— hEH

cinterface name: AR Y O —REMH SN TNWD A F—7 = A ZADAT
* application : CSC SSM

WR7I a3 V—EREV2— L TRBEERFELET,

15—)‘ W) t—:/ $ASA-4-422004: IP SLA Monitor number(O : Duplicate event received. Event

number numberl

ERBAIPSLA E=4% 7utv AN, EELIEZAN FEZELE L, BfE, 20X yE—VX
WHEA N MIEH SN ET, | DOWEERZTPEH S ET, ZIUFBEFEHA v &—
T,

« numberO : SLA BifEE 5
» numberl : SLA #i{ED A X2k ID

WRT7Ia3 DAy E—UPREDIRLERSNDYATL, show slamonitor configuration

SLA operation_id=~> K& AN LT, a~r Fohazavr—L%Ed, ar/— 1 Fmidy

AT LB TIZRRENDAvE—VEZOFEEa—LET, ZDH% Cisco TAC [ZBHWE

bﬁ@oz WEL7ZE#mE ., SLAV R —T 2R EBIOR—U 7 LTS T 7Y r— g
BT D1 E TAC O F I TREE 7230y,

15—)( V) t—:/ $ASA-4-422005: IP SLA Monitor Probe(s) could not be scheduled because

clock is not set.
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422006

423001

423002

423003

423004

422006 [Jj

SEAL AT LA 7y I RRESN TR0, 1 DFEITEHO IPSLA E=4 o —
T AT a—)LTEERA,

WRFHILaAV AT LA 70y 7IINTP £72030DO A D =X LA L CTHEETE5 2%
(N =

IS5—4A wAz—<0 $ASA-4-422006: IP SLA Monitor Probe number : string

SEFIPSLA E=X T 0 —T % Ar U a— L TXFHA, BESNBIEEL RS ClrmE T
LE-> TV, BAsGRZI ) TT,

« number : SLA &h{F ID
e string : =7 —Z @7 5 3055

WERT VY a VBRI 2 R ORBM L7 n—T 2 /BER SV a— L LET,

Io— A ‘y‘t'_:) $ASA-4-423001: {Allowed | Dropped} invalid NBNS pkt type name with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
B NBNS /37 v b OFFAAS - TOET,
i: 3 A D 8

I5— A “J‘t’—:) $ASA-4-423002: {Allowed | Dropped} mismatched NBNS pkt type name with
error reason str from ifc name :ip address /port to ifc name :ip address /port .

SREANBNSID DI A~y FNFEELE LT,
WEFH a3y RE,

Io— A ‘y‘t'_:) $ASA-4-423003: {Allowed | Dropped} invalid NBDGM pkt type name with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
B NBDGM /37 h DA TOET,
RT3y RE

I5— A v t—:/ $ASA-4-423004: {Allowed | Dropped} mismatched NBDGM pkt type name with
error reason str from ifc name :ip address /port to ifc name :ip address /port .

SRBANBDGMID @ X A~ v FAREALE LT,
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424002
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HREFTH o ay RE,

Io— A ‘yt—*‘) $ASA-4-423005: {Allowed | Dropped} NBDGM pkt type name fragment with

error reason_str from ifc name :ip address /port to ifc name :ip address /port .
FBNBDGM 7 7 7 & > R OFFADNFR > TOET,
RT3 Y RE

I5—AYt— 2asa-4-424001: Packet denied protocol string intf in :src ip /src port
[([idfw user | FQDN string ], sg info )] intf out :dst ip /dst port [([idfw user |
FODN string ], sg info )]. [Ingress|Egress] interface is in a backup state.

FRBA N RS, ASA ETUEA VA —T oA AL DOMERBL TSI, FEEINEL
oo B—Z U KT Ty M T4 —LTIE, A ¥ —7 oA AEREDHIR S vE T, backupinterface
AT RTHRESNTWAAS VH =T =2 AE, BESNTWLTIATV A F—=T A A
DN I T R BZELNTEERA, T4V A H—T 2 A~DT 7 4V k)L—
EAT v 7 LTWDEARE, NI T v T A E—T A ANED ASARRH N7 7 4 v 7%
TRTEGEINET, WL, T4V A F—T 2 A~DT 74V F b—ERZX T L
TWDHEAE, I~V A H =Tz A ADLD ASATEH N7 7 4 v 7 BEESNET,

« protocol_string : 7’1 h 2 L3CFH] (72 & 2 0F, TCP £7213 10 #3007 1 k21 ID)

cintf in: AJJA V2 —7 = A 24

ssCip: N7y FOEETLIP T RKLA

e src_port 1 /N7y P OFEETLAR— b

cintf out : o)A v X2 —T7 =4 X4

edstip: N7 FOSESEIP T KL A

e dst_port : /X7y b DFEFER— K

esginfo: FREL/ZIP T RLADEX 2 VT 4 JNV—THEIIX T

WETOaviEfmsnico sy hOREILEREL T,

15—)‘ “Jt—:) SASA-4-424002: Connection to the backup interface is denied:
protocol string intf :src ip /src port intf :dst ip /dst port

SRR NNy I T TR TH 7272010, ZOERNERESINE L, u—2 2 R 7Ty
M7 =L Tl A F =T =A ZBEDTIRSNET, NI T v T A2 =T =1 AT,
backup interface 2~ > RTHESNTWDL T T4~ AV H—T x4 ADNNy 7T v ST
HTELMWTEERAL, P74~V A F—T 2 A A~DT 74V K — BT v 7 LT
DEENE. NI T v T A B —T = A ARHDASA~OEERHIIT X CTHE S ET, #HiT,
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425001

425002

425003

425004

a0 I

FIA ) A B =T 2 ANDFT T H Nk o= MEF T LTWEHAE, T4~ A
VR =T = A AREH DASA~DEEFRNIEST I NET,

« protocol_string : 7' h L CFH (7o & 2, TCP £721% 10 #2571 k=21 ID)
cintf in: AJJA 2 —7 A A4

esrcip: N7y ROEFEILIP T KLA

ssrc port : /N7y ROEFILA— b

sintf out : W )A v F—T = A R4

edst ip: /N7y hOSBHIP T KL A

e dst_port : /X7 v FDFESEAR— B

WET7 O aviEGsnio sy NOFREILERFELET,

I5—*vt— 5asn-6-425001 Redundant interface redundant _interface name created.
BBERMSNIIIRA v =T = A ARar T4 Fab—va VIERShE LT,
» redundant_interface name : TLEA v X —7 = A A4

*‘Eé%?b :/ 3 y%‘giﬁ I/o

I5—*vt— 2a5a-6-425002 Redundant interface redundant _interface name removed.
BB SNTIRA V¥ —T = AR a7 4 Fab—va rnbHllRsnE L,
« redundant_interface name : TLEA v ¥ —7 = A4

*‘Eﬁ?b :/ 3 p%‘gff: L/o

I5—AYE— 9asa-6-425003 Interface interface name added into redundant interface

redundant _interface name .

SRBAfEf SN A L —T 2 A APA N U F—T oA AL LT, fEf SN UREA
YH =T 2 A RTBEMENFE LI,

s interface name: A > % —7 = A A4
« redundant_interface name : TLEA > ¥ —7 = A A4

*Eﬁ’?b :/ 3 y%‘giﬁ L/o

I5—Awt— 2asa-6-425004 Interface interface name removed from redundant interface

redundant _interface name .
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BB ST RA =T = A AN, A SN R A V2 — T = A A BHIBRSNE L
77

sinterface name: f > % —7 = A A4

« redundant_interface name : TLEA v ¥ —7 = A A4

*Eﬁ’?g :/ 3 y%\%f(ﬁ L/o

IT5—AYE— 9asa-5-425005 Interface interface name become active in redundant
interface redundant interface name

HEATEA L Z—T 2 AT, 1DODA LR~ B —T 2 A ANT I T 4 TIp AL N—L
ROET, T TU v TITATRAN—A =T = AT il LET, F5fi
SNTWBA =T = A AW, TR ENIZTLRA V2 =T 2 AA ADT I T 4TI A L 3—(T
RO EL, ROWTNDPAEATEEDGE. A=A VI =T oA ZOYY B BTDI
E35

+ < redundant-interface interface-name active-member interface-name =< > KINFEITE
7~
CAHUNA AN AU H—T 2 A ANT v TRETHDEXIT, TV T 4T A
VN— A B =T 2 A ANE T LT,
T ITATIRAUN— A VB —T A ANRX T REBOEETHD EXIT, ZAZ N
A A=A HFE =T 24 A (Xoonb) 7T v R T2,
sinterface name: f % —7 = A A4
« redundant_interface name : TLEA v ¥ —7 = A A4

WRFHIL A ALAN— (LB —T oA ADAT —Z AZMERLF T,

IJ5—AYE— 9asA-3-425006 Redundant interface redundant _interface name switch

active member to interface name failed.
BBAA N A U H =T 2 A ZADEY EZBRITENT LI T —NREAELE L,

» redundant_interface name : TLRA v % —7 = A A4
s interface name: A % —7 = A A4,

T D L3 VRBENRR L72WEE | Cisco TAC [ZBMWEDHE S IZEW,

I5—*w+t—2 2asA-6-426001: PORT-CHANNEL:Interface ifc name bundled into EtherChannel

interface Port-channel num

£ BA interface port-channel num % 7z 1% channel-group nummodemode = < > R23FAE L 72V ik —
b F xR L THERH S E LT,
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426002

426003

426004

a26002 [

« ifc_name : EtherChannel f > % — 7 = A A4,
enum: AR— k Fx X LEE

WET7OaVnERL,

I5—Avt— 2aSn-6-426002: PORT-CHANNEL:Interface ifc _name unbundled from

EtherChannel interface Port-channel num
588 no interface port-channel num =~ > R2MEH Sk L7,

« ifc_name : EtherChannel { > % —7 = A A4,
srum: AN— b F ¥ 2 NLEKE

#Eﬁ?g :/ 3 y%‘gfcﬁ L/o

15—)‘ W) t—:/ $ASA-6-426003: PORT-CHANNEL:Interface ifc namel has become standby in

EtherChannel interface Port-channel num

%588 channel-group nummodemode =~ > R2MEH & E L7,
« ifc_namel : EtherChannel A > &% —7 = A A4,
enum: R— k F ¥ RLE

*‘E%%?g :/ 3 \J‘/IZ‘%:%OC I/o

I5—*wt—2 2asa-4-426004: PORT-CHANNEL: Interface ifc namel is not compatible with
ifc name and will be suspended (speed of ifc namel 1is X Mbps, Y is 1000 Mbps).

I 35—+ vt— %ASA-4-426004: Interface ifc_namel is not compatible with ifc_namel and will be
suspended (ifc_namel is Full-duplex, ifc_namel is Half-duplex)

588 channel-group nummode mode ==~ > RAMELA > X —7 = A ATk L THEITS L, D
WA LA —T 2 A AL R— b FrRVOREEIIT 27 Ly 7 AR —HE R H Y £7°,
cifc name: A — K FY RFMTBEMLELY ELTWEAS VH—T oA A
sifcnamel : AR— k F ¥ FAHFITT TITFE LAY RVIREEIZR > TS A v H—T = A A
WETFOaDROWNTNNEEITLET,
WA L H =T 2 A ADRE R — N F v RAOHEIZZEE L, channel-group nummode
mode =~ > REFHIFIATLET,
CAUN— AU B =T oA AEHWRRIEOE FICLE T, BKEDT 7T 47 AL 3—%H|
Brd b, TDOA L N— TSN A N —ETLACP 2L L LD & LET,
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426103

426104
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Ia—)( W) t—:/ $ASA-6-426101: PORT-CHANNEL:Interface ifc name is allowed to bundle
into EtherChannel interface port-channel id by CLACP

SBIAR— 2% span-cluster F ¥ K/ L — TRy RS TOET,
WETI 3 NELL,

I5—Avt— 2nSn-6-426102: PORT-CHANNEL:Interface ifc name is moved to standby in
EtherChannel interface port-channel id by CLACP

ERBAZR — R 23 span-cluster 7 RV 7 /L—F TR v b AZ U NAIRREITBATLE LT,
*E%:é77 :/ 3 D%\giﬁ Lo

13—7‘ Vi t—:/ $ASA-6-426103: PORT-CHANNEL:Interface ifc name is selected to move from
standby to bundle in EtherChannel interface port-channel id by CLACP

ERBA R & L XA AR— bR span-cluster F ¥ KL L —F TR RIVIREE~DBITRI R & L T
RanFE L,

*‘Eﬁ?a :/ 3 )%\giﬁ L/o

I5—*Avt— 5Asa-6-426104: PORT-CHANNEL:Interface ifc name is unselected in
EtherChannel interface port-channel id by CLACP

RBAM DR — F &N RAT 72D Ok AE ST 272912, /32 KL AR — b 73 span-cluster
F X TN T N—T TRy AR SNE LT,

#E:ﬁ77 :/ 3 ‘/%‘giﬁ L/o

IS—AvY t— 5ASA-6-428002: WAAS confirmed from in interface :src ip addr/src port

to out interface :dest ip addr/dest port , inspection services bypassed on this connection.

SRBAEE T WAAS bV SvE Lz, WAAS bk Tl 73 ToO LA ¥ 7H#&
P—EA (APS 2&dr) MWL R EINET,

WRF7PIaY 2y NT—ZICWAE T A ANEENTWHIFRE, BEIZTARETT, Ll
HDEE. Ry NU—ZEHEIT, OB TO WAAS 47 a O 2 & 5 L3N
HYET,
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429001

429002

429003

429004

429005

a29001 [

Io5—4% ‘yt—*‘) $ASA-3-429001: CXSC card not up and fail-close mode used. Dropping

protocol packet from interface name :ip address /port to interface name :ip address /port

SRBASSP A Z T LTV AIREE T, failclose N U S —0N WA SN TWBTZD, T—FNEIEX
nNFE LI,

WRET7Ia3 VP —EREV2—VOREEZHREL., LENDHIX Cisco TAC IZHWEbE
THR—=FEZIFTTLEEN,

I%—)‘ v t_:/ $ASA-4-429002: CXSC service card requested to drop protocol packet from

interface name :ip address /port to interface name :ip address /port
BB CXSCSSPIZ Lo T, ASA TEfii/ N7 v R Rry 75 L58RaSnF L,
WMEFIaV L,

I5— A ‘y't'—*‘) SASA-4-429003: CXSC service card requested to reset TCP connection from

interface name :ip addr /port to interface name :ip addr /port
E%BA CXSCSSP I k> T, ASA TTCP #fex Yty Mok oBRENE LT,
RT3 AE,

Io5— A ‘y‘t'—’) SASA-3-429004: Unable to set up authentication-proxy rule for the cx

action on interface interface name for policy type service-policy.

SREA AT ) AR EONE T T —2REIK T, ASA ITFRFEY v % 2 O to-the-box /L— /L % CXSC
T aIRETEERATLE,

WRF7 23> 0T —IRELTUIR LR WE DO TY, Cisco TAC I[ZHERE LT, AR — b
EZTTLEEN,

IS5— Ay t— 2asA-6-429005: set up authentication-proxy protocol type rule for the
CXSC action on interface interface name for traffic destined to ip address /port for

policy type service-policy.
5B ASA [T IEH IZFBFE Y 1 % 2 D to-the-box /L —/L% CXSC 77 ¥ a VICREL £ L7,
HRE7I a2 2L,
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429007

429008
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IS5— Ay t—:/ $ASA-6-429006: Cleaned up authentication-proxy rule for the CXSC action
on interface interface name for traffic destined to ip address for policy type

service-policy.
5B ASA [ZIE R ICFRFE T 1 % 2 D to-the-box /L —/L & CXSC 7 7 ¥ a VOB LE Lz,
HREF7TIav L,

15— A “J‘t’—:) $ASA-4-429007: CXSC redirect will override Scansafe redirect for flow
from interface name :ip address /port to interface name :ip address /port with username
ERBA 7 v —7% CXSC & Scansafe Dl HF DU XA L7 MI—HLET, 20X vE—T1FFR
ENBH70—TCXSCUF AL FhScansafe ) ¥1A L7 "ot —_"—F 4 RTBHZLERL
iﬁqo

WET7O a0 ZOXOREEEZLERVWLAIT. R —Z2HREL T, CXSCU XA L7
k& Scansafe U ¥ A4 L7 AL 7 —TCEELZWEIITLET,

15—)‘ v t—:/ $ASA-4-429008: Unable to respond to VPN query from CX for session 0x%x
. Reason 3%s
BRBACX X VPN By g 72U & ASAICIKE LE L7, Bt v a o ID 72130
OHEMICEVISELERATLE, ZURFERIZIFTEROWTALNE X HIET,
«TLV ORI N W TH 5
« TLV O A E U EFIY Y TITRB LT
*VPNtvar 7zl Ayt—VDxrFa—ZRKLT
VPNt v a v IDRESTHD
WRETFOaonEe L,

I5—AYE— 9asa-5-4302310: SCTP packet received from src ifc:src ip/src port to

dst ifc:dst ip/dst port contains unsupported Hostname Parameter.
SiBA init/init-ack /37 v MIRA M8T A= TRZEINET,
« packet init/init-ack : IRA N /NTA—=Z ZRIETHA v E—T
esrcife: ANJA v H—T =4 AR LET
e sre-ip/sre-port ¢ N7y FOEEITLIP LAR— FERLET
edst-ifc: /1A v 2 —T7 = A AR LET
e dst_ip/dst_port : /N7y ROEFTLIP EAR— hERLET
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31001 [

WET7VaV AR R TERLS, U RESV POEROIP T RLAEZEALET, HX
RGRT A — B B BT LET,

IS5— Ay t_:) $ASA-4-431001: RTP conformance: Dropping RTP packet from in ifc :src ip

/src_port to out_ifc :dest ip /dest port , Drop reason: drop reason value
FEARTP /7 v PR SVE LTz,
sin_ifc: AIAf v Z—T7 =4 R

esrcip: N7y FOFEETLIP T RLA
esrc_port : N7y FOPFEITLAR— B
cout_ifc: A v Z—T7 =1 X
edestip: Ty NOFEEIP 7 RLA
e dest_port : /37 FDFESER— k
+ drop_reason : YR DBEFEJFR DOV i h
Incorrect version value : /X% v hD/R— 5 VRS RAS TN D,
- Invalid payload-type value : /X7 v b DA v — R XA TREHTH S,
- Incorrect SSRC value : /X7 @ SSRC 23i&-> T\ D,
- Out-of-range sequence number value sequence number from the packet,
- Out of sequence in packet in probation value sequence number from the packet,
WRT VL3V BEESNIRTP N FEHANT, RTP EE LR TRELTWD Y o —
VREMERLET, Flo, BEILERST, BELTPELATHY, ASADRZEZ 5 L LT
LDRBETHRN L AR LET,

I%—)‘ Vi ‘t'—:/ %ASA-4-431002: RTCP conformance: Dropping RTCP packet from in ifc :src ip

/src_port to out ifc :dest ip /dest port , Drop reason: drop reason value
FBA RTCP /37 > hSBEFES K LTz,

sin_ifc: AN 2 —T AR

esrcip: N7y ROEETLIP T LA

ssrc_port @ 237y NOEFILAR— b

cout_ifc: WA Z—7x 1A

edest_ip: /N7 FOSEYEIP 7 KL A

e dest_port : /X7 FOFEEAR—

+ drop_reason : X DBEFEFA DOVTH

- Incorrect version value : /X7 > hD/N—T 3 UE S NRIA- TN B,

- Invalid payload-type value : /X7 > kDA B — K ¥ A FHRE ST\ 5,
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WRT VD3V BEFESNIZRTP X7 v b EFGA~T, RTP EELP#HRS TRELTWD T 4 —
NV REMERLET, £, EXEILTEZHNT, XEXVPELETHY, ASADKRZZLZ H L LT
DREEE TRV LR LET,

Io5—H% ‘yt—*“) $ASA-4-434001: SFR card not up and fail-close mode used, dropping
protocol packet from ingress interface:source IP address /source port to egress interface

:destination IP address /destination port

FRAEY2— D7 2= N7 a0 —AREDZOIINNTry b ey FShE L, 7=—7
H—AREF, TV 2= ARBF T LTV HERICT I ToOT7n—%2 Fa v 745 K9 IkE
SNTWDHTeD, TRXTOT7u—DERPRONLDIE, TNHLDOT7a—RBEY 2— /W) H
ALV7 FENDZENFRTT,

WRT7IVaVEEORRAZHEL, Y—ERAEELLET, Fid, I— KR IZEEL
B ThH, V== NA =T A varrHTEET, 72— A —TUEETIH. —F
DAT —BZANE T L TNEEES, B a— b ~DT X TONRT y MINNARZAEINET,

I%—)‘ v t—:/ $ASA-4-434002: SFR requested to drop protocol packet from ingress
interface :source IP address /source port to egress interface :destination IP address

/destination port

MRy ARV a— Mo THEEEINE L, TV 22—V F ALY bENT-7a—
DRI L EH A

WRF7Oay Zo7a—F73ry FRESSNDFERE RS> EVa— L R o—%
BEL T I,

I5— Avyt— 2asa-4-434003: SFR requested to reset TCP connection from ingress
interface :source IP address /source port to egress interface :destination IP address

/destination port

BB Va2 ko CEREShEBYIC, TCP 7r—FASAICE»>TY Y b&hEL
Foo EVa— /WY FA L FENTZT B —0 TCP BEFHTRL L EH A,

WETHLaY Z0O7a—F 3y MG SNDEE L R E Y a—L R v—%
BE LTS,

15—)‘ V) t—:/ $ASA-5-434004: SFR requested ASA to bypass further packet redirection

and process flow from %s:%A/%d to $s:%A/%d locally
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434007

444004

444005

444007

a34007 [

ZBEA SourceFire (SFR) X, Wl bEvn— "I 7 4 v 7 ZBMELRWI 2T L, SFR ~
DT T4 7D 7a—% VLAV T D EEEIETDHEIITASAICERLET,

*E;:I;‘%Tb :/ 3 >L[Z\%:f£ L/o

I5— AYt— 2ASA-4-434007: SFR redirect will override Scansafe redirect for flow
from ingress interface :source IP address /source port to egress interface :destination

IP address /destination port (user )

£5iBH Scansafe THAAL 4L TV /=7 @ —(iL, SourceFire (SFR) TOAMEIND LT FL
7-. Scansafe & SFR I 7 v —Z[FIHHCHRETEX EH A,

WRE7H9S 3>y Z207a—%72137%% v b % Scansafe £721L SFR DWWV THRET A L9
1275 ASARERY V—2FHRELET,

Io5—4 ‘yt—*“) SASA-2-444004: Temporary license key key has expired. Applying permanent
license key permkey

BREAA VA R ENTWEL T A B AOFEIMIENEINE LTz, ZDOT A & XA TRk
SN TWDHEREIISHEN TE EE A,

ckey: BET I T 4R g F—

spermkey : KAT 7T 4 N— g v F—
WRET7IaD KATABAZEALTA VA N— LT H0LENHY £,

Is5— * V) t—:/ $ASA-4-444005: Timebased activation key activation -key will expire in

num days
BB ZOA v =R 24 M T EITAERKR I, —RT A U ARER SN BECTHIRYI
Wb tE R LET, AHIREZEXDE, 20T B ATRME SN T D HRRIZfE A T
Xl ET,

- activation-key : —K§7 7T 4 X—T 3 F—

enum : AR E CTOFE Y A
HET O 2 a 2 Y EFEED 30 HRMOLGS., —RF7 A &2 ZAOHA R8I 2 BRI O K
R—Z2 T 7T 4 _—=v gy F—ZFEATIHILERHD F9,

15—% v t_:/ SASA-2-444007: Timebased activation key activation -key has expired.
Reverting to [permanent | timebased] license key. The following features will be affected:

feature , feature
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BB RFRIN—RA T 7 T 4 N—=va v F—OHRPEUINE L, 20T B ATREEESNAT
WDIER S HRRII A BEH TE E A,

- activation-key : —Kf7 77 4 X—T 3 F—

- feature : BT 5 T A B A RS LIZHBED 4RI
RT3y BRSNIBEOY —E 2028 57-012, BIORR—2 777 4
N—= g F—ZTELRTREATLILERDH D 77,

Io—4% “Jt—:) %ASA-4-444008: %s license has expired, and the system is scheduled to
reload in x days. Apply a new activation key to enable %$s license and prevent the automatic

reload.

WMAKEDTA B ADOHIBENTIN TS, x BRIV AT LAY e—REnET, HiL
WT 7T 4 _R—=2a =2 L THEDTA B A2FRC L, BB Y u— KRfTbh
WrolcLEd,

WRF7ILaVHLWT I T 4= gy F—%2EHLTEBEDITA 22/ L., B
g o— R frbnnk LT,

15—)‘ “Jt—:) $ASA-2-444009: %$s license has expired 30 days ago. The system will now

reload.
BREAFFED T A B AOWRA 30 HRNIZOINE LTz, AT ATV e— RILEd,
RT3 RE,

Io5—H% ‘yt—*“) SASA-5-444100: Shared request request failed. Reason: reason

SBAEETIA L ADT TAT Y NERPY— N Lo TIEFICEFE I I N EFAT
L7,

e request : FRNRERITKRD LBV TH,
- AnyConnect Premium ¢ Ef%
- AnyConnect Premium D fi# ik
- AnyConnect Premium D #5#
« reason : EORAVKM L7RIA, ARZRIFERIZRO &0 T,
- connection failed to server
- version not supported by server

- message signature invalid
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444102

444103

444104

ano [

- client ID unknown by server
- server is not active

- license capacity reached

HREFTH O ay RE,

15—7‘ Wt —0 9ASA-5-444101: Shared license service is active. License server address:

address

BRI T AR F—NNT VT TS0 LT,
caddress: 7 & A H—/3D IPv4 £721L IPv6 7 F LA

WET7H a0y R,

15—)( “Jt—:) $ASA-2-444102: Shared license service inactive. License server is not

responding.

BEA T AR =D DIRE N Rl le D, WHETA B A = RIFIET VT 4T
Tl ASAZIETA B A = NIBERTEEEATLE,

WRTHL3Y FA LU AF—RDT RLA, =2 Ly b, BLUOF— FBELL RES
NTWB L aMRLET,

Is5— A “J‘t'—:) $ASA-6-444103: Shared licensetype license usage is over 90% capacity.
BB Ry FU—2 O T A B ZAOMHEN 90 % HiEE A TWET,
* licensetype : AnyConnect Premium

WRT7HY a3y RE,

Io5— 4 vt—’) %ASA-6-444104: Shared licensetype license availability: value .
BB Ry NU—T LEOREFEIT A RAEFIATEENE I DERLET,

* licensetype : AnyConnect Premium
evalue: 7 A B RERHTE L E I M

RT3y RE,
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Io5—X% ‘yt—*‘) $ASA-2-444105: Released value shared licensetype license(s). License

server has been unreachable for 24 hours.

BB T AL A P —NC 24 EHBETE ) 572725, ASAIC L - THAESL=T T
DIEFETA VAP ENE LT, ASAZTA B A Y —NIZREKTEEHATL,

* licensetype : AnyConnect Premium
evalue: 7 A4 B AR TE 508 95

HET7Ia0 T/ BV AP =N TEDZ L, BROTA VA =R EDar 7 ¢
X2l —vaPNEEIN T RN 2R LET,

Is— A “J‘t’—:) $ASA-4-444106: Shared license backup server address is not available.

HMBAXET AL AN I T T = NZRETEETA, T4 B RS NFRB N 7
T o7 TNRAAELERBLTOERA,

caddress: N 7 T v TA LA B—0D IPv4 £721L IPv6 7 KL 2
WRF7Y a3y RE,

I5— 4 “Jt_:) SASA-6-444107: Shared license service status on interface ifname .

SRR SN E— T A ATHETA B A S — AR, R—TNEITT 4 E—T
ST 72> TWET,

sifname: £ X —7 = A A4,
edtatus : T A LR B —RNORXTF—F X, HLXH7EIL enabled F 7713 disabled T,

RT3y RE,

I5— 4 vt—’) $ASA-6-444108: Shared license state client id id .

S ~ALFYA N TABLADI TAT 2 FIDRYF—RNITEEINTWAD, E7-I13ERH
[R2MEIN CTWET,

cid: 7747 FD 1D,
sate: T A A P— ROURRE, HRNEIX registered F 72 1% expired T,

RT3y RE,
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444111

444302

anos i

I5—Awt— 9ASA-4-444109: Shared license backup server role changed to state .
B AN I T T TARVA b= ROKENERESINE LT,

sdate: 7 A B A Y —"DIREE, HRN7/2MEIT active F 7213 inactive T,
RT3y R,

15—)‘ V) t—:/ %$ASA-4-444110: Shared license server backup has days remaining as

active license server.

BN 7T T TA VA Y —=NORENIT 7T 4 7 THY | FEMShZBE, =0
BEDEET, ASAIZTA BV A B—_"~OBEITKKL T, T4~ F4EUX
P NZFT ITBEKT DMNER DY 7,

cdays: 77T 47 TA R A B —RELTOED B

WRT7H2 3 FGABLV A S —R_"RNEF T4 T, ASADDLEETEAZLEHIRLET,

15—)‘ W) t—:/ $ASA-2-444111: Shared license backup service has been terminated due
to the primary license server address being unavailable for more than days days. The

license server needs to be brought back online to continue using shared licensing.

S EHEN I T T TA B AT —ROT 7T 4 THRINBEE L, HET AR
Y= REHITTHEDONE, TT7A4~Y P—NEF T, NITHHERH D F9,

saddress: 74 2> A H— 3D IPv4 721X IPv6 7 R LA
cdays: 74 B A = NZBETEX R RoTHHOHEK

WRF7I AV IEETA VAV —ECADHEHEFITT 5720120, 7794~ 48R
PTG L E T,

I5— A w+t— 2nSn-2-444302: %SMART LIC-2-PLATFORM ERROR: Platform error.

SHBA A~ — N FA B A =V NTT Ty 74 —2ORENE L TWET, 2,
TT R T = F—LENT NN, A AY—F TA B AZELL EHEL TWehotzZ &
R LET,

WR7HIL 37Ty b 74— F =23V Y —AFNS Z ORI LT 20 ENH Y £,
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IS5— Ay ‘t'_:) $ASA-3-444303: $SMART LIC-3-AGENT REG_FAILED: Smart Agent for licensing

registration with Cisco licensing cloud failed.

Bl A~v— kK TA B ADBEITRW L E Lz, ZORBEIL, BEERCHEH L2837 ID
=27 FlzlEciscocom~D xRy b T — 7 BEGREENFKR THELT TWDAREERH Y 7,
WR7I32 Av—hFx—T=x FOD Syslog A vE—V TEIMERZME LT EIN,
Av—hT—=Vx hDT Ny T E—RK&E4 2L (CLI2~ > K : debuglicense agentall) |
X VR R OS2 £ 9, Smart Call Home D227 4 X2 L—3 3, Cisco & D
Ry MU — T B, BEFICHEALZID h—2 UREDNE S N EMERLET,

I5— A vwt—2 2asn-3-444303: $SMART LIC-3-AGENT DEREG FAILED: Smart Agent for licensing
deregistration with CSSM failed.

B A~ — b TA B ADOBEMERICIIA L E Lz, ZhuE, CSSM ~Dx v U — 7 i
FEENRETECTWLATREMENRH Y £3, v —B VOREERIL. 751 AL HIBRI LT
I/\ivé—o

HRE7HIa3Y A~v—bF ==V = D Syslog A v E— Y TBIMEREZMHRL T EEN,
A= 2=V =2 DTNy T ET—FeA 2L (CLI=~ 2 | : debuglicenseagentall) .
X0 FEM7E RO EG A2 A £ 77, Smart Call Home D27 4 F o L—3 3 & CSSM ~D
Xy MU — I B AR LET,

I 35— Aw+t— 2asa-3-444303: $SMART LIC-3-OUT_OF COMPLIANCE: One or more entitlements

are out of compliance.
FRBA A HER ST 1| DETITEROMERM 5132 o I A4 7 AERTT,

HRET7HV I VFRIIAY— N T4 BV A R—ZVIBH L, TR ENOMHRAG-2FR 1L
TaryF ATV RAERIZOWTEHFET 2 LERH Y 77,

I5— A9+t — 3asA-3-444303: $SMART LIC-3-EVAL EXPTRED: Evaluation period expired.

BT AYINE L2, Av—F ==Yy N B ADLLEH LWID h—7 v &
L. 73 ZAZFEHE L T EEN,

HRET7VaAVHREII AVv—F ==V P AR—ZADLHLWVID h—7 EIAFL,
Cisco 7A BV A B —VERIZT A REFHBEET H20E R H Y £7,

I5— A vt— 2nsn-3-444303: $SMART_LIC-3-BAD MODE: An unknown mode was specified.

$HBA Syslog A v E—Y DX/ Fut AT, Av— b =— = b NE AR MERRST 5]
F-FEZITHRY £ L7

#2279 2 3 > Smart Call Home DN =7 — T, VAT THEHHE LS 7Z 30,

I5— A+t — 2asa-3-444303: $SMART LIC-3-BAD NOTIF: A bad notification type was

specified.

$2BA Syslog A vE—YouX o/ Fut AT, Av—h =V FRNEHREMS A T
ZUTEY £ L,

#2427 49 23 > Smart Call Home ONET T —Td, AT THEHHE L ZI0,
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I5—*wt—2> 3asA-3-444303: $SMART LIC-3-ID CERT EXPIRED: Tdentity certificate

expired. Agent will transition to the unidentified (not registered) state.

B N4 2| Cisco & EHIRE(E L TV W=, Cisco ~DTF /A 2Bk % BB E G
LTWEHA,

HELZE 7 49 < 3 > Smart Call Home & cisco.com ~D % > MU — 7 #5 2fER LT 72 X0,

I5— A w+t— 2asa-3-444303: %SMART LIC-3-ID CERT RENEW NOT STARTED: Identity
certificate start date not reached yet.

BB T NA ABERITKRMLE LTe, TAT 7 4 7 AiEHEOBRMHIL, 731 ADBAERFZ
LD BRBIZROTNET,
WRET O Ay T AR T uy 7 ZHOREBICHE L, BEzERITL TSN,

I5— Ayt — 2nsA-3-444303: $SMART LIC-3-ID CERT RENEW FAILED: Identity certificate

renewal failed.

B 534 A% Cisco & EWIRGEE L TR =8, Cisco ~DT /A Z B Gk % BB FH5T
TEEHATLE,

HEEZE 7 49 < 3 > Smart Call Home & cisco.com ~D % > b U — 7 # A R LT 72 X0,

I5— 4w+t —2 2nsa-3-444303: %SMART LIC-3-ENTITLEMENT RENEW FATLED: Entitlement

authorization with Cisco licensing cloud failed.

ERBE TNA AL, MEBRAT 5 OFRREE EH T 5729 D Cisco & DBEFIZRIRLE LT,
WRF7I 3 Aw— b=V FDSyslog A v =V TRELVMEREZ#ER L T 720,
X 512, Smart Call Home DFRE & cisco.com ~DF% > b U — 7 G52 R L T 72 &0y,

I5— AYt— 3asA-3-444303: 3SMART LIC-3-COMM FAILED: Communications failure with

Cisco licensing cloud.
B 784 AD Cisco 744 B A P —E R LOBEICRRLE Lz,
#2752 3 > Smart Call Home & cisco.com ~DFR > MU — 7 FEE AR L T &0,

I5— A w+t— 2nSA-3-444303: %SMART LIC-3-CERTIFICATE VALIDATION: Certificate

validation failed by smart agent.
BB TAT T 4T 4 GEHEORREICRILE LT,

m§79>5>xv~bI—Vlyk@sm%774wfﬁm%$%%wa<téw A
v—hF TV DT Ry EF—RKEAFIZL (CLI 2~ R : license smart debug enable)
BIERE FERS L CTARAET, SO, TAT T 47 4 aEBEREIRIZE L T D0
EomifER LET,

I5— Avt— 2asa-3-444303: %SMART_LIC-3-AUTH_RENEW_FAILED: Authorization renewal

with Cisco licensing cloud failed.

SRBA FREDFEHERICKI L £ L=, iU, Smart Call Home D% ENEE > TV D0, F
721 cisco.com ~D R v U — 7 FHGEREENRIK TE T TWARIREERH Y £,
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WREF7Y Va3 A~v—h =—V = hD Syslog 7 7 A /L TIEMEREZHER L T EEN, A
v hT— Uy hOF Ny F B REA AT L, RS BRI B & 5 ICHRIT LR
X 512, Smart Call Home DFRJE & cisco.com ~DF > b U — 7 $5i A il L £ 97,

Io— Ay t_:) $ASA-3-444303: $SMART LIC-3-INVALID TAG: The entitlement tag is invalid.
$%BA & 773 Cisco Smart Software Manager (ZEF STV EH A,

MEF7I3> 20O T —% Cisco lIZHELET,

I5— A vt— saSA-3-444303: 3SMART LIC-3-INVALID ROLE STATE: The current role is
not allowed to move to the new role.

SRBARTOKE A N2 F BT, FFEOKRENZ LB TE A, T35 AF, A<v—hx—
TV MR T A —TERWEENCEEI L TWET,

HR7Ia3 A~v—h =T D Syslog 7 7 A L TIEMEREZMHR L TSI, R
~v— b=V NOT Ry T E— REA L, FEHEREZIRGT 2 X0 ICHERITLET,
I5— A yt— sasa-3-444303: $SMART LIC-3-EVAL WILL EXPIRE WARNING: Evaluation period

will expire in time.

BB 7S AL, HEE SRR BRSO % PR 2 B L CV

HRT O 2 a Y MBI OHAR NS EIN S RIIZ, ‘license smart register ID token” CLI Z i F L T,
ZDTNA AEHEELET,

J:fi'_.} 3’*2__5} $ASA-3-444303: $SMART LIC-3-EVAL EXPIRED WARNING: Evaluation period

expired on time.
EREA TN A OFHIIIRI N UV E LT,
H#EEE 7 9 2 3 > “license smart register ID token’ CLI Z{HH LT, ZDOT A A& K&k L £,

I 35— 4 w+t— 2asn-3-444303: %SMART LIC-3-ID CERT EXPIRED WARNING: This device's

registration will expire in time.

B Z DT A AOBERIIIEE SRR HIRR Y E T, ZAUE@E . Cisco 7 A B A
PREER & OmEEEL R LE T,

2T S 2 3 > Smart Call Home & cisco.com ~DFR > MU — 7 PG Z TR L T Z &N, =+
7. TAT T 4T AEHEEZEHTLOIMLERNHLNE S DEMRLET,

I5—X*Y t— 2nsn-3-444303: $SMART_LIC-3-CONFIG_OUT_OF_SYNC: Trusted Store Enable
flag not in sync with System Configuration, TS flag Config flag.

BMA AT — b TA B RADORENKKEA =T DA R—T N 7T T7OEL —ELERA,
TR, RENTAT At =S, Ve— FRRFEITIND ERBETLARELH Y 7,
1 LUVEXEIZ Smart Licensing Enable =~ > R E LTV & KfEA b L—YNOEIL—
BLEEA,

HWETFTHL Y NERAY— R Iy RAary 7 4 Fal—raryavry RemHL, #E
ERFFLET,

I5—*vt— 2aSnA-3-444303: %SMART LIC-3-REG_EXPTRED CLOCK_CHANGE: Smart Licensing

registration has expired because the system time was changed outside the validity period
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of the registration period. The agent will transition to the un-registered state in 60

minutes.

BEAT AT L7 ay I WEREINTT2D, AR7RBEHFINI > ThET, TRFFEUNIZ Y
oy 7 PRGN OMEIZY Ey b InniE, A<w—h 7B A TEE O X 9 (TR
BATLET, 7mry 72BNty hERRWET AL AIRERERRIN DT, FLWID h—
I U ERGLTCT AN, AZFRETIMLENH Y 5, BEAEIHEIT. 74T T 4T 4FE
HTFICH OB LT HIZE > TERINET, 'showtechlicense' ZfEH LT, 7477 «
T A RERERE A IS L E T,

I5— A v+t— sasa-3-444303: 3SMART LIC-3-ROOT CERT MISMATCH PROD: Certificate type

mismatch.

B A~ — h ==V = MIBGECARERGEAELZITIRY £ Lz, "R — K F—AI
VAR TSN,

I5— A+t — 2a5A-3-444303: $SMART LIC-3-HOT STANDBY OUT OF SYNC: Smart Licensing

agent on hot standby is out of sync with active Smart Licensing agent.

ARy N RAX UL FORAT— N FA B A=V NRT VT4 T —V s b e
DR ZHMERTT D72 DI BT — 2 ORI L E LTz, AA v FA— =27 hoi, #
LWT 2T 47 2=V MR BHEDT 7T 47 2=V = b LR TR TIERWES, K
BARL—=VDARX—=T N T T TOELEAL T 4 Fab—a U R—BLETA, ThiE, &
ENVAT A=, Ve— RTINS ERETDRMENDH D £, HLVERE
|Z Smart Licensing Enable =~ > R23E TV e E | KitA B L—YNOEIF—EH L+
Mo

I%— A ‘yt—*‘) $ASA-4-444304: %SMART LIC-4-IN_OVERAGE: One or more entitlements are

in overage.

B ZOA =V, BRAERA vE—UTY, BRI T TAT U RIHE->TEY,
BN E SN TV ABIBENICINE > TV ET,

I5— Ayt —2 2nSn-4-444304: %SMART LIC-4-CONFIG_NOT SAVED: Smart Licensing

configuration has not been saved.
ZhE, RIS BN E T, BEIXIN/OUT OF 2 774 7 AREDE £ T,
WEF a2 L,

I5— *vt— %ASA-5-444305: %SMART_LIC-5-SYSTEM_CLOCK_CHANGED: Smart Agent
for Licensing System clock has been changed.

A AT LA 7y I RFETYI By P ELL

I5— Av+t— 2asa-5-444305: $SMART LIC-5-IN COMPLIANCE: All entitlements are

authorized.
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SR TR COBBENER LI-MERMN BT, Y23 S4B A P—ERICL > TERRBENEL
776

I5— Avt— 3asa-5-444305: $SMART_LIC-5-EVAL_START: Entering evaluation period.

SRS BRI IR 5 2810 4 T T B, BADBEROMIRSEIN TOET, 734
AEEOHR S UTH Y | FHET— FORETT,

I5— Awt— 2nsn-5-444305: $SMART LIC-5-AUTHORIZATION EXPTRED: Authorization expired.

FRBA 7 /3 A AT Cisco & RIIMIBIE L TR sd, MR 5-OFEREE BERIICHE R L T\ E
RS

I5— Avt— 2asa-5-444305: $SMART_LIC-5-COMM_RESTORED: Communications with Cisco

licensing cloud restored.
B A~v—h ==Yz hDCisco 74/ L A =R LD@BENELTSLTHET,

I5— Ayt —2 2asa-5-444305: %SMART LIC-5-COMM INIT FATLED: Failed to initialize

communications with the Cisco Licensing Cloud.

Bl A~v— bk =— x> M, Cisco TA BV AP —E 2R EDBELZVAILTEERATL
776

WREF7H a2 2L,

Io5— A “J‘t'_:) $ASA-6-444306: $SMART LIC-6-AGENT READY: Smart Agent for Licensing is
initialized.

B A~v— b ==V b S L, EHTE DIRE T,

I5— Ayt —2 2nsn-6-444306: %SMART LIC-6-AGENT ENABLED: Smart Agent for Licensing

is enabled.
BHEA A~Y—h === EBRAHT, EHTEDRETT,

Io5— A ?/12__i} $ASA-6-444306: %SMART LIC-6-AGENT REG SUCCESS: Smart Agent for Licensing

Registration with Cisco licensing cloud successful.
BB A~ —h TA B ADBEITHII L E LT,

I5— Ayt —2 2nSn-6-444306: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for

Licensing De-registration with Cisco licensing cloud successful.

B A~ — b T A ADBGMERICERI LE LT,

Io5— XA 3/12—‘i;%ASA—6—444306: $SMART LIC-6-DISABLED: Smart Agent for Licensing disabled.
BB A~— bk ==V MBRENCRo TVET,

I5— AY+t— 2nsn-6-444306: %SMART LIC-6-ID CERT RENEW SUCCESS: Identity certificate

renewal successful.

BMBABEOT AT T 4T AREAFEPEFICEHR SN, T A EHITTE ET,
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I5— A+t — 2a5A-6-444306: $SMART LIC-6-ENTITLEMENT RENEW SUCCESS: Entitlement

authorization renewal with Cisco licensing cloud successful.
B BA RRRED BT ERIZAII L TWET,

I5— 4yt — 2nSn-6-444306: %SMART LIC-6-AUTH RENEW SUCCESS: Authorization renewal

with Cisco licensing cloud successful.
SRBA RN ER U7 MR 5 OFGER EF I I SN E LT,

I5— Ay t_:) $ASA-6-444306: $SMART LIC-6-HA ROLE CHANGED: Smart Agent HA role changed

to role.

SBHARP DA~—h ==V = NOKREINT 77 4 T ETIZ A 3, DWTHDICEE
IhvE L7z,

I5— Ayt — 2nsn-6-444306: %SMART LIC-6-HA CHASSTS ROLE_CHANGED: Smart Agent HA

chassis role changed to role.

SHBAHAD A~ — b= 2 bV Yy =V DEEIRNT 7T 4 T EIZIXARAZ 3, DT
WCERIIE L,

I5— A wt— 2nsn-6-444306: %SMART LIC-6-AGENT ALREADY REGISTER: Smart Agent is

already registered with the Cisco licensing cloud.

S A~— bk T4 B ALTTIT Cisco 1B SN TWET, & 5 —EREFT S0, i@kl
FFvarvEERLET,

I5— Ayt —2 2asn-6-444306: %SMART LIC-6-AGENT ALREADY DEREGISTER: Smart Agent is
already Deregistered with the CSSM.

B A~— |k T4 &L AILTTIT Cisco M HBEMRINTWVWDHTZD, b ) —EBRET HIZ
IR AT g R LET,

I5— A vt— sAsn-6-444306: %SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled

features is status.

B = 7 AR — MEERSRE DN AT EN TV AN E I DB T, 2D XA vEv—I,
Cisco 7A BV R 7T 7 RADOBEFHICERIIET,

HREFTOaV L,

I5— Aw+t— 2asa-7-444307: $SMART LIC-7-DATLY JOB TIMER RESET: Daily job timer

reset.

B ZOAYE—VIET A PHWTORMER SN, =7 —%2FT DO TIEH Y A,
wR7 VIV L,

IT5— A vyt— saSA-4-446001: Maximum TLS Proxy session limit of max sess reached.
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REATLS Vo v OB EFR KTy v a VHIIBICELE L, #IREZEZHLvEY v a
EESRENE L,

e max_sess : BIEA RN e Kt v a ViillR
HRF7Ia2 LVEDTLS By ya UAMEREAIL, tls-proxy maximum-sessions
max_sess 2~ R&fH LT, #lfRfEZ K& LET, £, tlsproxy proxy_name =2~

K & tls-proxy maximum-sessonsmax_sess 2~ > R&EHA L, TDHY 7—hLCa~vr Ka
AT H2 b TEET,

I5—A4Y+t— 2nsn-4-446003: Denied TLS Proxy session from src int :src ip /src port
to dst_int :dst_ip /dst port , UC-IME license is disabled.

SRBAUC-IME 7 A £ ANA L F72134 7 TT, UC-IME X, WoTloAAd X—TNIZT DL,
ASA OHFI[RF L K8 =7 AR — FMHIBRIZHE > T, HHAAERERTLS Ty a A2 DO THE
ATxEt,

esrcint : IXETCA X —7 =4 A4 (inside % 7213 outside)

esrcip: EFEIIPT L&

e src_port @ EFILAR— b

sdst_int : si%c A X —7 = A A4 (inside F 7213 outside)

cdst_ip: 58S IP 7 FL-A

e dst_port : #E5EAR— bk
HET Y 23 VUCIMEN NI > TV DHINE D AR L ET, B> TV DT
B LET,

15—)‘ “Jt—:) $ASA-4-447001: ASP DP to CP queue name was full. Queue length length
, limit limit

HBAZ DA »t—1E, Control Point (CP; 2> hu—/LiRA 2 k) A2k Fa—~DFFE
® DataPath (DP; 7 —% /NZ) RV XWZe Y | 1 DFEIFEREO= Fa—T 7 a on
KL EEBRLET, ARV RNICPT TV r—var A VAT a AR Enry
f 7y NEENDEE. X7y MEIDPIZL > THEESN., showaspdrop 2~ Kb
DA EREMLET, A X2 b2 CP ~D 3 h DA, [Punt no memory] ASP FEFE
T ADKERE o L LT SRET,

s queue : DP-CP A X k % = — D4 i,

elength : = —IZHDHBIIED A X2 ML,

elimit : ¥ o2 —THARINDA N NOREKRE
RT3 F2—0D0 o X0 OIREEIL, CP Tk AR CPAEENEZHELZ TS 2
LERLET, ZhE, —RRREOERELHIUE, £ TRVWEHEALHVET, ZDA Y
UMY IR LFERINDSYEIEL, CP ISk T A EAM 2 BT 2 Z L amafL T2 x
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WY, showaspeventdp-cp =~ REZEH LT, A XV F Fa—DAMITRBEEL LITLT
WHIBREARFETE £7,

448001

15—)‘ v t—:/ $ASA-4-448001: Denied SRTP crypto session setup on flow from src int
:src_ip /src port to dst int :dst ip /dst port , licensed K8 SRTP crypto session of limit
exceeded
BRBAKS 77 v 7 4 — A TIE, 250fE D SRTP K 5tk » 2 a o OfIR23EH S4vE 3, SRTP
DAL EZITE B bt Yy v a v D71, 1O SRTP KBty a s LTH Y b E
NET, a—ARZOFIRICK LTI T hSNDHDIE, AT 4 7 T AL E 7213 E 5 b3 &
HRBEDHRTT, DFEVD, I— /L LT HRRAAL—RNEESNHTWAEAE, WhoL v/
M SRTP ZEHTH5ATH., ZOHIBRIZKHLThHU Y hENFEREA,

egcint: EETA X —7 = A A4 (inside F 7213 outside)

esrc_ip: EfEILIPT L&

e src_port @ EfFICA— b

sdst int : 5851 X —7 =4 A4 (inside F 7213 outside)

edst_ip: 5% P 7 FL A

« dst_port : 85— b

« limit : SRTP B5 =2{kt v a > (250) @ K8 R
WR7 Va3 WER L, BEAFO SRTP W5kt v ¥ a USRI S NIZ 56 O 287 LU SRTP
bty a 2R ETCEET,

450001

Is5— A v t—:/ ASA-4-450001: Deny traffic for protocol protocol id src interface name
:IP address /port dst interface name :IP address /port , licensed host limit of num

exceeded.

BB A ASNTWAORA MIREZBL £ Lz, ZORA vE—T01F, ASAS505 D ASA I
A S ET,
» protocol_id : 7’1 k =L ID &5
« interface_name : /X7 v F OFEME 72T EMNREEMT T O TNWDH A Z—T = A A
« IP_address : /X7 v b OXEM/ZEMO P 7 R LA
e port : BRE SN/ NT y FOFR— hEE
e num : AR A MfIBRO e KAE
HET7 Y ay RE,
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