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AnyConnect HostScan 4.3.x m 5 4.6.x ~D#1T

4.6.x ~® AnyConnect HostScan 4.3.x D17 2

4.6.x ~® AnyConnect HostScan 4.3.x DT 2

4.3.x ~@® AnyConnect HostScan 4.6.x D7 4 —/L3v 7 8
PR—FSNTWDHFIE 10
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4.6.x ~@ AnyConnect HostScan 4.3.x D17

4.6.x ~@ AnyConnect HostScan 4.3.x DT

HostScan #/3—3 9 43 x LRI O /N—T 5 V46X IRIZT v 77 L—R3 5 L& i, ZOBIT7 et AR NE
T, ZhiE, VU —R246x THRAELENEBTIA 7T VEROZDICHLER 1 RRY OFINETT,

\}

GE)  ##iEN T % HostScan D/3—3 5 A 4.3.05050 LV T CTH LA, ZOBIT a2 ZBET DRI,
43.05050 F-13 43 x LIEDO A= g T v 7L — RTALERLY £,

ZOBATTIEL, 43xEENXVFTIOT A NVAKEK (AV) | AL =T %K (AS) . BLOTZ 747U +—/ (FW)
DR —FHFH LWLy =T %K (AM) BEXO 7 7 A4 7 U 4—/ (PEW) DR Y I —IZE T4 25 FNEIZ OV TR
L ¥9, HostScan4.6.x & FILLAEIZIE, T LWKRY —EXARMNIETT,

IR BHHIIZ
BATiX. ASDM 792 LIBED ASDM V J — A TCTHR— FEINTWET, FNLEVFDNR—T 3 D ASDM 2 FE{TL T
WAHGEIIBITTE EH A,

FIE

ATYF1 HostScan 7 v 77 L— RERB LT, Ffrar74FXFalb—varo—#HicLEd,

a) [Configuration] > [Remote Access VPN] > [Secure Desktop Manager| > [Host Scan Image] % i8R L &
TO
b) ASA T HostScan D > A h—/L & Hb,

[Apply] % #4795 &, HostScan 4.3.x LAFi & L7z & ZITER S N7-BEFD DAP = R U F721%
LUA A2 U 7 F73 HostScan 4.6.x & HIMEN /22D, IROTT— X v —URFRENET,



Configuration > Remote Access VPN > Secure Desktop Manager > Host Scan Image

Use thiz panel to install Host Scan.

Host Scan configuration can be performed by geing to Secure Desktop Manager Host Scan. If 'Host Scan' is not
visible under "Secure Desktop Manager', you will need to restart ASDM,

Location: | disk0: fhostscan_4.6.00356-+k9.pkg Browse Flash...
[¥/] Enable Host Scan
Uninstall

Error !_ 3 |

@ You are attempting to upload HostScan version 4.6.% or greater. Your existing
AV/AS [FW DAP policies and LUA script(s) are incompatible with this newer
HestScan version,

You will need to delete your existing AV/AS/FW DAP policies and LUA script (if any)
before upgrading to this HostScan version,

After selecting 'OK', you will need to navigate to the ASDM DAP policy page and
select 'Incompatible’ to review and manually delete the incompatible AV/fAS/FW
attributes and/or LUA script (if any).

Mote: To assist with this migration, ASDM will automatically back up dap.xml,
data.xml and data-record. txt to & new 'HostScan_Migration_Backup' directory on
the ASA after 'OK' is selected. Please be sure to copy these files off the ASA to a
central storage repository to assist with potential recovery activities.

[OK] Z =R L £97,

DA = VICHERIGET H E. ASDMid dap.xml, data.xml, 3L Ndata-record.txt %
ASA £ disk0IiZ& 57 LV HostScan Migration Backup7 « V7 M UICHEWIZ ANy 7T v
TLET,

GE) NNy T T T AT L CAREERHIBRZITY &, BITHRTERRVE

—g—o

ORI T oI, ZOBITT e ADB TINGDOBEMEEZEYRENTHERT 7O
SNET, INHDOT77ANVE, BTUEIZS L TERRERTEALHIC, BRIV ARV NI ICay—
THZEEBEIDLET,

DRy 7T T EEX. HostScan4.6.x 1 A M=V EZHO TR EEIIRELET, Xv I T v
TPTOI, NI T T 77 ANNEETDLE, BEONNy 7T v 73BN ERrsnnEd,

ATFwT2 FETa 74 FXal—arhbAEBEORWRY —EFHIRLET,

a)

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies] DJIHIZ %
WLEF,



ATvT3

ATvT4

ATy TH

HostScan4.6.x Z 1 L & 95 & L7ZFRIZ, DAP L 21— RIZHHM:D 72\ AV/AS/FW =2 KR A v Mg
HBIRNLUA A7 U 7 I3 EENTWD & [Incompatible] HERER R IV E T,

b) [Incompatible] %2 UV >~ 27 LE7,

[Incompatible Endpoint Attributes] Hi[fi3 &/~ Z4L, §XTOD DAP L 22— R b HHMED 720
AV/AS/FW = RRA » NEMB IO LUA 27 U 7 R A S TWET,

ss SSL VPN, and Cut-Through-Proxy ses figure dynamic access policies (DAP) that define which network resources a ser is authorized to access. All polices in the

, 3 n con
valuated for matching ariterion during session establishment. When none of the DAP polides are matched, the ASA will enforce the DfitAccessPolicy

2 BT T Impacted Endpoint Attributes [=]
g ig Euumri T Here is a list of all your incompatible existing AV/ASFW DAP policies. Select Delete All to proceed. &J
A 3 NON-AV/AS FW-RULE i
A o AV (AntiVirus)-CHECKS
[ 15 AS (Anti-Spyware)-CH
E 1 FW (Firewal I)-CHECKS
F 3 AEA-CHECKS-TERMIN
2 AEA-CHECKS-TERMIN{

B 1 AEA-CHECKS-TERMIN{
A o AV-CHECKS-CONTINUI
T
av.NortonAY jescription = Symantec Endpoint Protectio
version <= 14
lastupdate < 2532000 -

Here is a list of all your incompatible existing LUA scripts. Select ‘Delete Al to proceed.

Policy Name LUA Seript
(assert(function()

local update.

[ Fina: |© O Amathc
P

To test the dynamic access policies currently confi

GE) ANy 7y TEHRMERTERWESIE, BIORAT v 707 v 77 L— RBla &0 KT
VERH Y FT,
c) [DeleteAll] %7V > 27 LET,

DEIEWY FH A, RY —ld3Ny 77 v FIkfFSN TV ET, ZbiE, 207k ADH%T
Ny 77 v 7R L TRBITSNET,

d [OK] %7V 7 LTHERL. [Apply] & [Save] ZJEHIZZ U v 27 LET,
ASDM Z AU CHE# L C, #T€%2Vty FLET,
Z DT ASDM Z BT A2 XLERH Y £, ZOFEITAK LN TLIZE,

HostScan 7 v 77 L — R%&5 T L'£ 7 ([Configuration] > [Remote Access VPN] > [Secure Desktop Manager]
> [HostScan Image]) .

FFEE ASA T HostScan DA > A h—/L /b, AN, ZREORGEZEO-FIREZET LET,
ASDM ZFA U CHEEH L T, #EZ Vv FLET,
HE., ZONTASDM 2HEEHTILENH Y £, ZOFIEITEKE LRNWTLEE N,



ATvT6

ATy 717

BATHMLELTEDAP RY — 2 HELET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies] DNHIZFEE) L

T, Bitz T LET,

[Migrate Policies] #/EN TR SANVE TN, Z OEIENA T2 D DI HostScan A A —2 /X—T = U
4.6x LAEDSHZEDHTT, BEOBITHLELRWEES, ZALDORZ AIFRRINETH, EHITho

TWET,

DAP R Y v —%2BATLET,
a) [Migrate Policies] #7 Y v 7 LE7,

[Migrate Endpoint Attributes] 73 &R SALE T, AHMED RN AV/ASFW = RARA - F@Etkd
FOLUAZZ U 7 MEZ EORICHY . BAED 46 x AMFW BITHAT L RARA > Markks X O'LUA

27 VT MITORIIHY £,

Endpoint ID Name /Operation/Value
stupda

as.EsetAS er Eset Software Antispyware

version <= 1
lastupdate < 2592000
activescan = ok
as.BitdefenderAS description = Other Bitdefender Antispyware
version = 1
lastupdate < 2592000
activescan = ok

New AM/FW attributes

Total Mapped Policies: 0 out of 3

Endpoint ID Name /Operation/Value

Delete

< i

Migrate Endpoint Attributes =]
Migration Option: @ Endpaint Attributes () LUA Sripts =]
Flease map the AV/AS/FYY Endpoint Atiributes t the corresponding AM/FW Endpoint Attribittes

DAP Name: |AS (Anti-Spyware)-CHECKS-CONTINUE-RULE | Total DAP Folicies Mapped 0 out of 3
Previous AV/AS/FW atiributes
Migrate

m

Co (o]

b) FHBRMEEERNC, /X —EICTE LD THITLET,

LFOERNOEMEEZITZAZ Y 7 R 2L, [Migrate] #7 U v 27 LE£7, [Add Endpoint Attribute] [
HEHRFRREINET, AEEDRWZ RRA U MRS X LUA 227 ) 7 "BEMICERINE
3, ARNIE, HLWEXTEY e AMFW BB X OLUA A7 U 7 h~D~ v BV I REREN

ivg_o
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[B) Add Endpoint Attribute =]

Please map the AV/AS/FW Endpoint Attributes to the corresponding AM/FWY Endpoint Attributes

Please make sure the new vendor and product attributes on the right are accurate prior to dicking ok.

Previous AV/AS/FW attrbutes New AM/FW attributes
Endpoint ID' iame/Operation/Value
bt Endpoint Attribute Type: Anti-Malware
lverson
lastupdate < 2532000
jactivescan = ok roduct Installation: @) Installed () Not Installed

eatime Scanning: (@ Ensbled () Disabled

jendor: [McAfee, Inc.

[ Product Description: | LinuxShield (Linux)

] Last Undate: < = days

o )=

©) [OK]%27 Vw7 LET,

HWEMEZ Y FUSRLUA A7 U MIRPIOENSHIEES L, H LWAM/PFW EE=2 F U LUA
27 VT IR 2FZEAORIZERINET,

GE) 7747 U+—/VEMIEL, AnyConnectd.6 LK, pfw THIILET, 72& 21X, endpointfiv
I% endpoint.pfw IZEE AL TWET,

d) [Applyl 7 U7 L, [Save] #7 VU v/ LET,

£ ? Advanced Endpoint Assessment 7R U > —DOBITNLENERFE L ET,

a) [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [HostScan] DNEIZEE) L £ 7,

b) [Launch Migration] % 3R L £,
[Advanced Endpoint Migration] A 7 2 7 AR > 7 ANER I, TXTOUA NVAXIELS LA SA
T T REDORY =R EDOY R MIRRINET, BITE2IATT 5L, vy T EHLDL—LBT
DY A MIFRESNET,



Advanced Endpoint Migration
windows | Mac G5 | Linusx

AntiVirus and AntiSpyware | Personal Firewal

The backed up Antivirus and Antispyware Advanced Endpoint Assessment policies are listed below.
These Antivirus and Antispyware products need to be mapped under Antimalware.

Product ID Product Name Version
GrisoftAV JAVG Anti-Virus Free 17.x s
BitdefenderAV lBitdefender Internet Security 21.x W

[Kasperskyav [Kaspersky Internet Security 17.x = Map Selected
KasperskyAV P28 AF— F o F -1 L AS 5.0.x
McAfee VirusScan Enterprise Map All At Once

[Nortanav [Narton 360 20.x -

[7] Force File System Protection

orce Spyware Definitions Update

[7] Force Virus Definitians Update

fFnotupdsted inlast (30| days ifnotupdatedinlast (30 | days

Mapped Rules

[ Dekete |

| Total Mapped AEA Polides: 0 out of 10 |

Force File System Protection

Force AntiMalware Definitions Update

fFrotupdatedinlast 30 days

-

-

AT 79  Advanced Endpoint Assessment (AEA) RV T —%2BITLET, T XCTORY v —2BIT7T5ET, =
FIEZ#RV IR L £,
a) EoORNISGTRY ZRINL, [Map Selected] %7 U v 7§57, [Map All AtOnce]l #7 V v 7 L&
‘a‘o
[Possible Mapping] % 4 7 27 Ry 7 ANERSINET,

T
Passible Magping
NOTE: For each legacy product in the previous HostScan policies, ASDM has tried to match to the same vendor.
The spedific product can be selected from the dropdown menu under Matching New HS Product Details' or by dicking the 'Add' button.

If no new product is found in dropdawn, please cick on 'Add' button to select new product.

Match Matchi

Produc

McAfee VirusScan Enterprise

[7]1D:519]McAfee, Inc. McAfee VirusScan Enterprise 0.x
D:2785[McAfee, Inc. MOVE AV Client 4.x

[ 1D:563McAfee, Inc. [McAfee Antivirus Plus 12,3

[)10:563McAfee, Inc. [McAfes Antivirus Plus 16.x

[ 1D:563]McAfee, Inc. [McAfee AntiVirus Plus 17.x

[ 1D:563]McAfee, Inc. McAfee Antivirus Plus 18.x

[ 10:563IMcAfee, Inc. [McAfee Antivirus Plus 15.% -




by VA8 RY iz, — B O [Matching New HS Product Details] K& > 74 72 U X K
IMHERLTRY =BT LET, HDOVIE, —BEMPZRENRVERICIE[AA 227 U v 7
LTARY > —%8R L ET,

c) [OK] %7 VU 2 LT, [Advanced Endpoint Migration] EI[EIZ & Y £7°,

ATFYvT10 BITLI- AEARY o —Z2REFELET,
[OK] %27 UV v 27 LT [HostScan] BIEIZR Y . [Apply All] 227 VU v 7 LET,
ATYIN EEFLHDOLUA AZ Y 7 IRHAE, Vo AHIBRL TOBEEEBML £9,

BEfFD LUA A7 U 7 ML, HostScan 4.6.x TIIMERE L FH A, FIUDHIX, RENDLFHTHIFRL., FE
BENMT20ENRH0 ET, WOFLWTA RTA4 - T EE0,

« endpoint.av % endpointam |[ZZEE T 52 LIZ L5 T, T X TOUA VAR MAEE LD = 7 %K
iR L L THERT 2 LERH D 37,

+ endpoint.as % endpoint.am ([ZEE T 52 LIZL > T, T RXTOASS U= TR E~ LT =7
RPRAAR S U CHAERT 20 ERH D 77,

» endpoint.fw % endpoint.pfw [CZEH T HZ LICL > T, TXXTOT 7 A4 7 U+ —/VHEEZBERT S
WERH Y ET,

CHWHDEDTANAMEKRT = v 7 bR TSRV L,

ETEDONR A —PRMET DRI OTRCORMESRTE <RV E L (72L& 21F. McAfee AM
My RIFA » MIHEL, BHORREIZ/ > TV DDy, Kaspersky AM 3MFEE L, i OIREEIC
RoTHET) o

PAR—FEINTWD LUA FlEEZZRLC, A7 UV NEHHLET,

ATYT12 BITMWETLELZ, ASDMZHI U THEBL T, &E&2 Yty N 24ERHY 7,

4.3.x ~@ AnyConnect HostScan 4.6.x D 7+ —JL/\v Y

INBDT 7 A ML, v HostScan U U —ZADFEATRHICHASNIEREL KON Y v —RNEENTVES. Wi
%, BT LW HostScan J U — A% A A h—/L L7z & &I, disk0/HostScan Migration Backup 7 4 L7 FUIZ
ERR S, BRIFSNIZH DT,

ZOFNETHE, 43xLLRTO HostScan U U — A ~D 7 g — /L 3w 7 1ZOW B LE 9, HostScan4.6.x LAE~DBEITE
RADANT, BAINTZTANLARER (AV) | AL T THE (AS) . 7747 Uxr—/ (FW) ORY v—%1H
T LET,

1R8O BRI

PIETD HostScan U U — A2 7 4 — NNy 7 TEDH X T DI, RO I T 7 77 A VBBNETT,

dap-bkp.xml
data-bkp.xml



data-record-bkp.txt

FIE

ATy T

ATy T2

ATv7T3

RATv74

ATy T5

ATvT6

Ny 2T w7 T 417 R MH W HostSean U U — A ZBHEAH T DN EB LORY v —%2 R F L E

7

B, Ty L= FENZGEASNEREBLORY >—TF, WIird, #H L HostScan U U — &

ERDTA LA P—= N LTcE EIERENTZEDTT, 77 IA4 7 U A% LRIORBIE LT 572014

BT,

a) [Tools] > [File Management] DJIEIZER L £ 9,

b) dap-bkp.xml, data-bkp.xml, B XN data-record-bkp.txt & ASA L@ disk0 IZHD
HostScan Migration Backup 7 #/L¥MMbr—H/) Y AT AZab—LET,

c) ASA L disk0(Zd % HostScan Migration Backup 74 /WX & HIRL 7,

HostScan 4.6.x LAEDOFH LWY J—R&T A A M=V LFET,

a) ASDM T, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image] (Z 5 E)
L. HostScan &7 A A h—/L LET,
b) [Uninstalll Z27 U v 7 L, #ERDIZOIZ [Yes| &7 Vv 7 LET,

INTHRT L. ASDM Z ffddh L T b AB 2D £ 7,

BT oA A=A LI ZOH L/ S— 3 & O HostScan [ZBEATHT 5L TV OREL LUK Y & —2 1k
FLET,
a) [Tools] > [File Management] DJIEIZEIR L £,
b) disk0:/dap.xml % dap-new.xml &) ARNIETL LET,
¢) disk0:/sdesktop/data.xml % data-new.xml &WIARNIEH L ET,
FHLWI Y —ZOREBLORY —RNEERTVWEINLDT 7 A VEFHT D L LRNTEAL
T LWERBSBITLILERZETLL, ZOHXWVDOTHOLDERIZED ZENTEET,

T =N 7 HDASA TO HostScan DA A h—/L & HEhik,
ZNTHET L, ASDM % FHldE) L T DA 2 D £ 4,

Ny 7T v TOREBIORY —2ELLET,

a) B—h)L VAT AREIFE LT dap-bkp.xml % dap.xml & W) ARNCET L £,
b) B—AN VAT LMIRIFE LT data-bkp.xml & data.xml EWIAFNIEE LET,
¢) [Tools] > [File Management] DJRIZFEE) L £,

d) v7—H) AT A EDdap.xml & ASA £ disk0 lZa b —LET,

e) H—H/ AT A LD data.xml & ASA D disk0:/sdesktop/ IZaE—LET,
f) data-record-bkp.txt 235 DAPCLI # 2 &°— LT, ASA CEITLET,

ASDM #FA U CTHEZ L E7,
T AEKRTTHIE. ZNEITOLERDY F1,



7K —

fENTWLWSFIE

ASA T® HostScan D1 > X b— )L EFE

WOFNAZHEH LT, ASA ETH LW HostScan f A —T %27 v 7/ m— RELEFT v 77 L—RL, AT HZ &0
T&ET, ZOA A—TIZX > T, AnyConnect ® HostScan H¥fEZ AT 25 Z LN TEET,

AKX K71 HostScan /X 7 — I ZITETEX £,

\)

GE)

HostScan Z A > A h—/VETELT v 77 L— FLIZRIZ, EXa VT4 T7I7AT A2 HEETLILETH
D FEHAD, Secure Desktop Manager |27 7 & A § 521X, Adaptive Security Device Manager (ASDM) %#& T L
THEBTL2MLEND Y £7,

4a & H RIS

)

G¥)

FIE

HostScan /X— 3 43 x LIRS 4.6 x LIRICT v 77 L — R L X 9 & LTWAIES., LLRNCHESL LT7-BEFED
AV/AS/EW DAP R Y o —B L O'LUA A2 U 7 F739_T HostScan 4.6.x LI L FEFHTH D &) HEIZEN
FTAHALT— Ay b—UNRNERINET,

REX WIS SELEDICETTAIVEN S LT A A4 LBITFENFELET, ZOFETIZ, Zo¥4T7a s
Ry 7 A% LT, ZOREZRAET DHIIC HostScan 4.6.x & HIUZ 725 K 9 IR EEBAT LiT ZDOFNEE
Hiik L. [AnyConnect Hostscan 4.3.x to 4.6.x Migration Guide] TiEMiZ2 FIEAZSH L T3V, DF V| BT
T 5I21L ASDM DAP DAY v— _X—=IZBB) LT, BE#PEDO/ AV/ASFW EMEA RS L CFE THIBR L T
Mo, LUA A7 V7 bzl L, ESMZDOLERDHY 7,

ATw7F1 hostscan version-k9.pkg 77 A NE AL Ea—X I ra— RLET,
ATw 72 ASDM %LE) L. [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]

Z 3R L £, [HostScan Image] /SR /LH & F7,

ATwF3 [Upload]#7 VY v 27 LT, HostScan /X 7 —TDat—%ka L Ea—4nH ASA D KT A TI2izikd 5

i 21TV E T,

ATFw 4 [Upload Image] ¥ 7 1 77K 7 AT [Browse Local Files] #7 V v 7 LC, a—Hh/L a2 Ea—% LD

HostScan /X v 77—V H#HRFE L F9,

ATwTE  KFEX¥ U m—RLihostscan version-k9.pkg 7 7 A VAL, [Select] #27 U v 7 LET,

10

[Local File Path] 77 4 —/L K & [Flash File System Path] 7 1 —/L RCi@&R L7 7 7 A /LD, A X, HostScan


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html

ATvT6

ATy FT17
ATv7S8

ATvT9
2Tv 710
ATy I N

NRor—=V DT v 7 a—REORAZKBM L TWET, ASAIZEBDO 7T v a RIA4TRHLHEHE
WX, B 7T v a R A 7 %3 & 512 [Flash File System Path] Z#ffE T& £,

[UploadFile] #7 UV v 7 LEd, ASDMIZL - T, 77 A NVDaA—NT T v o H— NIBEIIE
9, [Information] A 7 2 7R v 7 AZiE, ROA vE—URERINET,

File has been uploaded to flash successfully.

[OK] %7V v 2 LET,

[Use Uploaded Image] #4712 7 C[OK] %27 V v 7 LT, BUEDA A— & LTT v 71— K L7 HostScan
Nolr—Y 77 ANVEHlALET,

[Enable Host Scan] RN E 724 71272 > TV DA G4 I LET,

[Applyl &7 V v 7 LET,

[File] A == —/>5 [Save Running Configuration To Flash] Z &R L £ 97,

IVRERAY FEREDESE
WKIZ, DAP CHEHTE 5 RARA » MERBEMELZ R L £7, [Attribute Name] 7 ¢ —/L Ri&, LUA @B =N CToOK EME

DN FiEZER L TEY, [Dynamic Access Policy Selection Criteria] ~X > ® [Advanced] fEIk CHEFH L £ 7, label 2
Bix. 77V r—var, TrANG, TR FREFLVVARN) 2 M) ARLET,

BT e EET | E ALY T0 |EEA
BRAE
<)L = 7%} |endpoint.am["label"].exists KA R & |true — w AW e T RE T O TS
* ¥ DFET D
(Cisco Secure | endpoint.am["label"].version string 32 Version
Desktop 7344
) endpoint.am["/abel"].description string 128 <)L = T X O
endpoint.am["label"].lastupdate integer — NV 2T RRER LT
L Th b ORI IRFH]
()
Personal endpoint.pfw["label"].exists AR AN A |true — IN=VF)I T AT
Firewall Xy U —/VIRMEAET D
(Secure R endpoint.pfw["label"].version string string Version
Desktop 723 s
B) endpoint.pfw["label"].description string 128 IN=VF)I T AT
v 4 — /LD

11



BtEs 147

B4

g
i
dl

ARYTD
®RE

L]

AnyConnect

(Cisco Secure
Desktop <2748 A
N e g
WS Y FH
)

endpoint.anyconnect. clientversion

endpoint.anyconnect. platform

endpoint.anyconnect.
platformversion

endpoint.anyconnect. devicetype

endpoint.anyconnect.
deviceuniqueid

endpoint.anyconnect. macaddress

T AR
A2 b

version

AnyConnect 7 7 A 7 b
DN— 3

string

AnyConnect 7 7 A 77 b
WA A b=/ ST
DARV—=T 4T VA
T A

version

64

AnyConnect 7 714 7 >k
DA A R—=L S TY
HARL—T 4T VA
TLDN—T g

string

64

AnyConnect 7 7 A4 7 > |k
DA A R—LEH T
DENAIN TN ADH
A7

64

AnyConnect 7 7 A 7 b
WA A F—=ERTN
HENAIL TN AD—
I=X23 1))

string

AnyConnect 7 7 A 77 b
NA A BR—LENTH
HFRA ZADOMACT R L
Ao

Tx—~v ME
XX-XX-XX-XX-XX-XX CH D
ZERMETT, xITHERD
7216 WS FE T,

T r—
va

endpoint.application. clienttype

V)
r—3 3

string

7IAT N EAT
CLIENTLESS
ANYCONNECT
IPSEC

L2TP

12




BtEs 147

B4

g
i
dl

ARYTD
®RE

L]

FRA A

endpoint.device. hostname

endpoint.device. MAC

endpoint.device.id

endpoint.device.port

endpoint.device. protection_version

endpoint.device.
protection_extension

T R
A2 b

string

64

RA ML DIr, FQDN T
IH0 EHA

string

Xy NU—7 2 H—
T xA A J— KD MAC
T RLVA, 1O MY
IZDEMACT FL AT 1
DT TY

7 x—~v MI
XXXX.XXXX.XXXX T D I &
BT, x 1316 HEEL
XFETT,

string

64

BIOS v U 7 V& il
T x—~ v ME, ®iE¥
FEAETT, 74—~y
FEHIIH D FHA

string

U 2= 7 dREED TCP
A=k

1EHRZ L2 1 2OHR— k
EEHTEET

1 ~ 65535 O DIEE

string

64

EITENDHHEA N A%y
VAR=TDR—=T g

string

64

Endpoint Assessment
(OPSWAT) D/3— =
Ve

77 A

endpoint.file["/abel"].exists

endpoint.file[“label”’]. endpointid

endpoint.file["/abel"]. lastmodified

endpoint.file["label"]. crc.32

Secure
Desktop

true

77 AIWVBGEET D

integer

T 7 A NDBRBITER S
N TH B OFE R
(F)

integer

757 A )LD CRC32 /Ny
o

NAC

endpoint.nac.status

NAC

string

2—YERTAT —H A A
NN

13




BT B4 EET |E ARYT0 |EREA
®RE
ZF~X1L—F ¢ |endpoint.os.version Secure string 32 F_X—F 4T RT
U RT A Desktop A
endpoint.os.servicepack integer — Windows DH—E & 23w
7
RY L — endpoint.policy.location Secure string 64 Cisco Secure Desktop 7> 5
(Policy) Desktop oualr—a VE
St & endpoint. process["/label"].exists | Secure true — Tat ANREET B
Desktop
endpoint. process["label"].path string 255 Tt AD T RA
Registry endpoint. registry["label"].type Secure dword string — dword
Desktop
endpoint. registry["label"].value string 255 LA RY = R OfE
VLAN endoint.vlan.type CNA string — VLAN % A 7 :
ACCESS AUTH ERROR
GUEST QUARANTINE
ERROR STATIC TIMEOUT

LUA Z{&EA L 7= DAP [Z& [T %18/ D DAP ;ZREZE D VERK

ZOk7 T a TR, AAAETZETy RARA o MEMEOGREAXOERITIEZOWTHHA L4, Zh£1THI1iE, LUA
BT 2 ERFERNLETT, LUADT R 27T I U 7 OFEIZ- OV T, http:/www.lua.org/manual/5.1/manual.html
EZLTLLIEEN,

[Advanced] 7 4 —/L RIZ, AAA F7213— 2 RARA > MRIGHILHEF 2 X THHREERXO LUA 7 A M2 A LET,
ASDMIZ, ZZTCANEINETHRAMERFIFET, 7% A REDAPRY o — T 7 A I a b —F 57215 TT, LI
ASA I &> TiThbi, T ARiEZ e UTEEI N E T,

ZOFTvaE, LOFHRHIZSH D AAAB IOy RRA >~ ORI CHE rIEE /2 AEELIA ORI L HE A B N9
LHEEICADTT, e R BESNIZEEOWT AT, TR TEmAET, F2X0 TRl SRV AAA
BEEERTHEIICASAZRETEET, =V RSV MNEMEERREIN, TOTXTEMETLERHY £,
X2 VT 4 TTITATUAMEBEDOT Y RARA > Mgtz T& 5 X 9123 %I121F, LUA Tl emmB a2 7Bk
L., 22 CTEOREANTHHLENRDY £,

DY 73 a2 TlL, LUA EVAL RAEROZEM & 2= L E T,
« LUA EVAL XA AERKT 28630 (15 _X—2)
« DAP EVAL RO (19 ~=—<3)

« BN LUA B (15 =—)
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LUA EVAL % % fERLT B 18X
N

GE)  [Advanced]E— RZFEMHTHILER D H5G1E, 707 7 A EBEHENICHREET 5 2 E N A[RRIC/R D . BREIC2 5
7o, TELETEVAL AT 52 a0 LET,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEMEF 7213 Cisco Secure Desktop 20 HiE S L7z @M, BIEDOEFRITHOWT
E. = RS MEMEOER (11 ~—) 2ZRLTIZSV,
<comparison> ROLFHNDONT 1 (5 AR EE)
“EQ” HELW
“NE” ZLL N
“LT” BRI
“GT” L REW
“LE” IS
“GE” Pk
<value> SURFFCHE L. B L i 2 % & T 3055
<type> WOILFHNONT D (B ME)
“string” RICF, INCF 2 KR 5 305 o b

L3

R /INSCF % KR L 7RS053 0

g
“integer” KB LT ST IE A BB 2
“hex” 16 5 2 AT E LR T, 16 1E%L
DTN % 16 HEHUT A
“version” XYZIEA (X, Y, Zi3EF) D —

Vg v g

BN LUA B8%%

54T FUVASSLYVPN DA AFTI w7 T EARY S —THEEL TWBIEES., — B & B 7 ekl s LB L
SINDHIEREZLNET, 72L& 20E, BLFIZREWEID DAP i LR T UE R 5 WEARH Y 7,

* CheckAndMsg I%, DAP 232 — /L9 % X 9 IZFXEFHEZR LUA B CF, FIFICESE2—Y A v —U %Ak L
i‘j‘o
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k= F (OU) £72ida—H A7 V=7 FOMOMEED L1
« MABANHE S T2 TN —T R E < O—BURMIDR o %6, VANV R — FOERPLEIIRD ZENHY 7,

ASDM O [DAP] ~A N D [Advanced] &7 + 2 > T LUA i PR Z B L, 2 OF#HMELZEHRHTE £T,

DAP CheckAndMsg B8 %t

ASA IZ. LUA CheckAndMsg BA%¥t % %12 DAP L 22— R3S, ZAUTE > T, 7747 F LA SSLVPN F721%
AnyConnect DfE TR Z L Z SNLGEICDOH, 2—WFIZA v -V EFRRLET,

CheckAndMsg BIELOHESCITLL F 0@ » T3,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if false>")

CheckAndMsg BIELDAERRFIZIZ, L FORITIER L TS E S0,
* CheckAndMsg 1%, FAIOFEE L THESNTEEZIKLET,
« CFHIIE 2] L7 < o6, EVAL BEA s 0514e L TER L T 72w, RICHIZ R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg"))

CheckandMsg (% EVAL 5 OFERZIK L, ¥X 2V T 4 T7IA T AXZOREREZHEHAL T, DAP La— %
BRI RENEIDEHMLET, La— FRBERINEBR, ¥—Ix—varihoHae, Ex=2V7 ¢
TFSAT AT A v E— R LET,

0U R—XDEEE DA
DAP (X, F@#isUT LDAP ' — M HIRSNDZHDOBEEAHEH TE £7, DAP M L— XD TH OB Z SRS 20,
debugdap b L—AZFLTL T EE,

LDAP #— N3 —HOFEEES (DN) ZKLET, ZHUE, T4 L7 PIRDOEDFMZ2—F AT =7 M ib
HEREBRNOR LE T, 72& 21E, =—3 ® DN A CN=Example User, OU=Admins, dc=cisco, dc=com T&H D5

Z O = —F X OU=Admins,dc=cisco,dc=com |ZfF/EL £ T, T XTOEFHENZDOOU (7%, ZOL~LLLFDa
TF) WFETBEAE. LT L0, ZoEE—FTr2mBXE2HHTEET,

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find(aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil) ) then
return true
end
return false
end) ()

ZORFITIE, string.find B CIEREHRAMHEHCTE £9, Z DX 7HI% distinguishedName 7 o —/L ROKHEIZT > H—
THITIE, LFFNOREEIZ S ZHEH L ET,
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TGI—T A=y TD B

AD I N—TF A NR—2 ORIV BEDTZDIT, EABHANAERTEET, =2—VFRNEHEDINL—T DA
NR=THDIENEZLNDT-D, DAPIZLDAP y— "IN S DIEEAFRNOMN L DT N ~LEIFLET, LT A

FATT DITIE, REREREDS LB T,

» memberOf 7 4 —/L K& LFHE LT T D (2—FN 1 D7 A—T AT L TWD5E) ,
RENTET—Z N Ttable] ¥ A 7 THDHHAE. WENT-ZNZEND memberOf 7 4 — /L K %

W LA 2,

ZOEDIZFR L, 7 A LEBEEZUFIORLET, ZofITiE, 2—FR lstu] TEROLIWThrO 7 1r—70

AU N—ThAEE., ZODAPIZ—HKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

T UF 24 ILADE

ROBNE, ToFIANA YT N =T BRIMINTNE D N EERT D7D AZ LKA L TWET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
return false
end) ()

T UOFRINA DT DI

KON, T F AL T =T PRSI E D NEMRT D7D A S LB ZHEN L TES,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
return false
end) ()
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27AT 04— ILDF
WOBNL, 77 AT U4 — LB ENTZ0E I N EHERT L0 A X AEEAFER L xS,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
return false
end) ()

TNV T TPREFRIIEED I 7A T O +—ILDH]

ROBNL, =V =T HRETLNIT 7 AT U4 —ABBASNIZNE D Dl 2720 A7 AR E/HA L Ty
ij—o

assert (function ()
function check (antix)

if (type(antix) == "table") then
for k,v in pairs(antix) do
if (EVAL(v.exists, "EQ", "true", "string")) then
return true
end
end
end
return false
end
return (check(endpoint.am) or check(endpoint.pfw) or check(endpoint.am))
end) ()
T REBEDH

NI 2T RHR IO T T EANFIELRWEEDT 7 v A2 HEET L2010, ROBBEEHEHTEES, ¥—Ix—T3
VEFITTHEODOT I a UIREEIINTWS DAP THERALET,

assert (
function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.exists, "EQ”, "true", "string")) then
return false
end
end

return CheckAndMsg(true, "Please install antimalware software before connecting.", nil)
end) ()

2N 2TRET O ST AN na—F R A LE)ETEHE DAPIIRDA v —UHFRLET,

Please install antimalware software before connecting.
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DAP EVAL = 0> 41

LUA Tl Z BT 25 A 1%, OB EZSEIZL T &N,

Bl

Bl

Windows 10 H= > KR4 o~ LUA
Fxzv7

(EVAL (endpoint.os.version, "EQ", "Windows 10", "string"))

CLIENTLESS £721X CvC 7 74
Ty RNEATIZ—FTEHNE I
DT KRA LV FLUAF = v 7,

(EVAL (endpoint.application.clienttype, “EQ”, "CLIENTLESS")
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

or

IV 55 W = B/ N

Symantec Enterprise Protection 3= —
PO PCIZA VA R—LERTH
LMNE D pOx L RARA > FLUA
Fxv/, £ A =T
RONEAIEIA v E—VERRLE
R

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec Endpoint
Protection","string"),"Symantec Endpoint Protection was not found on your

computer", nil))

McAfee Endpoint Protection 73— =
100051053 B L IN—V 3
10.6 Al D= > R A > b LUA
Fx=v7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version")
EVAL (endpoint.am["1637"] .version,"GE","10.6","version"))

or

McAfee /v 7 = 7 %R EFI B E
10 B (864000 F)) LANICHHT =41
T2mEI MO RIARA > FLUA
Fxv 7, FHBLERGAIX
Avb—VEFRLET,

(CheckAndMsg (EVAL (endpoint.am["1637"] .lastupdate, "GT", "864000", "integer") , "Update]
needed! Please wait for McAfee to load the latest dat file.", nil))

debug dap trace T
endpoint.os.windows.hotfix["KB923414"]

= "true"; ﬁ‘@éﬂf:?&&:%ﬁ@
Ry R T4 9T ABRHLNE S
DF x> 7,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"],"NE", "true"),
"The required hotfix is not installed on your PC.",nil))

TILYDITPRETOAOTSLDF v I EAYvE—CDERTE

TNAT2THREY T R 2TIZEY, 2R 2= RREICR SV TEIETE A L5 A vE—VERETEET,
T BARHT R SNTZSE, ASAIZAR—H )V RX—VDODAPFHMIi 72 B A CARINZTRTOA vE—VE2FRLE
T, T BANERENTZEE. ASAITL [#—Ix—T a2 ) REOKK L 2T _RTHORA vE—% DAP 2B
H£LT, 770 ¥ForT A0 XR=VIZRKRFLET,

WOFNE, Z OfERE A4 L C Symantec Endpoint Protection D A7 — % A% F = v 735 FiExEnrLET,

1. &k®LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2A > ® [Advanced] 7 « —/V RIZAE Y fHiF 9 (FAE#iC
OO HmRME Y v LT, TA4— NV FERHALET)
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(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint Protection","string") and
EVAL (endpoint.am["538"] .activescan, "NE", "ok","string") "Symantec Endpoint Protection is disabled. You must
enable before being granted access", nil))

[i] U [Advanced] 7 4 —/L RC, [OR]R&Z %27 Vv 7 LET,
T @ [Access Attributes] 27 > a > ®O—&F /D [Action] ¥ 7 T, [Terminate] #727 UV v 27 LET,

Symantec Endpoint Protection 231 & A h—/L STV 5 b DDELHIZ 72 > TWDH PCH#EER L E3, fEIILDH
RiL, I ESNT, 2—FICROA v =V RERRINDE VI HDTT,  [Symantec Endpoint Protection
is disabled. You must enable before being granted access]

T ITRETOTSLE2BULRBLEEEDF T vY

Z OB TIX, Symantec F721X McAfee D~V T = TR T 07T ARGFETDLNEI N, o, VA NVAERN 2 H
(172,800 ) INO D TH LN E I EMER LET, EFRMA2 AL ERE L TWDH5E, ASAlTEy v a v &2 T

l/\

1.

20

Avb—VEEERY 7 ERRLET, TOX AT EFETTHIIE, WOFEEZEITLET,
D LUA % 22 &°— L., [Add/Edit Dynamic Access Policy] =X > ® [Advanced] 7 1 —/V FIZEE D 1T £,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint Protection","string") and

EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"), "Symantec Endpoint Protection Virus Definitions
are Out of Date. You must run LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint Security","string") and

EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"), "McAfee Endpoint Security Virus Definitions
are Out of Date. You must update your McAfee Virus Definitions before being granted access", nil))

[7] U [Advanced] 7 4 —/V R T, [AND| %2 U v 27 LET,
T @ [Access Attributes] £ 27 > a O —F/ED [Action] ¥ 7 T, [Terminate] #27 V v 27 LE T,

Symantec F 721X McAfee D~ /LT = TR T 07T LA A =L INTEY, N"—=Ta 082 HELERIOH O
T D PChnbHEERLET,

TEINDFERIL, BETFF &9, = —HIC [Virus Definitions are Out of Date] &9 X v B —IUNFREIN
H5EVHIHDTT,
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