T7I5A4A7F

0454 >7T

FX0S > X T L) 3\

T, I Ty TOMEE N T TV a—T 47 L, NAY— ROREEZFEITTLTF
NEIZSUWTREBT L £ 77,

T T IAT VAE—RKD T z—)LE—7 (1X=Y)

e A TERY (RAT—=FKDY Y ) (15—=)

cHEITE RN (4 R—2)

*SSD 7 7 A VT AT ADFAE  (Firepower 2100) (9 ~<X—2)

s LHMMREOT 7 40 NREOHEITL (11 =)

 HEHEDFET (12 °—2)

« ERIRFA A —VLDOET (13 =)

« VAT LY HINY DJERE (18 ~—)

VAE—FDTIz—I)LtE—7T

775 AT AE— KO Firepower 1100, Firepower2100, Cisco Secure Firewall 3100 ¥ 7= Cisco
Secure Firewall 4200 7% ASA DEENZRILT D &, FXOS 7 = — vt —7F— FBEEH L £,
ZDOF— RO FXO0S Tl, H/NROBETT AT LAOBMKE ) W NN TEES, FHA
2 —TxARZIPT RLA, DNS, BLONTP #HEL TEBIFIEL, ASAAM A—T DX DT
n—RNEA VA= LARERIZRDVEST, 72— E—T7F— NCIIEHS X —T A AD
FHEBRECEET, FXOSIZR 7 A 92 L i, ANCERE LIZEHE 2 —F— & ASA A *—
TNRAT— REfHLET,

Firepower 2100 77 > b 7 4 —ALE— R TIX, ¥ v — UREZ 72 FXOS TRETE £7,

COEOFINETIE, 7T IAT L AE— KL 7T v b7 4 —5F— REBFE OBV DWW TR
BILTWET,

=Ly (NRTD—FkDY) Yy k)

FXOS I 7 A o CERWIES (RRAU—=RREeEn2Hme. £7212SSDdiskl 7 7 A VT AT
ADMEHR LTV AEE) 1Z. ROMMON % L C FXOS % T % LG MmO 7 v Mg
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B orrocznn vixo—routy b

ATy T

ATy T2

TECEET, BHERATY—REIT 74/ bO Admin12312V vy b&nxd, ZOFIET
1T, ASADREL Yy hENET, RAT—RKNbhroTWT, FXOSHMN S T RO
T 7 AN MREEBEILT HHEEE. LIHHAREOT 7 4V MEREDE T (11 X—) 2
LTLEENY,

48 HHEIIZ
COFIEEFATTHITE, 2T VB ATEDLZLERS Y £,

FIE

oY —)ViR— MNIEHR L, T ADEBEREA N LET, T— T v 7HIZROMMON 7
o7 hNeEFRRTDHLIBERINSZS, Esc 2 LET,

FToHEEFERLET,
&1

KKK A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR A AR KK

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

KA KA AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR A AR A KA KKK

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

Z DT, Ese L ET,

THHRRE~D Y By MEELET,
rommon 2 > factory-reset
G¥) ROMMON /"—20 5 > 1.0.04 DAL, password reset =~ RZEHALET, =

Da=y RiE, UEO/— 3 2T factory-reset [IZAH SjLE L7z, ROMMON
N— 3 U EMERT HI2IE, showinfo Z AL E T,

rommon 1 > show info

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Wed 11/01/2018 18:38:59.66 by builder

REZHEL, TOBRAA—VEETT DI LR T 27-OIEEIE T 0 7 M i3goREhn
iﬁqo
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noqveatn KxT—koyey ) ]

G¥) AA=VEREHBT L7 0T FRRRINRNGEIE, boot =~ FEZALE
D

&1
Firepower 2100 75w k7 —LE—F :

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

File size is 0x0000001b

Located .boot string

Image size 27 inode num 16, bks cnt 1 blk size 8*512

Rommon will continue to boot disk0O: fxos-k8-fp2k-1fbff.2.3.1.132.SSB
Are you sure you would like to continue ? yes/no [no]: yes

File size is 0x0817a870

Located fxos-k8-fp2k-1fbff.2.3.1.132.SSB

Firepower 1000, 2100, Cisco SecureFirewall 3100 & & U 4200 (7 7S5 A 7V AE—K)

G¥) T — N7 v TR, FX0SIZr VA v L TEEE RAT— REHETH L Ik
bhET, u /A4 LTHRIBEITRALEEAD., ASAWEEIT 5 £ T Lt
HUENRHYET, ASAT R T v Tual A4 LTLEEN, £ F3—T NIRRT —
REEETLIICROONET, ZiE, VAT LANFXOSu 7 A AT 5
A FZ—T NN ZA T — R T9,

rommon 2 > factory-reset
Warning: All configuration will be permanently lost with this operation
and application will be initialized to default configuration.
This operation cannot be undone after booting the application image.

Are you sure you would like to continue ? yes/no [no]: yes
Please type 'ERASE' to confirm the operation or any other value to cancel: ERASE

Performing factory reset...

Execute 'boot' command afterwards for factory-reset to be initiated.

Use of reset/reboot/reload command will cancel the factory-reset request!
rommon 3 > boot

firepower-2140 login:

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.99.13.1.108 asa 001 JAD200900ZRN2001Al, FLAG='"
Cisco ASA starting

[...]

firepower-2140 login: admin (automatic login)

Please wait for Cisco ASA to come online...l...

[...]

User enable 1 logged in to ciscoasa

Logins over the last 1 days: 1.
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Failed logins since the last login: 0.
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

The enable password is not set. Please set it now.

Enter Password: **%*x

Repeat Password: ****%

Note: Save your configuration so that the password can be used for FXOS failsafe access
and persists across reboots

("write memory" or "copy running-config startup-config").

ciscoasa# write memory

A A=V HEEINTDH 0T MNFEREINZWEGAIL, boot a2 REATJLET,
AR—KT o TTHARDEY NT v T ERAI #FTLET,

TLETEA0

&

TS AERENTE 20 AIEL, USB £721XTFTP A A — U025 FXOS % 28 T & 5 ROMMON
NEEILFJ, FXOSEEEN L%, eMMC (Y7 b =T A A=V EFTLINE 77 v a
TNRAR) ZH T+ —~y b TEET, 74—~y FLIEH%, 41 A—TV% eMMC IZFX T
Ya— RTHMERHY ET, ZOFIETIE, B ssdl ITHRAFZNTNDTXTOREN
REFSNET,

BIFEERLZ OO ENRREARFR T, eMMC 7 7 A L 2T LADEHE L T 5 AR &
Di‘é—o

1R BHHEIIZ
COFEEETTAHICNE. TNV T I BATEDLILERH D £97,

FIE

EEITX VWA, VAT A ROMMON % & L E 3,

ROMMON 728 HEIFICEBI SN2 WEEE., 77— b7 v 7HIZROMMON 7' a7 M & E£RT 5
ForEREINZS, EsczHLET, T=XE2EMRLET,

1 -

R R e T R

Cisco System ROMMON, Version 1.0.06, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2018 12:16:16.21 by builder

R R e R R R

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM 1/1 : Present

DIMM 2/1 : Present
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egczan

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.

ZDOREE T, Bsc L ET,
USB KTZA T EDA A=V BT — 450, FETFIP2EHL TRy hU—2 %4 LT
J—krLET,

GE) 9.12 LRI CROMMON 75 FXOS Z 2B L, HfEA VA R —/L SN TWNDH A A—V
HLEBARETHIEAIE, HEA VA= L ENTWNEAL A=V LFEIE A=V g
ZEEILTWDHZ L2 LT IE3, 2NN DYE . FXOS/ASA/N—Y 5 &~
M—E L2 E, ASANRZ T v = LET, 9.13 LIFETIL, ROMMON 75 FXOS
ZEBEIT S &, ASADNHBIMICE— FE7e<e £,

USB o E2ET 2EBEIE. ROLSIZLET,

boot disk1:/path/filename

TNA ALEFXOSCLIWZ 7 — b T v 7aENET, T4 A7 ONFEF/RT HI2IE, dir diskl:
a<w REEHLET,

1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

TFTP SRS T HHEIX. RDKLSIZLET,

BE Oy T —ZREFIEEL, RO ROMMON =~ KA LTASA Sy r—
Zr—FLET,

address management_ip_address

netmask subnet_mask

server tftp_ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

FXOS A A=Y RF v rm—FRE, CLILT— M7 vy 7EhEd,
ROERESHRL TES N,
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eset: Xy NI REAFIRLET, ping 2~ REMEH L TH— "~ 2 el

HTEHTEET,
egync: Fv NU—IREEFRFLET,
«tftp-b : FXOS = — KL £,

i -

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PS1="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

[..]

P—N—~ADE{RE LI TN a—T 12T BICIF, PingZEITLET,

rommon 1 > ping 10.86.118.21

Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >

ATY T3 BEOEHERAY—RFE2EHA L TFX0Sicun 74 LET,
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enczin [

a7 A NERPDOL RV E, T 4 A7 OENRERNTr A U TE RN
Y& 1%, ROMMON factory-reset =~ > F&fH L T LG RECE~D Y & >~ b
EEITTHMLERHDET (/A4 TEA (A=K Uty R (13—
V) BZR) , MIHERE~OV 'y FEFETLEL, ZOFIAZER L TFX0S
ZEREIL, 7740 hoa s A R (admin/Adminl23) Ter /A v LET,

ATv 74 EMMC ZH 7 +—~v b LE T,

connect local-mgmt

ATy TH

format emmc

yes E AN LET,

1 -

firepower-2110# connect local-mgmt
firepower-2110(local-mgmt) # format emmc
All bootable images will be lost.

Do you still want to format? (yes/no):yes

ASA Ry lr—UrEAya— KL TREILET,

G

07 TERPOTIZDIC TG E~D U ¥ v b2 FAT LIS EIE, RE
IR DT 7 40 PRREICETTENE T, oV ty ME, Ry FY =K
ENT T7ANVMIERISNEILEZERLET, Ry PUV—IREEETTDIC
3. AZ =R T v THA R > THIIREZFEITLET, Ry MU —7 iz #
WeSL L72t%, ZOFIREHATL £,

a) Ny r—YxFyrua—KRKLET, USB £721X TFTP 226 —RiICEEE) L 72D T, 5] i
EU—INT A ATICA A=V EZ T a— RTO0LERHD 7,

scope firmware

download image url
show download-task

WOWTNPEHEHAL TS R —b+T577 A1 URL ZFELET,

&1

« ftp://username@server/[ path/]limage_name
« scp://username@ser ver /[ path/limage_name
« sftp://username@server/[path/]limage_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check

download progress.
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firepower-2110 /firmware # show download-task
Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

Nylr—=YDF 7 ra— RPR5ET ([(F7ra— REH (Downloaded) ] DIREE) L7z b6,
Ny —UkiE LET,

show package
scope auto-install

install security-pack version version

show package ™ /)T, security-pack version %5 Package-Versfiiz 2 &°— L £,
VA —VMWASAA A=V EA VANV L THESLET,

i -

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

ATYT6 VY=Y DU T—IRETTLHOEHEBLET ~104)) .

FXOS NEE L TH, ASADBMET52£T (54) T LILENDHY £F, ROA =Y
WERESNDETHELET,

firepower-2110#
Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWOOMEZR11l, FLAG="'
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SSD 77 A LY R 7 LW (Firepower2100) ]

Verifying signature for cisco-asa.9.8.2.2 ...
Verifying signature for cisco-asa.9.8.2.2 . success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

SSD 7 7 M LY AT LDFKE (Firepower 2100)

ATy I

ATy T2

FXOS IZEFIZa Z A v LIeh, T4 AZHHETT — A v —URERINZEATE. FX0S
BLOASAEZENMEFEIN TS SSDI #H 7y —~ v hT&E4, ZOFIEICLY, FXOS
REN THMEREOT 7 4V ML SNET, 77 v M7+ —LF— ROGE, HEHFE /A
J—RiE7F 740 bOAdmin12312 Y By bENET, ZOFIETIE, ASAOREL Y > b
EhnET,

Z OFNEIX Firepower 1000, Cisco Secure Firewall 3100, 35 J U Cisco Secure Firewall 4200 |Z 3
MENFEEA, ZDD, AF—F T v 7 A A=V afERF LR 5 SSD ZiHET 5 Z &13T
TEE A,

FIE

o —)LiR— k2B FXOS CLI N #5kE L £,

« 7T AT AT — RO Firepower2100 : =Y —/LiR— b THRUIZ ASA (2B L £,
FXOS (24534 51213, connect fxosadmin =~ REZ AN L ET,

« 7T v N7 #—LF— KO Firepower 2100 : =12 Y — /LR — ks THRANI FXOS (286 L £
¥, admin & LTrZ AL, BHENARTY—RE2 AN LET,

SSD1 ZfF 7 +—~v FLET,
connect local-mgmt

format ssd1

i -

Firepower 2100 7 754 7V AE— K :

G¥) T— R T v THEIC, FXOSIZu /A4 LTEHENRATY— RERETDHLIITKRD
bNET, n /A4 L THRBIZRAE L AN, ASADEEII 5 £ TRHE LT
HUENRHY ET, ASAT R T R TalA4r LTLEEN, £ R3—T NIRRT —
REEFETDHEHIITRODONET, Zhid., VAT ANRFX0OSH 7 A AT S
A X —TNNRAYT — RTF,
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firepower-2110# connect local-mgmt

firepower-2110(local-mgmt) # format ssdl

All configuration will be lost.

Do you still want to format? (yes/no):yes

Broadcast message from root@firepower-2140 (Fri Aug 16 19:53:45 2019):
All shells being terminated due to system /sbin/reboot

[ 457.119988] reboot: Restarting system

R R R R R R R I I R I R R I h R I E I I R E E I E I h E b b b b h h b E E E I E I h E b b SE h b b b b b b b 3

Cisco System ROMMON, Version 1.0.12, RELEASE SOFTWARE
Copyright (c) 1994-2019 Dby Cisco Systems, Inc.
Compiled Mon 06/17/2019 16:23:23.36 by builder

R R R R R R R I I R I R R I R I E b b I E E I I E h h E E b b b E b b E E E I E I E E b E b h b b Sk b b

Current image running: Boot ROMO

Last reset cause: ResetRequest (0x00001000)
DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2140 with 65536 MBytes of main memory
BIOS has been successfully locked !!
MAC Address: 70:7d:b9:75:23:00

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Located '.boot_string' @ cluster 98101.

[...]

Primary SSD discovered

Primary SSD has incorrect partitions

Skipping prompt because disk is blank

Formating Primary SSD...

Creating config partition: START: 1MB END: 1001MB

firepower-2140 login:

Waiting for Application infrastructure to be ready...

Verifying the signature of the Application image...

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.13.0.33  asa 001 JMX2134Y38S4F4RBT1, FLAG="'
Cisco ASA starting

Cisco ASA started successfully.

INFO: Unable to read firewall mode from flash
Writing default firewall mode (single) to flash

INFO: Unable to read cluster interface-mode from flash

Writing default mode "None" to flash
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
The 3DES/AES algorithms require a Encryption-3DES-AES entitlement.
Cisco Adaptive Security Appliance Software Version 9.13.0.33

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.
Failed logins since the last login: O.

firepower-2140 login: admin (automatic login)

Successful login attempts for user 'admin' : 1
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Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable
The enable password is not set. Please set it now.

Enter Password: *****
Repeat Password: ****%

ATV T3 RE— KT T HA RDEY NT v FEZR7 2FETLET,

TIHZHERAEOT 74+ )L FEREDET

FXOS &% E % THHMIEOT 7 4V MZEIE LET, ZOFIATIE, ASADREBEHRED Y
o hE&NhET, BHESRATU—-RFET 740 O AdmMInI23 Y Y hEnET, 72721,
FXOS CZDOFNEEFITT D720, BEOEHE RAT— REHM> TWARERHY £, &
HENRAT—RPONLRWGERIL, vl A TEX72\y AT —=FDUEy ) (13—
V) OFIEEFEHLET,

T FIAT LV AE— ROBEE., BHENRZT—RITASA A X —TNN_NZAT—REELTT,

IR B
COFIEEZETTHICIE, a Y —NIT IV EATEALALERNLY 3,

FIE

ATy 1 a2y —)LR— k6 FXOS CLI iC#Ek L £ 97,
RTw T2 o— I VERRICER L £,
connect local-mgmt

1 -

firepower-2120# connect local-mgmt
firepower-2120 (local-mgmt) #

ATYT3 TRTOFXOSHEZMHEL, RO THHFREOT 7 40 FREIC Y ¥ —2 2 E T LET,
erase configuration

1 -

firepower-2120 (local-mgmt) # erase configuration
All configurations will be erased and system will reboot. Are you sure? (yes/no):

ATy T4 REDHELHRTHITE, a~vr F Far 7 Mlyes E AN LET,
TRTCOBREN T Y —VDOHEEINTZE, VAT LBV T—FLET,
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GE) T 7T AT AE— RO Firepower 1000, 2100, Cisco Secure Firewall 3100 BLO
@m?m\f%%7yfﬁm\mmszm74/bf¢@%AXU ERETD
NTRBOENET, v A LTHINE i%ébiﬁh#4%AW£@ﬁéif
ﬁ%bﬁﬁé%%#%@i?4MA7D/7%TD74/LT<té% A=
JVIRA T — b%ﬁﬁﬁéiOLXW%ﬂiﬁo_ni\/XTA#DQSH¢4/
T 24 =T NV NAT— RTT,

REHEDET

ATvT1

ATy T2

e EREIL, SSD BIR TRy — Va2 L LT — X &#RETE/nX 91z, SSD
DFTRTOT—HEHELET, TXA 22T a3 varT53881% BEHEEELETTS
VERH D £3,

Firepower2100 Tl&, Y7 bV =7 A4 A—=VITHESNRWD, 5l EHkiE ASA TEEITE £
9, Firepower 1000, Cisco Secure Firewall 3100, 33 X O} Cisco Secure Firewall 4200 CiXY 7 k
Tz T AA—UMNEEINDTZD, T35 A% ROMMON TEE| L TH LWA A=V E2 X T
n— RT&EET,

1R BRI

« Firepower 1000 CTlE, I3 D85 2>5 ASA IZHA A =L T HHEIT. T3 A
DOEWRZFEAL T, BEMEEHELTTF AT TOMENECLLZ ENH 9, BEEEIT
U7 — hT 5720 TIIHERE L2 o, &R ﬂ#é%ﬁ65uh Ty T L— KLz
By, BT D5 6.4 72D ASAIZH A A — U L LG AICEBIRZ FRAT D LEH
HYET,

ZOFNEEFITTHITIE, a2V — T 7 BATELMENHY £7°,

FIE

n— R VERZBRMG L ET,
local-mgmt

B -

Firepower# connect local-mgmt
Firepower (local-mgmt) #

SSD # & &IZHE L £7,
erase secure {all | ssd1 | ssd2}

call : ¥ XTPHSSD #{HZ% LEF, Firepower2100 F 7213 Cisco Secure Firewall 3100 (Z % SSD
D2 OEFITUVWET A, Firepower 1000 (25 L TWD DL SSDI AT,
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ATvT3

SR EA

ATy T

ATy T2

ATvT3

senms r—vitozr [

essdl: SSD1 DAHEHELET,
es02 : SSD2 DA ZEIHEL 9,

(Firepower 1000, Cisco Secure Firewall 3100 33 J2 U8 Cisco Secure Firewall 4200) ROMMON %
BLES, BEEITERY @X—=) (s THLWA A=V E B LET,

A—TIEDET

IOFIETIE, XA AEHB 74—~ FL T, THHMKFEOT 74V bR EICRLET, 2
DFNEZFITTHHE1F. BETBRICHFLWWY T M7 2T A A—Va A7 rn— RT50ERS
Di¢07ﬂ42®%@%%@ﬁét REE Y7 U7 OfiA A —VEHIRT 25 51%
TR A A —NbEFATTHRERNLLGENH Y 7,

4r & HREIIC

c ZOFEAFATT AL, 2V —NICT 7 BATEXANERHY £,
e ASA Xy /r—% TFTP H—"—F 721X USB RIA4 714y ra—RKLET,

FIE

ASA CLUASDM £7-13A~— K VY7 N7 =7 S48 T H—n_—nb Av—hK V7
N =T TABL LT B —N—D ASA DB A TR L £,

oY —)LAR— 26 FXOS CLLIZER: L9,

« 7T AT AE— RO Firepower 1000, 2100, Cisco Secure Firewall 3100 %3 J (84200 : =
vV =V — N THRANS ASA IZHE L £, FXOS ICHHET 521, connect fxosadmin
a~v s REANLLET,

« 77 v b7 4 — LT — KO Firepower 2100 : =2 Y —)LiR— b TR FXOS (28 L %
T, admin & LTrZ AL, BEHENRT—REATLET,

VAT LEHBTA—~ v FLET,

connect local-mgmt

format everything
lyes] EANT DL, TAAL ZARHEEBHL T,
11

firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format everything
All configuration and bootable images will be lost.
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Do you still want to format? (yes/no):yes

ATy T4 77— 7 v FHIZROMMON a7 h2F Rt 5 k28 RENSEDS, Esc #LET, £=
X EERLET,

1 -

R R IR IR Ik kb I I b b b b b b b b b b b dh b b b bk b b b kb b b b b b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b b b b

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R R IR IR I I bk kb I b b dE b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b bk b b b b b b b b b b b b b b b b b b b b b b b b b b b

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

ZDOWFE T, Esc L E9,

AT USB RIAT LD ASA RNy r—IUNn 57— 50, £IXTFIP 2L TRy hU—2
AL TCT—FLET,

Firepower 1000/2100 USB Hh H#2EN3 5154 -
boot disk1:/path/filename

dir diskl: =~ K&ffH LT, Firepower 1000 3 XX 2100 DT 4 A7 NEEZFRLET,
1 -

rommon 1 > dir diskl:

rommon 2 > boot diskl:/cisco-asa-fp2k.9.8.2.SPA

Cisco Secure Firewall 3100 USB H #2813 %154 -
boot ush:/path/filename

dir ush: =~ > RZfEH LT, Cisco Secure Firewall 3100 DF 4 A7 NEZF L ET,
51

rommon 1 > dir usb:

rommon 2 > boot usb:/cisco-asa-fp3k.9.17.1.SPA

TFTP M SHEENT AIEEIE. XD KSIZLET,
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| mos x5 HhiNY
senms r—vitozr [

B OFy NT—ZREXIEEL., IO ROMMON =< REMHH L TASA Sy r—
Fo—RNLET,

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync

tftp -b

ROERESRLTITESV,
eset Ry U= HREEFIRLET, ping 2~ FEMH L TH— "~DO R & iERT

HTEHTEET,

esync: v FU— I REERGFELET,
ctftp-b : ASA Ny —V %k — RLET,

i

rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.252.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file cisco-asa-fp2k.9.8.2.SPA
rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7 > sync
rommon 8 > tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.1
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect
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ATvT6

ATy 717

link up

[..]
H—IN—~ADEHGE LT TNV a—T 14 TF B2, PingZdEITLET,

rommon 1 > ping 10.86.118.21
Sending 10, 32-byte ICMP Echoes to 10.86.118.21 timeout is 4 seconds

Success rate is 100 percent (10/10)
rommon 2 >

F 7 b2 —Y—4 admin £ 3A YU —F : Adminl123 i L TFX0Sicu /14 » LF
—g—o
REN TIHHWRFOT 7 4V FREICHITSNE L, 20Uty ME, Xy NU—TREN
TITANVNMIERINZEZERLET, 2y NV =R ELXEILTHITIE, AX—FT v
TTA R THIRREEZFEIT L E T, v MU — 7 iz i Lok, ZOFIEERAT
L/iﬁ‘o
ASA Ny /r—U%Fyra— RLUTERELET, USB £7213 TFTP 706 —RAIZEE L 720
T, BlIEHE O —INT 4 AT A A=V EE T a— RTH5LERHY 7,
a) Syr—VEFYrE—RFLET,

scope firmware

download image url

show download-task

Ry r—i%, UEMERA L7z b D & [F U TFTP — "—F 7213 USB K74 7, &HHWITE

/1 ECREMRERB OV — =Xy — RTEET, kROWTNaEH LT
A R— b+ TB77ANDURL ZIELET,

« ftp://username@server/[ path/]limage_name
* scp://username@ser ver /[ path/limage_name
* sftp://username@server/[path/]image_name
- tftp://server[:port]/[path/]image_name

* UsbA:/path/filename

1 -

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
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| mos x5 HhiNY

b)

senms r—vitozr [

Tftp 10.88.29.21 0 Downloaded

Nylr—=YDF 7 ra— RPR5ET ([(F7ra— REH (Downloaded) ] DIREE) L7z b6,
Ny —UkiE LET,

show package
scope auto-install

install security-pack version version

show package ™ /)T, security-pack version %5 Package-Versfiiz 2 &°— L £,
VX —VMNASANY =Tk A VA M=/ LTCHEBRILET,

i -

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install
firepower 2110 /firmware/auto-install # install security-pack version 9.8.2
The system is currently installed with security software package not set, which has:

- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 9.8.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

6= (TN TOBAFOWEA KDL, 774V MRENEHSNET) OAvE—
VITEHRLET, MEOSHESND 2 LIERL, TN PREDE S D
ZEbLHY EEA,

ATYT8 V¥ =DV T— I RNETTIHOZMHELTHDL 5~104) . FEHF L L TFEX0Sicue s
A LET,

FXOS BEEEI L CThH, ASADBMET5FET (5) HHTIVNERHY ET, KOAvE—
MBEREINDETHRFEL E9,
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firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY9OMEZR11, FLAG="'
Verifying signature for cisco-asa.9.8.2 ...

Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BW90MEZR11, FLAG='"
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

[..]

SATLY) AN DERE

tRe N—T 3 |
%
LA 9.13(1) |V EMREIL, SSD BIR TR — V&AL TH T —# Z#RIE TR\ E 912, SSD

LOFRTOF =22 WELET, FAAAEF a2 v a v T2581E, REHELE
T NERS Y £,

B/ T Sz =~ K erase secure (local-mgmt)
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



