ARG S47
J4¥xal—<3

> LAXSSLVPNOO O >
>

« % URL OFEZ#Hx (1 X—)

e AR—H )N RX—=UTOURL=Y N DOFT7~DEINFEZ (23—)
fFHETEDAEHEO T —L (2 3—)

s T T TAANDT T T I EADHKE (5 3—)

o R— MEEOFRE (12 3—)

« T AN T I EADHEE (19 2—)

* SharePoint 7 7 EADT=HD 7 v v 7 OIEfEMOfER (22 _X—)

» Virtual Desktop Infrastructure (VDI) (22 ~X—7Y)

« SSL #FH LENERF—_"~DT 7 A (25 2—)

cITGAT U NP —=NNT T ~DT TN T 7 EAOERE (31 X—)

ZURLDESH#Z

7 )L b TliE, ASA T T NT?D Web V Y —A (HTTPS. CIFS, RDP, ¥ /A4 72 &) 1T
KTHTXRTCOR—HN T T4 v 75 LET, 7747 FLASSLVPN L, ASA 72
FIZEMRO®H L HDIZHEURLEZ Y 74 M LET, =—HiE, ZRLE Web 1 MBS
TWAZ EaHERTHIEDIC, ZTOURLEFEHTEEYA, 747 Web T A R HD
fERRIC 2 —F NI L EINLDEHESITE, 7 I7A TV PLAT 7 BRAIZEELTNWDHRY v—
(IN—TF R — BAFIv 7 TIEARY —, £7201IFDMJ7) 12 Web ACL %%
DU TCTHR—HFNPOEDORNT T4y 7 7a—4%GlHLEST, ZHH6ORY —d URL = b
VEaF 7YV EZT, T 7 EATEENCONT2—YFRRELLARANEIICTHZ &%
BEIOLET,

B 1:1—YHAF LT URL DB

aloln :
creco. SSL VPN Service
@ RO Address | htipsi— T www.cisca.com

(:l,‘l Weh Annlicatinns

244026

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 5. x—vcomzsryori~ogysz

R2:2Fa)T4 7TSATVRICKH>TESERA OGN, T5I9YF D1V FIICRFTESN{=FR L URL

3 nad—re?* hitkps: J{sic. cisco,com{+CSTO+00756767633A2F 2FEAGABAZE 17666 70622E 70627 A+ v B |k
||| ||| Werldwide [change] LegIn | Account | Reglsterﬁm
cisco [Search Go

8
5 Products & s Training & Partner =]
Solutions Services Ordering Support Events Central i

R—ABIL R—TOURLI Y R DA ITADYY E 2

ATy I

ATy T2

ATy T3

2PN T T IV XR— 2O AL LT & Z IR —Z L X—=U PR E ET,

1R BHEIIZ
74T MV ASSLVPN 77 B AR ML T 5T RCO—F DI N—T KR o —E&E
L., ZOIN—T KU —IZ%LTHEITFZF747 > FLASSLVPN & A X —7 /W LET,

FIE

ITN—T IRV —DI FA T FLASSLVPN 27 4 F 2 lb— g0 F— R EXF
7,

webvpn

Z—H 73 HTTP/HTTPS URL # A 19 A HEEEZHFIH L £9°,

url-entry

(fEE) URL=> hY AA7ICHI0 X £,

url-entry disable

EEETEHIIAED T—IL

ASA I trustpool |IZEFH T X AREEZ 7 /L —7{b L £ 7, trustpool I%, #EEDBEEID CA FEH]
FERT FTAIRA ORI — AL BT ENTEET, ASAITIE, Web 7T ¥
FIFDL > TNDHDLREO—HDT 7 4L FMEAENREZENTHET, b OFEHHF

I%. crypto ca import default =~ > RZRITL T, EEENT 77 4 7T HE THELEE

o

HTTPS 72 ba L&A LT Web 77 UV RHATY £— F — R 2546, —NF
HEZIEHT 57208 (CA) NEL LT VX VGFAEL R L F4, Web 77 U
Wi, — EERREO G LM A MREET A - DI &N A —H O CAFERS EFN TV E
7,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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)

trustpool AEFED BE) A »R— FDERTE .

7747 > kLA SSL VPN #&H TV E— k SSL &It — NIcid 28615, TOVE—
= NPMEBTE 52, BIOHL 2V E— M — NZEH L TV O AR T 52 ENEE
T, ASA9.01ZIE, 7/ 7 AT kLA SSLVPN O TX 5585/ (CA) FEHIEDY A K
(2K % SSL — NGEHEORGED 72D D AR — RSB E I TWET,

[Configuration] > [Remote Access VPN] > [Certificate Management]| > [Trusted Certificate Pool]
T, https ¥ b ~D SSL el 2%t L CREIEMGEZ ANCT D Z &N TEEY, £/, 7
TELEAES =V HNOGEHELEHTE 7,

G¥)

ASA trustpool I & Cisco 10S trustpool IZFEHEL L TWET N, Fl—DHLOTIEH Y FH A,

trustpool GEFRE D BEIA > R— FDERTE

trustpool 7R'!) > —

A<v—hk A4 ATIL, SmartCallHome 1 > 7T A NI 7 F ¥ IMEA SN ET, ASAIT Ny
2 "7 v > RC Smart Call Home [E4 L AR — M &2 ET 5 & 12, Call Home ¥ —/NGEB % %
ITLI-CADFENEZET T A MARA > M2 BEIMICIER L E9, ASAIL, H— NiElEO
FHATHEENE R SN TG A IGEAZEORGEEZ VAR — 5518720 E L, I AX~—DGE
%%%E@%E%%ﬁ#é%%ﬁ%@iﬁﬁ/CA#~A®QE%%E%£ﬁﬁEéMt%Q
(2. Smart Call Home 237 7 7 ¢ 7 7R A HMERF T & 5 K 51, EMA7R trustpool /X2 K/LdD
EHAHILCTEET, ZOEREIIYALT 20T R X MNERTIEYAR— ML ERA,

trustpool DFEAAE N RL & HEIRIIZA VAR — T 5121F, ASARNY RLDX 7 oa— R
AR —=MERT 2 URL ZH8ET 2 MENHV T, KOa~vy REANTLHE, 774
JU k@ Cisco URL &7 7 /L kDR (22 Bifl]) AL T, HH —EOMFETA R —
WEFSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

Flo, koa~vr REHEHLT, #AXLAURLICEDHEA VR — oA X—TMZTEE
R

ciscoasa(config-ca-trustpool) # auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LRI R A U o r— RERETE S LH1I2T 5
i, ROa< REASILT, HAZAERICE A A v AR— oA X —T7 T LET,

ciscoasa(config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AKX AEROM FIZL D HEA VR — FEFRET DL, kOavr R
ERAT2LER™H D F5,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

DAT—ZADFEKR
trustpool 7N U > —DBHED AT —FZ A% RKRT DI, WOa~vy REHALES,

show crypto ca trustpool policy

Zoawy REIRO L S RIEREZIRL T,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

CA Trustpool D7 ') 7

trustpool N U > —% 7 7 4L MREBIZU £y M 2I21E, koa~v» REEHLET,

clear configure crypto ca trustpool

N7 X RARA » MEHEOBHEIA VAR — MEIT 74/ N TAHTIZRDZDT, kOa< Rl
AL THEEEZT c—7ICLET,

EEETEAIAET—ILORY) O—DFE

&

ATy T2

ATv7T3
ATvT4

FIE

[Revocation Check] : 7" —/VINDREENRKZNL TWENEINET = v 7T 5L HITHEL,
B, ROF = v 7 IR LTIZHE12, CLRETZIZOCSPOWT N EEAT 55, BLO
AEEA N T AN E I D ERIRT D LI ICHELET,

[Certificate Matching Rules] : 2N E 72 IZHIREINL DO F = v 7 DB ERANT DFEE~ » 7 4 %R
LE9, fEE~ > 7%, AnyConnect £721327 747 MV ASSL#EER 7T m 7 7 A4 (B4
[hoxn ZA—71 ) ICiEHELZ ) 7 LET,

[CRL Options] : CRL &+ v ¥ = O FEHAEEE 1 ~ 1440 5y (24 F;fE]) OMETHREL 7,
[Automatic Import] : > A2 TiL, [FHEACAD [T 740 OV R NEEMIIZHER LT
UV E 9, [Enable Automatic Import] #4212 LC, 77 4 /V M EEZRFFT 2 L O ICHE LS
By ASA T 24 R T LI A3 DY A M TREEFEA CA DR A MeF vy 7 LES, U
ARNNELEINDE, ASAITHLWT 74V hOFFHEACAY A MEX T a—RLTA
A—FrLET,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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F5540~07599 7o ezxonE |

T34 ~ADIT IO 7O EADETE

T FT T 0E, Web 7T UHFICL > TR ENLMN LIZT 0 /T LT, 777
PO RUNTYZ FAT M —NICHET 2R EOFPOMREZFITLET, ASAT
m\7?47VFVX$LWNﬁ/yayT)%~I7??$’ﬁ¢ymwF¢étw®f
FTA L EAVR—PFTEET, @FE., VAITHHEAMATLIT 774 DT A MEIT-oTE
V., HEMMCERWT T/ ot ET A T8 bHY 4, 2L, BFERSL TR
ANV =T AT ATV R— T DT 774 0DA R — MIHERELEEA,

TITA L wTTva TALAIA VA=A T DL ASA ITIROLIEFETLET,
« (Cisco Bcfi D77 7' 4 L [RE) URL TIHREINLIZjar 7 7 A VDT o3y 7
CASA 7 7 AN VAT AT 7 AN EEXALET,
« ASDM @ URL BHORICH D Ruy 7 Xy U A MIERE AT LET,

LBDODTRTCDOIFTAT MLV ASSLVPN B> g v T I A4 A F—TIVIT L,
A Ama—FFard, R=FL_X—=ID[Address] 7 4 —/V ROMICH D Fr
FET YA RMIONWTOF T a r2BMLET,

wIZ, UBOETHAT LIS 7 A 2 BMLIEEED, R—F )L X=TV DA A=ma—
LT RLAR T 4=V FROEFEREZRLET,

RK1:9FAT U FLRSSLVPN R—E )L R=S~ADTS514 o DEE

T4 R=F I R=D[2EMEND | R—F )L R—=JIZEMEN D
A AZa—FT 3> |[Address] T4 —ILE A T3
b
ica Citrix MetaFrame Services ica://
rdp Terminal Servers rdp://
rdp2* Terminal Servers Vista rdp2://
ssh,telnet X7 b ssh://

Telnet services (v1 38 LK UVv2 % | telnet://
PR — )

vne Virtual Network Computing vnc://
services

RS hRNT T T A

7747 MVASSLVPN £ v ¥ a v Ca—HRNR—Z L =V OBEMIT b A =2 —
FTrvarvEI Vv rThHE R—FNR=DIFIA v H—T 2 A ZA~DT LV R E~LT
RAVNFIRENE T, Fey7X oy V2 MNMIFERENTET B halza—FRER LT
[Address] 7 4 —/V RICURL # A1 95 &, Bt A i CE £ 7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B 50 icmsumeen

FSTALNF, SN A F Y (SSO) EYAR— R LET,

o Je— N __‘,~_‘_l_E

T4 VIZ#ESHIREH
T TAA~DIE— N T I RAEREBRTHIZIE, ASATYZ 747 h L ASSLVPN %
AF—TNZTDHDVLENRHD 7,
« T TANIKL TSSO AR — N EBRET DL, T T EBA A N—L, P—
NPV I BFoRkTHEODT v r~—r 2 M) EBMLES, £/, Ty r~—7
BT S EEIZ, SSOYR—FEFHEELET,

s UE— N CHEHTA7-2DICNBER KB DO T 7 & AL, 7 A MEFEET— FIZBE L TWE
KR
« T UL v EMHAT AITIE. ActiveX F 7213 Oracle Java 7 o # A LEghi (JRE) BAMLET

T N—T g VEMEICONWTIE, [ AR— %o VPN 75w b7 +—2A, Cisco ASA
5500 > U — X[ OFHE~ FU 7 AESRLTLEEEN,

T34 0 OERLOFIR
A\

(G¥)  Remote Desktop Protocol 7’7 7' 4 > Clk, vy ar 7un—haxiHLi-a—RK T
T AR—FERTWERFA, Y baticidtyvrar7a—anhbD) XA L7 a0
WEBIFIED -0, BRI KL ET, vy v arTe—hMEHSNTW WS, 7774
CTEMEL £,

s TITTAUNE, YT A Ay (S8SO) BEYAR—bNLET, TITTA N FTAT

VRV ASSLVPN By v a U EBC EEICANLIEZ LTV Uy VERILZ LT vy
NEMRHLET, 7774 i~ n@Elz R — L7220 zd, NI RAA /S AT —
Rl xEZER27 ¢ —/L KX, RADIUS F 7213 LDAP H— D&M T SSO % F473
DA a i A,

¢ AT — R I N T 2= VEF—NN—=BBETEHE, T34 2FEH LTSNty Ve
VIR ENE A, 2T 2 A N —RICEHBEER T AMLENH Y £,

e AF— R TN T 2= F—NR—TFR< AT — F LA T = — L —R_—% T 554,
Ty Iw—0 NAEAE—ary, FAFTIv I TIRARI O —REDITAT
v MU AMREIE, 72— A== ASA XTI TR E N E A, T =— A ——D
AR, 2O OREITEMEL 5 A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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I554 0tontrayrs 77547 20%lHE [

T525400=800tx21) T4 7T53AT7 2 ADEE

ATy T

ATy T2

1R BHHEIIZ
ASAA LB —T 2 A ATTTAT 2 FLASSLVPN A X —T Mo TWNWDH I L 2R L
F7,

SSLEFFAED —f%k4 (CN) L LTIPT7 RLAZIELRWTLEE N, UE— b 22—,
ASA LiEET57-®IZ FQDN O HZ# 47 L£9, U=E— bk PCix. DNS 721
System32\drivers\etc\hosts 7 7 A VD> b U ZFEH LT, FQDNZfRR T A LERNH Y F

B

FIE

7 74T~ h LA SSLVPN 78 ASA THMNZ 2> TWHINE I e LET,
show running-config

ASAA B2 —T A AT SSLEFHEAR A VA F—)L LT, UET— b 2—VEHEOTEERM R
A A 4% (FQDN) #4RELF9,

DRAIZEH>THEAEINETSI9A4DA 2R F—)L

TAATIE, Java R—ADA—F 2 V—R arR—Fx 2 FEHEALTWHET, i, ¥
FAT VMLV ASSLVPN Y a v TWeb 77UV DT T 74 LTT 7RSI ND 3
R—F L FT, KOLONHY £,

1R BHHIIZ

ASADA B —T 2 A ATITTFA T h LA SSLVPN A %—T /NI 5> TWA T L ZHER
LE9, ZO7=HIZIL, show running-config =~ > K2 AL E7,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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R2:>ROPBEHLTWDE TSV

Jakral

Bl

BEALTWETISHT12D
Y—R*

RDP

Windows Vista 35 &2 O Windows
2003R2 CTHA FEhb
Microsoft Terminal Services {27

JEALET,

VEe— kT R7 kv 7 ActiveX
avbha—nEYR—rLE
S

RDP 3 X UYRDP2 O J5 %
R—=rTB50F7 74 0%
AT LE2BEOLE
9, RDP 35 X TYRDP2 D/ —
Vg5 ~DNR—=T g Ty
TN R—FENTNE
T, N—=T 352 UEIEY
A—FEINTWERA,

RDP2

Windows Vista 33 JX TY Windows
2003 R2 THA &b
Microsoft Terminal Services (27

TEALET,

VE—F T AT ;v 7 ActiveX
oy bhar—EYR—KLE
‘g‘o

ZDOHWTFZ T A %, RDP2
P EYFR—rLET, 2O
T EMERTHZ LT
HRLEEA, RV, k&
FLORDP 77 7 A &AL
TL &,

http://properjavardp.sourceforge.net/
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http://properjavardp.sourceforge.net/
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Rk TERAENETS T4 o042 —L ||

Joran EHER BEALTWSTST120
Y—R*
SSH Secure Shell-Telnet 7 2 | http://javassh.org/

Lo, VE—F =% 3V
T—h ot a—F~D
Secure Shell (vl £721%v2) F
721X Telnet Bt & g2 T &
7

X—R—KA L FTI7T 47
3L JavaSSH Tl AR — k
I TWanizw, (Bes
FWEE A H = K 1D EHE A
END) SSH 7T /A Tl
PAR—FEINEHA,

VNC Virtual Network Computing % | http://www.tightvne.com/
ITA L EENT L VE—
h2—FFVE—F TR
kv 7 HA (VNCH—F Tz
T —EREHMEIND) &
Foazlizarta—4%&,
FT=H, F—AFA—F, BLQ
~ 7 AEMH L CERBID
flEcEEd, o= =
YT, THRA DT T 4L
FOEPELT SN TNET,
Flo. 7T U RGELE AARGED
NVT T ANET ST —
FERTnET,

*EH OB EEHIBIZONWTIL, 797/ A v Dv=a T V2B LTI,

INBDTZ 741X, Cisco Adaptive Security Appliance Software Download % h CAF T
\i ﬁqo

(G¥)  ASA (. importwebvpn plug-in protocol =~ > &2 27 4 X a2 L— g VITREELERA,
ZORDYIT, csco-config/97/plugin ?j/f L7 N ORREHEIIZ e — }‘Lij—o N4
U ASAIEL, 774~V ASANDLT T 74 ERSFLET,

FIE

ATFYT1 ASADT T v a TRALARCT T v, A — LET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://javassh.org/
http://www.tightvnc.com/
http://www.cisco.com/cisco/software/release.html?mdfid=279916880&softwareid=282829226&release=1.1.1&relind=AVAILABLE&rellifecycle=&reltype=all
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. Citrix XenApp Server ~(D7 & & A DR

ATy T2

import webvpn plug-in protocol [ rdp | rdp2 | [ ssh | telnet ] | vnc] URL

GE) SSHHAHE Telnet HIZZ D a~y FEZNENATI LW TL 72X, sshytelnet % A
T 286, MEOEIZAR—=RTHALEEA, T L - T, Secure Shell H—
EAL Telnet Y —EADMHIZT T 7 A T 7 AERMELET,

1

RIC, TFTP E/2IL FIP $r— DR A M ETET RV AL URL T T 7 A jar 7 7 A )V
~DYVE—F RATHL ST ITA L ~DRAEANNT D0~ LET,

hostname# import webvpn plug-in protocol ssh,telnet
tftp://local_tftp_server/plugins/ssh-plugin.jar

Accessing

tftp://local tftp server/plugins/ssh-plugin.jar...!!ttiiirrrirrrrirrrrrrrrrirrrrirrrrrrind

Writing file diskO:/csco _config/97/plugin/ssh...
EEREEE RN RN RN RN RN RN

238510 bytes copied in 3.650 secs (79503 bytes/sec)

UTE) 574t T 527 547> h LA SSL VPN OH7R— k&4 7128) 0 8 2 CHIER
L. ASADT7 T va T3 AMEHHEIRLET,

revert webvpn plug-in protocol protocol

&1

hostname# revert webvpn plug-in protocol rdp

Citrix XenApp Server ~D 7 4V = A DI

Y= RR=FT 4 DT T ITANZ, 7FA4T 2 NV ASSLVPN 77 U 77 & 24249 2 )5
EOFIE LT, ZOHETIHL, Citrix XenApp Server Client (22 7 A 7 > s LA SSL VPN D% 7R —
M ZBINT B HEIC OV TR L ET,

ASA I Citrix 7T /A VInA VA =L ENTWEHEA., 7547 LA SSL VPN = —
1%, ASA ~D & # F L T Citrix XenApp V—E A IZT 7 B ATE £,

AT —R"T)N T x2—)LF—"—TlL, Citrix 77 VA U &EH L TSNt v ¥ a UVE
BEnEti, 7= F— —#%IZ Citrix 2 — P2 FRIATHLERNH Y 5,

Citrix 7504 VDEREA VA =L

1R BRI
X2 VT TN = a a7 T IS AVLERH Y 9,

(Citrix) X227 F—box=A] ZEHLZWE— RTEIET S L 912 Citrix Web Interface
V7N 2T BRETDMLENDY ET, ZOREL LRWE | Citrix 7 74 7 > M Citrix
XenApp Server |ZHHRE TX £/ A,

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ATy

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ciix 755 1 voteme 12 b—1 [l

FIE

VAAaDY T Ry XUru— R Web A b5 ica-pluginzip 7 7 A L EX T — R L
i‘j‘o

DT 7 ANMIK, Citrix T TA VEFHT DO AN RS~ A XA LT 7 A /L)
GENTWET,
Citrix ®¥ A b225 CitrixJava 7 A4 7> & X 7o —RKLET,

Citrix Web 1 h D& 7 > 1 — R{El T [Citrix Receiver], [Receiver for Other Platforms] D JIEIZ
IR L., [Find] #27 U v 27 LE7, [Receiver forJava] NA/N—V 7 %7 U v 7 LTT—hA
TEFET L —RLET,
T—=NATNOROT7 7 A NVEMH L, 116 % ica-pluginzip 7 7 A /MWITEM L 7,

* JICA-configN. jar

» JICAEngN jar

CitrixJava 7 5 A4 7> MZEENTWS EULAIZE 5T, Web— R EI27 5472 M &RLE
TEHDDOHERNG 25N TS Z EEHRLET,

ASDM Z {927, £ MEEXEC E— R TCRDO CLI 2~ FEASH LT, T35 14
A LUA M=V LET,

import webvpn plug-in protocol ica URL
URL (X, A b (FZIEXIP 7 RV A) & ica-pluginzip 7 7 A /L ~DI/XATT,

G¥)  Citrix By >3 /2SSO YA — M & RMET 2551, 7 v 7 ~— 27 OBIEIMNET
T, WOE I, Ty r~—7 THFeFRERMET 5 URL XT A —X 2EHT 5
TEERHELELET,
ica://10.56.1.114/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

SSLVPNZ IA T "N Ay arafsil, 7y r~—2%27 0 v 7350, Citrix —
XD URL # AJJLET,

VBEIZ)S T T, [Client for Java Administrator’s Guide] #Z& L TL 72 &V,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://www.cisco.com/cgi-bin/Software/Tablebuild/doftp.pl?ftpfile=cisco/crypto/3DES/ciscosecure/asa/customer/ica-plugin.zip&app=Tablebuild&status=showC2A
http://www.citrix.com/English/SS/downloads/details.asp?dID=2755&downloadID=20731&pID=186
http://support.citrix.com/servlet/KbServlet/download/6284-102-12977/ICAJava.pdf
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B cs2v7/ 77517 r2102 b—LERTLE TSI v OET

X AYTF AT TSATRIZA VAR M=ILENTWNBETSHT42D
ECN

FIE

AT TN 7947 FLVASSLVPN D2 —V R MFHTE 2 JavaX—AD I TA T v T 7V r— 3
vE—ERRLET,

1

hostname# show import webvpn plug
ssh
rdp
vnc
ica

AFYvT2 T340 DNy 2 BIOAMNEEGEDET,
1 -

hostname show import webvpn plug detail
post GXN2BIGGOAOkBMibDQsMu2GWZ3Q= Tues, 29 Apr 2008 19:57:03 GMT
rdp fHeyReIOUwDCgALO9HATs PnjdBoo= Tues, 15 Sep 2009 23:23:56 GMT

o - =L =
h— FERIEDEXTE
A— MEREICE Y, =2—WFT 7 FA4 7> FLASSL VPN #5451 L C TCP X—AD T 7
=g T I BATEET, TCPR—ADT F Y r— 3 IR O LI b 0ORH Y £
7,

* Lotus Notes

* Microsoft Outlook

* Microsoft Outlook Express

* Perforce

*» Sametime

* Secure FTP (FTP over SSH)
* SSH

* Telnet

* Windows Terminal Service

* XDDTS

B EENEISAF7URLASSLWNOI Y I Fal—vay
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*— razonmees

FZ DD TCP X—ADT 7Y r— a3 U HEMET D AEEEIEIH D 308, AaTETA b
ZIToCWEHA, UDP #3257 2 ha/LidEifEL £ A,

N— NEEIL, 7747 ML ASSLVPN #5452  LCTCP X—ADT U r—3 a3 &4
R—=hrTHEZDOLH—T 7 /ay—TF, R—FEET 7 /o —%YKR— TR EE
FERICHEE L TV ARSI, A— MEEOMEHZRIRT L2 T £,

A= MREORIFFEL LTHROZ E 2/ LT &0,
s Aw—h hoRATIZRBAEBHATHE, 2—TFIIIRDO KL S RSN H Y £,
e Av—h buxVE, TITA XY RN T p—< AN ELET,

o R— ML L IIERY, A~v—F P RAVTEE, B—HI NV R—Fh~Oua—h)L 77
Vor—yarDa—PERaER LN EICLY, 22— F 2 o AEIK

(A=Y 4% 3¢ D8
o R— MERELIFRRY, Ax— b PR TR, a—FITEHEREL R OLER D
D EEA

e R— MEXERB LIRS — K R RV TIZERETIRARY, IS4 TlE. 79447
N7V A= a2 )E—h arBa—RICA A M= TARLERHD FH A,

ASA THR— MEXERET HHEIE, 77V r—va Uy MMEAT 2R —FE2RELEd, A

v— N NIV T I RRERETDHAEIL. ET 77 ANVERIZZONRRADAFIZIRE L E
7,

R— MEX DRTIREH
cAR—FEE (T r—varT778R) BIOT VA NVGERHELZ R — 572012,

VE—h a2 ¥ 2—H|Z Oracle Java 7 > ¥ A LBEE (JRE) 1.5x ABEDIA A b —/L &
NTWAZ ExmRLET,

Mac 0S X 10.5.3 EC Safari ZfHH L CTWA 7 J7 v WPF_—20D=2—F %, ASA ® URL & It
AT 27201227 747 > FEEA XBIT 50565038 W £9°, Safari © URL IR 514
RO, MTEBIIRRBIZAZ vy aZzE), b 1EIEAT vy v a 250 TICHELET,
WiZBlZrm LET,

* https://example.com/

* https://example.com

FEABIZ DWW TCIX,  [Safari, Mac OS X 10.5.3: Changes in client certificate authentication] %2
BLTSIZEN,

A= MEEEITA~Y— b bR Z T 2 Microsoft Windows Vista AR 0D 2 — 13
ASA D URL Z{EFH A YA b V=B L ET, [FEEFEAYTA Y =127 78X T
512X, Internet Explorer 2 #C#) L, [Tools] > [Internet Options] > [Security] & 7 % &3 %
VENRHY £, Vista CAED) 22— IREE— 24 71OV EZ LA~ — K b

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .


http://support.apple.com/kb/HT1679
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B & remzcpsssmses

YARNVT 7R AEMMTH B TEET, L, WEBICHT D a0 v a— 2 Ofggft
T 72, ZOHFEOHERITREIO LEEA,

— FEREICRE T S HIRE IR

o AN— MREIX, AZT 4 v 7 TCP AR— NEiH$T 25 TCP 77V r—a VDI E I R—
FLTWET, XA T I v 7 A= FNELIFEEDO TCP A — N EHATL2T7 7Y r—v =
NIV AR—=FLTWERA, 72& 20X, A— b 22 M35 SecureFTP (X, 7 74 T~
kLA SSLVPN DR — MEkZ I L CEEL £925, A— 20 & 21 2 H I HIEHEFTP
FEMEL EH A,

AR— FEEEIE, UDP 2T A7 e ha s F—FLTWVEREA,

AN— M#ZIEIE Microsoft Outlook Exchange (MAPI) 7'm ¥ % HHR— KL TWEHA, L
7> L. Microsoft Outlook Exchange Server & i##£9°% Z L2 X V| Microsoft Office Outlook
DA—F hRNVHPR—FERET DI LN TEET,

AT — N7/ 7z —/)LF—/3—"T|L, Application Access (A"— MEEFE/ITA~—F b
YANT IRAR) EEALTHL LIy v a YRR SR EE A, 2—FiE T =L
F—N—RBICHEG T D LENH Y £7,

AN— MEEIT, #EEFBHRER (PDA) ~O#kIIVR—F L TWEE A,

RN— MEEEZFEHT AT, Java7 T Ly hEF oo —RLTR—AINV I TAT U N
RETDHDLERHY £, ZHITIE. 2= VAT AT DEBE OFF A BT 7
L7280, 22— AT Y v VE— K VAT LANLER LGS, TV r—va v
AEATERWATREMERH Y £,

Java7 7Ly MI, =0 R2—H%DHIMLA VX —7 = AZHDHT Ly MEIED D 4
VRDIICERENET, ZOU 4V FUIZE, 2—YPMEATE DEER—FDOU X D
WNE. 77T 478K —b, BIOEZEENTE T 70 v 78 O ML) NERE
nET,

2—/VIP T RLA127.001 MEHA SN TEY, ASANLDZ F A7 kLA SSLVPN
Bl Lo TENEZEH TERWES, A—MEXET 7Ly FTIL, ve—h AR —hrE Y
E— A= BRI ObDE L TERINET, ZOREE. ASAIL, 127.0.0.2, 127.0.0.3
Y. a—An 77X IDOHLWIP T RLAZ{ER LET, hosts 7 7 A /L AZEH L
THRRAIN—T Ry 7 BFEHTE572D, VE—FR—MIT7Ly b Tar—H/L KR—
FELTHAESNET, #5512, R—F2ETEFICR R M E2FE L T Telnet %
FEALET, ELWa—BALIPT RLRAEZT—H)VIERARN 77 A ) THTE E9,

— M ERE A D DNS DERTE

A— NREHRRIX, RRB X O O-OIZ, VE— NP —"ORAAL A ETIZEDIPT
1\1/7\%ASA THRELET, 2F0V, R—HMET7 7Ly M, 77V r—2avnbnE
REZITANT, ZOERE ASAIZERE LFE T, ASAITEYIZDNS 7 =) —%1Ek L., &—

B EENEISAF7URLASSLWNOI Y I Fal—vay
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&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

—rixmo ons oz I

MEET 7Ly OO VIR AL LET, A— MEET 7Ly M, ASAIZK7 % DNS
I =7 EERRLET, R—MEET Ly MIFA N 77 A4 0ET v 75— KL T,

R—RNREET 7V r—va B DNS 7 2 — 52T LI XIS, 72 —DBA—T RNy 7 T
RLARIZY XA VLT FENDEHIICLET, B— MEET 7 L M2>5 DNS ER A2 %15 AN
HEINT, ROEIITASA #HELET,

FIE

DNS ¥ — R Z—7 F— K& LT, example.com &\ 9 4RO DNS H—/3 J)L—7 % 5%
E]\/i—é‘O

1 :

hostname (config) # dns server-group example.com

RAAL VA EZRTELET, T 74V D KA A 43T 1L DefaultDNS T,
51

hostname (config-dns-server-group) # domain-name example.com

RAALLZZIPT R AT LU E T,
B -

hostname (config-dns-server-group) # name-server 192.168.10.10

JIAT MV ASSLVPN 27 4 Falb—v gy T— R0z £9,

webvpn

coZNVITN—TF 2547 L ASSLYVPN 2 7 4 X al— gy B— ROV #xE
j—O

tunnel-group webvpn

FDORFNITN—TTHERHEND AL A ERELET, 774V 8TlE, X207+
TTIAT VAN T TAT Y NVABRDOT 74V O RNV T NN—T L LTT 740 hD
??477%VX$LWN7N—°%QU%T1?AﬁAﬁ:@FV*W7W~7%ﬁ%L
TREZEV FAT 2 MU RAERIZEID Y THHAIT. ZOFIEEZFATLET, TNLSNOSE
X, 7747 b L ABEGIC ﬂbf RESN PRIV T EICZOFIEEETLET,

&1

asa2 (config-dns-server-group) # exit
asa2 (config) # tunnel-group DefaultWEBVPNGroup webvpn-attributes
asa2 (config-tunnel-webvpn) # dns-group example.com

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B < rmzcya7 70— avomEst

R— MEGEICX T BT T r— 3 U DERIE

ATy I

ATy T2

EBASADITA T FLASSLYVPN a7 4 ¥ a2 b—3 g 0%, A— MEiEY 2 F &2V R—
FLTCWET, TNENDOIVARNT, 7TF IV r—ya N7 7 AORMIERT 22—
AR—=rELVE—FFR—F+ZHRELET, K/ NV—T R v —FiF3a2—F4IL1 DOKR—H
HE U A NORZREYR— T 570, VY R—FENDHCADEY &7 LV—T{tLTY A %
TERLT 2 BN H Y £77,

FIE

ASA REIZT TIAHET DR — MEiE ) A b = P Y 2FKRLET,

show run webvpn port-forward

7 7AT Y NVASSLVPN 27 4 ¥ alb— gy £— NI BELET,
webvpn

A— MEE Y A FOREIH T T, WOETHAT LI LI, TV A2 T N—T KR 2—
FTa—FHIEID YL TET,

R—=bkT#T—T42T JRAFDEIYHET

25347 RLUASSLVPN SR ICL AT 7 B ACEHAIN A 2—YERIZ I AL—F R o —
WZBEEAT D TCP 7 7Y r—y a D4R &Y XA M2 BNERImETCEEST, 70—
R v—bta—HPLHTLIZ, ROWTNOEITHI X HIZ7 T4 7 F LA SSL VPN %% /ET
%iﬁ‘o

G¥)

Tho0F T a it HEIN—FRY =& a—P LIk L THEWICHHMA T, 127250
EALTL7Z&EW,

e —Y oA URFICHBIICAR—b 73 U —FT 4 7 T 7B RAEBRIET 5,

1R BRI

port-forward enable list name 2~ > R & Bta3 R0, =—%iX, 7 747> F LA SSLVPN
R—% )L ~— 7 Application Access > Start Applications Z {1/ L T, FETR—F 747U —
T4 T ERET ANERH Y £,

Inooavwry NI, FI7N—T R —ta—HLTHEHAETT, £/ NL—T K —
ta—HPLDary 74 Falb—vaii, IhbDavy Re—EFEZ 1 2P R—FLE
T, FDH, 1Oo0a~vy RBRATSND L, ASAX, YOI NV—T R v—FiFa—
FhLDOar 74 Falb—va ffE\ETLra~vry Refilina~vy REEEX E7, RED

B EENEISAF7URLASSLWNOI Y I Fal—vay
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ATy T

ATy T2

ATvT3

A—rizoanit [

aAv Yy ROBEF, 7= RY) o—57ciFa—FADar 7 4 Fab— g T TITHFE
5% port-forward =~ > RBHIFRE N5 720 T,

FIE

a—Hou s A URICHEBINICR— b 73U —F 4 V7RI L ET,
port-forward auto-start <list name>
=W A UREDR— N T T =T 4 T EF A E T LET,
port-forward enable <list name>
port-forward disable
({EE) port-forward =~ > KRBT NV—T R o —F i da—FADar7 4 Falb—va
VB HIERE AL, [no] port-forward 2~ > KA T 7 4V k F—T R =LK S E
9, noport-forward 2~ ROFZIZHHF—U—RiIA 7T a rTTR, ZnbHOF—U—FR
12 LY BB SR & DL IO port-forward 2~ > RIZIRE L £,

no port-forward [ auto-start <list name> | enable </ist name> | disable]

R— MREDBEE

&

ATy T2

ATvT3

a—Honr s A SRR — Mk z AEIICHGT 2123, koavr FE A LET,

FIE

24T FUASSLVPN 27 4 Fab— gy E— NIV ERET,

webvpn

IN—TRY) o—F i Fa—PFHDI T T FLVASSLVPN 27 4 Fa b — 3 2 F—
NI = 7 d S B

group-policy webvpn & 7213 username webvpn

a—Hon 74 CRHICABNICR— N 74U —F 4 U 7 BB LET,

port-forward auto-start /ist name

list name X, ASA 7 7 A7 > hLASSLVPN 27 4 X2 bL—3 3 OEFOR— MRk Y
A NDOAFITT, EEOR— MEEY A M2/ N—T R —F 32—V H/IZEV L THZ
LITTEEYA,

1

WD~ RiL, appsl EWIHIAFTOR— MEEY A a2 7 L—7 R o—ZE8D B TET,

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # port-forward auto-start appsl

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B« toro—Fr0orx—Tnieyyes

ATvT4

ATy T5

ASA B EICHHET HFE— FMEXY R R = N AERLET,

show run webvpn port-forward

UEE) IV —7 RV v—Fid2—V40 5 port-forward 2~ > RZHIFRL, 7 7 4/L T
ELE‘@AO

no port-forward

R—b T T—T427DAR—TILETMYER

ATy I

ATy T2

ATvT3

ATvT4

FIFINENTE, R—bh 749 —F 4 NI A 7o TWET,

FIE

Re b 7+ T—F 4 VT AN LET,

port-forward auto-start list_name % NJ] L= 56513, FEYCAR—F 74V —F 4 7 & BT
HMEITH Y A (list_namelX, ASA V7 747 MLV ASSLVPN =27 4 Falb—a v
WCEEFEDOR—F 74U —F 47 VA MDARITY) , BHOR—F 74U —F 47 U R
e N—"T" R o —F i da—PFAICED Y THI EILTEERA,

port-forward [enable 1</ist name> | disable]
fi

WD a< Rk, appsl EWIHILRIOR—F 74T —F 47 VAN N—TF R T —|C
FD Y TET,

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward enable appsl

R—h 7+ T —F 4T VA O N EZHFHRLET,

show running-config port-forward

EE) 7V —7 RV v—Fixa—HF40 5 port-forward 2~ RZHIFRL, 7 7 4 /L MZ
RLET,

no port-forward
EE) R—F 73UV —F 4 T 5T 7TV ET,

port-forward disable
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T7AILTYIERADEE .

TJ74ILVTIOEADETE

\}

7747 MU ASSLVPNIE, UE—F 2—WFIZHTTPS R —H )L X— U & L T\ ET,
D=, ASATHEITTHTuX T CIFS 7 947 bERIZFTIP 7 947 b (BHDHW
XD ) LEELCWET, 7T 4T b ASSLVPN L, CIFS £721Z FTP Z{Ef L
T, 2—PREFEOEME - L CWD T 7 A NDT T 4 INT 7 AZHIBRLARWIRD |
Xy hIT =0 EDT 7 AN~DXRy NI =7 T AZa2a—WF R L ET, CIFS 7 747
Y IEBEXOFTP 7 747 MIEETY, 7747 F L ASSL VPN L EFE S NDHAR—
BN R=D T, T7 AN VAT ACEHET Z7EALTWAND L IR ET,

=PRI 7 AND) A NEERTHE, 7 T4 T FLUASSLVPN X, DU R M3 EE
NHZYP—=_"DIPT NV A2 AZ— 7 I UPIHREISNL TN LY —NITHRELET, ASA T
UARERELT, R—=4 N =Y LD ET— b 2—PITEEFLET,

7 FAT v MU ASSLVPN L, 22—V ORGEML 77 A NDOT a7 2 IZH 0T, 2—HF
MWD CIFS B L ONFTP OB A MEONHT Z &M TEDH L IHITLET,

c RAA L T=0 TN—=T RAAL EIZZT =7 T N—THOY— H—SNED L
A, BLOEAHELSELIT AL PIADT 7 A ADTES—RED X |,

« 74 L7 b OIERL,
e T ANDE T a— R, Ty Fu—R, Ux—»5Ao, BE BIOHIRK

BB N R—=TPDA=a—NEFIZZ TAT 2 FLASSLYVPNE v v g VHIICEREND Y —
JWi— EIZdH %, [BrowseNetworks] & U E— b =—HnR 27 U v 7925 & ASAIL, #H. ASA
ERICR Y hU—27 EERIZZOFR Y NT—=I LT 7 B AARERGFICH D, ~AX—T T
U WINS — 30 F72IDNS ="z HL T, =N U R &2y hU—ZICREL
£,

VAL — T TP ELIIDNS B—NF, VI AT FLASSLVPN XY £— b =2 —W T2
By U= EDOY Y —ZDY X &, ASA E®D CIFS/FTP 7 A4 7> MIFK R L £
—gqo

G¥)

TrANT 7R AERETDANS, 2—% 77 AHOF—NIEFERETLLELDH Y
=7,

CIFS 774 I 7O ADEHLHIEEIE

a—PN \\server\share\subfolder\personal 7ﬁlvﬁ‘ﬂz77ﬁxj‘5&:li\ a4t
AHKRZZDIZT XTORT NV F KT 25 MR ZFF> T DRERH D 3,

CIFST A4 LZ b ea—NVTAZ by T LDMTT7 7 A NVEZabt—T L RX—=X T 51
I%. [Download] % 721% [Upload] ZfEi/H L £7, [Copy] A ¥ 3 LU [Paste] A& 1TV E— |

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o 7rtz09%—roem

MoT7 7 varyOBTHERTE, a—bhb)E—bERFVE— b a—h~DT 7
Va I TEEE AL

Web 7 AN ENL T —I AT —2 9 D7 A NVNEICTr7ANE RS T TR Ray 715
L, T FANDEICRAZIDIERHVET, Pa—%2FH L, BEINTZT7 7 A VEE
RTBHITIE, VI AT —2a D7 VA EREFLET,

CIFS 77 U R H— HfEIL, 2 31 FUFOHA4 (13 LFEB254664) #V9FR—hL

TWEHEA, ZHUE, RRENDTHNEZDY A MIEEEZGZH2T T, 74T ~Dx—
YT/ AIEBLERA, FEREKE LT, 25 FoWELEEAT S CIFS 74140
Ty I — 0 EEANIRET D, —W N cifs:/server/<long-folder-name> FE AT 7 + L& D
URL £72i37 v 7 ~—27 &2 AN LET, RICHlZRLET,

cifs://server/Do you remember?
cifs://server/Do%20you%20remembers3F

TJ7A4ILTHOEADYER— FDEM

N

GE)

ATy T

ATy T2

ATvT3

ZOFIETIE, v~AZ— T 77T BLIOWINS V—_Z4ET 25 HECHOWTHA L £,
iz, ASDMEZFEHL T, 77 ANVFEE~DT 7 A%&EMFT L URLY AL R
%%Eﬁé_k%fgiﬁo

ASDM TOIADEMIZIE, v A ¥ — T T UHF LT WINS b— NI EH Y A, 7272
L. Browse Networks U > 7 ~D %R — MIRELI L EF A, nbns-server 2~ F& AT 5
LEIF, ARAPMEERITIPT FLAZBEH L CServer A2 TEE 9, A M EFHTS
Y&, ASAIIARA M%EIP 7 L AR T % 2 & & DNS Hh— 2R L £7,

FIE

77347 FMUVASSLYVPN 27 4 FXalb—v gy — N0z £9,

webvpn

Mo RNV ITN—T 75T LU ASSLVPN 27 4 FXFalb— gy 2— ROz £
7,

tunnel-group webvpn

% NetBIOS —2A #—/3 (NBNS) Oy =7 LTI RAA 2T TV A LET,
nbns-server {/Paddress | hostname} [master] [timeout timeout] [retry retries]

emaster [X, VAX— 77 UYL L THETHI L Ea—F T, vAX— 77 7HFX
AU —FBIOEFEY V—AD Y XA M EHFELET, a~vr RO AZ—H% %ﬂﬁ
BFPFICZDa~r RTRET HEE O NBNS H— 3%, Windows Internet Naming Server

(WINS) THLHLERHY £T, ETAF— T ITUVFEFEELTHE, WINS F—n
ZHELTLEIN, vRAZ—=TZ3 0¥ EED, Eira 7 7 A VHO— NIdHm K32
EFCHETEET,
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RTvT4

ATy TH

ATvT6

Jran 7o ero9k—togamn [

o timeout 1. ASA NV =) —ZHE Y — N|CIRET ARNIHFET AT, Zoé &,
P — XN 1 DT DGAIER U — NI E S, =D EBFET 25513505 —
NIZEEENET, 74NV DX A LT U MI2BT, FEETEAHPHIT1 ~30T
j_o

e retries IZ. NBNS r— N2kt 45 27 =) —D YU F T A B TT, ASA X, ZOREIEZT
P—ROYZAFEHHHLTHOZT— A v —U%EELET, 774/ MEIK2 T,
BETZ %M1~ 10T,

1 -

hostname (config-tunnel-webvpn) # nbns-server 192.168.1.20 master
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.41
hostname (config-tunnel-webvpn) # nbns-server 192.168.1.47

BT a7y A a7 4 X alb—3 g ST TISIEET D NBNS — a2 F£Rm LET,

show tunnel-group webvpn-attributes

UTE) 79472 ML ASSLVPN R—Z L R—T% U E— h 2—F|2E[EFT A= DTG E
b2 05ty bEELET, 740 8TlE. VE—F 799V OB EALEA T &
FCZ 547 FLASSLVPN R—F )L X=X FY vy hBRESNL =0, 22—,
T IO CRHBALE NS ETT D DICME L R DGEAICRY . XFO/F LR ET D4
ERHD ET,

character-encoding charset

charset 1%, BK 40 SCFED 6 72 5355 T, http://www.iana.org/assignments/character-sets CHEiE
ENTVLHEHLTE Y FOVTANEFLTYT, ZON=VITRENTNDELTFE Y D4
AEIFZTA YT Z20ONTEFERTEE£9, 72L& 2L, is0-8859-1, shift_jis, ibm850 72 &
T

(G¥)  character-encoding D35 X ! file-encoding DL, 77 U HIZ k> THEHAIND 7 +
YE 77V EPERTHLOTIEH Y A, ROFIIRT X DI HAFED Shift_JIS
Xz a—7 4 T EHERT 567 81, webvpn I A v A B— g av
K E&— R Cpagestyle 2~> REMHLC7 4> F 77 IV EEHRL, ZN5DHED
REEMET DD, £l webvpn W AZ v A E—3 3 a~<> K E— KT no page
style 2~ RZAHNLTT742 b 772V ZHIBRTZ2MLERH D 7,

51 :

WIZ, HARGFE Shift JIS 35 % %R — K9 % character-encoding EMEZHE L, 74> b 77
UzZHIBRL, 774V FOERALZERRETL0Z2 R L ET,

hostname (config) # webvpn

hostname (config-webvpn) # character-encoding shift jis

hostname (config-webvpn) # customization DfltCustomization

hostname (config-webvpn-custom) # page style background-color:white

EE) BEDCIFS 4 — D27 547> F LA SSL VPN iR—Z )L R— DGR EEE L

3, 20D, ZHUNOLFOFALB LI/ R4 CIFS r— Tt L, BB 7 7 A NV
FeEEEHATE £,

ERWGEI 54T RLRASSLVWPND IV T4 Fal—2 3> .
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B stercroint 75 £ 200D Y 0 v Y DERMEORR

file-encoding {server-name | server-ip-address} charset

5 -
WIZ. CIFS #—/310.86.5.174D 7 7 A LT a—F ¢ o 7@l aa%E LT, IBM860 (A1 U
7 A ICP860) ) XFEHYVKR— T 5HaERLET,

hostname (config-webvpn) # file-encoding 10.86.5.174 cp860

SharePoint 7V £ XD1=HDH Oy I DIEEEDER

ASA LDV 547 PV ASSLVPN —NF, ZvF—FHL T, = KFA > bD

Microsoft Word 72 D7 U fr— 3  EREE L E 9, ASA OEFEIE L < 72y & SharePoint
P—NEDOLEIZT 7R LTZEEIT, ASA THEINTZZ v X —DOFRHIMIZ X > T Word
DIEFEITHEEE LR D aTREMEDN B D 97, 20 X 9 RikfEEh &2 R4 5 121X, ASAZ 2 v 7
EIELSBRELET, NTPH— R ERHZ X A F I v 7 IZFAMSED X912, ASA 2% ET

%

ZeaBEOLET, FEICONWTIE, R ERH =7 X2 L—2a A RT IR

i ERRNORE ] (BT L2HEAZRL TSV,

Virtual Desktop Infrastructure (VDI)

ASA 1. Citrix — 38 L X VMware VDI — _SX~D#EkZ2 AR — K~ LE T,

o Citrix D¥E. ASATIZZ T4 T > F LA BR—Z )LES L Ta—HFDFELTH O Citrix Receiver
AT T EBATEET,

e VMware |X, (A~—hF FoRJ)V) OTFT TV r— g L TEHREINET,

VDI — 2%, Mo —R_" TV —2 300912, JITAT U RLVAR—=HFNLDT v
J<—0 5N LT 7 BATEET,

VDI O HIPREIE

c HEN YA U AV DOBE. iEAEELIIA~Y— M D — REHEHT 538G YA — F S FEHE
Ao ZHUE, T 5 DORFHERTIIRNCH D ASA 23] L7228 T,

« XML % — & A% XenApp #—/3F L Y XenDesktop —/NMZA > A h—)L L, HET D4
ERH ET,

CAX L RTHRYENAN T TAT U MR LTWAEGEIEX. 7747 2 FEHZEDHE
. CEEEE, NE SR U — KL CSD (Vault 21 T2 <, _XTH CSD) IFHHAR— k&
NEE A
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citrix £/ 34 Logx— ]

- - W~ [e]
Citrix E/NAM )LD Y R— bk
Citrix Receiver % 31T L TV 5 E/A /b 22—, K& FEIT L T Citrix — NIHEHETE £,
« AnyConnect T ASA (285t L T Citrix — 8T 5,

* AnyConnect 7 7 A 7 > k& 912 ASA # 4> L T Citrix ¥ — NZ#Efi§ 5, v /4
JVT UV VIR EFDDHZENTEET,

Citrix B 7 A v EEDOES 7a 77 ANDZA VT A (Mo RV T N—F (T R
EHIFEIND) , VDIV — 3%, ZNENBIOMENR & Bafeak & & 2 7= 5k D 7 v —
TR = ENTEET,

* RSA ' —NRHBREEZINTWBEE1E RSA SecurelD F—727 » Dfi, RSA ¥7R— M
1, B Y HOWRD h—27 b H&MIOPIN F 72X HBR YL PIN FHOH L
PIN Z A1 B720DWRD b—7 VINGENTWET,

Citrix HICHR—FEINTWLBENCIL TSR
« iPad : Citrix Receiver /13— 3 > 4.x LAf%
« iPhone/iTouch : Citrix Receiver /N—3 = > 4.x LARE
« Android 2.x/3.x/4.0/4.1 &zEH : Citrix Receiver 73— 5 > 2.x LI

* Android 4.0 FEZHH : Citrix Receiver /X— = o 2.x LAF&

Citrix D IR

SEBAE D FIR
AEAE/ A~ — b — FRGHIBEE YA A OFEE LTI R— ST EEA,

7T A4T v FEHEOHRB L O CSD T AR — SN TWEFA,

AEFIEE O Md5 B4 X, 10S OBEMOMBE CHHEF 2V 7 1 LofE
(http://support.citrix.com/article/CTX132798) L EIEL TWEH A,

SHA2 ¥ 7' =F ¥ X Citrix Web ¥ & (http://www.citrix.com/) DFHFIZHE > T Windows %
fr&, HAR—bFINTOERA,

« 1024 LA EDF— YA XTI R—FShTWEREA,

Z DD HIFR

cHTTP VU 4 L 7 MIHVAR— N FH A, CitrixReceiver 7 7V r—a 3V E A L7
M CIIERE L £ A,

« XML #— & AT XenApp H—/338 L O XenDesktop — M2 A VA h—/L L, RET DL
ERHD ET,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B citrix Mobile Receiver D1 —4 D5+ Iz DT

Citrix Mobile Receiver D 1—H O 45 #4 (2D T

Citrix —NCEEE L TWAEARL L 2—HF O r 7413, ASA 23 Citrix —23% VDI #—
LLTRELED, £2I VDI 7 adxy =L LTHRELENICL o TERY £,

Citrix ¥— 323 VDI #— 3¢ L TRESN TV DHHA -

1. AnyConnect Secure Mobility Client Zff L, VPN 7 L7 > 3 v /LT ASA ([Z#&kc L £,

2. Citrix Mobile Receiver Z{# ] L. Citrix —/% 7 L5 3 % )L C Citrix V— N2 L £
(TN HIAF o EBRELTWDEAIL, Citrix 7 LT ¥ ¥ /VIIARETT) |

ASA R VDI 7y h—n"E LTHESNTVDIHES

1. Citrix Mobile Receiver Z{ifl L. VPN & Citrix —"OE F D7 LT v v L& AJJLT
ASAICHEREL 3, BHIOBEEHE, ELRESNTODHEIE, UMOBERICGLER O
1L VPN 27 LT o % L2 T,

Citrix H—/\ZJ0OX L F 5D ASA DEKTE

ATy T
ATy T2

ATvT3

ASA % Citrix V— 3D 7 v & LTEMET 5 L HITERE L. ASA ~O#EfFE )3 Citrix H— /3~
DGR THIND L I —PFICREDL N TEFET, ASDM ® VDI 72 F U031 X —7
V72 > TV B YA 1E AnyConnect 7 74 72 MIAETT, ROFIEHIZ, =2 K 22—
Citrix (2T D HFIEOWMEEZ R~ L E7,

FIE

E/NA Jb —H3 Citrix Receiver Z#d#) L, ASA @ URL (ZHe L £7,

Citrix D1 7' A V[ T, XenApp V' —3DZ7 LT ¥ /Lt VPN I LT oY VERELE
R

IR, Citrix = NCHH T 2 5B ICMEIZ R D DX, VPN 7 LT v ¥ L2 TT,
XenDesktop 33 L U XenApp D7 1%+ & LT ASA ZfE 19 % & Citrix Access Gateway |45
72720 £9, XenApp T — MEHA ASA IZFLER I AL, ASDM ([ZFR SN ET,

Citrix =7 KL ABLOR A VLT ooy VEHFREL, JV—7 KU —Fid
2—HPLHIZED VDI = "ZEY Y TES, 2—HFH/ELETV—T R O —DMlGERE LT
BRI, 2—VTAORTEIZE-TIN—T R V—FRENA—N—F 4 &N FT,

RDBERY

http://www.youtube.com/watch?v=IMM2RzppaG8 : =~ ® &7 4 TiX, ASA % Citrix 72 ¥ & L
TEERT 2FRIZ OV T L E T,
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Ir—7F Ky o—~nvois—rozy st [

GIW—T R —~DVDI H—/\DE|Y HT
VDI #—RERE L, Z—7 KU —ZHY HTHHETRO LY T,
* [VDI Access] <A > T VDI —"ZBML, $— N7 V—T KU —%EHD L ToH,
o JN—7" K L —IZ VDI —_Z8MT 5,

=P/ ETN—T R =Rl L bRESNTW LA, 2—FAOREIX. 7 r—7
RY =B LET, KEATJLET,
configure terminal

group-policy DfltGrpPolicy attributes

webvpn
vdi type <citrix> url <url> domain <domain> username <username> password

<password>
configure terminal
username <username> attributes

webvpn
vdi type <citrix> url <url> domain <domain> username <username> password

<password>]

WA T Va3, ROXIITERSNET,
* type : VDID X A 7, CitrixReceiver % A 7Dt Z DI citrix \IZT 2 ME R H Y 7,

eurl : http £72 1% https, HA M4, R— FEF, BLOXML b —EA~D/ 2 ZE T XenApp
F 7213 XenDesktop V— /XD 52472 URL,

susername : FAEALA LV T T A NT I F ¥ b—NiZua A T B —YE, ZOfE
X, 7 I9AT VP LA =705 ENTEET,

e password : (RAMbA VT T A NT I F X =Nl A T H7DDO/NAT— R, ZOfE
X, 77AT7 Y ML A7l T 52 ENTEET,

s domain : (AL A VT T AR T I F ¥ —NiZa A T HEDD KA ALV, T OfEIZ,
TIAT U NV A7l THIENTEET,

SSLZER LAY —/A~DT7 IR

FIE

ATV Tl IA—F RV —DI7FA T L ASSLVPN 2 7 4 Fal— g F— ROz £
KR

webvpn

ATFw 2 URL> MY 247280 Bz £,

url-entry disable

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B /517> FLRSSLVPNR— k& ASDM K— F DR E

Z

5

75 AT ML ASSLVPN X SSL & FD#%MTH D TLS1 Z#EH L T, NEY— NTHHR—
FENTWBEEOREY V—2L, JE—ba—PLOMOvF a7 s FHRLET,

A4 7> kLXSSLVPN 7/R— k & ASDM 7/R— LD ERTE

ATy T

ATy T2

ATvT3

N—= = 8.002) LAKED ASA TliE, AMBA > X —T7 = A ADKR— K443 T, 7 74T L
Z SSLVPN v 3t ASDM &8t v a v OW FNRFRRHCYR— FEnbd L9 F
Lz, SFEFERA VA —T oA ATINOEDT IV r—a r BRETEET,

FIE

74T MVASSLVPN 27 4 X ab— g B— NIV EZET,

webvpn
7747 MUASSLVPN D SSL YV A= 7 R— FEaEHLET,
port port_number

51

WOBTIX, A v Z—T =2 A ADR— k444 T2 54 7> b SSL VPN ZHZhZ LET,
Zoary74x¥al—yaryTliE, VE— b 2—%EX 77 U https://<outside_ip>:444 %
ANILTIZ AT MU ASSLVPN By > g VARG L £,

hostname (config) # http server enable

hostname (config)# http 192.168.3.0 255.255.255.0 outside
hostname (config) # webvpn

hostname (config-webvpn) # port 444

hostname (config-webvpn) # enable outside

(F#EE—R) ASDM DY A= 7 R— N 2EF LET,

http server enable

% -

ZOBEITIL, HTTPSASDM & v ¥ a U SMNIA  F—T = A ADR— k444 T 5 K 9
WHELET, 7747 FLUASSLVPN AN A X —T = A ATA RX—=T MR T
AN EhR—F (443) EHEALET, Z0ar7 4 Xalb—varTiE, UE— b a—PZ
https://<outside_ip>:444 %= AJJLCASDM & v v a v 2Bt L £,

hostname (config) # http server enable

config)# http 192.168.3.0 255.255.255.0 outside
config)# webvpn
config-webvpn) # enable outside

hostname
hostname
hostname
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5547V FLRASSLVPN v 3o To HTTPS R [

95472 LASSLVPN v < 3 > TO HTTPS D fE A

HTTPS OFEEICMZ T, Web A ha 70 ha i x o7 L— REES cookie N ¥ v v 7
MORET 2DITEIOWeb X2 VT 4 RY — AH=ALThHDHHTTP
Strict-Transport-Security (HSTS) A4 L £7, HSTSIX, UAFBLUT T U % HTTPS Web
A MIUFA LI ML, ROT A VI T 4 T HFETHIEICEVIEELIEZY A LT 7 MY
FR2NEIN 2 £ T Web Hh— N2 L £7,

Strict-Transport-Security: max-age="31536000"; preload;
ZNENOFAITRD LY TT,

http-headers : ASA OB 7 ZUPFIEFEIND S EIERHTTP ~y ¥ —Z&ELET, 7
F— REFHETDHH, TXTCOD http-headers iR E%E VY hLET,

s hsts-client : HSTS 7 7 A 7> ~ & L CHERE S5 HTTP — N/ 5 D HSTS ~ v & — DALEE
ZRMR L £,
eenable : HSTS R Y v — 2 HZhE- 13BN T TxFET, ARicTsr L. B
N HSTS AR A k& HSTS ~» X —IZ% L CHSTS R U v —0 @A I FE 7,

* hsts-server : ASA "5 7T THIZIEET D HSTS ~v X —HHELET, ASA T~y ¥ —
ZHIC, HTTP TiZZ2 < HTTPS i L7=7 7 ¥ A DA Z AT 5 L 9 7T 7P IHEr
L/iﬁ—o

» max-age : (FXEAIHE) Web $— 328 HSTS AR A h & L CAZe &4, HTTPS DA% fii
ALTEX 2T T 7B ASNDUEDOHDLEH 2 BN THRELET, T 74/ K
X 18 T4 (10,886,400 Fb) . #iPHIL 8 FERE] ~ 365 H T3 (0 ~ 31,536,000> F)

spreload : 77 UHIZH L, T TICUABLOT 7 U HFICHEESIL, HSTSAHRA &L
THROVEOMEDOHD RAAL DY R NOFtHRABERERLET, YV r— NSk
VA RDOEEZUVABIOT Z v FIKAF L, HFUABLIOT 7 v Fidhor v
T4 T OWAHIENIH L CGEMOHIRZIEETHZ ENTEET, /=& 21X, Chrome
D7 Y r—RK U NI, HSTS DiKEmMNIL7e< &b 188 (10,886,400 F)) THH
ZEERELET,

« x-content-type-options : [ X-Content-Type-Options: nosniff| JHZ& -~ #—DEEE2 AL
£

» x-xss-protection : [ X-XSS-Protection: 1[; mode=block]| &~ ¥ —DHEEFEEH NI L E
R

FIE

ATFYT1 7547 L ASSLYVPN 27 fFXal—3i g B— R0 &z 4,
webvpn ~ A1 L E4,

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o= v—ovk— oz

ATw 2 outside EWVWIHLRIDA L F—T =2 A A LTI FA T ML ASSLVPN By v a & A F—
Lz LE,

enable interface-name & NJJ L £ 7,
ATv 3 HSTS #A%hC LE,
hsts enable = A7) L $£7°,

HSTS # i LTI _RTDOF v v 2 3&H HSTS A FZHIBRT 5121E. =~ > K no hsts
enable ® [no) BXEMHEH L ET,

ATy 4 HSTS Of M (%) ZRELET,
hsts max-age max-age-in-seconds & NJJ L £,

fE DI <0 ~ 31536000> F 9, T 7 /b % 10,886,400 (18 #) T9, Z DHFIFRIZES
5L, HSTS IXELhTIE/< 720 97,

1

hostname (config-webvpn) # hsts enable
hostname (config-webvpn) # hsts max-age 31536000

RDBRY
BIEDORTE %2 Z M 5I21E, show running-config webvpn [Asts] 2 H L £ 97,
BIEDRRER 27 V73 5L, clear configure webvpn % H L £,

J7axL —N\OYR— FDEFE

ASA X HTTPS Bt 2 #& 7 S8 C, HTTP B L NHTTPS Bk %2 7 & v +— NTHRk T £
T, INHDOH—NF, 2P RT Vv Xy VT =7 FEFTTAX—F Xy hU—7
Mz kT oL K- LET, MENEERT 72X h—R"E2RH L7cxy hT—T7~D
TR ABMBILTDHE, BXaT Ry NU—2 77 & R EHER L CEHLE O & REE
HDI2ODT 4 NE Y TEADHDE >NFIZH 720 £,

HTTP B3 L OVHTTPS 7 u ¥ ¥ H—ERIZKT BV FR— 2B ETE2HE. 7y N7 1LT
VU VEEID YT, %$Mu’T?é%gkk&%uihféi#‘Hﬂ?ki@Hﬁ%
FRNLERINT S URL 28T HZ L TEET,

1R BHHIIZ

FuX HEHRE PAC) 77 ANLEZHTTP Yo X h—"b X8 o— 45 L5 ICHEE
TEETHN, PACT7ANEIRETA LI a2 LAWEERH Y £4°,
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&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATv 12

Foxs y—novf—rozz ||

FIE

7534 T 2 RVASSLVPN 207 4 FXal—3i gy B— Rz £4,

webvpn

N7 ey — 2 FEH LT HTTP B X OVHTTPS ERZ 45 L HIZ ASA X ELF
7,

http-proxy and https-proxy

(5I) 7 = 3? / NTLM DALIJ li http-proxy /C‘ i‘ﬁ-j‘g_ ]\ éﬂfl/\i“li‘/u n:u nEch L/@7 = ‘%’\'
/kﬁézﬁmuuﬁf_ 7L75”j“l‘“— }‘ éﬂ“(b\i@—

HTTP Ve ¥ v &2 ELET,

http-proxy /ost [port] [exclude url] [username username {password password}]
HTTPS 7R ¥ v &R E L 7,

https-proxy host [port] [exclude url] [username username {password password}]

PAC 7 7 AL URL % L £ 7,

http-proxy pac ur/

(fEE) URL 71 % — NORE SN D WREMED & D URL 22 HERAML £7,
exclude

IR T F Y P NORA M ELITIP 7 FLAZIEE LET,

KRR b

% URL O 7' 12 3% 2 i7" 2 JavaScript BI A EH L CTASAIZ Ve X v AB 7 4 F o L—
vary ZyAnEXya—RLET,

pac

(EE) (E—VRZEE LB EICRY R £ 7 7 BRI NAT— REfnL <
%j&ﬁ’g%&‘jf’n X \/WLA nﬂi%?ﬂff Li—é‘o

password
£ HTTP £/-1F HTTPS Bk &L & blcF e xy — N2 T — REEELET,

password

(EE) Tnxy b— A BEATEHE— hEREIRELET, 7740 b HITP F— M
80 TJ, 7 7 A4/L RO HTTPS K— hE 443 TF, REOMEAIE L2WEA, ASAIZZND
DHER— 2L ES, #EHIT 1~ 65535 T,

port

exclude =z A7) L7285 613, 70— NT3E S A ATHEMEDY & 5 URL 2> 5 FR4 95 URL
itiﬁ/vftmotﬁﬁwumxowxh%ﬂﬁbifo_®2buyﬁmﬁi$ﬁ@ﬁ

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .
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B o= v—ovk—rome

ATy 713

ATV 714

ATy 715

ATy 716

ATV T

ATy 718

RIZHY EEAN, 2~ FERIETSRIFUTERDIIICTILENRDHY £, VT TV
URL Z8ET D0, IROT ANV FH— REATEET,

¥ I AT v va () EEUAR () 2EREEOXTFIE—FHLET, TOUALINLEF
H— Rt THFEA Y T &L BIHEATAILERDHY £,
2, AT vy aBIOE U A FEEL, FED 1 XFIC—HLET,

c[x-ylE, x Dy ETOHEBOALED 1 LFEL—HLET, x IZTANSIXFEY NNOH
H1XFHEFL, yidHo 1 XreERLET,

s [Ix-y] 1%, HPHAADOILED | CFE—FHLET,

http-proxy pac = AJJ L7234, http:// (IZFiJ T/ a T HERYE Y 7 A /LD URL # A ) L %
7o(mmﬁ@ﬂ\%é%fé& CLIZa~> RE®EHLET, )

(BB AR T 0 XL BAEDOT-OICEHTTP P o L ERICa—F A 2L £3, 20
¥ —U— RiL, http-proxyhost 2~ > RTOHYHR— b IET,

username

£ HTTP £7/21X HTTPS Bk & & bic 7y r— "D —HFL 2 EELE T,
username
KDOEIICHEESNTWD HITP Ve %o —_XOFEHICOWTRETEEZRLET IPT

KL 273209.165.201.1, T 74/ b AR— b&2MH, FHTTPER L L HIZa—PH L RRAT—
K% %15,

&1

hostname (config-webvpn) # http-proxy 209.165.201.1 user jsmith password
mysecretdonttell

FILa<y FERLETN, Bips AL LT, ASA X HTTP 3K T www.example.com &\ 9
FED URL %5 Lca, 7 aXy = CETOTIER B TEREZMRLE L T,

1 -

hostname (config-webvpn) # http-proxy 209.165.201.1 exclude www.example.com
username jsmith password mysecretdonttell

TV HEIRE Y 7 AV ERMT S URL 25T HEE R LET,
1 -

hostname (config-webvpn) # http-proxy pac http://www.example. com/pac

ASA 7 74 7~ h LA SSL VPN iRiEIX. ZHE4L 1 DD http-proxy 2~ K& 120D
https-proxy =~ > ROLY AR — K L TWET, 72& 21T, http-proxy 2~ RD 1A L AZ
ARETAL T 4 F 2 b=y a AT TIHET 258 oa~ >y R AT 5 & CLIR
HiDA VAL L R —N"—=F 4 FLET,
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ssums e 7o ranngz ]

Gx) 71 % 3 NTLM # oy GRS http-proxy TIEHAR— b éﬂf‘/‘i'@.—/\/o A nEfoC Lo ax
/&%Kutuuﬁf\_ Tﬁ)ﬁ‘ﬂ_\o‘—‘ ]\ éh(b\ijﬂo

=L
SSUTLS iS5t A FaLDEEFE
R—F 7+ YU —F 0 > 721%, OracleJava 7 > % A4 L8885 (JRE) BDYETEH, 7947 b
L' 2 SSL VPN O —H RN D230 SSL N—2 g ST A58, A—F 74U —F 1
TITRE L EH A, PR—FENTWVWSB JRE AN— 3 o0 T, T AR— M55 VPN
7T v h 7 F—2I=, Cisco ASA 5500 2V —X] &ML T &,
TR IVEERAEIZ K HEREE
SSLIZT U X VEEAEEHEH L CRFHEZI TV E T, ASA X7 — FIFICH C B4 & SSL ¥ —
SNEEAEAER LT, £/, PKIa U T F A P CRITESNIZSSLiEHEZ 2 —F|2 L » T
ASAIZA VA M= T&F T, HTTPS DA, ZOERAELX 7 T4 T2 MIA VA b=
HVHERHY F5,
T U3 )LEEBRE RS D FIR

Jo9% 75

MS Outlook, MS Outlook Express, Eudora 72 EDE A —/L 7 T A4 7 > M, GEAEX F T2
TI7RATEEEA,

FOFNVEFAEIC L DA L ORI OV T, R EA = 7 4 X2 L— g A
F@rﬂ%%&1~ﬁ374/7V7//?W®ﬁﬁj CET2HAESZHR L T 7E&E N,

ONY—INTSH5A420ADTS9F TR

[Client-Server Plug- 1n]7‘ TIE, ASAIZE 2T IA4 T NV ASSLVPN Yy g D7
FUWTHHRRRICRD T T VA ViIRERINET,

T TA BN, AR, ERIEHIBRT A, ROWT I EFEITLET,

« ST A BT HITIEL, [Import] 2 Y v 7 LE, [Import Plug-ins] % A 7 1 77K v
7 AN E £

« TTTA EHIBRT DI, EDOTT T A BB LT [Delete] #7 Vv LET,

AL 2DA A R=ILIZDT

TIUW T A 0E, Web 7T I Lo TR ENAMSE L7 2 /S L8T, 757
P4 RUNTY IAT 2 b — NIC8HT D EOHEAOHESFEITLET, ASA T

ERNGEY ATV LASSLVWPNOI Y T FaL—2a Yy .


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

B osvv 75510000z —nizonT
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. 7947 FLASSLYVPN By a0 TCUE— b 77 0WICF Y 0— RTE572007
SUAL AR —NTEET, @, VAITIEFEREATAL TSI DF A MNE{ToTE
D, FHERATERWS I 74 L ORREEZT 2 M T80 £, 727 L. BES T
AN =T AT 4 TEYVR—=FTDBTT 74D R — MIAELEL A,

TITA BT Ty a TNRAAIAL VA= T 5L, ASA ITROMEEZFEITLET,

 (Cisco BifiD7Z 7' 4 L [RE) URL TIHREI NIz jar 7 7 A VDT o3y 7

« ASA 7 7 A )V AT LD csco-config/97/plugin 7 4 L7 M VIZT 7 A NEEXIALET,

+« ASDM @ URL BMEDOKEICH D Fa vy X o U A MIIEREAD LET,

LBDOT_RTHOIIAT L FLVASSLVPN® Y v g v TCF T 7 A A X—T NI L,
A Ama—FTvark, A= X=UD[Address] 7 14—/ ROMEIZH D K v
TR Y XA NMIOWNWTDOLT T a v EBMLET,

WDOFRIZ, IBODIETHIAT AT I /A 2Bl &ED,
Za—EtT RVRA 74—V ROERRERLET,

RIISAFTURLRASSLIPN R—B )L R—SADTS5A4 oDl

KRB N RX=TDA A A

T34 R—F I R=DIZEBMEND | R—F )L XA=DITEBMENh D

A AZa—FT 3> |[Address] 74 —IL KA T3
N7

ica Citrix Client citrix://

rdp Terminal Servers rdp://

rdp2 Terminal Servers Vista rdp2://

ssh,telnet SSH ssh://
Telnet telnet://

vnc VNC Client vnc://

GE) E®BHUFVUASAIZ., T4~V ASANDL T T /A L 2BELET,

7747 NUVASSLVPN By v g Ta—WRHR—F /L X—VOEEMT bz A =a—
FFvarkEI )y IThHE, R—ENR=VIFA L F—T 2 A A~DYT 4 R L~
NRAUPRREINET, Rry XU URXNMNIEREINET B harza—FRER LT
[Address] 7 4 —/V RIZURL # A1+ 5 &, Bfia L TE £7,
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\}

GE) Java7' T 7 A4 N E-oTE, sV —EZR~DEy v a URREENTWRWEAETYH, #55
BEHELIFA L TA L EVNIRT =X AR VLR —FEINDZ ENHY ET, open-source 77 7
A 1E, ASA TERLS AT —H A% LAR—FLET,

T30 T340 14 R b—ILORTREN
X2 VT TTIATUATIIAT U LA By va NI axy h— "7
HEITHELTVBHAE, 7774 VI3MREL A,

A\

(G£)  Remote Desktop Protocol 77 7' A ' Cix, By v ay 7u—h%
ERL7ea—RRANZ v I R— I TnEtA, 71 b
AR DBy arTu—RnbD) XA LTy a DB
EOTD, HICRKBRLET, Eyvary7a—bRNEREINT
WIRWGE . T 7L TEELET,

s TIIT AU, VTN A F Y (SSO) BEYAR—bNLET, ITTANF FTIAT
VRUASSLVPN v a VERC EEICANLEZ LT Uy L ERILZ LT vy
NEERLET, 7774 id~ 7@z hrR— b Land, W RA AL L /R2AT —
RipEDXFEIFE 7 4 —/L KR, RADIUS %7213 LDAP ¥ — "D &M T SSO % 473
HA T aibh EHAL

s ST TAANTH LTSSO AR — FERET DI, 774 A —L, I—
NRADY v I FRRTAHFDOT v r~—r o N ZBINLEST, £/-, Ty r~—7
BT B ExIC, SSOVR—hEfFELET,

e VE— N CHEHATHTDICHBEBRRIKBOT 72 AWML, 7 A MEEET— NIZELTWE
7,

TS99 TS5594 DA R M—ILIZCEAT 2EH

e A TIE, GNU —fRAHMEHFZFH (GPL) 266V, BEEZMNZ D2 &R TFT7 74
ZHEEALCHET, GPLIZXY, 2 b7 I 74 VB EBEGKBRTEEEA,

T IT T ~DVE—NT IR AEFERTHITIL, ASATY 747 ML ASSLVPN %
AR—=TNZTHVLENHY £97,

AT = NIV T 2=V F == ETBHE, TTTAEFERA LTSNy VT
IEEEISNEY A, 2P T 2 VAR —RBICEER T ALERH Y £97,

« T TA UEERT AL, 7T YT ActiveX £ 721 OracleJava 7 ¥ A LBEE (JRE)
DA =T W5 TWDRENRH Y T, 64 By b 77 UHZIE, RDP 7T 7 A4 D
ActiveX X— g UEH D £H AL
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B rrosscoeyrryT

ROP 75542ty b7y T

ATvT1
ATvT2
ATvT3
ATvT4
ATv75

ATvT6
ATy 17

RDP I 7 A %y b7 v LTHEATITIE., BLWERESKEZ BT 2LERNH Y £
7,

FIE

[My Computer] #4577 U > 7 L. [System Properties] % Bi\ T [Advanced] % 7 %8R L 9,
[Advanced] # 7 C. [Environment Variables] 7~ % > Z %R L £ 7,

[New User Variable] A 7 &2 778 v 7 A G, RF_DEBUG £%t&x A1 LT,

[User variables] © 7 > a v O#F LWEREAH AR L £,

N—=T gV 83URIDY TA T "L ASSLVPN DRX—T g3 0TI IA4 T b arvta—H
ZEH LTV 54 . d 0 Cisco Portforwarder Control Z Hl|Fi LT < 72 &0y,

C:/WINDOWS/Downloaded Program Files 7 « L' 7 ~ U Z [ T, Portforwarder Control % 457
Y7 LT, [Remove] &R L F 7,

Internet Explorer 7' 7 VO3 _XRCOX ¥ v a7 V7 LET,

7547 ML ASSLVPN vy v a3 & EHE LT, RDP ActiveX 77 7' A » Zf#i ] L T RDP
tova B LET,

N TWindows 77U 7 —3 3> DARY N Ea—T TARY NEHRTXDHLIITRDF
7,

T5259420D=800x21) T4 7T53AT7 2 ADEE

FIE

ATFYT1T ASAALLHE—T 2 A ATTF3A4T > ML ZASSLVPN XA X—T > TWNWAE I L 2R L

ATy T2

£,

VE—F 2—PREREM R A A 4 (FQDN) ZfEH L CTHT5 ASA A v X —T = A A
\Z SSLGFAEAR A A b—L LET,

GE)  SSLEFHE®D —f4 (CN) L LTIPT RLAZIRELZNTZEN, UE— |
Z—WE, ASA LIBIET D72 WIZFQDN OfEHZITLEJ, UE— FPCIL. DNS
% 72 1% System32\drivers\etc\hosts 7 7 4 LIND = kU %] L T, FQDN % fi# ik C X
LDVENDHY F£T,
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HLOHML 77 A LEEAT 500 asa oz [

HFLWOWHIML D 7 A LZEZERT 57-8 D ASA DEXTE

ATy T

ATvT3

ATvT4

ATy TH

FIE

T7ANBIOA A—=TVE Web a7V LTAVR—FLET,
import webvpn webcontent <file> <url>

&1

hostname# import webvpn webcontent /+CSCOU+/login.inc tftp://209.165.200.225/login.inc
!111* Web resource "+CSCOU+/login.inc' was successfully initialized
hostname#

HAAL~AE—var T T L— el AR—hMLET,
export webvpn customization <file> <URL>

1 :

hostname# export webvpn customization template tftp://209.165.200.225/sales vpn_login
| A O I

$INFO: Customization object 'Template' was exported to tftp://10.21.50.120/sales
~vpn_login

7 7 A LN O full customization mode Z 7' % enable (AW L £9,

1 -
ZOBITIE, ASA AFEVITKHENTWE RS A 77 40O URL #HEEL £,

<full-customization>
<mode>enable</mode>
<url>/+CSCOU+/login.inc</url>
</full-customization>

T ANEFT LI AZwAE—ary F 727 FeLTA v R—FLET,
B -

hostname# import webvpn customization sales_vpn_login tftp://10.21.50.120/sales_vpn_login$
T A A O O O

$INFO: customization object 'sales vpn login' was successfully imported

a7 AN (b RV T N—TF) [ThAZ~A P —ard 7= FNEERALET,
B -

hostname (config) # tunnel-group Sales webvpn-attributes
hostname (config-tunnel-webvpn) #customization sales_vpn_login
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