')E—F 77 X IPSec VPN

e JE— kK 77 AIPsec VPN IZDWWT (1 _X—)

s UE— K 727 AIPsec VPN for3.1 DF A & A%H (3 =)

* IPsec VPN Ol fy5FmH (3 <X—)

« UE—h 77 A IPsec VPN OF%E (3 X—)

e UE— | 77 & A IPsec VPN OF%EF] (11 ~—)

eI F AT HF AR ET— RTOEYER— Z [PSec IKEV2 U E— | 7 7 & Z VPN D% ELH
(12 ~%—2)

e vIVF 2T HF AN E— FTO AnyConnect IPSec IKEv2 U E— bk 7 7 & &2 VPN D% E
(14 =)

« UE— |k 77X VPN ORERE (15 2—)

JE—F 71X IPsec VPN [ZDLNT

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—WhE R MNMIET 5 2 L3 TE £, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
T vIT—a ORBEGEE - BIEADORIvE—v g a hanTtd, &ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROERIZHOW T LET,

« B 7O ID RS DT
e T —HERHEL, TTA N —EFHR ST

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",
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B Mobike 550U E—+ 7o ERVENIZDT

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7D~%@%T5%@\t?ﬁ\EMQ@&@H%%?#:)T%7//I~Va/®33/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Yy ME, WMFOET TRILTHILENH Y 1,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfkﬁVX7j_A?7}%¢bex797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERECTEET, AR b RN EGRAEST AV A N LT —T i 8 & OISR
[ZOWTI, IKEvl h T U A7 3 —245 &y bEFIZIKE2 7 R—H L ofEl (7 2—)

EHML T &N,

AnyConnect 7 74 7 2 MIIPvd 7 KL AL IPV6 7 KL AD— 713 F2E VB TH LD
ICASAZRETEET, ZDOL T DL, ASA ETHERIZRT KL A 77— V2B 5
7., ASA Fou— a—WFICHEHAT FLAZE Y CTEd,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%ofw&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

JIA T h~DIPv6e 7 RLADOEID Y TiX, SSL 71 ha/Lickt LT AR—rENET,

Mobike £ XU E—F 7V EXVPNIZDINT

FNA JLIKEV2 (mobike) 1%, ESNA N F AL 20— v 752V R— 4+ 57-DI2 ASARA
VPNZIEEL £, ZOHR— KME, T ARBUEOERRA > FBRIORA > MIBHE)
TEHELEXIT, ERAA LT AL ZDIKENPSEC X 2T 4 7V — g (SA) O K
RAVRIPT RUANHIBREND D TR EHFTEL L EZERLET,

Mobike (/73— 2 > 9.8(1) LAFRIZ ASA TF 7 4 /L MZ X W FIHAIEE T, 2% VD, Mobike I
[ECA Y 12720 £9, Mobike 1X, 7 74T 2 "INZENERE L, ASABZITAND L&
W22, B SAITH LTHERNCARY 3, ZoxrTym—3 3 03, IKE AUTH 5&8#a0—i8 &
LCifTbivEd,

mobike AN — FNERNIRIRRETSA BN S NT=%, 7 74T MIVWOTHT KL AZAER
LT, #HLWT RL A%~ 7 UPDATE SA ADDRESS A 11— RZ & iefF@Mach i L <
ASA TN TCTEET, ASAITZDA v E—VHUEHL, HTILWI TAT L FIPT RLAT
SAZHHLET,

GE)

show crypto ikev2 sa detail <o R&EHH L T, BAEDTTD SA T mobike WA 78 -
TWDHMNE S DEHRTEET,
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JE— k72t XIPsecVPNfor31 DS A & REH .

BILED Mobike DFILTIL, ROEEN Y A — F SN TWET,
«IPv4 7 KL 2D
NAT = v B> VDR
AT arD)F— V=2 VT 4 F = 7K DA LT R
T IT 4 TIAR N, T x—)LF—3—
*VPNB— R RT3

RRC (VH = V—ZE VT 4 Fxv7) BENEDNIRS>TWEEE, TNV I T7A4T
v MZRRC A v E—UNEE SV, SARFEFINDENIHT LWIPT RLARMERINET,

JE—F 77t XIPsecVPNfor31 DS54t REH
A\

GE) ZoEElE. <A u— FESUERED R NET L TIMEATE A,

IKEv2 Zffi ] L7z IPsec U E— b 7 7 & A VPN (2%, B A AJEE7: AnyConnect Plus & 72 1%
Apex 7 A B ADBMETT, IKEvl Z#H L7z IPsec Y E— k 727 A VPN B LW IKEv] %
72X IKEV2 ZfEH L 7= IPsec ¥ R VPN Tik, AT A &2 R ZfHE D Other VPN 7 A &
VAWNMERENET, ETNTEDORKNEIZDOWTIL,  [Cisco ASA Series Feature Licenses] %
ZHLTLIZEN,

IPsec VPN D #9518

AT HRARNET=RNTALRTA v TN arTXA M= RTOAYFR—-bENE
T, vAF arTXALE-RFEYR—FLEEA,

e TFAT I F— I EF—RHARIFA L =Ty R 77 AT 74—/ F— RTOLY
H—hSRET, FTUART LY b B REPH— PSR TOEEA,

« Tx—)VE == A T4 Psec-VPN B> g %, 77T 4T/ AZ N, T x—
NA—N— 3L T ( Fal—2a U CORERENET, TIT4TIT VT 47 7=—
WA —N— Ty T 4 Falb—a I R—FEREEA,

)E— + 74t X IPsec VPN D& FE

oI VarTiE, VE—F T EBAX VPN OREFEIZOWTHAL £,

JE—k 7R IPSec VPN .n


https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
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AR —T A RADETE

ATy T

ATy T2

ATvT3

ATvT4

ASAIZIX, M 20D U H—T oA ANRHYH, TNHE I TIIABBLONTE S
WET, RIS, A v H—T A AINT Y v T A X =y MR ENET, — .,
WEA v A —T 2 A RITTAR— Ry NT—7 1S, —ROT7 7 ANLR#ES N
=3

BANZ, ASAD2ODA B —T oA ABFEL, A X—TMILET, KIZ, 4Rl IPT
RLA, BEOYT7xy b w27 %2E0YTET, £7va 0T, X207 40 LUL,
., BLOEX2V T4 TTIAT U ATO _EEMEEZHELET,

FIE

Ja— L ar 7 4 FXal—Yary T— R Kb A v —TaAA A AT 4 Fal—T g
E— RIZAD £,
interface {interface}

1 -

hostname (config) # interface ethernet0
hostname (config-if) #

A B=T A AP T FLALHF TRy F v A7 ZRELET,
ip address ip_address [mask] [standby ip_address]
i -

hostname (config) # interface ethernetO
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

A B =T oA ADLH] (K48 XTF) #HRELET, ZOAFNL, RE LR TOER X
TEEH A,

nameif name

1 :

hostname (config-if) # nameif outside
hostname (config-if) #

AE—T oA A AFX—TNMILET, 774NV EIT, AV F—T 2 AFT 4 E—T LT
¥, shutdown

B -

hostname (config-if)# no shutdown
hostname (config-if) #
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ISAKMP 7K 1) & — DR &S 881 v 8 —T =4 2TD ISAKMP O« 2—T Lt [

ISAKMPR!) & —®DEREENEA VB2 —T 24 ATDHOISAKMP®D A r—

J It

ATy I

ATvT2

ATvT3

ATy T4

ATy TH

FIE

IKEvl X Ty m—3 g U HPICHHT 2BIEFRENRNTA—F Dy E2IEELET,

Priority /X, A > Z —% v b F—AH (IKE) RV >—%—EIZ@l L, R —IZ7 744
TAHEED Y TET, 1~65534DBHAHFHLET, LWETITA4L T4 0 &bE <. 65534
N BIRLS 2 0 £97,

ZDH%IH FIETIE, 7944V T X1 ICRESNET,

IKE N Y =N TR 25t T AefEELET,
crypto ikevl policy priority encryption{aes | aes-192 | aes-256 | des | 3des}

1 -

hostname (config) #
crypto ikevl policy 1 encryption 3des

hostname (config) #

IKERY =Dy va TAITY XA (HMACANY 7o M bR ET) 2HEELET,
crypto ikevl policy priority hash {mdS | sha}
i

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 7R U > —® Diffie-Hellman 7' /L —= (IPsec 7 714 7 k& ASA NIHFIE F— %2 N T
XL E b e ha) BHEELET,

crypto ikevl policy priority group{1 |2 |5| }
i -

hostname (config) # crypto ikevl policy 1 group 2
hostname (config) #

WX —DF7 47445 (X2 T4 TV —2a URNAEEIRE CHEET 2080 &
RELET,

crypto ikevl policy priority lifetime {seconds}

BESNTFETA T ZA O, 120 ~ 2147483647 F T4, HHEIFED T A 7 % 4 LD
X, OB EFEHLET,

51

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #
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B 7eixg—rozs

XATFw 6 outside EWVVH A L HF—T = A A LD ISAKMP %A F2—T7 M2 LET,

crypto ikevl enable interface-name

51

hostname (config) # crypto ikevl enable outside
hostname (config) #

ATl BHEAEZaL 7 4 FXab—ra VIR ELET,

write memory

7RELR T—ILDOETFE
ASA TliE, 2—HIZIP 7 FLAZE Y B THHFARMNETT, ZOHETIE, flELTT L
A TS—=NEERALET,

FIE

IP7 RLAOHMHEZHEHALTT KL A F— L ZEKRLET, ASAIL, ZOT KLA 7—Ld
T RVREITA T MZEID S TET,

ip local pool poolname first-address—Ilast-address [mask mask]

T RVASRAZIEIA T a T, 2200 VPNZ A7 2 MZEIDETHENZIPT KL A
DIEED R Y NI —ZIZB L, T 7 AN DO AZ BT D ET—H DB Tb—T 4
T ENDARMENRD D & &L, ~AZEERRTET 2LENH Y 9, WG PEI28, IPr—%
Jb 7 —)11210.10.10.0/255.255.255.0 7 KL AN EENTWDHLE T, ZiUxT 74V h T2
FAAXRY NU—=27 T, ZHUCE>T, VPN IAT UV I REESERA I —T = R
T10DHRy NT—=VNOERRDLZY TRy NMIT 7 EATHMERO LGS, V—T 47D
A E C D vl RetEnydb 0 47,

il -

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

a—HYmEM
Fg

A=W ANZRT— N BRORHE L~V ZAERR L £7,
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KEVi b5 VR T4 —L+y bERIBIKEZ TAR—FILOMER .

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

51

Hostname (config) # username testuser password 12345678

IKEV1 FS R D4+ —L vy FEEIZIKEV2 TAaR—FI)LOER

ATy I

ESin==s

COWETH, FTUAT7y—A vy b (IKEvl) BXO7oR—1 (IKEv2) ZRETHH
BIZOWTHBALET, FT7o A7 —2b%y ML, B LFXERIESF X2 HAEDEZD
DTI,

KOFIETIE, IKEVI BLOIKEV2 72 R—HF L E2ERKRT D HEEZRLUET,

FIE

TS EAMEMERT D12 S5 IPsec IKEVI B 5L L Ny a2 T4 Y XL ZHRE
FTHIKEVI F 7 AT 4 —h Y hERELET,
crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption (21X, IROWTHNDEZFREE L £,
* esp-aes : 128 ' b ¥ —T AES #4255,
s esp-aes-192 : 192 ' b ¥—"T AES i3 5354
* esp-aes-256 : 256 £ b ¥—"T AES ZfEH T 5554
* esp-des : 56 £~ ~® DES-CBC #3554,
« esp-3des : Triple DES 7 /L3 U X L& T 556
e esp-null : BF AL 2T L2WEGE,
authentication (Z(X, WROWTNLDELFEE L £7,
* esp-mdS5-hmac : /Ny > =2 73U XA E LCMDS/HMAC-128 Z {4 3 254,
« esp-sha-hmac : /v 3 = 7= X4 L LT SHA/HMAC-160 %4 4 5354,
« esp-none : HMAC #FEAEH L7254,
i

IKEvl h T A7 —h By NOREFIE

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac

ATY T2 IKEV2 7uR—¥/)L &y FaEs%E L, i S35 IPsec IKEV2 7' b /b, BiE{b, B LU

AT LT XL ERELET,
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esplI. W7/ EF 2T 4 A m— R (ESP) IPsec 7'm h /L &fiE L ET (BifE, M
—HR—=KFENTWD IPsec D712 k2L TH)

crypto ipsec ikev2 ipsec-proposal proposal_name

protocol {esp} {encryption {des | 3des | aes | aes-192 | aes-256 | null} | integrity {md5 | sha-1}
encryption (2%, IROWTNDELFEEL 7,
« des : ESP |Z 56 &' k@ DES-CBC W5t & 7 554,
*3des: (F 74/ F) ESPIZ YV DESHE BT VT Y X LEMEHT 5545,
«aes : ESP |2 128 ¥y h ¥ —Wi 51k C AESZ T 5454
e aes-192 : BSP {2 192 By | ¥ —WF 5L T AES #2554,
* aes-256 : ESP {2 256 &' | ¥ —HF 51T AES 2T 254,

e null : ESP IZKF 5L & FEH L2 W4,

integrity (21X, IROWTHNOEZIFEE L £7,
e md5 : ESP OFEEGHEREDIZHD mdS 7V 2 ) X LERIE,

ssha-1 (T 7 A/ 1) 1E. ESP OIEREMARED 7= DI K[EE L E HRALEIERE (FIPS) CTER
ENFEXFaT Ny TAITY XA (SHA) SHA-1 2HELET,

IKEV2 7' AR—H /L DR ETFIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal
hostname (config-ipsec-proposal) # protocol esp encryption des integrity md5

(o]
—TDEE
ot Zu—713, o pAdERRY o —Dal 7 g T, AAA —Z5RIT 5
VRN TN—THREL, BT A= ERREL, TI7ANNDTNVN—T R —EER
LEd, ASA L, bor i Z—T7%WNENCRTE L ET,
ASA VAT AT, 2ODF 7 H VN R RV TA—TRBHEDET, 1 DT 74/ DY
EFE—FT27EA RN T N—TThH D DefaultRAGroup T, & 9 1 D1LT 7 +/L hD
LAN-to-LAN k> 3V 7 /L—7"CTd % DefaultL2Lgroup T3, TN HD TN —FIEFTX F
T, HIBRIEITEERA, P 23— g T ENEZHBED oL Z—F
DIRWGEIE, ASAIX, N7 —7%H LT, VE— 77 &ALV LAN-to-LAN
Mo RN TN—T DT 74V F b FN RTA—=EEBELET,

FIE

IPsec VE— K T7278A b I 0—7 (B a 7 A0 EBMEENET) 2R L E
—éAO

b 7% X IPSec VPN
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ATy T2

ATvT3

ATvT4

ATy TH

s4+3vs su7rvvIons ]

tunnel-group name type type
151

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

FoxN TN—T—fRBHEE— NICAD £F, ZOF—FTIE, BAEHFREATEET,
tunnel-group name general-attributes

1 -

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

Mo TN—FIERT LT RV A =L RELET,
address-pool [ (interface name)] address_pooll [...address pool6]
i

hostname (config-general) # address-pool testpool

kv T v—" ipsec BIEE— FIZAD £7, ZOF— FTIL, IKEvI #EED 720 D IPsec
B DORMEE AT TEET,

tunnel-group name ipsec-attributes

1 -

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(EE) FaikA¥— (KEvl OA) ZRELET, F—I2iE, 1~ 128 LFO KT ILTFS
EIRETEET,

WS X2 VT A T T ITAT U AETTAT L bOF—IIFR L THAMLERH Y F4, FHh
HH X —DHY A X)NE72 D Cisco VPN Client 3t L LD £ 35 &, BT OREEICKRKR LD
LERTZT— Ry —=IU NI4T MZloTr ZIC#EEINET,

ikevl pre-shared-key key
i

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

ATy 9T <2y TOER

BAFI w7 7)) T h=o L, TR_RTORTA—INHREINTHODEDITTIERVRY o —
T L—FEEFZELET, ZHIZED, ASAITZ, VE—DRNT I RBRIZIAT U R EDIP
T RUARARRARET o O EZET N TEET,
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B s 7000073y T8BRATEEOOI TRy T IV RO

ATvT1

ATy T2

HAFIv 7 7VT b~y 7O bIE, BHRONTI VAT —A Ty hEBELET,
Flo, W—T 4 T HEARF—TNVIZTEET, ZHIZEY, ASAITER SN2 74T b
DN—TF 4 o TIERETE L., 1% RIP £7213 OSPF B TT RAZ A4 X LFET,

ROMENEFITLET,

FIE

EAFI w7 7 VT s~ TE2EHRL, ~v7DIKEVI h T VA7 3 —5 %y b FEZIXIKEV2
TaR—FLERELET,
< IKEvl AT, o~y REFEHLET,

crypto dynamic-map dynamic-map-name seq-num set ikevl transform-set transform-set-name

¢ IKEV2 D¥EIT. T~y REFEHLET,

crypto dynamic-map dynamic-map-name seq-num set ikev2 ipsec-proposal proposal-name

B -

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

EE) o7 V7 ~v 7 2 M VICESEEFICR L Cir— MNEAZA X—T LI L
F7,

crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse-route

51

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

ATV )T Iy TEFERTHE-OD0) Ty T T

U DERL

ATy T

TV T =yl 2 NI EERLET, LD, ASAIL, A4 FTIv s 7T v~
PHEHLUCIPsec TFX 2 VT 4 TV IZ—2alDONRTRA—RERBETHIENTEXET,

Zoavy RIZETAROBITE, 7V 7~y 74 I mymap, V—F v ABRIEL, A AT
Ry 7T N~y AT dynl T, ZOL4RNE, BIOETER LIZH DT,

FIE

FAF I IVT N~ TR FERTEHZI2V T~y 2 b BERLET,
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TAFAVTFER b E—RTOIPSec kB2 U E— ~ 77 £ 2 VPN 0EE [

crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

51

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

RTYT2 7VT b=y TaMA =T = A AW LET,
crypto map map-name interface interface-name

1 -

hostname (config) # crypto map mymap interface outside

ATFYT3 EEEra L 74Xl —2a VITHRFELET,

write memory

TILFAUTHFRME—FTODIPSeclKEv2 ') E— F 727 EXVPND
BXTE
UE—1F 7 7% IPsec VPN OB TEDFEAIC DN T, ROEELSHL T ESV,

A H =T A ZADHRE (4 =)

« 7 KL A F—LOFE (64—)

« —HDBEM (6 2—)

«IKEVl N7 U A7 54— &y NELITIKE2 7R —HP Lol (7 3—)

s NNV TN—TDEFK (8—)

cHAF Iy JIVT N~y TOMERK (9 —)

HAF I IV =y TEEAT LD ) P v~y T MU O (10—
)

JE— F 74t X IPsec VPN 0% E 5l
wOHNL, VE—K 727 &2 IPsec/IKEvl VPN R ETH HFEEZ TR L TWET,

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config) # crypto ikevl enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678
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B <1 7307%2F T—FTO@BER—Z IPSec IKE2 1) E— b 7 4 £ X VPN DREHI

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

woBix, VE—k 727t A IPsec/IKEv2 VPN # iR ET D HiEHER L TWET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

TILFAVTXRAFE—FTOEER—XIPSeclKEv2 ')
E— k 7%t X VPN D% EH

KROFIE, wVvFarTx A~ ET— RTHEES—2 JE— K 77 & IPsec/IKEv2 VPN H D
ASA ZRET D HEZRLTWET, ZOFITHE., AT L aVTHFRA MBIV —Y 2
TXANOETEIZOWNWT, TNENERERML F7,

VAT A AT XA NDRE

class default
limit-resource All 0
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5

. JE— bk 72X IPSec VPN



| yE—+ 75X IPSec VPN
TAFALTFHER k E— KTORES—Z IPSec IKE2 ) E— 752 VPN ozs ]

limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

Z—=HF AT XA NORE :

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) faaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) ftkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside

F 740 h TR, EHER—Z 7 54T B O IPSec/IKEV2 U E— k 77 & AL,k
VAV 7 —7 [DefaultRAGroup) (/SN E T,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) #exit

hostname/CTX2 (config) #
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class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX3.cfg

HAVT XA NDEBT 7 A )V VAT LOIER T, A4 A=, 707 7 A L73ED Cisco
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hostname (config-ctx) #storage-url shared disk0:/shared diskO
Z—HF AT R NORE

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl disk0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #fanyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6
hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn
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hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM_TrustPointO
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

JE— k 74t X VPN D #eeEEE

Haes Jiy—=x B EETEER
IPsec IKEvl BXOYSSL oY |7.0 UE— k727 AVPN %1 H
*— K 727 & A VPN THrE A F—FRy L

DTCP/IP %> hT—7 LD+t
XTI AT LT, 22—
YaE PR A MR 5 2

ENTEET,
IPsecIKEV2 D Y E— ~ 7 7 & | 8.4(1) AnyConnect Secure Mobility
A VPN Client {Zxf9 % IPSec IKEv2
R—IEMEE L,
UE—h 727 EAVPNOEHE 9-8(1) IPsec IKEv2 RA VPN (Zxf3 %
mobike AR — k, E£/314 )L IKE (mobike) D

R— 2 EBMENFE L,
Mobike 13512 F 12785 T
\i—g—o

IKEv2 RA VPN 5D 72 D
mobike HFRFD Y & — 2 L—
2T 4 Ty BB
T&E5H & 5 v 1kev2 mobike-rrc
avwy RBBEMERE L,

JE— bk 75X IPSec VPN .



B =+ 7ouxvenoneEE

YE—F 79 £ZIPSecVPN |

)1)—2x

<~NFarTFANE—RT
@D IPsec IKEV2 DU E— K 7
7 & A VPN

9.92)

AnyConnect °%— R /3—7 ¢
HuljE U~ — 2 [PSec IKEv2 VPN
IIAT VRN ILTFarT
FA b E— RTHMET 5 ASA
~DYE— b 77 AVPN
oy a v EMITEDLLD
2. ASA AT 52 L&
A—hrLZET,

. JE— bk 72X IPSec VPN



	リモート アクセス IPSec VPN
	リモート アクセス IPsec VPN について
	Mobike およびリモート アクセス VPN について

	リモート アクセス IPsec VPN for 3.1 のライセンス要件
	IPsec VPN の制約事項
	リモート アクセス IPsec VPN の設定
	インターフェイスの設定
	ISAKMP ポリシーの設定と外部インターフェイスでの ISAKMP のイネーブル化
	アドレス プールの設定
	ユーザの追加
	IKEv1 トランスフォーム セットまたは IKEv2 プロポーザルの作成
	トンネル グループの定義
	ダイナミック クリプト マップの作成
	ダイナミック クリプト マップを使用するためのクリプト マップ エントリの作成
	マルチコンテキスト モードでの IPSec IKEv2 リモート アクセス VPN の設定

	リモート アクセス IPsec VPN の設定例
	マルチコンテキスト モードでの標準ベース IPSec IKEv2 リモート アクセス VPN の設定例
	マルチコンテキスト モードでの AnyConnect IPSec IKEv2 リモート アクセス VPN の設定例
	リモート アクセス VPN の機能履歴


