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THEMEHALTOWDEAE, o— IV CABREIZY R— & EtA, u—T/LCAZRBDCA
D FMICEL ZEITTEFEEA, 2—I/LCAITLV— M CAICLENER A,

SUTBADINT) YD A A—D A RETSAR— kLB —T A

O—RKNRFG U T I TAETNAAZAFONRT Y v W) A v 2 —T 2 A AL T T A _—
b (NER) A v H—T = AZRET DT, WOFNEEZEITLET,

FIE

VPN 01— RRF o7 ary7 4 F¥alb—y gy F— T, Ibpublic ¥—7V— RZ$EEL T
interface =~ K2 AL, ASAIINNT ) v/ A V=T oA RAEHRELET, ZDa~v
RiZ, ZOTF AL 20— R RT 2 TDIODNRT Y w7 4 H—T = ADLRITE T
IXIP Y RLAZFEELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

VPN — RT3y v/ a7 X alb—v gy £— R, Ibprivate ¥— 7 — RZ$FE L T
interface =~ RZ AL, ASAIZT TAR— b A F—T =24 AEFRELET, ZOa~
YRT, ZOTNRARADOR—=RRT UL TDDDTTFTAR— K f U H—T A4 ADL4H]
FTIPT FLAZETELET,

1 -

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

ZDOTFNRAAZENN Y THEDDI TAANTODTITAFY T 4 Zi%E LET, EOFPHIT 1
~10TY, T4 4V T 1%, BERGELIIEGFOYAZ —TCEENEE LT X, 20
TNA AP T AR v AL —Zlebalieta R LET, 79443V T 4 2@m<RETDH L&
(& 213210) . ZOTNA AWM T AR v~ AX =27 ba[ReERE < 72 £,

i

T2 2E. TOTNRA AT TAZNTOT TAF VT 4 6%F 0B THIZIE, kOa~v R
FANTLET,

hostname (config-load-balancing) # priority 6
hostname (config-load-balancing) #

IOTAA ARy VU =2 T RUABBEZBEMT 25813, 7731 ZTEID 2 THIZNAT
T RLZZEEL TCnat I~ FEANLET, IPvABEWNIPVv6 7 FLAZEHET D0, T
INAADRA NG ERECTCEET,
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n—knRsvyvy v529Ek0RE [

1 :

72 z21E, ZOF A RITNAT 7 R LR 192.168.30.3 8 L T8 2001:DB8::1 2% YT 5H|T1%
WhDa<vr ReEASILET,

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

A—k NSOV T VSR BHEDERE

ATy T

ATy T2

ATvT3

7 TAERNDETNAADO— KNRT v 77 T AZ/MEERET HITIE, ROFNAZ FET
L/i‘g—o

FIE

Jua—sL a7 4 ¥ alb—3 3 E— KT vpnload-balancing =~ > K% AJJ LT, VPN
O—RARFU v TR ELET,

1 -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

Z #UTC vpn-load-balancing 2> 7 4 ¥z b — 9 F— RIZABLD, ZITEYOr— KA
FrovrTREERETCE ET,

COFNRAANBLTCNDY TALZDIPT FLAETITRELEN FAAL L4 2R ELET,
o=y Rt MBS T ALK ERTH—DOIP T FLAE7-1Z FQDN ##E L E4, K
I TAXNOTRTOASABEETEHRT Y w7 73y bOT RUAFHANNS, IPT
RURZEBIRLET, IPv4 7 FLRAEZILIPv6 7 L A EZIRETE £1,

% -

7-e2iE, 7I9AZIPT RL A% IPv6 7 R L2 2001:DB8:1 IZHRET AL, ROavw R
EATILET,

hostname (config-load-balancing) # cluster ip address 2001:DB8::1
hostname (config-load-balancing) #

TIAFR— R ERELET, KO~ FiE, ZOT A ARBIMT A8 5 A % D UDP
AR—FEHEELET, 774/ MEIX 9023 TT, BIOT 7V — 9 TIDOR— FMEH
ENTWABEEIE, a— R AXT v 729 % UDP s — B2 AN LET,

1 -
T2 2iE, 7T AR R— & 4444 IZERET HIZIE, koa<w> FEAHLET,

hostname (config-load-balancing) # cluster port 4444
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ATvT4

ATy TH

ATvT6

hostname (config-load-balancing) #

(FEE) 7 7 AZITHT % IPsec ok e A X —T7 M LET,

F 73 P TIER S LI S EEA, 203~ RiE, IPsec i B{bE 4 2 —7 NV E7-1%

TAE—TMILET, ZO0OF =y 7 BEERET2EHA1L. T HAMEBEREZEE L TR

RETDMENH Y T, WAEZ T A X ND ASA 1F, IPsec i L C LAN-to-LAN k > /L%

MTEELET, TS A THESNDZTRITOO— RART U ZIERBIE S LS D &

INZT DI, ZORMEEA R—TMZLET,

GE)  MBEALEREATIHA. FRICa— ATV VTN A v X —T oA ARFRE LT
BLMBERHDET, TOA L H =T 2 A AR — KT UV ITHEA LV H—T =
AATAR=T VIR > TOWRWGS, 77 AZDOB{bERELL) &ETHLx
F— Ay B—UNRFRINET,

7 TAADEFALERE LI &0 — RRT UV U TNEA V H—T = A ANA
X =TI o> TNT, AR FAZHNOBINT NA AZRET HENCT 4 E—T7 L
(272 o785, participate =~ R& AJ)9 % (£721%. ASDM T, [Participate in
Load Balancing Cluster] = v 7 R v 7 A% A 12T %) &, =T — A vbE—URE
REI, EDT T AZZKT DR F0IEA R—T 720 £H A,

7 7 AZ DI FbEERT 2121, 88 LI2WEA % —7 = A AT crypto ikevl
enable =~ RZfEH L £9,

51

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

7T AL DI FALEA X —T T H5ETX. cluster key =~ 2 R%& AJJ LT IPsec LA L
BEMLIEETALERHY £, Z0a~<r R, IPsechfSf{bz A x—7 ML THIEA.
IPsec 7 BICHAMBEEZRE LE T, By 7 AANT DT, #EfiT D7 A% Y 27 LT
L LTERRINET,

1 -
7o & 20X, WHMEE®RE 123456789 IR ET HIZIX, kOa~vy RE AN LET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ RZ AN LT, 7 TAZ~DIZDT A ADBMNEA F—T NI LET,
i -

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #
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sl K44 Vv REEALEY S Ly avosx—Tuit ]

RDZRY
BEDASA /) — KRB a— R RXZ 0 7Dl 7 AX{E L, AnyConnect 7 7 A 7 > b
Bl 7 )L — 7 URL O RSB 254, s D ASA / — RTUTZTHILERNH Y £,
BV~ N T I RAEE IO T 7 AN, KO — R RGBT G AR T RL A
(IPv4 B LV IPv6) D7 V—7F URL #HELE T,
cZD/)—FRKOVPNE—RNRF2 7 87 v 7 7 RLRICK L TZL—7 URL &%
H/:E_‘Li‘é‘o

tunnel-group, general-attributes, group-url =~ > N&fHEH L T, DV /)L—7 D URL Zi%E
LET,

STEEEBMHRKAAVEEFERLEUSALYS30DA42—TILiE

ATy I

ATy T2

TT7ANBNT, ASAIZT—RNRT U T VEA LI aDIPT RVARTE I A7
MZEELET, DNSAIZESSFEAEREH SN TV DLGE. TOMAFRIZ Ay 77 v 7
TNRARZYEA VT SENTz & &I\ £,

VPN 7 A4 7 v NEERID Y T AB THRA A (7T AZNORID ASA) 12V XA L7 hF
HEXIZ, ZTOASAIXVPN Y FAHX v AL —L LT, DNSWiLy s 77 #EHL, 0D
T IR TNRAZAD GMBIP 7 RLATIE2L) EREM NAA 4 (FQDN) ZiE{E TX
£7,

VPN B— RNRZ 7 F— R CREBH NAA 4 EFEH LY XA VY heA x—T )b
FRET 4 =TT DL, Y=L 3T 4 X o b— g v F— KT redirect-fqdn
enable =~ R&ZEHALES, ZOEELX T 74V TIET 48— NMITR->TVET,

IR HEIIZ
JIGAENDO—RNRG T TR AT RTCOIRBLONEH A Y NI —F A 2 H—
T A AE, FLCIP Ry hU—7 BICHEETHALERNH D 9,

FIE

redirect-fqdnenable =~ > RZ{EH LT, v— RN T 27 O7HDFQDN O 4 A 1 —
T LET,

[no] redirect-fqdn {enable | disable}
1)

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

DNS #— 2, & ASAME A v X —T oA ZADT N EZBMLET (= N DBFEELR
WIGA) o ENEND ASAINEIP 7 KLU AZ, v T v 7HIZZEDT KU AZBEESMT 5
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B veno—knssooromEm

ATvT3

ATy T4

NIEDNS =2 MU BRESNTWOMLENRHY 3, ZAHDODNS T b YTk LTiE, #
N I T T HA F—TMITLHMNERDY £7,

dns domain-lookup inside =~ > RZfHEH LT, ASA TDNSA v/ 7 v %A X —T7 ML ZE
T inside DIFSIITIE, DNS h—_~D)b— hEZFEOLEEDOA VX —T =4 AEFELET,

ASA TDNSH—RIP 7 RLAZEFELET (il : dns name-server 10.2.3.4 (DNS H—/3D [P
T RLRA)

VPN O— K NS VT DFREH

HEADVPNO—K /NS5 CLIETE

O— Ky

A —

‘S Y

WIZ, BREBHFIRAL LDV EAL VI Nl F—T ML, ZTAZDNRTY v
B =Tz A% test LIREL, VITARAXDTTAR—K f X —TxA A% foo
ERET DA H—Tx A Aavr Re@le, VPNR—RKRT o7 avs Fi—
U ADRER LET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if) # ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

UG DR

H—RNRFG T I TAEDY AL =X, T2V 7T 477 AnyConnect &t v a v, 77347
Yhr Aty vary, TLTERESNEHIREIZT A &y AFHIRIZES S R v
arnhbH T TALZNDE ASA OB A v —CEEHICZELET, 79 AXNOHD
ASA DFEN 100% WS IEXWTH D ERINIGE, VTAF v AZ— X ITKLTE D
Wi VA A L7 b AHZ LIETEERA, ASARWVASIENWTHD ERENTH, =2—HIZ
KoTIIET 77 4 7T EITHERFBEDIRIEL 20 . T4 AEWEETHATREMERH Y F7,
MR & LT, By v a v AiciInl, By ia v QN SIET 7T o TIREEDE »
Voa VEEGIWTEEDRS ASA I Lo TRt SN E T~ N U 7 7 L A -sessiondb summary
awr REZRLTLKESY, 2F0, 77747y aids T AN v AX—IZHE
ENFEHFA, ASAN GET 7T 47ty aidlloT0) Vol o THWAEATYH,
I TG AR AL TG U TR A ASAICSI &/ U XA L7 hLET, ASADBH LW
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BEiEZETDHE, BOLELIET /T 4 7o Wity v arha 7S, HrLvgE
BNFDTA B AE T ET,

WOENL, 100D SSLE Yy ay (FIZTF4T7DR) & 2% DSSLARERLTWET, =
NOHDOEFITIX, T VT 4Ty ya  digGEnTnWETA, 2FE0, ET 7T 4T 72
Toiaiiu— R ARNT UV TOAMIIEZ DN EE A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 0 0 0 0
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