VPN O 4V E8 AAA H—/\DEEE

« SN AAA H— IO T (1 8—Y)

« SN AAA P —RELHTDBEOTA KT 4 2—)

« BHGEAEZRGEOHRE (2 —)

« VPN @ LDAP #FF[DXE (3 ~—)

« Active Directory/LDAP VPN ) &— k 7 7 & ZFFa[ D] (5 ~<—)

5458 AAA B-—/\[Z DNV T

Z D ASA X, #MT O LDAP. RADIUS., TACACS+ V- — & LT, ASA OFRGFE. A, 7
HIUT 427 (AAA) ZHR— T2 LI ICRETEET, SMBAAA P — 3, RESH
7 e A EBHEEH L ET, AME—"ZEHT D L0 ASA 2R ET LA, #H
U)72 ASAFFRIBMEZIEE L TOOMTAAA T —NERE L, TNLHOREOY 7' v F)h B FFE
DT 7% AFFA 2l 2 D2 —FIZEN 0 B CTHLERH Y £7,

HFRIEMEDOR O—ERDHE

ASA 1T, =—WRAEME (= —VPHEFFE 1T —FHERR & bIEENS) % VPN #5503 H
HBIEDDN DD FEEZFR—FLTWET, ASAZHTL T, ROWVTINIOOMAE Y
Nha—YEE2ZERETE £,

cASADEAFI v TUEARY — (DAP)
« SN RADIUS #7213 LDAP GRGEFS K OFF A — (B L O D)
cASADTN—TFKRY v—
ASA VT RTOY —ANbEEAZET L L. TNOLORBMETFMESh TEHN S, 2—F
AV —lZElEsnE T, BIEOCH TEENH 256, DAP BYESELINET,
ASA IZRDNEFF ClEMEZ#EH L E7,

1. ASA E® DAP EME : N—T 3 2 8.0Q2) CEAISNZZOEMIX, Lo EOEMEL D LE
ENFET, DAPNTY v/ ~—27 £7ITURL U A MERELELAIE, J—F KU
V—TEREINTNWDL T v/ ~—7URL Y A ML bEEInET,

VPN D 4488 AAA H—/\DERTE .



VPN 0415 AAA H—RDEE |
B ssmanny— S zERTaBOHA FS1>

2. AAA'H‘“*/\J:@:L““'H-)%ri g ']j-mun mL‘Tz) EEIJJTKM‘: P—\In5 Z wﬁliﬁ)@é
NET, TNEDEME, ASA DT —H )L AAA T —F _XR— A THA DL —PFITHESI N
TWBEME (ASDMO=—H 7T h o b)) LREFELANVEIICLTLIEE N,

3. ASA CTHREINTWSZ/N—7 KU — : RADIUS ¥— 35 —H |2 %} L C RADIUS
CLASS J&VE IETF-Class-25 (OU=group-policy) DIE R S NT-5E, ASAIZED2—V %
B CLRID I N—T R —| MEL‘%@&»~7T)/—®E@®5%‘#—Nw
SilKENAAWboEEHL £,

LDAP H— T3, (FEOBMELZHFEHL TE Yy a DI N—F R L — 5B ETEF
T, ASA RITERTE S 7- LDAP Bt~ v 712 X T, LDAP J&M:2° Cisco @k
IETF-Radius-Class |2~ v B> 7 &N E 1,

4. BT 77 A4 (CLITIX TR Z—7) LREINET) ICk->THEIV Y THR
T N—T"RY o— 7 a7 7 A VITIE, HEROFRERENE N TV DI, WREE
B —PICHEHESNDT 74V DI NA—T R —RNEENTUWET, ASA ICHE:
LTI R_RTO2—FE, BN N—TICFELET, D7 N—7T, DAP,
=" BIREND2—WEE, = —PFIHD L TOERNTHD I NA—T KR —IZiF 20
BN ET,

5. ASA CTHIV U ToHNLT 740 DI N—7 K — (DfltGrpPolicy) : VAT LADT
7 4V MEMIE, DAP, —HF @, S —TRY o— BT e 7 s AV TRELTWY
HiEZ R L ET,

SMERAAA B — N\ ZEFERT DREDAA K314 >

ASA VT, BUED 1D TiE7 < BAICHEASWT LDAP BYEAE A LE ., RADIUS BYEIZ. 4
A CIE < EEID Ik CGEA SN ET,

ASDM /R —<0 5 2 7.0 D LDAP JBPEITIE. cVPN3000 'L 7 ¢ v 7 ANEGENTWET, ASDM
N—Ta v TILBTE. 207 L7 4 v 7 ZAFEIRSTWhET,

LDAP Jg 1%, RADIUS OE|ZFH I TV 5 RADIUS BiEOY 7 v FTY,

*E’?kﬂ I:IIE Eﬂ % l:l:lI.\_IEO) EQEE

AnyConnectSSL 7 7 A4 7 b 7 ha /L L IKEV2 7 A4 7 b e havzEH LT, &y
Va vy T EICERORBFEERAETE DL L IRV E Lz, 72 2iE, ~ v VREHEORI TN
FEDCA L BT HILTT A ARBRENOLIIGINIZT N, ATHDH I LR T E
R

%Eiﬁ%ﬂz%%j_7oi/5 V%{fﬁﬁ@—é }: nﬁwqi%k L/f;'? //klﬂ'ﬁ'ﬁjﬁ‘@pﬁﬁ ElﬂlLADJth) T
2720 FET, 24T arPNRTUE, WA TIERL —FOADFEAERFELIMT O Z &0
TExEHA,
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| VPN 4R AAA 5 —/\DERE

ven o> oap T 0 i

2 —HPFHDOFERIAS 7 4+ —/ R TIE, zsa®(n%ﬁ)ﬁ%%®74%wﬁ%%ﬁb\mm
B L OGEAEGRREE A O CURED AAA BREIZHER T2 28 TExET, 774~ &tk
T FE) O FGTOREMATOL—FLIE, BIZTZTAT LV I 6ZELE2OHD (2—)
REAEN GG S LE T,

BHGEAERGETIL, 200FEHENRIEESNE T, 774 TV M BZELTE22OHD (22—
W) FERET, FRIANB L OGS EE RO —H LD T T4 <V BLNE XY 2—F4
W2 K DR RS T,

BEAF DOFEAE webvpn JEMEIX, BEGEAEREOA 7 a v 2805 L) ICEFINET,

tunnel-group <name> webvpn-attributes
authentication {[aaa] [certificate | multiple-certificate] | saml}

BHGEAEFEFETIX, 20T ARAET oI H S NZFEHED 7 ¢ — /L RIZHES
TR —REEITO Z &75“(%&’% BEGEHERIETICZ 94 7 v b= fE LI —3
BLO~ YU OREAEIIDAP (Cu— F&h, iEHED T 4 = RICESHTRY —2@E
THZENTEET, BT E2 T ELIIES T ALV ERETEDLLIITH AT I D
77 ®ARY — (DAP) MM L CHEHEGEAEREZ BT 5121%, [ASA VPN ASDM
Configuration Guidel D)7 U UV —A D [Add Multiple Certificate Authentication to DAP| %%
LTI ZEY,

VPN O LDAP 5 0] DR E

&

ATy T2

WWT&tx@kw@memﬁﬂmﬁﬁét,MAmmeE@%L#LMW%~A o)
LT/ —%FTLET, BEINOOREMICE. VPNEy v a V@SN 38Ba 5 —#
NEENET,

COHARAD AL EFBORRDFH [ EZLDAP T 4 L7 v Y =BT 5 2 L3

FRGENHY £3, =& 21E, FBEEIC SDI £ 72ITAEFHES — 2 HEH L W D54, Rl
WITEESNERA, ZOHE. lwﬁmTT X, HAFORNZICLDAP T 4 L7 U D

V—% (79570, BIEERAIL2 2OXT v 7 TIThET,

LDAP %] L7= VPN o —FZFa[ %3 E T 51213, WOFIEEZ 4T L,
FIE
AAA =8 TN—TZARR L £

aaa-server server_group protocol {kerberos | Idap | nt | radius | sdi | tacacs+}

51

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

remotegrp & WD AHID IPsec VE— k 77 A M F—T%ER LET,

tunnel-group groupname

VPN M 5158 AAA H—/ D ERE .
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B venowar sE0zE

1 :

hostname (config)# tunnel-group remotegrp

ATV T3 =N T N—TL b T—T wBEA T £,
tunnel-group groupname general-attributes

% -

hostname (config) # tunnel-group remotegrp general-attributes

ATy T4 LIEMER LTZREED 750D AAA T — X T —FITH LW b L Z— 7 %5 ) YT E 4,

authorization-server-group group-tag

51 -

hostname (config-general) # authorization-server-group ldap dir 1

1

KIC, LDAP ZEH L7c 2=V M2 A d o2~y FofilzmLEd, ZoflT
IZ. RAVPN £ WO AFTD IPsec U E—h 727 A b Z—7%Ek L, T
WIZVERR L TH DFFATH D LDAP AAA H—/N T —ZZDH L b v T —7
ZEID BT TVET,

hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # authorization-server-group (inside) LDAP
hostname (config-general) #

CORERTET LIb, kDavy FEANLT, T4 L7 MY SRAT—R F 4L
7 b URRBROBRMRR, 7T 4 L7 b UREOHIPEL &, JBINO LDAP §FFr[ /8T A —4 %
RETEET,

hostname (config) # aaa-server LDAP protocol ldap
hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host)# ldap-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree
hostname (config-aaa-server-host)# ldap-login-dn AD\cisco
hostname (config-aaa-server-host)# ldap-login-password ciscol23
hostname (config-aaa-server-host) # ldap-over-ssl enable
(

hostname (config-aaa-server-host) # server-type microsoft
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| VPN 4R AAA 5 —/\DERE
Active Directory/LDAP VPN ) E— k 7 ¥ £ REFa] Dl .

Active Directory/LDAPVPN ') E— k 7 & X EFa] D45

Z OIATIE, Microsoft Active Directory H—/ 3] L TV % ASA TRRGER L OGR AT 2% &4
LIODOFNEOH Z R L ET, T 2HBITKRD &Y TY,

s 22— P R—2OBHEORY v—wH (5 <X—)

HEED T N—T R Y L —~D LDAP 2 —H DR E (7 <—)

» AnyConnect h > RIVDAXT 47 IP 7 RLUAEY L TOwEM (8 X—)
XA NYNA CFHFAEITIEST 7820 (10 X—2)

« 0 7 A R & Time-of-Day /L— /LD (12 ~<—3)

Z DA DR ERFNZ DUV TIE, Cisco.com (ZHDHIRDT 7 =J1)v ) — F B LTI ZE0,
+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login/]]

A—F R—XADRHEDKR') —iE A

ZOFEITIE, =PRI OM S NN —%2FR LT, EHED LDAP B ZBEM O F—[EH A F
M (VSA) I~y B 74505k 158 EOLDAPEM% 1 L Ed CiscoLDAP B IEIZ~
V45 5EE R LET, ZOME, IPsece VPN 2 7 A 7 > b, AnyConnect SSLVPN 7 7 A
T, V74T MU ASSLVPN 2 8 CPOEERZ A I b S ET,

ADLDAP #— " ETRRIE S e 22— I 5 F—Z 8 2 121%. [General] #Z 7 @ [Office]
TA—NVREEHLTAT—=TF A2 AN LETS, ZDOT 4 —/L FTI,
physicalDeliveryOfficeName & V9 A RTD @AM H L £ 7, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl (2~ v B> 7 F B~ v 7 2B L £9°,

FBFEMF, ASA (X —/3/ 5 physicalDeliveryOfficeName DfE % ifs L. % DfE % Cisco JBME
Bannerl (v v B 7 L TCa—HZF—2RRLET,

FIE

AT TN a—V4%457 VU v 7 LT, [Propetties] ¥ A 7 10 7' 7R v 7 ZAD [General] ¥ 7 % B &, AD/LDAP
J&ME physicalDeliveryOfficeName % {#i 19~ % [Office] 7 4 —/L I F— FTF A M2 AN L E
D

VPN D 4488 AAA H—/\DERTE .
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| T g T g : Eaere]
o= Bm 5| XE m%l@l"*ﬂﬂh? ﬁm&l'lﬁd&ms|m:mﬂ] Frofils | Telephorss | Digarization
<) Aative Divectocy Lsss. and Comiites [Users 31 objects ﬁ e
-] Saved Gueries e G =
= iﬁ Em;iLm'cum EDnstdaneFr... Security Grou [

B n

-] Computers i i Eirst name; {Usen Initats: |

monmain{:um... Securiby Grou
L3 Domak

i} ‘ﬁl 5 & Cunh:nlllarl: 1 m[)nmain Cont... Securiby Grou Last name: I
G o o §Dnmaiﬂ Guests  Security Grou ;

=
s Domain Users  Security Grou Digplay name: iLlsurT
Enterprise A...  Security Grou Wis
€0 changs Do, Securby Gy DSsErElion |
mExchangs En... Security Groug

gl;mq: Paolicy ... Seourity Grou RS I e LA *

Guest User
HelpServices.,.  Security Grou §
s wes o Qther..
£ 1=r_poC User E-alt [
€ IWaAM_PDC  User
Marketing Security Grow Weh pags: I Othes...,
%RAS and 145 .., Security Grou
Sales Security 5rou
€5 schema fdmns  Security Grou
€ SUPPORT_38... User [ ok | concel | ooy | el |
ﬁTulnutChnls Security & Ol e T
7 Usert Lser
|4 ’ | ._'..i ﬁwms Usess Security Group .., Members whio have visw-,., =

330370

AT 72 ASA TLDAP B~ v 7 H{ER LT,
Banner &\ 9 ~ v 7 Z/ER L. AD/LDAP J&¥% physicalDeliveryOfficeName % Cisco J&14: Bannerl
W~y B LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

ATw 3 LDAP Bt~ v 7% AAA Y — BRI £ 97,

AAA =N 7 —T7"MS_LDAP DR A b 10.1.1.2 D AAA Y —/N KA F a7 4 Fal— 3
v E®— R L. DAER L7 @ik~ » 7 Banner 2 BT £97

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

ATV T4 NF—OEMAET AN LET,
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| VPN 4R AAA 5 —/\DERE

BEDTIL—F K o—~0 AP 1—40RE ]

BEDTIL—T RY —A@LDAP 1—HDEE

Z OHFlIX, IPsec VPN 27 714 7 > . AnyConnect SSLVPN 7 7 A4 7~ /74T FL A
SSLVPN 72 &, O s A 7 ICblHINET, ZOBITIE, Userl 137747 ML R

ATy T

SSL VPN #5fi#t T L £77,

LDAP = — W& FED 7 /V—7 KRV > —ITELET S IZIE, [Organization] % 77 @ [Department]
TA—NVREER LTI NV—T R —04HT2 AN LET, RIC, Bt~y 72 Ek L.
[Department] % Cisco J&: T# 5 IETF-Radius-Class |2~ v B> 7 LET,

FORERF, ASA 139 — 375 [Department] Ol Z i L, % OfE % IETF-Radius-Class {2+ v £
Y7 LT, Userl 27 V—7 R —IZfELET,

FIE

2—HH %I U v LT, [Propertties] ¥ A 7 17K > 7 AD [Organization] ¥ 7 % [ & |
[Department] 7 ¢ —/L KiZ [Group-Policy-1] & AL E T,

4% Active Directory Users and Computers i I

e Acion Vew window telp

- EE L0 XF B 2 0
ega Active Directory Users and Computer | Users 33 objects
[+ Saved Querias Hhe T
=g demD, 3500, oM Domain Com...  Sec

[#-{_] Buikin

= [ Camputers

{2 Domain Controlers

{1 ForeignSecurityPrincipals

Domain Cont,,. Sec
gboman Guests  Sec
Domair Usars  Sec
EEnterDrise A, Sec
Exchange Da... Sec
ﬁExchanqe En... Sec
ﬂsruup Policy ... Sec
%Guest Use
gHebSewlws. -
MIS_WPG Sec
€ Wsk_pDC Use
TWAM_PDC Lise
gl“larketlnq Ser
RAS and IAS .., Sec
Sales Sec
Schema Admins  Sec
SUPPORT_3B... Use
Talnet Cents Sec
fRwNs Users Sec
Lser1
ﬁGruupl

Lise
Sec
€0 croupz

Sec

] —
[

i

Membes OF | Dishn | Erwionmert | Sessions | Remete corticl |

Teminal Services Profile | COMs | Ewchange General |
E-mailtddiesses | ExchangeFestwes |  Exchange Advanced |
Genesl | Addiess | Account | Profile | Telephones  Drganization
e %
Department | Group-Policy-1 -*-——__
Company |
~Manager
Harne: I

Change... I Eroperties [Tl
Dingct repaorts:

0k | Concel doply deb |}

=101 x|
2144

[+]

ATV T2 IDAP 2> 7 4 FXal—arvoE~vy 72 ERLET,

AD &1 Department % Cisco J&4 IETF-Radius-Class |2~ v B> 7 LE T,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class

VPN M 5158 AAA H—/ D ERE .

330a72



VPN D54 88 ARA H— st |
B Anvcomnect Lo RO AT 9o IP T ELREIY HTOER

ATw 3 LDAP Bt~ v 7% AAA Y — BRI £ 97,

AAA F—N 7 )L—7" MS LDAP O A K 1011212 L TCAAA Y — NFKA N a7 %=
L—a = RatE L, B L2 B~ » 7 group policy % BHEIfHIT £,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map group policy

AT v T4 H—30 [Department] 7 4 —/L FIZAT]ENTW D Z)V—7 3R Y 2 — Group-policy-1 % ASA
Bl 2—FICEID B TOHMARY —BIEERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo
hostname (config-aaa-server-group) #

ATYF5 ZDa—H L L TVPNER AL L. Group-Policyl 25 D JEM: (38 L OV DI E A IHE 2.
FTITFINVEDITN—T KR —nbDEM) By a ARSI TS Z L 2R LE
R

AT w76 FilE EXEC &— KT debug ldap 255 =~ > K& A 3 —7/LIZ LT, ASA &V — DM DIEE
EE=HALET, Z0Oavwy Ko OMADFZRIRLET, Zhud, EERLA vE—UN
PMND LD ITHREFHTT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect >V RILDRBA T4 v Y IPF7 FLREY HTOEA

ZOHNE, IPsec 7 T AT 2 RPSSLVPN Y T AT R ED TV R XV T T 47T > MIiE
AEnEd,

A BT 4 w7 AnyConnect A %7 w7 IPEID ¥ TEEM I 5121, AnyConnect 7 7 A 7 > b
=P Webl ZAXT 4 v 7 IPT RLAZZETHLIICHREL T, £DT N A% ADLDAP
H— 30 [Dialin] # 7' @ [Assign Static IP Address] 7 4 —/V K (Z D7 4 —/L KT
msRADIUSFramedIPAddress BPEMEM & 5) ICASI L. ZD@EM%A Cisco JBME
IETF-Radius-Framed-IP-Address (2~ v ' 74 D @i~ v 72 Eill L £,

SHAERFIZ . ASA XU —/30>5 msRADIUSFramedIPAddress DA B L. F D{E% Cisco @M
IETF-Radius-Framed-IP-Address {(Z~ v B> 7 LT, Userl ICAXT 4 v 7 7 RV AZELET,
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| VPN 5185 ARA 4 —/\DEEE

ATy 1

ATvT2

ATvT3

AnyConnect bV RIJLDR AT 1 v 7 IPF7 FLREIY B TOEA .

FIE

a—Y4EHZ Y v 7 LT, [Propertties] ¥ A 7 1 7R 7 AP [Dial-in] ¥ 7 % &, [Assign
Static IP Address] = v 7 Ry 7 A% A2 LT, 10.1.12 L WH IPT RLAE AN LET,

£ aaatme User 21%|
ﬂ Admdnistr ator User - -
mCett Publishers Secul TM Services Profie I COM+ I Exchange Genera)
mDHCF Admiristrators Secul E-mail Addreszes l Exchange Features [ Exchange Advanced
DHCP Usars Sepy  Oeneral | Addess | Account | Profile | Telephones | Oiganization
ngmins cecy  MemberDf  Diakin | Erviorment | Sessions | Remele conul
P DnsUpdatsProxy Secul —Remote Access Pemission (Diakin o VPN]
mDumain Admins Secul
Domain Computers Secul " Allow access
EDcmain Controliers Secul " Deny access
EzDumain Quesks Secul - —
gDmin iare cecy | [Contiol access through Hemote Access Policy
Enterprise Admins SEeul
mEm:hange Domain Servers Secul x Yerly Caller-|D: I
PR Exchangs Enterprise Servers Secur [ Callback Options
%GW Palicy Creator Owners Secul ' NoCallback
mzm; 2| Getby Caler (Routing and Femote Access Senvios ank)
B Guest User | { Abways Callback to: [
gHebServlcesGroup Secul
1I5_WPG Secu | Assign a Stalic P Address I T e —
7 wuse_poc Lser :
I rwam_poC User |1 ApplyStatic Boutes
grﬂaﬂuetlng Secul | Define toutes to enable for this Diakin
RAS and IAS Servers Secul connechion.
deﬁ Secul
ESE"HHE Admins Secul
SUPPORT _366945a0 User IT' Cancel Apoiy T
mTehetCIients Secul
ﬂ Liserl User
E VPN_User_Group Lser Welcome LDAP WPN_Liser...
£ wiebi User
[ﬂwmﬁ Users Security Group ... Members who have view-...

KIZRTLDAP 22 7 4 Xalb— a3 VOB~ v 72 ER LET,

[Static Address] 7 4 —/L R T S 415 AD J& M msRADIUSFramedIPAddress % Cisco J&

IETF-Radius-Framed-IP-Address 12~ » > 7 L1,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress

IETF-Radius-Framed-IP-Address

LDAP Bk~ v 7% AAA Y — NIl I £,

AAA Y — X 7 )L—7 MS LDAP O A K 1011212 L TAAA Y —/NFKA R a7 %=
L—a vy B— REBfia L, B L2 B~ v 7 static_address Z BE#fT 1T £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

VPN o s+88 AMA H— D E I}
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B s vrromasrrEsT o 20ER

ATv74

ATy TH

ATvT6

hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > K723 AAA ZfRET D KX O ITRIE SN TWD N E D Il 2
ez, a7 4 FXalb—a OO ERRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7 b & O et LE T, — S TEREI L, ASAIZ~V BV
TENTIPT RV AZa—FRZET 52 L2l LET,

show vpn-sessiondb sve =~ REfEH LTy a VoOElAERRL, FIVYToHRIET R
LV AZRER L ET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BAXIA VERFEIFES7 7 XADEA

ZOBITIE, 2—FICLoTHAIEND b 7 Fu haLz2fRET % LDAP &t~ v
7 Z2VER L £, [Dialin] # 7 OFFA]T 72 A LESRT 7 & ADOFRE % Cisco B
Tunneling-Protocol (2~ > B> 7 LET, ZORMEITIKROE Yy M~y FlEE2YR—FLET,

& foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 2547 kLA SSL

32 SSL 7 A 7> bk : AnyConnect £ 721X SSL VPN 7 Z A4 7 >
S

. VPN D 4}88 AAA H—/ D E&E



| VPN 4R AAA 5 —/\DERE

&

g4v N4 vraErEE7 s e 20ER |

& krxyrg 7okan

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec [XRIFFICIZH H— F SN E A, ZO70, {4 & 8 1M
AL 720 £,
(2) E1 &2,

ZORMEEFEHAL T, 77 k3o [Allow Access] (TRUE) 7213 [Deny Access] (FALSE)
DEMEEAFR L, 2—FRT 7 v A &G S22 HiEEEH L ET,
BAXNA VAT 7B AEIIES T 7 B A0@EMAICET 2 Zomoflicon Tk, 77=
J1)v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Examplel] ZZM L T 7Z&0,

FIE

a—W4EH2 Y v LT, [Properties] ¥ A 7 177K AD [Dial-in] ¥ 7 %, [Allow
Access)| A7 v a v Ry =7 Vv LET,

2

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

---------------------

" Deny access

" Control access through Remote Access Policy

™ Verify Caller-ID:
Callback Options

& NoLCallback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to; |
™ Assign a Static IP Address I
Apply Static Routes
[refine routes to enable for this Diakin EI SO tee |
connection. SLalic-FrOulEs ..
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VPN 0415 AAA H—RDEE |

B oo mra e Time-of-Day L—L0iEF

ATy T2

ATvT3

RATv74

GE) [Control access through the Remote Access Policy] 7> a > &N L 72HE 1%, —
MHMENRENT, WH SN DHERIZ ASA ODNEEZ V—7F R o —3REITHESNT
WESNET,

IPsec & AnyConnect D i} DEEGE A FF AT DN T4 T > b L ASSL R 2 i3 2 J@tk~
TEAER L £,
a) ~ v 7 tunneling protocols & ER L F 7,

hostname (config) # ldap attribute-map tunneling_ protocols

b) [Allow Access] 7% & Cffi [l £41 5 AD J& M msNPAllowDialin % Cisco J& Tunneling-Protocols
vy B 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

¢) ¥y MEEBEILET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA Y — BT £,

a) AAAY— X7 )L—T7MS LDAP THA L 10112 D AAAH—/R KA F a7 4 X2 b—
vay E—REBLET,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) 1Bk L7-J@PE~ ~ 7 tunneling protocols % BEHEAF 1T £ 5,
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols

B~y TRRELIZE BV ITHRET D Z L 2l L £7,

JIFAT 2 FUVASSLEMA L CERaRAET, —FIiE, HFrfSNTWRWEERA D =
A EREBORBOFINTH D Z ERBMINET, IPsec” 74 7 > bOEGITHS L ET,
Zhix, B~y P> TIPsec I b r U vy 7a ha /LR &N 57D TT,

04 # > B & Time-of-Day JL— /LD E A

WOBITIE, 77472 PV ASSL 22— (72& 2V R A N~ FF—) IZxy hU—7
NDOT 7 AT LM AR E L CEAT 5 HEE R LET,

AD Y —/ N EC, [Office] 7 4 —/V REFEH L TR— M —DARIZATILET, ZO7 14—
RCl%. physicalDeliveryOfficeName BPENEH S4vE T, WIZ, ASA CTRME~ v 7 Z/ER L.
Z D JEME% Cisco JBIE Access-Hours |2~ > B 7 LE 7, BGFERFIZ, ASA I
physicalDeliveryOfficeName il & it/ L T Access-Hours |2+ > B2/ 7‘ LET,

. VPN D 4}88 AAA H—/ D E&E



| VPN 05188 AAA H—/ D

0474 2 B8 & Time-of-Day JL— )L D& .

FIE
ATy 1 22— %EEIR L T, [Properties] 477 U >~ 7 L. [General] ¥ 7 & B & 9,
AT
:.v_iil:_twe Directory Users and Computers 20 x| :J.QI_E]
|<f Bl fdtion  Miew Window Heb | | | | =181 =
| g p— 1 Member Of Dialin Enviionment Sessions Remate: control Z |
5 7 | #
= |EE|£ " X & =E|@'Bmh? Temnal Services Frohle | COM« Exchange Genaral
q.'}.ﬂctr-e Directory Users and Compuber | Users 33 objects E-mail Addiezses Exchangs Features E=change Advanced
-0 Saved Queries Name Genersl | Addess | Accourt | Profle | Telsphenes | Diganization A
=&y ld_‘_"]"'“':m’":““ Dioenin Adming
[+ Euitin .
Diomesin Computers g Usenl
B I,‘—-l f-ompetees Domain Contralers
R Domain Conkralkers B s
- (] ForeignSecuricyPrincipals 02:: U::s
3 Users Eirst name: Lzen Iritiasts:
= Entuprise»‘\d'rlns 1 = [
€T Exchange Doman Servers Last name: |
mEx:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpSa ricesaroup Lot |
s _wes Oifice: [Partner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telaphone number: | Dbt
mSchema Adimins
SUPPORT 3869450 E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
£ ee1 Webpage: | L_EEEL_J
E users
E WPH_User _Group
£ web1
; - € vs users oK | Concel go | Her | -

ATv T2 B~y 7 EERLET,

JEME~ » 7 access_hours Z{ERK L, [Office] 7+ —/L K CHEH 45 AD J@
physicalDeliveryOfficeName % Cisco J&: Access-Hours ([Z~¥ v B> 27 L& T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

AT v 73 LDAP B~ v 7% AAA H— BT £,
AAA Y—N T )L—"7 MS LDAP DA A 10112 I L TAAA Y — N FKA N a7 ¥
L—ya vy E— Raefia L, Bk L2 B~ »~ 7 access_hours & BT £ 77,
hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours
AT T4 BECY— T SR AR E LET,

NS —= T 7 e AR H R 2D &0 H O 9 K b4 % S RFICREL £,

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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