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AnyConnect IR A F ¥ E¥ 2—/LIT LV, AnyConnect Secure Mobility 27 71 7 > MEAR A MT
AVAR—=ILENTVWELTXL—FT A VT VAT A, AT =TSR, 774 T 0+ —LDF
V7 Ry T EHTEET, ZOEBIE. HostScan 7 U r—va VKo TINESINE
T, RAF ¥ 7EBRAAL FTlE, & A MZ HostScan 31 A h—/LENTWALENH Y F
R

» HostScan DO RIHESRM: (1 _—)

*HostScan DT A LA (2—=2)

» HostScan /N v 77— (2 %—2)

s HostScan DA > A h— )V EIZT v 77 L—FK 2—=)

« HostScan DML £ 7213850k (3 ~<—)

« ASA THZHZ72 > T 5% HostScan 73— 5 V DFR (4 X—)

* HostScan D7 > A A h—/L (4 X—7)

s JN—"7" KU —~® AnyConnect 7 4 —F ¥ TV 2—/LDEIN KT (5§—)

* HostScan D fii~==7 /L (7 —)

HostScan D RIIR &

AnyConnect Secure Mobility Client Z R A F v £V 2 —/L & & AT HI121E, HIETHHRD X
972 ASA IV IR—FR Y RSB T,

+ ASA 8.4

* ASDM 6.4

KD AnyConnect HREIX, WAF ¥ £V 2 — L&A VA N—ATLUERHY £7,
* SCEP %7
» AnyConnect 7 L A h U EV 2 —/L
RAF ¥ EV 2— /ML, ROWTNINDTT v h T+ =LA VA =L TEET,
» Windows 7. 8. 8.1, 10, 10RS1, RS2, RS3x86 (32w F) BLUx64 (64 £ 1)
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. HostScan D5 1 2 X

* macOS 10.11, 10.12, 10.13

o Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) B L 16.04 (LTS) (64 £ FDH)

HostScan <5 1 2 X

KIZ, HostScan ® AnyConnect 7 1 & A B A2 /R L E 7,

» AnyConnect Apex,

o~

HostScan /\ v /A5 —<

HostScan /X 77— % ASA IZA K RT7 1 73w & — hostscan-version.pkg & L TH— R
THIENTEET, ZDOT7 7 A /WTIL, HostScan V7 b7 =7 & & H1Z, HostScan 7 A 7 F
JEBIOYR—-FRPEENTHET,

HostScan DA VR b—JILE-IZT7vTHTL—F

COFIETIE, ASADa~ RIA4 v A H—T = A A%fHEH LT HostScan /Xy r— % A
VAR=NLERLRZT TS L—FL, AT LET,

1R BHEIIZ

(GE)  HostScan /X— 3 V43X AR D 4.6 X LIBRIZT v 77 L— KR L LD & LTWBEAE., LIIZ
ST L7-BEfF D AV/AS/FW DAP RV 2 —B X LUA 27 U 7 k234 T HostScan 4.6.x L%
CHEAWMTHDL NI FEIGERT I T — A vb—UNFRINET,

REZBIESEDTOICETTHIMENDH DT o H A DBATFIENAELET, ZOFIET

L. ZoXA TR TRy 7 AR UT, ZOREEZRTFT HHIIC HostScan 4.4.x & AHUZ/R 5
LOITREEBITLET, ZOFIEZFIEL, [AnyConnect HostScan 4.3.x to 4.6.x Migration

Guide] TEEMRFIEZZHL TS 7ZEW, 2F VD, BITT HIZIZTASDMDAP DR Y &—~—
BB LT, BEBMEDO R AV/AS/FW JBMEZ iR L CFEICHIBR L T, LUA A2 U
MR L, B OLENH Y T,

cASAICR AL, Fu— b ar T4 X¥al—vary E—RefBLEST, Fr—X
AT 4 X2 b— g F— FTX, ASA I hostname(configi 7' > 7 N 2RI L E
j_o

« hostscan_version-k9.pkg 7 7 A /L% ASA\ZT v 77— R LET,
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ATy

ATy T2

ATvT3

ATv74

ATy TH

Hostscan D aEE1-2mmie ]

FIE

webvpn 27 4 ¥ a2 b—Tar T— REHHBELET,
1 -
hostname (config) # webvpn

HostScan f A — & L THRET A /8y r—VDORAEBELET, AF¥ 2 K7 172 ® HostScan
Ny r— E7oid AnyConnect EX =27 EE U T 1 7 74T b /3w — % HostScan /N v
F—VELTHRET LI LENTEET,

hostscan image path

1 :

ASAName (webvpn) #hostscan image diskO:/ hostscan-3.6.0-k9.pkg

BIOFNETFEE L7 HostScan A A —ZHhZ LET,
1 -

ASAName (webvpn) thostscan enable

FTar 74 X¥al—varE 7Ty va AERVIRTFELET, Hilvary s Fal—va
VINT T y¥a AFVICEFIRFESND L, [OK] A vy E—URERREINET,

51 -

hostname (webvpn) # write memory

HostScan M & 3h1E F£ 1= X Ezh1E

INHDawr NI, ASADIAST U RIAL L A B —T 2 A ZAZEH LT, 4 A M—/L¥
@ HostScan A A — & BN F 213Nz LET,

1R BHHIIZ

ASAIZRZF L, Za— v arT 4 ¥al—varE—RFalmLEd, Zrn—3uLa
V7 4 Fa2lb—3 a3y F— RFTliX, ASA IX hostname(config# 7’1 > 7 b & FR L £ 7,
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. ASA THBIZA > TLV5 HostScan /3—2 3 VD ERR

FIE

ATYF1 webvpn 27 4 X2 b— g T— REHBLET,
i

webvpn

ATY T2 ASAMBAZ L RT7 @ HostScan f A —V N T A VA M—/LENTWRWEE, 204
A=V EADLET,

hostscan enable
ATFYT3 AL A =L ENTNWAT TP HostScan #X 77— D HostScan & HE&hZ L £,

GE) Ao TCWBb HostScan f A—T &2 T A VA M=V TBHNIZ, ZDavy Ka
ffEFI L C, HostScan Z NI T AMENRH Y 77,

no hostscan enable

ASA THEMIZEH > TL VA HostScan /\—< 3 VDR

ZOFETIZ, ASADI~V L RIA A B—T oA AHH LT, BN/ - TV % HostScan
DONR— g o EEBELET,

4a & SRS

ASAIZu 74 L, %M EXEC E— FZBAMA L £, ASA OFiHE EXEC T — FTlH, RS
N5H7 a7 M hostname#t & 720 F9,

FIE

ASA FETHEEIT - T 5 HostScan D/X— g VA FoR LET,

show webvpn hostscan

HostScan D7 >4 VX —)JL

HostScan /3w r—Y &7 A VA M—=NAF 5 & ASDMA ¥ —7 = A A LD E 2 =7 HHkR
ENFET, ZRICk Y. HostScan 3BT/ > TWAIEE TEH ASA 12 X 5 HostScan 23w 77—
COREBNEMEILET, HostScanZ 7 > A > A h—/LLT%. HostScan /X 7 —I 137 T v
va RIA4ATHHHIBRSNER A,
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ATy

ATy T2

ATvT3

ATvT4

FI—T K1) —~® AnyConnect 7 4 —F ¥ EL 1 —)LDEY KT .

1R BHHIIZ

ASAICuZ AL, Zu—rar7 Xal—varyE®—RefhLEd, Zo—rUL =
V7 4F¥ 2 b— g F— KT, ASA | hostname(config) 7' v > 7 hEF R LET,

FIE

webvpn 227 4 ¥ a2 b—T gy = REHHLET,
webvpn

T A A N—/)LF % HostScan f A — TV HEHIZLET,

no hostscanenable

T oA A M=) 35 HostScan f A —T ~DNRRAEEELET, AF¥ 2 K7 1 ® HostScan
R lr— 7 HostScan X r— L L THEINTWAIEAERH Y £97,

no hostscan image path

i

hostname (webvpn) #no hostscan image disk0:/hostscan-3.6.0-k9.pkg

a7 4 F¥al—rarE 77y va AR VICRFELET, HiLnary s Fal—va
VIRT Ty e AEVICERICRESND L, [OK] A v —VRERSNET,

write memory

GI—T R1) —~@ AnyConnect 7 1 —F ¥ EL a1 —
ILDE|LY HT

ATy

WOFNET, AnyConnect 7 4 —F v £V a—/L & 7 )—7 K o —%EERITET, VPN
Z—H ASA IZHEE T 5 & X112, ASA XI5 D AnyConnect 7 4 —F % EV a—/LE T
RRA Favbta—HZF¥yrmn—RLTA ANV LET,

1R BHHIIZ

ASAICuZ AL, Zu—rar7 4 Xal—yary®—FRe2fhLEd, Zu—rUL =
V7 4 F¥ a2 lb— g F— KT, ASA /I hostname(config) 7’1 > 7 h & FRLET,

FIE

Fy NT—7 72534 T N T 7 BAZAAONE I N—T R —2BMLET,
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. FI—T K1) S —~® AnyConnect 7 4 —F ¥ EL 21— )LDE|Y KT

ATy T2

ATvT3

ATy T4

group-policy name internal

151

hostname (config) # group-policy PostureModuleGroup internal

HMLWITN—T R v—ZwmELET, ZOa~vr Fe AN LERET, 7 —7 K v—=
V74X 2 b—v gy — RO 7 | hostname(config-group-policy# 23R SV E T,
group-policy name attributes

1 -

hostname (config) # group-policy PostureModuleGroup attributes

TN—T R —webvpn 27 4 X2 b— g E—REZBLET, ZOa~vr KEAN
L72#%I1E, RIS T ASA D7 v 7 EHBRRINVE T, hostname(config-group-webvpn)#

webvpn

TN—TNOFTRTO2—HIZ AnyConnect 7 4 —F ¥ TV a— RN F 7 ra—RKEnbd L9
W, IN—T7 R —2RELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =~ > K@ value 21X, IROMED 1 QLI EERET D &N T Ed, B
DEY 2= VERET L25HEIE, HEh o~ TREY 97,

& AnyConnect £ ¥ 1 — )L/H#EER

dart AnyConnect DART (ZWid L' LAR— k> —
JL)

vpngina AnyConnect SBL (Start Before Logon)

websecurity AnyConnect Web E¥ = U7 ¢ EV 2 —/b

telemetry AnyConnect 7 L A f U EV =2 —/b

posture AnyConnect IR AT v £ 2 —/b

nam AnyConnect % NI —27 T 7B A~vFx—T ¥

none TN—"7 KU =5 T TOD AnyConnect
TV a2V EHIRT D5 EICER LET,

&1

hostname (config-group-webvpn) # anyconnect modules value websecurity, telemetry,posture

FVa—ND1OFEIRTAICE., B LEVEY 2 —LOEETEEE Lo~y REFE
BLET, -z, Z0a~<w 2 RiIWeb X2 UTF 4 EVa—LEHIRLET,

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture
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HostScan OEE<Y =27 )L .

ATYTE EfTar 7 4 FXal—arE 7Ty a AEVITHRELET,

HLlnar 74 X2 b—vaBNEFICT7Tvra ARVIHRFEEND L, [OK] £V A v
T —UNFRRIN, WITRTASADOT 77 NRFRREIINET, hostname(config-group-webvpn)#

write memory

HostScan MEE~Y 17 /L

HostScan 3= RIRA v b a VB2 — 2B RAF v 7 LT o v VEAINE L%, THiR
FIERTAEDIC, FAFTIv 7 TI78A R —0OFKE., Lua OXNOFERAR DS 7V =
7 NEBMETALERHY 9,

IRBONEIZONWTIE, ROV=2T7 L THLIHHALET,
+ [Cisco Secure Desktop Configuration Guides]

+ [Cisco Adaptive Security Device Manager Configuration Guides.]

F72. AnyConnect 77 7 A 7 > k T® HostScan DEMEDFEAMIZ DUV TiX,  [Cisco AnyConnect
Secure Mobility Client Administrator Guidell % 28 L T 2 X\,
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