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AnyConnect 7 7 A 7> Mid., ASABH A U ya— R Taxd, £, VAT LAEHERT
HTYE=FPCICA VA R=ATEET, 77472 FOFEA VA b —/LOFEICONT
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é l/ \O
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AnyConnect Secure Mobility Client # {7 L TWAHT Y RARA » b a2 B a—F OFEFEIZDONT
i1X. [Cisco AnyConnect Secure Mobility Release Notes] D7zl UV —R Z&M L T 2 &0,

AnyConnect D;FEHEIE & HFEIE
¢ ASA TiZ, UE— k HTTPS ZEFAEIIMER SN E R A,

TV UITNFERIFIAF AT HFANE- R THR— SN ET, AnyConnect Apex 71 &
VAL, wAFIUTFANE—ROYE— T 7R VPN ICHLETT, ASA I
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VPN 7 A &> R 2%, Bl&EAFTHEZ: AnyConnect Plus & 7213 Apex 74 & ANRKETY,
TV E OFKRMEIZOWTIX,  TCisco ASA Series Feature Licenses] # 2 L T 7281y,

7547 MU ASSLVPN & v g U EBIG L%, AR—% /)25 AnyConnect 7 7 A 72 k
Yy varERBLESAE. ARty v a UAMERHSRTHET, ZHICH LT, K
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Zeft, WIFRFIE, BL UMY A7 IOV THBILET,

75472 b% Web BRI 57=5HD ASA DEXTE

ATy T

ATy T2

ZOIATIL, AnyConnect 7 7 A 7 k% Web BB % X 9 1T ASA 5 E T 5 FIAIZ DUV TR
HLET,

IR BEIIZ
TETP B D TFEEFER LT, 774 T 2 P A A=Y R lr—U% ASAIZat—LET,

FIE

77 v¥a b®7 7 A)N% AnyConnect 7 7 AT h RN —U 7y AN ELTHRELET,

ASAIE, VE—FPCIZHF T —RTH20IC, Fvvia AEFVOT7 7 A NVEREBELE
T, HEDOI T4 T MRS DAL, order BIEEFHLT, 72947 A4 A=A
ZEID Y TET,

ASAIX, VE—FPCOFARL—T 4 T VAT LE—HTHET, BEESNTWBIJEFE T
IIAT VI O—HEF 7 a—RLET, TOEH, kb —RUOEHINLTWDL AL —
T T VAT AHDOA A=V, B IEWRIEAE Y Y TET,

anyconnect image filename order

1

hostname (config-webvpn) # anyconnect image
anyconnect-win-2.3.0254-k9.pkg 1

hostname (config-webvpn) # anyconnect image
anyconnect-macosx-i386-2.3.0254-k9.pkg 2
hostname (config-webvpn) # anyconnect image
anyconnect-linux-2.3.0254-k9.pkg 3

(GE)  anyconnect image =~ > K C AnyConnect f A — % % E L 72T anyconnect enable
avy REFHITTHLENRH Y £9, AnyConnect & A F— 7 /LI L7e WA
AnyConnect DENEIZAR5E4IZ72 Y . show webvpn anyconnect =~ > X SSL VPN 7
TAT UV FIA X =T NI TWRNE R L, A A h—/LE {172 AnyConnect
Nolr—U% U ANLERA,

7 T4 7T b AR E 721X AnyConnect SSL #ft DA 2 —7 = A AD SSL & A F—7 LT
LET,

enable interface
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

1 :

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

Zoavy RERITLARVE | AnyConnect [TARE L7z & 3 0 IZHREET", show webvpn
anyconnect =< > NiX, A > A h—/L I 17z AnyConnect /X 7r— % U X N5V 1T,
[SSL VPN is not enabled] &9 A v E—T %R LET,

AnyConnect D1 r— )L

(EE) 7 PV R 7= %&E L E£d, DHCP R —HICLHE| B TOT FLADIER
EL o7 RLAEY S TOHEEEMTL I b TEET,
ip local pool poolname startaddr-endaddr mask mask

% -

hostname (config)# ip local pool vpn_users 209.165.200.225-209.165.200.254
mask 255.255.255.224

T RUA =& f v Z—TIZEH0 Y TET,
address-pool poolname

1 -

hostname (config) # tunnel-group telecommuters general-attributes
hostname (config-tunnel-general)# address-pool vpn_users

TN DTN —=TF RY =% F N T—FIZE) Y TET,
default-group-policy name

hostname (config-tunnel-general) # default-group-policy sales

7747 v ML A R—=HFNE L AnyConnect GUL DR 7 A o R—TO kU RV T —"7
VA NDERREAX—TNWIZLET, =AU TADY R NI, group-alias name enable 2~ > N
IR TERSNET,

group-alias name enable

i

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias sales_department enable

IN—TF NI —FOF RSN/ VPN b U 7 7a h=zb b LT AnyConnect 7 7 A
Ty hEBEELET,

tunnel-group-list enable

&1

hostname (config) # webvpn
hostname (config-webvpn) # tunnel-group-list enable
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ATvT9

KB 547 b A V2 b—1o1 72—t [

IN—TEIF2—FOFFSNIZ VPN b 7 7Fm b=l LTSSLAZHEEL 7,
ZOMOT v FaLEBEMLUTHEET 22 L b TEET, MO >VWTE, avr R 77 b
> A D vpn-tunnel-protocol <= REZMRL T E S0,

vpn-tunnel-protocol

B -

hostname (config) # group-policy sales attributes
hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # vpn-tunnel-protocol

RDBERY

TN—TRY =TT 5 —FOEID Y TOFEMONTIL, F6E BT 7 A1,
ITN—T R v—, BIOa2—TDORE] 22 L TEE0,

KEHWEOSATIUO AR M=ILDA 2—TILL

DTLS @

=L =

axX A&

KGRI 7 TA TV A VA M=V EA Z—=TNIZT DL, IJTAT L NOHBIT VA A
F—VHSEENT 4 B—T N0 £, 7T 4T M, BEOoEREOT-HIZ) E—F 3
Pa—HIA VA= NLENTEEFEROT, VE—F 2—FOEGERENEMHRINET,

FED T N—TETTa—FIT T 2K 7 FA T M A VA M=V EA =T MTT D
WX, Zv—7" ARV v —webvpn &— K& 721X —H%4 webvpn ‘&— K T anyconnect keep-installer
awy Rz L £,

T 74N NTIH, 7 TA4T 2 MOKFHIRA VA B —VFIA X—T W7o TWET, Ev
TarORTRIZ, 7747 MIVE—F ara—% BEY £, ROBITIE, &y
arYORTRAT)IE—bF 2V Ea—2Ds 747 NelIlRT 2 L0 I fFO 7 v—7
AU v—sales #RELET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn
hostname (config-group-policy) # anyconnect keep-installer installed none

Datagram Transport Layer Security (DTLS) Z{ifH9 % &, SSL VPN 45t gz L T\ %
AnyConnect 7 7 A 72 T, 220D b /v (SSL b /L& DTLS b v) %[RRI A
TXF9, DILS M7 % &, SSL e THAT 2 IBAEFS L OV IiE o R Bk S 4L, /)
7y NEIEOEEZZITRCTWI T AL LT TV r—aORTr—< AN ELE
R

1R BHHIIZ

ZD~y R RTDTLS % E L. T2 DILS O/3—T g 2 WE T 5I121%, SSL Dif
MIFRE 22 LT,
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DTLS % TLS B4ell 7 +—/b Ny 7 SHHTE, 7 v RETHE (DPD) %A 3x—7 /W2
HMENH Y £, DPD ZA F—T7 /LI LRWEA, DTLS #5 THRIEN AT 5 L. TLSIC
T A= Ny 7T HROVICHERITE T LET, DPD OFMICOWTIE, 7 v RET Ko
WE (18 =) ZZML T EEN,

FIE

AT w71 AnyConnect VPN &t i2xt LT DTLS A7 v a v ZHEL 7,
a) webvpn E— RO A ¥ —7 A ATSSL & DTLS Z#H®hZ L ET,
77 4 )V N TlL, DTLS " A F—T Wl 5 DX, A v H—7 = A ATSSLVPN T 7 & A
A RX—T M LA T,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside

webvpn 227 4 ¥ 2 L—3 3 > F— KT, enable interface tls-only 2~ > K& L, &
~T? AnyConnect 7 7 A 7> b 2 —HFIZx L TDILS &7 4 E—7 MZLET,

DTLS %25 4 ®—7iZ9 5 &, SSL VPN #5:1% SSL VPN k> R A Z I8 L £7,

hostname (config) # webvpn
hostname (config-webvpn) # enable outside tls-only

b) port 5L Wdtls port =~ R&fiH L TSSLBLODTLS ®DAR— h&&ELET,

hostname (config) # webvpn

hostname (config-webvpn) # enable outside
hostname (config-webvpn) # port 555
hostname (config-webvpn) # dtls port 556

ATV T2 BEDIN—T R =kt LTDILS 7> a v 2 EELET,
a) ZN—7 R —webvpn 27 4 X2 bL— g T — REE2—F4 webvpn 27 o
X2 l— 3 E— KT, anyconnectssldtls 2~ > RZfH L CTHED I/ NV—TF 1%
2 —HZ%f L TCDTLS 24 % —7 M LT,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl dtls enable

b) HE(ZJ LT, anyconnect dtls compression =2~ > KZ&{#H L T DTLS JEfi & A *— 7 /LiZ
L\i‘a_c

hostname (config-group-webvpn) # anyconnect dtls compression lzs
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)E—F 21—

yE—ta—nsz7orT+

HFlZxdd5T00 Tk
FIE

ASAT, UE—FSSLVPNZ FA T s =PRI IFA4T7 v N vrn— 357D
nyT N A RX—=T VT DHIZIE, TA—T KR v —webvpn 27 f Fab—v a3 E— R
F7oid =2 —V4 webvpn 227 4 F2 L—3 3 » F— F T anyconnect ask 2~ > K& L %
R

[no] anyconnect ask {none | enable [default {webvpn | } timeout value]}

s anyconnectenable Z 1§ €95 &, /74T NaeXura— 750, 7747 RV A
RGN N=IBBHTLhemno7n 7 e E— b 2a—FRKRL, 2—F0
JRE A EHIIRICRIRE L £ 9,

- anyconnect ask enable default Zf5ET 5L, T <ICZTA T FRF U= REnE
j—O

- anyconnect ask enable default webvpn Zf5E 7T 2 &, T IR —Z L X—=VICBE L £
R

« anyconnect ask enable default timeoutvalue #5345 &, 7 74 7 haXvra— KT
L0 £2IT TAT VPV AR—ZNL_R—=DICBET I nEmR5 707 e T—
Fa2—PICRRL, TIALVETI7vay (29347 boFYya—FR) 2ETT5
B, value DEFHE L £,

« anyconnect ask enable default clientless timeoutvalue {5 ET 5 &, 7 74T "Ne XU
B—RT50, FE7TAT U FLAR—ZN R=VICBHT 20 E3R5 70T
FaUE—ha—WIRRL, 774V T 27vary (V7347 PLAR=F )L R—
VOFER) HFATT DHENT, value DAFHEL £7,

WDOKIZ, default anyconnect timeout value F 7% default webvpn timeout value 733% iE S #17-
BAEICVE— b 2—PICRKRENL T v T MR LET,

1:)E— b 1—HITRRESNDSSLVWPN I 54T +OFHoO—FERHZTOU T+

Hem AnyConnectwill startin 112
J seconds.

100 | O | O

o Start now

« Cancel

181312
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B Avcomect 5547k ToTF AL BY v O— ROA R—T Nt

451

OB TIL, ASA T I5A T "X vrna—Rt40h, £33 A4T7 2 LA
R=H N R=ICBET 50 a—FIlm;ERLZ T T hE2FERLT, 7947k
B u— RTHENNEE I0 RS T A L ICRELCVET,

hostname (config-group-webvpn) # anyconnect ask enable default anyconnect timeout
10

AnyConnect 7 SA 7>k 7RI77A4IL Ao oA—FDA x—T )Lk

AnyConnect 7R 7 7 A )b (AT 7747 & XD VPNEREO A7 4 Fab— 3 Ui
E. BIXOA TV a Dl IA4T o b EDa—ADar7 4 Fal—a UVRELXET XML
7 74 /L) T Cisco AnyConnect Secure Mobility 7 7 1 7 > MERex 4 r—7 WIZLET, ASA
%X, AnyConnect DA > A h—/L L HEHFHIZTr 7 7 A VERLET, 2—FNT o774
NOEHRLEEZIT) Z LT TEEE A,

7'a 77 AL, AnyConnect 7R 7 7 A )V =T 4 X EFEH L THRETEET, ZO=T 44
I%. ASDM F7/=IZ ISE 7> b H) T & % fF]72 GUI N—Z2 DALY — /L9, Windows H
AnyConnect V7 b7 =7 Ny lr—VIEZT 4 A BEENTVET, ZOTT 4 XL
AnyConnect /3 77—V Z IR LTz~y R R 731 Z|Zr— R L, AnyConnect 7 7 A 7
FAA=TVELTHRETDHET 7T 4712720 7,

ASDM £7/2IXISEICHiEa SN 77 A4 =5 4 XDV IZ, Windows 7 a7 71 L
TFAEDAX L Ry A=V a b xET, ﬁ747/%%$m%%¢éﬁA
/7%?;7£E/XTA%@%L13/EJ—&_%%ﬁé\ww%—tx%®7m774
NBLORFOMDES 2— V&2, ZFZ U RTaro7a 7y ANV TT 4 X2 L CER T
7

AnyConnect 7 74 7 > hBLOT BT 7 A )V =T 4 X DOFEMIZ OV TIE,  [Cisco AnyConnect
Secure Mobility Configuration Guide] D72V UV —R S L T E S0,

GE)

ATy T

AnyConnect 7 74 7 >k 7'a h a/L®DF 7 4/ ME SSL T, IPsecIKEV2 %A F— 7 /LT
HITiE, ASA CTIKEV RELXRKEL, £lo, 7 94T N Ta Ty ANVDTI7A4~<) Fa b
o)L LTCIKEV 2% T DM ENH Y £9°, IKEv2enabled 7’12 7 7 A /Ui, =2 RKARA > b
A2 —HIZERTOMNERDHY £, ENLUNOEE, 7 T4 T MISSLAEMH LT
e ITLET,

FIE

ASDM/ISED T 7 7 A )N TF 4 ZE-IZRAZ L RTur a7y A Vs ¢« ZEFEH LT,
a7y A NVEERLET,
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ATy T2

ATvT3

ATy T4

AnyConnect 7 547> k FOT7 AL #ovn—kng x—Tut

titp E/2ITRIDOF R EZHEHAL T, ASADT7 T v va AEVIZT a7y AV Ty A Ve —R
L\i‘g_(]

webvpn 227 ¥ = L—3 5  E— K Canyconnectprofiles =~ > REHHL T, ¥ v =
AEFINCR—=RTDH7T7A4T M 7TuT7Zry AN LTCIOT7 7 ANE@HILET,

1

WIZ, a7 7 A /e L T7 7 A/ sales_hosts.xml & engineering_hosts.xml % §5 &3 5 il & 7
L/ i ‘é—o

asal (config-webvpn) # anyconnect profiles sales
disk0:/sales_hosts.xml

asal (config-webvpn) # anyconnect profiles engineering
disk0:/engineering_hosts.xml

INT, a7 7 ANEITN—T R —ZFATEET,

dir cache:ste/profiles =~ A LT, ¥y v a AEVIZrn—RFEnTm 77 4( L%
ForLET,

hostname (config-webvpn) # dir cache:/stc/profiles

Directory of cache:stc/profiles/

0 -—=-= 774 11:54:41 Nov 22 2006 engineering.xml
0 --—= 774 11:54:29 Nov 22 2006 sales.xml

2428928 bytes total (18219008 bytes free)
hostname (config-webvpn) #

TNh—T KR —webvpn 2> 7 4 F 2 L—3 3 E— F&BAtE L. anyconnect profiles =~
YREMALCT, IA—T RIL—DIIFAT s Iun7 s A VERELET,

51

fEFAIRE/ R 7 v 7 7 A )V & FoR" T 521X, anyconnect profiles value =~ > RIZHel) T, Bef%F
(?) #ANHLET, KIHIZRLET,

asal (config-group-webvpn) # anyconnect profiles value ?

config-group-webvpn mode commands/options:
Available configured profile packages: engineering sales

WROBITIX, 27AT7 2 N 70Ty ANEAL TR vypn DT a7 57 A )Vsales ZEHTDH LI
IN—T K)o —%RELET,

asal (config-group-webvpn) # anyconnect profiles value sales type vpn
asal (config-group-webvpn) #
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AnyConnect 7 S A 7> FDERETY T L— kDA r—T )Lk

AnyConnect =—H|%, BILET v 77 L —REZHEHLT, 7794 T N T v 7T L—RDOFY
Y= REBLEDLZENTEET, 7947 T v 7T — ’OMEHATE 5254, AnyConnect
E BT O FRET v T L= REEHT 2 Es R XA T e S aE LT,

AnyConnect 7' 12 7 7 A JLi% & T AutoUpdate 7 [Enabled] |ZF%E SAILTWRWEY . DT v
TL—RKEZAT a7 IERRINEREA,

BIET v 7T L— R F2—TWZT DT, B AZ LNEMESX A 7 L 4RI & OfE% ASA 2
BIMLT, A= R)—TCTInbDEEEZEREBIVTRELET,

WDH AL NBHEITBET v 77 L— K&V R—FLET,

RI1GBET7 YT L—RFOAhRELEM

hRASLEWS AT BMME TIAIHME |[EE

DeferredUpdateAllowed true false false [true] Z45ET D & T v 77— S AE%)
2720 F7, WY v 77— RAES) (false)
DA, FTRROREIFEHSNET,

DeferredUpdateMinimum Version X.y.Z 0.0.0 Ty I TF— NEEHTEXALOIZT A,

A VA D= NT DREND DNV 3 v
@ AnyConnect,

IN—=arOF v 7iE, Ny K2R
THMNZ > TNDHTXTOEY 2 — /LT
HahEd, VPNEZEOAENREEDOEY 2 —
JVIRA VA B =L STV, FElzidx/h
B Z T2 L TWRWEE, B L CGET »
TF—hTAHZLITTEERA,
ZORBMENMEESNTWARWEA, = FR
AL MZA VA =N EINTNENRN—=T g
WZCEAfRR L, T m o7 v RFREND M
(HBIICH TS NET) .
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AnyConnect 7 S A 7> FDBET v T L—FDA +r—T )Lk .

HRZLEESAT BREE TI2HILME |EE
DeferredUpdateDismissTimeout 0~300 (7) none (F 4 &— |HHAT7 v 7L —FK a7 bRFERIN,
7IV) HEIMICAI T SN2 £ ToME, = 0B,
WM v 7T — b Ter T N ERRT LGS
OHEHSNET (Rh =2 3 ORMEN
EROICRHM S ES) o
ZOBHR RSB RWGE . HEVA I HRE
WENZ /2 | 22— RIRETHET (K3
WIS CTC) AT el nEREnEd,
ZORMEEERICRET D &, RICESNT
SRS BEER £ 72137 v 77 L— RRE
i SAVET,
o f VA PN—NFEIHNRN—=T gt
DeferredUpdateMinimum Version Mg
* DeferredUpdateDismissResponse D
DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout & 4= ¢ 12 32 i 3~
AT 7 a v,
FIE
AT 91 webvpn 227 4 X 2 L—3 3 > F— KT anyconnnect-custom-attr =~ > K& L CTh A%
LIRS A TEER L E T,
[no] anyconnect-custom-attr attr-type [description description |
il -
WIZ, 1 A X L@t S A 7 DeferredUpdateAllowed 35 & UY DeferredUpdateDismissTimeout % 18/l
T 5Bz R L ET,
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateAllowed
description Indicates if the deferred update feature is enabled or not
hostame (config-webvpn) # anyconnect-custom-attr DeferredUpdateDismissTimeout
ATY T2 Ju—rL a7 4 X2 b—3 g F— KT anyconnect-custom-data =~ > RZfHH L THh

A B NEEDARITE DELZBIMLET, BRWEZFFOBEOGGIL, BEETL = M) 24
ETE, HEENFHRETY, 7L, RETY MU DREMBEL TV 584, [Defer Update] %4 7
B IEERRINT, 22— FET v L= FERETEEHA, RV, 7Ty 77— R
HERIZATDOILE T,

[no] anyconnect-custom-data attr-type attr-name attr-value

51
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WIZ, T3 A% Lg 4 A 7 DeferredUpdateDismissTimeout D4 Biifh & OfE & |
DeferredUpdateAllowed % A & — 7 /W T % 72D DA I & OEZBINT 502~ L ET,

hostname (config) # anyconnect-custom-data DeferredUpdateDismissTimeout
def-timeout 150

hostname (config) # anyconnect-custom-data DeferredUpdateAllowed
def-allowed true

anyconnect-custom 2~ > RZHEH LT, A X LABMEOARIN X OEEZ 7LV —7 R v—IC
BT 500, Z—7 RY —nHHIBRLET,

* anyconnect-customattr-type value attr-name
* anyconnect-custom atfr-fype none

* no anyconnect-custom atir-type

1 -
WIZ, sales EWOIZBIO I N—T R o —THMT v 7T — "GN LTHA LT U M
150 PR ET 202~ LET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy) # anyconnect-custom DeferredUpdateAllowed

value def-allowed

hostname (config-group-policy) # anyconnect-custom DeferredUpdateDismissTimeout
value def-timeout

DSCP D IRFDAHME

ATy T

ATy T2

Windows £72130SX 77 v b 7 #— A TlL, DILS #55DIGA D BBID B A X M@ M %%
ET HZ L TDiffServ =— K 7RA > & (DSCP) ZH#ilffi Cx £3, DSCP ODRIFEAFNZT S
L TN, AFBIEDOHEEZITRT W T T 4 v T EERETA I ENTEET, —FT
L, TADBEEIITWENE I DRKBLEIL, 70 "D 2 REERSE O M LD 7= I EE
N7 4w IR —T ENET,

FIE

webvpn 227 4 ¥ = L—3 g E— KT anyconnect-custom-attr 2~ > R&ffifH L CThH A ¥
LBEMES A T HAER L E T

[no] anyconnect-custom-attr DSCPPreservationAllowed description Set to control Differentiated
Services Code Point (DSCP) on Windows or OS X platforms for DTLS connections only.

Jua—sL a7 4 X2 Lb—13 g E— KT anyconnect-custom-data =~ > N&fH L CThH
A B LIEMEDOAL IS & OEZBMLET,

[no] anyconnect-custom-data DSCPPreservationAllowed true
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;B/N0 AnyConnect ¥ 5 1A 7 > MSRED A *— T L1t .

G¥) T 74V FTiX. AnyConnect (X DSCP D7 A EIT L ET (true) , WA T HIT
X, ~y Ry RTHAZ LEtE% false ICE L, #ia T LET,

1BANAD AnyConnect 7 54 7 > MRERED A +— T It

Frn— R ZR/NRICIA D202, 727472 MELERIT TV a— 10Xy

27— R (ASA £72IXISE D) I A2ZR L £7, BINEEREDY AnyConnect 7 7 A 7 >k Tfff
MAREIC 2o Te b, ZNOOWRELZHN TE DL ICT DDV E— I T4 T b ET v
T T ORERH Y ET,

HLVEEER A 12— T DI12iE, 70— RV v — webvpn F 72 1L — ¥4 webvpn =2 >
7 4 ¥ =2 b— 3 F— KT anyconnect modules =~ > RZ{EH LT, HrLWEY2—/L4

EIRET OMERNDHY £7,

[no]anyconnect modules {none | value string}

BEOA L) 7 2RET2HEIE. < TRUY £7,

Start Before Logon O 1 ~—J L1k

Start Before Logon (SBL) #%ff 3 % &, Windows PC (24 > A h—/L Z LTV % AnyConnect
54T MEHT AT ALy AV VT R, RAU—R Xy vy, RI3AT v
T ENEHATE 589512720 £9, SBL CTid., AnyConnect 7 71 7 > k@ Graphical Identification
and Authentication (GINA) ZA R—T7NMCTHEY 2a— L X7 n—FFT5L 912 ASA &
AX =TT HHERHY £3, ROFIAIX, SBL 24 X —7/MZT D HEEZRLTHWE
7

FIE

RAT9T1 Z—7 KU > —webvpn £721T 2 —H 4 webvpn =7 4 ¥ = L—3 3 » F— K T anyconnect
modules vpngina 2~ REMH LT, FED VN —FE£72T2—H~D VPN D= D
GINA EV =2 —/L% ASA TH U — RT DHEEZ A LET,
il -
WOFITIX, 2—WILTNV—T K Y > — telecommuters T7N—"7" K > —J@EET— N &b
L, ZO7NV—TF KUY —Twebvpn 2> 7 4 X2 b— g B—REMAL, AR T
vpngina Z4E7E L E T,

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy)# webvpn
hostame (config-group-webvpn) #anyconnect modules value vpngina

AT9 T2 7947~ 7a7 57 A 757 AL (AnyConnectProfile.tmpl) @ = &' —Z i L £,

ARTVT3 Ta7r7 40 77 A NVERELTSBL A X—T NV Thd I EERELET, KOFITIE,
Windows D~ 11 7 7 A /L 7 7 A /L (AnyConnectProfile.tmpl) D BEFRERSy 2 ~x L TV ET,
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. AnyConnect 1—4° * vt —CDEENTIR

ATvT4

<Configuration>
<ClientInitialization>
<UseStartBeforeLogon>false</UseStartBeforeLogon>
</ClientInitialization>

<UseStartBeforeLogon> % 7'\Z X > T, 7747 FINSBLEMHHATHMME I B RED 9,
SBL & A T BITIL, false % true TEEHZ £3, IROFIL, SBL A IZR>TWNWHH
ThERLTHET,

<ClientInitialization>
<UseStartBeforelLogon>true</UseStartBeforeLogon>
</ClientInitialization>

AnyConnectProfile.tmpl (2% 5 E L2 Rf7 L. webvpn 2> 7 4 ¥ 2 L—3 3 F— KT profile
a<w REHFEHL T, ASADI NV—TFda—WIT27 0774V 774 NVET v
F—hFLET, WITFIZRLET,

asal (config-webvpn) #anyconnect profiles sales diskO:/sales_hosts.xml

AnyConnect 1—H A v t—TDEEZDEHL

M|

EHZDINT

ASA I, 7O UHFR—Z2D 7 54T F LA SSL VPN 5t A fllhT 52 —HFlcRkRrEI N5
AR—% /v L, 3 L O Cisco AnyConnect VPN Client +—HIZFRRENDHA L F—T = A AD
SREABEIENR H D £,

COHETIE, INL02—H X ve—U5BHT 57202 ASA ZRET D HIEICOW T
LET,

UE—ha2—WFIZAHTHIERETY T LZNLDOA =X, B RFAAL CAICEED D
NTWETF, FXTOD Cisco AnyConnect VPN Client = — 4’/& T oA AEREND
A v E—U0%, AnyConnect KA A UNITH Y £,

ASADY T N =T A A=Y Ry —Z1&, AnyConnect KA A L OEWT —T )V 7 7
L— MR EENTWET, 2077 —NMNIZZ AFR—FT&, ANJJTBURLIZT VT L—
RO XML 7 7 A VPHERRSNE T, TOT7ANDAyE—T 74— )L RIFZETT, Av
T—VERELT, T L —hEA VA= L, 7T v a AT VICENPNLDHT LWL
T—=TIN ATVl FEERTEET,

MFEOERT =T N aex 7 AR — 52 LB TETET, MER LT XML 7 7 A /W HAETI
LA v E—VBERENET, ZOXML 7 7 A V&R U S84 THA VR— 15 &

BT —T N ATl bOFLWAA—=T g UIMEREN, DEIORX vE—Un EEX INE
9 AnyConnect N A A » DEWT —7 /T4 H2ZEH L, 7272HIZ AnyConnect 7 714 7 k
=PRI ENET,
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zmr—IL0ks ]

T —JILDERK

ATy T

ATy T2

WO FNETIX, AnyConnect KA A » DEWT — T )W EANERRT D B O T LET,

FIE

¥##E EXEC &— K C export webvpn translation-table =~ > RZff L C, a o —X(ZE
Yor—T N T — ez AKR—MLET,

W OB TIE, show import webvpn translation-table =1~ > (2 X~ T, fEHTRE/REHaT — 7
NT T L= e T =T N EFRRLTVET,

hostname# show import webvpn translation-table
Translation Tables' Templates:

customization

AnyConnect

PortForwarder
url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:

WIZ. AnyConnect i N A A VHOEWT —T VT AKR— b LET, 1ERLE7- XML
T ANDT 7 A NI L client &) LFIDFIT BV, ZDOAYE—Y 74—V RREENT
b\\i‘a_c

hostname# export webvpn translation-table AnyConnect
template tftp://209.165.200.225/client

ROBITIE, T T b= "hbA VR — b Liczh LV ATOERT —T VT 7 AR — b
L £79, zh I% Microsoft Internet Explorer |Z331F % HEREDEMEIE T,

hostname# export webvpn translation-table customization
language zh tftp://209.165.200.225/chinese_client

BT — T NVDOXML 7 7 A Vi LET, IROBFIIE, AnyConnect 7 > 7' L — D —H & 7R
LTWET, ZOHNDOFEEZIZIZ, Connected # > 2—Y DA »E—VID7 4 —/L K (msgid)

LAy E—=UFHNT 4= R (msgstr) WEENTWET, ZOAvE—IIE, 7747
23 VPN #2ft & ffENr 95 & X2 AnyConnect 7 7 A 7 > b GULIZER R ESNET, BT v

TL—PME, Z< DA vE—Y T4 =V FORTREENTNET,

SOME DESCRIPTIVE TITLE.

Copyright (C) YEAR THE PACKAGE'S COPYRIGHT HOLDER

This file is distributed under the same license as the PACKAGE package.
FIRST AUTHOR <EMAIL@ADDRESS>, YEAR.

HH H FH I
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#

#, fuzzy

msgid ""

msgstr ""

"Project-Id-Version: PACKAGE VERSION\n"
"Report-Msgid-Bugs-To: \n"
"POT-Creation-Date: 2006-11-01 16:39-0700\n"
"PO-Revision-Date: YEAR-MO-DA HO:MI+ZONE\n"
"Last-Translator: FULL NAME <EMAILQ@ADDRESS>\n"
"Language-Team: LANGUAGE <LL@li.org>\n"
"MIME-Version: 1.0\n"

"Content-Type: text/plain; charset=CHARSET\n"
"Content-Transfer-Encoding: 8bit\n"

:\cygwin\home\<user>\cvc\main\Api\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\check\AgentIfc.cpp:22
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp:23
:\cygwin\home\<user>\cvc\main\Api\save\AgentIfc.cpp~:20
:\cygwin\home\<user>\cvc\main\Api\save\lolder\AgentIfc.cpp:22
msgid "Connected"

msgstr ""

HH = = H H
QOO0

Q

msgid (2%, 7 7 4V MEBNEENTOET, msgid ITHE< msgstr WA Z IR L £, &
Bz ERCT 21213, msgstr SCFFN OB HFORNZEBAS L DT XA VA AN LET, 70&z

X, A »t— [Connected] % AA LEETEMT HITIEL, SIAFOMICASRA L EEOT X
A NEFHALET,

msgid "Connected"
msgstr "Conectado"

T 7 AMILTRAFL TS IZEN,

¥#HE EXEC &— K C import webvpn translation-table =~ > R&fEH L C, BT —7 /L% A
VIR—hNLET, 7T UV ERBENRD D STEOEAMTE AT TH LWEKT — 7 VORI &
RELET,

WOFITIL, KE AL 55 D Microsoft Internet Explorer Tff ] S 11 5 E W TH 5 es-us T
XML 7 7 A VA ViR — b &N E T,

hostname# import webvpn translation-table AnyConnect
language es-us tftp://209.165.200.225/client
hostname# !!!!lIIrrrrrrrrrrrrrrrrrrrrrrrirtd
hostname# show import webvpn translation-table
Translation Tables' Templates:

AnyConnect

PortForwarder

customization
keepout

url-list

webvpn
Citrix-plugin
RPC-plugin
Telnet-SSH-plugin
VNC-plugin

Translation Tables:
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es-us AnyConnect

T — T ILDHIRR

ATy T

ATy T2

BT — T NVPSER L Ipo o ald, HIlRTE 7,

FIE

BEOEMRT — TN 2 —EEz R LET,

zmr—ILobk ]

WO TIL, show import webvpn translation-table =~ > K2 X > T, HHAREREH|T —7
NT o TL—= e T =T N ERRLTVWET, 77U AGE (fr) . BARE (Ga) . v 758

(ru) DSEZERT =T ADPHESNTNET,

hostname# show import webvpn translation-table

Translation Tables' Templates:

AnyConnect

PortForwarder

banners

csd

customization

url-list

webvpn
Translation Tables:

fr

fr

fr

fr

ja

ja

ja

ja

ru

ru

ru

PortForwarder
AnyConnect
customization
webvpn
PortForwarder
AnyConnect
customization
webvpn
PortForwarder
customization
webvpn

REREWT — T NV EHIRLET,
revert webvpn translation-table transiationdomain language language

translationdomain X FREIZRTEMT —7 VOLARNCFHEH SN TWD RA A T, language 1%

2 XFOEBAL T

BT =T NERRNCHIRT D2 0ERH Y £9, 1 >0avr F2E LT, HEDFHEDT —

TN T XTHIRST 2 2 LIXTEEEA,

72 & 21X, AnyConnect D7 7 > AFEDEMT — 7 N & HIFRT 51203 -

ciscoasa# revert webvpn translation-table anyconnect language fr
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=& 72 AnyConnect SSL #BE DR E

ciscoasa#

= 7% AnyConnect SSL #4RED X

ROIATIL, AnyConnect SSL VPN £t 2 i # 9° 2 S FE R B RBIC DWW TR L £ 77,

F—BEROAME

ASA & AnyConnect 7 7 A 7 M 7% SSL VPN #f CH —FAEMRZIT O & &%, BE5x—L9)
LR b EHRAY T —2a LT, #iotx2 )T o 2EmOET,

FRED 7 N —7EI232—HD SSLVPN T, 7 747 > ML 2% —HAERDIATEH
T DX, 7 v—7 R U 2 — webvpn £— KN FE 72 lE=—%4 webvpn &— KT anyconnect
sslrekey 2~ R&EMALET,

[no]anyconnect ssl rekey {method {new-tunnel | none | ssl} | time minutes}

* method new-tunnel ¥ —DHFALKFINZ T TA T2 ML TH LW b RADBFELEIND
ZLrEBELET,

e method ssl X — D FAERFICIZFA T MZEZoTH LW M RADBHESLIND Z L 215
Hﬂiﬂbi—g—o

* method none & — DHF AR Z B LET,

o timeminutes 1%, &> a3 VOB O EITRIFIO F—HARN S, F—OFHAERDI T
N5 ETOREE 125 10080 (1 HMRE]) OO THRELET,

GE)

X — DAL ITES ssl £ 7215 new-tunnel |ZFXET 5 & F—FARKFRZ SSL R T —
arMTbhbiT., 7947 MR —FARIFICHR N R VRN T A EBRESNE
9, anyconnectsslrekey 2~ ROBREIZONWTIL, a~v> N U757 L 22HRLTLIEX
A

WOFITIE, By a VBIAD 30 HHICER SN D F—F LTI, BEFEO 7 V—7 KR
v—sales |21 HSSL L ORI o —2 g VEERTALICIIAT U M ERELTHD
F9,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30

Ty FE7REORE

Dead Peer Detection (DPD) Ik V. V7 DISENR S BN R L TWAIEAITIE. ASA
(TF—=bo=A) 37 747 MIICHERICHRETE 9, v FET K (DPD) =F
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7y reramoze

L. AnyConnect 7 74 7 NETILASA 77— b7 = A 73 DPD % E1T7T 5 HEZ 3% ET
HIZiE. UTOFIEZFEITLET,

1R BRI
« ZOFEREIZ. ASA 7 — 7 = A & AnyConnect SSL VPN 7 7 A 7 >~ Dt D A i
ENFET, DPDIT ST 4 v FHZA L7AaWMERED FIEIZ SN T WA 720 [Psec 2 H T
. VAT P ASSLVPN BNV HR—FENFEHA,

e DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) &A1 %—7/LIic72 0 4, DPD
LD, RMLZZDTLS# it D TLS ~D 7 4 — /Ny 7 3, F—T /IR0 £9, FihLL
SOYE . BRIk T LET,

« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAERA+2 &, 77
AT MM DILS Ny FEEFIZET I ENTEIHRRODT L RKARA b MTU % 75
JAHZENTEET, MAMIU ETRT 4 U7 ENTZDPD X7y hERETHI LI
YXoT, OMTU #FE#ELEd, M ra—FOELWZa—%&~y N Rnb2ETH
L MTU B A ARZITF ANONET, ST AN T28E, MTUIZ/INE K &,
78 h AV THFAEINTNER/INMIUICEIETAET, MURL e —T7RNEEINE
77,

FIE

ATy 1 BROZL—F KU —IcBE L £7,
ITN—T KRV —F L2 —V4 webvpn E— REBLE L £,
hostname (config) # group-policy group-policy-name attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

Eyl e

hostname# username username attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn #

AT9 T2 F— by =AHOBRHEZRELET,
[no] anyconnect dpd-interval {[gateway {seconds |none}] =~ > FZfliH L 7,

gateway (X, ASA ®Z & TJ, DPD ZH#hZ L, ASA 73 DPD 7 A h Z34TT HH4HE % 30 B
(T 74/ b)) 5536007 (1K) OFEPHCHE L E3, H 300 HNHER S ET,

none X5 ET 5 & ASANFEITTHDPDT A MEIT 4+ =T M0 £, ZOa~vr R
RENLHIBRET 5121, no anyconnect dpd-interval Z {1 L 7,

ATYT3 7747 MIOKHZREL £7,
[no] anyconnect dpd-interval {[client {seconds |none}]} =~ > K& L 7,
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7 A7 v M, AnyConnect 7 A4 7> bDZ ETY, DPD EZHII L, 774 T bH
DPD 5 A & FATTAHEEZ 30 (F 740 18) 25 36007 (1K) ofpiciEE L E
9, M 300 NHELE S L E T,

clientnone 5 E4 25 &, 7747 MT XV FEITSND DPDIET 4 =7 /M2 £,
ZDawy REFRENLHIERT 521X, no anyconnect dpd-interval % L 9,

1

WOFITIE, ASAIZ L D DPD OEITHEN 0 ICRESN., 7747 M X 5EE
BFEOITNA—T KU r— sales \ZX%9 5 DPD OFEITHEEN 10 IR EINTWVWET,

hostname (config) # group-policy sales attributes

hostname (config-group-policy)# webvpn

hostname (config-group-webvpn) # anyconnect dpd-interval gateway 30
hostname (config-group-webvpn) # anyconnect dpd-interval client 10

F—T7314TDEMIE

X—TTIAT AvE—VOBEETESTH LT, HELT A RATOLIDLREHINT A
AL THIBSNTWDHETH, Tuky 77 A7 U4 —/b, FIIENAT 731 Z#%
M1 SSL VPN #fi a4 — 7 O MR L £, F7o, BELMEST2L. VE—F 2a—¥%
73 Microsoft Outlook ¥ 7= Id Microsoft Internet Explorer 72 & D Y 7 v X=X 7Y rr—3
BT VT A TICETLTORWESETYS, 7747 2 NItk KOHER SV ERE A,
X—TTIATIET 7+ NV FTAR—=T MR TNET, F—TTI7A4 T %7 4 =TI
THE, T A= "—DFIZ, SSLVPN 7 T4 T b By da UEAZX N, TN R
WZEE RN ER A,

X—TTIAT Ay —VOBEERET HITIX, FV—TKRY —webvpn E72lE— V4
webvpn 227 4 X o L—3 g 2 F— KD keepalive 2~ REfHLET, RENLa~
v REHIBRL CEARERSND X512 T5I2iE, Zoa~>y Ko ne BXEHHALET,

[no] anyconnect ssl keepalive {none | seconds}

enone L, 7 I7A TV DX—TTITAT A vt —UREHLET,

esecondsiZ. VATV MIELABX—TTIAT A=V DEEEZAR—TNVITL, Ay
=T OBEE % 15 ~ 600 B OHFPH THE L F9,

WOFITIE, BEFO I N—T K >—sales IZH LT, 7 I7A4AT v binx—77 54
T Ayb—UE300F (557) OHETEETEDLIICASA ZREL TVET,
hostname (config) # group-policy sales attributes

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect ssl keepalive 300
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ewosd [
Ef#EDF A

JEMEIZ KV | AREIRIR OB EIRE SN DTy OV A AL, ASAL 7 T 47 2 M
@@gﬂ7¢wv/z#ﬁibif T 7 /L FTIE, ASA TlX, 7 m—/ 3L L)L L FREE
DI N—TE 2 —FOMIFIZEB T, §XTo SSL VPN Bl xt 3~ 2 JEfE 3 A *— 7L
7o TWET,

S

GE)  7u— RV FEROENZ RET 55813, EMBBEENDRVERRIKFE LTS 2 e %
EEICBETOILERNHY FT, D, 7r— KAV REERTIET 7 4L b CTHEMEDA R—
T2 5 TOVIRNERBEHR TY,
rﬁ'ﬁ!ﬁi 7°D*—/§/D a7 4 ¥ 2 b— 32— K Teompression 2~ RZEH LT/ ue—
POUCHA N BRERDHY ET, Z9FT52 LT, ZA—FHY L—$ L2 —H4 webvpn
E— R “C anyconnect ssl compression =~ > N&EH LT, fFFED 7 NV—7Fixa2—VFITE
MEARRET DI ENTEET,
EMDT O—/NILEER
T — SNV RREMHOBREE AR T HICIE, Je— a7 4 Falb—v g F— KT
anyconnect ssl compression =~ > FZEH L7, REND A~y FEHIRT HITE, 2w
Ro no JEAAZMH L £,
WROFITIE, FXTOD SSL VPN #ft DJEMEIL, 70— Ul T 4 BE—T 2> TWET,
hostname (config) # no compression
TN—TE&LV1—HITHT HERDER
RWEDOIZN—TE1Ta—FICKHT DEMELET T HI2E, 7 —7 R =B L2 —¥4
webvpn “E— KT anyconnect ssl compression 2~ > RZfEH L £9°,
[no] anyconnect ssl compression {deflate | none}
T 74N N T, I N—T B IO — Ik 5 SSLERME L deflate (A x—T V) ITRE S 4
TWET,
AT 4 FXalb—Tarnb anyconnectsslcompressnon awy REHIBRL, 7 a— VLR EMN
DIEPHARIND L HICT DI, Zoavwr Fono BEXEZHEHLET,
W, Tr—r LR Y = sales DIEMEE T 4 =7 /T D0 2R LE T,
hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # no anyconnect ssl compression none

MTU H 1 X DR %

77 AT v MTE o> THENL S 72 SSL VPN 6t MTU A X (576 ~ 1406 /31 k) &, 7
N—"7" R U v — webvpn F 72T —H 4 webvpn 27 ¢ F 2 L—3 3 > E— R T anyconnect
mtu 2~ Rl L T TE £7,
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. AnyConnect 7 SA 7 b A A—=SDT7 v FTF—+

[no] anyconnect mtu size

ZDa< NiX, AnyConnect 7 74 7 hORIZEEL £¥, L — Cisco SSL VPN 7 7
A7k (SVC) &, SEXFAMTU A X TxFEHA, £7-. SSL TN SN~
FA4T v MEREE DTLS 12X D SSL CHEN. SN T8k, Zoa~y ROEEBEZITET,

TIZANV DT N—T R o —TOZDOa<> KOT 74V M. noanyconnect mtu T,
MTU %A R, I TWDE A v F—7 = A AD MTU (253 %, IP/UDP/DTLS @
==y REZELSIWT, BEIWICIRE S E T,

7= & 21X, ISE Posture AnyConnect & ¥ = — /LD FEITHFZ, [MTU configuration sent from the
secure gateway istoo small] & W9 A v E—VUNRFRINDZ ENRH Y £J, anyconnect ssl
df-bit-ignore disable & —##!Z anyconnect mtu 1200 2 A )5 &, TNOHDVAT A AF ¥
T —ZEETE £,

1

WOFEITIE, 77— R U 2— telecommuters O MTU VA X% 1200 /N A FZERE L
ij_o

hostname (config) # group-policy telecommuters attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # anyconnect mtu 1200

AnyConnect 7 SA 72 b A A—PDT7 v TT—k

&M

ATy T2

ASADIT AT b A A=V, ROFEEZEALTCWHOTHLT v 7T —FTEFET,

FIE

FiHE EXEC E— R Teopy 2~ REZMEHL T, ERIRDOFETH LW T4 T F A A—
Tk ASA I — LT,

HLWIFAT U R ARXA=Y 77 AVDERIN, TTICR—RINTWDL 77 AL EFRLCY
AL, BEND anyconnectimage =~ RZH AN LET, HLWTZ 7 A AL BRI >TND
Y6&l%. [nolanyconnect image image =~ Ra2fH L THWT 7 A V&7 A A =L L
9, KIZ, anyconnectimage 2~ > RZHEH LT, 4 A—ITEFZEID YT, ASADH L
WA A=V —RT5L91CLET,

IPV6 VPN 7 7 2 XD A +— T )Lt

IPVv6 77 v AZRETDHHERF., 2~ R4 A v —T 2 A%ERALET, ASADY
U—290 (x) TiX. A Z—T = A A~D IPv6 VPN %7 (SSL 35 L IV IKEvV2/IPsec 7 12
MaZfEH) oY R— M BEMENTWET,
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ATy T

ATvT2

ATvT3

ATy 74

s VPN 7 5 £ 204 2— Tt [

IPv6 7 7B A% A 32 —T WZT HIZIX, SSLVPN D A Fx— 7 A bD—#E & LT ipvé enable
Ty REMALET, KT, SMGA > 2 —7 = A ATIPV6 A F— 7 T 5 IPv6 HEfiD
Bc9,

hostname (config) # interface GigabitEthernet0/0
hostname (config-if) # ipv6é enable

IPV6 SSL VPN % A R—7 )WZ T H120F, RO—RA7RT 7 v a v a2 ETLET,

1. MA v 2 —T A ATIPV6 A X —T MZT 5,

2. A v H—T 2 A ATIPVO BELONIPV6 7 KL A% A X —T T D,

3. 7I7AT7 Y EIOYSTIPT RLARIZIPVG 7 KL A B—Hh)L T — )L &RET D,

4, IPV6 U RNVDTF T )V s F— b T =2 ZRET D,

FIE

AVE =T 2 AA AERELET,

interface GigabitEthernet0/0

nameif outside

security-level 0O

ip address 192.168.0.1 255.255.255.0
ipv6 enable ; Needed for IPvé6.

|
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.0.1 255.255.0.0
ipv6 address 2001:DB8::1/32 ; Needed for IPvé6.
ipv6 enable ; Needed for IPvé6.

lipv6 local pool] (IPv6 7 KL ADEIY ¥TIZfff) 2R TELE T,

ipv6é local pool ipvépool 2001:DB8:1:1::5/32 100 ; Use your IPv6 prefix here

G¥)  AnyConnect 7 74 7 MZIPVAT KL AL IPV6 7 KL AD— £ 7-1Ei 7 &2E 0 Y4
THEIICASAZRETETET, ZDOEIITTHITIE, ASA ETHERY LT FLA
TV EAERRT B, ASA v —h)L a—FICHEMAT FLA&2E 0 L TET,

ipv6 7 RV A F— % N XV T N—T KRY v— (737 Vv—7 R o—) [ZBEMLE

To

tunnel-group YourTunGrpl general-attributes ipvé6-address-pool ipvépool

(¥) 2 ZTlE laddress-pool) =~ R LTIPv4 7 LA F—/L b iRIET L BN
b ET,

IPV6 b RNDT TNV s F— U= BZRELET,
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AnyConnect

ipvé route inside

BT DEI 1R

::/0 X:X:X:X::X tunneled

AnyConnect VPN Client 4% |

TIT 4Tty a T AR AR TRT HITIL, show vpn-sessiondb =~ RA&fEH L

i‘@_o

avwU kR

B8

show vpn-sessiondb

TUTF 4Tty a BT A ERAEER
l/\ngO

vpn-sessiondb logoff

VPNt v avrazul/47LET,

show vpn-sessiondb anyconnect

VPN & v a v OERZPLE L T, OSPFv3
tyvalEmERTILET,

show vpn-sessiondb ratio encryption

Suite-B D7 /L2 Y X2 (AES-GCM-128,
AES-GCM-192, AES-GCM-256,
AES-GMAC-128 72 &) HID b ¥k LY
Nt T —V%FRLET,

il

Inactivity 7 4 —/V RiZ, AnyConnect & v > = U DA K- TH b OFRRIBRE ] 23 KR
ENTWET, By a7 77 4 7RREOHE

WERSNET,

hostname# show vpn-sessiondb

Session Type: SSL VPN Client

Username : lee

Index HE

Protocol : SSL VPN Client
Hashing : SHAL

TCP Dst Port : 443

Bytes Tx : 20178

Pkts Tx 27

: Cisco STC 1.1.0.117
: Internet Explorer

Client Ver
Client Type

IP Addr
Encryption
Auth Mode

TCP Src Port :
: 8662
: 19

Bytes Rx
Pkts Rx

Group : DfltGrpPolicy

Login Time : 14:32:03 UTC Wed Mar 20 2007
Duration : Oh:00m:04s

Inactivity : Oh:00m:04s

Filter Name

hostname# vpn-sessiondb logoff

INFO: Number of sessions of type "" logged off : 1

. AnyConnect VPN Client ##5

Z D7 14—V RIZiE00:00m:00s

: 209.165.200.232
: 3DES
: userPassword

54230
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AnyConnect

AnyConnectVPN v > a>pn4y+ 7 .

hostname# vpn-sessiondb logoff name tester
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name "tester" logged off : 1

~ -~ N
VPNtva>oBaox o
TRTOVPNEy Y aryx a3 74512, /e—)Lary7 4 ¥X¥alb—ayF—RT
vpn-sessiondb logoff =~ > N&fEfH L £,
WIZ, T _XCTOVPNEyarvzalt 73568 RLET,

hostname# vpn-sessiondb logoff
INFO: Number of sessions of type “” logged off : 1

name 518 FE 7213 index FIEOWT NN EHEHL T, Hx DOy arvEzn /47 TEET,

vpn-sessiondb logoff name name
vpn-sessiondb logoff index index

FTABUVAREICZELTH LWa—Ral (4 o TE DB ENRNWEIT, FET 7T 47
OIRENRERMFRW -y v g V37 A RVIREEIZZRY £79 (B8 e 747 &hET) &
H“BTeyarBHERENDE, FETI7T 47 VA I BHIBRENET,

a—PHEA T v I RFE (VIAT 2 A A=V DIEFTHREIND) X, WL b show
vpn-sessiondb anyconnect =~ > ROH ) THERTE £, KOBIEL, =—HWHlee b AT v
I AFE S 1 R L TVET,

hostname# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : lee Index : 1
Assigned IP : 192.168.246.1 Public IP : 10.139.1.2
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : RC4 AES128 Hashing : SHAL
Bytes Tx : 11079 Bytes Rx : 4942
Group Policy : EngPolicy Tunnel Group : EngGroup
Login Time : 15:25:13 EST Fri Jan 28 2011

Duration : Oh:00m:15s

Inactivity : 0h:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

W DOFIL, vpn-session-dblogoff =~ KD name 47> a v ZHHAL Ty a2 TLT
WET,

hostname# vpn-sessiondb logoff name lee
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions with name “lee” logged off : 1

hostname#
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AnyConnect $&if5 0D 1% 5E & FE

ROFIZ, ZOKRED Y J —REREZRLET,

%= 2: AnyConnect 1t DHEBE B B

AnyConnect VPN Client 4% |

HeE

iy

IJ IJ—X

HEEEHR

AnyConnect 5t

7.2(1)

authentication eap-proxy.
authentication ms-chap-vl,
authentication ms-chap-v2,
authentication pap. 12tp tunnel
hello, BX T
vpn-tunnel-protocol [2tp-ipsec =
~ Y RRNEAEZIEE SR
F L7

IPsec IKEv2

8.4(1)

AnyConnect 8 LT
LAN-to-LAN @ IPsec IKEv2 %
fot e YAV — £ 9% IKEv2 2B
mEiE L,
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