R)o—F)L—7

U V—ATIEBEADIEODY FA T N ASSLVPN R Y > —DERLE A (1 ~=—
)

« 7747 ML ASSLVPN i 7' v 7 7 A LD @tE (1 _—2)

« 7 FAT Y NVASSLVPN O 7 v—7 R v—@glte 2 —¥EE 3 ~<—)

e Aw—hK RNV T ITEA (223—)

« 7 T4 T RNVASSLVPN ¥ v 7 F v V—)L (363—)

e R— AN T 7R JL—LDOZE (36 2—)

« 7547 FLASSL VPN D/R7 3 —~ v ADKEl (37 2—)

JY)—XTIORADI=HDY 547> kL XSSLVPN 7R
) —D1ERLEE R

Z

>

WES S — S ED Y Y —=Z2~DT 7B A% H#T 257 747 ML ASSLVPNIZET 2R Y v—
VR L CHEMAT DI, Z—F R o—%E0 Y THMNERDH Y £5,
2—PEITN—T R —IZHV Y TH e, EEO2—PIIRY > —%@EHT 52 & TREN
RHIZ 0 F£9, ASA DWNHERGEY —/3, ZM RADIUS £ 72 1L LDAP — " ZfEH L T, = —
Wa I N—T R —IZHOYBTHZENTEES, FV—T7 K o —TRELXMHAILT D
FIEOFEMZRRINZOWTIE, F4ED Homn 77 AL, ZA—7 KR v— BLR=2—
F) B LTI,

A7 FLRXSSLVPN AfEHZR IO 774 LD ENE

WDOFRIX, 7747 MU ASSLVPN IZEBOER T2 7 7 A VEEDOY A N CTF, b
DOFEMEICINZ T, TXTO VPN #ficbdm o — kw7 e 7 v A VO EEEsE L £3, #
7w T 7 A NVOREICET 2 FIHT & OFHRIZONWTIE, F4ED T w77 AV, 7
N—TR)v— BLOa—%] 2L T &0,
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\}

GE) Do U UV —ATiE, My 7 s A0 3 T 7n—7) LI T0E L, #
fi7'v 7 7 A VI, tunnel-group 2~ REZEH L CERELET, ZOETIE, Z02250H
RENRIEIIC IS HEHEINTWET,

R1:954T7 LR SSLVPNREHR IO 77 1 LDOEME

avok Hee

authentication PREF RERE L ET,

customization BWHT AT CILERBELDOD AT A E—2 3 v OL4FTIEEELET,

exit NN TN—=T DI FAT NUASSLVPN B2 7 4 F 2 b—3g

Y E—REKRTLET,

nbns-server CIFS 4 BifE 2 4~ 5 NetBIOS *— & $— B &2 #— 3 (nbns-server) @
LaiEiEE LET,

group-alias PR T 7 7 A NVOBRRIEHCE2RBLEHBTELET,

group-url 12O NV—7URL Z#HELET, ZOEMTURL YT D &,
I—PFRFOURLEZFHALTCT 7 EAT A EXICIDOIA—FNEEINIC
BIRENET,

dns-group DNS #—%, RAAL %, F—b =2 U T A DR, BLO¥A
AT T MEZEET S DNS B— I —7%2FELET,

help hoxV TN —T a7 s Fal—vary avy RO~NLVTEREELE
j—o

hic-fail-group-policy Cisco Secure Desktop Manager Z £/ L T, 7/ —7 X=X R o —@%

['Use Failure Group-Policy | % 721% [Use Success Group-Policy, if criteria match |
WCRET 2% BIE, VPNERRER Y v — 248 E L £,

no BT 2R L £,

override-svc-download AnyConnect VPN 7 74 7 > b & ) E— bk 2—HIZF v rn— 5720
W2, RESNTWDL I NAN—TRY v—@lEEiTa—FaEEDO X 7 m—
FREFEEINET,

pre-fill-username DR RNV TN —=FI =YL LFAAEDONA, T 4 T ERELE T,

proxy-auth FEOTaXxViGE b R I —TL LTI v T v—"T %585
L\i—a—o

radius-reject-message AN HES SN & XIC, v A VHEIZ RADIUS G A v — U2 FRpR
LET,
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55472 FLASSLVWN DG —TF Ky o—Btte 1—5E [

avok Hee
secondary-pre-fill-username TDORSFNITN—=TZC I H ) =P EFHAEONRNS VT 4 T
RELET,

without-csd

F XV =T D CSD A7 ICUI0 Bx ET,

254 F7 2 RLASSLVPN DS )IL—T R O—Fk L

1—HEH

WDFRIZ, 7TF7A T FLASSLVPN DV L—7 R v—@itéa—H@Eto ) XA &L
¥4, FA—7RY)—@EL a—FRBHEOFREFIEIZONTIX. 7 F747 > kL ZSSLVPN
tyvarOIN—TF R —BHEORE 4X—) FLEFFE—FDOITAT R
LASSLVPN 77 B ADFKE (14 X—) #ZRL T EEN,

avU kR

HHe

activex-relay

54T MUV ASSLVPN ¥ v ¥ a V&L LT-a—YRN, 7T 3 24l
JA LT Microsoft Office 7 7 U 7 — g VAREBITE A X912V ET, 7
TV r—vaid, ByvarEFEHLTActiveXDX v ra—RET v
n— R&E{TWET, ActiveX DY L—X, 7747 h LA SSLVPN t v
varERTTHETHEMREETT,

auto-sign-on

HEV A A OEERELET, XETIXZ 747> F LA SSL VPN ~
DHFR L L —F LB L ORAT — ROV LF o3 ¥ AN 1RO BMETT,

customization

HAR< A=V ar 727 b —7 R —FF=2—FIE
DY TES,

deny-message

7547 FLUASSLYVPNIZIERICE 7' A o TX A VPN EHES FR - 720
VE— b 2—PIZEETIEA v E—VERBELET,

file-browsing

T7AN P =R T A NIEEDCIFS 77 AN TIT00 0 T x—T
MZLET, 7T 7 RZiE, NBNS (v AX— 77 W EITWINS) B4
g ‘@‘é—o

file-entry

TIRAT DT 7 AN =" HDAN 2 —FICHFALET,

filter

webtype 77 Z A U A NOARTEZRTE L ET,

hidden-shares

FHEFIRD CIFS 34 7 7 A )L DO w[ M A HlAE L £ 9,

homepage

0 VERCEREND Web X—Y D URL &R ELET,

html-content-filter

COITN—T R)—HOHIML WSO T7 4NV E ) 7T harT70o 4
TVl FERELET,
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B /s 7 riassiven ey s avos—7 Ky o—RBiEoRE

av> R HEEE
http-comp R RELET,
http-proxy HTTP EROMEIZINE T e v =R FHTH L OIC ASA R ELE

‘j"o

GE)  7'm %2 NTLM #2FET http-proxy TIEV A — RSN THEHA,
uunfhiﬁb@7ﬂ3’\’/&%2’§uunfh7z VF 3R — ]\éj’bfb\i‘@‘

keep-alive-ignore

vty valr ¥Ae—DT v T— e WRT AL T2 bORKYA X
FHRELET,

port-forward

kT 527547 FLASSLVPNTCPAR— FD Y X M2 @HLES, =2—
P AL E—T 2 AZZDIVARNDT U r—a U BRFRINET,

post-max-size

WARNT ATV =l FORRKYA ZERELET,

smart-tunnel

A~v—hk b RNVEFEATHI I 0T A EEBDA~— b T
A—=HDY A NEHRELET,

storage-objects

tyvarviteyiarOfIEEENTET—FZDA N L —U F TV
MR ELET,

Sve

SSLVPN 7 SA4 7 v MNatrHRELET,

unix-auth-gid

UNIX 7 v—71ID #&ZELET,

unix-auth-uid

UNIX =—WID & ELET,

url-entry

= — 73 HTTP/HTTPS URL % A /14 B H&Re & Hili L £,

url-list

IyPa%$@7ﬁtxm’7?47ybvxwwa®ﬁ%&w&aV
ICFRENAEY— "L URLOU A F&2EHALET,

user-storage

vty arloa—Y 5T -2 A2 RETLIETERELET,

DS54 TF72RLASSLVWPNEY L 30D IL—T R O—BHDHRTE

7 FAT > NUASSLVPNIZE T, —HF, Web 77 UHEHHL TASA ~DEXF 2T
72VE—RNTZEAVPN U RAVEMILTEES, Y7 =T EEFN—FRv=7 774
T MINESHY EHA, 7 TFA4 T ML ASSLVPN 245 2 & T, HTTPS A > &% —

X b A MCT 7 EBEATEDIFLEALETRTOI LU Ea—20n0, BEVWeb VY —2F
FOWeb SIS 7 7V r— a VBT 78 A T& %4, 7747 L A SSL VPN &

SSLEBLOZFD#HMTH S TLSI ZHEH LT, VE—h =% & Filed o b THELIFE
DY R—FENTWENEY V=2 L DO X 27 R 2Rt LEd, ASAIT 7 ex1
LN DR AT L, HTTP Y — N385 E ) 7 2 AT A Extah L Ca—W&F8iE L £ 97,

F7 NV ENTIE, 7747 hLASSLVPN (X7 4 B—T7 /W >TWVET,
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5547 RLASSLVPN v v a0 L—T Ry s—Eionz [

BEOHNEHIN—T RIS —FHD I FA4A T ML ASSLVPNOD a7 4 X2l — g %0
2B <A A TEET,

GE)

ra—s\ v a7 4 X¥al—raryET—RRPbAD webvpn TE— R TlX, 7747 FL R
SSLVPN v a 07 ua— " VREEK TEEY, ZOHETHIT S webvpn E— F (7
N—T R —ar74¥al—rarT—RKnbA0NET) 2H+THE. 794700
LASSLVPN Yy v a VZEBOIN—T R o—Dar 7 4 Fal—al B AT~ A
A TEET,

TN—F R —webvpn 227 f X2 b — g T— R Tl TXTORREDHRE Z KT
L0, FTBRDONRGA =B HIIAZ A RToMEIMERETEET, FNTA—ZITO
W, BIROETH L ET,

* customizations

* html-content-filter

* homepage

« filter

* url-list

* port-forward

* port-forward-name

* auto-signon

* deny message

» AnyConnect Secure Mobility Client

* keep-alive ignore

* HTTP compression
2L DYHE, 7 74T ML ASSLVPN OFEED L LT webvpn BIEAZ EFR L2, 7
N—T" KU 2 —0 webvpn BUEEZRET DL L XIZINOLDOEREFED 7 NV —TITHH L %
T, IN—T K —arT7 4 Falb—rarE—RTwebvpn 2~ FEFEHLT, 7
N—T" R —webvpn 27 4 Falb— g E—RNIAVET, V=7 KV —HD
webvpn 2~ FiL, 774/, URL, BELRTCP 7 SV r—a o ~D7 74T ML A
SSLVPNt v v a UifHODT 7 ¥ AZEL LET, ACLBIOT7ANZ Y TTH 8T T 4

TDEATHIELET, 7747 ML ASSLVPNIZ, T 74/ M TIET 4 B—T 0T o
Tb\\ij—o

IN—T R —webvpn A7 f X2l — g E— RNTANINEZTXATOa~vr REH|
1512k, Zoavr Fone BXEANLET, ZHHD webvpn 22 RiE, REITLD
2—PHFEIEI T N—T RY U—ICHEH S NET,

webvpn

no webvpn
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WOHENL, FirstGroup WD 7 /—T R o —D 7 NV—7 R I —webvpn 227 4 F = L —
vary E'—RICALHEERLTVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

BEEAVE—DIEE

T N—TRY v —webvpn 227 4 ¥ 2 L—3 3 2 F— KT deny-message =~ > K% A9
BHe. 7534 T 2 FNLASSLVPN v g VICIEFICIH 7 A T A VPN BRHEZ B~ 720
VE—F 2—PIZEETEIA v E—VERETEET,

hostname (config-group-webvpn) # deny-message value "message"
hostname (config-group-webvpn) # no deny-message value "message"
hostname (config-group-webvpn) # deny—message none

no deny-message value 2~ > NI, VE—F 2—FRA v -V ZZEFELRNELIIC, Ay
=V FHNEHIR L ET,

no deny-messagenone =~ > NI, #fi7n 7 7 A VR —Dar7 4 Falb—ainb
BEEEHIBRLET, AU —IEEmEERA L E T,

Ay —=UlE, BT, AN—R BIOAHAZ E0EETF CRK491 LFETHETE
FIT0, WHAOGIAFIA T FENEEAL, THFA ML, v A VR E— F2—HFDT
T UWICERENET, deny-message value =~ > NIZLFHNEASTHEXIL, a~v KR
T 7T HEAETHHT A LET,

T 7 4V DR A =R O LY TF,  [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the

VPN features. Contact your IT administrator for more information. |

WOBIOERD 2~ RiE, group2 & W I ARIONE 7 NV—7" RV > —%AER L ET, %
Da<y RiE, ZORY —ZBEM T 5N TWD webvpn 55 A v — U NG ENT-EBEE
ERELET,

hostname (config) # group-policy group2 internal

hostname (config) # group-policy group2 attributes

hostname (config-group) # webvpn

hostname (config-group-webvpn) # deny-message value "Your login credentials are OK. However,
you have not been granted rights to use the VPN features. Contact your administrator
for more information."

hostname (config-group-webvpn)

54T RLASSLVWPN Y3 DT IL—TR)o— T4 L2 BEDERTE

webvpn & — KT html-content-filter =~ > FZfH LT, ZOIN—F K)o —DIT7A47T

VML ASSLVPN v g UMHD Java, ActiveX, £ A—Y, A7 UTh, ZoXx—%7 4
NEN L TFHNEINERELET, HIMLZ 4 VX Y 7%, T 74V TT 4 8—7 0
T,
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H54FURLRASSLWN Ey v a0 —F Ky v— T4 LaBtEozE [

AT T A AREYIERTAICE. 2oavr RO nBEREASTLET, none F—T—
R % $57 L C html-content-filter =~ > RZ 51T L TIER LI X UEZEH T, §XTHa
TV T4 B ERIRT HICE, BIEEEEETICIOa vy Rone ERXE A LET, no
F7varEHERTLE, EENOIAV—T R —noETE 5 X 512720 £9, HTML
AT T ANEEREKLRNE HIZTHITIE, none ¥—TU— REHFEL T
html-content-filter =~ > K& AJJLE T,

REIZOa~y R4 25 e, fiElE TOREN LHES SET,

hostname (config-group-webvpn) # html-content-filter {java | images | scripts |
cookies | none)

hostname (config-group-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

TROFIZ, Z0a<w RTHEATAIXF—U—FOEKREZRLET,

K 2:fitera<> FOFXF—T—F

IS

cookies A A= E T X —%ZHIBRL T, [REMR
JRET 4 NVE ) T T T AR —E R L
F7,

i

Fom— R

images A A=V ~OEWEHIRLET (KIMG># 7
ZHIBRLET) |

java Java B L ActiveX ~DO& M A HIBR L £
(<EMBED>, <APPLET>, ¥ & (*<OBJECT>
D <OBIECT>%&-% 7 ZHIBR L E£9) .

none TANE ) T BTN EEERELET,
XNVEERE LT, 74 NVZ Y T EESRL
FT, TANE Y U TEEMA LRI DIT
LET,

scripts AN TT 4 v T ~DEREEIRL £ T
(<SCRIPT> % 7 #HIBg L £¥) , <SCRIPT>
tags).

WOHFNE, FirstGroup E W2 L FTD 7 N—7" R U 2 —IZxF L TIAVA & ActiveX, 7 v % —,
BIOAA=VOT 4 NE ) T RFEET DHHFEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # html-content-filter java cookies images
hostname (config-group-webvpn) #
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B 2 r—rr—cone

A—H R—LR—TNDIEE

I N—T"RY T —webvpn 27 4 ¥ 2 L —3 3 F— K Thomepage 2~ RZHff LT,
ZOIN—=TDa—FRa s Ll EIZFRSND Web X—VDURL ZHEELET, 7
T F IV FDER— L=V H Y FH AL

homepagenone =~ > R&ZRITL CTERLEZXNVEZED T, BESNTVDHIR—LASN—T%
HIBR T 212X, Zoa~vr FonBRXE AN LET, no A7 vara2EHTHE, HERHD
TN—T" R =IO TEDLLIICRYET, F—L_X—=UZPEALRNEDIZTHIC
IZ. homepage none =~ > FK&Z A )L E7,

none ¥— "V — R, 74T FLASSLYVPNE Y g3 v DER—LRX—=UNRNT L ERL
F9, ZHICEY, MERRESN THR—LX—IURNER S, m— L=k Sz
<720 ETF,

F—1T — R value D% 5D url-string BH T, m— L=V DO URL Z8E L £, http:// £721%
https:// DWT N TIHED A NY U TICT HMERH Y 7,

hostname (config-group-webvpn) # homepage {value url-string | none}
hostname (config-group-webvpn) # no homepage
hostname (config-group-webvpn) #

BEY A U U DERE
auto-signon =~ > Rix, 777> FLASSLVPNt v g Da—HHOT 7L A v
A2 HATT, NTLM #RE, EAREGE, £330l G2 M AT 285 0-blca 7 A v 7
LTyl (=4 LRAT—R) ZRNET— NZE L £, #HO auto-signon 2 > K
EANTE, Zho0a<wy RIFANBEIZREINEST Gl AN Lca~vy R ELESRE
)

HE A A U BEREIX, webypn 2> 7 4 F a2 b—T a2 webypn Z—7F a7 4 F o b—
vary, £Fwebvpn =P T 4 X2l — g FT—FRD3ODEF— R TCHATE %
¢01~$%ﬁ7w~fmﬁ%b\7w~7ﬁ7m—ﬂw*ﬁ%#é&wﬁ%@%ﬁ%%%@
DEHAINET, BRTHE— ML, EHT2RBFEOMEEIC L > THRRY £7,

BEV—N"ADRFEL—TOREY A VAL 2T 4 B—T7NMICT D%, Tt IP 7 a7 F
FIXURIZFRELTCZOa~vy RO no BREZEH LET, 7 XTOH—NTxt L CRGEE

F A= T AL, BIBEEFIRTE LW T ERZHEHLET, noA 7> a v 2 FHT
L&, IN—TFRY) = bEE MR TE 1,

WOBITIX, ZV—7FKRY T —webvpn 27 4 Fab—aE— FTANL, EAFIE
A LT, 10.1.1.0 25 10.1.1.255 O#FEIPAD IP 7 K L A & F£FOH—/3~0 anyuser &\ 9 & RO
a—FOHBY A A ERELET,

RO~ FEITIE, BEARBIEE 721X NTLM BRE2 M LT, 7 747~ F LA SSL VPN
v va O —WFIZH L, URI< A7 https://* example.com/* TEFR SNz —"~DT 7 &
ANWCHBIYA AU ERELET,

hostname (config) # group-policy ExamplePolicy attributes
hostname (config-group-policy) # webvpn
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hostname (config-group-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

hostname (config-group-webvpn) #

WD~ REICHE, EARBIEFEZIEINTIMBFEA2EHA LT, 7747 b LA SSL VPN
tyvaroa—PIHtL, 7Ry b <A T 255255255.0 #fEHTSHIP 7 FL A 10.1.1.0
DY —=R_R~DT 7w R CHEY A A 2R ELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-group-webvpn) #

95472 LASSLVPN v 3 VD ACL DIETE

\}

webvpn E— R Cfilter =2~ > RZHHL, 2O N—7 R r—Fmida—FLIcx LT
FA 7 MVASSLVPN Yy v ar TEMT S ACL O4RHIZRELET, filter 2~ K%
AN LTHRETDLET, 7747 ML ASSLVPNACL I8 SN EH A,

filternone =~ > R& 1T L CTIERR L7 XVEZE & T, ACLEZHIBRT 212X, Zoa~v R
DOnoBERXEZ AN LET, nod 7T a BfiHT 5L, EEBDO I NV—T R —0 bk T
XAHLITRDFES, T4V EOEEMRE LWL DT HI21T, filter valuenone =~ K%
ABLET,

filter 2~ REZANLCTHRTETDHET, 77947 ML ASSLVPN & v a2 ® ACL 3
AEnEwi,

ACLZRHRELT, 2O N—FRY I —ZONWT, SFSFEREATDNT T 4 v 7 5EHFHA]
FAFHEELEST, RIC, filter 2~ RZ2AHNLT, TNVHDACLEY 747 ML ASSL
VPN b I 7 4 w7 A LET,

hostname (config-group-webvpn) # filter {value ACLname | none}
hostname (config-group-webvpn) # no filter

none ¥ — 7 — RN{X, webvpntype ACL 372" L 2R LET, ZHICEY, XMEDRRE SN
TACL BMES SN, BOZ V=T KU =76 ACL B SR 720 £7,

X —U— K value D% 5D ACLname LFH|T, % E L7= ACL DL4RiZFELE T,

GE)

7747 MU ASSLVPN & v 3 X, vpnfilter 2~ RCTEFIN TV D ACL &1 A
LEHA,

YK@W I&. FirstGroup & WO AHTD 7 /V—7 KR Y > —Tacl in &9 ACL ZFFOMHT 7 4 /L
DREFEERLTWET,
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hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # filter acl_in
hostname (config-group-webvpn) #

IN—F R —DIF7A47T 2 hLASSLYVPNHE—LR—IZURL DY A MEFRFTHELD
ICHEETEET, B, Zu—L a7 X2l —3 gy F— RCurllist 2> F& A
JILT, 12 EOARHIE Y A NEERT HLERHY 3, FFEOTN—T R o—I27
FAT Y FLVASSLVPNt® v a O — "L URLOY A FZ#EH LT, HEDOI/NV—T K
VDo—DUARMNIZHD URLIZT 7 EATEDHEHICTHITiL, Z/v—7 R 2 — webvpn
a7 4FX2lb— a3y T— KT urllist 2~ REETTIHEIC, ERT2U 2 b (B
") O4FIEERLET, T74/L FOURL U A MIHY FHA,

url-listnone =~ > RZfH L TER LI VEEZEOTY X FEHIRT 2100, Z20a<vwr F
Dno EXREMHEHLET, no 7> a AT LHE, BELHOTN—7 R o —hHik&
TEHLE51IZ D EF, URL Y R BRI NN E 51T 512X, url-listnone =< R %
FEHLES, a~r RE2BEHTL L, EBITTOREN EEESINET,

hostname (config-group-webvpn) # url-list {value name | none} [index]
hostname (config-group-webvpn) # no url-list

TEOFRIZ, urklist 2~ RONRT A= L ZOEWE R LET,

R 3:url-listAT Y RDF—JD— FELEH

ING A—4 =17 S

index == LORTODTTAF VT 4 %45
ELET,

none URL U A MZXNWVEEERELET, T 74V

NERIFHRELIZIZLV—T R > —np U &
FOSEER SN2V S I LET,

value name BREFHEHURLY A NOARTZHRELET, =
DEHIRYARNERETHIZIE, Fur—Ub
a7 4 Fal— g F— RTurllist =~
U REFERLET,

OB TIL, FirstGroup & W) & REID 7 —7 R U 2 —IZ FirstGroupURLs &9 URL U & b
EREL, TNPRHR—LR—=VIZFRENLHMO URL U R MR K OITHRELET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn
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hostname (config-group-webvpn) # url-list value FirstGroupURLs 1
hostname (config-group-webvpn) #

JIL—T R1) —® ActiveX Relay D 1 +— T JL{t

ActiveX Relay #9425 &, 7747 FLUASSLVPN & v g VEMN Liza2—HR, 7
7 ¥ & LT MicrosoftOffice 7 7'V 7y —> a3 VAR TE 5 L2l £9, 77V r—
vait, By a &AL TMicrosoftOffice KF 2 A hpF 7 oa—RKET v 7Fa—K
ZATWET, ActiveX DU L—iX, 7 FA4 T FLASSLVPNE v a 2K 745 E THY
EFETY,

JIAT MV ASSLVPN Y>3 o TActiveX 2 ha— i A 32— VERIET 42—
TMZTDHIIE, I—T R —webvpn 2> 7 4 Fal—ra T R TROa~v > N
AN LET,

activex-relay {enable | disable}

F 7k TN—T R =5 activex-relay 2~ RE#KTHITIE, RoOoa~2 RaeA
HLET,

no activex-relay

WDa<r Rix, BEOIZNV—7 R —ICEEMIT LI TWD 7 T 14T F LA SSL VPN
Tyl alrdActiveX 2 bar—LE A X —T I LET,

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # activex-relay enable
hostname (config-group-webvpn)

OIN—TRYS—IZdT 2954 F7 2 RLASSLVWPNE Y a3 o TOF7TUr— 3y
TOEADA r—T)Lit

DT N—T RV =TT TV r—ay T RAEBAX—TNITHIZIE, FA—F R
v —webvpn 27 4 ¥ 2 L—3 3 ¥ F— KT portforward =~ REZAJJLEJ, K—Fh
THV—T 4 7E. T 74N FTET 4 B—=T > THET,

JN—T KRV —webvpn 27 4 F 2 L—3 3 E— KT port-forward =~ REZ AL
T 77V r—var 778 REA R—=TIWITDHANT, 7747 N ASSLVPNE v & =
YTCa—PRERATELT SN = a DU RA NEERTOVLENDY £, Fr—rULa
V74X a2 lb— g F— KT portforward 2~ > K= AN LT, ZOVAMEERLET,

port-forward none =~ > R&FITL CIER LI XVEZ SO T, Z—7 KU v—ar 74
Fal—arbR—b 74 V=74 Y 7RMEZHIBRT 21213, Zoa~<2 KO o B%
AN LET, neA7var&EMATLL, MOINA—T K —0nb ) A NEHATE LD
WD FET, A=K 74TV =T 47 VA NEHEKLZRZNKL SIZTHIZIE, none ¥—U— R
ZH5E L T port-forward =~ > K& AJJLET, none ¥— U — R, 7 4 V& VU T RET
SNBRNWZEERLET, ZHUTED, IIUVERRESNTTZ ANV EZ Y U IIBHER SN, 7+
NZ Y TP SN 720 £,

IOy ROBIIRD ERBY TT,

| Kys—o1—7 I}



Rys—on—7 |
B« oo ovmreonE

hostname (config-group-webvpn) # port-forward {value listname | none}
hostname (config-group-webvpn) # no port-forward

*— U — K value D% A D listname SLFH| T, 7747 FUASSLVPN Y v 3 O=2—H
WT 7 BATEDLT TV r—aOY A NEHELET, webvpn 227 4 Fab— g v
E— KT port-forward 2~ > REZ AL, ZOVANEERLET,

R ZDa~y ReERT 5L, miEE TOREN LEE SNET,

WOHE., FirstGroup & W) ZRTONERZ V—TF R Y > —ITportsl EWVNIR—h 7+ U—F 4
Y7 VA NERET D TEERLTVET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # port-forward value portsl

hostname (config-group-webvpn) #

R—k T4+ T—T 4 VI RTREBDEE

I N—T" R —webvpn 27 4 ¥ 2 L—3 3 F— KT port-forward-name =~ > K% fif
MALT, HEDZ—FEIFI/N—T RY =TV R2—F~DTCPR—F 74T —F 4
v T AT DR TR EL&T port -forward-namenone =~ > &l L CIER L 72 X
NMEEED T, RrbEHIRT AL, 20a~vr Fon JERE AN LET, no 7=
ERRETHE, T T AN Application Access NMETLSNE T, Azl LRI I
T 5121, port-forwardnone 2~ FEZANJLET, ZDOa~vr FOHELIRDO L EBY TT,

hostname (config-group-webvpn) # port-forward-name {value name | none}
hostname (config-group-webvpn) # no port-forward-name

WOHNL, FirstGroup &9 NE 7 L—7 7R U 2 —I|Z Remote Access TCP Applications & VX9 £
AR ET D HEEZ TR L TWET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward-name value Remote Access TCP

Applications
hostname (config-group-webvpn) #

Tyl AV AAI—BHBICERTLIRRKA TV b 4 XDERE

Xy hT =27 FARAL AT, BN —TTI7A4T A=V T, T3 AR ORAEE]
Eﬂz@l%%’i%77747f§>é CEMERLET, INHDORA vE—VOR S TR 5 et
7Y E£3, keep-alive-ignore 2~ FEAMi/HT 5L HHEV A AUTORA v =% T T
XF—TTIAT Ayt —VERRLT, By var IA—DEFRHIET 7 4 v 7 L AR
ERNEIICASAICRETE £, ®PHIZ0~900KB TY, ¥ 74/ MMI4KB TT,
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TV g BT S HTTP/HTTPS b7 7 4 v 7 O ERZRET 512X, 71—
7 RY —JEME webvpn 27 f ¥ 2 L—3 3 > E— R T keep-alive-ignore =~ > N % fifi f
| =

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Toavry FOnEREHHT AL, 2T 4 X2 b —a b ZOEENHIBRISNET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOFITIE, BESTEIA T2 FORRKY A A& SKBIZHRELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

T N—"77RY 2 — webvpn E— R T http-comp =2~ RE AL, FFED I N—TF 12—
FICK LTI TA T ML ASSLVPN v g %0 L7z HTTP 7 — 4 OJEHE & A 1 —7 v
\—L/ij—o

hostname (config-group-webvpn) # http-comp {gzip | none}
hostname (config-group-webvpn) #

AT 4 Falb—varprbavwy REHIRL, BEREEAINS LT 5HI2F, Zoavy
KD no X AMHEHL F9,

hostname (config-group-webvpn) # no http-comp {gzip | none}
hostname (config-group-webvpn) #

DAy ROBIRDO EFBY TT,

e gzip— 7 VT i — IR LCER R A R — T T 5 D L ERELET. St
7 )L METY,

snone—<% DI N —TF T2 —FIIk LEMENT 4 =T iz EnNd Lo FERLET,
77 A4 T MU ASSLVPN Y g vDFE, Ja—)Lary 7 4F¥al—2 g3 F— KT

y“'fl?éﬂf: compression 2~ > Ri%, 7 /L—7 KU I — webvpn E— R —H 4 webvpn E—
THXE S H72 http-comp =~ LD B EINE T,

Wiz, Za—sL R —sales DIEMEET 4 =TT BH 2R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # http-comp none
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hostname (config-group-webvpn) #

BEI1I—HDISATF72RLASSLVPN 7 RADETE

\}

WKOHETIE, BEODZ—FDIF5A4 T ML ASSLVPN v a v DOREEZ AT <A R
FTHLHEZOWTHHBILET, 2—PFH a7 1 Falb— a3 F— FTwebvpn =< F
EEALT, 2—HF L webvpn 2> 7 4 X2l —ar E— FEBLEST, 2947 L
ASSLVPNIZL - T, =—HiE, Web 77 U HEFEHLTASA ~DEX 2T YE—FT
JEAVPN b RNVEMSLCEET, Y7 MU TEEIN— T =T 7747 MIME
b FEFA, 7747 NUVASSLVPN 23252 & T, HTTPS A % —X% v b A MZ
T RATEDHIFEALETRTOI L E =25, IRIEVD Web U Y — 23 LT Web i 7
TV —a BT 7 BEATEES, 7747 F LA SSL VPN (X SSL 8 L& D%
MTHDHTLSIZEH LT, VE—Fa2—H& b FTERELIZFFEDOTR—FENT
WO Y — R LD OEX 27 PR 2t LE T, ASAIZT v X3 20N & 5
Zikl U, HTTP Y — NITRGEY 7V AT A ERFE L Ca— P 230iE L £ 77,

2—H% webvpn 27 4 Fal—var E—RKOavwr Rick->7T, 774/, URL, TCP
TIVr—var~D7 74T FLUASSLVPN Yy v a VRO T 72 A2 EFR L E T,
ACLBXOZA4NEZ VU ITTHNT T4 I DEATHIEELET, 7747 ML ASSL
VPNIX, 774NV FCTET 4 =70l >TWET, ZIHDwebvpn 2 v NiE, I~
ROBREEATo>lca—PRIZOBEN ShES, Fur 7 b2l T, = —¥4 webvpn =
Y74 F 2l —va B NICASTZ ERDNY £T,

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

2—H#H webvpn 27 4 Fab—ary T R TANLETRTOa~vy REHIBRT 51
X, Zoa~vr Fone BXAEHLET,

hostname (config-username) # no webvpn
hostname (config-username) #

BFA—IN TaF 2 HEHTLH-0IC7 T4 7 ML ASSLVPN 3R ETHLEITIHY £
/\/o

GE)

ra—NL ary74Xal—valy E— Kb AL webvpn E— RTiX, 7747 ML A
SSLVPNtE v v a D7 a— \VREAETEET, ZOHETHALE, =2—F4E— )
BAoTzaz—H L webvpn 2> 7 4 X al—var = REHHTLE FEODZ—FDI T
AT MVASSLVPN Yy v aryDary 74 Xalb—val Bl AXA ATEET,

a—HH webvpn AT 4 F 2L — a3 T RTIE, RONRNTA—FENAZ~A A TEE
o BNRTRA—=ZIZONTIL, BFROFIHTHHA L ET,

* customizations
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* deny message

* html-content-filter
» homepage

« filter

o url-list

* port-forward

* port-forward-name
* auto-signon

» AnyConnect Secure Mobility Client
* keep-alive ignore

* HTTP compression

W OFIE, username anyuser attributes {Zx% L C2—H%4 webvpn 227 4 F a2 L —T 3 E—
R&2BAtRT 5 HikE R L TWVET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

HTIMLM S D4 LAY o84 3a0FoveEATocy FDIETE

ZD2—YDIFA T N ASSLVPN v g D Java, ActiveX, £ A—, A7 VT
M ZoX—%7 4N H2) U T7T5I20%, 2—F S webypn 27 4 Fal—2 a3 F—RT
html-content-filter =~ > REZ AN LET, 2TV 74 A ZEZHIRTHITIE., Z0avwy
K no & AJ1 L£9, html-content-filter none =~ > K& 34T L TIER L 7= XV EZE &
T, TRTCOaLT Y T4 VZEZHIBRT HI21E, 5IBEREETICZOa~y RO ne B
EASILET, nod 7 v arEHHATLE, JA—TRY —nbEEMEATE Ed, HTML
AT T 4 VE BRI LW K 9129 5 121E, html-html-content-filter none =~ > N % A
JILET, HIML 7 4 VZ V71, T 74V M CT 4 E—7 L TT,

wEIZo=a~y Reffd 5 e, fiElE TOREN LEES SNET,
hostname (config-username-webvpn) # html-content-filter {java | images | scripts
| cookies | none}

hostname (config-username-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

Zoawy NTCHEATAIF—U— RN, kOEEBY T,

s cookies—1 A —UMNH 7 v —%HIFRL T, REWRIEE T ANZY T LT T AR —
PEALLFET,

«images— A A — U ~DZWEZHIRL T (KIMG> % 7 ZHIBRL £T)
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« java—Java 3 X O ActiveX ~DZ A HIFR L £¥ (<EMBED>, <APPLET>, LT
<OBJECT> @ <OBIECT>%-# 7 #HIfR L £7) ,

snone— 7 A /VH VT EITORWI EERELET, XNVEEZFRTEL T, 744XV T
EEGLET, 74NV TEEREALRNESICLET,

escripts : A7 VST 4 T ~OBREHIERLET (<SSCRIPT> Z VA HIBRLET) .
<SCRIPT> tags).

WOFENL, anyuser & WD L BIOZ—HI|Z, Java & ActiveX, 7 vF—, BELOA A= D7 4
NE Y T aBET D IEER L TWET,

hostname (config) # username anyuser attributes
config-username) # webvpn

hostname (config-username-webvpn) # html-content-filter java cookies images
hostname (config-username-webvpn) #

(
hostname (
(
(

A—H R—LR—DIEFE

ZDA—YRTTAT L FLVASSLVPN By v aiiu s A Lz L EIZFERRIND Web
R—Y O URL #HET HI2iF, =—H4 webvpn 2> 7 ¢ ¥ = L— 3 > F— KT homepage
a~ R&EASLET, homepagenone =~ > RE%HIT L TIER L7 X UEZE DT, HES
NTNER—LR—=IEHERT 521, 2oavry FonFREANLET, no 47 3~
AT E, TA—T R = BEEMREKTEET, A= —UZfK L2V 5T
%1Z1%. homepage none =~ > K& AJ)LE 7,

none ¥—7— KX, 7 747> hLASSLVPN R—AXR—=U NN &2 RLET, ZHIC
LV XVEPRRE SN THR—LX=UBRELR S, A=A X—=UR SN2 <R 97,
F—U— K value D% A D url-string BT, Bm—L_—Y O URL 2#5E L£9, http:// £721%
https:// DWFTINTIHEDL AN U 7T 20 E R H Y £77,

T 74N DR —ERX—=VIEH Y FHA,

hostname (config-username-webvpn) # homepage {value url-string | nonej}
hostname (config-username-webvpn) # NO homepage
hostname (config-username-webvpn) #

WOBNZ, anyuser &\ ARTDOZ—HF DR —L~X— L LT www.example.com Z$5ET 5 F
BERLTOET,

hostname (config) # username anyuser attributes

(
hostname (config-username) # webvpn

hostname (config-username-webvpn) # homepage value www.example.com
hostname (config-username-webvpn) #
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BEEAYE—CDIETE
2 —W4 webvpn 27 f F 2 L—3 3 > E— KT deny-message 2~ RE AJT5L, 7
FAT L RLASSLVPN v g VIZIEFICE 7 A T& 5 VPN FELZF -0 ) E— b
2—PIEETHA v —VRIEETEET,

hostname (config-username-webvpn) # deny-message value "message"
hostname (config-username-webvpn) # no deny-message value "message"
hostname (config-username-webvpn) # deny—message none

no deny-message value =~ > NI, UE—bF 2—HFR A v —UEZEFELRVEIIZ, Ay
T USRI L E T,

no deny-messagenone =~ > NiX, ##ii7a 7 7 A VR v —Dar 7 4 FXalb— a3 hb
BIEEZHIRLET, AU —ITBMEL AL ET,

Ay —UlE BT A=A, BRIOHRERZ BT0RET CTiRR491 XFE THETE
FIH, HAOSIHFEIAV Y FEnvEtA, TXFAMEI, v/ A VR E— 2 —F DT
T UWICE/REINET, deny-message value =~ > NIZLFHNEANTHEXIL, a~vr KR
Ty 7T HGETHRITTANLET,

T 74N MR A = 13RO LY T, [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information. |

ROBIOFRYO 2~ Rk, 2—HFHE— FIZAD | anyuser &9 4RO —FIZJEME AR
ELET, Bioa~r NI, 2—FLwebvpn 2> 7 4 Falb— a2 T—RNIIAD, ZD
2—PICBET DN TWDIEGA v — V2 ERLET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # deny-message value "Your login credentials are OK.
However, you have not been granted rights to use the VPN features. Contact your
administrator for more information."

hostname (config-username-webvpn)

URL 'J X ~DE A

AT MV ASSLVPN By g VAN LT —FDOR—L_X—=ZURL DU A M &F
FTAHEIICHRETEET, WIS, Fa— L a7 4 X¥al—3i g F— FTurllist =
~ U REANLT, 1 DL EOAHITE Y A NEAERT 2 0ERHY £3, 7747 ML X
SSL VPN OHFE D —HZH— S URLDO U A b &j@ 3 51213, =—V4 webvpn 27 ¢
Fa2l—ygrEF—RTurllist =2~ REAHLFET,

url-listnone =~ > FZFEH L TER LI MEZED TY 2 M EHIBRTAI2E, 20a<w 2 R
DOnolEXEATILET, no 7 arz2EHTEE, 7= R —0bLEEMKATE
F9, URL U R A SN2 K 912 HI21E, url-listnone =~ RZ A LET,

hostname (config-username-webvpn) # Url-1list {listname displayname url | nonej}
hostname (config-username-webvpn) # no url-list
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Zoavwy RTCHATLIF—U— REEHIL, kOB TT,
« displayname : URL D4 HIZfRELE T, ZOLAHNL, 7747 ML ASSLVPNtE > =
VDIR—=H ) R=VICFRRENET,
e listname : URL & 7 V— {54014 ELFT,

enone : URL DU A FNDIFAELARNWZ AR LET, XMEZKREL T, URL Y A h&4E
HLET, URL YR MNDEEMA LWL SICLET,

curl : 77 AT FLASSLVPN D2 —HP N7 7 A TEx25 URL Z#HEELET,

F 74/ b URL U A MIH Y 8 A,
WElZDa~y REEHT 5L, miRlE TOREN LEEINET,

OB, anyuser & VN9 £ RO L —H(Z AnyuserURLs & VY9 URL U A M &5 ET D HiEER
LTCWET,

hostname (config) # username anyuser attributes

(
hostname (config-username) # webvpn

hostname (config-username-webvpn) # url-list value AnyuserURLs
hostname (config-username-webvpn) #

21— ® ActiveX Relay D 1 r— J )Lt

ActiveX Relay Zfli [l 95 &, 7547 FLASSLVPN v a v st Lima—H¥R, 7
F Y &2 LT MicrosoftOffice 7 7V r—> g U ABREITX A L9120 ES, 77V r—
vait, By a &AL TMicrosoftOffice KF 2 A hdF T a—RKET v 7Fa—K
EITWET, ActiveXDU L—iX, 7 74T FLVASSLVPNt v a3 v &2 T35FE THY
EETT,

747 ML ASSLVPN v adD ActiveX 2 ha—L& A 2—T)VEIET 4 —
TMZTHITIE, =—HF S webvpn 2 7 4 F 2 b —T a3y E— RTCROa~vy REANLE
7

activex-relay {enable | disable}
TN—"T R =5 activex-relay =~ > RZffKT 5101E, kDa~vr Re A LET,
no activex-relay

WDa<y Rt BEO2—VAZIZEEMTFONTNE Y T4 T ML ASSLVPN £y v g
D ActiveX 2 ha— L A RX—T7 I LET,

hostname (config-username-policy) # webvpn
hostname (config-username-webvpn) # activex-relay enable
hostname (config-username-webvpn)
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D947V RLASSLVWPN 2y 3o TO7 TN r—23 0 70ADA 2—T Lk

ZDa—YOT TV =gy T ERAEA X =T NVIIT DHITIE, 22—V 4 webvpn 27 o
F=l—v g E— RNTportforward 2~ RE AN LET, K—h 74U —F 1 7L,
FIFNETIET 4 =7 M5 TOVET,

port-forwardnone 2~ RZRIT L TIER L= MEEZEH T, 2074 FXa2b—2a b
R—=b 7V —FT 4 T BMEZEIERT DI, 20~ FonBXEANLET, nod
varvEEHTLE, IA—T K =B U A RNERKTED LIV ET, T4 FY
YIRESELTR— b 74U =T 47 VA REME LRV E DICT 521X, none ¥—7 —
KZ+$57E LT port-forward =~ K&Z AJJLET,

hostname (config-username-webvpn) # port-forward {value listname | none}
hostname (config-username-webvpn) # no port-forward
hostname (config-username-webvpn) #

¥ —U— K value D% A D lismame LFHI T, 77 A7 ML ASSLVPN Da—H 137 7+ A
TEAH7 7V =y arvDY A NERELEYT, 27 4 X 2 L—1 3 F— K Tport-forward
a<v s REANLT, 2OV A MEEFRLET,

REIZDa~ FefT 5L, fiEETOREN EEHEEXINET,

Z—H4 webvpn 27 f F a2 L— 3 E— KT port-forward =~ REZ AL T, 77
Vor—2ar T 78RR A X —TNVICTDHENS, 7747 MV ASSLVPNE v v g o Ta—
PREATEDT 7Y r—va v D) A MEERTILERDHY £F, /m—rL av7 4
Fol— 3 EF— KT portforward 2~ REZ AN LT, ZTOVARANEERLET,

WOBNL, portsl LWV R—b 74T —F 47 VR PERETLHEEZRLTHNET,

hostname (config-group-policy) # webvpn
hostname (config-username-webvpn) # port-forward value portsl
hostname (config-username-webvpn) #

R—bk T+ T—T 4 VIRTBDRE
2 —H4 webvpn 227 4 ¥ 2 L —3 3 2 F— R T port-forward-name =~ > RZ{Hff L, 4F
EDOL—YHIZEY R 2—F~DTCPKR—k 7+ T —F 4 VT ailfpl T 2R -4 % ELE
9, port-forward-namenone =~ > R &2 L TIER L= X UEEZ GO T, Frs wHlkRdT 5
Wik, Zoa~r Fon X2 AN LET, no 77y a a2 BETHE, T 74V N
Application Access EILSNE T, AL LR2NE HITT 51T, port-forward none
avr REeALET,

hostname (config-username-webvpn) # port-forward-name {value name | none}
hostname (config-username-webvpn) # no port-forward-name

WROFNE, R— MRES test ZRET D TiEEZ R L TVET,

hostname (config-group-policy) # webvpn
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hostname (config-username-webvpn) # port-forward-name value test
hostname (config-username-webvpn) #

Ty AV A —EHBICERTIRRATOLY b U4 XDERE

Iy RU—7 FAL A, BNF—TTI347 A vb—Vr LML T, 731 2R OAAE
BB ERET 7T 4T THDHI L BB LET, TNHDORA vE—VOR IR THEr:
23V £7, keep-alive-ignore =~ > i+ 5 &, fEET A XALUTDA v =T % T T
F—TTIAT AvE—VLRRLT, Byvar AA~—DEHFHFIC T 74 v LR
XN EHICASAICHRETE 9, #PHIZ0~900KB TJ, 77 4/L hI4KB T,

N g D EIZERT S HTTP/HTTPS F 5 7 4 v 7 @ FIREIRET HIi%, 7 L—
7 RY —JEME webvpn 27 f ¥ 2 L—3 3 > F— R T keep-alive-ignore =~ > % fifi f
LET,

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Zoawry ROonBEREHHTHIE, a7 X2 —arhb ZORENEIBRESNET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOFITIX, EEHIT ATV 27 FORRY A A& 5SKBIZKRELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

BEYA VA DETE
NTLM, A HTTPRERE. FXZFOmF 2T 22— N2, 7747 LA SSL

VPN DR EZ—FDu /A 7 LT ooy Ve BEICETIZIE, = —F4 webvpn 27 ¢
X2 l—3 3 F— KTauto-signon 2~ FEMHHLET,

auto-signon =~ > RiZ, 7747 MV ASSLVPN v v g Ox—FHD ‘/‘/7“/1/ P A
A A TT, NTLM 38GE, JEATGE, £X20OM A 2R T 2RO DIcr /A v U
LT v (22— ERRT—R) ZREHY—NZELET, o auto-51gnon o< K
EANNTE, ZbDavy NIZANBICAEENET GElICA LIza~r RRMELESE
T) .

HE A A U BEREIE, webypn 2> 7 4 F a2 L —3 a2 webypn 7/ —7 a7 4 Fa b—
var, ¥l webvpn 22—V 4T 4 Fal—var FT—FRD3IODE— R THEATEE
T, =PRI =TI L, ZA—T NI a— VBT D & ) B e B
NEHINET, BRT HE— NiX, FHT2RFEOMGHEIC L > TRRY £7°,
FEV—N"~OREL—FORBEI A VA Z2T =TT HICE, TP 7y 7 F
TIXURIZFRELTCZOa~vy FOno IBREZEH LET, T XTOH— N2k L TREEE

T4 E—=T T BT, BIEEEELRN T BRXAEHLET, noA 7> a V&M
LE, IN—T R —InbEEMATEET,
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WD a~y REICHE, EARGEAEE 7213 NTLM 58REA2fEFH L C. anyuser L WO LRID T T4 T
> F LA SSL VPN @ =—H|Zxt L, URI < A7 https://*.example.com/* TEF I 7z H—/3~
DT 7R CHEY A A 2R ELET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow uri https: //*. example.com/*
auth-type all

WD~y REITIE, 7%y b <A77 255.255255.0 2 LC, anyuser &\ I ZRID Y T
AT FLASSLVPN O—HFIZ% L, IP 7 KL A 10.1.1.0 ZF 0P — " ~DEARBIEE 72
IXNTLM FZREIC KD HEN A A 2R ELE T,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-username-webvpn) #

2 —H4% webvpn 227 f F a2 bL— 3 2 E— RThttp-comp 2~ KZ AL, FFEDL—
I LTI IA T L ASSLVPN v g &4 L- HTTP 5 — &% OEfi &2 A4 % — 7 )b
\-—Liﬁ‘o

hostname (config-username-webvpn) # http-comp {gzip | none}
hostname (config-username-webvpn) #

oV 4 Xalb—varhbavlr REHIRL, XK IND L5 T2IC%, Zoavwy
RO no FEXAEMEHAL E,

hostname (config-username-webvpn) # no http-comp {gzip | none}
hostname (config-username-webvpn) #

DAy ROBIRD ERBY TT,

e grip— /N — T F T o —FIoH LCERE A F— T T 5 2 ERELET. Shd
F7 4L METT,

s none—% DI N —TF T2 —FIk LEMENT 4 =T iz &nd L HFERLET,
74T RLVASSLVPN Yy aryO4e8, Ju—)Lary7 4 X2l —3 g3 F— KT

FXE S 4U72 compression 2 2 KX, 7 /L—7 7R U 2 — webvpn £ — R0 —H4 webvpn £ —
RCRE SAU72 http-comp 2~ > RE VD LI NET,

WDOBNL, testuser &\ ) 2—VH TEMET 4 Z—7 ML TWET,

hostname (config) # username testuser internal
hostname (config) # username testuser attributes
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hostname (config-username) # webvpn
hostname (config-username-webvpn) # http-comp none
hostname (config-username-webvpn) #

AN—hr FOoRILTOER

ROETIE, 74T FVASSLVPNE Y 5 0 TAY—F bRV T T BAZA R—
WD HE, FN60T7 7 AERMETLIT Y r—2a U OfEE. BIXOMHEH EOEEIC
DWTHBLET,

2<w—h PRI T I RRAERETHITIE, A~v— bk UL URAMEERHRLEST, 2DV
XF X, A~—hF PRV TIZRRZELEZ 1 DU EDT TV r— gy, BIOZDY

WCBEM T b=y RRA U N AN —TFT 4 VT VAT L EEDET, KT NV—T K
)/~itim—ﬁw3—#fj/— X1 oA — ]k hob YA MR R—RENT
WBHTD, TITIPFR=ATERNWT PV r—r a2 R— R30I, Zr—7
fELTCA—h RV VR NMIMZABMERSY ET, VA RNEERLZL, 128 LD
N—T R v—FEFn—hL 22— K)o —ZFDY A EEID Y TES,

WOETIE, Av— b P RABLOEOREFECONTHILET,
e ZAw— kK MR ONT (22 2—)
« Zv— |k R RLORHREME (23 )
e Av— bk NURNAVDTA RTA L (24 X—2)
« A —h bRV T 7 RRINEERT ) = a OB (26 X—)
e A —h FURL YA RIONT (26 2—2)
e Av— b PRV RY —OREBIOEH (27 X—)
« Av— K bR bR Y —0OF%EEHA (28 X—)
e Av—h hURVEBEIYA Ay P8 U R ROfERR (29 =)
c Av—hk FURVABTA Ay =R U R DY =DM (31 =)
« Av— b bR T EAOABENME (32 2—)
« Av—hK MRV T I EADA X =T NMLEF T ~DEIY X (33—

e Av—|F hUREAMLDOO T FTDHRIE (34 2—)

AI—bF FURILIZDINT

A<w—k hr ML, TCP R—=ADT TV r—v a7 T4 _X— K Y%A MO TT,
ZDAV—F PURATHE, ¥Xa2 VT4 TTIAT UV RAENAT A ASAETRFY
P—REFTB7 AT FLRA (FTTUHR—R) SSLVPN vV aUMEEnEd, A
~v—h bR T I RAEHAT LT TV r—av i@ L, &7 7V r—varon—
HV N AZFRETE F9, Microsoft Windows THEITT A7 7V r—va VAL, Fxv
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2v—+ rornonrzs ]

JY LD SHA-l Ny v aD—FE, A<w—h bRV T I BAEZHFATHEMEL LTEKRD
T&EY,

Lotus SameTime 35 &2 T Microsoft Outlook |[X, A~—h MRV T 7B RAEZHAT BT Y r—
> a OWITT,
A<w—hF PRV ERETHITNE. 77V r—2a D774 T b THDHH. Web kT
TV r—varyThDINIIS LT, WOFIMEONT NN EFITTIHILENHY £7°,
T AT U NT V= arDl DA~ —1 bl X MNEERL, Av—
N RV T IR RAEZNEE TR N— R —F-idu—h L a2—F R —IZ%
DY A NEEY YL TES,
¢« Aw—h bR T I B RITERK T Web ¥ T 7Y r—2a D URL 2f8ET 51

Utz yr<—2 VAN M) EERL, Av—hF h XAV T 7 REZNELTH
ITN—T KR v—FFn—hV 2= R —IZZDU A NEE DL TES,

Flo, V74T FVASSLVPN By v a v &N LI A~— K~ R R TORT AV U
LTy x VOREE BEMET S Web it T 7Y r—va DU A MBIERTEET,

AX—k FURILDA ) v+

A<w—F MRV TIERATIE, V74T MDODTCP X—ADT SV r—vaik, 777
PAR—2D VPN it 2 L CH—ERICT 78 ATEET, ZOHETIEH, 777140
V=T 7 /ay—ThhR— Makl g LT, 2—FIFTkRD X5 2FERH Y 77,

e Aw—h hrpE, ISV RN T — o ZARAELET,

o = MREL TR, A<v—F bRATHE, v—Ar R — b=V T 7Y fr—
VarOa—PERHREER LRV LICED, 2= =7 ALY 2 AR LS E
R

e R— MRELIIERRY |, Av— bk FURATE, 2—FILEREREL R OLERDH Y F
A,

TIITA L DOREE, VAT N TV =gV E—F 22 —XITA A b—
LT BMER RN WD E T,

AY— bk FUORILDEIREY

Av— K P RATYR—FNENABZ STy N T+ —2 LT TP HONTIE, T AR— 3t
D VPN 77w b7 4 —2A, Cisco ASA 5500 >V —X] &L T &,

WO T L IR EFIE2Y Windows CHOA~— K M FL 772 AT HA S ET,

« Windows CIX7 7 7 ¥ T ActiveX F721% Oracle Java 7 > % A LEiHE (JRE 6 LA & H#E5E)
EAF—T ML TEBLERDH S,

ActiveX X— U TClE, BE#ET 5 70— R U 2 —|Z activex-relay =~ > K& AJJ L TEL
ZERMETT, av s REASLTWD), AU —IZA~—hF b U MEHE

RKys—o1—7 I
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DETTCNT, T KRR bDOT T IFOTax B4 ) A hTTad o RMEEINT
WAHEA, 20U A NI Ishutdown.webvpnrelay.] =2 h VU ZBINT 20N H D 3,

e Winsock2 D TCP RX—ZADT7 7Y r—a 720, A~v—bk b7 7B RIZHET 5,
e Mac OS X DHEITIRY . JavaWeb Start 27 T U CTA F—T NI L TEBL MNERH S,
e Av— kK UL, IE OHERREE— REABERH Y HA,

AX—k FORILDAA KSA4 Y

e Z<— |k kI R/IE, Microsoft Windows 3T L CWAha v Ba—ZttXa VT4 7
TIAT CARICEE SN X T R AR — 5, A~v— K F UL, Windows
TYAT AEROINT A—H %3 ET % Internet Explorer iX E&HH L £9, ZOHEN
TaxUEREZLLAENH Y FT,

e Windows 2> E2—% T, 70X N ASALT 7B AT HMENSHDIGAIEL. 77
ATV MDTITOFICART 47 Xy 2 N BRKETHY, BFiLDR A
ENRZ AT vOTaXIMPANDOY A MIEENTODILERH Y 7,

e Windows 2 B2 —X T, 7OX TN ASAILT 7B AT ALERRL, 7TafdFn
RANT TN r—2a T 7B ATHMNENRDDGEIE. ASABRT FTA T D
TuaXHNDOY A NMIEENTVALERS D 7,

TaXY VAT AIAZT vy Taxy s N ERIZHBIRED Y T4 7 v hOK
B, £TIXPAC 7 7 A ML > TERTEET, BIE. A~—F XV TlE, AH
T4 T TaXURELTNIR—FENTWET,

¢« Av— kK FY RV TIX, Kerberos Constrained Delegation (KCD) (LA — k Ifuauy,

s Windows D&, 2~ R 7u s "o L7 7Y r—va Vi A<w—h bz
T IR A ERBINT A%, Av—K PR VA RD 1 ODT kU O [Process

Name] I lfemdexe] ZfEEL, MO M7 7V r— a3 VBRSO ZZHEET
HRENHY ET, ik Temdexe] BT 7V —2a v OETHDHT-HTT,

cHTITP XR—ADVE— K 77 BRIZL ST, W<ONDH TRy FABAVPNF— LU= A
NDX—WT I RET v I THIERNDHD, TNEEETDHITIE, Wbz Ra—
VOBATE DD N T 7 4 v T HN—T 4 7T 572D ASA DRI T 0 X Z/E L
9, 2O XN CONNECT AV HR—FLTWARENRH Y £3, RFENMER
TuaXT DA, Av— K R, EARY A V2 A NRGEX A TR T EYAR— R LE
R

e Av— bk MM IND &, ASAIL, 77 UH FatARELTHHEAICZ VPN
vy alRRBETIRTOTIUY VT 7 4 v 7 %T 74/ N TEET D, 72, tunnel-all
AU —DEAENTWVAEAICOI, ASA IZF U EZITWET, 22— RT T o+
TavADROA AKX AERMTHE, VPN a VU RREATIRTDO NI 7 4 v
NEFEENET, 779 7o 2ARNFEULT, X207 4 77747 AN URL ~D
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TR L RNEES, 2 —PFIXFOURLEZH Z LiIXTEEHA, BBERE LT,
tunnel-all TIZ72W R b RY —%E Y B TES,

¢ AT —hFI) T2 —NR=NRAELZEE, Av— b PR ERIIMERESNEY
o =PI T 2 — VA= N—1RICHERT DM ERDH D 77,

e A= —h Fy DO MacX— 3 i, POSTT v 7 ~—2, T+ —L_X—20OHE A
Ay, FRIXPOST w7 u @iz iR — K L7V,

emacOS L —HF DL, R—F )L XR=UhbEE ST 7V r—va rFidnArA~—1

vty g LR AN TX D, T OBERIZIE, Firefox 12X 5 A~—F hop
NOYR—hbEENET, A~v—h M FAZRINMHERTDEIZ, Firefox 2 H L
“C Firefox DBIDA L AH v Az BT 521X, csco st EWVVIAFTOL—H a7 7 AL
MUETT, 20— 7Fa 77 A ANFELRVES, By a Tk, BT 589
[ —PIZER L ET,

*macOS CiE, SSLTA T T VW HFAFIvTiIZ o Eni=z, TCPEERTLT 7Y 7r—
varkikAvw—h ORIV THHATE 5,

*macOS TliX, A~<— b P RAEFREVFR—F LAV,

e U RRy 7 2baniz7 7V r— a > ([View] > [Columns] ZfEH L T7 7 7 «
BT 4 E=FA TR LET) o

e 7 mF L H—EX

BBV A A

20D LNV DAFIAR—A NS 277V r—va

* Telnet, SSH, cURL 72 ED Y —N_X—=2ADT SV /fr—a v

o dlopen F 7213 dlsym Z{#H L T libsocket 2—/v % RO 77V r—a v

e libsocket 2 — /L& WAITFHTAZ T 4 v 7Y 7 ST S r—ya
*macOS TlL, TREAND TV ASAPRETY, £7o, ZO/SAEIRILT LT RK

BENET, HF2—FLONRNAZEE LRI DICTHI0E, FH/3ADRHZTFVE (~)
ZANDLFET (B ~bin/vne) ,

« Mac 5 /34 A% Windows 7 /XA A®D Chrome 77 VY CTCA<—hk bR EVR— T
BI2DDOHF LAY v RPHESVE L7, Chrome Smart Tunnel Extension /%, Netscape
TIITA T TV —varyTal I hA s E—7 x4 A (NPAPD) (2805 HDOTT,
NPAPI |, Chrome CiZH¥ AR — hEIN< 72 E L7,

ZOYEET v 7T KA A h—/L L T2\ Chrome TA~— K F 2 RUIZHHE LTz
T l~—0%7Vwr35L, a—WPXET 17T L ERTIFTE % X 512 Chrome ¥ =
TARNTICIVEA V7 FENET, Chrome ZH A A b= 255, 2 —FITEE
FuT5 AERETES L9 Chrome 7 =7 2 T ICBEISNET, ZOES 0SS
LNE, Av— 18 PURAVDOFEITICHEIRNAF V& ASAPHLX 7 ya— RKLET,

Kys—o1—7 I}



Rys—on—7 |
B =t rornroercEELET T —2 v 0Em

Chrome DF 7 +/V v DOF Y o — RN, BEOZ—FD (XYoo — K| 7404
ERLTWVWARENRHY £7, F72iF. Chrome DX 71— RFEMN [Ask every time] T
HHEAT, 2= EF;RONILEIC [Fyrn—R] T3V F2RIRTH0ERHD
iﬁ—o

A<w—F bV OERAD, BHEOT v I~—0BIXOT U r—2 9 UERER. HiLwy
JEERERED A VA h— vt Xy a— REFHEED 7 a v AUSMIEE S NEH A,

AY—hk PRIV THORRIZEBGET7T T)5— 3 20MEM

KEASADIZAT Y FVASSLVPN 27 4 Falb—rarid, Av—hk b AL
ZHVAR—FLTWET, £V A NI, Av—F b/ 77 BRZH#KR 1 DU EOT Y
g—varERrLET, FINV—T R —F T —HFH/IFT 1 OOAT—F b U A
NOHEYR— T B, VR—FEINDIET TV r—rardOy heAvw—hK hRL
UANMITN—TT H0ERH D £,

AI—k PRIV X BFIZDNT
IN—T R)o—ba—PLTLIZ, ROWTNUNEITD L S22 7 A7 h LA SSL VPN
ERETEET,
e —HDu A UIFICHBIIZA~Y— K hr RV T 7B RAEBGET A,

c2—HOrIAUHFIZAY—F NIV T I EREA RX—=TNVIZT D, 2720, 2—HF
1227 547 > kLA SSLVPN 7R— % L ~X— 7D [Application Access] > [Start Smart Tunnels]
REUEFEH LT, A~v—b ho R T2 AEFECHBT ALEND S,

N

(B Aw—h bR ualFr F7rvavid, K- R 2—
L —PRITH L CHWIZHHI T3, 1 22 EA LTS
AN

KD smart tunnel 2~ K, £ 7 —7 KD —Lta—HLTHEAMETT, £7/1—7 K
Jy—tbta—HLpar7 s Fal—ralid, Inboa~vy Re—FEZ1 57 FHR— b
LET, 20D, 12o0a~vr RRASTIND L, ASAIL, YOI NV—T R —F721%
a— PO T 4 X2l — g VFETAav s REH L Wav Ly REBEE#2FT, &
#Boa<ry ROLGEIE, Z0—7 RY o—F 32— V4T TIZAFET 5 smart-tunnel =~
v RRHIBRE NG 2T T,

« smart-tunnel auto-start /ist

a—HFoa A4 ECHBICA~Y— K R TR EBET S,

» smart-tunnel enable J A k
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27—t bran Ky s—ngessvEn ]

a—Youa A URHCA—F PRV T IR, F—T VI T 5, 272, =2—VF
127 A4 7 > kL ASSLVPN &R — & /L ~— D [Application Access] > [Start Smart Tunnels]
REVEFEHALT, Av—F PRV T 725 FECHBGTILEND D,

» smart-tunnel disable
Aw—h MRV T 7R AEEIELET,
* no smart-tunnel [auto-start list | enable list | disable]

smart-tunnel 2~ > RNV L—7 KU U —Fida—F4ar 7 s Fab—a Vbl
B Z 41, [no] smart-tunnel 2~ R¥T 74 /L h J)V—7 KU —nbifK S vE T,
nosmart-tunnel 2~ > RORICHHF—T — NIA S a o TIN, ZhboFdF—U—FK
12XV HIBR®R SR & % DL EID smart-tunnel 2~ > RIZRE L £,

AYX—hk FORILARY O —DBRES L VEA

&

ATy T2

ATvT3

ATv74

A~v—hk bV R —E, FV—7 K)o —F I —VPLEMNOBRENMNETT, &
TN—T R —FHFa—YLIL, 7 a— VIR ESNTZXYy hT—7 DU RA 2SR L
F4, A~v— K FoxAEBF AT HE, FURANBONT T 4 v IT, Xy FT—27 (R
AROEY M) ERETDHCLIBIMEESNICAY— bV Xy NU—7 2R LT
2—PIF LTARY —% T D CLLO 2 5D CLI 2T £4, koavr Rioko
T, A<v—F PRV RY —2RETHEOIHATHEA MDY A RIMERESNET,

FIE

7747 FUASSLVPN a7t Fab—vay E— NIV B ET,
webvpn
Zw—b bRV RY —BREDTDIMEHTHER DY A S EVERLET,
[no] smart-tunnel network network name ip ip netmask

« network name 1Z, h > F RV —ITHEATH4EITT,

cipl¥, £ hI—ZDIPT KLATT,

s netmask 1X, *v NI —7 DRy h~v A7 T,

*.cisco.com 7R EDRA MG~ A7 eyt LET,
[no] smart-tunnel network network name host host mask
FED I N—T R v—FiFa—HF R v —IZA~v—bF bRV AU o—%wEHLET,
[no] smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
* network name 1%, bRV T INDHFy NT—T DY A NTT,
o tunnelall 13, T _XCx& x> 7 (B5fb) LET,
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B <<+ roxn buruky s —omE L ER

e tunnelspecified 1, v NV =74 THREINTZRXY NI—2 R TF% oY U735,

« excludespecified 1%, X > MU — 74 TRESNT-R Yy NT—7 OO R >y MU —27 7207
il N SRV e R

AY—hk PRIV FORILKRY) O—DERTE & E

ATy I

ATy T2

SSLVPNZ A7 hTCORATFY v b bR E LRI, 2A~v—h Frx/LARY >—iT
ITN—7 R v—BI 2=V LBEMORETT, 70— R —BL O —F4I1T
Ta—rVIRRESNTERYy hT—T7 DY A 2R LET,

FIE

ITu—NVIRESNIZA Y FU—=7 DU A M a2ZRLET,

[no]smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
* network name 1%, bRV T INDHFy =T DY A NTT,
e tunnelall |3, X C% b VU7 (KEfb) LET,
« tunnelspecified | X, * > NV =7 A THRESNIR Yy NI—2 T E2 o) 745,
« excludespecified /X, v NV =74 THRESNTZR Yy MU —7 OINEDO Ry MU — 27 720
bV 745,
ITN—T R o—BLR2—YF R =l bR o—%wEHLET,
[no] smart-tunnel network network name ip ip netmask

ER S

[no] smart-tunnel network network name host host mask

—HDa<wy RIZE>THRAMREESN, thFDa<y RiZXl->Txry hU—7 IP BMEE
SNFET, 1 ODFFHFEAHL T EEN,

* network name (%, NV RY —Z@HTH Ry N — 7 OA4RTEREELET,
s ipaddress X, %y hU—2DIP T RLAZFRELET,

s netmask X, XY NI —7 DRy N~ AT ERHRELET,

* host mask 1%, R A M4~ A2 (*cisco.com 72 &) ZFRE L E T,

1
i -
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ATvT3

ATvT4

23—k burnasy s oty 4—n Uz kot

1ODOBRA N 2Ete b xR Y =B LET ROBITIE, A > b U ~=3
www.example.com (10.52.2) THARINTEY, FAARDIP 7 RV A LLRIOMW T Z5%E
TOHLDOERELET) o

ciscoasa (config-webvpn) # smart-tunnel network inventory ip 10.5.2.2
or
ciscoasa(config-webvpn)# smart-tunnel network inventory host www.example.com

= b F =D I N—T R =2 FBEL A0 L RY —ZEH L ET,

ciscoasa(config-group-webvpn)# smart-tunnel tunnel-policy tunnelspecified inventory

UEE) IV—T R —DR—L_X=VEFEL T, TOX—VTAY—hF b %EA
F—T NI LET,

% -
i -

ciscoasa (config-group-webvpn) # homepage value http://www.example.com
ciscoasa (config-group-webvpn) # homepage use-smart-tunnel
ciscoasa (config-webvpn)# smart-tunnel notification-icon
B AZUTREEBRLEVMIET v 7r— Rl Th, BHEFILEOR—IUNA
~—bh FURBRHATERT 20 ERETEET,

PR= R P =3 a I VRHIRANC Y TA T 2 F LA R—=Z BN SPTICHEA v k)
NAN=VNWZTTAT Y RVARAT ZREATEDL LT LIV ERV T =RNEZTWDHEE, A
~— bk bR —BETEY A T Y T

A=k M FNEAF—T T LIZRIETT T ORI L o CHItAS LT R COT A1
PRLT 7 BATED D, T7 4V ETE, Av—k hy RV T 7Y r—a Ok
EIIMETIIH D A, 2L, R=FANRERENRNZD, a7 MEM7 A a0 %
A F—=TNMZTEET,

AX—k FoRILBEYA A H—/N ) X FOER

ATy T

ATv T2

FIE

JIAT MV ASSLVPN 27 4 Falb—v gy T— R0z £9,
webvpn

P—=N U X MIBMT 28— N LTEER L7,

smart-tunnel auto-sign-on /ist [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}
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B =+ roxnanyaots v =R UR rofR

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

elist: VE— K =DV R NOAHIEZRELET, AX—2Z2ET5A. ARIOHITEIC
SIRGEERLEYT, UFINIRK 64 XFETHATEES, av 74 Fal—va v
PIZU A2 RBFEELRWES, ASAIXY A FEERLE T, FETIHA, VA Mz
MU ZEBMLET, KBILLTWARIZHID S TET,

use-domain (fFEE) : FRFFCHLERBAIL. Windows A A U E 2 —VLITEBMLF 9,
ZOX—T—KREANTHHEEF, A~v—bF horxV VA RE 12U EOTV—T K
V—F - PRITEY Y TELEIC N AL VA ERREL TSN,

realm : FEFED LIV A EFRTE L ET, LV AL Web 1 b OREFEICEIEAMS T S, 3R
FERFICREREY 7 7 R ETITZHTTP ~y ¥ —DOWNWT AT U FICHEESNLET, B
A A UBRRE S, LIVADOTFHINEESINIZD, 2 —FIX LIV ADLTF %
Web 77’V /r—3 3 » (Outlook Web Access 72 &) TEREL. Web 77U r—v g iz
AF T H LTI EBEATEET,

eport : BBV A A L ZBFATT DR — M &4EE L E T, Firefox Tid, RN— FMESHHEES
NTWARWES, BBV A 4 i3, T 740 FOR— FES 80 BL N 443 TENEFH
T ARSI HTTP B L OVHTTPS (25 L CEITENE T,

cip:IPT7T RLARLRY hR AT IZL o TH—REFELET,
* ip-address[netmask] : BENFEREEDRA ROV T Rry NU—7 ZHRELET,

shost : RA MAFEZIFXVA N RO =R AT IZE - TH—NREHEELET, 20473
VEERHTAL  IPT RLADKEAFI v 7 REREMNSL A T 4 X2l —ara5#L
\i‘g—o

* hostname-mask : BENFRGET AR BDORA N EZIZTA N RI— R~ A7 2B ELET,

(1) ASARTICFETRINALEEBVICYUARNEIPT RLAERITARA NLEBEL T,
P—RDY X b Y ZHIRLET,

no smart-tunnel auto-sign-on /ist [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

2v—hF P VAEBY A A =N X MERRLET,
show running-config webvpn smart-tunnel
config-webvpn 27 4 X o L—3 g v E— RV BEZ E7,

config-webvpn

P7T Ry FNOTRTORA MEBINL, FRAECHERLGEIC Windows A A V&2 —F4
WZEmMLET,

smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

(EE) BT FUNY R FOME—DT ) THLIEAIE, VAL ZEDOT LY
ZHIFRL, HR LW O ARTO Y A M HHIBRL 7,

no smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0
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ATYT8 ASAREND U A MRKEZHIRLET,
no smart-tunnel auto-sign-on HR

ATV T FAALHNOTRTOKRA % intranet & VI AFIOA~— K~ hFOVHEY A 42 U A K
B L £,

smart-tunnel auto-sign-on intranet host *.example.com

ATYT10 VAL MY EHIBRLET,
no smart-tunnel auto-sign-on intranet host *.example.com
GF) A~v—Db bV BEY A A =NV XA NERE LI, DV ANET 7T 4
TIZT DT I—F K r—Fl@Fn = a—F RY —IZU 2 FEHD Y
THOHEPHY 4, SO VTIE, 22RBL TS, Av—bF b RLE
B A Ay =N U R hADY— OB (31 R—)

AY—hk FUORILEEY A VA H—/N YR bADH—/\DENN

WOFINETIZ, A~— bk MR CTOHEIY A A 2T 20— D U X M —N
ZENML, 2OV A2 N—TF R —Fidu—h a—P|ZE Y Y TLHECZONT
FAL £,

1R BHHIIZ

« smart-tunnel auto-sign-on ) 2 b =< RZEH LT, BT — DU A M ZERL L %
To IN—T R —FFa—FLHICEIVYTHZENTEDLY XA MNI1DIEITTT,

N

GE) A<w— kK M RIVEHENY A A UHEBEIZ. Internet Explorer 35 LT
Firefox Zf## f L 72 HTTP B L O'HTTPS:@(E 217> 7 7 U r—3 /3
VT EYER—=FLTWET,

« Firefox Z i L CW D61, EMEZRRA METIXIP 7 RLAZMH L TRA R23E
ESINTWLZ EEMRLET (VAN R —REERLIERAN A7 IPT RLXA
EEALEY 72y b, BLOFRy b~AZ A TEEHA) , 72L& 21X, Firefox T
%, *.cisco.com Z# AJJ L72V | email.cisco.com Z7HRA NI HHEY A A EIFFLZD
THZLIITEEEA,

FIE

ATFYT1 V94T NV ASSLVPN 2> 7 4 X2 b— gy F— RNz $4,

webvpn
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ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ITN—T R —DITFAT MV ASSLVPN 2 7 4 Fal—y g B— N0z F
j—o

group-policy webvpn

2—PHDI TAT L MLV ASSLVPN 227 4 Fab—ray — R EX £,
username webvpn

Av—F FoRVEHEIYA A 7747 FUASSLVPN Yy v a v a A R—T /I LE
RS

smart-tunnel auto-sign-on enable

(EE) A~v—F bR VEHEY A A 7747 FUASSLVPN v v a a4 7I24)

Nz, V=T R —F i Za—Tanb0 vy a ZHIKRLT, 740 &
L\i‘g—o

[no] smart-tunnel auto-sign-on enable /ist [ domain domain]
olist it ASAV FA T FLASSLVPN 27 4 X a2 b —3 g VT CTILFET D A~Y— b
FxVBEEY A A U A NOLARTTT,

o (EE) domain : BAFPIC2—TLITIBEBINEND RAAL VDOLHITYT, KAA & AT
534 . use-domain ¥— 7V — K% U A b = FUICASILET,

SSLVPN 27 4 Xal—valWOA~Y—h brxvEEVA A VA RO R %
FRLET,

show running-config webvpn smart-tunnel

HR L WOARIDAS— b b RVHEIY A A VA b2 R—=TMICLET,
smart-tunnel auto-sign-on enable HR

HR & WO ARIDA~— b R FVHET A VA DA N e A 3x—=T7 2L, GEEFIZ CISCO
EWOAHTID RAAL v a—PHITEMLET,

smart-tunnel auto-sign-on enable HR domain CISCO

(&) HR L WIHARTIDOA~Y—F hFVHABTA VA VA NI A—TF KU =5

HIBRL, 74V DI NV—T R =B A~— kK b pVEHBIT A A VA o<
R & fEA L E9,

no smart-tunnel auto-sign-on enable HR

AYX—hk PRI T7OEADBEENE

a—Fou s A RHZA~Y—F b 77 v A2 BENICHIAT 21213, ROFIAZ FT
L/ij‘o
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ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

27—t byl 7RO 2—T et T~noyEx

1R BHHIIZ
MacOS X DAL, HEIBEREMTHON T THWARL TH, AR—4% /LD [Application Access]
NI HDHT TV r—yarD) o 27&270) vy 7 LET,

FIE

34T MU ASSLVPN 27 4 X alb—3 g B— N2 F4,

webvpn

ITN—T RV —DI FA T L ASSLYVPN 27 fFXal— g ET— Ry &z F
7,

group-policy webvpn

2—HPHDI FA T FLASSLVPN 22 7 4 Falb—3g» F— RV L ET,
username webvpn

a—Foua s A VRHIAY—F FURL T 7w A2 HEMICEBLET,
smart-tunnel auto-start /ist

list 17X, T CIFETDHAY—bF b URARNDLRITY,

&1

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # smart-tunnel auto-start appsl

ZHUZXY . appsl EWOARTOA~—F bRV URARNRTIL—T R —IZED Y4 TH
ET,

SSLVPN 2> 7 4 FXal—arHWOA~w—h hoxL VRO M) EFRLET,

show running-config webvpn smart-tunnel

TN—7 R —F T —P 45 smart-tunnel =~ > REHIBRL, T 74V MCRELE
7,

no smart-tunnel

AYX—KF PRIV TOEADA S—TIIEEA TADYYEZ

ATy T

FI7 I NTE, Av—F FUXRUEIA TR TVET,

FIE

JIAT L FLVASSLVPN 27 4 X2 b—yg 2 B— N0z £9,

RKys—o1—7 I



Rys—on—7 |

B =+ rozunsonsroogE

ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy 17

webvpn

ITN—T RV —DIFA T ML ASSLVPN 27 4 X2l — g B— R0z %
j—o

group-policy webvpn

2—PEZEDI TA T RV ASSLVPN 227 4 Falb— a3y T— RIUD B £,
username webvpn

Aw—F RNV T I RBAZA X =TI LET,

smart-tunnel [enable /is¢ | disable]

listlZ. T TICHFEETDEA~Y—F oL U XA NOLRTTY, HIDZTED smart-tunnel auto-start
list # AT L7285A80%, A~—F o 7272 A2 FE TG T AXLEITIH Y FHA,

B -

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # smart-tunnel enable appsl

ZOBITIE, appsl EVIAFID A — R R R U R KRBT A—T B T 0 ST S
nEJ,

SSLVPN 2o 7 4 X2l —ia WA —h hrxpb U2 O M) 2R LET,

show running-config webvpn smart-tunnel

TN—T R —FfiFue—H 2—F iKY —5 smart-tunnel 2~ > REHIBRL, 77+
NEDTN—T R —IZRLET,

no smart-tunnel

Aw— R~ RN R T I ERERA 7202 E9,

smart-tunnel disable

AX—hF boRILHLOOTE ITDETE

\}

T, Av— bk PURANLOWEY R I F T FIEICOWTEHBHLET, TRTHOTTY
Y4V ROEALEN, BT A a7 )y L Carl 7y NetERTHE, Av—F
fMoxhbua 47 TcEEd,

G¥)

N—E VBl Ty NARE AT EEEBEID LET, ZOFEX. 7747
Y RFUASSLVPN I THY, A~v—F FURABRFEHINTHNENE I DCEFRRLS v 74
TRMTONET, AT A 2L, T U EHEH LA KTy TN =y vk
BT 25EICRVERTL20EN DY £,

B RKue—on—7



| Ruv—on—7

FIOEAPET LEHEDRTY—F bR LDOTF ITDEE .

HIOLANRTLEBENDAT—F FoRILALDOTA ITNDHRTE

ZOHETIE, ol F 75ROl T_XITOT IO EALDZ ENNLETT, A<—h b
YHANDTATEALIBUE, SO EADTA T EA LOBRICHEMTIT N THETS, 72
ZIE. Internet Explorer 7> 5 A~— K kL EBAMA L7855, iexplore.exe 23 3E1T XL TV
Wk ZAw— |k hURARETICRY T, Av—F bURE, =R s T hEFIC
FTRCOT TV EALZHATH, VPN v a V& T Lz S L £,

GE)

ATvT1

ATy T2

LEICE-TE, 770 7 AR= T —ofRE LT, BRIVIZTIERLSE TND 2 L
N0 F9, F7=. Secure Desktop Z{HiH L T\ % & &, =—H 7% Secure Desktop N TJ X
TO7I7UHFEHALTCHL T Z U FaEARROT A7 by T TEITINTVWDLEERH Y F
T, LieBoT, Av— b b xid, BEDOT AV oy P TERRINTNDY 4 RN
WIGBICTRTCOT T I ALV AF AT LIt AL ET,

FIE

EEENBINT A AL E T a— VT UNCT B E TR LET,
[no] smart-tunnel notification-icon

Zoa<wr R, IOV O 4R EHLAZETCu s Ty R ETOOTIEERL, a s Ty
F 7T 4 ERREL, 2—FCa T T OO ST TN T A A BRRENSNE
IR F 9,

F-, Zoavwy RRBEMT A v e A ERIIA 7T L BEICAT U ERITA TR D
BTaeARKTTA5600 747 L ET,

notification-icon %, B 7T T NDDIIT A a AT LA IV T E2BETLHF—U—R
‘(“—a‘o

ZDavY RO po/N\—TarBNT 73V T, ZO%E, TXTOTI Y v Kok
PALAZ L TSSLVPN By ar»or A7 LET,

R—=ZNouz7y MIGIESHEADNTHY , LBE2ZTEE A,

TuxT AL, Tuxs U X FOFSMIBMT DL TA a3 OMICERRL v sA
THRHZA~—F PURABBLTEYNIHAT OGN D L OITLETS,

*.webvpn.

BHT7A2VEFERALERAT—F FoRILDLSDOOTATDETE

TIUFEHLTOE Yy v a U BRDNWVRNWE SIZT H70I0, T L b e RO T
SR AT ERA IOV EZDZE L TEET, ZOHETIE VAT A hLA QT A =
VEMALTaS TN LET, TAaE, 2= PRT A arE s Yy LTI Ty Y
HETHRFSNET, =2—¥23u s 70 M 5aNcEy v a VORI OIN-HE, 742
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1. RENCHSHGE 23T T E T ENET, By v a v AT —Z AR AT A LA TH
HENLHETHMBINDLZ ENHY £,

GE)

722472

DT AR, SSLVPNLL B 7T U MTARIOFETYT, i, VPNEY v g v A7 —
HADA I —2TIEH Y 8 A,

NLUXSSLVPN v JF & VY—JL

27547 kLA SSL VPN CLI 1%, WebVPN #5#: TIZIE L < FREN720 Web ¥ M2
TAFREFLGFETEDAX Y T F ¥ V= A REENTWVET, ZOY—LREETHT—X ik
VAABPAL =Y R— NOFYERBED ST TN a—T 4 T BT O BRICERN B E T,

25347 RUASSLVPN v 7F v V—LOHIZIZIKD 2 OO T 7 A IILINEENET,

e Web X— DT 7T 4 ¥ 4120 U T mangled.1,2,3,4... 72 £, mangle 7 7 A /ViXx, 7 71
7 R LA SSL VPN #iDN— TV ik T 5 VPN 2B FL—Z D html DT 7 2 =
UERFLERLET,

e Web X—T D7 77 4 ©F 4125 U T original.1,2,3,4... 72 £, 5tD 7 7 A L1X, URL 23
VPN 2B FU—HIZEEFE LT 7 AL TT,

X I TF X VLo TT7 7 A NI EB X, Fond 5121, [Administration] > [File
Management] (28 L9, N7 7 A VEEM L, A2 R — MEYFITEEFLET,

GE)

7547 FUASSLVPNF ¥ 7 F ¥ V— L &fiflT 5L, VPNaL B R L—FD/RT f—
VAN EZTET, W7 s ANEER LRI, Sy ST Y ELTATIZEI
Bz E9,

R—BILTHOERIIL—ILDETE

ZOPRIRMEREIC XD . AKX~ —F, HTTP ~v ¥ —WNICHFET DT — X IZE ST, 774
7Y MVASSLVPNEZ v g U EHFRIERIIEST A 70—V 7 547 L ASSLVPN
TIBAR)V—%RETEET, ASAIZZ T4 T FLVASSLVPN v g U 2HEET S
WA, 2B RARA v M2 — a— R&EIRLET,

ASA X, ZOT7 78 A R —%, = RiRA v DS ASA W2k U CREET DR L £

T, FTORE, HEEOLAIE. =2 FRA Vb bOBIMOBEERFITIC L 5 ASADULERY V) —
ADMEEIT IV DLy F9,
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Z
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ATy

ATy T2

5547 FLRSSLVPN /874 —< v 2osEt [

1R BHHIIZ

ASAICRZF L, Fe— )b ary 74 ¥Xalb—rarE—RR2BLET, Fe—L o
V74 F¥2lb—T g E— RTIE, ASAIZX > Thostname (config)# 727 MRFRS
nE7,

FIE

77347 FVASSLVPN 27 4 X2 b—3 a3 E—RIIADET,

webvpn

HTTP ~v Z—WN® HTTP ~v ¥ — a— RE 1T XFINFESNT, 7747 b1 ASSL
VPNt v a v OERETFIERIZEGRLET,

portal-access-rule priority [ {permit | deny [code code]} {any | user-agent match string}

1 -

hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match *Thunderbird*
hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match “*my agent*”

2EFHOHITIE, AN—RE2GOXTINEIRETS DO OWE 2L 2R L TWET, XFS
FUANRI—F (*) THHA, SOIEHIHFF (") THAET,

A7 RLASSLVPN D/N T A —T U XDEFEIL

ASA(ZIE, 7 A4 7> hL A SSLVPN D87 —~ o X L Re & ot T 28O FER S
DVET, N7+ —~ L ADKEITIT, WebF 7 V=7 hOXF v v v 7L ERBREGEENET,
HEREVEDFTHIKIZIL, v T VvV EBMB IO T 0 Xy S RNZDHIBRORENEGENET, TD
filZ, APCF Car 7 oY EMAE KT HZ b TEET,

Fr v NDETE

XYoL EITHIETTAT L FLASSLVPN ORT —~< 2 AN EL £, HEICH
FIHENEAT V2l P AT A F v v 2l 528 T, XM OMBVIRLCa Y
T DEMEO BN L E T, £, 7T AT ML ASSLVPN & UE— K H— 3]
DRTFT7 4w I BBEINDTD, < OT V) r—a RS ETIDIXD0IIHRMITE
TCED LT ET,

TNV ETIE, ¥y v TIEFAX—T IR TVWET, FvviaT—RTxy v
Ja<wr REFERTZE, 2—VOREIISU TRy vV TR I A X~ A XA TEET,
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AVTUOYEBDERT

T4V BRTIE, ASA L, av T UV EBRBIR T4 F =V ENLTTRTOT T4
7Y RUVASSLVPN N7 ¢ w7 2B L £9, ZAUTIE, JavaScript X° Java 72 & D B 70 2L
FENSLTaFUHTTP~D 7 74 v 7 bEENETN, TOXIR T 7 4 v 7 Tk, 22—
PRT 7V r— 3 I SSL VPN T8 ANERNLT 7B AL TNDHDN, TILH DT /A
AR FRETICT 7 BALTWEONISET, E~vr T4 w27 782 ar ba—1o
N—IVRBI2DEERHY 7,

Web U YV — R (2K > Tld, BEIEBOMBNERINDGENH Y $9, ROETIE, 20
X9 A 2 R D BEREIC O W CEBH L £ 97, FHERCRIGR D Web 2o 7 Y O BERITS
CTCINBOMEONTIEHEAT2HARH Y £,

)54 bFEHJavaa T Y DERRIIAZEDHRTE

ATy T

ATy T2

I A4 T MU ASSLVPN BEH L= JavaA 7 V=7 MI, TD%. T RARKRA L MIH
HAHT 5307 PKCS12 5O 2 VEEEIC LV BAL S ET,

FIE

REAEFA A UAR—FLET,

crypto ca import

AEAEZ R L £,
ava-trustpoint

&1

hostname (config) # crypto ca import mytrustpoint pkcsl2 mypassphrase
Enter the base 64 encoded PKCS12.

End with the word “quit” on a line by itself.

[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully.

hostname (config) # webvpn

hostname (config) # java-trustpoint mytrustpoint

Z OFITIE, mytrustpoint & W9 AHTOD kT X MARA  FOERL, BL W Java 47 =7 MT
BATDIODOE 4 TERLET,

ATV )4 MDA TADYYEZ

—HOT TV =3 R Web U Y —Z (AR Web A b2 &) 23 ASA Z il L7V K 9
WCLTEWEAERH Y £, TDO X9 2EE. ASA Tlid., ASA Z@iEEICHED A M7
TNV =2 a w7 T URTELEIICTTDHY FA4 M V—VEAERTEET, ZHUE, IPsec
VPN #2817 6 A7 v b bR Y IS fITnET,
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AFYT1 VLT RLASSLVPN 207 4 Fab— gy B— RICUI Y Bz £,
webvpn

ATV T2 77472 FLUASSLVPN b RIVDHNEICT 72 AT HI20DT T r—yardly—
AEEELET,
rewrite
Zoawy RIEEREFEHTE £,

ATw 3 rewrite A~ K& EBITHEHALET,
disable
X2 VT4 TTFIAT L RFT A4 N A—NZIEFEERIHKS TREZETABZD, L—1LD
EFFEFILEETY, ZOE X, K MIOFFNOIAICRE L TTX, &I —H Lizr—u
DA INET,

JAaxS A NNADER

TaXY NANRRAEEHTHEIICASAZHETETET, ZOHEFX, X A2 )n
BT D80Ty VoA MEREMERH LGN, 770 75— a2 °Web ) V—2R
ZEVAENERTE2G8IATWVWET, 7aF o RN R Tar 7Y 0EBIBZINDbD T
ETHY, a7 Y OEEZg/NRICIMAET, 2 D5GE. WAZ L WebT 7Y r—
varyCInEHERTLEATT,

proxy-bypass =~ > NIFEHEWEHTEEd, = M ZRETDHIAFITEETIEH Y FH A,
AHE—T 2 A ALENRA AT FlRFA L F—T A ALR—=MIED, TaFy g8
A= VN —EIRESNET,

NRA AT TIEBRLS A= EFEAL T Xy XA RXRERETIHAE, Fy hU—7 av
TA4FX¥2lb—va ilioTE, ZNHDFR—MNASAILT 7 EATELLHICT 57D,
T7AT U= ar 7 4 Xalb—a X OERPMEIZRLZERHY £T, ZOfIR%ZE
WET DT, XA AT EFEHLET, 2L, NA AT IIENT I ERH D0, #H
BDONA AT AT — A MR L TET D REtEL2 e < 32 L ANBEUZ R D550
b ET,

sXZ1%, URL T.com =X .org., EIEZTDMDHF A T D KA A 4 DOHBITKELS BIKTT, =&
ZI1E. www.example.com/hrbenefits & V9 URL TiX. hrbenefits 3/3AZ72 0 £9, FEEIC,
www.example.com/hrinsurance & V9 URL Tl hrinsurance 7373 A TY, TXTOHD hr 4 R T
Tuax T NANRREERTLHEEE. F (VANVRI—FR) Z/hrOLSIEHLT, a~vr
REBEEEH L enE 2T Ed,
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proxy-bypass
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