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L2TPoverIPsec 8t 2 AT 52—V ORGESF X%, Eliio e 7740 (bR 7 N—7)
WX LTHELET, v —h LREDOFEITIC ASA ZHH L T ARWEERe, 1 —F /LERGEC
7f~wn/7¢éﬁAi a2 ROREIZLOCAL ZBM L £9,

authentication auth_type

&1
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hostname (config-ppp) # authentication ms-chap-vl
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hello A v & —YOMRE FPHENALT) FRELET, #EIL10~300TT, 7745 A
A —3U1E 60 BT,
12tp tunnel hello seconds

1 -

hostname (config)# 12tp tunnel hello 100
({LE) ESP /X7 v A1 DLLED NAT 734 A% @i T& 5 X 912, NAT-Traversal % 1
X =7 LET,

NAT T34 ZAOE#R IS YT ¢ 77T A T 2 A~O L2TP over IPsec #2542 34719
BHI2TP 7 T AT v b3S H D & TIRINDEE . NAT-Traversal & A R — 7 /WZ T BB
HFET,

crypto isakmp nat-traversal seconds
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hostname (config) # crypto ikevl enable
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hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm

(f£&) =—%4 jdoe, /XA T — K jldoel C—HW & ERK L £ 7, mschap 47+ = i,
NRAT— REASDLIHIZ, £D/RA YT — KA Unicode [ICE# XL, MDAEFH L Ty =
INHZEERLET,

COFIENRMLEIZ /DD, a—H) 2—W F—2 X=X 2T 555721 TF,
username name password password mschap

51 -

asa2 (config) # username jdoe password j'!doel mschap
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hostname (config) # crypto ikevl policy 5
hostname (config-ikevl-policy) #
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hostname (config) # show run crypto ikevl
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crypto ikevl policy number
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hostname (config-ikevl-policy)# authentication pre-share

22D IPsec BT TRk I N D 22— T — X Z AT 2 5 ks B 20 a 8@ L £ 97, Windows
7 DOEVL. 3des £721T aes aes-256 (128 £ b AES DI4E) @R L F4,

encryption {3des|aes|aes-256}
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hostname (config-ikevl-policy) # hash sha

Diffie-Hellman 7 /L — 7 i#%BF 5 &2 3N L E 9, aes, aes-256, F /=13 3des B5 b 1 71215
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hostname (config-ikevl-policy)# group 5
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hostname (config-ikevl-policy)# lifetime 86400
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ip local pool sales addresses 209.165.202.129-209.165.202.158
group-policy sales policy internal
group-policy sales policy attributes

wins-server value 209.165.201.3 209.165.201.4

dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 1l2tp-ipsec

tunnel-group DefaultRAGroup general-attributes
default-group-policy sales policy

address-pool sales addresses

tunnel-group DefaultRAGroup ipsec-attributes

pre-shared-key *

tunnel-group DefaultRAGroup ppp-attributes

no authentication pap

authentication chap

authentication ms-chap-vl

authentication ms-chap-v2

crypto ipsec ikevl transform-set trans esp-des esp-sha-hmac

crypto ipsec ikevl transform-set trans mode transport
crypto dynamic-map dyno 10 set ikevl transform-set trans
crypto map vpn 20 ipsec-isakmp dynamic dyno

crypto map vpn interface outside

crypto ikevl enable outside

crypto ikevl policy 10

authentication pre-share

encryption 3des

hash sha
group 2

lifetime 86400
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authentication eap-proxy,
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