VI r9xz7&L0a0T74F2L—o
>

ZOFETIE, CiscoASA Y 7 b =27 BLIRar 74X 2 b—ya OFEHGEICHOWTHBA
LET,
VT MU T DT T T L—K (1X—=Y)
* ROMMON Z i L7zA A=Y Dr—FK (1 3—=)
« ROMMON Z{#HH L7= ASASM DA A—Dur— R (3 24—)
*ROMMON A A=Y D7 v 77 L— K (ASA 5506-X, 5508-X. FLU5516-X) (53—
V)
¢ ASAS506W-X VA YL AT 7 BARL L bOA A=V OREBIOr—F (65—)
VTN 2T DET T L—F (T3—=Y)
s 77 ANDEH (9 =)
«ASA A A=Y ASDM, BIURAX— T v 7 ar7 4 Xal— a3 OfFE (19 %—
V)
e AT A X2 b —va VERIIEOMDT 7 A NDNR Y T T v TEBLIOETL (228—)
* Auto Update D% E (39 ~—)
eV T7 Ny T Ear 7 4 Fal—a DRk (48 2—3)

YOI T7OT7vITTL—FK

SERIRT v 7 L— ROFNEIZOWTIL,  [Cisco ASA Upgrade Guide] ZZ&M L T 72& 0,

ROMMON Z{ERA L=/ A—>DA—F

TFTP Zfil L T ROMMON E— F225 ASA ~YV 7 "y =27 A A—Vkhmn— R4 5120, K’
DFNEEFAT L E T,

YIrwz7ssUavIqFaL—var |
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B romwon zERLEA 4 —Con—§

ATy
ATy T2
ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

FIE

TTITAT VA AL )= )b~DT 7 AHES T, ASA D Y —)b iR— MR LET,
ASA DEFRAZD) > THr6, HOERE A CITLET,

AH— KT v 7ORIZ, ROMMONE— RIZAL K7 a7 FMERREZ 5, Escape ¥ —
EHLET,

ROMMON £— KT, IP 7 KL A, TFTP % — 7 KL A F—+v=xAf 7T RLVA, Y7k
TxT A A=Y T AN BEXOKR— &G, ASAIZKHT HA U F—T = A AFEZIRD
LOIERLET,

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

(B Ry MNT—7~OHERPT TIHET DL L 2R L T ESu,

AR —T AR a~<2 RiFEASA 5506-X, ASA 5508-X, BLNASAS5516-X 77 v
7 —ATHEHEINDTZD, ZNHDT T > b7 4— T Management 1/1 1 % —
7= A A5 TFTP U AN ) 25T 20 E R H D £,

RIEAMRFEL £

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

TFTP #—/IZ ping Z 355 L £,

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 4 seconds:

Success rate is 100 percent (20/20)

Xy U= REEZ, BTHEHTE LR ITHRE L TBEET,

rommon #8> sync
Updating NVRAM Parameters...

VATA YT 2T A A=V —KLET,
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ROMMON %fF L 7= AsasM 1 2 —saa—F [

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

V7RI 2T A A=V NEFICe—REND &, ASAITHEIIZC ROMMON E— R&#K T L
S

AT w79 ROMMON E— /5 ASA ZiEIT 5568, VAT A A A—I3 ) v— FECTHREIRZD

720, RKNIVAA—TE T Ty va ARV XA a—RTA0ERHVET, V7 o=
TOT 77T L—FK (1=) ] Z28LTLEEN,

ROMMON Z{#FH L7-ASASM DA A—T@mO—F

ATy T

ATy T2
ATvT3

ATv74

TFTP Z{#H L T ROMMON £— K225 ASASM ~Y 7 b U =7 A A—T%ha— R4 BI120,
WO FNEZEFZITLET,

FIE

ASAV—EREV 2=/ TV — )L ~DT 7R IHE-T, ASAD 3V — )b R— NI
| =

ASASM A A=V %V m—RT5Z L 2MRLTIEEN,

AL =T v 7ORIZ, ROMMONE— RIZAL K927 r 7 hRRSN/Z 5, Escape ¥ —
ERLET,

ROMMON £ — KRG, IP7 RL A, TFTP —T7 RL A, F—F U= T RKLA, V7 k
U7 A A=Y T AL, R—FBLOVLAN 251, ASASM KT HA v 2 —T =1 A
REXRD L IIZERLET,

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21

YIrwz7ssUavIqFaL—var |
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rommon #4> gateway 10.86.118.21
rommon #5> file asa961-smp-k8.bin
rommon #5> interface Data0l

rommon #6> vlan 1

Data0

Link is UP

MAC Address: 0012.d949.15b8

(B Ry MU= ~OHERPT TIHETHZ L 2R LTI ES,
ATYTE REZMIEL LT,

rommon #7> set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=DataOl
VLAN=1
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=2
RETRY=20

AT w76 TFTP ¥—/|C ping ZEE LE T,

rommon #8> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21, timeout is 2 seconds:

Success rate is 100 percent (20/20)

ARTFVT] VAT ALA I T NI 2T A A=k —RLUET,

rommon #9> tftpdnld
Clearing EOBC receive queue
cmostime set =1
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=DataOl
VLAN=1
IMAGE=asa961-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Starting download. Press ESC to abort.

VTR xT A A=UREFIZa—REh5 L, ASASM 1T H B2 ROMMON £ — K& T
L/i‘j‘o
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ATvT8

ROMMON A A—S D7 v 45 L—F (ASA5506-X. 5508-X. &5 & U 5516-X) .

ROMMON E— RN HEV 2 — LV EREIT 556, VAT LA A—VILY r— FETHREESN
RN, RIFVARA—TET Ty va ARV AT ya— RTAMLERBDET, VT E
TxT DT v T T —F (1X=2) | 2R L TN,

ROMMON 4 A —®D7 w745 L— K (ASA5506-X.
5508-X. & & U 5516-X)

ASA 5506-X U — A, ASA 5508-X, 35 XUV ASA 5516-X O ROMMON A A=V %7 v 77
L— R4 25121, ROFINEICENET, ¥ AT LD ROMMON X— 5 0% 1.1.8 LA ET2RT
720 FH A,

ATy T

ATvT2

ATvT3

1.1.15 ® ROMMON DO 7 » 7* 7 L — R{ZiX, LLRiTD ROMMON /N —2 =5 D 2 (G DR 23 237>
DET W15 . Ty 77 —FRhET A A A0ERZBRALBVWTLEEWL, Ty
7 L— KN30 0UNIZET Lgndy, FRKRRLIEEAIR. YA 77 =00 FR— M
HAEL T EEW, TS ZAOERZFHRALIZY, VY FL7ED LBEWTLESL,

158 HHEIIZ

BNN—a DT T T L= ROBRARETT, ¥V 7 L—REITEERA, BIED/NN—
Va U EHERT 521X, showmodule =~ K& AJJ LT, MACT KLU A&7 — 7 /L Mod
1 ODHIITFw A=V a Y EFRNET,

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A
FIE

Cisco.com 7> 5H#T LV ROMMON A A —T &G LT, — " EIZEWVWTASAIZa—LE
T, ZOFIETIX, TFTP = v¥°—DFiEZHH L E7,

RO URL MHA A=V &F T ru— RLET,
https://software.cisco.com/download/type.html?mdfid=286283326&flowid=77251

ROMMON A A=Y % ASA 7T v va AEVIZat—LET,
copy tftp://server_ip/asa5500-firmware-xxxx.SPA disk0:asa5500-firmware-xxxx.SPA

ROMMON A A=V %27 v 77 L —RKLET,

YIrwz7ssUavIqFaL—var |
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B Asassoswx 74 v LR 7o ER KA L hOA A—COEBES LUK

upgrade rommon disk0:asa5500-firmware-xxxx.SPA

51

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
ecefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : diskO:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

AT T4 Tur T IRERENTES, BERELTASAZ Y o—RFLET,
ASA S ROMMON A A —T %7 v 7 7L —RLE#%, ASADOSZ YV a—RKLET,

ASAS506W-X T A Y LR 7V EARA L bDA A =D
BELSFVA—F

TFTP Z#EH L CY 7 b =T A4 A—T%[F{E LT ASA 5506W-X I — KT 512i%, IROF
6% ST LET,

FIE

ATFYT1 TI7E8ARL N (AP) ~DE® v a3 %L, AP ROMMON (ASA ROMMON Tl372
<) =B LET,

ciscoasa# hw-module module wlan recover image
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AT w72 CiscoAironet 77 ZARA L b CiscolOS V7 b =7 a7 4 FXalb—ar HA R [HiE]
DFMUZGENET,

VIR T7DEOTL—Fk

AU 7= RTE, DFOKRELZZE T 57200y a— 1y MBFELET,
e T —h A A=V ar 7 4 Xa2l—320D27 YT (clear configure boot) .
s VWA A—=TADT =k 4 A=V DFKIE (boot system)
s (AT vay) BT 7T 4= 3 F—DAJ (activation-key) .

cFITAL T 4 X2l —Ta DAL — T v T ~ORSF (writememory) , ZAULZ XD |
BOOTBRIEAH A fT A A—VICRELET, 072, Ver—RT5ELHng 2—T0n
n— RENET,

CARX— R NT T ar74FXal—ar~Ohnar7 s ¥alb—aryoat— (copy
old_config_url startup-config) .,

ey — K (reload) .

4R8O HREIIC

e I TGAF N U THOAXDOEa XA L X0 T L— ROV R—MNMIHY ETHA,
EELBAICE-TE, B Ao A A XU T — R BELE T, ¥ T L—
RIZBT 2R OB OREZ SR L T &V, ZOMORENREKNTY I AX 2=y b
DY Ba— RKBRREZDHZ 0D, TOHRFITX T ZA LB ELET,

e VTR T BRI S~y T EERT LA L X T — RT5
B~y Z7RRESNTVAEESIZIS() N F T T L—RT5E, Yu Xy
BALET T L— R R—bhENERAL, F7 7 L— RElciE S~ v TR EL
JUVT L, XUy 7 Lb—FRIZKEZD O —EEATOILERS Y £7,

VTG ARBV T A=y RONVAF v 7 % 0.3 ~ 0.7 FICERE LTZIRAET 9.8(1) H»
55X w7 L—K$ % : (health-check holdtime C) 7~x—/ L REEf % 0.3 ~ 0.7 FP 5%
ELEBTASAY 7 MU =T 240 7= RT5E HLORETTAR—FEh
RN, BREMIZT 7 44 hD 3BITRED £7,

« 7T AR Y 7 (CSCuv82933) ZfHH L TV DHAIT9.5(2) LAKEA 5 9.5(1) LARTIC &

UL —FRT5 950 AT L—RTEREA, Yu X AL nE T
L— RiZHFR—bhEnFEHA, 2=y MRF U TA VIR EZITH LT TR
WEREND LI, T_RTO2=y b ZIFEFRFFCY) 0 — RT3 0ENH Y £7,
2=y MBIEFIZI e —RESINL0%EF[fF2L, 77 AZEZERTE <D £,

« VT AL T T A5E129.20) LIBENS 9.1 LRI U 7 L— K35 ¥
g XTEARNE T T — R R— N ENERA,

YIrwz7ssUavIqFaL—var |
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B oroz7089050—¢

FIE

®RD

PBKDF2 (/SATU— R R—2DF—IRAEMK2) Ny 22320 — RCHEATIHAIC
95 LIHIDN—=V g NIHX T T L —RT5 : 9.6 LVRETO/N—2 3 I IPBKDF2 /Ny & =
ZHAR—FLTWEREA, 9.6(1) TlE, 32 X7 &Y EV enable /N A U — KI5 1 (N username
NAT— RCTPBKDR2 "y v =aZfEHLET, 9.7(1) TlE, 3 XTOHLVWIAT— K
I, BESICEHDLT PBKDR2 Ny v a2 L ET BEFO/NRA T — RiE51 & E MDS
Ny vaREALET) , XU T L —FRK9 5 &, enable /NAU— K3 F 7 4L b (2
H) IRV £9, 2—HFHAIFIE LTI T, username 2~ RARHIBRSNLET, v—
NN 2—F b S —EERT DMNENRH Y 7,

ASAV FHHD/R—2 9 2795022000 b DX 7 7 L— K 1 ASAVIE T A & 2 A BERIRRE & {7
FfL £t A, license smart register idtoken id_token force =~ > N CTHEHRT 2 MR H Y
¥ 9 (ASDM O34, [Configuration] > [Device Management] > [Licensing] > [Smart Licensing]
~— T [Force registration] 47> 2 > % fi[ll) , Smart Software Manager 725 ID h— 7 >/
2R LET,

REEBITTDE, XU T L — RO FICBE2 52 Z0[iednH 0 £9, 2072,
AT L— RERER TEAHEWRED NNy I T v T o5 2 L2 L E T, 83
DT T T L— KRR, Ny 77 v TN HEIICER S E T

(<old version> startup_cfg.sav) , OBITTII NNy 7 7 v 7BIER SN ERF A, T/ I—
VarTEAHTERDP ST a~v U RRHILWREICEEN TS L, RENRE— RSN
FEXIZENLDav Ly ROZT—RFERINET, 7L, =7 —F3EHEcxFET, &
W=D a3 Y OREOBITEITFEILOEMZONTIE, EA—T a0 DT v T L—RH
£ REBRLTLES W,

TED KRNI TV T—h LT BFAL = a P R—M LAWY T by =T N—=V g
T A R IEBENEIT L TODEATEH, VPN b U RV A X A 3EE Rl S E
T, ZOTFTIVHE, FUr 7 L—RRICRAELET, ZO%5A. VPNER A UK L T
Bt L T 72 &0,

a<wr REANLET,

downgrade [/noconfirm] old image url old config url [activation-key old key)

1 -

ciscoasa(config) # downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8_2 1 0_startup_cfg.sav

Mmoconfirm 47> a VERETHE, Tu T IRRRENTITHF DT L— RENET,
image urllX, disk0, diskl, tftp, fip, F7/2iLsmb LDOHWA X —T~D/ XA TH, old config url

=S
2

. YIkoz7

BRFEINTZBITRIORE~D/NATY, 83 LV HRIOT VT 4 X— 3y F—IZEDH
HOLBERIT, FOT T 4 _"— g F—EAJJTEET,

BEParIqsFal—ay
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J2714ILOEHE

25922 AF)VADIT7A4ILDERT

Ty va ARIVNOTZ77ANEFRRLT, TO7 7 A NVIETAHHEHREBRTEXET,

FIE

RT9T1 7792 ARVNO T 7 A VEFRLET,
dir [diskO: | disk1:]
i

hostname# dir

Directory of diskO:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 backup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

WNEE 7 T v a AE Y OEA., disk0: 8 AT LET, diskl: T— T — NI 7 T v o AE
VERLET, T741 03I A7 T v a A€ TY,

ATVT2 FEDT 7 A MZET 2BIMEREFTF L ET,

show file information [path:/]filename

51

hostname# show file information cdisk.bin

diskO:/cdisk.bin:
type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

IREINTWD T 7 A A XFIHNCTETERA,
FI7HN R F, N7 T2 AEFVDONL—F T4 L7 FU (disk0:/) T,

T39S AF)MALDIT 74 ILDOHEIR

KRB 7ol 77 ANMET T v AEINLHIBRTE 7,

YIrwz7ssUavIqFaL—var |
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B 50027710 0270088

FIE

7T vva AEYNLT A NVEHIRLET,
delete diskO: filename

NAZIRELIRNE, T7HN MIED ., 77 A VIBHEDIERET 1 L7 R Y GHIBRShE
To 77 ANEHIRT DL EE, VANV RI—FEATEEd, BIRT 27 7 A4 14 2KD
L7707 RRFIRSNET, 0K, HIRZHERTOSLERDH Y £,

7259y 7741 AT LDOEIRR

ATy I

ATvT2
ATvT3

ATvT4

7T wva Ty AN VAT LEEETHITE, ROFIEEZFETLET,

FIE

ASAYV—EREV 22— ay =N ~DT I HAFEEITTIAT VAL I —)b~DT
7t A DOFNEICHES T, ASA DY —)L R— MR LE T,

ASA DERZY)>Thrb, BOEBEBREZA AAZLET,

AL — KT v 7OMIZ, ROMMONE— RIZAD X927 v 7 MRS E, Escape ¥ —
ERHLET,

erase 2~V REZANLET, ZHIZED, T RCOT7 A NN EEEXEINTT 7 AV VAT
LARHESNET GERROVAT L 77 A4 VEET) |

rommon #1> erase [diskO: | disk1: | flash:]

TJ74ILTIOERADETE

FIPYSA 7k

ASA ClX. FTP 7 94 7 b, X% a7 abt— 2547 b, T TFTP 2 547 2 N4
EHTExET, £/, ASAZEX=o7 abt—H—RLLTRETDHILELETESH, a3
Ea— X TEXxaT abt— 7347 MR TEET,

E— FDHRTE

ASATIE, FTPH—NEDHT, A A=V T 7 ANV T 4 Xal—val 77 A LDT v
To—RKBIOF v oa— REETTEEd, Ny TFTPTIX, 7 74 7 v NIk R
ST OF—2EEEOmMFERB LEST, Ny 7 T— R TIET — 25O AN L 725 —
NiE. SRIOEEDOEGICBWTY vy AT A5 R—bESZINEELTRLET,
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FIE

FTP £— RZ /Ry U TIZRELET,
ftp mode passive

1 -

ciscoasa(config) # ftp mode passive

X7 aE—H—ELTDASADHRE

ASA ETEF =7 at— (SCP) ¥— %A RX—T NI T&EFET, SSHIZLD ASA ~DT
TRAEFNEINTZTTA T METN, X 2T av—EReMy T ET,

1R BHHIIZ

e —RNIET AL P R—BHVEEA, T4L 7 MY PR— NN DH, ASA
DOHNETZ 7 AN~DYE—K 7 TF7A4T 2~ T7EAFHBENET,

o P — RTlX, NF—FHITTA NI — RV R—FINTWETA,
«SSH 7 7 B ADFHE IZHt-> T, ASA TSSH #A&hc LE4,

¢ SSH N— 3 U 2 #ifi A — b3 DHITI1E. ASA DT A &2 ATk B4k
(3DES/AES) 74 &V ANRMETT,

FRZHESNTWARNAEY | vV F 2T F AR B— R TE, VAT AFE[TAN—R
TROTFIEEZETLET, AV THFRARINDL VAT AFE[TAN—RZHI D HEZ 511,
changeto system =~ > R&Z AJJLE T,

cEF 2T aC—ORT v AR, AT OB AT AL HLRBRERELE
3, T 7 4/ b T, ASA 1T 3des-cbc aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr DIEIZT NIV X hmExIT2—h LET, RINTHRIPDOT LT X L

(3des-cbe) MEIR S NT=HA . aesl128-cbe 72 ED—J@ZhHA 72T N T Y X LAREIRI N
ALV BKRIBIZRT A —< U APME T LET, RSS2 ET T 51203,
ssh cipher encryption =~ > N, 72 & 2 (X, ssh cipher encryption custom aes128-cbc

FIE

RATYT1 SCPH—"zmAf X—=T /LT LET,
ssh scopy enable
ATvT2 (A7 ar) ASAT —HX—=ANLFHTH— N Z2OF—%2BIMEITHIRL E T,

ssh pubkey-chain [no] server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

YIrwz7ssUavIqFaL—var |
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ATvT3

1 :

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:01:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 f1:22:49:47:06:76:74:02:db:26:fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:9p:0e:d2:86:12

ASA 1T D4 SCP M — "D SSH R A b —%RFELET, LEIZSLUT, FEITF—%
BHTXET,

B — 2O T, SSHRA kD key-string (AR —) F72iX key-hash (/> v =ff) %5
ECTEET,

key string 13V &— ~ BT @ Base64 THF 5 t. 34172 RSA AfF—T¥, A—72 SSH” 7 A4
Ty b (FVHz 5 & sshiid rsapub 7 7 A D) AT —EZ G TE £9, Basetd
THHLESNTZABF — %25 L7z, SHA-256 ICL > TEDOXF—PR vy va SET,

key-hash {md5 | sha256} fingerprint TiL, 7= & z2IL, show 2~ RO b ae—Lz%—
RED, FTTIC Ny V2SR TWDF— (MD5S £721LSHA-256 ¥ — %M [H) BATI S ET,

(EE) SSHAFRA N F—F v 7 2HFRELIFEHCLET, vLF arTHFA K E—F
T, B TFFANTCIOa~vr REAALET,

[no] ssh stricthostkeycheck
1

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]°?
Destination username [cisco]?
Destination password []? ciscol23

Destination filename [x]?

FTZ4IRT, ZOF T a NIENTR>TWET, ZOF T a v BA X—T o T
WAHEA, ASAICERERMEN TORWERA M —%2Fr £I3EGR T2 Lo kv b
T, ZOF T alrBNT 4 =T Mo T DS, ASAITIBEITRTE SN2 2 ERR0 R
A b F—Z BB LET,
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il

IR ANDT ZA4T 2 hinh, SCP 7 7 A MinkaFATLET, /=& 2IE, Linux
ThRKkOa~<vy REAHTLET,

scp -V -pw password source_filename username@asa_address: {disk0|disk1}:/dest filename

VIINREZEXZLE T, pw BEESNTWRWESRIE, "ATV—=FROANZERD LT

o7 MRFERENET,
KIZ. 10.86.94.170 12D —_"OFT TNy Y2 IR TWVWALEKRA b F—%BMNd 5
Bz~ L ET,

ciscoasa(config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170
ciscoasa(config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:61l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

WIZ, 10789 12D —"DOFRA N ARNY V7 F—%BNT 5627 LET,

ciscoasa(config) # ssh pubkey-chain

ciscoasa(config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# c¢l:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

ASATFTIP U SA 7> FDINRERTE

TFTP 1., B/ 7472 MY — 7 7 A )V#Ri% 7 a b2, ¢, RFC 783 3 L ' RFC 1350
Rev.2 THESHTWET, TFTP —REDMTT7 7 A VA2 abt™—T&x 5L 91T, ASA %

TFTP 7 A7 P ELTHRETEET, ZUTLY, avr7 s Xalb—vary 774 V%

Ny 77y 7L, ENHEBEHD ASAIZT r /T — K TEET,

Z 2T, TFTP H— "D RAZFRER TEX 5720, copy 35 L UF configure net 72 £ D =1+
Y RCANT H0EENR 72720 £,

FIE

configure net 33 X M copy =~ > R THEHT 572D, TFTP —D7T FLAB LT 71 L
L FRIERLET,

tftp-server interface name server_ip filename

1 -

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg
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Address or name of remote host [10.1.4.7]7?
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

v REANTDHE T 7 A N4 E EEETEET, 2 copya~r REMEHT D EE
ICEAERSNIZTFIP Y —"OT FLVAZFIHTEETN, A X777 47 a7 T
Tr7ANLEANNTHEHTEET,

copy 2~ RIZ, thtp:/furl TiE72< titp: 2 AJ) L C tftp-server DEZHEH L £ 97,

ASA~NDT77A4)LDIE—

COHETIEE, 77V 5= ar A A=Y, AADMY 7 b =7, a7 4FXal—rars 77
A )V, F7-1% TFTP. FTP, SMB. HTTP, HTTPS. F7-1% SCP % — ;xS NERFE 72135~
Ty a AEVIIHA T — RTEHIVERHDLZDMDT 7 A4 VE 3 B —F 5 FIEIZ DOV TR
B)q ]\/\i—g—o

48 HHIIZ

«IPSSSP V7 T =7 EV a—/LDEPAH, IPS Y 7 F U =T & disk0 12X 7 > — K4 5 R
W2, 77932 ATV b 50% DEENHDZ EEMERLTLIEEN, IPS &
A UAR=NLTBLEXIZ, IPSOT7 7 AN VAT LN T 7 v AE U D 50% 0
TRIINET,

« LFEDORILF-L/NLFRRR>THTS, BLARIO2ODT7 7 A NET T ya AFY
DOREICLT 4 V7 PVIRTFECTEERA, 72 2L, configefg LWV D 7 7 A VRTFHET S
BATIZ Configefg W) 77 A L EH T run—RLEH)ETHE ROZT—AyE—V
DERRINET,

$Error opening diskO:/Config.cfg (File exists)

« Cisco SSL VPN Client % 1 > A b —/L3 2 HIEDOFEMIZ DWW TIL,  [Cisco AnyConnect VPN
Client Administrator Guidel %2/ L C< 72 &V, ASA IZ Cisco Secure Desktop % - A k—
VT B FIEOFEMIZOWTIE, [ Cisco Secure Desktop Configuration Guide for Cisco ASA 5500
Series Administrators (Cisco ASA 5500 > V) — XEFLE 71T Cisco Secure Desktop 2> 7 4 ¥ =
L—=ar I4 F) ] 22RLTIES N,

DA A—TNA A=A INTWAEGS, N7 T v a2 A VI A=Y

DA VA=V ENTWBERICEEDT 7V r—ray 4 A—VFET=1TX ASDM A A —
VEMHT DL HICASA EFRET HITIL, ASA A A— ASDM, BLO®AZ— T v
T ar74Xal—varORE (193—) 2R LTIEIN,
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asa~nz7 4 rnat— i

e LT AT H AN FT— ROBEAIL, VAT AETFANR—ZANIZNBLERH Y F5,

s (AFvay) ASANY—NEDOBEIFEHTLIA L X—T =24 RAERBELET, 1
B—T o f ZAE/ELDRWVEES., ASA IZBEHERONL—F 4 v 7 T —T N5 F v L
94, T TCBNRRONLLRWEAIXT — 2DV —T 4 T T =TI NV F v LE
ﬁqo

FIE

KDY —NREALTD1 DAL T 7 A VEar—LE T,
« TFTP — 1" bab— L £9,

copy [/moconfirm] [interface _name] tftp://server[/path]/src_filename
{diskO0|disk1}:/[path/]dest filename

i

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
Address or name of remote host [10.1.1.67]7
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8bal%96 9adl89%a8 7£5£501f lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

FTP — ") b avr— L%,

copy [/moconfirm] [interface _name)] ttp://[user|:password|@]server|/path]/src_filename
{diskO|disk1}:/[path/]dest filename

il

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
diskO:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]7?
Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal96 9adl89a8 7f5f501f 1lbec469b
EEEEEEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

«HTTP (S) V—\bab™—LE7,

YIrwz7ssUavIqFaL—var |
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YIrYITELVIYTaFaL—2ar |

copy [/moconfirm] [interface_name] http[s]://[user[:password|@]server[:port][/path]/src_filename
{diskO|disk1}:/[path/]dest filename

i

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg diskO:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]2

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8bal96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

SMB Y — b a ™ — L £,

copy [/moconfirm] [interface_name] smb://[user[:password|@]server[/path]/src_filename
{diskO0|disk1}:/[path/]dest filename

il

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8balf96 9adl89a8 7f5f501f 1lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

SCP — b at’™—LET,

sint=interface 47> a NE, V— bt N I T v T ENAALNRALT, WIHRESNTZA ~
H—7 = A A% L TSCP ¥ —NIZEEL T,

copy [/moconfirm] [interface_name]
scp://{user[:password|@]server[/pathl/src_filename[;int=interface name)
{diskO0|disk1}:/[path/|dest filename

il

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg

Address or name of remote host [10.86.94.170]1?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fciee:99:87:38:df:a8:8e:d9:e9:££:42:de:e8:8d:2d:bf:a9:2b:85:2e:19> (SHA256) .

Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
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ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
IEEREE

6006 bytes copied in 8.160 secs (750 bytes/sec)

ARA— b7y Tar )4 xXal—arFEHREFTO I« X2 L—
o3I 7AILOOE—

F XA 77 A%, TFTP, FTP. SMB. HTTP (S) . F7-1EZSCPH— b, F-13 75 >
Ta AERYMS, EfTa 74X alb—YarE I AR— Ny a7 4 Fal—Tg
VNE = R TEET,

1R8O DRI

AT 4Kl — Ve EEfTaY T 4 Fal— g Alat—3 5%, 290D T 4 Fa
L—varzv—YLE, v—VICEoT, HLnaryrysFalb—varpbREfray
T4FXalb—vaiZHiLnavy RRBNENET, a7 4 X2 b—a VAEUEA.
EEIIRELET AL, a7 RREHETLIHE, EL3a~vr RRar 72 MOFTICRE
B2 D56, ~—VORRIFa v RICL o TRV ET, =7 =W 8ETHZ &, T
TERVERNAETLLZ LDV FT,

(A7 ar) ASABY—NLOBEBIHFEHTHIA L H—T A AEBELET, 4 ¥ —
T oA AEEELRWES, ASAIXEHERNOL—FT 40 FT—TI N EF v LET, =
CTC—HR RO WRESIIT—EDON—TF 4 T T —T N EF v LET,

FIE

AP = T T a7 4 Xal—rarEhidErar74Xal—ra iy A VvEa
B3 500X, @y ra— R =Nkt L TROa v RKOWTrE AT LET,

o« TFTP — 1M b ab—LE9,

copy [/moconfirm] [interface_name] tftp://server|/path]/src_filename {startup-config |
running-config}

il

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

sFTP Y — b ab—LE9,

YIrwz7ssUavIqFaL—var |
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copy [/moconfirm] [interface name] ftp://[user[:password|@]server[/path]/src_filename
{startup-config | running-config}

i

ciscoasa# copy ftp://jcrichton:aeryn@10.1.1.67/files/old-startup.cfg startup-config

«HTTP (S) H— b ab—LFET,

copy [/moconfirm] [interface_name] http[s]://[user[:password|@]server|:port][/path]/src_filename
{startup-config | running-config}

fil

ciscoasa# copy https://asun:john@10.1.1.67/files/new-running.cfg running-config

*SMB #r— 3\inbae—LET,

copy [/moconfirm] [interface_name] smb://[user|:password|@]server|/path]/src_filename
{startup-config | running-config}

il -

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/new-running.cfg running-config

¢ SCP r— b ab’—LFET,

copy [/moconfirm] [interface name)
scp://[user|:password|@]server[/pathl/src_filename[;int=interface _name] {startup-config |
running-config}

i
ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

sint=interface 47> a NE, V— bt N I T v T ENALRALT, WIHRESNTZA »
H—T A A%MHLTSCP Vr— NIZHELET,

1

e ziE. TFIPY— b a7 4 Xal—arvrdyab—3 323, koavwr R
EAITLET,

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

. VI zT7H&UVaAYToFaL—ay



| voroz7s&tarrqFarL—vay

ASA A

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

FTPH— )b ar 7 4 X2 lb—3iardab—33 2%, koavwry K2 AN LE
j—o

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

HTTP ¥ — b a7 4 Xalb—Y g rdabt™—3 312, koa~vwr REANL
F9,

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

o~

—.ASDM., BLUARA—Fr7w T a2T4q

Xal—LarvnDNETE

BED ASA FT-1XASDM £ A=Y RNHHGEIE, 7 — b T 54 A=V EBETHLERH Y
FT, AA—VERELRVERIIT 74V DT — b A A=V PMEA SN, FDOA A=V
BRI b OTIERWAEER SV £3, AF—FT vy 7 ar74Fab— 3Tl =
Y7 4Falb—vary Ty A NVEEETHEETEET,

WDOETNLNDHTA RTA4 2L T,

« Firepower 4100/9300 > v —3 : ASA D7 v 77 L— RIZFX0S I[C L » CTEH SN E T,

ASAFARXL—FT 4 VT VAT LANTASA%RT v 77 L—RTHZLILTEERHA, LI
NoT, ZOFNEE ASA A A—ITHH LR TS 7ZE, ASA & FXOS 23427
TITVL—=RTDHIENTE, FXOST 4 L7 FU URARMIBI&ZIZU A MELET, ASA
IR = VIR ASDM N EFNTVET,

» Firepower 2100 : ASA, ASDM, B X OFX0OS DA A —UL 1 DD/ r— T —FGIZN
VERAERNTWET, Ry —UFEHIIFXOSIZ L o TEB SN E T, ASAAL—TFT ¢
VT VAT ANTASAET v 7L — RT 52 EIFTEERA, LEB-T, ZOFIA
% ASA A A—ICHH L2 TL 7ZEV, ASA & FXOS Z{HBNCT v 7 7L — K452
LIXITEERA, BTNV FLENTHET,

* Firepower E7 /L0 ASDM : ASDM [ZASA A XL —F 4 VT VAT ANNSLT v 77 L—
RT& D720, N RLENTZASDM A A=V OAREZMHHTL20EXH Y A, T8
TT7 v 7 a— K325 ASDM A A —UEFX0S A A—T U R MIFREINET A, ASA D
5 ASDM A A—VEEHTHLERNH Y 7,

YIrwz7ssUavIqFaL—var |
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B oAsavx—o ASDM. BEURE— b7y T AV T FaL—La0RE

N

GE)  ASANRV FLET 77 L—R45L, FU4LRT (asdm.bin) T
HBHTD, N RKILVND ASDM A A — U5 ASA _EDFHID ASDM
NURVAA=VICESHBDY T, 72770, Ty 7e—RLE
B ASDM A A — (7= & 21X asdm-782.bin) % FEHTEIRI 5
VAU RV T T T L= RELEIERERUA A —VRMEH S
NET, AHMEOHHASDMA—T 9 VEEIT LTINS Z & &
BT DIk, N RVET v T L — RTHHEICASDM %27 » 7
T —RTE0, £TXASANRNV FLVET v 77 L— R+ 5HH
AilZ, 2N RV EN7-ASDM A A—2 (asdm.bin) Zf#HEHT 5 &
I ASA ZHERIET HHENRH D 3,

« ASAv : FJHIEBHI D ASAv /Xy 71— Tld, ASA A A —V N5 B0 B boot:/ /X—T 4
aIRBESNET, ASAVET v L —RTHEEE, 7T via AEVITHIOA
A—VEBRELET, #Tar 74 Xal—rar%27 U7 35E (clearconfigureall) .
ASAVIITEDREAD A A =T r— RT 55105 2 LITER LTS EEV, wIEH
D ASAV Ny 7 —UNZiE, 7T via AEFVICEEINS ASDM A A —YHEE T
F9. ASDM A A=V Z{ENZT v 77 L— RT&E£7,

WDT 7 3NV FiREESRLTLLIEEN,

e ASA A A—
R ASA : N 75 v o AEFEUNTRONDSTHBEYIOT TV r—ay f A—
7 —hLET,

« ASAv : OB L7- & IR & iz, A E B O boot:/ /3—T 4 23 1T
HADAA—THT—FLET,

« Firepower 4100/9300 ¥ —3 : ¥ ASA A A —L % 7 — ~ 2% 23 E FX0S ¥ A7 A
WEkoTHREESNET, ZOFIEEMFHLTASAANA—VERET HI LILTEE
A,

« Firepower 2100 : £ D ASA/FXOS /Ny r—% 7 — b4 25 00ME FX0OS Y A7 LT XK -
THRESNET, ZOFIEEZFEM L TASAANA—TVERETDHI EILTEERA,

c T RXTDASADASDM A A—Y : N7 T v a2 AT YVNTRSM»-7- (F213Z 201

AA=TNRWGEIE, T T v 2 AFEIVNTRDS-72) &AID ASDM A A —
7 —hLET,

cAX— K NT T a7 4 Xal—ary TN NTIE, ASAE, BL7 7 A LTH
AARZ—KNT v a7 4 Xal—aryhb7—RLET,

FIE

ATYT1 ASA 7 — b A A=V DOEHERELET,
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ATy T2

ATvT3

ASA A A—. ASDM, B&EURE— TPy TavTq¥aL—varonz [

boot system wur/

51

ciscoasa (config)# boot system diskO:/images/asa921.bin

URL [ZRD XL 512720 £,
* {diskO0:/ | disk1:/}[path/|filename

o titp://[user[:password|@]server[:port)/[path/lfilename
TFTP A7 a i3, $§RTOETATHR—FSND2DITEDHY A,

&K 4-O0D bootsystem =2~ N U EZ AN LT, 77— FT28EBOA A—TZ)AFKITHE
ETHIENTEET, ASAIX, EMITHITICHEII LA A—Y %7 — h LET, bootsystem
avy REANNTLHE, = PR A MOFRICEBINENES, 7— =2 M DIAFEZE
B9 251Z1%, clear configure boot system =~ > R&fH LTI _XTo=> b ZHIBRLTH
5, = M AZHBOIEFCTHANT L20E N H Y £3°, & E TE D boot system tftp =~ >
RIZ 12720 T, Zhud, BAICRETDHERDH D 77,

GE)  ASADNERET — OV A 7 A BHKIT TRV AT, ASA Z ROMMON £ — RiZ
7=k LEF, ROMMONE— KOOV T, 73y 7 A v —V0O#RT%
ZHLTLES W,

T— T BH5ASDM A A=V ERTELET,

asdm image {diskO0:/ | disk1:/}[path/]filename
£

ciscoasa (config)# asdm image diskO:/images/asdm721.bin

T = T HARA—TVEEELRWVES, A VAR LENTWVAEAL A—IUR T DL T
t, ASAIZ X > Tasdmimage 2~ RNFEfTa 7 4 Xab—a A INET, Auto
Update GRESN TV DLEA) ORBEEZRET 2720, FEEIREZ & OA A —URBEZ NS
L7, 7—=RTHASDMA A=V 5B AS— T v a7 4Xal—a VCIRET D4
HRH 7,

(FFvay) AEA— T v 7Far 74 Xal—arv 27 74V MO LT 7 AL TIE<
BERND 7 7 A MTI2 D L O ICRELE T,

boot config {disk0:/ | disk1:/} [path/lfilename
£

ciscoasa(config) # boot config disk0:/configs/startupl.cfg

YIrwz7ssUavIqFaL—var |


asa-98-general-config_chapter40.pdf#nameddest=unique_1285

YIrYITELVIYTaFaL—2ar |
B - sar—vavtzrzonnrr L 08y s 7y THLUESR

AV 74X Lb—2 a3 vFREEOMBOTI7AILDINY
YT TEEVHER
VAT LEENGRETHEDIC, 2T 4 Xal—2 g b BIREDMD T 7 A LD EREY
N DT T EFATTH I LB L T,

REBRVATLNY YTy TEEFERDET

ROFIRTIX, a7 4 Fal—varBIUOA A= DzipNy 7T 7 targz 7 7 A /b~
DRy 7T v TBIMETHIEL, ZO7 7 A LDa—)L 2 a—F ~OEEEFEIZON
THHILET,

NV YTy TE-ETERIBT BHIIC

e Ny 7Ty TERIFIE L ERGT AN, Ny 7T v S ERIIE I ER e T 4
AR D7 &6 300 MB A MLENH Y £,

NI T TRELFIAR I T v TRIIary T 4 X2l —va B ER LA, TOE
FRNRIIAN I T v GO LNFETA, NI T v 7TOFETHRIZa Ly 74 X2l —T3
VEEFELTCOOETEETLESRS, Z0ary 7 4 Xal—ya L OEREITEEXSR
FT, MRELT, ASAIIRARLZEEZT L HHD ET,

C WA TE 58 2 T v R IE T 1 DR T

e T 4 X alb—a i EONNY I T v T EFITLIEEE LFEL ASANN—T 3 T
DIHETTEET, HILY—LE2FHL T, ASADELRLZR—=V g U Tar7 4 ¥a
L—aERBITT A EIITEERA, 27 4 X2 b—a COBITHRMLEREA.
ASAIE, FTLWASAOSZr— RLIEKRICHEET 2 AZ — T v 7 a7 4 ¥alb—s
VEHBIIZT v L= R LET,

P TAB N T EERTAGE, Ny T v T ERIFEILTELDIX, AX— T v A
V74Xl —ay, EfTarv4¥al—ary, BROTATFUT 4T 4 EHED
HTCYT, 2=y N LAy 2T v TEERB I OETLT 20ERNH Y £7°,

T A A BT DA, N 2T v TOMRB L ORI, T AT Ay
FEAZ L AL 2z MR L TR AT ) BER S Y £,

CASAICF A — RAT L —RAZRELTWAEAIT., COFIETIER L=y 2T v
AT 4K 2L —a VOETFICED Y AL — NRAT L— AN L7200 9, ASA
DAL —INAT L— AR RGAE, vAX— ATV —XOREEZSZHR LT, Ny
T v T EFATTDHHNS, YA — NRATL—X% ¥y T D HEEHRLTLEE
VN,

* PKCS12 7 —# %A > 7K— I (crypto ca trustpoint =~ > N&fEH) 5B T X FR
AV B RSA F—2FEHLTWAELE, A1 FA—bFSnleFdF— XTI T A MRA v
FERICARIBEID L THONET, ZOHIKDOZD, ASDMa 7 Falb—a &
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Nyo 7y FErmxesny s ]

LR TR I A MRS Y bBLXOZEDOX— XTICHIOARTZEE LTZGE, AX—h
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cCLIZ AL T ARy 77 v FLTHHASDM AL TETLLIZY . ZOWMA1T5 Z &1
TEEHEA,

BN I T T Ty ANVICEENDNEITIRO LBV TT,
cFfTar T4 Xal—ay
CAZ— R T T a7 4FXal—ar
T RXRTOEF2VT 4 A A=Y
Cisco Secure Desktop B L UNHFEA b AFXx ¥ DA A—
Cisco Secure Desktop 33 L OV A b A% ¥ U DR IE
AnyConnect (SVC) 7 7A T FDA A=V BT a 77 AV
AnyConnect (SVC) DA AX~A ZABIR T VAT — 14

CTATT AT AFRAE (TAT T 47 4 GEAEICEEN T 57z RSA F— <7
FEENDN, AF U FT7ny 23S D)

* VPN HhiHf % —
*SSLVPN 2> 7 4 Fab—va v
TN r—vary Tu Ty ANDH AL T L—LT—7 (APCF)
s T Iw—7

cNAFZAB—a v

e HAFIv 7 T EAKRY — (DAP)
s TTIA

T 7y A NVHOFRERATIAZ YT K
s TuX T HBRRE
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DARTFLDNY T YT

ARTLDINY G Ty T
ZOFETIEH., BEBRVAT I NI T v 7 BFITTHHIECHOWTIHHALET,

FIE

AFYT1 VAT LB I T v LET,
backup [/noconfirm] [ context ctx-name] [ interface name] [ passphrase value] [ location path]

1 -

ciscoasa# backup location disk0:/sample-backup]
Backup location [disk0:/sample-backup]?

interface name Z 8 € L7\ GA. ASA IZEBEEHERAONL—T 4 7 T—T NV %EF v/ LE
T, ZZTCTERRONLRWGRET X DON—T 4 T T—T N EF v LET,

VAT LETFAR=ANEDI)LF arTFH A b F— KT, context x—7— FK&Z AN LT,
BELZaryTxXA NNy I T LET, £ 7% A MMENI ARy 7 7 v 7T 5058
BHYVET, DFED, 774V T LT backup 2~ REFBANTHALENRLY £,

VPN GEEB LOHEFHEA X —0 Ny 7 7 v 7| GEEAZ 5L T 572912, passphrase
X—U— FTHRESNEMES—NLETT, PKCSI2 BXOEHEZ T 5B L OE ST
LIRS 527 L= AT DHHERSY £, Nv 7T v IEEND DTN
EZRHHE T 5 RSA ¥ — XTI THY, A¥ v KT fEETRA SN E T,

N 7T 7O lecation (21X —H )V 5 4 A7 £721%) F— F URL Z$5E TE £4, location
EIRELRWGEAIE, ROT 74V MAMER S ET,

o 27V E— K : diskO:hostname. backup.timestamp.tar.gz

o ¥ /LF E— K : disk0:hostname.context-ctx-name.backup.timestamp .tar.gz

ATw T2 Fur MIEWET,
B -

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup..

Backing up [ASA version] .. Done!
Backing up [Running Config] .. Done!
Backing up [Startup Config] .. Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco
Backing up [Identity Certificates] .. Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,

you will need to provide the current master passphrase during restore.
Backing up [VPN Pre-shared keys] .. Done!
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Backing up [SSL VPN Configurations: Application Profile Custom Framework] .. Done!
Backing up [SSL VPN Configurations: Bookmarks].. Done!

Backing up [SSL VPN Configurations: Customization] .. Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] .. Done!

Backing up [SSL VPN Configurations: Plug-in] .. Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
Backing up [SSL VPN Configurations: Proxy auto-config] .. Done!

Backing up [SSL VPN Configurations: Translation table] .. Done!

Backing up [SSL VPN Configurations: Web Content] .. Done!

Backing up [Anyconnect (SVC) client images and profiles] .. Done!

Backing up [Anyconnect (SVC) customizations and transforms] .. Done!

Backing up [Cisco Secure Desktop and Host Scan images] .. Done!

Backing up [UC-IME tickets] .. Done!

Compressing the backup directory ... Done!

Copying Backup ... Done!

Cleaning up ... Done!

Backup finished!

N7y TDET

ziptargz 7 7 A AR —A L PCITETT A 7 4 Xalb—Ta oA A—VEEELE
R

FIE

ATYTN RNu I T T Ty ANND VAT LEFILLET,
restore [/noconfirm] [context ctx-name] [passphrase value] [location path]

1 -

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?

context ¥ — U — RZFEH L TEEDO 2 TF A MEEILTIHIHAE. Ny Ty 7 Eniz%a
VTRAN T A VIIEBNZE T T AMERH D FI, OFED ., restore I KA T 7 AL
TEICHANTOIVNENHY £7,

ATFYvT2 a7 NMIEVET,
1 -

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.qgz]?

Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!
Do you want to continue? [confirm] y
Begin restore
IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,
startup configuration and VPN pre-shared keys.
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B envr7oTssvEROREE (SA3000

Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Backing
Restorin

this dev

YIrYITELVIYTaFaL—2ar |

up [VPN Pre-shared keys] .. Done!

up [SSL VPN Configurations: Application Profile Custom Framework] .. Done!
up [SSL VPN Configurations: Bookmarks].. Done!

up [SSL VPN Configurations: Customization] .. Done!

up [SSL VPN Configurations: Dynamic Access Policy] .. Done!

up [SSL VPN Configurations: Plug-in] .. Done!

up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] .. Done!
up [SSL VPN Configurations: Proxy auto-config] .. Done!

up [SSL VPN Configurations: Translation table] .. Done!

up [SSL VPN Configurations: Web Content] .. Done!

up [Anyconnect (SVC) client images and profiles] .. Done!

up [Anyconnect (SVC) customizations and transforms] .. Done!

up [Cisco Secure Desktop and Host Scan images] .. Done!

up [UC-IME tickets] .. Done!

g [Running Configuration]
Following messages are as a result of applying the backup running-configuration to

ice,

please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url,

it has already been set

Remove the first instance before adding this one
INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.
WARNING: Advanced settings and commands should only be altered or used
under Cisco supervision.

ERROR: Failed to apply
the IP is already used
ERROR: Failed to apply
the IP is already used

WARNING:

media termination address 198.0.1.228 to interface outside,
as media-termination address on interface outside.
media termination address 198.0.0.223 to interface inside,
as media-termination address on interface inside.

PAC settings will override http- and https-proxy configurations.
Do not overwrite configuration file if you want to preserve the old http-
and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c
Done!
Restoring UC-IME ticket ... Done!

ccb31ldce3 e5lacf88 19£f04e28

Enter the passphrase used while backup to encrypt identity certificates.
If the passphrase is not correct, certificates will not be restored.

The default is cisco.

No passphrase was provided for identity certificates.
Using the default value: cisco. If
certificates will not be restored.
Restoring Certificates ...

Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.

INFO: Import PKCS12 operation completed successfully

. Done!
Cleaning

up

Restore finished!

Done!

BEINY I 7Y TEIVETDRE
Z OHREIC &
DL 7RI TERLL T,

. WIHIE
TWTC, ZDOAT 4 T &REALT

=g
X JE
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BEAY o7y TEkUETEORE (sA3000 [

P T AT KIS BIRORGE OB : BE MR LIEBEFOT A Amb Ay 2T v 7L
TR E & AT A AEHT 558

GEHREE~DE— ANy Y VT NI 2T a7 4 X a b —a VBB L0, BL
BIOFE a7 4F¥alb—giiua—iy 74 584,

IR& B I
o Z DOREEEIL. CiscoISA3000 7 I A T L ADHTHATE£9,

*ISA3000IZHEN Ny 7 7 v 7EXMMECERET DHIZE. FFED/NNT A—X % 1RV
ELET,

Ny Ty TFualr—ay AN L—URAF 407 (SDI—FK722Y)  USBA FL—
V. FEER Y MU= OB R RIRTE £,

Ny T v E— R FEEITAEE,
e NRAT L =R Ny I T v THERER LT 5 L EIEHT L2327 L—X,

LUEDORGED, O BBy 77 v 7EE L EeE TR S E T,

« N 7Ty THERE L EUSREIT T N UM, BB E— RE I TEE— R CTEET D
EOITRETEET,

* JLO EXEC backup|restore =~ > NIIZH X4 E W A, backup-package =~ RZF%E L
TRIF, MDa~vr KT AU NTA=FEEET DI LR EXECa~ Yy FEHEHALT
FE Ay I T v TBIOEITEIT) 2N TEET,

FIE

ATV Rolr—VONy 7T v T RITA—BEFEELET,
backup-package backup [interface name] location diskn: [passphrase string]

&1

ciscoasa (config) # backup-package backup GigabitEthernetl/1l location disk3: passphrase
cisco

Zoavy REMHA LT, Oy 77 v TEIECHRT — 2 2y 77 v 7 F LB

THNTA=BERELET,

interface name T, Ny 77T v THAEDOREA L 2 —T = A AL ELET,

location diskn ClX, T—HX DNy 77 v FIMHHTHA ML —Y AT 4T ERELET,

passphrase string (X, Ny 7T v LT —F X2 VT 4 CIRi#ETHTDITHEHLET,
RTVT2 RNolr—VOWITLONRT A—REFHELET,

backup-package restore [ interface name] location diskn: [ passphrase string|
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. UL E—RF AV IAFAL—YavERERIAFE—RVRFLAVIAX2AL—3 DN I Ty T

ATvT3

T EB—

1 :

ciscoasa(config) # backup-package restore GigabitEthernetl/l location disk3: passphrase
cisco

oavwy REFEHALT, UBROBETCERECHERT2E T A—2E2HELET, Ht/ 7
A—FIL, BIRDONRy 7T v TEAMEDI/INT A —F KL TWET,

HEWE— ROy 7T v 7BILOELEA X —T M LET,
backup-package {backup | restore} auto

1 -

ciscoasa (config) # backup-package backup auto
ciscoasa (config)# backup-package restore auto

Zoavwr REFEHALTC, HEITE—FORNy I T v 7ER3ECEAX—T VT 42 —T L
W LET, HrIOEIRLZT— Ft ROMMON 28I FE S E T,

KarJ4XalL—2a FERIFITILFE—KOXT

L I4xal—a DnNvoryd

N ATHRARNE—RT, FREYATFE—ROVAT A I T X2 b— g )
b, AA—hrT w7 ar7 4 Xal—rarFqdF#H a7 X2 b—y g VAR —A
FriFue—HL 7Ty a AEVICa—TXET,

1R BHHIIZ

(A7 ay) ASABY—NLDBEBFIFEHTIA V-T2 AEBELET, 41 ¥—
T oA AERELZWEGES, ASAIXEHERON—T 47 T—TNE2F 2w 7 LET, =
I TC—ERROMDERWEERIIT— 2 DON—T 4 T T—T NV F v 7 LET,

FIE

WOYP—=NEATO1OEFEHLTCar 74 Xalb—a a2y 7 v 7 LET,
o TFTP — N2z —LF 7,

copy [/moconfirm] [interface_name] {startup-config | running-config}
tftp://server|/path)/dst filename

il

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfqg
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cFTP H— |zt — L%,

copy [/moconfirm] [interface_name] {startup-config | running-config}
ftp://[user[:password|@]server{/path]/dst filename

il

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l10.1.1.67/files/new-startup.cfg

SMB H—lza™—LE9,

copy [/moconfirm] [interface_name] {startup-config | running-config}
smb://[user[:password|@]server[/path]/dst filename

il

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@1l0.1.1.67/new-running.cfg

SCP #— |z’ — L ¥,

copy [/moconfirm] [interface_name] {startup-config | running-config}
scp://{user|:password|@]server[/path]/dst_filename[;int=interface name)

B

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

sint=interface 7" a X, W— KV I T v T ENANRALT, BIHES A v
B—7 x2 A A%HEHLTSCP ¥ —NIZHELET,

0=V 7Ty AEYIZa—LET,
copy [/moconfirm] {startup-config | running-config} {diskO0|disk1}:/[path/]dst filename
i

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

ST 4 L7 FUNBFHETDHZ ER2HERL TS, fFELRWEAIE, £9 mkdir =
<~ U REHERALCT L7 U ZERLET,
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B o502 3umoass %2207 FaL—La v EEZOMD T 7 A LDNY Y Ty T

759y a ARYVADIAVTIFR MOV 74 X2 L— a3 FIE
FRMDT7AILDINYY Ty T

VAT AEFAR—RATROWNTNI DA~y REANTAZLIZE->T, a—hL 75
VaRAEVIZHAHALTFA ALY T4 Fal—arERFo v AR —LET,
1R BHEIIZ

(A7 ay) ASABY—NLDOBEBIFEHTIA LV —T = AERBELET, 41 ¥—
T2 A ABBELRVES, ASAIXEHREHOLV—T 4 T—TONEF v LET, Z
I TC—ERROMDERWEERITT— 2 DON—T 4 T T—T NV F v 7 LET,

FIE

WD —=NRNEATDI12FBFEH L TCarTFA Ny 74 FXal—al Xl T v T aN\y
277 LET,

e 7T v anb TFTP r—RiZav— L £,

copy [/noconfirm] [interface name] {disk0|disk1}:/[path/]src_filename
tftp://server|/path)/dst filename

il

ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

¢« 77w vamb FIPh—RNiZav—LET,

copy [/moconfirm] [interface_name] {diskO0|disk1}:/[path/]src_filename
ftp://[user[:password|@]server|/path]/dst filename

i

ciscoasa# copy disk0O:/asa-os.bin ftp://jcrichton:aeryn@10.1.1.67/files/asa-os.bin

« 77 v vamb SMB Y —RNZavr—LET,

copy [/moconfirm] [interface name] {disk0|disk1}:/[path/]src_filename
smb://[user[:password|@]server[/path]/dst filename

il

ciscoasa# copy /noconfirm copy diskO:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

« 7T i aink SCP Y —NZa b — L ET,

copy [/moconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[:password|@]server[/path]/dst_filename[;int=interface name)
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il

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

sint=interface 7 a NE, V— b N I T v T AL NRALT, WIRESNTA v
B—T A A&MMLTSCP ¥ — NZEZELET,
e T T yvahbua—hN T Ty e AEVIZar—LET,
copy [/noconfirm] {diskO0|diskl}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename
B

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

56557 4 L7 FUNBFIETDHZ L 2R L T8, fFHELRWEAIT, £ 7 mkdir =
< U REFHEHLTT L2 NY BERLET,

AVTFFRAMATHOAVTFFRMNAVI4F2L—23 200Ny

7T

ATy T

ATy T2

NVF aATHRANE—RTHE, a0 TFAMADOKRDONR I T v T HEITTEET,

FIE

(admin 2> 7 F A NMIEEr S ITZ) AX— T w7 ary74F¥alb— gy h—RIFE T2
V74X 2l —YgrEkar—LET,

ciscoasa/contexta# copy running-config startup-config

aVTHRANRYy NU—= IR SN TFTP Y — N EfTary 7 4 Fal—yagrvzat’—
L/i‘g—o

ciscoasa/contexta# copy running-config tftp:/server(/path]/filename
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B sxs 2L pooavr xaL—savoar—

MERTARATLANLDAV T4 FaL—3rDabE—
FIE

ATFYT1 a7 4 X2 —arEFHERICERLET,

more system:running-config

ATFwT2 av o P Eae— LT, a7 4Fal—3alE2TF%F A 77 A VB fHT %
béAO

export & Wimport A REFEALEBM I 7AILDNY I Ty T

AT A Fa b= g VIRDERVBEINT 7 A IR EBY T,

s importwebvpn 2~ RZEALTA VR —F TED7 7ML, BUEZNLDT 74 VI,
HAR<wA PP — a2, URLURA K, Webar oYy, 53740, BIXOSERR.
ERHY ET,

* DAP R Y > — (dap.xml) .

eCSD 27 4 F¥ a2l — 3 (dataxml) ,

s TUHN =BT VX IVGEAE,

e H—HNCA =Y FT—=FX=R T 7 A )VEGAERT —Z X T 7 1)L,
CLI TiZ, export 2 ¥ R & import 2~ FZEHL T, 2074 Fal—Ta OflxD
BREN I T v TBILOMELTEET,
INHDOT7 7 AN (Iz& 21X, import webvpn 2~ REEALTA A —F LI HOD
T AN ERE) 2Ny T v T HITIE, ROFINEZZEITLET,

FIE

ATy T ROXHIC, WHATREZ show 2~ REFETLET,

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

ARTYT2 Ro T w7 T577AMIK L Texport 2~ REFRITLET (ZOFITlErdp 7 7 A LT
+) .

. VI zT7H&UVaAYToFaL—ay



| voroz7s&tarrqFarL—vay
2H)TEEALET7ALONy o7y Ta&vER ]

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

AT rEFERALEIZ7AILDNY I T TEIUVET

A7V FNEHEHLT, ASADAL T 4 X2l —ay 774052y 2T v 7FBLOMET
T&F9, ZHITE. import webvpn CLI (2 K - CTA VAR — b BHEEMKEED T, CSD =
V74 F¥a2l—arDODXML 77 A, BEXODAPa2Z L 7 4 X2 — a3 DXML 7 7 A
ANEENET, BX=2 U740 LOBEBICLY, TVF NV F—L3E, £ —7 /L CA
X—OHEWVY 7T v T EFETTHZEIIBEID LEREA,

ZOETIEH, BHEINRN Y 77 v 7OFMEICOWNTHALET, £/, ToFEFEHATLIL D,
BREBEMFICADE TEET STV 27 ) F vamLEd, oL 22
7" ME Linux ' A7 AZEHDAZ U7 T3, Microsoft Windows > AT A TEHI BT,
HrFronyy s EHRLTUEETILENDY £9°,

N

GE)  fRDVIZ, backup 2~ R & restore 2~ REFEHT L& TEET, FBICONTE,
[(FERIRVAT LNy 7T v TERITEILOFT 223—=2) | ZBRLTIES,

NG T TELVETRY YT L%#FERT SRS
A7 VT hEFHALTASA I 74X al—var a2\ 77 v 7BIXOMETLT DT, F
TROVEEEFITLET,
s Expect BV 2 —/L & L HIZ Perl A4 VA h—/LF 5,
« ASA IZEIFEFREZR SSH 7 A T b A VA F—/vT D,

e TFTP Y — & A L A =L LT, ASAMBRN I T v TFY A MIT 7 A NEFET S,

BRI & LCid, HIROY— NV E2EHALET, ZOARZ )T ouyy /7 a2Zinbny —
JVICEYD ANDZ EnTE £,

A YTEEFTTS
Ny 2T v 7TBIOMETORZ ) 7 M EFETT2I12E, WOFNEEZFITLET,
FIE

ATV TN VAT LADEBEDOEFIC, A7 VT N TrANEF T a— REEIhy b7 R—=2 kL
7,

ATY T2 a~vw K T4 T, Perlscriptname & NJJUET, scriptname (3A 27 V7~ 77 A VOLAHIT
j—O
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ATv 73 Enter L ET,
ATV T8 A7 arTLilEANTLEIIC, TarT MRFRENET, HDHVIE, Perlscriptname

AV REANTHLEICA TV a v DEZATI L TG, Enter 292 &b TxEd, &
HLHLDHETH, A7 VT MIEIVFT v a v TEIEEANTTL L IROENES,

AFYTES ZOAT YT INETEN, BITENLa~r FRRODENET, ZOHIILXCLIOR L 72

DEFT, INOHDOCLIFR TIThbNAETICHEHATEET, FrlZ, 7752 12FiE2D
BT D 5AIER] T,

HBUOTILARY) TR

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.

# It currently backs up the running configuration, all extensions imported via "import

webvpn" command, the CSD configuration XML file,

and the DAP configuration XML file.

#Requirements:

#Usage:

Perl with Expect, SSH to the ASA,
backupasa -option option value

and a TFTP server.

# -h: ASA hostname or IP address

# -u: User name to log in via SSH

# -w: Password to log in via SSH

# -e: The Enable password on the security appliance

# -p: Global configuration mode prompt

# -s: Host name or IP address of the TFTP server to store the configurations

# -r: Restore with an argument that specifies the file name. This file is produced
during backup.

#If you don't enter an option, the script will prompt for it prior to backup.

#
#Make sure that you can SSH to the ASA.

use Expect;
use Getopt::Std;

#global variables

%options=();

Srestore = 0; #does backup by default
Srestore file = '';

Sasa = '';
Sstorage = '';
Suser = "'
Spassword
Senable = '';

Sprompt = '';

Sdate = ‘date +%F‘;
chop ($date) ;

my $Sexp = new Expect();

’
— 1
1

getopts ("h:u:p:w:e:s:r:",\%options);
do process options();

do login (Sexp) ;

do enable ($Sexp) ;

if (Srestore) {
do restore ($Sexp, Srestore file);

}

else {
Srestore file = "Sprompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open

. VI zT7H&UVaAYToFaL—ay
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do running config(Sexp);
do lang trans($exp);
do customization ($exp) ;
do plugin($Sexp);
do url list(Sexp);
do webcontent (Sexp) ;
do dap ($exp) ;
do csd($exp);
close (OUT) ;
}
do finish($Sexp);

sub enable ({

$obj = shift;

$obj->send ("enable\n") ;

unless ($obj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "S$Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang_trans {
$obj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

s/"\s+t//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/”".+\s+.+$/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub running config {
$obj = shift;
$obj->clear_accum() ;
$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub customization {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );
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Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/$prompt-$date-plugin-$ .jar";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub url list {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub dap {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );
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Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$cli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";

grInzsu7t I

Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub csd {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "S$Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";

print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub webcontent {
$obj = shift;
$obj->clear_accum() ;

Sobj->send ("show import webvpn webcontent\n");

Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Q@items) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/".+\s+.+$/);
($url, Stype) = split(/\s+/,$ );
Sturl = Surl;
$turl =~ s/\/\+//;
$turl =~ s/\+\//-/;

$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

sub login {
$obj = shift;
$obj->raw_pty(1l);

$obj->log_stdout (0); #turn off console logging.

Sobj->spawn ("/usr/bin/ssh Suser\@$asa") or die "can't spawn ssh\n";

unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";
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Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

sub finish {
$obj = shift;
$obj->hard close();
print "\n\n";

sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= $Soptions{s};
$storage = "tftp://S$tstr";

}

else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
S$storage = "tftp://S$tstr";

}

if (defined($Soptions{h})) {
Sasa = Soptions{h};

}

else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

if (defined ($options{w})) {
Spassword= S$options{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined ($options{p})) {
Sprompt= S$options{p};
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Auto Update D% E .

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};
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ATy T
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Auto Update 4-—/\& DBEIEDERTE .
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il
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FIE

Auto Update —/ D URL Z#f5ET HITIiE, RDOa~<v>r REATJLET,

auto-update server url/ [source interface] [verify-certificate | no-verification]

ZIT, wl lIIROELRH Y £77,

http[s]://[user:password@]server_ip[:port]/pathname

source interface X — 7 — NI L O51%0%. AutoUpdate Y — NZERZIX(FET 5 & X ITHEHT S
AV H—T A A%4RE LT, management-access 2~ R TIRE LA v X —T = AL

A Z—7 oA A%EETHE, Auto Update ZRITEFLT 7 B R ZHH SN D LT
IPsec VPN kv v Zi@ia L7,

HTTPS D354, verify-certificate X — 7 — R (7 7 4+/L |) %, Auto Update % — 3737 FEH
EEBRIELET, BiEET 4 B—7 M T2 HESESILEFA) | no-verification ¥ — 17—
REHRELET,

(fE) Auto Update h— S El(E T HBRICIEET 57 31 A ID 2753 212X, Ro=a~v v
NE AT LET,

auto-update device-id {hardware-serial | hostname | ipaddress [if-name] | mac-address [if-name] |
string fext}

T2 IDIE, ROWTNNDNRT A —=H 2L >THRED £9,
« hardware-serial 5| %%. ASA DU T ILEZEIEELET,
« hostname 5%, ASA DHR R "N &2 EL T,

eipaddress ¥— 7V — Ri%, EELTA L H—T=2A ADIPT KL AZEELET, 1
H—T 2 A AL EHE LIRWEA. Auto Update Hh— "L OWEEICHHAT LA v ¥ —7 =
AADIP 7 RUABMER S IET,

« mac-address ¥ — VU — Ri%, {5EDA L Z—T = A ADMACT RLAZEELET, A
VH—T 2 A AG{EFRE L7 WA . AutoUpdate V— N & O@EICHEHT LA v X —T =
A ADMACT RLUAMERENE T,
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TEEH A,

(EE) av74Falb—vary, FREAA—TDOT v 7T — FE2ERT H72DIZ Auto
Update 4 —/ IR —V U 7T 3R ERET I, kOa<r READLET,

auto-update poll-period poll-period [retry-count [retry-period]|

poll-period 51 50%, EHZMRT MM (DHAD) ZEELET, 7740 MX 72045 (121F
) T7,
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ATy TH

retry-count 51 50%, Y — "~OEHOEEGIKRK L2 HEIC, BRIT T 2RHEEEL 7,
T 74/ MME 0 TT,

retry-period 5130%. U b7 A O OFHEREE (HAD) Z2EELET, T 74/ ME5S5HT
—g—o

(A7 a ) ASA 75 Auto Update H— N2 — U U 7T R EDRRAN & A r ¥V 2 — V9%
WX, koa~r REANLET,

auto-update poll-at days-of-the-week time [ randomize minutes) [retry count [retry period]|

days-of-the-week 51#1Z. Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, 35X O
Sunday D OAEEOME A £ 7130 A OGO T, ENLSMT, daily (HREA NS ARE
H) . weekdays (HMEH 2 HLA&MHEH) . 3L weekend (LFMEH & HEEH) OEDFXEFHET
R

time330%, RN—V > Z OBMEEZ Z HEMMEXCTHEE L E4, =& 20X, a8 I 8:00.
F1% 8 BEIX 20:00 & L £,

randomize minutes % — 7V — FEB L OB E0L, 5E LB TR —U v 7% T U & A
WCEATT A MM A fRRE LET, ®HIL 1 ~ 1439 53T,

retry_count 518U, RAIOPEFI K LT & =12, Auto Update H— /N ~DFE-HE 2 il 5 [A]
BEBELET, 774/ ME0TT,

retry period B1EUE. BEEOFATH LR ORITE COFRMERFRIAZIEELET, T 74/ MES
T, #®PHIL 1 ~ 35791 53 C9,

(A7 a ) Auto Update — NIZ—EHIM T 7 B ARG8T 7 4 v 7 Ol
T A1, koavr REANLET,

auto-update timeout period

period 5150i%, 1 ~ 35791 OFFHATHENOX A 2T 7 MR ZfEELET, T 74/ MI¥
ALT 7L (04)) TT, T74/VMIETIIE, Z0a~<r FonBRXZ2EHL£7,

auto-update timeout =~ > R & LT, R DA A —T LERED ASA ITHET 5 Z & 21
RLET, ZOREE, VAT BT XA yE—U 201008 THRESNLET,

1

WOBITIL, ASA B A v Z—T = A ANLIEARBOKESTEX T, IPT7 FL A
209.165.200.224, R— b3S 1742 T Auto Update — & R—V > 795 L 5T E
I TWET,

Fio, ASA X, TS AID £ LTHARA M ZMH L, Auto Update —/3~D 7R —1
V7 miAARE R &R H O 10:00 pm 2> 5 11:00 p.m. O] OEE OREANZFEITT 2 X
INCHESINET, ROFIOL T, A=V IR LA 1E. ASAIZE - T
Auto Update — /S ~DFEEGEDS 10 [H5RAA HAVE T, Rk & sk oML, 320
PR R E SN E T,
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ciscoasa (config) # auto-update server

https://jcrichton: farscape@209.165.200.224:1742/management source outside
verify-certificate

ciscoasa (config)# auto-update device-id hostname

hostname (config)# auto-update poll-at Friday Saturday 22:00 randomize 60 2 10

Auto Update H—/NELTDI AT Ty I T—FDERE

client-update =~ > KZ A4 %5 &, AutoUpdate 7 74 7> b & LTRESNTZASA DT v
TTF—= MR ARZ—=T R, VYT b 2T ayR—xx DX AT (ASDM £72137— F
AA=)  ASADEZATEE 77V, To7TF— RIS n2 ) evar&Eie, T v
T = EEG L7 URL £/21XIP 7 RLAZEETEAL L9120 £,

ASA % Auto Update —/ & L TRET DITIE. ROFIEEZFITLET,

FIE

ATFTYTIN IV IAT U N T v T = e 2= MICTHITE, koa~<wr ReEANLET,

ciscoasa(config) # client-update enable

ATw 72 ASA T 5 client-update 2~ > RiZ, IRDO/NRT A —HEFRELET,

client-update {component {asdm | image} | device-id dev_string | family family name | type type}
urlurl-string rev-nums rev-nums}

component {asdm |image} /X7 A —X TiX, ASDM £7/2(X ASA D7 — k 4 A=Y DWW
Y7 U7 aryiR—x e LTHRELET,

device-id dev_string /37 A — % Ti%, AutoUpdate 7 71 7> M BNHH Zi#BT D 72O HT
LEADOLFHNEHELET, HKRT63 XFTT,

family family name /X7 A —# Ti%, Auto Update 7 7 A 7 > M3 A& Z5513 5 7= DIl 5
577 IVAERELET, asa, pix, £ 7 LTUNOT F A MLFHNEHRELET,

rev-nums rev-nums /N7 A—X T{L, ZDI7TAT MDY T NI =T EEZ77—L 0T
AA—TERTELET, HKRKAFEDA A=V % ALBEDIEFTH L~ TR > THELET,

typetype NG A—ZTlX, VIAT U VT v I TF— b RBMT 57 54T 2 b DEA TEIEE
LET, Zha<y NiE, Windows?Z 547> FOT v 7 F— N CHEHAINBE-D, 754
72 DY A ML Windows AL —F ¢ 7 VAT ALEEEENTVET,

urlurl-string /X7 A —# T, Y7 =T FHiE77 =LV =2T A A—YVDOURLZHELE

Fo ZOURLIE, 7747 MTHEAETD7 7 A NVERLTWDRERDHY £, T3TO

Auto Update 7 7 A4 7> hTid, URLOF L7 4 w7 AL LTFm h=)v Thttp://] £721E
Thttps://] ZEHATHLERNHY F5,
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BEEDHATDASATRXTCUTHEHAT D7 94T N T v T T— b DONRTA—H 2R ELET,

DFED, ASADH AT, BIXOEHINT A A=V ORETE /D URLEZITIPT LA
BELET, £/, VeV a vrESLEETLOILERHVET, VE—FDASADY BV 3

VEEN, HWELTEIEYa B EOI0E KT LHEAE. 2 I9AT L NOT v T — NI
RETT, T 77— MIERENET,

Cisco5525-XASAIZ FA TV v T v 7T — b EaRET HIT0E, koa<r ReE A LET,

ciscoasa(config) # client-update type asa5525 component asdm url
http://192.168.1.114/aus/asdmé601.bin rev-nums 8.0 (1)

Auto Update D E=4% 1) >4

Auto Update 7Ot RDE=Z2 1 Y5

debug auto-update client ¥ 7=/3 debug fover cmd-exe =2~ > K% L T, Auto Update 7' 12
ATCHEITEN LN A FKRTE £7, KRIZ, debug auto-update client =~ > RO H 1|2~ L
£7,

Auto-update client: Sent DeviceDetails to /cgi-bin/dda.pl of server 192.168.0.21
Auto-update client: Processing UpdateInfo from server 192.168.0.21
Component: asdm, URL: http://192.168.0.21/asdm.bint, checksum:
0x94bced0261cc992ae710faf8d244cf32
Component: config, URL: http://192.168.0.21/config-rms.xml, checksum:
0x67358553572688a805a155a£312£6898
Component: image, URL: http://192.168.0.21/cdisk73.bin, checksum:
0x6d091b43ce96243e29a62£2330139419
Auto-update client: need to update img, act: yes, stby yes
name
ciscoasa (config) # Auto-update client: update img on stby unit...

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1, len = 1024

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 1501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 2501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 3501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 4501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 5501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 6501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7001, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 7501, len = 1024
auto-update: Fover copyfile, seq = 4 type = 1, pseq = 8001, len = 1024

4 1

auto-update: Fover copyfile, seq = type = 1, pseq = 8501, len = 1024

auto-update: Fover copyfile, seq = 4 type = 1, pseq = 9001, len = 1024

auto-update: Fover file copy waiting at clock tick 6129280

fover parse: Rcvd file copy ack, ret = 0, seq = 4

auto-update: Fover filecopy returns value: 0 at clock tick 6150260, upd time 145980 msecs
Auto-update client: update img on active unit...
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fover parse: Rcvd image info from mate

auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
auto-update: HA safe reload: reload active waiting with mate state: 20
Beginning configuration replication: Sending to mate.

auto-update: HA safe reload: reload active waiting with mate state: 50
auto-update: HA safe reload: reload active waiting with mate state: 50

auto-update: HA safe reload: reload active waiting with mate state: 80

Sauto-update: HA safe reload: reload active unit at clock tick: 6266860
Auto-update client: Succeeded: Image, version: 0x6d091b43ce96243e29a62£f2330139419

Auto Update 7' 2 ZNKIT 5 &, IRD syslog A v E—TURNAERSNET,

$ASA4-612002: Auto Update failed: file version: version reason: reason

file X, KRR LT7=T v 77— MM T “image”, “asdm”, % 721% “configuration” (272 V) 97,
version l&, 7 v 7T —hDNR—=T g U FEFTT, reasonld. 7 v 7T — FHPRIELIZFET
—é—o

Auto Update R 7—R2 ADE=Z 125

Auto Update A7 —X ADE=HF Y L TIZHONWTIL, ROa~vwy RESZRLTLTEIN,
show auto-update

KIZ. show auto-update =~ > FOH Il Z R L E7,

ciscoasa(config)# show auto-update

Server: https://*******%@209.165.200.224:1742/management.cgi?1276
Certificate will be verified

Poll period: 720 minutes, retry count: 2, retry period: 5 minutes
Timeout: none

Device ID: host name [corporate]

Next poll in 4.93 minutes

Last poll: 11:36:46 PST Tue Nov 13 2004

Last PDM update: 23:36:46 PST Tue Nov 12 2004
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9.1(5)/9.2(1)

SCP #— LD TT 7 A VAR T D72, ASA IE
SecureCopy (SCP) 7 7A 7 v haHtHR—Fr45K91C
720 FE LTz,

ssh pubkey-chain, server (ssh pubkey-chain), key-string,
key-hash, ssh stricthostkeycheck D - =1~ > F73E A X
E LT,

copysep 2~ RWEHINE LT,

BE FIREZ: SSH IR SHEHE & B A IET L= Y
A

91(7PA3Y933)94(1)

2 —HL SSH 5 b 2 T 5 & 5k E— F%
BIRL, SEIERF—W|WT L TY XAITH LT
HMAC &b 2R ETEET, 77V r—va i
JEC T, B5OEZR L7z T2 0ERH 55
AERHVET, EXaTRat =0T p—~v AT
LT T ZBZEEAFLES, T 74V BT,
ASA [ 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctraes256-ctr DNEIZ T /LT Y A L% Rr T T— |
LET, RSN RmRIOT VT Y XA (3des-cbe) 23
BRI NG, aesl28-cbe 72 & DO —EZhHEM /2T L 2
URXLDBEIRESNTGE LY DRIBIZANT +—< AN
KFLET, &L ranics R EET S
{Z1Z. ssh cipher encryption custom aes128-cbe % i ff L
ESc AN

WD a~ 2 RPEASIHLE L7z, sshcipher encryption,
ssh cipher integrity
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HaE
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HRETRER

T 7 F IV hTA FX—T Tl > TV D Auto
Update H—/SZEBA & DR GE

9.2(1)

Auto Update ¥ — SFEBHEDRFEN T 7 4 /L K TA % —
TRV ELE, HilLnary 7 1 X¥al— g Tk
AEAEORGEE I RIIZT 4 B —T T HRERH Y
£, EHEOHREZ A X—T7 ML TR o To 6
W2y ETOV V=27 v 77 L—RKLED ET5
& AEAEOMRIIA 2 — T LTI . IROELRFHR
REINET,

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

RIEZBATT D5E1E, RO & 91T Lz 7RIS
WELET,
auto-update server no-verification

auto-update server {verify-certificate | no-verification} =

< KW EEINE LT,

CLIZHER LIV AT LADONRNy 77 v i
JC

9.32)

CLIZRH L CTA A=V EZ SRR VAT A
a7 A4 X2 L= arENRY I Ty T BIMETLTE
Loz ELE,

backup 35 & Urestore D&~ > RBEA S E LTz,

H LU ASA 5506W-X A A —YDEIER L
o— K

9.4(1)

H LUV ASA5506W-X A A=Y DY AR BLIRe— K
BHYR— S TWET,

hw-module module wlan recover image =~ > K723E A X

nE L7z,
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