AAA O LDAP H—/\

ZDOETIE, AAA THEA &S LDAP ' — XOREFIEICOWTHH L £,

«LDAP BLNASA 2N T (1 3—)

¢« AAA D LDAP H— DT A R4 (53—2)
« AAA O LDAP H— D& E (6 —)

¢« AAA D LDAP H—RDE=F1 7 (13 =)
« AAA @O LDAP H— DJERE (13 ~2—7)

LDAP 5 KU ASA [ZDUNT
Cisco ASAIHIZFEAEDLDAPV3I T 4 L7 R U H—REFHMERH Y | ZIITITKRDO HONRE
FNET,

+ Sun Microsystems JAVA System Directory Server (¥1E(% Oracle Directory Server Enterprise
Edition ®—#F. IH4 Sun ONE Directory Server)

* Microsoft Active Directory
* Novell
* OpenLDAP
7 7 4L hTIL, ASA IZ X T Microsoft Active Directory, Sun LDAP, Novell, OpenLDAP,

FRITIH LDAPY3 T 4 L7 R U H—NIZEH L TV D E ) R EERE S nE T, 7272
L. LDAP — 1 ¥ 4 7O HEEHIC L A WREN KW L2561, FEITHRETE ET,

LDAP TOFREL &

FAET . ASA X, =D LDAP h—"~DV T4 7 F FuFk L LTHREL, 7L—r
7 % A N #7213 Simple Authentication and Security Layer (SASL) 7’2 ka2 /LW iz fio
TLDAP H— TR DFBRAEEITWVWE T, 774/ M T, ASAIE, BHE T2 —F4 & 2AT—
RTH DA T A —F % LDAP — N7 L—2 THF XA R TELET,

ASA TIX, IRDOSASLA =X L&EPR—KFLTWET, KIZ, BEORWIEFI R LET,

AAA O LDAP H—/3 .
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N

AAA 0 LDAP H—/1\ |

* Digest-MD5 : ASA 1L, =—H4 L /XA T — KB EHE L7- MDS fE % ffi ] L C LDAP ¥—
NITRELET,

 Kerberos : ASA (%, GSSAPI Kerberos A W = XL ZHEHL T, 22—V HZ &L LIV AEZEET
5Z & TLDAP r— TN LET,

ASA L LDAP #— N, 25D SASL A N = X LDOEEOMAGELEEZTFR— N LET,
BED AT =X LEFHE LTS A. ASA TIEV— R ESNTNDSSASLA =X LD Y A
FNEAG S AU, FRAEA = AL ASA £V — "Dl FICRE SN TND AN =R LDIRINT
BHLMAREDICEESNET, 728 21E, LDAP — 3L ASA Ol N Z S TD A 7
=X LEYHR— KL TWD5A. ASA IX, 871725 D Kerberos A 7 = X L %8N L E 7,

3fﬁim9m£ﬂm%?é&IDMWMw‘Mﬁéhtl—%@E@%Lbiﬁ VPN iR
SEDEE . IHDEMEICIZ. VPNEy v a VCEH SNB AT —2RnaEhEd, =
%D\HMPmﬁm_ D, BIEEHAE 1 AT v T TCETTEET,

LDAP [ 2

GE)

LDAP 71 k= )LDOFEMIZ- DWW TIE, RFEC 1777, 2251, BLN2849 B L T IZ &0,

LDAP =7 f Fa b—3 g E, MROGmEEES KR SN2 bDIZT 28BN H Y £,
7= & 21, Example Corporatlon WV REDOHEZEE Employeel #1125 2 TA £ 9, Employeel
IZ Engineering 7 /b —7IZHEE L TWET, ZORFED LDAP T 1 DLl ED L~ L& Fio
TENTEET, L Zt:f\ VTNV Ry T v 7 LET, ZOH T, Employeel
I% Example Corporation D A L/ N—Toh 5 L B IET, LWL, vV TFLULEEEZE Y
c7 w7 LES, ZTOH T, Employeel I3 Engineering D A L /N—ThH b L Ap S, Z0
EBAHIE People & W D A FRDOMfE~L=> hDA L NN—=THY | ZOfHfk= = i Example
Corporation D A > /3—"TF, v /LF L-ULEROFNZOWTIE, ROKEZZRL TS0,

< VT LAULBERB O G M TN, MBEERDEHESBEINDIDE L TV L~VEB O ST
7,
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arEnzz [

1: 7 )LF LR)LD LDAPFERE

Enterprise LDAP Hierarchy

‘ de=ExampleCorp, de=com Root/Top

Pecple ‘ Equipment OU=Crganization Units

‘ Engineering Marketing HR Groups/Departments

cn=Userl cn=Userz cn=User3 cn=Uzer4 Users

o= ]

LDAP & /B DR R

ASA |X, LDAP BEENTORMBEZFHETEET, ASAICKRD 3FEHD 7  —/V RERET D
L. LDAP PS8 COMBHMGGET & 2 OFH, BLUOMBTHIEROF A T2 ERXRTEET,
INHEDOT 44—V RiE, 22—V OHERBEENTWBILTZ T 2HRET D L) ICEBOHRELY
FRELET,

* LDAP Base DN T, —/ 38 ASA OB A ERAZZ(E L7 & ZIZLDAP AN D £ D
BT b 2 —WIEROMBEFGET 20E2ERLET,

» Search Scope Tl%, LDAPREE ORGP AZER L ET, ZOFETIX. LDAPBase DN X
DHE2R 0 FTADOL~LVETHRKRLET, T—ANCEDMKEEZETOL LLEETIZT S
BTN —RRERRTIDERIRTEET, VULV ORBOSTNEHETT
W, BTV —RBOFTDNAEFAICRBETE E T,

« Naming Attribute Cl, LDAP — "Dz b U & —EIZ#%5]9 25 RDN 2 &€& L £, —
B2 iR, en (—#%4) . sAMAccountName, 33 J U userPrincipalName % & D
HZEMTEET,

R DT, Example Corporation © LDAP F§fg Dz R LEd, ZOREIEESNLD &, B
DIHETHRFEZERTEET, KOKRIZ, 200RKAL T 4 Falb—TarOflzZRLET,

BOIOar 7 4 ¥ o b—3 a3 OfTid, Employeel 28 IPSec k> RV & HENLT D & & (2 LDAP
RBANLEETH DT, ASA 725 LDAP Y — NTSRELRANE(E 41, Z DT Employeel
% Engineering 7 /L — 7O THRETH I ENBESNET, ZOMBIFERFHTCTEET,
2H/EHDOAL T 4 X2 Lb— 3 COBITIE, ASA N HEE SN HHREBREROH T, Employeel

% Example Corporation 2RO H TR T 2 Z L BIBEINTWET, Z ORBFRITIIRER A 235>
D \i—a—o
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AAA 0 LDAP H—/1\ |

RIBERIAV I FalL—Larnfl
S LDAP Base DN 1R 3R BRI LS
1 group= ’ 1 L~UL cn=Employeel =1
dec=com
2 de=ExampleCorporationde=com | 47> 1 — cn=Employeel WSRICIREI 23 2373 %

LDAP H—/A~AD/N( > K

\}

ASAIE, mZ7 A DN &R A L /RAT— R LT, LDAPH—EDEIH (A 2 )
ZGex £9, Microsoft Active Directory DB ¥ BEHI#E GERE, FFrl. 7 —T kKR L)
179 L&, ASA TIIHHEDOK\V 2 /1 > DN T/31 > R T& £, /=& 2%, Login DN (2
1. AD @ [Member Of] DFFEAS Domain Users D—#THH2—FHHETHIENTEE
F o VPN D/RA YU — REHEERETIL, LoginDNIZIX X 0 @ WVEENS LI L 720 . AD @ Account
Operators 27 /L —7 O—HZFFET D2MERH D £,

KIZ, Login DN Ofi| R LE T,

cn=Binduserl, ou=Admins, ou=Users, dc=company A, dc=com

ASA TR DOFRIEF X &2V R — P L TWVET,
s RS NNTWARVWRAT — REFEH L7 — b 389 TOfi S LDAP BAk

2H
e

« R— |} 636 TOE* =77 LDAP (LDAP-S)
* Simple Authentication and Security Layer (SASL) MDS5
* SASL Kerberos

ASA FEARFEZ AR —F L TWEREA,

G¥)

LDAPZ A7 hE LTDASANL, BLADNSRA » FRERDEEZTAR—FLTWHEEA,

LDAP B4~ v T

. AAA D

ASA TiE. WOHMBTORIEDOT-DIZLDAP T 4 L7 MU 2fEHTEX £4,
VPN VE—hF T/ R 22—
e T AT T —IV 2 NU—=T DT IRy hALV—Taxy yia

*ACL, 7w/ ~—27 UA L, DNSEIZTWINS RE, Tviar A~ —7"REDKRY

OMER (7 TFFARME S IR D) DORE

LDAP H—/\
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AAA 0> LOAP H— 0 A4 k54> ||

cu—H I N—TF R —DF—BIEOHRTE

ASA X, LDAP @t~ v 7% fEH LT, A 7 4 7 LDAP = —V &% Cisco ASA BT H#4
LET, TNODOREM~ Y T HLDAPY— N INXA U R LY, HIBRLTZV T2 R TExFE
T, T2, B~y TEERFLITEETA L TEET,

LDAP Bt~ v 713 EEEEE 2 Y R — N LERA, e 21X HDH2—FRHEED AD 7
=T DA NT, LDAP @M~ v TR EHDO 7 V=T L —HT 556, BRSNLEIT K
T2 MIDOT AT 7y MEZESS D TT,

B~ > B 7 HRE A YN T2 121%. LDAP BIEO4 AT &R X O — W EROEMED
A2 BfET 20N H O £,

BEIC~ vy B 7 SND LDAP BIEOARTE . —fRIC~v vy BT SN 2—WERDEMED #
AT FROELBY TT,

« IETF-Radius-Class (ASA /N—37 = > 8.2 LIKRIZISIT % Group_Policy) : 7« L2 kU #iF
Fiolida—% Zv—7 (72 & 21X, Microsoft Active Directory memberOf) JEMEAEIZFESU
TIN—T R v—%FELET, ASDM/N—T 3 2 6.2/ASA /3— 3 1 8.2 LI T,
IETF-Radius-Class J&"4 D3> V) |2 group-policy JBHEAEH S v E T,

 IETF-Radius-Filter-Id : VPN 7 5 A4 7 > k. IPSec, SSLIZXfd AT /7R arra—L Y
A b (ACL) ([C#fH S ET,

+ IETF-Radius-Framed-IP-Address : VPN UE— 727X 7547 k. IPSec. L SSL
WCAZT 4w 7 IPT7T RLAZE Y YTET,

eBannerl : VPN Ut — [ 77 R a—HFou /(4 VEZTXFA N X F—2FRLET,

« Tunneling-Protocols : 727 B A # A4 FIZHSNT, VPNUVE— T 278X Y v a r&FF
ARG LET,

A\

GE) 12O LDAP B~y 72, 1 DU EDEMEEZEDDZ ENTE
F9, BED LADP Y — 30051, 1 oD LDAP BED A%~ v
FTLHENTEET,

AAA ) LDAP H—/\DHA K54 >

ZDIHETIE, AAA @ LDAP ' —NZRET HHNIHGET 2R EDH LA R A k6 LU
FREIECHOWTRHB L £,

IPv6
AAA — N, IPv4A F721XIPv6 7 KL A& TE £97,
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B 220 war 5—owmE

ZOMDHA FS 4 >

eSun T 4 L7 RY B—RIZT 7B AT HTZOIC ASA IZERE I TV D DN 23, F—30
FI NIRRT = KRR =TV BATEHLERHY T, DNELT, T4 L7
NUEEE FET o V7 N EBEERE ROV EEHT L L AR L E T,
FE, TN RNATU—=RAKRY =T ACL ZRETEET,

* Microsoft Active Directory 3 X OV Sun % — /N TO/RRA T — NEBZ A R—T T T 572D
LDAP over SSL Z % E T 2 MR H Y £9,

« ASA . Novell, OpenLDAP I L MDD LDAPVIT 4 L7 k) H— N2 kB2 T —
NEEEZVR— N LEFA,

N —=Va 71 (x) PR, ASAIZARA T 4 7 LDAP A% —~ Zffi il L CRAEFR L ORI
ZATH 728, Cisco AF—<IMERL 20 £ L7,

o VT NE— ROLEEITHE KN 100 5D LDAP — N J L —F %2 FHTE, < /LFE—FK
BlIEa s THFANTERKA4EDOLDAP — R L —7 2 Tx £7,

e KT N—TNE, VTNV E— R THRKI6E., v/LF T— R THRK4HEDLDAP —
EEDDHZENTEET,

cea—YPNu s AT AHRE, AT 4 X2l —2a rNTHEEINL TWAEIIOT— 30005
NEIlC, =S SHE TCLDAP Y — N1 OFTHOT7 72 ENEd, ZFA—FHNDT
RTCDP—"PEHTERVEES, ASAE, 02—V T —HZR_R—=ZANT 3 — /LNy 7 )5
HRELTREINTWE L, B— IV T —HZ_X—RTEH LI L LET (FHEEGER X

mquﬁEne) o TH—NNRy T Ay RELTHREIN TV RWEA., ASAIXLDAP ¥—
NIZB|&feE T 7 EBA LD ELET,

AAA ) LDAP H—/\DLE

ZDIETIX, AAA IZLDAP v — %R ET D HIEIZHOWTEHHA L ET,
FIE
ATv 71 LDAP Bt~y 72REL £, LDAP Bt~ v 7ORE (6-°—) 2L T ZE0,
AFw T2 LDAP H— ZL—7%BMLET, LDAP — 1 VL —FDOHRE Q=) 2#BML T
<TZEV,

ATV T3 (FIFvay) RBiEAI=ALEIIRORRD ., LDAP Y — "\ S 0 2% E LET, [VPN
@D LDAP iFr0HE (11 <—) | ZBRL T EEN,

LDAP Bt~ v TN TE

LDAP @it~ v 7 &R ET D101, OFIEEZEITLET,
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| ARA @ LDAP H—/X

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ar gt v 7ozz [

FIE

Z20 LDAP B~ v 7 T — TV AEAERL L £ 7,
Idap-attribute-map map-name

1 -

ciscoasa(config)# ldap-attribute-map att map 1

2 —WERDOEMS department 2, A IDFEEIIY BT LET,
map-name user-attribute-name Cisco-attribute-name

51

ciscoasa(config-ldap-attribute-map)# map-name department IETF-Radius-Class

2—WERDO~ v TMHTH 5 department # = — P EZDOBEMEE A a0 REHEICY Yy
L\i—a—o

map-value user-attribute-name Cisco-attribute-name

&1

ciscoasa (config-ldap-attribute-map) # map-value department Engineering groupl

T—NE | ZOV—"PBET D AAA — N T A—TZHRI L ET,
aaa-server server_group [interface_name] host server ip

1

ciscoasa (config)# aaa-server ldap dir 1 host 10.1.1.4

JEYE~ v 7% LDAP #—/ 281 » FLET,
Idap-attribute-map map-name

1 -

ciscoasa(config-aaa-server-host)# ldap-attribute-map att map 1

il

WROBFNL, accessType & VY9 A RTDOLDAP JEMEICESWTEEE v 2 a3 > % ASA IZH
FRI 2 HEE R L TWET, accessType JBHEIZIL, LU FOHEOWT NN E LD ]
R H D £,
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* [VPN]
* admin

* helpdesk

ROBFITIE, BEA ., ASA THAR— kI D H%)7% IETF-Radius-Service-Type J& 1D
WDy B TSNS FEE R LET, A7 X A 7I2IE, remote-access
(Service-Type 5) %15, admin (Service-Type 6) &EE, 35 L ' nas-prompt (Service-Type
7) NAS 7'm 7 b v £,

ciscoasa(config)# ldap attribute-map MGMT

ciscoasa(config-ldap-attribute-map) # map-name accessType IETF-Radius-Service-Type
ciscoasa (config-ldap-attribute-map) # map-value accessType VPN 5
ciscoasa(config-ldap-attribute-map) # map-value accessType admin 6
ciscoasa(config-ldap-attribute-map) # map-value accessType helpdesk 7

ciscoasa (config-ldap-attribute-map) # aaa-server LDAP protocol ldap

ciscoasa (config-aaa-server-group) # aaa-server LDAP (inside) host 10.1.254.91

ciscoasa (config-aaa-server-host)# ldap-base-dn CN=Users,DC=cisco,DC=local

ciscoasa (config-aaa-server-host) # ldap-scope subtree

ciscoasa(config-aaa-server-host)# ldap-login-password test

ciscoasa (config-aaa-server-host) # ldap-login-dn CN=Administrator,CN=Users,DC=cisco,DC=local
ciscoasa(config-aaa-server-host)# server-type auto-detect

ciscoasa (config-aaa-server-host)# ldap-attribute-map MGMT

WOFITIE, A2 2D LDAP BHELADOEY A N 2R RLET,

ciscoasa (config)# ldap attribute-map att_map 1
ciscoasa(config-ldap-attribute-map) # map-name att map 1?

ldap mode commands/options:

cisco-attribute-names:
Access-Hours
Allow-Network-Extension-Mode
Auth-Service-Type
Authenticated-User-Idle-Timeout
Authorization-Required
Authorization-Type

X509-Cert-Data
ciscoasa(config-ldap-attribute-map) #

LDAP H—/\ J )L—T DEKE

LDAP #— R I —TZAER L CRE L, LDAP YV —R"ZZF D 7 —FI1BINT 5I12i1%, (kD
FIAZEITLET,

1R BHEIIZ

LDAP #—/3% LDAP % —/3 7L —FITIBINT SR, JE&E~ v 72BN 54083 H 1) %
D
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ATy

ATy T2

ATvT3

LDAP 4—/\ FIL—TDERE .

FIE

=N ITN—TH T a harERELET,

aaa-server server_tag protocol ldap

{1

ciscoasa(config) # aaa-server servergroupl protocol ldap

ciscoasa (config-aaa-server-group) #

aaa-server protocol 2~ REZ AT HYAIX, 207 4 Falb—var - NElGLE
-é‘O

ROV =TT HNZ 7 V—THND LDAP Y —/STD AAA F T U F 7 2 a ORI D I KE
ZHRELET,

max-failed-attempts number

i -

ciscoasa (config-aaa-server—-group) # max-failed-attempts 2

number B O 1 ~5 T+, T 74/ ME3 TT,
0—HNT—=ERXR=2EFHL T T+ — Ny 7 FREFHEL (FEHT 7 2R TOHE) |
TN—=THNOFT R COP—=_"RINETERDS 256, V=13 EE L RSN, 74—
NNy 7 FHRADBRITENE T, =T =TT, BIMDAAAZERIZE DT 7B AR,
FEIREL R ENDEEMN 1008 (T 7440 bh) fi & BT 3 —Ny 7 M
AENET, HFEEREMEZT 740 MILEET DTN, RO AT 7D reactivation-mode
a<v L REBRLTLEEN,

T =Ny 7 HRE L TREENTORWEES, ASAITF|XHiE ZLV—TNOY— T 7
EALELHIELET,

IN—TNTHEEDFEAE LY —"E/ET 7T 4 76T 251 (BT 77 1 7R Y +—)
ARELET,

reactivation-mode {depletion [deadtime minutes] | timed}

£l

ciscoasa (config-aaa-server-group) # reactivation-mode deadtime 20

depletion X — 7 — R&ZIEETH L, FNA—THNOTRXTCOY—N"BIET 7T 4 TR oT-1%
W2, BEEORE LY —"DBBET 7T 4 7b3iET,

deadtime minutes % — 7V — RE|HOXTIZL, V=T NOEBEOF—"&T +&—T /ML
THH, WICTRTOW—REFEA R—TNCT B F TOREIR % 4 BEAL T 0 ~ 1440 P>
SIEELET, T 74/ ME 1045 TT,
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ATy T4

R2:RAFE—Fa<UFK

AAA 0 LDAP H—/1\ |

e

axX ;&

timed % — U — N, 30MMOZ Y Z A LORICEENPREAE LY —"2H/ET 7T 4 71t
LET,

LDAP =L ZTDOV—="BET D5 AAA Y — " 7 —T 2@ L £,

aaa-server server_group [(interface name)] host server _ip

1 :

ciscoasa (config) # aaa-server servergroupl outside host 10.10.1.1

(interface_name) ZHEE L TV WE, ASAIZT 74 /L N CABRA v X —7 =4 AZMEHL
\iﬁqo

aaa-server host 2~ K& AJj9 B &, aaaserver RA N 27 4 F a2l — 3 F— N0
BLET, MEOSLT, "A M ary 74 Fal—v gy EF—Ravw o F2EHLT, &5
W AAA P —RNERELET,

LDAPHV—NR_RTHEHTE Z2a~v 2 Fe, FTILWLDAP Y —REFEIZFD <L ROF 7 4L K
EMBHEZNEIDE, ROFRITRLET, T 740 MERNEESN TWRWES ( T—) TE
R) L AU REMHLEEZRELET,

ETIHILNE

avyU kR

T4 ME EBA

Idap-attribute-map

Idap-base-dn

Idap-login-dn

Idap-login-password

ldap-naming-attribute

Idap-over-ssl

636 BRESHTWARWEAIX, ASA Tl
LDAP Zi:k|Z sAMAccountName % {# JJ
LEd, SASLEFL—2 FTFAMD
ELLEMHT H5ATH, ASA &
LDAP — SO TO@EEDEX 2
7 41X SSL TR =L ET, SASL %
FRIE L72 WA, SSL T LDAP#(E &
RiETHZ LR BEID LET,

Idap-scope

sasl-mechanism

server-port

389 —

. AAA O LDAP H—/\
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ven o> oap 2itniE [

avy kR

T4 ME SRBA

server-type

H B H BRI K W LDAP h— "D & A 7
PRFETE < TH, TP =733
Microsoft Active Directory, Sun LDAP
T4 L7 R = ZRLSO
LDAP H— "DOWF I TH H 0030
Mo TWDGEEIEL, TDOY—R"Z AT
EFHTRETEET,

timeout

10 f» —

VPN O LDAP

ATy I

1

R OFITIL, watchdogs & V9 4RI LDAP H— 7/1/—7 EHREL, FOITN—T
\Z LDAP H— \Z80d 5 HiEEZ R LET, ZOFITIE, ZOBITEY 8 IA4 A
B =N LR LDAP — "B Y AT 5 R — hEER LW D, ASAIXZD 250D
P REFRTA—=HIZT 7V MEEEHL 7,

ciscoasa(config) # aaa-server watchdogs protocol ldap

ciscoasa (config-aaa-server-group) # aaa-server watchdogs host 192.168.3.4
ciscoasa(config-aaa-server-host)# exit

ciscoasa (config) #

AL D TE

VPN T 7 © 2D 72O LDAP = —VFRFEN TN T 5 &, ASAIZ, LDAPEME% KT LDAP ¥—
RO ) —%2FITLET, BEINLDOBEMEIZIE, VPN Yy v a VCEH SN T —H
NEENET, ZOLIICLDAP ZFHTHE, 1 DDA T v P THRIEBLUVRAL2ET T
F9,

72120, BRI o TR, BAAD =L FHORR 58 A[ % LDAP T 4 L7 h U H—nN
NORET2MENRH Y £, 728 2E, RBFEC SDI £/ XFEHES —"ZHEH L W15
A, WAERITIES N EYA, ZO%HE, 2—FRAITIE, BIEORIZRIZLDAPT « L7 K
Vo2 ) —%F7T 5720, SBFEERANIL2 >ORT v I TirbihvET,

LDAP % L7- VPN = — [ 2% ET HI121F. ROFNEEFEITLET,

FIE

remotegrp & VNI 44 HTD IPsec VE— K 727 8A MR T —TEER LET,

tunnel-group groupname
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1 :

ciscoasa (config) # tunnel-group remotegrp

AT9T2 =T N=TL b T—TmET £,
tunnel-group groupname general-attributes

&1

ciscoasa(config)# tunnel-group remotegrp general-attributes

ATV T3 LRIMER LIZRBRED T2 D D AAA H— R T —T1ZH L b3y Z—T 28D Y TET,
authorization-server-group group-tag

51

ciscoasa(config-general)# authorization-server-group ldap dir 1

1

BEOBELTHERTXAHEED a~vy REF TV g VIc b H Y 328, kD
BITlX, LDAP CO—WHA 2 A F—T Nt B a~xr RaRLET, ZOFITHE,
remote-1 & WILEID IPsec VE—h T 7B A Mo )b Z—T%4Ek L. 9 TIT/E
L TCToHDFFATHO Idap_dir 1 AAA —N 7 —TICZDF L v Z—7
ZEID B TTWET,

ciscoasa(config) # tunnel-group remote-1 type ipsec-ra

config) # tunnel-group remote-1 general-attributes
config-general)# authorization-server-group ldap_dir_ 1
config-general) #

ciscoasa
ciscoasa
ciscoasa

TOBRENET LIZS, Oa<v FEANLT, 4L 27 b RRU—F, T 41
7 NURBROBMER, T4 L7 N URBROHPLR L, B0 LDAP R[N A —4 %
RETEET,

ciscoasa (config)# aaa-server ldap_dir_ 1 protocol ldap

ciscoasa (config-aaa-server-group) # aaa-server ldap_dir 1 host 10.1.1.4
ciscoasa (config-aaa-server-host)# ldap-login-dn obscurepassword
ciscoasa (config-aaa-server-host) # ldap-base-dn starthere

ciscoasa (config-aaa-server-host) # ldap-scope subtree

ciscoasa (config-aaa-server-host) #
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AsA @ AP H—oE=4 1y vy |

AAA O LDAP H—/\DE=A2 1) L4

AAA O LDAP Y —R_DE=HF J 7220 T, kOa<2 RESRLTLLIEEN,
* show aaa-server

Zoavwr Rt BEINTZAAA T — O EREFERLET, A A A —1"za 7 ¢
Fal—arruw7 73 5I21%, clear aaa-server statistics 2~ K& AT LE T,

* show running-config aaa-server

ZDawy NI, AAAY—R"OEfTar 7 4 Fal—ar IR LET, AAA J—
OEFHE#RZ 7 U 79 5121, clear configure aaa-server =~ > RZfHH L £7°,

AAA 0) LDAP H—/\DD B FE

= 3: AAA Y — I \DERE

HaE T3y bIr—LY)—R B

AAA @ LDAP #—/3 7.0(1) LDAP #—/30D AAA DY H— k&
LDAP H— SO E I HEIC OV TR
Li‘j‘o

WDa<wr REEALE L,

username, aaa authorization exec
authentication-server, aaa
authentication console LOCAL, aaa
authorization exec LOCAL,
service-type. ldap attribute-map.
aaa-server protocol, aaa authentication
telnet | ssh | serial} console LOCAL. aaa

authentication http console LOCAL,
aaa authentication enable console

LOCAL, max-failed-attempts,
reactivation-mode, accounting-mode
simultaneous. aaa-server host,
authorization-server-group.
tunnel-group. tunnel-group
general-attributes, map-name,
map-value, ldap-attribute-map,

AAA [T D IPv6 7 K L & LDAP H#— |9.7(1) AAA P — )2 1Pv4d 7213 IPv6e 7 R L
A AEFERATE5X91C0E LT,

AAA O LDAP H—/3 .



AAA 0 LDAP H—/1\ |
B raowars—noEE

. AAA O LDAP —/3



	AAA の LDAP サーバ
	LDAP および ASA について
	LDAP での認証方法
	LDAP 階層
	LDAP 階層の検索

	LDAP サーバへのバインド
	LDAP 属性マップ

	AAA の LDAP サーバのガイドライン
	AAA の LDAP サーバの設定
	LDAP 属性マップの設定
	LDAP サーバ グループの設定
	VPN の LDAP 認証の設定

	AAA の LDAP サーバのモニタリング
	AAA の LDAP サーバの履歴


