VPN O 4V E8 AAA H—/\DEEE

o ANER AAA H— X2 HONT (1 2—)
« SNES AAA B — T DEOTA RT A4 2~—)

* VPN O LDAP FFAfDFRE (2 =—)
» Active Directory/LDAP VPN Y E— K 7 7 B ZAFFa[Df] (4 =X—)

=R AAA H— /N [ZDUNT

Z D ASA I, #MERD LDAP, RADIUS., TACACS+ %— _&fEH LT, ASA OFRGE, Rn[, 7
BT 47 (AAA) YV AR—FTDHEIICHETEET, M0 AAA — 31T ‘“”ﬂém
7 7 e A MEBMEAEH L E T, MR —"ZEHT 5 L 91T ASA %;&“ﬁéﬁ“éau T,
U173 ASAFTFFIBMEZFEE L CTIMBAAA Y —REREL, TNODORBREOY 7 v R HREE
DT I AT Al A DZ—FIZEV B THLERDY £,

HAEHORY O—EROME
ASA X, 2—VFA @M (2—VHER E 1T —VPHER & B FFEN5) & VPN B8 2i H4
BT20DN OO FEETR—FLTWVET, ASAZHKEL T, KOWVWTIOOMAEDE

Noa—YPREEZ G TE ET,
cASADXAFIv T TUEARY — (DAP)
« 4M58 RADIUS % 7213 LDAP 38R L OFF Al — " (B L2 D7)
cASA DT N—T K v—
ASA T RTOY =AnLEMEEZET L L. T b ORMETFHM S TEH S, 2—F
RV —IZEHASNET, BIEOH TEENH 556, DAP BIESMELE I E T,
ASA [ZRDNEFF Ttz #EH L E7,

1. ASA LD DAPJEYE : N—T 2 8.0Q2) CHASNLZOBEMEIZT, o EOBRMELD H#
TENFET, DAPNTT v/ ~—27 F£/FXURL U A R &R ELEZHAIL. Zv—7 R
V—TRHEINTWL T v/ ~—7URL VA ML HEELEINET,
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VPN 0415 AAA H—RDEE |
B ssmanny— S zERTaBOHA FS1>

2. AAA'H‘“*/\J:@:L““'H-)%ri g ']j-mun mL‘Tz) EEIJJTKM‘: P—\In5 Z wﬁliﬁ)@é
NET, TNEDEME, ASA DT —H )L AAA T —F _XR— A THA DL —PFITHESI N
TWBEME (ASDMO=—H 7T h o b)) LREFELANVEIICLTLIEE N,

3. ASA CTHREINTWSZ/N—7 KU — : RADIUS ¥— 35 —H |2 %} L C RADIUS
CLASS J&VE IETF-Class-25 (OU=group-policy) DIE R S NT-5E, ASAIZED2—V %
B CLRID I N—T R —| MEL‘%@&»~7T)/—®E@®5%‘#—Nw
SilKENAAWboEEHL £,

LDAP H— T3, (FEOBMELZHFEHL TE Yy a DI N—F R L — 5B ETEF
T, ASA RITERTE S 7- LDAP Bt~ v 712 X T, LDAP J&M:2° Cisco @k
IETF-Radius-Class |2~ v B> 7 &N E 1,

4. BT 77 A4 (CLITIX TR Z—7) LREINET) ICk->THEIV Y THR
T N—T"RY o— 7 a7 7 A VITIE, HEROFRERENE N TV DI, WREE
B —PICHEHESNDT 74V DI NA—T R —RNEENTUWET, ASA ICHE:
LTI R_RTO2—FE, BN N—TICFELET, D7 N—7T, DAP,
=" BIREND2—WEE, = —PFIHD L TOERNTHD I NA—T KR —IZiF 20
BN ET,

5. ASA CTHIV U ToHNLT 740 DI N—7 K — (DfltGrpPolicy) : VAT LADT
7 4V MEMIE, DAP, —HF @, S —TRY o— BT e 7 s AV TRELTWY
HiEZ R L ET,

SMERAAA B — N\ ZEFERT DREDAA K314 >

ASA VT, BUED 1D TiE7 < BAICHEASWT LDAP BYEAE A LE ., RADIUS BYEIZ. 4
A CIE < EEID Ik CGEA SN ET,

ASDM /R —<0 5 2 7.0 D LDAP JBPEITIE. cVPN3000 'L 7 ¢ v 7 ANEGENTWET, ASDM
N—Ta v TILBTE. 207 L7 4 v 7 ZAFEIRSTWhET,

LDAP Jg 1%, RADIUS OE|ZFH I TV 5 RADIUS BiEOY 7 v FTY,

VPN O) LDAP 5 0] DR E

WWT&?X@t@@memﬁﬂﬁ%ﬁékAwAimeﬁi%Lﬁme%—A o
LT/ —%FTLET, @E ORI, VPNEy v a VCEH SN 3BT —%
NEENET,

ZDOHF A=A E bi%'JO)é%icéﬁT% LDAP T 4 L7 U =R HET 5 Z &N
BIGANH Y 9, 72 & 2 E, REEICSDI £ 72ITGEHEY —REHH L TV A4, Rl
MR ENFEEAL, ZOBFE, nw%mTf I, BEEDORIEZICLDAP T 4 L7 U DU
V—%2E(TT 5770, BIAFERBTIL2 DDA T v 7 THTONET,

LDAP #fif L7z VPN = —H R ZHET HICiE, ROFIEEFEITLET,
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| VPN D4\ER AAA H— /D EHE
ven o AP o [l

FIE

ATV T AAA =N TN —TZER L E T,
aaa-server server_group protocol {kerberos | Idap | nt | radius | sdi | tacacs+}

1 -

hostname (config) # aaa-server servergroupl protocol ldap
hostname (config-aaa-server-group)

AT v T2 remotegrp EWVNILATD IPsec VE—F 77 A R R F—FEERLET,
tunnel-group groupname

1 -

hostname (config) # tunnel-group remotegrp

ATYTI =N T N—TL b T—7 %A £,
tunnel-group groupname general-attributes

&1

hostname (config) # tunnel-group remotegrp general-attributes

ATy T4 DIEIER LTZ3REED 700D AAA Y — R T —ITH LW bV Z—7%E ) YT £,

authorization-server-group group-tag

&1

hostname (config-general) # authorization-server-group ldap dir 1

1

WIZ, LDAP ZfEf L7c 2 — V2B THa~vr ROz R LET, ZOHIT
IZ. RAVPN £ WO ZHTD IPsec U E— K 7271 A b T A—T%EfkK L, 7T
WHER L CH BFF D LDAP AAA H— N T —FIZEDOFH LW b gy T —7
ZEY BT TOET,

hostname (config) # tunnel-group RAVPN type remote-access

hostname (config) # tunnel-group RAVPN general-attributes

hostname (config-general) # authorization-server-group (inside) LDAP
hostname (config-general) #

VPN D 4488 AAA H—/\DERTE .



VPN 0415 AAA H—RDEE |
B Active DirectoryLDAP VPN U £— + 7 5 £ R BRI DI

DERENTET Lizb, ROa~Yy REANLT, T4L2 h) RNAT—FR T4 L
7 FUBEROBMGA, T4 L7 N UBEROHEM R L B0 LDAP #FR[ N T A — X %
RETEXET,

hostname (config) # aaa-server LDAP protocol ldap

hostname (config-aaa-server-group) # aaa-server LDAP (inside) host 10.0.2.128
hostname (config-aaa-server-host) # ldap-base-dn DC=AD,DC=LAB,DC=COM

hostname (config-aaa-server-host)# ldap-group-base-dn DC=AD,DC=LAB,DC=COM
hostname (config-aaa-server-host) # ldap-scope subtree

hostname (config-aaa-server-host) # ldap-login-dn AD\cisco

hostname (config-aaa-server-host)# ldap-login-password ciscol23

hostname (config-aaa-server-host)# ldap-over-ssl enable

hostname (config-aaa-server-host) # server-type microsoft

Active Directory/LDAPVPN ') E— + 79 & XEFaI D4l

Z OIATIE, Microsoft Active Directory % —/ &l L TV % ASA TRGER L UG A 5
LIODOFNEOH Z R L ET, T 2HBITKRD EFBY TY,

e 21— R—ZADBHEORY —EH (4 2—)

_g—

e
it

HRED T N—TF RY —~D LDAP 2 —HFDOFE (6 2—)
* AnyConnect N R/VDAZT 4> 7 1P 7 RLREID Y TOMA (7 X—)
e HAYNA VR ELIEST 7B ADMH (9 2—)

e 17 A W & Time-of-Day /L— /LD (11 ~X—)

ZDMMDOFEEFNZ DOV TIL, Cisco.com ([ZHDIRDT 7 =J1)v ) — RS L TIIEE0,
+ [FASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login/]]

A—H R—XDEHDR) >—EH

ZOFITIE, =PRI OMS NNF—%2FR LT, EHED LDAP B Z RO X —[E A E
M (VSA) IZ~ v B 7450k 150 EDOLDAP EM% 1 DLl E? CiscoLDAP @12~
VT 5 FEERLET, ZOBNIL, IPsec VPN 2 74 7 k. AnyConnect SSLVPN 7 7 A
T, 7747 MLUASSLVPN 2 8 CFOHEERZ A I b S E T,

ADLDAP #— ECRE S e 2 — I S — % 9 5121%. [General] % 7 O [Office]
T4 =NV REFEHL AT —TFANEANLET, ZO7 4 —/L R TIX
physicalDeliveryOfficeName & V9 A RTD @MEA M H L £ 7, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl (2~ v B> 7 F B @Mk~ v 7 2B L £7,

FORERE, ASA X —/37> 5 physicalDeliveryOfficeName OfEZ Hifs L, % DfE% Cisco J&IE
Bannerl ([~ v B 7 L Ca—Wz R\ —%2F R LET,
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| VPN 05188 AAA H—/ D

ATy 1

ATvT2

ATvT3

21—y ~—zoBtoxy o—Em ]

FIE

a—PH/ &7 Y v LT, [Properties] A 7 1 7R v 7 A0 [General] # 7 % Bl & . AD/LDAP
JEME physicalDeliveryOfficeName % {# 9~ % [Office] 7 4 —/L RIZ/NF— FTF A E AN L F
7

sert properties S 21

R — — Terminal Services Piofle | ©OM+ | Exchange General
Sdsmeatinasd s ibull 1o iedis pcia
& B acnon. wes' Window el Member OF | Diskin | Erwioreent | Sessions | Remote contiol
| = ||@| rRx e m@l@l"ﬂﬂh? ﬁmf]mﬂ Account | Profle | Telsphores | Diganization
< Active Directory Lisers and Computer [Users 31 objects g it
-] Saved Queries TaE G kot
= @ demo,cisco.com EDnﬂ.pdabeFr... Security Grou ~

E-L Bultn Domain Admins  Security Grou

e ] Computers
i Domain Controllers
[#- ] ForeignSecurityPrincpals g

mClumainﬂom... Security Groy kb nane; iLlseﬂ It I

Domain Cont...  Security Grou Last name: I
Domain Guasts  Security Grou

Domain Users  Security Grou Digplay name: EUSHTT
Enberprise A..,  Security Grou i
€5exchange Do... Security Grou Description I
mExchange En... Security Grou

gﬁm_p Policy ... Security Grou s I Alsenets D] *

i Users

Guest Liser
HelpServices... Security Grou :
£0ns wos securkty Grou | || AEERHOE bz Qther..
£ 1wse_roC Usar E-mail [
7 wam_poc User
Marketing Securiby Grou Web page: I Othes...
RAS and IAS .., Security Geou
Sales Security Grou
ﬁSchema Bdmins  Security Grou
ysuppoRT 38, User | OF, I Cancel | Apply | Heln |
ﬁTulnutCisnls Security Grol. - Lot
Usasl Ussy
i ] | _’i ﬂwms LUsers Security Group .., Members who have view-... =

ASA T LDAP @M~ v 72 Fl L £7,
Banner &\ 9 < > & ER L, AD/LDAP J& 1 physicalDeliveryOfficeName % Cisco J& 14 Bannerl
vy BV LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP @it~ v 7% AAA P — ICEEfTH T £,
AAA Y — N T —T7"MS LDAP DR A N 10.1.12DAAAY—RFEA N a7 4 Fa2lb—3
vE— R&EBB L. BLEifERR L72 @M~ »~ 7 Banner % BT £ 9,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

VPN M 5158 AAA H—/ D ERE .
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VPN D54 88 ARA H— st |

B s=050—7 %y s—~o AP 1—0EE

ATV T4 NF—OEMAET AN LET,

HBEDTIL—T K1) —~D LDAP L —H DEE

ZOflX, IPsec VPN 7 74 7 > b, AnyConnect SSLVPN 7 7 A4 7> b, 7 74T LA
SSLVPN 72 &, Eo#skis A4 FIcbEA ShET, ZOFTIE, Userl 137 747 FL &

SSL VPN #&f5efe H CHefe L £ 97,

LDAP = —H & ED 7 /V—7 R Y > —ITELET S IZIE. [Organization] ¥ 7 @ [Department]
TA—= NV FEEALTIZA—7 RY =04 ANLET, KIS, B~y 7 2fEl L,
[Department] % Cisco & T# 5 IETF-Radius-Class |[Z~ v B> 7 LET,

FORERE, ASA 19— 3025 [Department] D% Hifs L, % OfE% IETF-Radius-Class {2~ v £
Y7 LT, Userl 7 V—7 KU —IZiELET,

FIE

a—W4EH7 Y v 7 LT, [Propertties] ¥ A 7 1 77K > 27 A® [Organization] % 7 % B & |
[Department] 7 4 —/L KiZ [Group-Policy-1] & AJJLFE T,

#% Active Directory Users and Computers

[

< Fle  Adion View window Help
e~ | 0E 40 XE B 204
=) Active Directory Lisers and Computer | Users 33 objects
# -] Saved Querias Narhe T
= -@ demo, disca.com Domair Com... Sec
o r_l Buikin Domain Cort.,. Sec
% L] Computers gDoman Guests  Sec
—s2] Daman Contbralers 3
. e L B Domain Usars Sac
-1 FareignSecurityPrincipals ﬁEnl‘emrise.ﬂ\ oo
9 sers
!ﬂEbc:hange Do... Sec
flexchange En... Sec
msm_lp Policy ... Sec
ﬁGuest Use
gHebScwlces. P
[IS_WPG Sec
€] Wsk_poC Use
€} IwaM_PDC Use
gl‘l‘larketlng Sec
RAS and IAS .., Sec
Sales Sec
Scheama Admins  Sac
SPPORT _38... Use
Telnethents Sec
fOWINS Users  Sec
€ Lserd Use
Eerul Sec
" | 7 croupz Sec

ifx]
— [ = ,.’EJ
=
Membes OF | Dishin | Erwioneert | Sessions | Remets conbiel | |—
Teminal Setvices Profls | COMs | Ewchange General | T
E-mail dddesses | EwchangeFesiwes | Eschange Advanced | =
Genesal | Addiess | Account | Profle | Telephones wrizaficn
Tite: I b
Department  |Group-Policy-1 *__
Company |
—Manngul
Barne: |
Change. . I PBroperties Cleas
Diinect reports:
=
0k | Cancel Aol o | =

ATV T2 LDAP a7 4 Xal—va D~y 72 ERLET,
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| VPN D4\ER AAA H— /D EHE
AnyConnect bV RIJLDR AT 1 v 7 IPF7 FLREIY B TOEA .

AD J&1 Department % Cisco J&4 IETF-Radius-Class |2~ v B> 27 LE T,

hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map) # map-name Department IETF-Radius-Class

ATw 3 LDAP Bt~ v 7% AAA — BRI £,

AAA Y— N T L—7 MS LDAP DFR A 10112 1IZX L TAAA Y — N FKA N 37 4 F =
L—a ' — REE L, (B LTCEME~ » 7 group policy % BHEfIT &£,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map group policy

AT v T4 H—30 [Department] 7 4 —/L RIZATT I TW5 Z)V—7 R Y 2 — Group-policy-1 % ASA
WZBIL, 2—FIZEI0 Y THMERY U —RmEERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo
hostname (config-aaa-server-group) #

ATwFE ZDa—H L L TVPNER ML L. Group-Policyl 2>5H D JEM: (38 L OV DI A IHE7:.
TIHN DT N—T KR —=nbDEMN) By a ARSI TNWD Z & &R L E
R

AT w76 FilE EXEC &— KT debug ldap 255 =~ K& A 32 —7/LIZ LT, ASA &V — D DIEE
HE=ZLET, Z0avzr oW NOMEZRIRLET, Zhud, FERA vy E—UN
PMND LD ITHREFHTT,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect F >V RILDRAZ T4 v IP7 FLRAENYZTOHEH

ZOBNE, IPsec 7 T AT > hRPSSLVPN Y T AT R ED TV R RV 7 T 47T 2 M
Aanxd,

A BT 4 w7 AnyConnect A %7 w7 IPEID ¥ TZEEM T 5121, AnyConnect 7 7 A 7 2 b
=P Webl ZAZT 4 v 7 IPT FLAZZETLHEIICHREL T, £DOT N A% ADLDAP
H—/30 [Dialin] % 7" @ [Assign Static IP Address] 7 4 —/V' K (Z D7 4 —/L KT
msRADIUSFramedIPAddress J@YEMER S415) ICTASI L, ZDEM% Cisco JB
IETF-Radius-Framed-IP-Address |2~ v ' 7 D @M~ v 7 H/ERR L £7,

SEFHEIZ . ASA [T —/37>5 msRADIUSFramedIPAddress DfEZEUE L. # DO{EZ% Cisco B
IETF-Radius-Framed-IP-Address {IZ~ v B> 7 LT, Userl iICAXT 4 v 7 7 RV AZELET,
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VPN D54 88 ARA H— st |
. AnyConnect b > RILDR AT 14 vJ IP7 FLRE|IY ZTOEA

FIE

ATy TN 22— %427V v 7 LT, [Propetties] XA 7 12 77K v 7 AP [Dial-in] ¥ 7 % Bl &, [Assign
Static IP Address] = v 7 Ry 7 A% A2 LT, 10.1.12 EWH IPT RLAEZ AN LET,

£ sastme User 21%|
ﬂ Admanistrabor User - -
ﬂECett Publishers Secul TM Services Profie I COM+ I Exchange Genera)
mDHCF Admiristrators Secul E-mail Addreszes l Exchange Features [ Exchange Advanced
DHCF Usars Sepy  Oeneral | Addess | Account | Profile | Telephones | Oiganization
ngmins cecy  MemberDf  Diakin | Erviorment | Sessions | Remele conul
FonsUpdateProxy Secul —Remote Access Pemission (Diakin o VPN]
mDumain Admins Secul
Domain Computers Secul " Allow access
EDcmain Controliers Secul " Deny access
Ebonsin Guests - | o iControl access thiough Remote Access Policyi
gDmﬂain Users Secul ; £
Enterprise Admins SEeul
mEm:hange Domain Servers Secul x Yerly Caller-|D: I
Pl Exchange Enterprise Servers Secur [ Callback Options
%GW Palicy Creator Owners Secul ' NoCallback
!ﬁgm; 2| Getby Caler (Routing and Femote Access Senvios ank)
B Guest User " Always Callback to: |
gHebServlcesGroup Secul
115_WPG SecU [V Assign aStatic P Addiess | LT P RS [
7 1use_poc User ;
€ 1wam_poc User |1 ApP Stalic Boules
gMaﬂuetlng Secul | Define toutes to enable for this Diakin
RAS and IAS Servers Secul connechion.
ﬁSdﬁ Secul
ESchema Admins Secul
SUPPORT_366945a0 User ITl Cancel Apoiy T |
mTehetCIients Secul
ﬂ Userl User
E VPN _LUser _Group Lser Welcome LDAP WPN_Liser...
E Wisbl Liser o
[ﬁwmﬁ Users Security Group ... Members who have view-... g
Lor)

RATv T2 MIRTLDAP 27 (¥ ab—a LV OREME~ Y 7 E2ERLET,
[Static Address] 7 4 —/L R T S 415 AD J& M msRADIUSFramedIPAddress % Cisco J&
IETF-Radius-Framed-IP-Address |2~ > B> 7 L E T,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

ATw 3 LDAP Bt~ v 7% AAA Y — BRI £ 97,

AAA Y —X 7 )L—7 MS LDAP O A K 1011212 L TAAA Y —/NFKA R a7 %=
L—a v = REBfis L, (B L2 B~ v 7 static_address Z BH# (1T £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

&
filt
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| VPN D4\ER AAA H— /D EHE

ATv74

ATy TH

ATvT6

g4 x4 vaEtiEE7 o 20EA |

hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > K723 AAA ZfRET D K O ITRE SN TWD N E D Il 2
ez, a7 4FXalb—a OO ERRLET,

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & AnyConnect 7 7 A 7 b & Ot LET, — S TEREI L, ASAIZ~V v BV
TENTIPT RV AZa—FRZET 52 L2l LEd,

show vpn-sessiondb sve =~ REfEH LTy a VoA ERRL, FIVYTOHNIET R
LV AZRER L ET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index 0 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

BAXIA VERFEEIFES7 7 ADEA

ZOBITIE, 2—FICLoTHAIEND b 7 Fu haLzfRET % LDAP Bt~ v
7 Z2VER L £, [Dialin] # 7 OFFA]T 72 A LERT 7 & ADOFRE % Cisco B
Tunneling-Protocol {2~ > B> 7 LET, ZORMEITIKROE Yy M~y FlEEYR—FLET,

& foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 2547 hL A SSL

32 SSL 7 A 7> bk : AnyConnect £ 721X SSL VPN 7 7 A 7 >
S
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VPN D54 88 ARA H— st |

B s« vnqomazrEET s L 20ERA

& krxyrg Zokan

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec [XRIFFICIZH H— N SN E A, ZDO70, {4 & 8 1M
AL 720 £,
(2) E1E2BH,

ZORMEEFEHAL T, 77 k3o [Allow Access] (TRUE) 7213 [Deny Access] (FALSE)
DEMEEAFR L, 2—FRT 7 B2 &G &2 HiEEZEH LET,
BAXNA VAT 7B AEIIES T 7 B A0@AICET 2 Zomoflicon Tk, 77 =
J1)v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Examplel] ZZM L T 7Z&0,

FIE

AT TN 22—V %4527V v 7 LT, [Propetties] A 7 277K v 7 AP [Dial-in] ¥ 7 % &, [Allow
Access)| A7 v a v Ry =7 Vw7 LET,

2

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control |

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

" Control access through Remote Access Policy

[T Verify Caller-D:
Callback Options
& NoLCallback
" Set by Caller [Routing and Remote Access Service only]
" Always Calback tor |

I~ Assign a Static IP Address |
Apply Static Houtes

Define routes to enable for this Diakin C S B atee |
cotnscticn. -

330378
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| VPN D4\ER AAA H— /D EHE

ATy T2

ATvT3

RATv74

0474 2 B8 & Time-of-Day JL— )L D& .

(6=3) [Control access through the Remote Access Policy] 7> a > &N L 7=HE 1%, —
DOAEAE ST, WH SN DHERITZ ASA ONE 7 V—7 R U U —REICHEDSNT
REINET,

IPsec & AnyConnect D i Jj DEEGE A FF AT DN T4 T > b L ASSL R 2 i3 2 @ik~
TEERLET,

a) ~ v 7 tunneling protocols & ER L F£ 7,

hostname (config) # ldap attribute-map tunneling_ protocols

b) [Allow Access] 7% & Cffi [l 2415 AD J&: msNPAllowDialin % Cisco J& Tunneling-Protocols
vy B 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

¢) ¥y MEEBEILET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP @it~ v 7% AAA H— N ZBEE T £,

a) AAA P —N 7\/1/—7°MS_LDAP THARNIOII2DAAAY— NFAN a7 4 F a2 b—
varyE—RFERBLET,
hostname (config) # aaa-server MS_LDAP host 10.1.1.2

b) 1Bk L7-J@PE~ ~ 7 tunneling protocols % BEHEAF 1T £ 5,
hostname (config-aaa-server-host)# ldap-attribute-map tunneling protocols
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AD Y —/ N EC, [Office] 7 4 —/V REFEH L T— M —DARIZASILET, ZO7 14—
RClL. physicalDeliveryOfficeName JBPENEH S4vE T, WIZ, ASA TR~ v 7 Z/ER L.
Z D JEM:% Cisco JEME Access-Hours (2 v B> 7 L E 9, FERERFIZ, ASA
physicalDeliveryOfficeName DfiE % Htf% L T Access-Hours |2~ > B 7 LET,
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ATv T2 EME~ y T ERERLET,
JEME~ » 7 access_hours Z{ERL L, [Office] 7+ —/L K CHEH 45 AD J@
physicalDeliveryOfficeName % Cisco J&E Access-Hours (2~ > B> 7 L E T,

hostname (config) # ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

AT v 73 LDAP B~ v 7% AAA H— NIZBEfHT £,
AAA Y—N T )L—"7 MS LDAP DFHRA 10112 1 L TAAA Y — N FKA N 37 ¥
L—ya vy E— Raefia L, Bk L2 B~ » 7 access_hours & B AT £ 77,
hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map access_hours
AT T4 BECY— T SR AR E LET,

N— b= T 7 AR & AR 22D &0 H DT 9 Kb S RFICRE L £,

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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