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A A v F— FTO LAN-to-LAN IKEv1 £t # BR\N T, 9XTD VPN v U A TITbihvE T,

TR EEET AL, VU AERIEIYATF AT XA N BT RTCRO AL NE
AN LET,

crypto isakmp identity {address | hostname | key-id id-string | auto}
2, koawy FRETHELIRE [R2 MM CRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS ;& %]

IPsec ¥ AT LW SA ETEGENTF v FEZEL, 20Ty hO~y X — T 1 —)L F)3SAH
DB VI ZITHEA LD TGEX. TONRTy NEBEETLILERHY T, 204X
DA a 7 VI, BAEOHKE, SPI, IPsec 7' 1 k=L, X7y hOREEILES5EE, £
DD ANTFRIEEZ2 37 bOXT MUE, BLOBEESA = M) OB L7 XEREG EE
T VAT AL, BV X F oy TICEK LR 0TI Gy RBES N &%
7k9 INVALID_SELECTORS @ IKE i@%n% £k LT, {57t (IPsec 7)) [ZEfFELET,

ASA 1L, WITRTEEFD syslog ZEH LT, CTMINIZZ DA X hOrF o 7 E2FEL T
gi—g—o

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

BEHEII. SAHO NG 7497 BL IR E—BLRWEE 7y PR SA L TZEENT-H
B2, BT ~DOIKEV2 BHADEEE BN EZIIEHNCTE LR L, AN LS
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B e keesnsar—onE

AT, IKEV2 BHIA v E—U N5 T LICSA HTZ0 1 SDOBEMA v E—DICHIR S ET,
IKEv2 i@201%, IKEV2 f[EHRAZH CE T IR ESNET,

16 EEZ D IKEV2 FRTEBFF—DERTE
O—HLe Y E— OB GFOERIEAF— a2 RICE—U— RO hex ZBINT 52 L2k -
T, 16 #E5O IKEV2 FRiHt A —42RETH LN TEET,

ikev2 local-authentication pre-shared-key [ O | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ O | 8 | hex ] <string>

IKE BRI DEEDENIL - TEZNE
BHLF T, IKEV2 IPsec VPN 85t L CEZ O HDO N T 7 4 v 7 L7 2 L —F L7 WERFENS
Ty "RREEINTZHEIL, ET~DOIKEBMOREEAENEITENTHZENTESE
T, ZOBHDOEEITT 7 A NS> TOVET, ASDMEEE T — W4 23835
Y& @ 1IKE INVALID _SELECTORS i1 D EF1E, KD CLI 2 L T E I3 mRhic L &
7

[no] crypto ikev2 notify invalid-selectors

AEERGEO FITRL, SEHENO NN —F4 TH Y | BAn e —ILH— N2xh LT
ITSHVET, "service-type" BHEDNEG SN2 GA X, RO L D IR ILET,

IKEV2 DS 0 A T—3 0 AT a3 nETE
ASATIE, IKER 777 AT —arvre A 3x—TNERET 4= NITDHIENRTE,

IKEV2 X7y DT T 7 A METHERT S MTU (R RfaEa=v ) ZfETEEd, %
7o, BEEIIROa~v REFERH LT, BT 7 77 A 07—y ar FXREFRETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

FITFIVETIEE, TRTCODIKER 7T T AT — 9 VIFRBA 2—T L2 . MTUIZ576
(IPv4 OGE) F7213 1280 (IPve DIGFE) . B 35 HUL IETF ¥4 RFC-7383 &£ 720 &
—é‘o

WO R AZER LT, [mtu <mtu-size>] ZHEL T 7Z I,

« 92 MTUEIZIX, IP (IPv4/IPv6) ~~ X —+UDP ~v # —DW A X% G 5 VBN
HvET,

EHEBEIC Lo THRESNTWRWES., T 74/ FDO MTU X576 (IPv4 DE) £7-1%
1280 (IPv6 D) &7 £,

cIRETAH L. FILU MTU 23 IPv4 & IPv6 O F CHEA S E T,
« HEhEIFHIL 68 ~ 1500 T,

ROV HR—FENTNDET T T AT —2ar FROWT %, IKEV2 OBET 7 7 A
77— a 53K [preferred-method[ietf | cisco]] & L TR ETX £,
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KE2 755 4v7—vavA7vavnge [

« IETF RFC-7383 fEHER—ZA D IKEV2 7T J AT —3/ 3 o
e ZOFRIT, MAFOETRRIT o — g Y R— TV 77 L RAEEET
HHEAITHEAESNET,
c ZOFREHEHAT AL, 77T AT — a L DBITKERENEITS N, K IKEV2 7
FUAE A= NMEBNARESNE T,
c VRAAMBDT T T AT — 3,

s ZOHAIT, T4 AnyConnect 7 7 A 7> " EOETIZ L - TRt 5 ME—D
FETHHEE, TR FOETRRr I o= g VI R—F e AV 7710
AEEET HHEIERINET,

s ZOFKEMATBHE, BRALDORIZT T T AT —2a rBRETINET, ZEM
DOETIH, TRTCOTIFITAMEZETHET, Ave—VrEETLHI L L
TAHIELTEERA,

c Z U, RSO T L OMAEERMEIIH Y EH A,

L

show running-config crypto ikev2 =1~ > FIIBIEDFRE A F < L. show crypto ikev2 sa detail
a<y RiE, SAICHLTTZ I 7 AT —v a UIMER SN HAICHE L EN T MTU & £oR
LET,

B8 DRI

e RAMTUT 4 AHNV I R—FENTWERHA, MTUIZ, 2y hT—7 D=—XIZE&
DETCTFHTRET LI LERH Y 7,

s ZOREIT T v — L THY, REDOWABICHELIND SAICEELRITLET, #H
VIR SA IFHELZITEFA, 777 AT —arBNF 48—l TWVWHES
THEEETT,

K100 D7 T T A baZETEET,

!l
*IKEV2 7 7 7 AV T—vavaT =7 MIT 554
no crypto ikev2 fragmentation
« T 74V FEEICRETHE

crypto ikev2 fragmentation

Fx

crypto ikev2 fragmentation mtu 576
preferred-method ietf

¢« MTU Ofi% 600 IZZEET 54

crypto ikev2 fragmentation mtu 600

IPsec & & UF ISAKMP .
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« F 7 4 FO MTUEIZETHA -

no crypto ikev2 fragmentation mtu 576

MET BT T ATy a R E VR aFRICEFE T LS

crypto ikev2 fragmentation preferred-method cisco

BT AT AT — 9 R A IETFICRTHS

no crypto ikev2 fragmentation preferred-method cisco

E s

crypto ikev2 fragmentation preferred-method ietf

AAA FBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAA HLD j:\ i“‘*fﬁ]\ﬁ Lf::’-“—"f% k/\ox J— %'fﬁﬁﬁ l//C D"—j]/l/ "j-"—‘/\ jd_ LT
FTEINET, BIMORGEX, [ D:L‘—"f% R LT, radius — Tk L CTEITSNE
T, service-type BMEZ UG L7256, T CICHB LI LS I s x4,

IPsec over NAT-T D4 =r— T JL1t

NAT-T ZfEHT 5 &, IPsec ETIEINAT 734 R & LI A L CEEd, 2O 5%
BT 257202, IPsec N7 7 4 v 7B UDPT—H 7 LThTEMbENET, Zhidix
R— 5 4500 MEH SN D DT, ZHIZE > T, NAT T35 RTHR— MERMRIEES L E T,
NMJ@NMHWWX%Q@@ML\zgﬁ%ﬁtfmml774/7%ﬁ7ﬁwmbi
7

GE)

AnyConnect 7 7 A 7 > FOHIBRIZ XL Y . AnyConnect 7 7 4 7 > kA IKEvV2 2 L CTHfi C
DL IICTTAHITENAT-T DA F—T LB MBI 0 £, ZOBEMHEE, 79472 FR
NAT-T 734 ZADOEFH%IZ THMHAINE T,

ASA L, T—HXWEITH VT4 T > ML T, HEHED IPSec. IPSec over TCP, NAT-T,
$ L OV IPSec over UDP # [RIFFIZ YR — F T& £97,

EF T a DA R =T NDEEDBEFREOIREEZRITRLET,
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IPsec over NAT-T D =r— J )Lt .

AITvay A4 2—TILDHsEE 9SATFTVMDORE |[FERT S
F a1 NAT-T 31 2—T v | BEXOT T4 7 8D |NAT-T MEH D
NAT DERIZH D56
1.
BELONAT MEEL | XA 7 4 7 IPsec
RWIGETT (ESP) MM END
T a2 IPsec over UDP 75 A BIXOWT T4 7 +2 | IPsec over UDP 723
F—T ) NAT DEHZIZHIHHE | Shb
=
B I ONNAT BIELE L | IPsec over UDP 23
WA Y (I
I a3 NAT-T & BIOT IS4 T R NAT-T MEHENS
=Y, : :[:EIA
IPsec over UDP D J7 I&\;AT@ SR &
WA R —T )L N
B L UYNAT B 1F7E L | IPsec over UDP A3t
VANTRS " XS g b

G¥)

ATy T

IPsec over TCP 23 A R—T /LI > TV A AL, ZTOMOTXToEEHE L0 HELSh
F9,

NAT-T A4 2 —7 2T 5 L. ASAITHEIIIC, IPsec 234 R —T IR > TNWDHT_RTDA
VHE—T A A LETHR—b 4500 2B E £,

ASA1E, LAN-to-LAN & UE— b 77X Xy NU—Z7 O G TiEe, E6 60 TEET
5 HL— D NAT/PAT 7 /34 ADEHZIZHE S NTEED IPsec BT 2R — ML ET, BRER
BETIX, VE—RFT7 7R brxrORrIvz—ra ARkl ET, i, 3CToE
THRERUCANTY w7 IPT RLA, DFYNAT T A ADT RLADLREEINTZLIICAZ
H120TY, £/, VE—F 727 A bR, LAN-to-LAN b b 70— (%Y
NAT 734 ZAD P 7 RUA) LRICARTEHERT S Z ENZN T2, IRABRE TR L £
T, ZOARIDO—HIZL YD NAT 7351 ADOEHRIZHHET O LAN-to-LAN &V E— K 77
EADREGR Y NT—7 TiE, RO THOXrITr=—a URNKRRT 2550350 77,

NAT-T 2+ 2I121%, o7 ar s A E—RFERF~LF a0 THF A M E— KTKR
DY A MNEFINEEZFEITLET,

FIE

WDa<w REAN LT, ASA T u— L2 IPsec over NAT-T A X — 7 M LET,

crypto isakmp nat-traversal natkeepalive

IPsec & & UF ISAKMP .
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. IPsec with IKEv1 over TCP @ 1 *— J')L1E

ATy T2

natkeepalive 52D HiFHIL 10 ~ 3600 72 T3, 7 7 4 /L hME 20 B TH,
i -

wKDa<w REANLT, NAT-T A 2 —7 /WL, =77 T4 7% 1 BERICRE L £
7,

hostname (config) # crypto isakmp nat-traversal 3600

IPsec 77 VAT — gy RY —IZxt L THEB(LRTT 7Y a v 2RIRT A7, (k=
~  REANLET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOF T a NI P TTTAT—a Y R— N L TRV NAT 731 A% F 5
T4 I PNBBTELEICLET, Z2OF T arE2EHAHLTL, IPT7I T AT — 9
ZYVR—F L TWARWNAT 731 ZAOBMER BT A2 Z L13dH 0 £ A,

IPsec with IKEv1 over TCP O 1 %— JJL1t

\}

IPsec over TCP }Z. IKEvl & IPsec D HF D71 k= )L% TCP IZEl7- 347 v hodich 7E L
IET2HDTHY, NAT £ PAT DE DT NRA AL T 7 AT U4 —/LE@imT 5827 72
MoR VU TREHRLET, ZOKREILT 7 4/ b TEIZHRTE SN TWVWET, IPsec/IKEvV]
over TCP Zffi 195 & . HE¥ED ESP X° IKEv] NERE TX R WEREES, BEIfED 7 7 A4 T 7 4 —
W= BT LTGAEITR > THEEE CTX D8RR T, CiscoVPNZ 74 7 " EETE 5 &
TR ET,

G¥)

ZOBRRIL., TRXIR—ADT 7 AT U — /L TIEFEEL EE A,

IPsecover TCP X, UE—F 727 ®RA 7747 FTEHELE T, ASA L X DRI T 74
7 > DO 5T IPsec over TCP A %X —7 /M LET, ASA TiL. TXT?D IKEv] XA >
A —T oA ALETEET S L5127 0 — A x—7 S E T, LAN-to-LAN #5: Tl
HERE L £ A,

ASA . T—EAKHELTH Z TA4 T > Mt U T, HEHED [PSec. IPSec over TCP,
NAT-Traversal, 3 2T IPSec over UDP % [RIEFIZ V7R — k T& £ 9, IPsec over TCP |, £ *—
TN T o TWDGE, ZOMOTXRCOmFAL Y bELSnET,

R I0EHDOR—FZFEEL T, ZIHDHR— I L T IPsec over TCP % A 2 — 7 )LIZTE
F9, A— 80 (HTTP) <°/Rh— k443 (HTTPS) R EDEAMDKR— &2 AT DHE, TDHR—
MIBEHEAMATONTWA T B harPB T Vv 7 L F—T 2 f ATHELRL 25 L &R
TT7I7— MR FoRENET, TORR, XTIV v A F—T x4 A% L TASA ZEHT
HIOICT TN EMEATLZENTE R T, ZORMEEERT 521X, HTTP/HTTPS
BTEHEROR— MIBERELET,
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kvt oiEeE s L—TEa0EE [

57 b kDR — KL 10000 TI,

ASA T TR, 7 I9A4A T FTHLTCP R— 2R ETIMNENRHVES, 7T T D
REICIE, ASAHICRE LR — 20 b 1 2EDDBMNENRH D F7,

IKEv1 @ IPsec over TCP % ASA T/ 00—/ N)U A X—T NI T HI201E, kOa~r ey o s
NEFITI~ATF arTHF AN T— R TEITLET,

crypto ikevl ipsec-over-tcp [port port I...port0]
W OHF|TIiE, IPsec over TCP Z " — k 45 TA 32 —7 /I L CWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEV1 DEERAE VT IL—TREDELTE

)

R T —F1E, 22—V OEESEe T 7 v AR ER LE T, GFAESL—THBET
X, 2—WFEAEOY 727 DN 73R ITEDN ZEH LT, =2—H L b xrL F—
TERALET,

G¥)

ATy T

SEBAE 7 L — 7 A IX IKEv] & IKEv2 LAN-to-LAN #5655 7217 Ic A &£ 4, IKEv2 UE— b
T 7' AL, bRV T —T D webvpn B RS KON certificate-group-map @ webvpn =1 2
T4 X2l —ar BT FRECRESINDIIN—TEROTNVE T P HR— L TCNE
7,

FEAEOZNLD T 4 — L RIZESNWTa—W &2 oV TV—T L ET 5121, FTHRE
WA TR LI V— IV EER L, RICENL—VE BIO bRV 70— (BT 5 B
b ET,

FEFAE~ » 72 ERT HIZIE, use the crypto ca certificate map=~ > K& H L7, hrx
NV T N—TEEFRT HITIE, tunnel-group 2~ REFEHLE T,

Flo, GEHEIN—TRERY U—bRETOIMLENRH Y £, ZHITIE A=A B T —
7w WA %, Organizational Unit (OU) 7 4 —/L Kb 7 V—F 2 BET 5, TN TOFEE
2—WZT TN DT N—TEEHTH, EW0IHIHFEARHY £, b0 FRXONWT )
FFTRTEFEHTEET,

FIE

FEAENR—ZDISAKMP v a % ho L I —FlZw v B T 5 00R) o—L&
N—NZBE L, ftE~Yy 7 b & b 70— AT S IZIE, tunnel-group-map
vy REVUIAERFIAT A TR A E—FTASLET,

tunnel-group-map enable {rules | ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

IPsec & & UF ISAKMP .
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B e omnes L —TEaOEE

RY — SEHENS F L SN — TR EERET ST
HORY —EFFELET, policy lFKDUS
NN Td,

ike-id : b RN TN—TR—IL )V T T
TIHEASWTRE ST, OUD G S
IRWVEAIZ, FFIHEASR— XD ISAKMP & v 3 3
Va7 2 — X 1ISAKMP ID O NFIZFESWT
o TN —F I~ B T T A L a5
LET,

ou: NIV TN —TE)— )LRRRIZ L - T
PELRWES, 7Y =7 Fikil4 (DN)
DOU DEEFEHTDHZ EAERLET,

peer-ip : NV FIV T =T )L— VIRERIZ L o
THIRE LR WGASOU F 7213 ike-id J720 THR
BLARWEES, ETOIPT FLA&EMHTS
ZEeERLET,

rules : FFIHENR—ZDOISAKMP & v > 3 3,
ZDa~vy NILos TREINFEHEY v
T OREMFIZESNT, L I—
W~v B 7EnN5Z ExrmLET,

rule index (7> 3 ) crypto ca certificate map =~
YRTHRELEART A2 2R LET, A
BN7aEIE 1 ~ 65535 T,

WROZEIZHEELTLLIEEN,

cHBFFRH LA —ETHY, v v T AT v 7 A% 2L EZRLRWVIRY, Zoa~v R
BRI FITTEET,

o JL— /UL 255 LFLL R T,

1 ODITN—FITEEDON—NVEE DB TOENET, HEONLV—LEZEY YL THITIE, F
TN—=NDOTFTAF VT 4 ZBIML, ZA—TLET, RIT, K7 V—FITUERET
FEELEZERZLET, 1 2O N—TITEHEBEONL— NV ZE VY TGS, TA NS5
A DO — IV OBAFERIT—H L ET,

=NV ENDIEFER T H L, TRTORMFIC—FH LT XIDHa—FERED h X
NI N—TIZED Y TEHZENTEDLLIICRYET, T RCORAEERLETHD Z
L, FRERAND BEICHYS LET, Fid, =2 —FERED L Z—7 1280 4
THANCT R TOMAEERNLERG AT, REZ LI 2OL—VEERLET, BE
FEHEN 1 OETHETH D Z LIk, imHE OR BEICFHEY LET,

ATFYT2 a7 4 X2 —3a TRy TNA—TFREEINTORWESIZHERTS, 740 0
Mo ZN—F5fELET,
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IPsec MDERE .

a2 ROWESLIL, tunnel-group-map [rule-index] default-group tunnel-group-name T3, rule-index
VIV — v OESENBAL T, tunnel-groupname [ZREFFD b > RV Z—TF CRRIF IR Y FHA,

1

WOFITIL, 7 =—RX 1D ISAKMP ID ODRNEICHESNT, FFHE~N— 2O [SAKMP
tylarE RN INA—FICw B T BRERE R A R —T T LT,

hostname (config) # tunnel-group-map enable ike-id

WOFITIE, ETDIPT FLRIZEDINT, FFHESX—XDISAKMP v g %
MotV TN—T~ o B T D2 A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffkr=v b (OU) (Z&EIW\T, FEHA
ERXR—ZDISAKMP By v ara~y B I T AREER A 2 —T7 VT LET,

hostname (config) # tunnel-group-map enable ou

ROBFICH, BIES I A— ST, TEEAS—AD ISAKMP £ & 3 2 %
~ v BV HRER A X T M LET,

hostname (config) # tunnel-group-map enable rules

IPsec Di%TE

Z ZTClE. IPsec Zffifl L C VPN & 32445 & & D ASA OFREITHE /2 FNEIZ DOV THIAA L
ji—g—o

EEVXYIDEE

U7 b ~<v X, IPsecSA THRIvT—hFZNDIPsec N v—%EFRLET, FHTE?D
F—U— RNUIEDHLONH Y £,

o IPsec e DN FF AT B L ORET 237 v M &E#BIT 572D ACL,
s 7 ID,

eIPsec N7 7 47 DOua—AN T RLVA GEHIIZOWTIR, 2 VT N~y 7 DA X—
T A ZA~OWMA 332—) ZBRBLTLIEEW) |
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s R IEDIKEVI b T A7 4 —L ¥y PELITIKE2 7o R—%1, ©70tF=Y
TAREOHREIHEHN S ET,
JVF v~y 7y ME RU~vy 74 afo 1l DERIFERD 7 V7 b ~ v 7 THRS L
FT. IO VT s~y T efflLice i, 2V T~y ky FEERLET, kD
A Ry —H A N FRTTIE, VoI NVEREFvLVTF arTF AN E— RCTHE~ Y 7 %1E
FRE 7T~ > FITEN L £,
crypto map map-name seq-num match address access-list-name

access-list-name Ti%, ACLID % . K241 XFOXFHNFE-ITEH L LTHEELET,

-

TRTCRYLFIZTDHE, ACLIDBRI Y 7 4 Fal—valWTRAOTFRTL Y ET,

ZOaxr Refld TANTLE, 2V b~y 722 V7 b~y 7y MIBMTEET,
ROFITIL, 5~y 72BN T o5~ >y~ &y bOARNE mymap T,

crypto map mymap 10 match address 101

FROMICEEND I —T v AEKS (seqg-num) (28> T, W LARTIZRON S~ v 7 08%
NENKBENET, B~y FIZEHVETORTNDL =T U AEFIZL-T, o~y
Ty MO G~y THOTIA AV T A PRED T, =T ARSI SWIEE, 77
ATV T ARGV ET, BE~y Ty baef I —T A ZATHV YU TS L, ASALL,
ZDA L F =T 2 A AZWHT LT XTOIP T 74 w7 LiEE~Y Y7 Yy MHOK ST~ v
T, = AESMRVIEICIRE L CRHME L £

[no] crypto map map name map_index set pfs [groupl | group2 | groupS | group14 | group19 | group20
| group21 | group24]

W5k~ v 7O EE (PFS) (MM % ECDH 7 v — 7 ZfEL T, e~ v /i
% LT groupld B L Wgroup24 47> a V&R ET HZ &1L TERL 72V E£F (IKEVIARY > —
AT LX) .

[no] crypto map map name seq-num set reverse-route

ZO7 VT bwy Ty b VIS HHICH LT L— MEA (RRD ZA F—7 /L%
. RRUTIRERFICIT DL, HE AR SNES, RENELEEELITHRENDETEDOESE
(2720 ET, ASAIE, V=T 4 T T =T NMIAZT 4 v 7 b— M HEIRIZIEM L, OSPF
EHEALTENSLDN— 2T TAN— Ry N = IR —F— L —Z @M L £,
EH~ Yy 7OIOPEBEEH SN TWRWEETYL, AFT 1 v 7S~ v 7 LR CARITO
AP I v I~y TERETHZ LI TEERA, ZTOHLFEETT,

[no] crypto map name priority set validate-icmp-errors

E et

[no]crypto dynamic-map name priority set validate-icmp-errors

FRICMP= 7 — X vk —U% KEbk~vy 7L XA T I v 7R by 7O EL IR LT
RREET D0 &4 E L ET,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
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EJ ek
[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
Wb~y 7 E 7344 F 2 v IS b~ v 7D, BEFD DoNotFragment (DF) KU v — (&
a7 TYvT—vay L) ERELET,

e clear-df : DF ¥~ h &M L £9°,

 copy-df : DF B> N ZiffERF L £,

eset-df : DF 'y M & E L THEM LET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

EJ S

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

HHEIL, Psect ¥ =747V Ym—a ilBlF 5, TV LRREHLUHBOY I —
O) 7T 4y Tua—OEEME (TFC) /X7y FaA X —T7MITEET, TFCEZ A X —7 )b
IZF5I121%, IKEV2 IPsec 7R AR—FILRRESNHTWDILERNH Y £,

e~ ZIZE D B THNTWDACLIE, [ UACLA 28> _XTDOACE THE SN ET,
a< ROIRO LB TT,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

B ACE Z{ERk L7- & =12, ACLZ1ERL L E 4, ACL Z{ERE7-1TBMT 5 2~ RotE
XiTmo EBY TT,

access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

WOFITIE, ASA X 10.00.0 7%y F235 10110 7%y hADTRTDORNT 7 4 v 71T
LT, BFE~y AZED Y THN TS IPsec Ri#EZX @A L £9,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Nry MIR—ETHREE~ Yy 7ICL->TC, SARIVZ— g Vo THERAEND X2V T 4%
EPRELET, a— IO ASA NI = —2 g U EBRGBT 2581, A2 T 4 v s
v T TRESNTER) O —2FALT, BEOETIZEETIA 7 r—%2EkLET, VT
BRI T — g BT 85813, ASAITRY —Il—HT 22X T 4 v I~y Tk
BLETN, RO WEAIE, e~y Ty NNOXAAF I v 7S~y 7OHR TR
MOEBDERLET, X, ET70OF 77 —52% T ANLE0ERTL0E2RET H12HT
e

2ODET N SA DMESLIZRINT 2I21E, BHFOETNEBRMEOH L7 V7 s <~ b7zl

EH1IOFFS TV ORENRD Y £¥, ARSI T 2121E, 7 V7 b~y THIRO G % i
e HENH Y £7,

e 7=y T, A EEOEE ACL (=& 21, S9— A A—YACL) BNEEN
T35, 55/§1EJJI:775>5'/1’+\/7H BT EFEHAL TWAEEIX. ASARITY F#aMk
DHDHEEE ACL NEENTWNWDZ LS, IPsec ZiEHATH72ODOEND 1 DT,
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B ==~vio%z

KT VTN =T RO ET EZHINTS (SETAHIETRIAAFTIv s 7V T b~
PEH L TWRNES) .

eIV NI, WEO RN T AT —ALky bERIITrR—F LR EDH 1
2 B,

12D X2 —T 2 AZHWMATED 7V b~y 7By MI1IDETTT, ROFHDOWT
N YTIEEBEAIEL. ASA FOEEDA > ¥ —7 = A A% L TEROR2< » 72 ERK
L/i‘g—o

MEEDODE TR LT —F Tu—R B S5,
CEXFEIFERFAATDIN T T 4 7 EESE R Psec X2V T 4 BT D,

Tl X, e~y T E1IMER L, 2200V 7 %y RO T 7 4 v 7 %545 ACL %%
DUT, IKEVl T A7 5 —Ah By bEZIFIKE2 7 afR—%/1a 1 2% 4TES, 5l
DT~ > THAERR L, BIO2200O% TRy MED NT 7 4 v 7 #iB13 5 ACLEZEID 4T,
VPN R A= WRIL D N T AT —h Ty hERITITaR—FL2EHLET,

1 DDA B2 —T A ABEEDI VT N~y TE2ERkT A58, 2V s~y &y b
NDOTFAF VT 4 RO D — A% (seqg-num) 47 V7 b~y 7= b UITHEE
LET,

% ACE (21 permit SLE 72 1E deny XN FENE T, ROKRIZ, WE~ v FIC#H S5 ACL
TOFHA] ACE 4575 ACE OHRI 2Bz R LE7,

2V Tk =y TEHEDORER &

permit XAVE £ TV D ACE OFEHEL —8 | T h&IEE~ v 7y hDF%Y O ACE &
WAL+ 2 s &2EIEL, X7y bk
X2 T aikiEx, e~y AZEHD Y TH
NTWABIKEVI N TV A7 —bt®y hET-
IZIKEV2 7 a R—F Lo oiE L BE LT
FHMOLET, X2 UT A BREBR TR
Tx—b Ty FERIEITRR—=PILDEF
VT 4 %EE—H L5, ASA IZBIER T B
NizIPsecixTaMMALET, —MRITBE T
T4 v 7 DBEA. IPseci®EDMM & 1337 v
rDOEFL, FRFE. V=T 4 T EITH T &
EEHLET,

deny XN E E TV D ACE DIEHE L —F Ny MMl o7 VT s <y TR O
ACE t AL TIHMIT 22 L2l L, ko
IV v~ (ZIVT h~y 7 IZE YT
LNTND T —T L AESTHITT %) DACE
EDOWRE LI Z B L E 7,

TV =Ty NNOT A RNEEDT |y e bdFior—7 47 LET,
TOH A ACE & R —%
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LAN-to-LAN B2 2 » 70l [}

deny LA EEN TV D ACEIL, IPsecRilNDARERBENT 7 4 v 7 (e ziE v—T 1
JIRNAN NTT 4 I RE) BT ANE )T LTI LET, Lo T, 5 ACL
D permit L& BE L TRl T 2MEDRWRIE N T T4 v 72T 4 N2 ) 7T 52010, K
WD deny XL EFFALET,

Wb SNTZHBE Ny MR LT, ¥ X2V T4 77747 RATXELT KL A L ESP
SPIZEH LT, "TA—FZDESALERELET, ¥X2 VT4 T T IA T AE, Xy
MEEBL L% T, HBElbsniz Ny NONER~y X —%, Z0O/37 v O SA ([ZEHEAff
T HILTND ACLDFFAACE & L £, Wi~y X =7 md & —HLR2WGAE, &
X2 VT4 TTITAT L RTZEDONR Yy Nekay 7P LET, Wi~y X —n7axv b—
TH56. X2 VT4 T IA TV RIZFDONR Ty baELV—T 47 LET,

B L SIVTWRWER Ty NOWNE~y X —% T 25581%, EX=2V74 77747
VAT ARTCOEENL—AEEELET, i, EEL—IIL > TT7 =2— X2 D SA OFf
SEMNEETF B AT T,

CE) B EENTWARWEEFN I 74y 27 &8 7 )7 TFARELTL—F 473 5I121%. ACE
DFFF ORI ACE DIERZHALET, ASAIX. A7V Yy PRV T 7EAY X FT28
ZHEXAACEZ vy adThZ LIITEETA,

LAN-to-LAN E%-5 < - T D4l

Z D LAN-to-LAN % v b U —Z7 OHFIZEBNT, EX=2 T4 TTI7A4 T2 AA, B, BLOC
ARETHHEIE, ARAFOWTNNTEDLLRE S, MORA NE5EEETHTXTO b
T4 I DRI T HFATLHIETT, L, RAMAIMLREINDI T T4 v
TIIINFERORE T — 2 WEENDTD, MO T 7 ¢ v 7 10 HigE ek 1k & e
X —HENMETT, 207D, RANAIDLLREEFEEND NT 7 4 v Z7IZI3FRIR R T A
TA—hty hEEIDYTES,
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B wnvones<y Tos

||
———

e )

c2
—
—

| E

LY

Internet )

14as14

ZOKITTREN, FEUTOFATHEHAIN TWAEMZRT RLUARTIL, IRk L7=b DT
T, EEOIP T FLAZEHRA LT, ZOFHHOKITRLET,

X2 VT A TTIAT U AAEZREBE N T 7 4 v 7 AICRET HI21E, 2008~ v 7 & 1E
BRLET, 1 DITFARAFAIDLLD NI 7 47T, I 123Ky hU—7 A DDE A
6D NI 7 407 HTY, RICHZRLET,

Crypto Map Seg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

ACL ZERE L7126, —ET 58y h T LB IPsec Z T 2720D N TV A7 34— A
v RS~ Yy TIZEY S TES,

B A — RACL &%, HEFRACEZHHAT 5 Z & T, ACLOFHliZ N SA XA L, Z VT b~y
7y FNOWRD ACL OFHliZHBET 260 TT, 27UV 7 b vy 7T LIZR S IPsec X E
EREEHT D ENTE S0, HEGACEZHERT2Z LT, fBle v T 7 4 v 7 &xbeT
57 V7N =y TOUBOFMM ORI, BldtEx=2 VT 0 2R 28027 U7 K
v ERIFE R EX 2 VT 0 AMELTLHRIOZ Y TN = 7O permit 3 &I B
T4 ERAETAZENTEET, BFSACLIZEID Y THN TS —F U AF L -
T, B~y 7 By NNOFHMEONEFSRE D £,

WORNZ, Z OBEOREEN 7 ACE D OAER ST W A — FACL Z /R LET, Kb 5 DR
X, D LEBY TT,
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LAN-to-LAN B2 2 » 70l [}

IV T b~ 7y MO VT v~ v,

/| /

(FEHBHDHER) 7 v FABACEIZ—EK
LK T VT N v~y 7OREEKR T LE
j—o

1 20D ACE Ot & —& L7 7y b, Z1
FHORE EDOR—I1E, MFDOR] %2 D ACE
=T D8RR LTy hERLTWET,
KEIOBFEWL, &37 v bOF(EIC L 55
WHEIRDHZ L ZRLTNET,

TV N~y NKNTO®RDZ YT |
vy I~NDYFA VT g,

HAN

N7y FISACEIC—ET 50, £72137 07
h~v 7ty NNOTXTOFFA ACE 12—
LW EDIRE,
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B wnvomnes<y Tom

1EEIRy Ty FROH RS — K ACL

Crypto Map 1
Dy )
A3B | =
Deny
A3C ’
Permit
AB
Permit
AC l\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
\-.._‘__-\‘-
Permit
A3B Parmit
A3C
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZN7 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIXZ O~ v 7Dk O ACE % AR
L. ROBE~y 7 B~y 7L TONTWD Y —7r U AFKETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTIAT U AANTANA3IDLREES
N Try NeZfEToE, ZONRTy NaROIOZ VT N~y 7 OHES ACE EHREL, &
DI YVT s~y TORELFHMELZHHLET, "7y MR 2FBDOZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psec tx = U T ¢ (GREZRKBb & BB —FAE) 2N
SNy MCEHSVET,
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LAN-to-LAN B2 2 » 70l [}

F N —7 B0 ASAREESTE T T HI2HIC, ASAB & CIZI T7—HEs~vy 7 &2H D YU TE
T, ASAIL, BERALESNTFHE N T 7 4 v 7 OFHEiRFC deny ACE % 4325 726, denyA.3B
ACE & deny A3CACE D 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHETHHLOEFMLELY FHA, ZDH, ASABE CDH A7 — K ACL OFRE

(EN QN
ROEIZ, ASAA, B, BIUVCOTRTUTHE SN T~ v FICHID HTHNAD ACL &
RLET,
At'iF:L'JF'fr TITSATUR B—tzﬂF:LUF'fr TITSAFTUR ;:t'ﬂF:LUF'fr TITSAFTUR
9T+ y |ACE/RE—> (VYT k3 y [ACE/NZ—> |V Tk <y |ACE/RZ—>
7 7 7
=R =R =R
BS BS BS
1 A3B AL |1 BA Z&  |1 C A &7
A3 C &S
AB %]
AC ZFfn] B C Z#FH] CB Z#FH]
2 A3 B &7
A3 C ZFFr]

WO, ECTRLULEMEEDT RLRAEZEBEOIP T RLRAIZw B 7 LI2HDTY,
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B wnoniszy Fon

A
1892.168.3.1
E Az
'? 182.168.3.2
A3
192 168.3.3

Human Resources

N

s

A
192.168.3.0/26

WDOFRITRTEEDACE TlE, #OFy hU—27 T

)7 TPsec s T A SN E T,

B2
192188.12.2

—

—

CA
192.168.201 1
e c2
—— 192.168.201 2
c3 —

192.168.201 3

F

i
L

c
192.168.201.0/27

143514

SN DT TDIPsec /N7 v MM

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

LAN-to-LAN B2 2 » 70l [}

XAV TA4TTIA
TR

YA A 4V
Y= YR
&5

ACE /X2 —>

MR ACE

1

A3 B S

deny 192.168.3.3
255.255.255.192
192.168.12.0

255.255.255.248

A3 C ZHES

deny 192.168.3.3
255.255.255.192
192.168.201.0

255.255.255.224

AB ZFFR]

permit 192.168.3.0
255.255.255.192
192.168.12.0
255.255.255.248

AC ZwFA]

permit 192.168.3.0
255.255.255.192
192.168.201.0
255.255.255.224

A3 B ZFFA]

permit 192.168.3.3
255.255.255.192
192.168.12.0
255.255.255.248

A3C ZwFA]

permit 192.168.3.3
255.255.255.192
192.168.201.0
255.255.255.224

DAL YD

B A Z#FH]

permit 192.168.12.0
255.255.255.248
192.168.3.0
255.255.255.192

B C & n]

permit 192.168.12.0
255.255.255.248
192.168.201.0
255.255.255.224
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B cps— 1252507+ PR) ¥—08E

\}

XA UTATITSA|OVT v T ACE /X% —> =MD ACE
[hda Y—H VR
&5

C VB L C A ZZF permit 192.168.201.0
255.255.255.224
192.168.3.0
255.255.255.192

CB % permit 192.168.201.0

255.255.255.224
192.168.12.0
255.255.255.248

ZOEIOFRy N =7 TRUERIERIGHT &, WA= RNACLZH LT, 1 50D ASA

TIRESN TR EFEEERAFRAMERF YT TRy MIENENRE D82 ) T 4R TEEE

DETHIENTEET,

G¥)

DEAF—A

ATy I

T 74 R TIE, ASAIL, IPsec hT7 7 4 v I WA TCEIA VA —T oA ZALFRUA 2 H—
T A Auspfl T D IPsec FT T 4 v IV R—FLERFAL, TODEXALTDINTT 4 v TIT
I, UZ—2 WITT U RAR—T AT = TR EDEHEHY £, L, UF¥—
o749 7% R— T5LI12Psec ZERETETET, TNITIE, ZDORY NT—T LD
MORNT 747 5237725 ACEXHALET, mexE, EX=2VT 4 77947 AB
TUX—2 T 747 %Y R—bT5I0%, #&ED BB %A ACE % ACL1 (2B
L9, EBED ACE IZRD X 512720 £4, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

TJ5XAZ9F % (PKI) F—DETE

X— X7 EERELIT T e{bd 5 & XIT Suite-BECDSA 7 /LY X AZEIRTE 5 L HI1CT
B0, DX — A T7T AT ITF v (PKD) ZHRETHLENRH Y 9,

1R BHHIIZ

RSA F£72I1XECDSAD T A FARA » N EFEREICEH T2 L 2 ICh Bk~ v 7 2B ET 256
I, X — Ty EERTAIVERHY FI, ZNT, TDORTAIMKRA L MEERL
T, PRV T NA—TF a7 4 X2l —arOfRTEEBTXAL51200 E9,

FIE

X— X7 EAERRT S & X1 Suite-BECDSA 7 /LT U XAZBIRLFT,

crypto key generate [rsa [general-keys | label <name> | modules [S12 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP
syFreyIngva—7r42~0E0 [

ATFwT2 ¥— X7 & ¥ufkd b L EIZSuite BECDSA 7/ Y X AZEINLET,

crypto Kkey zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

YT IYTDAEZ—T A4 A~DEA

WE~>y 7 'y MI, IPsec N7 74 v 7 BN@IBTHKA L F—7 A ZZEID Y TLHMEN
HFET, ASAIL, TRTHOA L Z—T A A TIPsecZ P AR—FrLET, e~y 7 vk
A E—T A AZEIVETDHE, ASAIZ, TRTCDONT 74 v 7 2EE~vy T By M
BAELTEMML, BfihEidxadyo—ya PRl ESNER Y —2EH L7,

IV ~vy T 8= AZEIDETHE, SAT—FRXR=2AEx2 VT 4 R
VTN AREDT S A LT IEELIIRESNE T, 7V T b vy T EEE
LTA =Tz ACHEVYTTDE, T ¥ AL T 2T )T b~y TRIEL
BRI NET, o L —r o 2AF L2 LTHRLLE T ZBmL, 7V 7
~y7EHEYLETLTSL, BEOHERAUSND Z L13H 0 A,

A 23— x4 XACLDEFH

ASA TlX, T 74/ N TlIPsec /37 > I3 VX —T = A A ACL /A /XA T 5 L5127 o
TWET, 1 ¥ —T7xAAACL % IPsec 877 4 > 7 IZHEHT 25513, no JEED sysopt
connection permit-vpn =~ > & H L £4,

RMEA B =T =A RN FENTWDHIES~ v 7 ACL 1%, VPN b b zi@ild+ 5

IPsec /N7 v M DFFRI LGB ZITVVE T, IPseclid. IPsec b RVING KTz b OFGE & fif
ATV, B RVZEREAHT 5TV D ACL &8y R ERA L CRHMEL £97,

ACLIE, EDIP T 7 4 v 7 2k o0& ERLET, LT 2200 T Xy MEE
TZIZ2 BDORA MEOTRTOIP M T 7 4 v 7 Z2Rki#ET 270D ACL Z{EKTE T (Zh
5 ® ACL X, access-group =~ > R TEH 415 ACL & L<EITWES, 72721, access-group
av Y KT, ACLBA v Z—T 2 A ATIHET DL T 7 4 v 7 LHIET D T 7 4 v 7 &R
HET) .

B~y 7 2E 0 S THET, ACL X IPsec ODFEHIZIRE SN FEHA, KB~ > 71T ACL
WL, N7y RO ACL DWW 1 DT permit & —E L725A 28T % IPsec 7 1 /%
T4 BRDET,

IPsec BB~ v FICE Y B THNTWD ACL I, RD 4 >OFERERERH Y £9,
«IPSec CIRFET DHIENT 7 4 v 7 Z8IRNT 25 (permit (IZ—F L7 b DPREDKE)

o MEST. X7 SA BRVVREE TREIT 5T — X I12% L CISAKMP 22— g% ~
H—3%,

B NT 7 4 v 7 BB T, IPSec THR#ET RETHHT N T T4 v I BT 4 NH ) v
7L CHEHET D,
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B sz 1zxacoEm

cETMMOEDIKERAYT— g U EMHT 5 & XD, IPsec SA DERZZITANDNE D
NERET D (T m—3 3 X ipsec-isakmp erypto map = kU 272 A S E
) . E7 1. ipsec-isakmp crypto map =~ R = kU BNBHEAHF B TWET — X
Tu—ZFATOLERSY £T, ThlE, RAVT—va VPICHEICZRITANLNDS
L2572 TY,

GE)

ACL OEFE % 1 S7ZTFHIRT S &0 ASAITEESM T SN TWARF S~ 7 HHEIBR L £,

BUE1 S F 23BN 5~ v 7MES L T 5 ACL #EIET 5551, crypto map interface
A REMEHLTT 24 L SAT—2_X—2AZBYHHL L £4, FEMICOVTIE, crypto
map 2 v REZML T ZE0,

O—H) BT CERTHALT 4 v 7S~y I LTIHRET 5T X TORE ACL IZ2W
T, VUE—FETT IR T7—A A BHEACLEZERTH L E2HELES, £/, 27V
Th=yFEHEBIN T AT =LY HR— L, IOV RAT LAEZET & LTSI HHLEN
HVFET, Tk, WO T TIPsec NIEL LA INET,

GE)

TRTCDAZT 4 v e~y 7 TACL & IPsec V7 2 EH/THLERH D £4, EHLEN
EFZINTWRWE | B~y TIIRERL L DOIZ/RY . ASAIT, RiDTEERE 5~ v 7ICE
T —H LW RWE T T 4w E Ry LET, showconf 2~ REHEHL T, 9XTO
Wig~y TRERR DI DL LI LET, RERRI VT N~y T EHEETHITIE, 7V
Th =y TEHIBRL, RITTWAZ M) EZENL L7 U7 N~y 7 aHEA L £,

W5 ACL TRHMETLT FL A EII5%ET FL ADIEEIC any F— U — R&4li 4% & RN
FBETDHEO, ZOF—U— FOFEMAITRET TS 72XV, permit any any =~ > R &9
L EWDBGNRAET HT-D, HRIFHIIET T EE 0,

T NTOREBE T 74 v 7 BRESHET, 2RI ST 2527 V7 b~y 7 THRES
NTOLETIZRESNLOREE DO N T 7 4 v 7 bEENET,

T NTOHFGE T 7 4 v 71T D REP LT FF,

ZDYF VAT, ASA T IPsec BR#E SN TWARWNWT RTOEEFE Ny M@ L TRy
ZLET,

RET DRy FEEFR LI EEZLTHEE L T 723V, permit X2 any ¥ — U — R & {f
TLHEGAEIE. ZOXORNC—HD deny LxBE, (REJNZNDO T T 4 v 7 H2FTXTT 4L
ZV 7 UTHBRLET, ZhafThbRune, €O permit SUZRESGIN DO b T 7 4 v 773
BENDZ LI T,
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\}

A28 —TJ x4 RXACLDER .

G¥)

ATy I
ATvT2

ATvT3

RTvT4

no sysopt connection permit-vpn 235X E SALTWD L X, AMTA L F—T = A ADT VA
J)V—"7 7 denyipanyany 7 7/ B A U XA REMOHT I ICHEESNTWWZELTYH, 774
T RO OEFLEINTEE T T 4y ZIXFFR S IET,

RSNy NI =T ~D, A4 bV —H A FEITVE—F T 27 A VPNRETOT 7
T AEZ 3 hr—/LT5H72DIT, nosysopt permit 2~ REINHA L H—T = A A LEDOT Y
A arybhe—/ URL (ACL) EfARDLETHEALEI ELTH, 9 EL I EHA,

ZOXIIIRPTIE, WEHOEET 7 AR, F—T W >TWbH & ACLITEH ST,
A—WIELEEX 2V T A T T IAT U A~DSSHEHH L TR X £, Wty hU—
JEORA MDD NT 7 4 v 7IZACLICLE > TCIELL 7y 7 ENETHN, NEA v X—T7 =
A A~DEELENTZBB T 7 4 v 73T 0y TEEFT AL

ssh 8L W http =~ > NiZ, ACLEV &7 F7A4 4V T4 BR@EL< 720 EF, 2F0, VPN v
T a BT A A~D SSH, Telnet, £721XICMP T 7 4 v 7 & 521X, IPa—7
v T — &G T S ssh, telnet, L Wiemp 2~ REZBMTILERH D 7,

NZ 7 4 v I BEREPREMNIEEZERLS, ASAIX, AV Z—T x4 RZEV L THENRTNWS
ACLE NI 74w 72 BRELTCRMELE T, A v X —7 oA AT IPsec ZE| Y S THITIE, &
DFNEEFITLET,

FIE

IPsec (2 fl4 % ACL Z1ER L £,

B LT 78R YA NE, MLZ VT b~y 745 ERHLTClOFERIEFIEZDO7 )V T~y
FIC~ v B S LET,

T—4% 7u—|ZIPsec XA TH1DIZ, BHE~y FIZIKEvl N7 VA7 4 —Ah &y NETZ
IZIKEV2 7ufR—F Lz~ 7 LET,

HHETEI7 VTN~ 4 5EVYUTCC, 7V b~y 72 —ELTIZ7 VT v~y 7y b
LLTA v H—T 24 AZEALET,

1

ZOBITIE, TN ASAA FOANEA v F—T 2 A4 A HTERA R 10222 12@D>
5 & EIT, AABF10.00.1 EHREA D 10222 DD T 7 4w 71T IPsec (#7030 &
nEJ,
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B rsecsans1o5100zE

Host
E 10222
;|
10.0.0.1 ) ’
Appliance _
Firewall A Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 RO XD IZFHH L
£

¢ EETE =7 A F 10.0.0.1
s FEME =R Ak 10222
770 ASAAE, RA R 10222735 A K 10001 ~D T 7 4 v 7 ZRDEH I
AEm L E 9
s EET =7 A B 10222
« a5 =7 2A 5 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANH LW IPSecSA & r v m— T HEXIMMBHT D, Za— L T4 75 A MMEEE
WCTEXET, BEDODZ VT ~vTDra—r)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,

—ERFIZHEA LT N TAHDT, F—DU 7Ly aPNRETT, & SAIZIE, THEER
A & ThI 74978 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFRIL, HLWVWSADEOORIT—va VBB LET, 774V DT A
TH A NE, 28,800 B (8 BERE]) 38X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 TEALEEETDHE, ASAIZ bR Z Fay 7P LET, BEBICHLS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

e~y TICRESINTZT A 7 XA MENRRL ASAMHH LWVWSA 2RI NT-8 K=
< v L, ETICEE SN AT LV SA ERIZ, BEFD SATﬁﬁ%énm\éﬂm~/\/V 74

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

v L —7 4 0zE [

TEAAMEEFFALET, 7RI —2 g VEREZITRAS L, ZOETHERTSHT
ATHEALMMELE O —DNVIHESINTNDETA THALMED D B/INI W FOME, #H L SA
DIATEALEE L THERLET,

BEfFSADTA T7H2A LD LEVEEZBZLANC, ETIIHLWSAZ I — N LET,
ZOEHITLT, BEMF SA ORI MAEIN DA, F LW SA OHEREAENE T, BEAF SA
DIEV DT A THALDBKIS ~15% 1258, ETITHLVWSAZ x> o— M LET,

VPN I)L—FT 4 VT DER

F 7 4V hTlE, AN ESP 27w M L CiE 8 v NN OBSERGRL v 7 T TN T
U, IPSec b v RIEH CIEEEIND /Ny MR L TENV v 7 T v 7N ThIuER A,
—EDOFRy NU—7 MR TIE, V=T 4T T v 7T — Lo THE M F DR
NEFE I, a—HF/VIPsec b o RN G| &R E 7 v IREETHLLHE. N RIARE D/ v
MIELL V=T 4 7 &N, LI BELEEA,

I EGIET 121, IPSec N7 v Mt LTy NENOLV—FT 4 VT Vo 0T o7
A R—T NI LET,

1R BRI

COMEENT 74NV N TTF 4 BE—T RS TWADIL, 25 LAy 7T v Ik BT +—
<V ADKR T ZEET 5720 TY, 2O, NELRERIZOBRA F—T ML TLEE
W,

FIE

IPSec NI/ » MZF LTy NENOL—F 4 o T NV 2T v A F—T NI LE
j‘o

[no] [crypto] ipsec inner-routing-lookup

GE) ZOavwy RRRESNTWELEE, FEVIIR—2D R ORBEHENET,

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup
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AAT4vIOBBETY TDIERK
AR T 47 7V T v~y P AT HERN R Psec a7 4 X2 b—T g VEERT AIC
X, MOFINEEFITLET,

FIE

RTYT1 WOa<vr FEANLT, Ri#T25 771 v 7 &ERT D ACL 2F L £,
access-list access-list-name {deny | permit} ip source source-netmask destination destination-netmask

access-list-name Ti¥, ACLID %, &K 241 XFOXFINEITEH L LTHEELET,
destination-netmask & source-netmask Tix, IPv4 x> hU—27 7T RLABIOY TRy h v &
JEEELET, ZOFITIE, permit ¥—U — RIZk-> T, fREOHRHIC—HTDH T 74 v
I RUNETCHREINET,

B -

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATFYT2 NI T4y B RET LR ERTDHIKEVI h T AT —b by FERET DI, K
Da<r REAHTLET,

crypto ipsec ikevl transform-set transform-set-name encryption [authentication)
encryption T, IPsec 7—4% 70 —%{{#T 520D BAL XA EL T,
sesp-aes : AES & 128 By b F—Z AL £,
e esp-aes-192 : AES & 192 'y kN F—ZfFHL %7,
« esp-aes-256 : AES £ 256 £ b F—Z AL £,
* esp-des : 56 £ k DES-CBC #ffifH L £,
eesp-3des: b U Z/VDES 7T AAEMHLET,
e esp-null : BF b7 L,
authentication TlX, 1Psec 7—4% 70— %R T 2720 DK S b XA E L £
e esp-md5-hmac : /N 22 72 Y XA L LT MD5/HMAC-128 Zffifl L £,
* esp-sha-hmac : /v > = 7/ X AL LT SHA/HMAC-160 2 H L £,
» esp-none : HMAC F87E72 L,

11
Z OFITIE, mysetl, myset2, aes set2X T AT xF—A &y NOLBITT,

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-des esp-sha-hmac
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ATvT3

ATy T4

ATy TH

24871 vows<yInkn |

hostname (config) # crypto ipsec ikevl transform-set myset2 esp-3des esp-sha-hmac
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

NT7 4y 7 BT D HELERTHIKE 7 R —F a2 ET 5121, ROa~vr R
ATTLET,
crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag 1% IKEv2 IPsec 7' 2 AR — W)L DLRITT, 1 ~ 64 LFOLTFHITT,

T R—PFILEVER L, IPsec 7RA—PL a7 4 Fal— g B—FEBLET, 2
DaryT7 4 FXal—varT—RTiE, 7l —Y s L TERON 32 A 7 L e X
A TERECTEET,

&1

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOFITHI, secure N T RAR—VFILDOLEITTT, 70 haLBIOKEILY A 72 AN LE
j—O

hostname (config-ipsec-proposal) # protocol esp encryption 3des aes des

1 -

o=y KT, YD AES-GCM £7-1% AES-GMAC 7/ =Y X L ZH AT 50 Z2 8K L E
7,

[no] protocol esp encryption [3des |aes |aes-192 |aes-256 |aes-gem |aes-gem-192 |aes-gem-256 |aes-gmac
|aes-gmac-192 |aes-gmac-256 |des [null]

SHA-2 £/ X NANEREINTWDHEAE, EOT 0T Y X L% IPsec BEMET LT AL L
L CERT 0 ERIRT ALENH Y £9, AES-GCM/GMAC IS 7 LY X h b LT
EINTWAEAIE, XNVEAEMT LI ALEZRIRTIVLENRNHY £,

[no] protocol esp integrity [md5 |sha-1 |sha-256 |sha-384 [sha-512 |null]
G¥)  AES-GCM/GMAC 3§ S LT LT XL E LTHRESNTWB AL, SVEAMET

NN XALERIRT HLENRH Y £9°, SHA-256 [LIKEV2 b > RIVEMENLT HT29DIC
BEMER PRF I TE £ 923, ESPESGHMREIC B TEET,

(EE) EHE IS ARKMEERNL (PMTU) ==Y V& A X—7 /1 LT, PMTUfE% T
DEIZY Y MTOHBREZRET 2 ENTEET,
[no] crypto ipsec security-association pmtu-aging reset-interval
e~y PH2ERT DI, Yo NEREE~ALF ar T A E—RE2EHL T, kOY
A Y=Y A FFIHEZFTLET,
a) ACL 25~ v 7 IZE 0 4 TET,
crypto map map-name seq-num match address access-list-name
WE~y 7y b By T =y MY OEATT, = hYRZAThERD Y —
iy AFT (seqg-num) HFFHFE T, map name 13F U C9, access-list-name Tl%, ACL
ID %, K241 LFOXLTFHNEITESE LTHEELET, ROBFITIEX, mymap 237 U
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b)

d)

Th=v Ty FOLREITYT, ~v 7y b= AFKZFIT10TT, v —7r A%
B, 1207V 7 v~y vy FROEHEDOZ L NVICT v 7 EMT 270 HLE
T, V=T U ABZBEDNIWVNEE, TIAF VT anmL ey FT,

1 -

ZOFITIL, ACL 101 23055~ » 7 mymap (ZHF D 4 THILET,

crypto map mymap 10 match address 101

IPsec TIRAESNTZ DT 7 4 v 7 DEERGE L 2D ET HIELET,
crypto map map-name seq-num set peer ip-address

1 -

crypto map mymap 10 set peer 192.168.1.100

ASA X, ETIZIP 7 R A 192.168.1.100 N E D 4 THNTWAHSA %2ty T v 7 LE
T, ZOavr FEHYIRLT, #EOETE2EELET,

OV N~y I LT, IKEvl T A7 —Ah By & IKEV2 7aiR—3 LD
ELLEHFATLEI0ERELET, RO N T VAT —L vy NERITT o R—HL
B, TI9A4F VT 4E (BEDOTITAFIVT A DLDOREY) IZHFELET, | DO
TR RKNBEO N T VAT —L 2y bEFIEFIT e R —FLE2BETEET, KO
2OoDWNWTN D avy REFERLET,

crypto map map-name seq-num set ikevl transform-set transform-set-namel [transform-set-name2,
...transform-set-namell]

E s

crypto map map-name seq-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Ti%, IKEv2 @ IPsec 7 BAR—H¥ /L% 1| DL EFE L E
T, A~y = b, RN EOT R —FLieR— K~ LET,
i -

IKEvl DFEDOZ ORI TIE, FT7 74 v 7N ACLI0LIC—F LzE &I, SAIL, FD b
TUVAT =Ly FRETD NIV AT 3 —5 &y MZ—ET 502K > T, mysetl
17744V T 1) Emyse2 (27 T7A44VT 1) OVTNEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

({EE) IKEvV2 TiZ, b R/WIZ ESP ;AL ERBAEE T 5728 mode Z5E L E
T, ZAUTXY . ESPREAEINAAY CFADIP Ry NOFSBREEINE T,

crypto map map-name seq-num set ikev2 mode [transport | tunnel | transport-require]

¢ [Tunnelmode] (&7 +/v k) : H7E/MEE— RN bV E—RIZRDET, b
FIbE— FTlEL, ESPIEBAL LFRAMNTD IP N7 » bR (IP~y ¥ —&F—%)
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WA S ND 720, REDEETLT LA LFEHRT RUANRIEERIZRD T, 0
IPF—Z 7T AREREESLEN., FTLWIP X7y XA m— Ry £4,

ZOFE—RTE, V—FREDRY FT—7 T, AN Psec DT X & LTEHIE
TEET, DFV ., L—FZNHRRA MR- THEB(LEITVET, EETL—F 28
v hERESIE L, IPsec by RV AR L Clat LEd, 56— X ITcDIP 57—
27T hEBEE L, 58V AT AL LET,

Ry R E— RORERFEIL, =0 R AT LAEEF L2 Th IPsec ZHH T
HENHZETT, oy NI T4 v OR#ETHELTEET, hxv
ET— REHEATAL, WELHIIZI N XADOZY RRAL 2 FLbhbT, horx U
VT ENT Ny NOREEDIFE I LT FEA (RN RO
FARA > b EFRUHETHRER) .

[Transport mode] : E'7 23 %A — k L TWRWGE, 7 v/UbE— RiX, horxn
E— NI A= NNy I T LA TV a AFEOEREE— NI £7°, transport & —
RTIXIP XA v — REFAE SIS, TP~y ¥ —ZZOFEMHINET,

ZOFE— RITIE, 237y ML FLpEmsnT, X7V vy s xy hU—7 k
DT SA RN, 3Ty S ORGERIRIEE L L5 R TE L E W IOFIEDH Y £
97, transport E— R TIX, FM Ay b T —27 TORFIZRAIE (72 & 21E QoS) %, IP
Ny FL—DERIZESNWTITTEL LT ET, 727EL, LA T4~y =N
WElbESndzH, <7y FORENHIRSNET,

s [TransportRequired] : 7 7 /LT — NIZHEEE— FIZ LY E¥A, PRV E—
RIZT7 =Ny 7§52 LT TEERA,

7 7 4V b X tunnel 7 7 /LE— R T, transport 7 7L/ LE— NiL, 7RI D
F— FEVR— L TWARWEGAIZ tunnel E— RIZ7 4 —//3y 7 TE HHEEE— R Th
D . transport-require 7 7 & /L LE— R Cit, fEEE— FOLN#EHINET,

GE) EREE—NIE VE—F 727X VPN IZIIHER SN EE A

AT MMEE— FORIL =2 9 Y OFIITRO EEBY T,

e f =V T EPIRET— FEREL, LARUVEN b T— FTINE LTEHRA.
A=y 2—XF RNV E—RIT7 =Ny 7 LET,

« FAZMS tunnel E— RZFER L, ISEHIAS transport &— RN TINE L72GE . BT
tunnel € — FIZ7 +—/L "y 7 LET,

« A tunnel E— RZ4E7R L, &2 transport-require <& — N DA ISEMIX T
2R—P L EEE L ERE A,

 [FERIZ, A =3 — & M transport-require E— KT, VAR Z N bR/ E— KO
AlX, VAR Z D35 NO PROPOSAL CHOSEN 23 85(5 S E 7,

e) UEE) /m— 7NV IA4 T84 L% FEEZTLIHEE, 2V T~y TDSATA 754
LERELET,
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2)

crypto map map-name seq-num set security-association lifetime { seconds number | kilobytes
{number | unlimited} }

map-name TlX, K5~ > 7 &y FOARTEZIEE L ET, seq-num T, WE5~y 7 =
FUICEIY Y THRSEZIEELET, BUERIIEEENZT—FIZESTHE DT A
THEALEHRETEET, 2L, T—FEETA 7 XA 213V A ME VPN IO L5
. UE—F 727 AVPNIZITEHEINEE A,

5 -

ZOHITIE, 7V N~y 7 mymap DIEERZN T A 7 XA L% 10 ~ 2700 F> (45 43) 12
GHELET, PT T4 v I BETA THALIEREINEEA,

crypto map mymap 10 set security-association lifetime seconds 2700

(EE) IPsec N2 D7 ) 7k = AT LTH LW SA ZEsR4 5 & =12 PFS 2Bk
B, FT2iE IPsec BT O ITEDERIZ PFS # B R0 2 HELET,

crypto map map name seq-num set pfs [groupl | group2 | group5|group14]

51 -

ZOFITIE, BEE~ v 7 mymap 10 IZXF L TH LWSA Z R T — 95 & X2 PFS A
VBECT9, ASA X, 1024 £+ b Diffie-Hellman 7 J A L 2T A J)—7ZH LU SA
THEHALET,

crypto map mymap 10 set pfs groupl5

(ER) o7 V7 s~y 7 =2 b DIZHESEERICR L Tfi— hEA (RRD) %A
F—T I LET,

crypto map map name seq-num set reverse-route

RRI [FEEERHIAT O, #E AR INET, RENERELITHIRSNDIETEDEE
W72 E, ASAIE. V=T 47 T—TIWIAZT 4 w7 b— rEHBIRIZIBML,
OSPF L CENLDN— 2T T A X~k fv NU—7 F7i3h—F — —H (Tl
MmLET,

&1

crypto map mymap 10 set reverse-route

AT 6 IPsec T 7 4 v 7 EFHIIT RO, VT b~y T By haeAf v A —T A4 AZHALE

B

crypto map map-name interface interface-name

map-name TlX, W5~ > 7 &y MOARIZIEE L £ T, interface-name TlE, ISAKMP IKEv]
XAV T a v EAF—TNELET A =T NVCTEA o F—T =2 ADLRIERE L F

7,
1 -

. IPsec & & UF ISAKMP



| 1Psec & & U ISAKMP

s4+zvomevy ok ||

ZOPITIE, ASAIISMIBA » F =T = A AZEET D N T T (v 7 &l S~ v 7 mymap &
BLUTRHIE L, PREEDLENE S a2l L £,

crypto map mymap interface outside

FA4FIVIBEST Y TOERK

\)

HAF I 7 72UV h=y7E WITNORIT A= EFEIN TN WI VT N <7 T
T, XA FIv 7 7V T h~v7iE, RELTWDE NI A—=FN, ETOEMEIZED LI
BTHEAFTI v 7IZHEENS (IPsec 2T —2aOfERLELT) RV v—TFT o7 L—
FOBEERIZLET, ASAIL, AXT 4 v 7B~y T TETDOIPT RUANEIERES
NTWRWESE, BT ThorfaRxa v — N EELH0IE AT v I e~y 7 %5
LET, 2, ROZXATOET TRAELET,

TV I IPT RUAREAFT Iy Z7IZEVETHNALET,

LAN-to-LANDO YT, BIRVE— 727 RXFTHET7X, W5 E S DHCP 2 L T8
TV 7 IPT7T FLRAZEETEET, ASAIL, MR EBBT A IFooT L
AEMHLET,

TIANX=RIPT RLARKAFT Iy 7 IZEDETHENLET,

BE., VE—KNT7 7RO MRV EERTLHETIL, ~y RV RIZL-THV Y TS
N7 F7AX—=FIPT RLRA&EFFS> TOET I, LAN-to-LAN ~ & RV FRTIZR
ESINEZTTAR—N Ry NT—=T Dy FBEHVET, TNRARET 47 =T D
BREHERAINDDT, FERE LT IPsec SA DFENLICHHE A SN ET,

BHENAEZT 4 v 7 7 VT N2y T E2RET HI2H,  (DHCP L7230 FIET) XA F
Ry ZIZEHD Y THNTIP T RLARDOMNLRWGAS, B0 Y THEICIEREGR R o s
TAT U RDTTAX=KIPT RLARONLRWEAERH Y £, @HF., VPNZ T7A4 7
MZIZ, AZT 47 IPT RLARZRL, IPsec 1AV T—2 a LV ERESELZODEAF
v VT N2y T RBETT, X, ~y R RIFIKE X Ty — 3 UHIZIP
7 R L A% Cisco VPN Client iZEIV 4T, 7IA4 7 MIZDOT KL A%ZfEH L T IPsec SA %
Xz —hLET,

GE)

HAF I 7 U7k~ 720X transform-set /X7 A — X 72T BRLE T,

A FIvIREE~y T2MHTHE, IPsec D7 4 Falb—a UBNEEICARD £,

BT NEICEANCRESND LIIRL RN Ry NI —7 CERHTLZ A MR LES, ¥ 14T
Ry Y 7Y N~ L, Cisco VPN Client (B XA )L 2—H R E)  BXOEAFI v iz
FOLTOHNTZIP T RLAZEST 2 —2IZR L THEH LTS E S0,
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B 7 rzvomes~yTnkm

Bk

FAFTIv 7 7T b~y 7Opermit = kU (Zany ¥—7U — R&EEHT 5550, EEN
VBT, ZOXo7%2permit = N DORRLERDNT T 4 v 7T VT FRY A IR T H—
RX¥YARDRT 74 v I BEENDIHE, 4T 57 RLAFHICOWNT deny =2 U &
ACLIZHIALET, Xy hU—2 ¥ TRy h 7r—RFRXxr X F 77027123 L T, F
7o IPsec TRIE L 7eWZDMD T 7 4 » 712kt LTI, #F deny=> b U ZFHAL T X
AN

FAFIv 7 7T N~y E, ERElG L2 E— b OET L SAZ I =— T 5
EETTHELE T, ASAIL, XA T I v/ s~y 72 HLTCYE— K BT L O
BG4 52 LIXTCEEHA, XA T IV IS~y 7Tl FBIE N7 7 4 > 2723 ACL D permit
TR E=HELTYH, T D SAVNELHFELRVWES, ASAIZED NI 7 4w 7% R
vy LET,

JIVT b~y By ME, 4T Iv 7 7V T b~ TG00 tnTExEd, 145
Ry IREECy T Oy MIE, KRy Ty BRI I AF VT4 (0FD, —F
REWS—T VAFEF) e L, ASADMULDOKE 5~ v 72 i+ 5 X 21T 208N H
VEST, X2 VT 4 7 FI9A4T R, D (RETFT 4w 7)) ~v 7O FUR—HLA
WAL T, XA FIv 7 7V T~y 7Oy hERNET,

28T 4y ZV TN~y Ty MRS, 4TIy 7 2T b ~vy T By MTH,
[il U dynamic-map-name %203 X TDOX A FI v 7 7 VT h vy T2 EZOET,
dynamic-seq-mum (Z X > T, By NAOXAFI v 7 7 VT b~y TBEBIENET, AT
Ly ISy T ERET DAL, Psec BT DT —F 7 u—%ES ACL Tl T 5729
(2. ACL OFFAIZHFALET, ZOXIICRELLVE, ASA L, ETBMERTHH5WDH
T—4 7u—ID #%ITAND Z LT T,

IE

&

HAFIvIMEEF~y 7 By N L TRESNTE, ASAA X —T A AT hrRrY >
TEND T T4 v 7K LT, FELa—LDF 7 4L s b— FZ2EY Y THRNTEEN,
MoV TEND N T T4 v 7 BRET DL, AT Iy 7 7V Tk~ FIZACL %iE
miLEd, VE—hT727ER b RMCEEMIT B2 ACL 2 ET 2856 1%, @727 K
VA= VERELTLESN, #b— MEAZBEHL L= A VA M= T 5D, &
T RUFNNT v FREIZ I 5T IZ LT TEE 0,

VUL Ay TEREARNE—RESATF AT EA N E—ROELLENEHERA LT, A4 )
R E~y 7O N EERLET, 1207 T~y Ty NNT, AXT 47
v T T NN FIv T vy T 2 N RSB DA R TEET,

FIE

(EE) ACLEZZA AT I v IiEEe~y 7180 ¥ TES,

crypto dynamic-map dynamic-map-name dynamic-seq-num match address access-list-name
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ATvT2

ATvT3

g4+zvomevyIons ||

INZE-T, Ri#ETD T 74 v 7 EIRELRNW I T T 4 v 73 RED £77,
dynamic-map-name TlL, BEFOX A F I v /i~ vy T2 BRT o5~y 7 = M) 04
A& E UE T, dynamic-seq-num TlX, ¥4I v Is~y 7 = NIICHIGT Ho—7
VAFFERRELET,

1 -

ZOHITIE, ACL101 BE AT v I7lie~y Fdynl IZEIV Y TonEdT, v~ v 7O —7r
Y AFEFIT 10 TT,

crypto dynamic-map dynl 10 match address 101

TDEAFI v IRy I LT, FOIKEVI TV A7 3 —5 By MEZIZIKE2 7
BR—FNLEHFATLE0ERELET, BEO N T A7 r—Lty FERTTrR—F L%
TIAFV T ANAE EESDTTAFT VT 4 DLONREHEA) FEELET, IKEBvl 87 A7 4 —
LAYy FEFIZIKE 7o R—P s Ciza~y REfH LTS EEN,

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev1 transform-set transform-set-namel ,
(transform-set-name2, ..transform-set-name91

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name?2, ... proposal-namell]

dynamic-map-name TIL, MFOX A F I v /S~y T2 BRT S~y 7 = b D4
AIZ$EE LE T, dynamic-seqg-num TlX, ¥ AT I v IWE~y 7 = NUICRHET 52—

VARG ERE LET, transform-set-name |%, {ERETLIIEHETH N T AT — Ly B
DA HITY, proposal-name TiL, IKEV2 ® IPsec 7' 2R —Y /L DOL4HI%E 1 DL EFEELET,

1 :

IKEvl DFEDOZOFTIE, FT7 74 v 7N ACL101IZ—FKL7-E &2, SAE, EDRT v
AT =Ly hBRETDRN T VAT F—h Ty MI—ETLH0MZE > T, mysetl (GF1 7
FTAZFVT 1) Emyse2 (BE27T7A4FVT4) OONTrZEHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

(EE) Z7u—2V T4 784 MEEZENZT D551, XA T Iy s vy T =Y
DSATATEALERHELET,
crypto dynamic-map dynamic-map-name dynamic-seq-num set security-association lifetime { seconds
number | kilobytes {number | unlimited} }
dynamic-map-name TlE, BEFOX A T I v /e~y 72 2RBT A E~vy 7 = N D4
A& LET, dynamic-seqg-num TlE, AT I v I E~y 7 = M UICHIST D3 —7
VAFZ G ERELET, MHERITMESNTT —ZITESWTHW DT A 7 2 A LERET
TETS tf:b T—HFEETA T HA LT A M VPN ICOA@EH S, VE—F T2 &
A VPN I3 S E A,

1
ZOBEITIE, XA F vy 7 VT b~ dynl DIRERL T A 7 X A L% 10 ~ 2700 Fb (45
43) WHENELET, NI 74 v 7 EITAT7HA LIERINERA,
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B+ rv—51 rnsnozn

ATy T4

ATy TH

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

() IPsec NI DX AF I v 7B E~< o A2t L TH LU SA & #ixk34 5 L X |2 PFS # 3
KT D, F2iE IPsec BT NHEZITEDERIC PFS #E R T O EHRELET,

crypto dynamic-map dynamic-map-name dynamic-seq-num set pfs [ groupl | group?2 | group5 | group7]

dynamic-map-name TlL, BEFOX A F I v /W~y T2 BT o5~y 7 = M) 04
A& E LE T, dynamic-seqg-num TliX, ¥ AT I v /s~y = NUICkHET 53—
YAFGEEELET,

1 -

crypto dynamic-map dynl 10 set pfs group5

AT v 72V T~y T ¥y baeRET 47 JUT N~y ky MTBIMLET,

IAFIv I =y T 22T L7V N~y E, 6327V 7 b~y vy bOFTTIA
FIVT7 4 = M) EFRIKR (=T AEFEFHER) ITEHEL TSN,

crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name

map-name TlL, K55~ v 7y NOARIZIRE LE T, dynamic-map-name TiL, BEfFD X A
FTIvIWE~Yy T ESRT LT~y 7 = M) OAHTIZfRE L ET,

1

crypto map mymap 200 ipsec-isakmp dynamic dynl

A4 bY—HA FIREDER

W~y 72EH L CEROIKEVI BT 2ERTH &, MEMER-EL 2R TExET, 2
Day74F¥alb—y g 030 A4 MY —H A b VPN IER] T, Z DOEEIX. IKEV2 TidH
A= bhINEEA,

HHETHRWT S L ASAIL, BiE~ v FIZBEEMIT LN TV DROET ~O ko RV &
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ipsec VPN 022 ]

IPsec VPN 0) &8

IPsec O 74 Xal— a3 DRE

IIBIE, IPsec 27 4 Fab—ra NI TAEREEZRTHLEDICV I NAVERITL
FaArTHFARNE-RTANTE L2~ FTT,

F1:lPseca> T4 Xa2L—>aVERERTT HHNDITUFR

show running-configuration crypto IPsec. 7 VT h~vF. XA FIvr 20T
F~v 7 ISAKMP 2 &, W53 7 ¥
L—varEfREFRRLET,

show running-config crypto ipsec IPseca> 7 4 Fal—T g B2RERRLE
TO

show running-config crypto isakmp ISAKMP = 7 ¥ a b —3i g V2R EFETR
l/ \i ‘a’_‘o

show running-config crypto map IV h~wy T ar7 4 Xal— g 8K
R RLET,

show running-config crypto dynamic-map BEAFIv I IV T v~y TDar7 ¥

I/F“:/El ‘/%%ZT—\‘ L/jz—a—o

show all crypto map TARTOALr T4 FXal—ar RNTA—HF
(T 7 4V MEEFRFORT A= L ET) &

FrLET,
show crypto ikev2 sa detail i S LR E R T Suite-B 7T U X A

R—heFRLET,

show crypto ipsec sa VT NEREFTALT TR ANE—RT
@ Suite-B 7 /LI J XA YR — B L OVESPV3
IPsec tH &R R LET,

show ipsec stats TNV ERIFIATF TR AR E—RT

DIPsec 7 ¥ AT MBI B A TR L%
. ESPV3 #tAMEHIE, %15 L7z TFC /87 v
B LU RE LR 72 ICMP — 7 — (2%
FENET,
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reload =~ > RZFEH LT, ASAZ U7 —FLFET, reload-wait 2~ > REZFHTET 5 L, reload
quick =~ > RZfH L T reload-wait 7% & Z ) TE £J°, reload 2~ N & reload-wait
a2 RIEFHE EXEC E— RCHEHATE ET, EH 0108 isakmp 'L 7 ¢ v 7 AIfHT £8
Ho

FIE

TRTCOT 7T 47 by a NEEICK T T 201> TASA &) 7— N OHREL
F—=T T DI, ROV A FY— ﬁ%%&Xﬁ%//ﬁwitivw%:/T%XF%~
RTETLET,

crypto isakmp reload-wait

B -

hostname (config) # crypto isakmp reload-wait

EGRRORBICETIZESET S

UE— K 77 AR LAN-to-LAN O v a N RNay 74 538BICT, ESFIFEFLH0N
HVET, 2L ziE ASADYV Yy NEOUUCERIFV T —F, By ary TA KV EALT
U b, KB OEE, EFEEIC L DEIETT,

ASA T, (LAN-to-LAN 2> 7 4 Fal—iarEHIE VPN IS4 7 D) BES -
TR LT, By va UDNEERERSNDERNCEA TEET, 77— bEZELZET E
72137 747 M, TOHAZEFILLTAXRY N g VEREIR Yy TT v 7 XL CERR
LET, ZOWRRIZT 74V N TEREMICRES N TWET,

BREXINTZ7 TAT L M ETIZEROLDONREENET,
T T — IR AR—T NN TWnbeXa VT4 TTIA4AT A
*Cisco VPNClient D95, NX—=T a3 40 LUEDO Y 7 b7 #FTLTHDHHD (2
T4 X a L — g VIR

IPsec 57 ~DOYIHHE@EI % A 31— 7 /WIZT 5IZ1X. erypto isakmp disconnect-notify ==~ > N %
VUTNEREINT 2 TR AN E—RTASLET,
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—FDar T 4 Fab—ra UERT, %O SAERI=— ML TWAEEETEITRY
FT, ILWRELZTZEDBIZANCT 2121, BEfFOSA%Z 27 V7 LT, BHEED=a T 4

Fa2l—a TSAEZHMLLET, ASANT 7T 4 71T IPsec b7 7 4 v 7 ZULERLL T\
HEEIE, SAT—HR=2ADHL, a7 4 Xal—a VERORELZITHMNTETE
VT LET, SAT—HR—REZEEI7 VT T D501, KEBAREEDOLAC, ASA 3L
HLTWSIPsec 77 4 v 7 BWNVDIRWGEAIZRET D LI LT EEN,

WROFIRTa~vr REANTHE, Yo NAERIIVLTF 20T F X F F— R T IPsec SA
VT LCEHAMET A R TEET,

%+ 2:1PsecSADY ) 7TH L UBMHILADa<T UK

clear configure crypto IPsec, 7 VT b~y XA FIvr 707
F~w 7 ISAKMP 72 & Wi5ar 7 ¥ =
L—a UREREHIBRLET,

clear configure crypto ca trustpoint TRTONTAIRA > FEHIERLET,

clear configure crypto dynamic-map FRCOIAFI 7 2 YT oo T EER
LET, EDKATFTIv I 7T v~
ZHIRCTE D ¥ —TU—RKbdb Y £7,

clear configure crypto map TRCTO7 YV TS~y TEHIBRLET, HE
DIVTh vy TZHRTELF—V—Fb
HYET,

clear configure crypto isakmp ISAKMP = > 7 4 ¥ = L—3 3 U 2K & Y%
LET,

clear configure crypto isakmp policy T_TOISAKMP R Y > —F 7213 EDRY
T—aHIBRLET,

clear crypto isakmp sa ISAKMP SA 7 — % N— 2 &K &HIBR L £,

EEXyJaArvIJ4Xxal—3a>ny )7

clear configure crypto =~ > NiZ|%, IPsec, W5~/ ¥ A4 FIv /s~y 7, CA M7
ARKRA YR, TRTCOFEHE, GEA#E~y 7 a7 Falb— 3 ISAKMP 72 &
AT A F¥ 2 b= a VOBREHIBRTE D51 BN EENET,

51# % 8 E L 72\ T clear configure crypto =~ > R&Z AT 5L, BEEar7 4 Xalb—v 3
VARER (TRTOBIMEDLEL) PHIFREND Z EIZEELTIEEN,

FEMIZ DWW TIE,  [Cisco ASA Series Command Reference] @ clear configure crypto =2~ > K%
ZHLTLLZE0,
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