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N a T v T 7L — RTEET,
« A3 K EtherChannel & 7734 A @ — /L EtherChannel D 27 4 F 2 L —3/ 3 L 1 AN
KL TAAL T HBWUNIRE L F

> K EtherChannel & 77734 A 1 — 7 /L EtherChannel

j—o
7 AK 2= k A3 K EtherChannel (7 A% D4 _T

o 2/ K EtherChannel : 7 7
DA UINZIRND) OFEE, BEDOA v H—T 2 A ABRFEEEINTAL vTF EOH
—® EtherChannel £ 720V F3, £A L X —T 2 A ANAAL v TF LRI LT ¥R 7

I—THNICH D LR LTI,
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Switch

RIGHT

VLAN 101 | | Spanned Data Ifc
pori-ch1 | | port-chi ki

N

i

s 7 /34 A 1—7 )L EtherChannel : 77 7 A% ==~ |~ 7 /31 A 1 —J1 /L EtherChannel

(7 Z A& WY > 7 FICERE & 72 BtherChannel b ZAUZE ENET) 1L, FhE

AUIMAZ U 7= EtherChannel & L CAA v F ETHREL T ZEW, AL vF ETHED
7 AH = b EtherChannel # A L T 1 D® EtherChannel & L2V TL 72 &0,
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B /sx5v9 50 k50 ehipem

Switch Switch
RIGHT e
VLAN 101| | Cluster Control Link Cluster Control Link
port-ch1 port-chi ASAT port-chi
T /\ ten0/6 /\ ten0/6

{Uj lu) ten0/7
T

port-ch2 port-ch1
/\ ten0/6
() (] tenor7
LT
rt-ch3 ort-ch1
PR || I tenois ASAS
{ ) { ] tenos7
NS NS

: f-ch

PO | PO enor

[ ) [ ] ten0r7
W

YA RIS RE) VYT
YA M7 TAZ Y o ZIZO0TIE, ROHA RTA 2B TIZEN,

« 7T AZHHY 7 DIIEN . T B Yy TR (RTT) 20 ms A Cdo 5 MHENR &
D ET,

« 7 T AZHHAY 7% NEFORELAT y FO Fuy TR RWEEEDOE W E D TH S
VERHY £, oz Y 7 2 EHT20ERHY £,

OB ERE LRWTL S, BV A b7 T AL A L \TIT & 57 K
TEEEA

« 7T AZDREIETIT, BEHEHHOEEOY A FTAUABRKFISNEEA, Lieho
T, FFEDERUI AT DA DO 0 — AR EEDOY A MIELZRLDHERHY £4, Zhix
BESNTWDEETT,

e NI UART LU hET— ROGAE., WEIL—X EANEN—2 DTN T A X ZEET
HE (AKA /) —AV o 2FEAN) | WHFONEAL—F BRI CMACT RLAx&dG 1L, Wl
DOHNFN—F BRI CMACT RLVRAEZIEETAHLENHVET, YA M1 DT TAE A
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1528005 54 k54 v enmsE

ISP A R2ORA U NITERETRET D & X, FEHEMACT FLUREHERE SN ET, MAC
T RUVARHA N1 ONL—F LR U THLIGAIZOHR, N7y NMIA 20— ZI2F]
%Liﬁ—o

N7 U AXRT L b= ROGE, NEry NT—V MO 7 7 A VRIZEY A hOT—4
Fv hNT—=0 L= b V—FWZ7 TAZ ERETDE (AKA A —A Tz A B
fHA) . &7 — b7 =A L—%L, HSRP 72 £ ® First Hop Redundancy Protocol (FHRP)
ZHEAL T, &Y FTRICEIEIP BLORMAC 7 FLADsELEERIELE, T—#
VLAN (X, A——L A FT 2 RAKR— ML (OTV) EEFEEO O LT
A4 MeERiZblzoTIRRESnET, v— IV F— b T2 V—F5BTDKNTT 4 v 7N
DCIFRH THLO Y A MIEEINRNWE DT DL, T4 NVZZERT 20 E R H Y F
To T—hU A L—FR1ODY A N CTEEERRIZRSTHE, VT 740 v 7 BIEFIC
DT A FOF— " oA B TED LT AN FEHIRT HHLERH D T,

A s3> K EtherChannel Z{if L7z/V—7 v K E— KTlX, VA FEHEDPMACT KL A%
HELET, OTVEIFFRKO LD EFEH L TH A MRIZT —#% VLAN 23R L £ 7,
I —/N)VMACT RUVRSETD 8T 7 ¢ v 7 HDCLFRH T O A MIEE SRV X
INCTDITIE, T ANFEERT HDHERHY 3, 7T AXN1 OO A b CTEIERFE
WZholela. NI 7 4 v I BIEFIHMOY A O T AL 2=y NMIEFETZ S L5
T4 NEEEIRTDVLENH Y ET, XA T I v I A—T 47, VA M7 TR EZR
JERE AL DT 7 —A L Ry T —2 L LTHEETZHAIITR—FEShEdA,

ZOMDHA K514

o RuxH7p hAR e DEENREAT HHE (EtherChannel A o % — 7 = A ZADIBIE 72 1XHIR.

Firepower4100/9300 > v —3 ETOA v X —T = A4 AETNIAA v T OHFEE T2 1T S
{b. VSS F721E vPC Z IR T B 72O DBINAAL » T OB E) | ~VA F = v 7 FiE
MW VA =T 2 A ADA L E—T 2 A T=L ) TN TEHERH Y %
T, MARYOEENETLTC, 274 Xal—aBERTRTCO2=y MNIFEB
INeb, "R TFxy VR EFEAR—T VT TEET,

c2=y NEMFOV FAZIZEMLIZEER, 2=y M2 Ur— RLEEE i, R

2y FREMZR 7y M Ry 7RRALET, ZHETFEERBY oEifETT, BE
WCEoTlE, Fey 7 &Nk ry MRRKRTERNS AN 7352030 ET, 2L x
X, FTP 5D FIN/ACK /X7 v b8 Ry 7&Ens &, FIP 7 947 v RNV T LE
T, ZOGEIE. FTP #i 2 BT 20BN H D £,

+ A% R EtherChannel A > % — 7 = A AZHEH S 4172 Windows 2003 Server Z £ H L T\
L6, syslog h—/"AR— IR F T U LIz & ZTH— "B ICMP =7 — A w2 — 2 & il
LAgWnWe, ZHEOICMP A v —U NI T AFICEEENDLZ &RV ET, 20k
AyvE—=VIZXY, 77 RAFZO—HO2=y NTCCPUMHENEI RV, XT—v>
ANCHBETHAREERH Y T, IMP =7 — A v —UZMET52 L2 HRLET,

s EMZF/-H 5728, VSS F7-1% vPC |Z EtherChannel Z#5ft 45 Z & ZHBE L £,

e ¥ —YNTII, AZ L RT7uay TF— ROy —> X2 )T 4 TEoa— V%7
FAF L, O X2 T 4 FED 2N EFTTHILEFTEERA, 7 TAXRNITT
RTCOEF2VT 4 T2 NEEDAR3LERBLY £,
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95 RB ) U DERE Firepower 4100/9300 3 ¥ —3

FI4I bk

¢« I FGRABZDAIVAF = FTHEBEIZ, T 7 4V R TA R—T TR0 . A—L RERIZ 3
T, F7HNLEFTIE, T R_RTCDOA L E—T 2 A ATA UV EZ—Fy h ~JILAE=HZ Y
TNA X—T N> THET,

« BB BUE. T 7 AL P TIRENC R TWET, BB MEANCLIESED. T
7 x /v b ORGSR 5 BT,

s R LT=7 ARG 7 DY T AKX HEIFEFESHKERRIZ. S 0B ICERIRIZCRITS
HEIICHEEEINTNET,

KL T = A E—T oA ADT T AZ HEIEMAAOEEIL. 55K L. 2ICREEN
TR CTAFF T3 mEITEND LR ESNTWVET,

«HTTP 77 4 v 7%, SEEOERL 7V 7r—3 9 ViBIENRT 74/ N TEII/R - T
WET,

9 S5 RB1) 2T DT Firepower 4100/9300 < v —

FXO0S :

25 A 4%, Firepower4100/9300 3 v — 3 A — S F B HLICEB CTX $9, 33 TOH)
R ENS 2=y MCHBIBICAR SN ET, 2oy arTid, 740 DT —F A b
Ty TRIEE ASA TFEITTEH AT a DO AZ~A RTHOWTIHLET, £7/-. ASA
WIND T T AL A N—%FBT 5 HIECOWTHMBHLET, 7 T7AX A= v %
Firepower4100/9300 & % — 725 HEILCE 97, FEMIZ OV TIE, Firepower4100/9300 ¥ v —
VO aT NVESELTITEEN,

FIE
ATvF1 FXOS : ASA 7 7 AZ DB (24 _—7)
RARTFYT2 ASA: 77 AT U4 — /L ET—REIUTHFAN T—FOLEHE (353—)
ATYT3 ASA: T—F A L HF—T A ADFHE (35 3—)
ATFYTld ASA: VT AAREDH AT~ A X (38 2—)
ATV TS ASA: 7T AKX ALUNOEH (51 2—Y)
ASA U S RZMIEM

B Firepower 9300 > v — > % ¥ —L NI FAX L L GEMTAHZ b, EH O v —
By —VE TAZ ) U TIEBMT AL TEET, Yy —L M TAFX Y TR, &
V=V ERILZIICHELET, 1 00Ty =T TAXEBIMLIEL, ROV ¥ —UIZIEIE
FRIUEREEZASLET,
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asa s 525206k

ASA 7 5 X2 DYERL

\}

7 F AH %, Firepower4100/9300 3 v — 3 A— 33, I LHHEIZEETE 9, 7 XTOH]
WRENH =y MZHEICAER SN ET,

VY=Y TAE ) T TIE, BV —VEAICRELET, BAZESITTEHZDIC,
1 OOV =T TAXEEANL, TD%, RODY ¥ —TNHIROY ¥ —NZ7— hA b
Sy ar74Xal—varEar’—TxET,

EFEV 2= ARA AR ENTWRWEATH, Firepower 9300 v — D 3 DF X TDE
Va— N Auy NCIITRAZY T ERMITLIMERHY £3, 32T XTOEY 22—V %
WELTWRWE, 77221 3EELEEA,

“NTF AT HRA LT FORE, BANSTHET NS AZEA L T, ASAT 7 r— s
YTORNATF AT HRADN T R AT OLERH Y T,

ASAZ RTGUART LY N 77 AT 94 —)LE— RICEFT A2, FIHBEA%52T L. ASA
CLINTZ 7 A7 U4—/VE—REEHLET,

7T AR EBANT 5L Firepower 4100/9300 ¥ ¥ —3 A—/SRA PRKRDT— AT v
VT4 FX 2L =V arTEASAT T IA TV AERELEY, 7= AT v T a7
X2l —rarO—f (KFEOTFARNTRINTWDLESY) 1, BB LEIZG L TASA
MHEHETEET,

interface Port-channel48

description Clustering Interface
cluster group <service type name>

key <secret>

local-unit unit-<chassis#-module#>

cluster-interface port-channeld4d8 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>

health-check holdtime 3

health-check data-interface auto-rejoin 3 5 2

health-check cluster-interface auto-rejoin unlimited 5 1

enable

ip local pool cluster ipv4_pool <ip address>-<ip address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_ address> <mask> cluster-pool cluster_ ipv4 pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

G¥)

local-unit 1%, 7 7 AHX U 728 LT B DAERTE E7,
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B rsaoszs06m

1R BHHEIIZ

ERERT N RMERT BT SV r—va A A—T% Ciscocom H AU a— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

s ROEHERBELET,
AL —T A AID, IPT RLA, BIO%y hU—7 = X7
oS —hTxAIPT7T KL R

FIE

ATFYT1 A —T oA ABRELET,
a) 7 I7AXERBTLRENC, 1 2ULDT—% %A T DA 2 —7 = A AF 721X EtherChannel
(R—=PFF ¥R EBREEND) ZBMLET,

VXY=V TAZY) TR, TRTOT—F A =T 24 AN 1 DL ED A R—
A H—T =2 A AEFFO A3 K EtherChannel THAIMLERH D £, £ ¥ —TIZRLT
EtherChannel ZiBI L £¥, AA vF LT, TRXTDI TFAZ A=y MiPDH AL /N—A
X —7 x4 A% 1 D@ EtherChannel ~:FEGLET, V¥ —M 7 T7AZY 7D
EtherChannel |IZ DWW COFERMIX, 7 TAX VT A KT » EHIRFE (19 2—)
EZBLTLEI N,

FITFIETIE, TRTDOA U Z =T oA ANT TAFZED LY TOHRET, Y v—M
75 AR Y 7 CliL, EtherChannel DANE O ¥ THNET, DA o H—T A AKX A
THEEVLBTCEHZLIITEERA, BARBICHL I TAZIIT—H A HZ—T A A%EBN
TEET,

b) EFEX AT DA X —T x4 AF 7L EtherChannel %81 L F 7,

A S =T 2 ADPRETT, ZOBHA =T XL, v —VOEHDRIZ
HHEND VY — VA V4 —T oA ALF LTS Y A (FXOS TiH, v —
BHA X —T = A AL MGMT, management0 D L 5 724 CERINET) ,

V=M TAZ Y TS, Hvr— VIR UEBEA VX —T oA AEBMLE
7,

) VX —VMZTAZY T T, R—=F FX¥RNVABIZA L N— A F—T = A ZA%BH
L., Z7AZGY 27 & LTEMLET,

VX —IWNITFGABV L TDAN—= A F =T = A BIMLRNTLES N, AV
N=%BMT DL, V¥ —VEIDOIFAEZRY Yy —VETHD LR L, FlZIEA S
R Etherchannel DA Z A TE 5 X 912720 £,

FEUX VIR AU AN, U H—T 2 A AEBIMLET, 7T ALY 71k, & v —
DT NA A1 —71 )V BtherChannel T3, 7 /34 A Z L2 AA » F TR0 EtherChannel
PEAHLET, v —M2 T AH Y 7O EtherChannel (ZDOW COFEMIL, 7T A X
YT HARTA L EFIRER (19 —) 2L TLEIN,
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ATYT2 ¥X2UTF 40—t R EF— FEBEBLET,

ATvT3

scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

FIIN DA A= NR—V g U EBRELET,
a) HAEERA A—VEFRLET, BHTAIN—Va L FEEATLET,

show app
£l

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is

Default App

asa 9.9.1 cisco
asa 9.10.1 cisco
ftd 6.2.3 cisco

Native Application No
Native Application Yes
Native Application Yes

b) #HEA A==V g SCHRELET,

scope app asa application_version

51 -

Firepower /ssa # scope asa ftd 9.10.1

Firepower /ssa/app #

Q) TONR—=VarETFTIHNMMNELTRELET,

set-default
1 -

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) #T L Tssa®— F&BBLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

1 :

Firepower /ssa # scope app asa 9.12.1
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ATvT4

ATy TH
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Firepower /ssa/app # set-default
Firepower /ssa/app* # exit
Firepower /ssa* #

77 AL R L ET,

enter logical-device device name asa slots clustered

« device_name : Firepower4100/9300 3/ ¥ — 3 ZA—/SNA BN F2AZ ) o ZHBRELTA v
=T A AEFNVYTHEODIHEHLEST, 204N, EX=2V T 42— LiRiE
THEAESND I TAZLTIEDY /A, EENN—RT 2T A A =L LT T
B, 30D EF2YT 4 B2 — LT RTCERETILEND D F7°,

e Ay MV =V BV a— )V ET T AXITEIY Y TET, Firepower4100 DAL, 1%
8 E LE T, Firepower 9300 DAL, 1. 2. 32EELET, EVa— NS A h—
LENTW2WEEATY, Firepower 9300 ¥ ¥ —3 D 3 DT _XTHOEY 2 —/L Ay T
IITABN T ERINCT HDMERNHY T, 30T XRTOEY 2 —/LEFHEL TR
L. I ITAFIIHELERA,

51

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

JFGAR T—=hANT T NT A= ERELET,

INHOREIT. PIHEARN, £33 7 4R U AANY T, @Eo@EHTIE, BT
TV — a3 CCLIREDIFLEAEDEELEETXE T,

) VIAX T—hANT T AT V=l FEERLET,
enter cluster-bootstrap

51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) 7T AXHEY > OHIE T 7 4 v 7 OFBFEXF—ZHE LT T,
set key
i -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWMEZANTDHE I ITKROONET,

HWEIL, 1 ~633LFD ASCIH LFH| T, WHMEIX, *—2ERTH72DICH S
NET, 2047y aid, T—HRANTT v 7 @ERIRET v 7T — R S
D87 RIRE) T EBLERA, T—H A N T T 4w 7F FIZZ VT TFA b
ELTHEEINET,
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©)

d)

asa s 525206k

JIAB A H—T 2 AET—REXRELET,

set mode spanned-etherchannel

A /X2 R EtherChannel € — KX, #8HR— I TWHHE—DE— N TT,
i

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT 4 B2 NBREDT TAY IN—TZEHELET,
set service-type cluster name

ZHE 1 ~ 38 30520 ASCIL LFHITh 5 Z & NLETT,

{1

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

BHIPT NLABEHRERELET,

ZOEHRIT, X2V T 4 BV 2 VRETEHS V=T = ARET DO

SNET,

1. 2—HVIPT RLADT—NLEZRELET, ZOT RLAD1DO0N, ZOA 2 H—
Tz ARICEKE T TAZ 2=y MZEID S ToENnET,

set ipv4 pool start_ip end ip

set ipv6 pool start ip end ip

HKIETH, 7 I7AZNOa2=y MEERILEDT RLARGEND L HICLTLES
VY, Firepower 9300 DIGE., T X TCOET 2— /L Ay MR ESTWRNE LT,
V=V L3 ODT RLAEEDDIMLERH D Z LITHEBELTLIEE N, 7T X
ZHEPBET DT EOHEX, 7 FLRAEZEPLLET, BUEO~YAZ —a=y MIET
HRABIPT RLA (AL VT AXIPT FLALIEEND) X, ZOF— 1D
TIEH Y FHAL, T, ALRY FT—=ZDIPT RLAD 1 DB ALV 7T AKX P
T RUVAMICHEREL TLSESW, IPvAT7T KL A EIPv6 T KL X (EHL0—FHH])
EHEHTEET,

BHA LA =T 2 A ADAAL LT TAXIPT FLAEZRELET,

set virtual ipv4 ip_address mask mask

set virtual ipvé ip_address prefix-length prefix

IDIPTRLAIL, VTAF T—= VT RLVRALEILFRYy hU—7 RICHFEELTWD
B H D FT2, TG ENTH TR D FHA,

Xy NIV—=7 F—hUxAf 7T RLAZANLET,
set ipv4 gateway ip address
set ipv6 gateway ip address
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1 :

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

#
#
#
# set ipv6 pool 2001:DB8::11

) VIAX T—FARNT T E—REKTLET,

exit
1 -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BHT— MR T v IR A=FERELET,

IHHDOREIL. VIHIEAER, £33V AZ VAR AT, @E0OEA T, BT
TV —2 g3 CCLIREDIZFEAEDHEALERTE T,

a) BHT—FRALNT T A7V FEAEKRLET,
enter mgmt-bootstrap asa

51 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin & ZH5E L £,
create bootstrap-key-secret PASSWORD
set value
fED AT : password
EDOWMERE : password
exit
15'] .

HHRREIN TS ASAGHE 2 — W13/ A U — ROEIERHIASY B E3, FXOST 27 &
AMTELES, BHE2—YP 2TV —ReER-L X2y FTXET,
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ATy 17

ATvT8

ATy

asa v 5252068 [

1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

c) BHYV—MAINI v T E—FREKTLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERFLET,

commit-buffer

oy —ViE, MELLY 7 by T A=V arEFyra—RL, TV S—var A AR
VAT = hARNT O TEREEERA LV H T A AREE T v 2T HIET, BT NS
2% EHANLE£7, show app-instance =~ FZfEH L T, BMADRT —FZ A %R L £ 7T,
[Admin State] % [Enabled] G, [Oper State] 73 [Online] D¥&, 7V r—ra v AV AX R
EFEITHTHY, HHTEDREBICRS>TWET,

1

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

7T ABIHNOY ¥ = ZBINT AT, ZOFEEBED IR L ET0, [EAD chassis-id %
RETDHMLENHY £, FRUNOBEEIT. MO v— TRIUFREEHHLET,

A —T 2 A AL T A F2b—arPBH LT ry—T ERIUTHDLI AR LET,
FXOS v % —VBELZTZ IV AR—IBIOAVFR—FL, 2O 22 EKFHITTHLENT
F7,

YAZ— 2=y FASAIZHRRE LT, VT RAZ Y U ITREENAZ A ALET,
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il

Vy—U 1

scope
scop
en

en

en

en

en

ex
exit
commit

scope

enter logical-device ASAl asa "1,2,3" clustered

en

eth-uplink

e fabric a

ter port-channel 1

set port-type data

enable

enter member-port Ethernetl/1
exit

enter member-port Ethernetl/2
exit

exit

ter port-channel 2

set port-type data

enable

enter member-port Ethernetl/3
exit

enter member-port Ethernetl/4
exit

exit

ter port-channel 3

set port-type data

enable

enter member-port Ethernetl/5
exit

enter member-port Ethernetl/6
exit

exit

ter port-channel 4

set port-type mgmt

enable

enter member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

ter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

it

-buffer
ssa
ter cluster-bootstrap

set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
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exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

VY —v 2

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
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Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HISRAE AINDEM
ASA 7T AX AU BBMELIIBES 2 F7,

N

GE)  ZoFEZ, vr—roBEMERTERICOZEHSNET, 772X ) 7R TITAEC
725 T 5 Firepower 9300 |ZE Y = — /L& BN E 2 IX@EBRT 556, €YV 2 — /WZAEBINIZE
MEivET,

1R BHHIIZ

BEFD Y TAXIZ, ZOHFHLWA L ANHOEERIP T RLAT—VNTHL72IPT KL A
DED B THNATNDEIICLTLEEIN, ZNUANDLEIL. ZOH LW A L \EBI
THENC, B ¥ —Y LOBED I FAH T— A NT v TREARET DVLENH Y £
T, ZOEFIZLVFHIT A ANHEHLET,

AU EB—T A ADEEIL, LWy —YTORELF UL THALAMLERH D £, FXOS
VY —UREZTI AR = FBLIOA AL, ZOTREREEHICTLHILNTE
7,

eI F ALTXARNE—RTIE, BHDI TAZ ALUIRODASAT 7V r— 9 TwL

FarTHFANT=READCLES, BMOI TR A NEvVF aryTxHA R
T FREZ HERISHA L 7,

FIE

ATy 1 [OK] &2V v7 LET,

ATV T2 7T AZIIHNDY ¥ — & BINTE5E1E, ASA 7 7 A X OERK (253—) OFIEEZ#EY
RLUET2, —ED chassis-id ZRTETHALENHY £, TRUNOHEARIT. LY v —
VIZR U EEFA L ET,
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ASA: J7AT794—)LE—FEAVTHFR L E—FOERE .

ASA: D747 94— ILE—FEOQAVTEXFRMNE—FDZLERE

F 74/ T, FXOS V% —i3n—7 v REFRII N T VAT LU N 77 AT U4 —/b
EF— R, BV a TR AN E—RTIZIRAXZEZREBLET,

e 77 AT VA=)V E— FOERE  BARICE— FN2EET LT, vAF¥— 2=y [T
E—REAELET, T—NI—HEHTHL2CF_RTCOALV—T 2=y N THBEIIZET
ENFET, EBHRLTLKEIN, 7747 U4 —/LE—FROFRETNT I TFANE—
FCiE, a7 AN LT 74T U4V E— RERELET,

cvAF AT HFA D B RICEE D BEZICYATF 20T F R b B RICEET 51
I, v AF— 2=y FOT—FEERELEY, ZHUSLY, §XTHORAL—=T 2=y |
DFE—FIZ—HTHLIOICHBICEFESNE T, v/ F arTxF 2 b F— FOARME
ESIL TSN,

ASA: T—R A28 —D A4 RADEFE

COFNETIE, FXOSIZZ T AXZZRBALIZE X7 T AXZIZE DY TCoNEET—X 4~
H—T o2 f ADFERIINRTA—FERELET, Yy —VHEIZTRAZ) TOGEE, T—X
A B =T 2 A ANLEIZ A% K EtherChannel f % —7 = A AT,

)

GE  BEA LI — T AL, FTASEEB UL XICERRESHE L, ASA TEHEA
B—T 2 A ANRGA—FEEETHIELTEETH, ZOFERFT—F A F—T=A X
CHEAE S TCONET, BHA 25— T o f AL, RS R A V5 =7 o A LRI,
BADA 5 —T = f ATF, FEMICONTIE, TEEA LS —T =22 (6°—D) | &
ZRLTLIIZEN,

4RO HREIIC

AT AT HRA N ET—ROEEIE, ZOFIEE VAT AFATAN—ZATHBLET,
FIEVAT L AT 4 FXalb—ay E— NICA>TWRWEEAIL, changeto system =
Y REANLET,

c hTURARXT LU BT—ROEAIE, TV Y I—TERELET,

e ¥ —U I T AKZ Y LTI AR REtherChannel Z {5 L CWASE., 79 AXZ Y 7

NERIZHDNIIDET, R—=bFF ¥R A o Z—T A AFE L EHA, OB
K0, VIR DT VT 4T TIEERVW2=y NI RN T 7 4 v I BERIEINDONRERINE
j—o

FIE

ATFYT1 A X —Tx2A4AAIDHFEELET

Firepower 4100/9300 &+ —> D ASA 2 524 |}


asa-96-general-config_chapter6.pdf#nameddest=unique_55
asa-96-general-config_chapter7.pdf#nameddest=unique_295

Firepower 4100/9300 > ¥ —> O ASA ¥ 524 |

B ash: 55 125—Tzqzo8E

ATy T2

ATy T3

ATy T4

ATy TH

interface id

DI TARIZEID B TENTNAAS L E—T 2 ADFX0ST ¥ —T 2B LT FE,
A2 =T x4 AIDITIE, ROLDORHY £,

* port-channel integer

* ethernet slot/port

1

ciscoasa (config)# interface port-channel 1

Ao B =T 2 Al A F—TNIZLET,

no shutdown

(FFvay) oA EZ—T 2 A A FPITVLAN BT A v 2 —T =4 ZAEFRT 5 FEDS
B, ZORFRTERLET,

1 -

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

COFIEOEY OFWSIE, VT A =T = AT S ET,

(wVF arvTHFAFE—NR) A F—T2A A5 THRANMIEOYTTMLS, arT
FARMIEHEL, A Z—T A A ET— RZBRHBLET,

&1

ciscoasa(config) # context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

2NANF AVTFRARNET—ROBEAIT, A X —T A A AT 4 X2 — 3 DD DE
SEE L THFA NN TITONET,

AR —T A ZADLFTEIEELET,

nameif name

51

ciscoasa(config-if)# nameif inside

name |3 K A8 LFDT F A FLFHITY, RUFL/PLFEEM S EH A, ARTEELET
HITiE, Zoa<wr FTHLWMEZHAD LET,

ATFYT6 77AT T+ —LE—FRIJELT, ROWTNLEZFEITLET,

=T v RE—FR:IPVAT RLALIPV6 7 FLAD—FEFIIMFERELET,
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ATy 717

ATvT8

asa: 7—4 1 va—7x120%% |

(IPv4)
ip address ip_address [mask)

(IPv6)
ipv6 address ipv6-prefix/prefix-length
B

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa (config-if)# ipv6é address 2001:DB8::1001/32

DHCP, PPPoE, X WNIPv6 HERREILT AR — FIvEHA,
¢ hTUANRT LU N E—R A F—T 2 RAETY vV TA—ZED ¥ TET,
bridge-group number

il

ciscoasa(config-if)# bridge-group 1

number L. 1 ~ 100 DK T, TV v IN—TIIEKKAEDA o X —T = A A%
B Y CHZLENTEET, Rl—A X —T A RAEEKDOT ) v T N—F28n 4
HZLIITEEEA, BVIDa L 7 4 X2 b —v g 2P T RLAREENTWA D
CICEBELTLLEEN,

X2 UT 4 LULEBRELET,
security-level number

51

ciscoasa(config-if)# security-level 50

number (21, 0 (B FfL) ~ 100 (Fx Bfr) OB AFRELET,

(=R AR T BENRF Yy T —7 ORRIEZ BT 5 72Dlc, AR R
EtherChannel ® 27 72—/ 3)L MAC 7 RL 2 ZRELET,

mac-address mac_address

* mac_address : MAC7 FL 21X, HHHEAXTHRELEd, HIZ16 By FD 16 #E T,
7= & 21X, MAC 7 K L& 00-0C-F1-42-4C-DE (%, 000C.F142.4CDE & A/) L9, HEIAE
RENTMACT RLALEMT 56, FEITHY HTD MACT FLADERYID 2 3
A4 MIT A2 2 TE £ A,

MAC 7 RV ARTFEHE SN TVDEHE, TOMACT RLAFHIEDO~ A X — 2= MZ
BMEVET, MACT RLAZREL TWRWEAIL, v~ AZ— 2=y NPIEFINZHA.
LA —a=y NIAVF—T =24 AZHLVWMACT RVAZMEHALET, Ttk
0. —ER Ry P U= OEIERFAETAAREERDH Y £,
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VNF A THRARNE—RTE, a0 TFAMNATA o Z—7 o4 AT H551F. MAC
T RLVAOHBEREENCL T, FBHITMACT FLAZHRELRLS TILEIICLET,
FIHA v Z—T =24 ZOBEITE, ZOavr REMHLTMAC T FLAZFEHTHRET D
PENRHDHZ EICERELTLLEEN,

1 -
ciscoasa(config-if)# mac-address 000C.F142.4CDE
RATVTY (V=MD TALZY L T) A N EIZY A MEADOMACT KL A%, V—T v R

EF—FOLAIXIP T FLAZRELET,

mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa (config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

YA FEAEDOIPT FLR L, 70— )VIPT7 FLRALFELS 77Xy b REIZHDAIMERH Y £
T, 2=y bERATEZYA FNEAEDOMACT RLABLRIPT FL AT, o=y hDT—
MAR T T a7 4 FXalb—va B ELEYA FIDIZE-TRRY 9,

— = —] N3
ASA: DS RAZBEDHAZTA R
TIAB R LIZBICT— AN v TREEEFTTHHAESRC, 7 T7AX VT ~LVAE
=2V 7, TCPHEHRERMOEE, “u— Tt )T, BXUOZzothoikE ke s, Bio
F T a v ERETHHAT, YA — 2=y FTITH Z ENTEFET,
ASA U S RADERING A—FDERTE
VAH ==y N DT TAAREE N AT~ A A TEET,

188 BRI
cINTF AT HFAN|T-RTE, vAS— 2=y N EOV AT AFATAN—ATROF
EAZFTLET, 2 TFARNLYRAT LAFLTAR—=RZY D 2 HI21%, changeto
system 2=~ RE AN LET,
* local-unit name B X ONZFDMDEE DO AT 3 1F, FXOS V¥ — Y TOLRETHZ &
MTEFET, £, TNOLOFT v avid, 7 I7AZ ) T EEHICL TODHEEITASA
TOHBEETEET, ZOLD, ROFIHZITEENTHEEA,
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FIE
ATVl ZDa=y MR~ AY— 2=y N THDLZ L 2R LET,
show cluster info
1
asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER
ID 2
Version 9.5(2)
Serial No.: FCH183770GD
CCL IP 127.2.1.2
CCL MAC 0015.¢500.019f
Last join 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE
ID : 4
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.1.3
CCL MAC 0015.¢500.018f
Last join 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE
ID 01
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.1.1
CCL MAC 0015.¢500.017f
Last join 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE
ID : 3
Version 9.5(2)
Serial No.: FCH19057MLO
CCL IP 127.2.2.1
CCL MAC 0015.¢500.020f
Last join 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
MOA=y RRT AL — 2=y FOEGEIT, HEiizk T L, ELWa=y MIERLET,
ASA 22— ~DT 7' A FIEOFEHIZ DUV TiL, Cisco ASA for Firepower 4100 7 A~ 7
AL — K HA K [HFE] £ 721% Cisco ASA for Firepower 9300 7 A v 7 AKX — ks B A R [J55E] &
ZRLTIIEZEN,
ATV T2 VARG 7 A 2 —T 24 ADRKRIZEL=y NEEELET,

mtu cluster bytes

1 -

ciscoasa(config)# mtu cluster 9000
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B o~rzxzzsysssvansmangs

ATvT3

ATvT4

ATy TH

ATvT6

MTU O KB % 9184 /31 MIERE L. /IMEZ 140034 MIRETH I L aBEID LET,

7T A DOFEET— FEia L £7,

cluster group name

(EE) Ab—Ta=y IhbvRAY—a=y b~Dary =Gl E A R—=T M LET,
console-replicate

ZOEREIXT 7 AL N TN EINTWET, ASAIL, FFEDEKA N MR AE LR L
X, Ave—VEEHEa Y MMIHALET, ar YV EREAA =TT HE, A
L —T o=y I bvAZ—a=y MIaryV—L Avb—UREEINDIDOT, F=FN
WBCRDHDIT T FAZD ALY —)L R— K 1 DT L7720 £4,
JIGARY T AR O/ L—A LV ERELET,
trace-level /evel

MBS TRV ERELET,

ecritical : 7 U T 4 L A Xk (ERKE=1)

* warning : 5 (EKE =2)

s informational : {1 <>~ (EKE =3)

edebug : 7N 7 A Xk (HEKE=4)

(EE) LACP DX A F 3 v 7 R— b OESNAN 2 LI L E T,
clacp static-port-priority

—HDAAL v FIFZFATIvI A= T ITAF VT 4P R—F LT Wed, Zoav
Y RIEAAL v FORBEEFEDET, DI, Z0a~vr RiE, 9~3R2DT7 7T 47 ARy
K EtherChannel X ' X—DHR— a2 A X —T M LET, ZOa<wr RefERALRWwE, W
A= ENDEDIEBEDT VT 4T AL NEGEDAR LN, AU NOHTT, ZOa<wy
RaEAR—=T M LTZGE. AX AL AUNIEATEERA, TRXTORAUABT 7T 4
7T,

DANIR EZR )T BXUBHBHEDERTE

COFETIE., 2=y Fe A EZ—T oA ZAD~NVAEF=Z Y VTR ELET,

TexiX, BEHA LV —T oA R L, MWEUSNDA L E—T 2 f ADNVAE=H Y T %
TAE—=TMITHIERNTEET, F—FF ¥RV ID, LT HE—-OYEHEAS > X —T = A
AIDEEFE=HTEET, ~"NAE=H VU TIEIVLAN YT A o Z—T =4 A F721F VNI
RBVIZ2 EOWIEA o H—T 2 A ATIEEITENERA, ZT7AXGEY 0= 7
IRETEETA, 2OV U7 IEFICE=X SN TWET,
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ATy

ATvT2

ATvT3

o~z x=syvossvanassont

FIE

7T AL DREET— FefinLE£d,

cluster group name

JTAL A=y FDONVA F =y VHBRREIRD LI AR~ A X LET,
health-check [holdtime timeout|

holdime %, ==y "X =TT ITA T AT —H A XA v —VOMREEELEYT, FBETE
HHEPHIL 8 ~45F T, T 74N MI 3BT,

2=y hONVAZHERT D720, ASA DY T AH 2= N7 T AZHIEY > 7 Thho =
=y MZHxF—TTI9A4 7 Avb—VEEELET, 2=y FBMRERMANICET 2=y b2
LBX =TT IAT Avt—VEZELRWGERIL, 2OV 2=y MISERRELITT >
FikRE L R & E T,

iSO NARRUER (o237 —% A 2 —7 A ADEN/EIER., ASA. Firepower
4100/9300 > ¥ —, AL v F EDA ¥ —T = 4 ZADOFNME/ESL, VSS F721% vPC
BT D AA v FOEM) Z1TH & EITIE, ~NATF =y Z7EEREE I L, Bk LA
VH—=T 2 A ZADF=HX Y 7 H I L TL &V (no health-check monitor-interface)
FREYOEFENET LT, 274 FXal—ra BERATXRCO2=y MRS
O, A F v VBB EREA X —TNICTEET,

1

ciscoasa(cfg-cluster)# health-check holdtime 5

A UVHE =T 2 A AT VB =T 2 ANVA F =y 7 2ROE DL LET,
no health-check monitor-interface [interface id | service-application]

AVE=T A ZADNNAF =y 73 VI EEEE=F LET, FEOMBEA 4 —T7 A
ADTXTOYERR— b3, FFEDL = b ETIIREENBEAE LN, o=y h EORT
WEA A —T 2 A ATT 7T 47 R— MR BHIGE, ZO2=y MITZ TRAEZMLHIEREN
F9, ASAM AL NRE T T RAZNLHIRT D FE TORIE, A F—T A ADXALT L, *
D=y NPEISLIFEAHA L NTHDD, TR TAZIIBMLLE S ELTHDEINCE - TR
e ET,

T 74N ETIE, ~ANAF 2y 7T RXTOA o F—T 2 ATA RX—T MR > TNET,
Zoavr RFonBXEHEA LT =7t 2N TEET, &, R
B—T oA AIpE WAHAUNDA B —T 2 A ADNVAE=R Y T T 4 2—TMZT D
ENTEET, SNMAE=X Y UTIEIVLAN T A X —T = A, £7212 VNI X° BVI
RMEDRBA V=T 2 A ATIRFEITEINE YA, Z7TRAFZGHY) 7 DF=FY U TIIRE
TEFEHA, 2OV U 7ITFHITE=F I TWET, service-application 5 E L T, T2 1L —
BTTNVr—varDFE=F) T BT =TI LET,

Ao NARaVER (o237 —% A 2 —7 = A ZADOBN/HIFR, ASA. Firepower
4100/9300 > v —3 ', F721FAAL vF DA B —T = A4 ZADOEMCIAES ., VSS F7-1% vPC
BT DAL v FOEBM) 175 & &L, ~VAF =y 7#%EE (nohealth-check) % %)
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B o~rxz2-5y rssvanERaORE

RTvT4

ATy TH

L, B LIZA VX —T 2 A ADF=HF Y T HENILTLIEEY, MR OEEN
TETLT, a7 4FXalb—va BERTATCO=y MNIE#HIENEZS, ~AVAF =)
KRR A T A R — T I TE E T,

51 -

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

NVAF oy 7 RBGEDOHBHES 7 7 AIRECZRDLIICH AL~ A A LET,

health-check {data-interface | cluster-interface} auto-rejoin [unlimited | auto_rejoin_max)
auto_rejoin_interval auto_rejoin_interval variation

o unlimited : (cluster-interface 5 7 # /L ) FiEESORITRIEZHIR L 5 A,

s auto-rejoin-max : FAE A ORATIEIE % 0~ 65535 OHFHDEIZHE L E T, 0IZHENFHES
Z Wb L £ 9, data-interface 7 7 4+ /L ML 3 T,

s auto_rejoin_interval : FREEFITOMMEZ 2 ~ 60 OFH O HEN CTERLET, T 74V
MEIXS3TY, 7 7 AZ~OFMEEE =y NIRITT 2 RKEFRFFIL, HiZD KK
N5 14,400 IR 5 TWET,

s auto_rejoin_interval variation : FIRZ M EL0EINEERLET, 1 ~3 O T
ARELET Q:EHERL, 2: EATOMBO24%, 3: BERIOMRO347) . 72L& 21X,
bz S 0ICRE L, £0% 2 IIRE LI EIE. RAORITA 5 0tk 2 B HORATHR
10 3% (2x5) | 3EHORITA 20 0% 2x10) 220 EF, T 74/ MElEX, 77 A
BAVE—=T oA ADFEIFL, T—F A F—T = ADHFAHT2 TT,

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

VX —VDNVA F oy JHRERELET,
app-agent heartbeat [ interval ms] [ retry-count number|

e interval ms : ~— B — s ORFRIRIFRE 2 300 ~ 6000 ms OFIFHD 100 OFEEHELT THRE L
F9., 774V M 1000 ms T,

* retry-count number : FHRITDOEIEE 1 ~ 30 OFFADEICRE L £3, T 7 4V hOkfT
[E140% 3 [T
ASA IR A R @ Firepower ¥ ¥ —L & DNy 7 FL—2 52N LTHEETE N E I DET =y
7 LET,
il -

ciscoasa (cfg-cluster)# app-agent heartbeat interval 300
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BEROBAMEs LU 524 TP EROEENEE [

EROBIMBELVI A% TCPERHDEZEDHRTE

ATy T

ATvT2

ATvT3

PO AR ETE ET, TCPHEED 7 7 A X EROBIEZ G LT, T4 LI Z Iy
77 v 7 7 a—{EROEEIC L AEGHIM S EW T o — (T 5 TRERMEE) PRt
T, THA LI HINw I T v Ta—PMERSNDHRENCE =y RBRRIT 5581, Fnb
D7 —%EETLHI EILTEETA, AR, 70 —Z2{ERT DRI T 7 4 v 7 BRlD=
=y MIHREBEENLIGA. NEAZEETS 2 I3 TEEH A, TCPD T v & MMt
D877 427D TCP OBEHOIIEZ GIMELRNE I ICTD2MERH Y £7,

FIE

7T AZDFEE— Rt L £,

cluster group name

(A7 ar) TCP M7 7 4 v 7 OEROEIBEAMEL T,
conn-rebalance [frequency seconds]

1

ciscoasa (cfg-cluster)# conn-rebalance frequency 60

Zoavw U RE, TIANRTT A= NI R TWET, BAIEEN TWAEHEEIE. ASA
ITAMEHRZ TSR L, 3 LW O AR 2 @SB DT A ANBIRAR DT /A AT
BEILET, AMIEREZSHTIMEEL. 1 ~360 BO®BEANTHEELET, T 74/ IS5
wTd,

P4 ME MR DIZH L CEEROB DS EREL2NWTLZEN, BAR29 (4 v 07T A%
A3 A By TE R A,
TCP ##5i D 7 7 A X MO EBIE = H ML L E T,

cluster replication delay seconds { http | match tep {host ip _address | ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

&1

ciscoasa (config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

1~ 15 OFIFHTHEEZRE L ET, http BIETT 7 40 F TS5 BRAMTRY 7,

Y4 FREBEEEDERTE

YA MHZ TAZY T OGE TR L ZENZ®mO L0, REZNAS~A A TEE
j—O
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B /525 0—=zcu7 08x

HSRAE JO—FEEY F4DEE

LISPO N7 7 4 v 7 #RELT, V=BV A MEAEBET A7 e— )T 0 2H6%)
I TEET,

LISP A » AT 3 5 DN T
LISP N7 7 4 v 7 2HETHZLET, A MNEO7e—DFE ) T 4 2HhIcTEET,
LISP (22 C

VMware VMotion 72 E D7 — X2 Z— i~ v DEE Y T 412X > T, $—=N[T7 74T
v h~OBHR AT S ERIFHC, T2t —MEBEITEET, ZOXS T —F kY
Z—P—=NEEY T 4 &2t R— T DI, = "OBEIFIC— S~D AT — F & —
HNHEHTEDHEENH Y 9, Cisco Locator/ID Separation Protocol (LISP) D7 —F%7 7 F ¥
%, 731 A 1D, oi@IyF?4ybH)®m>%%®%% DEVN—T 4T mlr—
% (RLOC) B 200D TN o AR—=2 5L, b —_"DOBITE2 7 T4 7 b
WXt L CEEMIC LET, e T, P—"DBHLWGEENCBEI L, 7 F 4 7 b3 —IC
FIT 4w HRETLE, =T LWGITIC N T 7 v 72 ) XA LT P LET,

LISP Ci%, LISP ®HiJ7 b > x/v —% (ETR) . AJJ b v—% (ITR) , 77 —A b
Ky T N—%, <7 JJAN (MR) ., BEOX<wy T = MS) BREDHD—EDE—
JNZRBWT—F L — NN UBETT, =B —Z TR SN TWNWD 2 & B —30D
Ty —ARNKY T N—FRETDHE, ZOL—FIMOTXTONLV—F LT —HX—2%
WHL, 729472 MR ENTHWAITIRA T 7 4 v 7 2R ITZIE LT 7ML L, B
LW —ROGFTZEF T L oI LET,

ASA LISP O #4R— |

ASA X LISP HIAZIATLEEAN, BITOEFIZETHLISP 77 4 v 7 L, v —
LVAR T T2 o TEEDT-OIZZ DIFHR A TE EJ, LISPOREG EITHORWIGE,
=LA NIBET L. T T4 v 2307 e —F—F—DRbVIZ, FrLn
A NTASA T TAZ A NR—=Z720ET, FHTLWASANENFA FDASAIZNT 7 1 v
7 HARE LT, W ASA I, P NIZRIET LIS N T T 4 v 7 EH LT A MZEY
BETHERHYVET, ZCONF 74 vr 7u—3xETidin., TreriR—=r7) £7-1%
~TvEe="7] LT ET,

LISP HEAIZE D, ASA 7 T AKX AL N—%, IfIOKR v 7 —4 & ETR £721X ITR [T
DED ENABLISP T 74 v 7 2BAEL, 7a—0OfAE T LY A MIEFETE £,
LISP DA A KFA4

CASA VT AR AN —F, A DT 7 —A N Ky T L—F L ITR £7-1Z ETR OHIC
FAELTWARLERH Y £, ASA 7 FAZAKREIEREE /AL DT 7 —A hky
N—HRIZTHILIEITEERA,

’miAﬁéﬂt7E DOHBYR—FranEd, —mlbahiz7a— EomEni->
—, FiHfExrDz=y MZBELTWS 7 e—3H LW —F—IZBE InEtA, F

%ﬁéﬂk7n~ﬁ@&P&E@7ﬁU#~v5yﬁ@infﬁb\ﬁ?nwk%®¢&

TOF7u—RNHEUL ASAICL > TS ET,
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ASA LISP Dk

ASALISP D% .

I TAZFLAYIBLIP4AD T —RELZBE SE L7 TT, —#HOT7 7Y r—a
YT NEDND AR H Y 7,

cFEFO 70— £ X E VR ACARA R TRWT 0 —DE4E, A—T—0BENIA A TR
WHEEMERH D £, A A7 v a RN v—2RETDH LI, ZOBETHR— b
SNDIT T4 DEATEHGIEITEES, Flo, 7r—FEV T A ZRAIRR T
T4y ZICHIRT 2 0ENH Y ET,

Z OMEEIZIL, HEOMAIZEFRTARENFTENTVET (ZNDHICOVWTIETXRTIOE
THHALET) .

1.

(EE) RANELEFY—NIP 7 RLRIZESSMRAERREID OFIR : 77 —A K K>
T N—H1E. ASA 7 T AEA NG L TWRWERA MERITIRy U —2 |2 EID @& A
T—VEERETHIHAENHY ET, 20, 7T AXICEET LY — FET Ry b

U—7 OFHIZEID ZHI[RTCEET, & xiX, 7 T7AZNR200% A4 NORIZEE L T
08, LISPIR3 DDA R TIEITEINTWDIEHAIL, 7 7 AXIZEHEG LTS 2204 A
MIXFLTOHEID 2 EDH0ENH Y £,

LISP h T 7 47 A VAR ay : ASAIL, 77— A bMEHy 7 —& L ITR F£721%

ETR OB CTEHEENS EID @A A v E—I28W\ T, UDP AR— b 4342 ED LISP + &

T4 w7 ERAELET, ASA L, EID &A1 b~ ID B8 5 EBID 7 — 7 VAR L £
T, 2l ziE, VAR T N—FDEEFETLIP T R A& ITR £721XETR D365E 7
RUVATLISP 7 7 4 v 7 #RETHOLENHV EF, LISP N T 7 4 v 7 IZiET 4 L7
ANFDBToHNTEHT, LISP N7 7 4 v 7 ARIZZ 7 AZREOILFITSIM L7202
EICHEBE LTSN,

BEINT NI 74 v TOT7a— T 4 2HMNZTHI—EA R —: EVR
ATVTF 4NN T T 4y 7T —F YT 4 2 BENNCTHILERNHYET, I-& %
X, 7e—Ev VT 4%, HTTPS F 77 4 v 7 DIRIZHIR L2V | FFEDH—/ & DI
TRVEY END T 74 v I ORITHIE LY TEET,

A4 FID:ASAIL, K7 I AZ 2=y hOYA FIDZFEHLTHLOTAEELZBELE
—g—o

TR—EEV T4 BT DI TALLNVORE 1 7 T AL LANLTHE 7= TE
UTF 4 AT HUERSY T, ZOF/F 70U BRZ 2 MHT52 LT, BED
JIGADNT T 4w 7 EET TV r—a Al L T7e—% ) T4 Z2fHHICED £
I TEET,

LISPA VAT S g VORE

LISPO NI 7 4 v 7 #BELT, V=BV A MNHEBET IR 7o — )T 0268
IZCTEET,
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B
axX ;&

1R BHEIIZ
cASA VT AL DEANRTG A—ZDRE B82—) - T, KV TAX 2=y b &
A NIDIZEY B TET,
CLISPO NT 7 4 v T IHN A VAT ay NFTT 4w 0 7T ATEENRN-
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 7 A%FET HHLENH Y F
‘j‘o

FIE

(fEE) LISPA v AT v ary <y T aRELT, IPT FLAIZHESHTRHRER D EID %
HIBE L. LISP OFRiEHEF—ZHRTEL T,
a) PEIEACL Z1ER L E3, 5655 IP 7 L ADHN EID MlABAIAR T FL A LBEESNET,

access list eid_acl name extended permit ip source address mask destination_address mask

IPv4 ACL 38 X OVIPv6 ACL D &6 B2 H % L CUWE T, B 7 access-list extended D
LNZOWTIE, aw> R U 77 L RESBLTIESN,

b) LISP A > A7 v ay vy T huFlL, "TA—% F—RIIBTLET,
policy-map type inspect lisp inspect_map name

parameters

c) 1EREL72 ACL Z#BI L C., &N/~ EID 2 EHL T,

allowed-eid access-list eid acl name

77 —ARNKy S NN—FFEZITITRETR (X, ASA 7 7 AZBEE L TWRWEA ME
Iy NU—ZI|ZEIDIBHIA v — V2 EETLHZENHV ET, 20D, 7T RAFIC
Bd g 2 — NEiERky N —Z ORICEID 2HIBTEE4, 2L 2L, 7T AZN2
DO A FDOIRITEE L TWDHR, LISPR3ODH A FTIEITENTWEHEAIE, 7T X
HIZEELTWB2250% A MIXLTOAEID #8005 LENH0 £,

d) LEIISTT, FaEHLAEXF—ZANLET,
validate-key key

&1

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —A MKy T —HLAR— b 4342 D ITR £72I1Z ETR O D UDP ~7 7 « v~ @ LISP
A UANRT g VDR E,
a) YEEACLZRTLTCLISPO T 7 4 w7 BRELET,
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ATvT3

usp 1 vz~ avonzE |

access list inspect_acl name extended permit udp source_address mask destination_address mask
eq 4342

UDP "— k 4342 48 ETHVENH Y £7°, IPv4 ACL BEL W IPV6 ACL @ EH HIZH %t
s LTWET, BIE 72 access-list extended DAESCIZHOWTIE, 2w R U 77 LU A%EH
L TLIEEN,

b) ACLDZV A~ 7 ZEHRLET,
class-map inspect_class_name

match access-list inspect_acl name

o) RV —~v7 IVI7AyTHEEEL, A7 aDOLISPA VAR var <y Tk
HRALTA VAR v avEab L, Y—EAR) v—% A ¥ —T oA RZHWALF
T FHThD) .
policy-map policy map name
class inspect class _name
inspect lisp [inspect map _name)
service-policy policy map name {global | interface ifc_name}

BEfF O —E 2 R v—bo5Ga1%, BEORY o — vy 7P/ ZBELET, T 741
T, ASA|ZiZ global policy & FEII D 7 B — LR —RNEENTNDHTZH, Za—
VLR Y —DAHIETRELET, RN =% 7o —VUZEH L WGEEIER, ¥ —
Tz A AT EIZI OO —EZARY =% ET 52 b TEET, LISPA AT Ty
NEL RGN N7 7 4 v 7 IZ#EAT 570, EEILEmEEDH T DA 2 —7 =4 R
P—bEA R —2@EHTHISLEIHYETAL, N T T4 v I RHEFRDT TA~ T
=T 556, RV v—~y 7 Z#lHTHA =T 2 A RACADERIIFETDH T
T AT DT RCNEELZITET,

1 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa (config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIL, 77—A P ARy 7 NV—H L ITR £/2IXETR OB TEEEND EIDEHA v E—2D
LISP T 7 4 v 7 & LET, ASAIX. EID &% kD % B8 {F1T % EID 7 — 7 /L & {54
| =

NS T 4wy VG AODTa— FEE YT 4 EELLET,
a) TR ACLZRHEL T, —0Y A FEEET DL X2, KoY A4 MIEEIV Y TT
BECRAIVT A NI N T T 4 v 7 BRELET,

access list flow_acl _name extended permit udp source_address mask destination_address mask eq
port
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&s
filt

IPv4 ACL 38 LTV IPv6 ACL @ EH HIZ %It L CWE T, B 72 access-list extended D
ZIZoWTiE, a~v RV 77 L 2E2BRLTEESY, 7r—EFEE U T 40, EY
FAT VT LN T T 4 v I L TA R =TT HHERH Y £, =& 20F,
TJu—FTEUT 4% HITPS FT7 7 4 v 7 DI, £ EDY—NR~DNT T 47D
IRZHIRTE £7,

b) ACLDZ 7 A~y 7 2ELET,
class-map flow map name
match access-list flow_acl name
¢) LISPA U ANZ v a et LIZRLRY =~y TJu— 2732~y 7Z2fEEL
T, 77— (b U702/ LET,
policy-map policy map name
class flow_map name

cluster flow-mobility lisp

1 :

ciscoasa (config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

config-cmap) # policy-map INSIDE POLICY

config-pmap) # class IMPORTANT-FLOWS-MAP

config-pmap-c)# cluster flow-mobility lisp

ciscoasa
ciscoasa

ciscoasa

JIGAR TN—T a7 4F¥al—varyET—KRIBITL, 7 7AXOT7a—DEFEE YT 4
EAEMELET,

cluster group name

flow-mobility lisp
IOFVATOHEZITLY . Tr— T )T 4 O M HBIAT R 27

451
I &R L ET,
« EID # 10.10.10.0/24 %> U —2% L EID I[ZHIR L 7,

*192.168.50.89 (IN¥B) 12 A LISP /L—# & 192.168.10.8 (BID ASA A > F—7 =
A A L) IZHBHITR £/2IXTETRV—FZ DO LISP 7 7 ¢~ (UDP4342) %
MAELET,

« HTTPS Zf# L C 10.10.10.024 DY — NTEE ENDBTXTORNE T 7 4 v 7
LT 7re— v U T s 289 LLE T,
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os: 2524 A vnofi

VT ARIIKH LT —F Y T 4B F—T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID_ LISP
validate-key MadMaxShinyandChrome
|
access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eqg 4342
class-map LISP_CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT
service-policy INSIDE POLICY interface inside
|

access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class—-map IMPORTANT-FLOWS-MAP

match access-1list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

|
cluster group clusterl

flow-mobility lisp

FX0S : 7 5 X453 A2 /\DHIER

ZITIE, AU B —IFIC, E721E7 7 A Z D HKERICHIERT 5 FIEIZ OV THB L E
D

— RO I BR

Tl ZiE N— R =7 EEIRy NT—7 DEENRRT, 7T AZ AL NZXT TAEZND

HEIICHIBRS N ET, ZOHIBRIE, RENMEESNDIETO—RNRLDTHLD, 77
ABICHBBINTEET, £/, FETOZ IRAZ VT HERHCTHZLHETEET,

TN ANBHEY FAZRNIZHDNE D DEMEZET HIZi1E. show cluster info =~ > K% ffi [
LCT 7V =2 a WD TAE AT —H AR L ET,

ciscoasa# show cluster info
Clustering is not enabled

FMC %/ L72 FTD TlZ. FMC 731 A2 U A MIF AL 25K L, 7 T ARV v 7 2 H/E
AN LT RBRICT R TOMEZHERTE L2 L2ICT20ERH Y £7°,
TN =2 aryTOUTZAZ) TG T r—a Y CLIZEH LT 7 &
2V TN A Z LN TEE T, cluster remove unit name 2~ F&EZ A/ LT, o
TJA L TWba=y MNISADTRCO2=y bEHIBBELET, 7—F AT T ar
TA4Xalb—ralr@FEEINT, vAX—a2=y M oRZICFEESNZar 7 o ¥
L—2arybZDEETHLDT, a7 4 Falb—ralrZRbTICKETED2=Y |
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EEHEBINCTEFEFS, vAX— 2=y FEHIRTA7DICAL—T 2=y hTZDa~
VREANLESEAIZ, LW AR Y — o=y "RBEINET,

TNAANKET VT 4TI bE, TRTOT LA H—T 2 ARy v hF T X
nNET, FHEHA LY —T oA ADBN T T 4 v I BEZETEET, NT T 4T
Tu—%@BHTHICE, VT TAX) T EREANCLET, BEHA X —T oA AT,
FDaA=y NINT—FANT v TRENLZITRASTZIP 7 RUAZEH L THl &k E K
fipfRpe L 70 9, 2L, Vue—FLChba=y MBI IRXNTERLT V7T 47 Tl
WA (P TARY T PEHIREE CREARG LSRR E) | BHEA VX4 —T =
A ATEHZ 720 £,

I TALN T BERNIZT HIZIE. ASA T cluster group name % AJ) L T72>5 enable
EANNLET, 7AYo 7 E2BEAMMIT 51X, FTD T cluster enable 2 A Jj L £
j_o

TV r— gy A AR ADEGE  FXOS CLI T, ROFIZSR LTI E0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

BEAZNCT 2I121E, ROFIHZEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X2 VT4 B2/ DYy hE T2 FXOS CLI T, ROFIEZR LT
<TZEW,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BREZBRATLI21E, RKOFIHZEITLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

=Dy RE T FXOSCLI T, ROFIEZZRL T TEEV,

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt
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SER AR
ROFIEEHEH LT, 77 AF A" EFRITHRTEET,

FMC #fiH L7= FID ®E. v —>TI T AZ Y v IR L% 2=y % FMC
FTNRA A VA NBHIFRL T IEEN,

MELT A ZDOHIER : FXOS CLI T, ROFIZSRL T FEW,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EAMBEDY Y=V FERITEXF 2V T 4 TV 2 VORI P EANBET NS R
I 2881, JBHAN—RO 2727 T 2FZOFHFLNA L A"—L LTEMTE £,

ASA : VS RZ AUINDEE

IS AREBALTFHIT, 274X al—Ya B EEL, VTAX AUNREEHTXE
KR

ETO T4 THEAIN—IZTED
TIGABDIET IT 4 TIRA N DBITIE, 7IARAZ) T a7 4FX¥alb—ra s iig
FEFIZ, FOa=y N ETITAXZ ) T BT =T NI LET,

)

GE)  ASAN (FENC, LI NAF 27 =T7—I28V) TV T 471D E, TXTOT—
BAUHE—=T A ANy MU ENET, BHEHA X —T A ADBBNT T 4 v
JEEZETEET, VT 7407 7u—%FHRAIELIZE, 77AX ) U TEHR, 32—
MZLET, F2id, TDO2=y b7 TAXPLERICHIBRELET, BHA VX —T A X
X, TO2=y MBI TAXIP T—ADOZTRSTZIP T RURAZMH LTl & i & Bk
el FEd, 2L, Ve—FRLTba=y RV TAXNTERET 7T 4 7 TERWES
(7T ABY v TNEIIRIE CREEIRAT LTIZHA R E) | BHEA V¥ —7 = A A TEHI
RVET, ENLUBEOI T 4 X2 b—ra UERITE, 2y YR — R HT D0EEN
HoET,

158 DRI

s Y — L AR— b EMHATAIMNERHDET, FTAXI) L TOL R—TNERIETT 4
t—7 V%, UE—bF CLIEHNOIT) ZEILTEERA,

cINTF AT HRAR T FOHEIE. ZOFIEZ AT DFITAN—ATEITLET,
VAT LAy T 4 Falb—Tay T— RIAS>TOWRWEGEIX, changeto system =
~ RaE AN LET,
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B o ri—ors7iot

ATy

ATy T2

FIE

7T AL DREET— FefinLEd,
cluster group name

B :

ciscoasa (config)# cluster group podl

TPIGARN T T 4 B—T I LET,
no enable

D=y MRV AF—2=y hTHoTHAEE. LW AZ —DOIRENET S, Bl A
VNPT AL— 2=y MIRY ET,

JIGAK AT 4 FXalb—a IR EINDADT, BT TAX Y VT EFHEA X—TNIT
T&EY,

AUN—DIET VT 171

N

N7 AL TNDE=y NUSD AU AREIET 7T 4 70T BHIE, ROARAT v T HFEITLE
7,

GE)

ASANIET 7T 4 72l b b, TRTODT—H A X —T 2 A ANT Yy NI T INET,
BHHEHAA A —T oA ADBN N T T 4 v 7 EEZETEET, T 740y 7 7 —%HH
THIZE, ZTARAZV T EHBEANCLET, BHA X —T oA AL, ZTO2=v NBY
FTAZIP S —=NINDZTWAST 1P 7 RUAZHEH LTl i B@ikE L2y £4, =7
L, Ve—RLCTbaoy MR TAXNTERET VT 4 7T TIERWEGESE (D FAX Y TR
N 7REE CREZIRAT LT A E) | BHA VX —T7 = A A TWhice v £9, ik
Dary74Xalb—a AEET, 20—V R— 2T IHNERDY £9,

18 HHIIZ

YATF ArTEAL T FOEEIE, ZOFIEE AT LFETAR—ZATEITLET, £/
VAT A AT 4Falb—rvary E— NIASTWRWEGAIL, changeto system 2~ R %
ANTLET,

FIE

2=y hE2 T AEPLEIRLET,

cluster remove unit unit_name
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v5z258~0E8m |

T=hALT T arv4Xal—vaFEESRT, vAY— 2=y P DREZICES
ENar74Xal—varbZOEFEICRDHIOT, arv 74 Fal—varzkbfick
TEDa2=y EHEENTEET, vAZ— 2=y FHIFRTDH1DICAL—T 2= K
TZOavxry REANLTESGEIE, il AZ—a=y FREEINET,

AU R e —TE S~ HIZIL, cluster remove unit ? & A 73575 . show cluster info =~ > K
EANDLET,

1 -

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asa?2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

DS REIANDOBESM

ATy T

=y MR T AEZMGHIBRENTZSGE (L 21, EENARE LA VX —T =214 ADY
E. FRFAVUNR—FTFETIET 7T 4 I LTZGE) X, 7 7 AZICFETHSMT A2 LE
NhHET,

1R BHHIIZ

I TARZY T HFAR—=T T DI, 2V =)V R—= FfHT20ERH Y £
To MDA =T A ATV ¥y FETIRET,

AT ALTHRRAR T ROGEIE. ZOFIHE VAT LAFEFAN—ATETLET,
FREVAT A AT 4F2alb—ary T RCASTWRWESIE, changeto system =
Y REANLET,

© 7 T AL ~OEZMERITT LRI, EEMERSNATND Z L 2R LET

FIE

A= ANT, JTAF ar7 4 F¥alb—vary EF— FEBBLET,
cluster group name

51 -

ciscoasa(config)# cluster group podl

RATFwT2 VF5REZY T EAF—T NI LET,
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enable

v FOEHE

VAL — 2=y NEERTHRKBOTIEL, ~AX—a2=y NCTIFAZ Y U T HBEHICL,
LW AL —DFNEFOThD, VIAX Y T EREGMNITHHIETT, v AX—IZ
ThHa=y NEFEBICHEETAXNERNS LG, ZOHEOFIEEZHEHLET, 2L, Fik
HLPREEEDR AT, ZOFIEZHEH L Ty A ¥ —2=y NEREZEHIT 5 &+ ToHmN
Fry7INH0T, FilWwwAF— 2=y s ECEHRZBHELTOIULERHD £7,

YAY— 2=y PEEETLHITIE, ROFIEZFEITLET,

1R BRI

VAT ArTEAL T FOBEIE, ZOFIEE S AT LAFTAR—ZATEITLET, £
VAT A a7 4 X2 b— gy E— RIZAS TWRWEAITL, changeto system 2~ K%
ATTLET,

FIE

Flna=y pzvAF—a=y FELTRELET,
cluster master unit unit name

1 -

ciscoasa(config)# cluster master unit asa2

AA Y T TAFIP T RUANOEEGNLEICRD 7,

AN T —BERKRT DI, cluster master unit? GFRAED L= N EZR TR TOLRINE
REND) EASIT DD, show clusterinfo =~ FE AL ET,

DSRZEERTOIARY FOET

aAv U RET TAZNDOTRTDOA LN, ETTRED A U ANTEET DITE, ROFIEE
FATLET, show 2~ RETRTDOALUNRN—ZEEFETDIE, TRTOHENBIESNTH
fEDz2=y hDar Yy —/WIEKRINET, (FLiF, vA¥— 2=y FTshow 2v > %
ANNTBET TAZBROFFERZRRTEXET, ) capture <> copy 72 EDE DD 2~
Kb, 7T AZBIKRTOEITEIEMTE £7,
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FIE

A RETRTOANZKELET, 2=y MERELESGEIL. FFED A L NEE
EhExd,

cluster exec [unit unit name] 2> K

51 -

ciscoasa# cluster exec show xlate

AU R—K 5T BITIE, clusterexecunit? =2~ RE AT A0 EEOZ=y FE2HRL
TRTCOLRTIEFRRT HHE) . show cluster info =~ > F& A LET,

1

RLX¥Y 7Ty 77ANET TAZNOTXTOL=y M SFREKFIZ TFTP H—3Z
A —F B2, A — 2=y FTROa<w» KE AT LET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDPCAP 7 7 A )V (2= bH 1257 D) BTFTPH— R |cabt—snx7,
DX v T TFx 77 A NVAITIEABNIC =y MBS 4, capturel asal.pcap,
capturel_asa2.pcap 72 &L 720 9, ZOFITIE, asal BLWasa2 87 7 A X 2= |
%‘@‘é‘@

R D cluster exec show memory =~ > RO HHITIL, 7 T AZDHERA L R—DAE
VIEMNFERINTWET,

ciscoasa# cluster exec show memory
unlt_l_l (LOCAL) :~k~k~k~k~k~k************************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UNit—1-3:*k*khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk k%

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UNit—1-2:*k**kkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk k%

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)
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ASA : TDOASAY S RAME=41) > Firepower
4100/9300 > v — </

7 IFALOREBLER R EETE=SIBLOI N T TNV a—T 4 VT TEET,

DIARARZARAT—RFADE=R) VY
I FAZDREDT=HF Y U 7IZO0NTE, ROa~vry RESBLTIESND,
* show cluster info [health], show cluster chassis info

X —1T— R&245E L7V T show cluster info =~ > K& FEITT2H L. 7T AFXNDT T
DA UIN—=DAT—H ANFRENET,

show cluster info health =~ > KX, /L X —T =2 Af A, 2=y bBIVI T RAXEED
BAEDREEZF R LET,
show cluster info =~ > ROWRDOH N E SR L T 70,

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

D H

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.¢500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

D : 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.3

CCL MAC : 0015.¢500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE

D : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017F

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015

| Firepower 4100/9300 >+ — D ASA ¥ S R 4



| Firepower 4100/9300 & ¥ — D ASA ¥ S 2 &
152582407y toxr 77+ ||

Last leave: 20:24:55 UTC Nov 4 2015

* show cluster info transport{asp |cp}
WD KT AR — PO EREFR L ET,
sasp: 7 — X TL—r D KT AKR— MEEHE R,

eep: AL —L FL—1D T AR— MR,

* show cluster history

7T AL DIRIEEFR LET,

HSRAREDIT Y FOF Y TF v

I SGARTONREy FOF % TFIZONWTIEL, Oa<wy REBB LT FEN,

cluster exec capture

I IARERD NT TNy a—T 4T &Y KR—FT5HIZIL, cluster exec capture 2~ > R %
HFHL T AS—a2=y hETOI FRAZER N T T4 v 7 OXF Y TF v A X—T /I LE
T, AT, ZJITAFHADTRTOAL—T 2=y P THHBIIIA R—T /MR £,

DISRARBN)YY—ZADEZZ Y2
JIGAE NV I)—ZADFE=Z Y IOV TIE, kROa~vy REHBRL TSN,

show cluster {cpu | memory | resource} [options]. show cluster chassis [cpu | memory | resource

usage|
7 7 ALEROERNT —F 2R LET, EHWRRA TV a ANIT =2 DI A TITL - TR
30 E9,

D2RE bZ2T7499DE=ZZ) Y
JITAZ 8T T4y I DE=ZY A TICONTEL, ROa~xy FEZRL TSN,
» show conn [detail | count], cluster exec show conn

showconn 2~ KL, 7u—»nT 4 VLI ¥, RNl T w7, FHiE74+V—% 7u0—D
WITNTHLH0% - LET, cluster exec showconn 2~ RAZ{EED2 =y hTHHT2
L T RTOERDPERENET, Z0avwr FOXRNLIZ, 12078 —0D 77 v
IINT TAZRADESEIERASAIZED LI ICRET LN EF, 77 AXDA
N—""2 MI,. =R XTI OREa L T4 Falb—v gl TEARD E
T, Zoavr REHBATLE, HOIBHRO NT 7 4 v 737 FAZNEED X 5 IZHii
LPMEHRICHONY ET, Flo, e—RKARATF IR T o —D RT3 —< A IZED X H T
WEE G52 D0 EBRT D DI E T,

WIZ. show conn detail =~ > RO AH#R L FT,
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ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
- initial SYN from outside, b - TCP state-bypass or nailed,
- CTIQBE media, c - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,
- outside FIN, f - inside FIN,
- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - LISP triggered flow owner mobility
- SMTP data, m - SIP media, n - GUP
- inspected by Snort
outbound data, o - offloaded,
- inside back connection,
- Diameter, g - SQL*Net data,
- outside acknowledged FIN,
- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,
- VPN orphan, W - WAAS,
- secondary domain backup,
- inspected by service module,
- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

Flags:

NX XS < WPWOPWOZI~FOQMEOOQDEP
1

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

show cluster info [conn-distribution | packet-distribution | loadbalance]

show cluster info conn-distribution 35 J. U show cluster info packet-distribution =~ > N {J,
FTRTCDITAZ 2=y MED T 7 4 v 7 OfiERRLET, ZNbDa<y Mg,
S — R NT o 2R L, T 5D B T,

show cluster info loadbalance =~ > RiL, BB OB OMHEREFZ R LET,

show cluster {access-list | conn [count] | traffic | user-identity | xlate} [options]. show cluster
chassis {access-list | conn | traffic | user-identity | xlate count}

I IARBIROENT —H eFXR LET, AR TV a v id T —20X A 7 I2d -
THRRY £,

show cluster access-list 2~ FOWRDHE 1SR L TL7ZE0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5
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access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitent=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitent=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitent=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

AT OERD, T XTH2=y b TO GRIHEERTTHITE, KOEBVIZATILE
é‘o

ciscoasa# show cluster conn count
Usage Summary In Cluster:***~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

unit_l_l (LOCAL) :******************************************************

40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in
use,
0 most used, centralized connection 0 in use, 46 most used

unit_2_2-*************************************************************

18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in
use,
0 most used, centralized connection 0 in use, 45 most used

show asp cluster counter

ZDawy RE, TERAD N T TN a—T 4 U TIESL BT,
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DIREDIV—T4TDEZR) VT
I TABDN—=T 4 ZITONTE, ROa~r FE2ZMLTIIZEN,
* show route cluster
* debug route cluster
I TARAEDN—T 4 IERERRZLET,

* show lisp eid

EIDs &% b ID #7579 ASAEID 7 —7 V&R R LET,
cluster exec show lisp eid =~ > K/ b D, RO EZSZRL T Z3 0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k~k~k*~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, ¢k ko ok ok Kok ok K ok ok kK ok kK ok ok K ok ok K ok ok K ok ok K ok kK K ok kK ok kK ok kK ok ok K ok kK Kk kK kK ok kK ok ok K ok ok K Kk K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp

Toavwr RN, NI TIA Y a—TFT 4 L TITES B E T,

DIARAZN70OAX T DETE
JIAB) T ORI TOREICONTIEL, ROa~vy REZRLTIEEN,
logging device-id

7T AZNOFL=y ML, syslog A v =T ZEBNCARR L £ T, logging device-id 2~ > R
AT AL, Fl—F3Re57 31 AIDfFE Tsyslog A v —V & ARKTHZ ENTE,
7 FAZADR—FTIFIR R L2 =y FPOLDRA v E—VDOEIICREL LR TEET,

— -~ » — - N
D2REZNV2ODTINYY
JTABY T DTNy TIZONTIE, ROavr RESRLTIEIN,
* debug cluster [ccp | datapath | fsm | general | he | license | rpc | service-module | transport]

TIGARRZN U TDOTN T A=V %FRLET,

* debug service-module
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2= P TPV r— g O~V A F oy 7 OFEEZESD, 7L—F L~LD
RIEICBT 27 Ny 7 A vb—VasFRRLET,

* show cluster info trace

show cluster info trace =~ N, "I TNV a—T 4 T DEOOT Ny TIERE2FER
LFET,

show cluster info trace =~ > RIZOWTIIRDOHAHEZ BB L T E &0,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

DIRAR)TDEEEN

OB a I, VI AZY T OEMEICET AREMIE RN S ENE T,

O N s
NTA—T R RT—1) 5%

B D=y N7 TAXHEG LIS A., IR TE 2857 7 AX X7 4 —< U ZAOMRE
WTRD L D270 £,

* TCP £721X CPS DEFHANL—T"> D 80 %

s UDP ODAEHANL—T> D 90 %

« T T 4w T ORIEITIGLC T, A —PFy FMIX (EMIX) O&HAL—T"> D 60%,
72 & ZI1E, TCP A—7» MIOWTIE, 3 DDF Y = — /L% i 2 7= Firepower 9300 (%, Hjlt
TEMEL TWAEA. F135Gbps DEBED 7 7 A4 T U+ —)v 8T 7 4 v 7 B TEET,

2V X =Y OHE, MKRKANV—Ty FOBFNL 270 Gbps (2 3% — X 135 Gbps) D 80 %,
©F Y 216 Gbps T,

NARE—1Zy hERE
TIGAZDAUNE, 7 TAXHEY 7 # N L TEELTCYAY—2=y hERELET,
FEZRD & B0 T,
1. 7IAXZ%ERTLHE, HFa=y MNIBTEEREZIPTLICTo—REy 2 M LET,

2. TIOAFVT 4 OBEWMO=y NN ZOBEERIZIGE LET, TIAF VT 4157 T
AH DEFFICRE S, REOERIZITEEHA,

3. ASEBBLTYH, 94TV T4 OEWMhD =y v BDIGEEZIE L TWARWES
X, FOa=y R RAZ =270 £9,
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4, BN I FAZIIEBM L=y hOTFIAFT I T4 DHFREVEETH, £O2=v |k

NHEMICYAZ — 2=y MIRABZEITHD FHA, BBFEOAF— 2=y MIFIC
VAL —DEETT, 7L, vAX—a2=y MRINEEEILLTDHE, ZTORETEH LY
VAL — 2=y NRBEINET,

GE)

FrEDa=y b & FETHEAIFICT AZ —IZT 52 ENTEET, FREPREERIZOWT
X, v A —a=y MERZMEIT L LT NTOHERN Fey 7S50 T, FrLnvAF—
=y b TR MWL OBEND Y £,

DIRZRDINA TRAFE) T4

PSGARYUTE, v —Y, A=y R AU E—T oA ADEFHAFERL, 2=y MNET
PR 2 @RS 52 L1cE, N TRATEY T ¢ B L F9,

O —STFT) =3 DEZARY DY

VX =TSV —va DOV A =S Y U TIXEICHENIC IR > T ET, Firepower
4100/9300 ¥ v — 3 A— = SA PFIFASAT 7'V r— a Y EESICHEE L ET (BF) .
ASAEEN T T, Firepower 4100/9300 3 v — 3 A —/S— 31 % L 3 BE{E T & 22 UIZASA
L syslog A v EB—U&AER LT, 7T AZE/NET,

Firepower 4100/9300 ¥ % — 3 A —/X— XA PR 45 ZICT 7V r—va v L@l cakidh
I, ASAZ Y B— RLET, ASANMA— R— NS FLBEETERTIE. BEE 7 TAZND
HIBRL 9,

A=Y FOANILR EZZ Y LG

VAF— 2=y NI, HFAL—T 2=y NEESXTHIEOIL, FTAXGEY 7 2R L
TX—TTIA4T A=V EHMICEELET (FRIIRETETT) . FAL—T =
=y ME, FICLAD=AL AL TCvAY— 2=y NEE=X LET, 2=y bOREM
Ty INRRTHE, 2=y MITZ TAZPLHIRSNET,

AB—TITAREZRY Y

Ha=y MI, EHAPOTXTON—FY =T A FZ =T 2 ADY 7 AT —H A%FT=
L, AT—HALREEIAY—a=y MIRELET, Y Y —YMHI7TAZY 7 TR &
»X> K EtherChannel 1£7 7 A % Link Aggregation Control Protocol (cLACP) #ffH L £4, &%
Ty —UNFV T AT —H AL cLACP 7'u h 3L X v E—%%F =% LT EtherChannel C
RN=btBT 7T 4T THLINEIMEHRIL, A F =T = ZAPZ T LTODLEEITIE
ASAT 7V r—va c@mlLEd, ~NRAE=Z Y TERENCTDHE, T 740 TR
TRCOYIA A —T 2 A ANE=F Z3E T (EtherChannel 1 % —7 = A ADAA
EtherChannel # %) , 7 v 7THREOEALA SNIA VX —T 2 A ADHE=HTEET, 2L
Z X, 4 Aift X EtherChannel 237 7 A # /x HHIBR U5 AIIZ, EtherChannel 3T D A /73—
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= I NTT =L RDVENRH Y ET (R/IAR—F N FAREICHESLS) o ~A F =y
JIE A F =T A AZTEI, BV TR T a U TEDNCT LI ENTEET,

HDLE=LMBDOA L HE—T =4 AN, FFEOZ=y b ETIEEENKE LN, o=y
FCHT 774 TORGIE, Z02=y MEZ T AZPLEIRSET, ASARA L N—% 7
T AZIPOHIBRT D E TORRIL, TD2=y NRFELERA L N—=Th oM, £72157 T X
ZIZBMLEIELTVENDICE - TRARY 3, ASAIL., 2= "N T AFIIBINT Dk
PO RENIA v H—T oA AZEEHL LETA, ZOBIA LV F—T 2 ADAT—H R
NEALTYH, ASAIZY FAXMOHHIBRESNEE A, BEFHLD A L 3—DHATEL, 5003 Y
B#ica=y bEIBRESET

T — U T AR Y TR, 7T A D25 BtherChannel 23801 E 72 1IXHIBR L7255

VX —VICEREMAONDL LI, A F =T A A~V RAE=ZY 7195 B[ HE S
nET,

TaAL—A F7IUS—=a nEZZ)DT

A v H#—7 = A A|ZRadwareDefensePro 7 7'V r— g Lig EOTaL—2 TS ) r—va v
EAVAN=NVLIESGE, 2=y MR TAZRNIZE EEDHITIZASA, TaL—2 77V r—
TaOMGREMEL TCWARERHY 3, WHFOT 7Y r—ra UREEREICR D F

T, 2=y MIZ FAXIZEZMLER A, —HIZ XX IBNTHE, 2=y NITaL—H
TV = ayPELLEEL TV D3I EICE=41L%T, 72— 77V r—
VarnFurThHE 2=y MIZ TAENLHIBRESNET,

BEEHEODRAT—4 X

TIGAANODL=y NTEENEALLZEEIZ, FO2=y NTHRAT 4 7 IR TV D6
Thoz =y NIy —ALVRAIBESNET, N T 74 v 7 7a—0DAT7— ME#RIZ, 7T A
Y 7 2L TSR ET,

VAL —a=y NCEENRLELESAIE. T TAZOMD AL NR—=D>H, TT7 44
F A NIRE CRENER/DN) OLONRwAX— 2= NI/ £T,

R A N2 MISC T, ASAITBEIMIZY 7 A X ~DOESINERAFE T,

G

ASAIET 77 4 7220 7 T AZ~OHBBFSINKETH L, TXTOT—H A o F—
Tz AAR Yy NI INET, BHEHA X —T oA ADHBNNT T 4 v 7 HEZ(E
T&ET, BEHA VI —T oA R F, TO2=y "R T TAZ P T —NAPbZTW-721P T
RURAZEFER Lol BEREL 720 £3, 272 L, Vrn— K255, 77 AX T
=y NREFIET 7T 4TIl TnDH e, BHA VY —T 24 RAET 4 B—T MRV F
T, TNLEO a7 4 X2 b—a MEEITL, 20—V R— AT AMNERSHY E
7
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D3RI ~DBESN

JTAL RN T AZINGHIRESNI R, 7T AZITHBINTE 275, HiRS B
HIZE > TRRY £,

« 7 T ALHIHY 7 OREE (RPIOSMEE) 7 7 A2 Y 7 OREZ iRk LT,
ASA =Y — )L 3"— [T cluster group name & AJ) LT/ 5 enable & AJJ LT, 7 T A
YT EFBOA X =TT DHIEICE ST, FBITY ZAXICHESINT 2 LE RS Y
EJ RN

« VT ABNBINU T BICEENBE L T AFHIEY 7 - ASALL. HERIZS 5T LI
HEIWIZESMERAE T, ZOEBEIIRERETY,

cT—I A H =T A ADEE  ASA ITABRNTHENES 2%, RIT 1055, BRI
20 DRICHEZMERAE T, 20 0RICSINTERWEGE, ASAIZZ TAXZ ) U T RT 4
=T LET, T AU F—T oA AR L%, ASA 222/ —)L K—
kT cluster group name & AJJL T2 5 enable E AL T, 7 7 AKX Y 7% FEHTA
X —=T VT HHERDHY £3, ZOMIETREFTRETT,

ey NOREE 2=y RSNV A T = 7 RIRDT2D 7 T AZPLHEIBRS IS, 7
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) ITERMEENE T, ZDOASAIZ 7+ V—# T,
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