ERAT DHIIC

Z DETIL, Cisco ASA OfE % BtrT 2 FIEICHOWTEIH L £,

s v RIA A X —T x4 A (CLI) DIy —NL~D77tA (1 X—=)
« ASDM 7 7 B ADEE (10 =—)

« ASDM O #L#H) (16 ~—)

« THHFEOT 7 30 FiRE (18 X—2)

e T 4 FXal— g MEE 283—Y)

PO ELTOMA (33 X—)

cASADYr—F (34 =)

A RESAMAMA—T AR (CLH) Yy —ILA
D77 tEAR

MR EZITOITIL, 2 Y — AR — M OEHECLICT 78 A LET, £DO%, #unique 35
20~ T Telnet £721XSSHEZHAHLC, VE—K T HAEZHRETEET, VAT LANTT
vV TF aryT7XF AN E—RFRTEEL TWAIGRIE, 2 Y=V R—NIT7 78R TH LY
AT NDFEITFAL—RITAN 7,

N

GE)  ASAVO IV — )L T 7 EBRZONTIL, ASAVD I A v 7 AF— KA FESZRLTLIEE
Uy,

TFIS5AT72RAYY—IL~ADT IR

TFIGAT A Ay ) — T 7 AT A%, ROFIEIZHEONET,

| IRy |
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B 757 2a0v—n~075+t2

ATy

ATy T2

ATvT3

ATvT4

FIE

fHEaoaryy—n  r—TNEFHLCaryta—FEday VY —)LiR— MR LET, ¥—
SN 2 L—F EEREE N0 R —, T—HX Ey 8, RNUTF 4L, ARy T EY L
1. 7a—#l#Z2 LICREL T, v Y —/UZEmR LET,

=)L =T NDFEHMZONTIL, ASADNN— R =7 A4 REBRBLTIEE N,

Enter ¥— %L T, ROTa L F I RFRENDLZ L AHRLET,

ciscoasa>

Zo7ur7 hMi, 2—VEXECE— FTIEEL WD LERLET, =2—PEXECE—F
T, ARz~ FOLEBEHTXET,

¥ibE EXEC E— RIZT7 7 BAXA L%,

enable
RAT—=REANTHIOICKROONET, T740 FTHIARARAT— FIZZEAICERESINLTWY
57-%, Enter ¥ —Z2 ML CTRICHELFT, /1 =T NV RRAU—REEET DL, FA B

K. RAAL L, BEIOA R—T L SAT— K& Telnet XAV — ROFRTEESHR L TLIEX
Uy,

B -

ciscoasa> enable
Password:
ciscoasa#

REUNDT X TOa~ R, FHEEXECE— RTHEATE £4, BHEEXECE— Kb
V74X al—TarEB—RIIADRZEETEET,

FRMEE— RE T T 5121, disable 2~ K| exit 2~ K, FoiT quit 2~ RE AL
i‘ﬂ‘o

Ja—\ ) ary7 4 Xal—alryE—RIT77EBALET,
configure terminal

51

ciscoasa# configure terminal
ciscoasa (confiqg) #

Fa—/NLar 74X al—varyE— RPLASAOREZMGTCEES, /n— L ay
T4 X2l —va T RFEKTTHICE, exita~v 2 R, quita~> K, £7zldend 2~
R AT LET,

| e
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RS

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

Firepower 4100/9300 v —< EDASA O V) —ILADT I X

ATy T

ATy T2

ATvT3

WIEARRE DA, Firepower 4100/9300 & v —3 ZA— "N A H|Z (2 YV — R— K, H5H
WM Telnet 721X SSH ZfEH L TUE—FT) Bl Ca~vr R A F—T = A X|T
TI7EAL, ASAEX=2UT 4 BV a—/MIHERLET,

FIE

Firepower 4100/9300 > ¥ — 3 A —/3/SA H CLI (2> Y —/)LE 721X SSH) 128t L, &I ASA
Wty a LR LET,

connect module s/ot console

MOTEY 2— T 7B ATHLEXT, FEXOSEY 2— VD CLIICT 7 A LET, FDH%
ASA T 7N r—3 g NIRRT HAMLERH Y £,

connect asa

B -

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

BE DL ~LTHh H ¥ EXEC E— FICT 7 EBA LET,
enable

NAT—=REANTDHIHOIZROENET, T 74/ FTIE/NAT— RIEZEAICEEI N T
572, Enter ¥ — %M L CHRICHERE T, f X—T NV RRAT—REEHLTHITIE, AA B
K. RALUH, BEIOA FT—T N RAT— R L Telnet SATV— ROBEEZBR LTS
v,

1 -

asa> enable
Password:
asat

RELSNDTXTOa<wr L, BHHEEXECE— FCHEHATE £, HHEEXECE— RN bH
V74 FXal—TaryEF—RIABRZELTEET,

FRMEE— REH T T 5121, disable 2~ K| exit 2~ K, E7iT quit 2~ RE AL
£7

Ja—\) a7 4 F¥Fal—yaryET—RefBLET,
configure terminal

1
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B sav—cxzva—navy—n~orstz

asa# configure terminal
asa (config) #

sua—sNb ary7 4F¥alb—va T — Fa&TT25121%, disable, exit, 7213 quit =~
Y REANNLET,

AT T4 Ctrlka, d EASL, 77U r—ay aryy— %% T LTFXOS EY2—/L CLLIZKE) L
ij‘o

NTZ TNy a—T 4 T DIZDIZ FX0S £ Y 2—/L® CLI {4 2550850 £7,
ZT W F 5 FXOS CLI DA — 334 F LULIZE Y 37,
a) ~&AT]
Telnet 77"V 7r—3 2 U0 b Y £47,
b) Telnet 7 7'V r—a U EETTHIIE, WEATILET,

telnet>quit

ASA H—EXR T a—)LayY—IL~DT7IOtR
VIR E DA, AA v FIZ (Y —)L iR— I, &5 Telnet 7213 SSH 21 L T
VE—FT) L Tavr RIAf v A —T AR (CLD IZ7 27 EAL., ASASM |Z#
¥ LFET, ZZTlE. ASASMCLIICT 7 A+ A HEICOWTHALET,
BHEAEIZDONT
A A »F CLI 225 ASASM IZHERE T D 1TIE, IRD 2 SDOIFEMEA T 9,

{}i*ﬁ oY — )V« service-module session =~ N &{#H LT, ASASM ~D{A8 =
VNV AR L E T, (B a Y — VEERRICIE, EEO 3 Y — DT T OF)
MEHIBRNH D £97,

FEERITRLET,
el m— R FE L, A4 L7 U FLEREA,
*ASASM U B — R SR A HEFFC&, AF— T v 7 Ay b—VRHETEET,
¢ ASASM 3 A A—V %1 — RTERWEE, ROMMON (7 7 E A TE £,
s M NSA T — ROREITLETITDH Y XA,
HIRR A2 IR LET,
« B MR T (9600 R—)
—EIZT T 4 TN TE D ay Y — BT 1 ST,

A&

| e



RS

garconT |

e ZMa<y RiX, Cul+Shift+6, x BF —I )P — N TFr 7P MIRELHTZHDT A
=T = ATHDLA I TN =R LI HT A LI TE A,
CtrI+Shift+6. x!%. ASASM =Y — /)L E TR —7 LT, AA vF a7 MIE
LD =l ATHEHOET, LEN->T, TR TASASMAZRKRTLE S &
THE, RbVIZHF—=IF NV =" T 7 MIEYET, AL v FIZF—IFL
Y= B HEG LIZSA,. ASASM a2V Y —L ko a N7 7T 4 7DEETT,
AT Tur T KT THZEEFITEERA, VY= NEAS T T
MZRETITIE, BEES) 7 AEGREAERT20ERH Y £3, ZD084A . Cisco 10S
TH—=IF NP —RELFAAS, v T A —TXFEEEST D0, £7213 Telnet
session 2~ R&fEH L F T,

A\

GH 2y Y VEHEO KD, ASASMZIELS n” 77 kL
ROE, BREY LR ERBTEET 5 WALV £, tho
AT A T 5560F, BFOERAK T TO0LENRDHD £
‘a_O

« Telnet £5#5% : session =~ > K&{#fH L T, ASASM ~® Telnet B 2 /ERL L £ 9,

A

GE)  HLWASASM I LTIZZ o RN A2H L TR T £ A,
ZDHATIE, ASASM ETO Telnet 7 71 > /R2A U — RORE
DT (T 74N FONRRAT—RIHY EHA) . passwd 2
< REHEHLTARRAY = RERELLZIL, ZOFRNEHEHT
xFET,

Ml 2RISR LUET,
« ASASM ~DOEE DY v a v ERIFICHEHTX F4,

e Telnet 7 v o 3 ., &#EEHE: T,
HIR 2 RITR L ET,
eTelnet v 3 id, ASASM U — REFICKTL, A4 A7 7 FLET,

e ASASM NREEIZa— RTAFTASASM IZIET 7/ BATEERFA, LIRS T,
ROMMON IZT7 7 B AT&E FH A,

s MNZ Telnet 2 7' A NAU— RERETOILENRHD ET, T 74/ DO/ AT—
KixdH v £H A,

IRy |
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ASAH—ER EZa—)L~AOOFTAL Y

TR EDEES., AA v FIZ (AL vTFDaryy—yLR—hI, DV Telnet £ 7213 SSH
EHEALTYVE—FT) BHELTa~vYy RISV A ¥ —T o AT 7 EAL, ASASMI(Z
e LET,

VAT ANTTIZVINTF ary T A RE— RTEELTWDEHAIL. A1 v FEBRENS ASASM
T 7 BRATHLELV AT LADFITANL—RIZAD £,

FD#%I1X, Telnet E7-1XSSHEZHEHLTYE— T 727 2% ASASM ICEIERTETX F 4,

FIE

AT AL T, ROWNWTNUNEFEITLET,

SO T 7 ATHMAEE : A v F CLINDbZDa~vwr FE AN L, ASASM |22
V=TI EALET,

service-module session [switch {1|2}] slot number

il

Router# service-module session slot 3
ciscoasa>

VSS WD A A v F D4 switech 5152 A1 L £,

EVa—DOARy NEFERTTDHITIE, AA vTF 717 T show module 2~ >
KEAHLET,

2—Y EXECE— RIZT7T 7 A LET,

Oy A NAT— ROREBIHEHARE : A4 v FCLINbZDa<wy REANL, Ny
7 7L —r & LT ASASM | Telnet #5f5t L £ 97,

session [switch {1 || 2}] slot number processor 1

0 A Ly RAT— ROANBRROLNET,
ciscoasa passwd:

i

Router# session slot 3 processor 1
ciscoasa passwd: cisco
ciscoasa>

VSS ND A A F DG4, switch 518&= AT LET,

session slot processor 0 =~ > NI, O —E R EV 2 — LTI HR— SN TWET
2. ASASM TIF¥# AR — SN TWEHTA, ASASMIZITZ7T ety 023H Y £HA,

| e



RS

ATvT2

ATvT3

avv—rtvvaronsrzyr |

FVa— DAy "NEEERRT DHIZIE, AA vF 717 KT show module =~ >
Kz AN LET,

ASADM ~Dua 7' A v NAT—R&E AN LET, passwd 2~ REEHL TAT—R
ERELET, 740 bOSRRAT—RIHY £HA,

2—Y EXECE— RIZT7 7 kA LET,

KE DML~ L Th 5K EXEC E— RIcT 7B A LT,

enable
RAT—=REAITHEITROENET, F740 FTEART— FFEACRESA T
572, Enter ¥ — %M L CHRICHEARE T, A X—T NV RRAT—REZEFTHITIE, AA B

. FAALH, BEOA =TI RAT—RE Telnet SATV— FOREZSHRLTLIEE
VY,

1 :

ciscoasa> enable
Password:
ciscoasa#

RELSNDT X TOa~vr Fid, FHEEXECE— R THATE 4, BHEEXECE— R b =
V74X al—iarET—RIABLZLELETEET,

Fitee— R& /& T9 2123, disable 2~ > | exit 2~ N, £/d quit 2~ FEZATL
e

Ju—r\)b a7 4 Fal—ary EB—RNITZ7EALET,

configure terminal

Ja—rar7 4 Xalb—ayET— K& TT5I21E, disable 2~ K| exit 2~ K,
FlTquit =< REAHLET,

BMEIEYSY
BT S ADHA RTA
KA NG, RAAL V4. BEOA X—T N %A T — R & Telnet 7SA 7 — RORE

avy—I)ILEyiarondr7ok

ASASMM BT 77w F LARWES . v Y — VBRI S, XA A7 7 MIb v A,
ASASM 2 Y — Lty alwB T LTAAL vy TFDOCLIWKT 7 EBATHITIE, ROTFJEESE
1ITLET,

BEREFICHWEE IR TCWAAREEDSH D, B2~V DT 77 4 T EaKTT5
WX, 77T 4 7ay ) — VoK T @ —) 22 LTI,

IRy |
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B 77 9navy—rigorT

FIE

AA »F CLLICEAITIZ, REANLET,
Ctrl+Shift+6., x
ZA v F T MIEY 17,

asasm# [Ctrl-Shift-6, x]
Router#

GH)  CKEBLOEEF—R— RO Shift+6 (¥ v L v it () ZHAOLET, BloF—
AR—REHEHALTEBY, BOXTE L Txr Ly s (V) ZHATER0WEA,
—IRFH E T 3K, TR — T SRR O LFACETE TE £, terminal
escape-character ascii number 1~ > F (ZD¥® v 3 CEETS) | 7213 default
escape-character ascii_number 2~ N (KA EET25) #EHLET, 2L x
X, BEOE Yy a Oy —r v A% Ctrl-w, x [ICEET 5120,
terminal escape-character 23 = A JJ L £,

TOT4THa)— )LEGEORT

&M

ATy T2

oY — U D KEHED T DIZ, ASASMEZTELL B/ 7 hLAWnWE, BHLE-LY b E
WEERNC T2 o TEER DN TFAET DA REMEN H U 3, o A v 7oA 3 5581, BEfFO#
BERTTAXNERHY 7,

FIE

AA T CLING, showusers 2~ REFHA LT, #sniza—V2ERrLET, 2
V=) 22— L Teonl EMEIENFET, A T FLARIE, 127.0.0.5l00 & FREINFET (slot
TEY2—LOAry FEESTT) |

show users

TeziX, Moa~<wr RENE, Ay R2IZHDHEV2— VDT A2 0D2—H lcon] %
AL TVWET,

Router# show users
Line User Host (s) Idle Location
* 0 con 0 127.0.0.20 00:00:02

ay I —NEROHDTA I )T T AHITIE, kOoa<vwr REAJJLET,
clear /ine number

I &R L ET,

| e



RS

Temet v arnns7yr ]

Router# clear line 0

Telnetzvy >3 >OAST7o k

JYIbkox7T

)

Telnet v ¥ 2 Y& T LTAL v F CLUCT 7 B AT BI21E, WOFIREETLET,

FIE

AA v F CLIZRAIZ1E,. ASASM FitETt— RE 72132 — EXEC E— R b exit Z A L F
T, AT A4 X2l —ragrEFT— RICASTWAESIE, Telnett v g & T4 5 F Tt
DKL exit # AJJLET,

AA v F Tuar 7 MIRED 1,

asasm# exit
Router#

GE) fRbvilc, =2y —7 2 —4 A Ctrel+Shift+6, x ZHEHA L T, Telnetz v 3 &=
A —TFTHZENTEET, ZOZARTr—T = U AEFEATLE AT
71 S TCTEnter ¥—% 42 &L T, Telnet kv v a VEHEEATEET, A4 vF
26 Telnet ¥~ ¥ a v &8I+ 5121, A A »F CLI T disconnect Z A ) L £7,
Tty TarEOE LRV E. ASASM SREICHE > THREIICZ A LT T FLET,

EDa—I)LaAVY—ILADTIER

ASA 5506-X 12 ASAFirePOWER 72 ED Y 7 b =27 YV 2—V &k A VA =L L TWBEA.
EFVa— ) ary—il~DtvarEETTEET,

GE)

session T~ REZFEHALTCASANRNYy 7 L — Z N LT AA—RU 27 Y 2—/LCLIIZT 7
TATHZLIITEEEA,

FE
ASACLI G, BV a—l~DE vy a v 2FE T LET,

session {sfr | cxsc | ips} console

51
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ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

ASAS506W-X A VLA 7O A KRA a2V Y—ILADT IR

UANXY VAT IEARAL L N ary ) — T 7EAT AT, WOFIEFETLET,

FIE

ATV T1 ASACLI S, 77 EBABRAL Y b~DtEvarE2FTLET,

session wlan console

1 -

ciscoasa# session wlan console
opening console session with module wlan
connected to module wlan. Escape character sequence is ‘CTRL-"X’'

ap>

ATFY T2 77BAKRAL bk CLIIZOWTIX, [Cisco IOS Configuration Guide for Autonomous Aironet
Access Points] [355E] # S L T2 &0,

ASDM 7 U £ X DELTE

IR FTIANAN AT 4 X2l —2 g U TASDMIZT 7B R T A FE, BXOTF 7+
IV RBRENTIRWGAILT 7B AZRET D HIEICHOWTHALET,

ASDM 7 V2R (7 754 7R, ASAV) IZxY % TIHHFHOT
JAIL b, T4XalL—3>DFEA

THHEEOTFT 7L b a7 X2 b—3 g T, ASDMESRHIT 74 FDOXRy F T —
JERECEIHRTEINTWVET,

| e
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| ®meams
asom 7o £20h s34 X |

FIE

WD B —T oA ZABIONRY VT — T HEEMHEH L T ASDM 12855t L E 7,
EHA L —T oA AT, THEHOETNICL > TERRY £,

» Firepower 4100/9300 : ERFICER SINIEHI A SAN X —T 2 A AL PT R
A, BEARA MMEEORY NU—IInLT 7 BATEET,

+ ASA 5506-X, ASA 5508-X 35 L OVASA 5516-X : PN#f GigabitEthernet 1/2 (192.168.1.1)
B LV ASA 5506W-X, Wi-Fi GigabitEthernet 1/9 (192.168.10.1) H, W#iA A M

192.168.1.0/24 % > MU — 7 [ZIRE S, Wi-Fi 8 2 M3 192.168.10.0/24 IZfRE S E
B

« ASA 5512-X DARE : EPE 0/0 (192.168.1.1) , EHEAR A MK 192.168.1.024 % hU—
JIZBEEINET,

« ASA : EHR0/0 CEARRCEHRE) . FHFX MIEHry NU—ZICRESNET,

< ISA 3000 : & FE 1/1 (192.168.1.1) . EFRARZ ML 192.168.1.024 % v b T — 7 [ZfRIE
INET,

GE) ~NAF aryr7FANE—RIEFRETDLHE, Litoxry NO—7RTEEFEHL TEH
T FA NS ASDMICT 7B ATEH L9120 £9,

EErEYY
THHEREOT 7 40 E (18 X—)
~NVF arTHA N T— ROAMEEITT 4+ E—T 11k
ASDM O HE) (16 ~—)

ASDM 77'|2Z0)jJZ’5‘ 74X

DOFNEILZ, ASA YV —E R EV 2 —LERS TRXTOET/MIHEH I ET,
WO I DU EETTEL5HAE. ZOFIEEZHEHLET,
s THHIMIEDFT 74 )Lk a7 4 Fal—3 g iRl
EHIPT FLAZEHE LIV,
s T UAXRT LU N T AT U4 =L ET— RIZEE LTV,
e NT AT HAN ET— RIZEE L2V,
TN =Ty R E— FOEA. ASDM IHENOKGIZT 7 ¥ 23572012, ME O

HIPT KL A%ZF Ef%éi7/a/éfztl%ﬁﬁﬁ@77jwb:/74%;V~va
CEBMTLZEEHRLET, ZOHEICRBSINTWDFIET, Filk=—X (F 7 2Zx~X
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B som7roezonza<ax

\}

TLYRE—RRIAT aTF AN E-RORERLE) DNHLIGER. MORE MRS
DUEND DGEIZORER LTI IZI 0,

GE)

&
ATy T2

ATvT3

ATvT4

ATy TH

ASAV DA, BARFIC R TV ART L M= RERETE D20, ZOFIEIL, et
V7T H5VERHLEER Y, BABITEIICRYLHET,

FIE

oY —)LIR— FTCLIIZT 7 BALET,
(F7vay) NFUAXT LU N 7 AT U5 —VE— R A 32— LET,
ZoawryREF REEZ VT LET,

firewall transparent

EHA =T 2 AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

B -

ciscoasa (config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if) # no shutdown

( )

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level [X, 1~ 100 D FTY, 100 i HLETT,

(B SN EBAA M) B XY NUY—2 O DHCP 7— 1V EHELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

1 -

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

DFEPFICA A =T 2 A AT RLAREFENTWRNI & ZHERLET,
(VE—FEHEAA M) BHFAA F~ONL—FEHRELET,

route management _ifc management host_ip mask gateway ip 1

| e



| ®meams
asom 7o £20h s34 X |

1 :

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

AT w76 ASDM @ HTTP % — % A X —T7 LI L E T,

http server enable

ATy TT HEHEZRDASDM ~DT 7 AEFFRILET,
http ip_address mask interface_name

1 -

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATYT8 REZRFLET,

write memory
RAFYT9 (AFvayv) BE—RevLF T—RICERELET,
mode multiple

T INREREINTES., MEORELZEH LT A MNMIERT A L 2EELET,
ASAZVE—KRTB LI RDENFET,

i

WROBETIE, 77AT A=V E—RB KT ARXT LU k= RIZEHIN,
Management 0/0 1 > % —7 = A ZANFEE S, HEA A MMIxt L TASDM 231 x—7
JTSNET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

BMELEYY
THHFRED T 7 4V MR EDOE I (19 ~—)
77 AT U4 —VE— KOHKE
TTIAT VA A= ~DT 7 EA (1 2—=)

| IRy |
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B ssav—exzoa—noasom7 s w0z

ASDM DjEHE) (16 ~<—)

ASAH—EX EZa—I)LOASDM 749 X DERTE

ASASM IZIZMEL A v 2 —T = A AN, ASDM 7 7 B ANEFERIHRTE IN TV EHR A,
ASASM @ CLI Z#ffFH L CTASDM 7 7 E A ZRETHHLENRNH Y £3, ASDM 7 7 & AHIZ
ASASM ZFRET HITIE. WOFNEEZFEITLET,

1R BHEIIZ
ASASM DY A v 7 A — | HA RIZE>T, ASASMIZCVLAN A X —7 = A AZ%E|D YT
F9,

FIE

ATV T ASASMIZHifi L, Zu— L av 7 4 F¥alb— gy B—RNIT7Z7EBALET,
ATFvFT2 (AFvay) hIFUARXT LU N T AT U=V E— REA =T NVIZLET,
firewall transparent
ZoavwrRE, REEZZ VT LET,
ATY T3 THHAOE—RIIEU T, WOWTHNOEEL T CTEHA VX —T o AEHRELET,
=Ty RE=R AV H =T = ABA—T v K E— RTRIELET,
interface vlan number
ip address ip address [mask]

nameif name
security-level level

i

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# interface vlan 1

config-if)# ip address 192.168.1.1 255.255.255.0
config-if)# nameif inside

config-if)# security-level 100

security-level (X, 1 ~ 100 D¥FTT, 100 Vi HELETT,

s NTUART LU RN E—R T B A L H—T 2 REHREL, 7TV oY T—
FITEF VLAN 28 T4,

interface bvi number
ip address ip address [mask]

interface vlan number
bridge-group bvi number
nameif name
security-level level

| e
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ASAH4—EX EV2—L0ASIM 75 £ 20EE [

il

ciscoasa(config)# interface bvi 1
ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

config)# interface vlan 1
config-if)# bridge-group 1
config-if)# nameif inside
config-if)# security-level 100

ciscoasa
ciscoasa
ciscoasa
ciscoasa

security-level (X, 1 ~ 100 D¥FTT, 100 Vi HELETT,

ATv T4 (HBEGEINFEHERA M) B A2 —T oA A%y NT—27 FOEHAR A @ DHCP
A FX—T NI LET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

&1

ciscoasa (config) # dhcpd address 192.168.1.2-192.168.1.254 inside
ciscoasa(config)# dhcpd enable inside

ZOBBENICIIE T FL 252 EHRNTL E 0,

ATy 75 (VE— MEFHAZ M) HHAR b~OL—FERELET,
route management_ifc management_host_ip mask gateway ip 1

51

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50

AFTw 76 ASDM O HTTP — %A X —T /LI LET,

http server enable

ATYT1 EFEHEARDASDM ~DT 7 £ A%FFA L ET,
http ip_address mask interface_name

&1

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATV T8 REERFLET,
write memory
ATYT9 (F7vayv) T—FE<LF T—FIIRELET,

mode multiple
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B ssomoien

Tal T ERERENTES, BFEOREEEH L TH A MIEBRITHZ L 2EKRB LET,
ASASM Z U r— KT 25 L 9RkdDOLNET,

1

RDON—TFT v FE—FORETIE. VLAN1 DA »F—T oA ZAZRE L, EFHE A
R ASDM DA F—T7 M LET,

interface vlan 1

nameif inside

ip address 192.168.1.1 255.255.255.0
security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside
dhcpd enable inside

http server enable

http 192.168.1.0 255.255.255.0 inside

WOFETIH., 77AT T4 —IVE—FE T AT LY hE— RIIEH L, VLAN
1A A =T 2 AZEFHELTBVILIZEID YT, BHEHAA MDD ASDM %1 11—
T LET,

firewall transparent
interface bvi 1

ip address 192.168.1.1 255.255.255.0
interface vlan 1

bridge-group 1

nameif inside

security-level 100

dhcpd address 192.168.1.3-192.168.1.254 inside
dhcpd enable inside

http server enable

http 192.168.1.0 255.255.255.0 inside

BMELEYY
ASAY—ERET2—)L ALV —L~DT ITEA (4=2)
PEEHEICONWT (4 8—2)
avy—)kyvaroualZ7Tyhk (7=Y)
T T4 TRar ) — VB OKT (8 —)
Telnet b aroua 777k (9=)
T7AT U4 —/VE— FORE

ASDM O #C Ef

ASDM 1Z, KD 2 >DOFETEHEITEX F7,

| e
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RS

\}

asomoies [

«ASDM-IDM T > F ¥ : T F vid, ASANSH Web 7 I U AFEH L THF Y ra—REn
577V = aryTY, INEHEHTLIE, EEDOASAIP 7 KL A |THERHRTE 7,
oD ASA IZHBERI T 2 A. T F v 2 HEF Y0 — RT3 083IH0 T8,

« Java Web Start : FH T 25 ASA Z &2 Web 77 U THEfE L T, Java Web Start 7 7" U /7 —
VarvERGFELTESHTALERHY T, FE T Ea—X Zva— Iy FER
FCTEET, 7277 L, ASAIP 7 RFLAZEIZya— bbby bESITHLERH Y £7,

G¥)

ATy T

ATy T2

Web Start ZfHH T AHEITL. JavaFx ¥ v 227 U7 LTLEEN, 7 U T LAEWVWEA,
Hostscan7¢ £ v 7' A /FJIJT) VKT AEERKDbNSAREENH Y FT, Z OREIX
TUoFxEFHL TOIHEAICERELEE A,

ASDM TiZ, BEHOZDIZHID ASAIP 7 FL AZBIRTE EJ, 7 F ¥ & Java Web Start
DOEREDEWT, FIZ, 2 —FREINTED L 912 ASA I[ZHHE L. ASDM #EEN .25 H
D x9,

ZZTiE, FTASDMICEET 2 TEIZOW T LE T, KIZT T+ F 7213 Java Web Start
2 LT ASDM %2 &#) 7 2 FIEIC O W T L,

ASDM [E 7 — /LD \Users\<user_id>\.asdm7 4 L7 FUNIZF v v a2, 1n7 | BILUEER
EOT7 7 ANERAFL, TempT 4 L7 M UWNIZH AnyConnect 7127 7 A VIR ED T 7 A V%
RIFLET,

FIE

ASDM 7 747 P LTHRE LA Ea—2 TIRO URL Z# AN LET,
https://asa_ip_address/admin
DR Z 2 ZFf> ASDM BB ~— I NFR SN ET,

* Install ASDM Launcher and Run ASDM

* Run ASDM

* Run Startup Wizard

TroFxmEATyE— RTHIF, ROFIEEZFITLET,

a) [Install ASDM Launcher and Run ASDM] %2 U v 7 L¥7,

b) Z—VLHENRRT—RDOT 4 —)L REZEOFFIZL FHA A M—1DHE) | [OK] %
7V w7 LET, HTTPS FBRENRE SN TV R WEAIE, 2—FAB L O 2—TIL
AT — K (F7x/VFTLEH) ZANLRNTASDMIZT 7 A T& %9, i : HTTPS
RAEE A X — T M LTea, 2— P4 LR b AT — RE A LET, §8GE
DEDTRVWGEETH, B /A VHET (2—VAET7 T 7 DEFICLRNT) 22—
L NRAT—REANTDHE, ASDMICE > Ta— IV TF—E X=X T—HNF = v/ &
nET,

IRy |
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AVAN—TEHAVEa—HIRHFELT, A VA M—TZREREILET, 4 A F—LDB5E
T45E. ASDM-IDM 7 > F ¥ 2N HEIICB & £ 97,

FHIPT FLA, BEWRI L2 —H4 E AT — R (FHillA v A F—LORAIFZER) &
ABL, [OK1 %227V w27 LET,

2T w73 Java Web Start Z 95121 -

a)
b)

<)
d)

e)

[Run ASDM] ¥ 7= (% [Run Startup Wizard] #7 U v 7 L7,

TurF IREREINEDL, Ya— by hEara—HXIRFELET, AT a v
T, 7V —va B RFETICAC 2L TEET,

v a— kA FHy5 Java Web Start Z @) L £ 97,

FRINTZHAT TRy 7 A>T ALBE O EE =T ANLE T, Cisco ASDM-IDM
Launcher X F /R I E T,
2—HPZ{ERAT—RDOT 4=V REZEOEFFIZL FHHEA A F—LDEE) | [OK] %
27 w7 UET, HTITPS SRAEAHRE SN TVARWIESIT, 2—HF LB LIS R—TIL 3
AT — K (F74/VhTLEH) ZANLRNTASDMIZT 7 A T& %9, i : HTTPS
BALE A X —T M LT HE, 22— 4 LBEEM T ONT AT —RE A LET, &3
DEDTRVWEETH, B /A VHET (2—VFAE2T7 707 DOEFILRNT) 22—
HENRAT—REANTDHE, ASDMIZE > TCH—HNL T —EZRXR=AT—HENF = v/ &
ET,

TIHEREEFEDT 74U FERE

T REDT 7 4L REREEIL, YAIBH LWV ASA @A Lcary 7 4 Falb— g
<7,

* ASA5506-X, 5508-X 35 KL TN5516-X : THGHIMIRFOT 7 4/ MEREIZ LD . BEREPIER/ZMER
BIENHAIN/20 3, ASA L. WA v Z—T7 = A A5 ASDM Zfiffl L THETX
i‘é—o

ASA 5512-X ~ ASA5585-X : WEHHDA v X —7 = A AITHHERIEOT 7 4L FEREIC
Lo THRESNAT-D, ASDMEHEA L TZDA v Z—T = A ATHES L THRELXFET T
%iﬁ—o

Firepower4100/9300 > ¥ —3 : ASAD AKX > R7u L £72137 7 A X RT 256, &
BHHOA =T oA ZXLHMAREOT 7 4 /L FREIC L > TRESNDHT2D, ASDM
AL TCIDA 2 —T = A AT L CRELE T TEXET,

ASAV : NANR=NAFIZL 5 TIE, BAO—BE LT, FEHHADOA X —T = A ZEA
HE WHORBEARE) Lo THRESNDHTZD, ASDMEHH LTI OA ¥ —
T AL CREELZTCXET, 72— LA —NR—IPT7 FLALRETXET,
T, BESELT, TTHHMEEOT 740 b)) a7 4 X2 b—va v aEfds 2
L TEET,

| e
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puEEoF I a0t

*ASASM : T 7 4V FREEFHV ¥ A, 274 Fa2b—a rEHBETHITIE. ASA
P—bEREV 22— ars )= ~DT IR (4X—=) LTI,

« ISA3000 : LGHMREDT 7 /L RREIL, ARy NV —27 EOTXTONER L U4
WAL =T 2 AL, ZERER N T VAT VLN 77 AT Ut —/L T—
REETT, ASDM ZiH L TEHEHA v ¥ —T = A AL, *Y NU—ZDIP T R
VAZRETEET, "— R =T AR E20DA v B2 —T = A AT 125 LTHL)
W TRV, TRXTONT T4 v I3 A 0 TA U F v T E=FEHEHE— FTASA
FirePOWER £ 2 — /LIZEEENET, ZOF—FTIE, F=F V7 HBTOR T
747 ODEBEA MU —AL0 ASA Firepower & ¥ = — /VIZERFE SIVET,

T TTAT A F LD Firepower 4100/9300 ¥ v — O8f, TH RO T 7 4 /v Mk iE
Z. V=T vy RT77 AT U= LE—RKEL T NarTHAE— RO THEHATEET,
ASAV DA, BARFIZ N TV ART LYy hE— RELEIN—T v RE— FZBIRTEET,

GE) AA=Y 7740 E BEn) T7400 a7 4FX2b—2 a2z, logl.
crypto_archive/. 35 X O coredumpinfo/coredump.cfg 737 7 v > 2 A€V NOIEHED 7 4 VX &
T77ANTT, 77y va AEVNT, ZROHDT77ANVOHME, A A=Y 77 A4 LDH
fFe—HLBRWGEERHVET, ZNoDT7 7 AT, T TN a—T 4V TITRLHLET
P BEENBELZZLEZRTDITEH Y A,

TEHEHFEEDT 74U FEREDETT

ZOHETHE, THHWREEOT 74V a7 4Xalb—2a &85035 HIEICOWTHBAL
F9, ASAv Tix, ZOFIEEFEITTH I L TEARENHEE ST, ASA 5525-X DA & 1A
U TR DT 7 40 MERENEH SN ET,

)

(3}:) ASASMT&%E#®?\7j—}D ]\ j \/74) ?:—1 Lr—3 V%?ﬁﬁj—é t N %&b}\dgbi?‘éiéﬂij—o
THHGEOT 74/ 27 4 FXFab—2a03Hh 0 £HA,

Firepower 4100/9300 Ti%, LTHHMREOT 7 4 /L NREEEILT H L HICHRENPHEIND T
T, T AN NREEAE LT DL, A= D ASA A b 9 —EREET S LB
HYET,

1R BHHIIZ

COMEEIX. V=T v R 77 AT U= = R TOMEHATEES, T AT LU b
EFE—ROBA, AVE—T2AADIP T FLARYR—FENEH A, 5T, ZOHEEIT
VTN arTHXANE—RTCOAMEHTEETS, a7 4 FXab—varBnNr77ank
ASAIZIE, ZOWREAHEH L THRBNICRET 2ERFEA I TIAIRDLY £ A,
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B sisso7ror0 rgE0ER

ATy

ATy T2

FIE

THHMREOT 74V b a7 4 Falb—a 2 i LET,
configure factory-default [ip address [mask]]
i

ciscoasa (config)# configure factory-default 10.1.1.1 255.255.255.0

ip_address I8 ET DHEIE. T 74N MDIPT RLRAEFEHT ROV IC, BEVNOET L

J:JC\L'C WER & 7= i”mféﬂ/f VHE—T A ADIPT FLAZRELET, lp_addresszl‘j"‘/a

THRESNTNDA v I =T = ZZONWTUE, ROTTADHA RTA 2B T
éb‘o

« Firepower 4100/9300 : ZhRixdH 0 8 A,

*ASAv : BB A X —T = ADIPT KL AZHRELET,

* ASA 5506-X : RERA > X —T7 = A ADIP T RLAZRELET,

+ ASA 5508-X B L N5516-X : AERA > X —T = A ADIPT RLAERELET,

« ASA 5512-X, 5515-X, 5525-X., 5545-X, 5555-X : BEBA L X —T = ADIPT NL A%
RELET,

*« ASA 5585-X : BB A L X —T A ADIPT RLZAZHTELET,

*ISA3000 : BEA L X —T A ZADIPT FLAZHRELET,

« ASASM : W HITH Y 8 A,
http =~ > R TIE, 2—FREET L2712y MBS ET, FEKIC, dhepd address =
< FO#FMIX, BELEZV 7Ry FRNOT KL A THERINLET,

Firepower 2100 D354 : ZOET /L TIL, bootsystem =~ > RIS FEHA, NvFr—v
X FXOS IZ Lo CTHEHINET,

ZOMTRTOETNLVLDOYAE : ZOa~y Rix, 0 OKEE & I boot system =~ K%
U7 LET (GFHETDHHE) . bootsystem 2~ REfHT L, FEDA A=V
BHTEET, HMRFOBRIEL ﬁbt%\ﬁEAMiﬂD%Pfét\W%??yVJX%U
DIENDA A=V InH 7T —hLET, RET 7 v va AEVITL A—URR0WES, ASA X
T—hrLEHA,

FIFNN AT 4 X2l —arET7T7via AEVIRELET,

write memory

| e
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ASAvy 3

EARTE

ATy

ATvT2

ATvT3

ATv74

asavaAsEotx

ZOa~y T, FHIT boot config 2~ > REFRE LT, BIOLATZ%E L T\ izl
%\£ﬁ2/74%1v~ya/ix&~b7/72/74#;V~V3/@77¢wb@ﬁ
FHCREENET, a7 4 Falb—va Bz 78h5bE, ZORRE 7 T7TENET,

/ —

&t
ZOIETIE, ASAv OEA (B0 H) REEE LT D HIECOWNTHBALET,
FIE
T2 — )V —N—FTH 72D, AFZ U NAEEOEREZYD 9,

AB AL 2=y NNT 2T 4 T B T EEY DI, BREATICT BUERDH Y %
T, BRAANTCEFICLESGG, T2/ 7T 4 THEBEOREXHET DL, AZ UL LEERT
IT 4 TRV ET, UMOT /T 47 2=y hEYVar—KL, ZJx—NAF—N"— U7 %
NUCHERT DL, HTOREFH LT 7T 4 7 2=y bhOREHL, BEREAI T ¢
Fal—rvaryNHEINET,

Jo— RRICEAREZELCLET, 72— A — =270, 77T 4 73EE TRD
a<w REAJLET,

write erase

GE)  ASAV RBUEDIFATA A=V % T — 570, D7 — A A—VIZITRY £8
Mo TEDT— b A A=V HMHT 521X, bootimage 2~ REB L T 72X,

AT A4 X2 b —2 g VIHMEFELRNWTLSEE N,

ASAvZ Y m— KL, BARELZR—RFLET,
reload
Tz =)V —NR—=%TH72DIT, AZ N EEOEREBEALET,

TUT 4 THEEDY vn— N, RF AN EEOBRERALES, BABREN AL 3 A%
EEFHSnET,

ASA 5506-X. 5508-X. LU 5516-X DT 7 A4 J)L +EETE

ASA5506-X 2 U — X 5508-X. BLU5516-X D THHHHFOT 7 4+ FEREIZ. RO LB
‘/C“‘ﬂ—o

« NHEB --> S~ b 7 4 7 71— : GigabitEthernet 1/1 (4+#}) . GigabitEthernet 1/2
(PIER)

IRy |
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B Asassosx. ssosx. s5&UBEEXDFT AL FEE

« DHCP DA IP 7 KL A, NIBIP 7 R LA : 192.168.1.1

+ (ASA 5506W-X) WiFi<->WN#D NF7 7 4 v 7 7ua— WiFi->W~D 77 4 v 7
7 11— : GigabitEthernet 1/9 (WiFi)

« (ASA 5506W-X) WiFi D IP 7 FL-Z : 192.168.10.1

s NESB L OVWiFi LD T4 7 M3 2 DHCP, 77 A KRA v FAKEZFDT T
DI FAT 2 "D ASA % DHCP — & L TR L £,

CEHL/IA L H =T 2 A AREE L TWDEN, £ 9 THRWIEAIIRETE, ASAFirePOWER
EVa—E, ZOA U H =T oA AEFEHLTASANE Ry T — 7128k L. NE
A EB—=T 2 A RAEA L HE—Fy b~DF— 7= L L THEATEET,

«ASDM 7 7 & & : NERHA A P B LN WiFi R A MIFF TSN ET,

« NAT : N#B. WiFi, BXOEBENSHE~DTXTDO N T T4 v I DAV E—T oA A
PAT,

ZDarZ4Xal—va ik avy RTHEREINWTHET,

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside
dhcpd enable inside

|

logging asdm informational

ASA 5506W-X OFAIE, kOa<wr RbEEnEJ,

same-security-traffic permit inter-interface
|
interface GigabitEthernet 1/9

security-level 100

nameif wifi

| e



| @ amms
ASA5512-X ~ ASA5585-X 7 74 L ki I}

ip address 192.168.10.1 255.255.255.0

no shutdown
|

http 192.168.10.0 255.255.255.0 wifi
|

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

=JL ==

ASA 5512-X ~ ASA5585-X T+ 7+ JL FERE
ASA 5512-X ~ ASA 5585-X O TG HAREDT 7 4/ FEREIX, RO LBV TT,
« EHLA L H—T = A A : Management 0/0 (FEHE)
cIPT7 RL R &H7 N1 A3 192.168.1.1/24 T,
« DHCP #—/% : PR A h TIX DHCP — 33 A 2—7 &N TWA T2, FHA v
B—T oA ATt Ha v a—FI2iE, 192.168.1.2~192.168.1.254 DO T KL AN
EpLToHrnET,
«ASDM 77 & A : HHARA MIFFAI & ET,

ZDary74Xalb—ya U IROavy RCHERSILTHWET,

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

—

Firepower 4100/9300 >+ —> T 7 # )L b E&TE

Firepower 4100/9300 v —3/ 1112 ASA Z )& L7- %A . ASDM # i L THHA v & —7 =

=L

A ASOEPEGENARBIZ IR 5% O/ T A — 2 EFARRETE 7, MO RHERIZITR O E
N0 FET,
EHA A —T A
* Firepower 4100/9300 3+ ¢ — 3 A— A Y L CEZINIATLEOEHR I A T A4 X —
T A A

» £ #8i% management|

ALEDIPT RLA
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B

X E

e X2 UT 4 LU0
o PR

WA L HE—T 2 A ANDF T 7L K — k

*ASDM 77t A : §_XCOFRA SRIHFTEINET,

AR TRy 2=y NORTEIL, ROa~vy RTHERSNET, 792X 2=y FOEBEN
DFFEIZOWTIL, ASA 7 7 AXDIERR 25 LT &0,

interface <management ifc>
management-only
ip address <ip address> <mask>
ipv6 address <ipvé6_address>
ipvé enable
nameif management
security-level O
no shutdown
|
http server enable
http 0.0.0.0 0.0.0.0 management
http ::/0 management
|
route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipvé6>

ISA3000 DT 7 4L FEETE

ISA 3000 O THHTRFOT 7 40 FEREIL, RO LR TT,

c hTUART LU N T AT U= VE—R: FTUAXT LU N7 AT U4+ —ME,
[Bump In The Wire] F72i% AT VA 77 A4 T Ux—/] OLHIIZENETDHLA Y2
T7AT T —ThY, BERINTET A A~ON—F Ky 7 e LRI EE
Ao

ATV PRIEA L E—T 2 A A TRTDAUN— A F—T =2 A AFF Ry FT—
JRICHELTWET (IP7 FLRABFRRRESNATVELEA, Ry FT—0E—HT D
KOICHRETHIHENHY ET) : GigabitEthernet 1/1  (outsidel) . GigabitEthernet 1/2
(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

c TRTONHEBLUINEA & —T = A RAFHABEFETEET,

cEHINA X —T A A ASDM 7 7 & AD 192.168.1.1/24,

cEBH EDY T4 7 MIXT % DHCP,

*ASDM 7 7 & A : FEAR A MIFFT SN ET,

e N—= R =T NANRE, ROA B =T =2 A XT THNNIR > TOET,
GigabitEthernet 1/1 3 X O 1/2, GigabitEthernet 1/3 35 X T\ 1/4

| e
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| ®mmRT 58
ISA3000 DT 7+ L hERE .

N

GE)  ISA 3000 ~DFBEWFMNEIWT S 4L, N— R =7 NA XX F— R
BATT 5L, BETCELDITEERDA X —T 2 A AT DRIT
720 £, insidel & inside2 3 L N outsidel & outside2 ITiE{E T
RN ET, INHDA U H—T = A A OBEAF O N T
ThRbhET, BEAFEAIND L, ASART7a—%5| &k
7o, BEGENERE R R S E T,

* ASA Firepower B 2 —/L 1 TXTOD ~T 7 1 7 3, Inline Tap Monitor-Only &— RDE
Va— VIR EENET, ZOF—RTHE, T=4 VAN TORNT 7 4 v 7 OEE
A K U —AhS ASA Firepower & ¥ = —/VIZEE SN E T,

Zoar74Xal—ya IROavy RCHEEIATWET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside?2
security-level 0
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any
access—-group allowAll in interface outsidel
access—-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management
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B asavza

ks
filt

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

access-list sfrAccessList extended permit ip any any
class—-map sfrclass
match access-list sfrAccesslist
policy-map global policy
class sfrclass
sfr fail-open monitor-only
service-policy global policy global

ASAv EAKTE
ASAv [T ASA %P L7256, ASDM Z (i L TEEL0/0 1 > & — 7 = A A~D ) AT hE
D% DRI A—FEATb > TRETEET, —MRARMERIITROBRERH Y 7,
=T RT7AT V= NVE—RELIEI TV AT VLN T 7 AT U4 —/LE—FR
« Management 0/0 - > % —7 = A A :
* ZA11X T'management]
«IP 7 KL 2 %7-3 DHCP

cEXa2UTF 4 LAULO

EPRRARNIPT RLADAET 4 v 7 — | (EBY 7T Xy b FI2R0ES)
« HTTP Y — SOH LN F 72 1 L HL)
EHIRARNIP T FLAH®OHTTP 7 7 & %

« (7T =3 ) GigabitEthernet0/8 D7 = —/LA—/X— U > 7 [P 7 KL A Management0/0
DAZ LIS TP T KL A

* DNS #—/3
e Av—hk FA4EBLAID b—2

A — K I ADZNL—Ty b LoULE L OHEAEMEET 7

(7> =3 >) Smart Call Home HTTP 7’2 %2 URL B L IR — K

(A7 3 ) SSHEHRE :

cJIATURIPT KL A
eI —H) 2—HFL L IRAT— K
« BTV F— BN 25T 5 SSH IS LB

(7> 3 ) REST API DA E 7= 1L M%)

| e
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\}

asavEAzE i

GE)

Cisco FRFIERICIE S :éﬁ'@“ it ASAVEA A =Xy N T IV BABRMLETT, 4 F—
Fy N T 7B RAEFEITUTER ﬁ FTA U ARET DL, BARIGEBNOBREDMLEIL /2D
ZERBHY ET,

AHZ L RT7ay 2=y MIOWTIL, IROFBREMZSIL T ZEV,

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

T 2= NG —NR—=RXT7DT T4 <) 2= MIOWVWTIL, ROFEHEZML T ZEW,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
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failover interface ip fover primary ip mask standby standby ip

-~ ANY ~ ~

O J4F¥alL—2a kX
ZOIHTIE, a7 4F=2b—va BT 5 HIEICOWTEB LET, ASATE, AZ— |
Tl a4 Xal—alrlFINsar 7 4 X2l —alrEZTFARN 740005
n—RKLETd, ZOT77AE, T74NVFTIHELZ7ANLVELTHETZ T vy a AEVIZ
FEHLTWET, 7L, 2= AF— T v a7 4 X2 b— g IR DA%
ETDHZENTEET
a<w L REANTEE, AFY FOFE[Ta 74 X2 —2a I LTFIEEREH IR
FT, BEERNRE Y 7 — MEOLMERFTHI21E, FTar 74 F 21— a V2 FEITAZ— |
Tl a7 4 FXal—ya SNMRGETALERNL Y F9,
COETHHATARRIZ, FFCHEERRWVED, oIV E—REv LT E— RDliEFx =
Vo7 arysxAMIEHESNET,

A4 FXaL—LavDERORE
COETIE, a7 4 X alb—yva VERETDHECOWTIALET,

UL AVTERRNE—RTOaAVIA4F2AL—L a3 VDEBEDEE
EITa T4 X2l —2a B RAZ— Ty ar 7 4 Xal—a VITRET AR, kRO
FEZFEITLET,

\'l

FIE

FfTar 74X al—va AL — T v ar7 4 F¥alb—vg R EFELET,
write memory

(G¥)  copy running-config startup-config =~ > N{X, writememory =~ > NIZFHY L E 7,

TILFAVTXERAMNE—FTOAY 74X L— a3V DEREDRE
FarTxF AL (BIORVATL) a7 4 Xal—ary2ENEETLIZEL, 7T
DALTFHRAN AL T 4 Fal—arPRIBIRETASZE L TEET,

BAVTFXIRAMEVRATLOENRTE
VAFAEFIFICTIANDIL T 4 X2 b— 3 VERGET AT, ROFIEEZERALE
7,
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TATOAVTHFR b av T FaL—vavorugs [

FIE

AT XA NEFIVAT AAND, FATar 7 4 FXal—va B AL — T vy T a7y
Xl —g R ELET,

write memory

VNV F A THFARNE—RTE, 2V TFANDODARZ— T v ary7 40Xz —Ta %
AF Y —NCELS ZENTEET, Z05E, ASAX, =7 F A K URL THE L —A
a7 4F¥a2b—va R UTREFELET, 7272 L HTTP URL 38 X OYHTTPS URL D54
BN, =R Zar 7 X oL — g VERGETX IR A,

(G¥)  copy running-config startup-config =~ > K{%, writememory =~ > NIZFHY L £ 7,

FTARTOAVTFHFA LAY T4 X2 L—> 3 D ORBEREE

FTRTOaVFHFAN a7 4 F¥al—Ya bV RAT A a7 4 Xalb—3 g U EERRIC
RET DT, WOFIEEZFEHALET,

FIE

VAT DEITANR=ANDS, TRTCOALVTHFANETVAT AL T fFal— g VOFELT
a7 4K a2l =Ygl EAS— R NT T a7 4 X b —v g SRFELET,

write memory all [/noconfirm]

/moconfirm ¥ —7— K& AN LaWGE, ROT a7 MRERSNET,

Are you sure [Y/N]:

YZANTHE, ASAICE STV AT L a7 4Fal—v g bfarTFA FBMREES
NFEF, IVTFANDAX =T v 7 a7 4 Falb— g 0%, EP—NIRETE E
T, ZTOEE, ASAL, 2T FAMURL THRELEY— N2y 74 Xal—va 2R
LCfELEd, 7277 L HTTP URL 3 X OY HTTPS URL O&1IHFISN T, —Nlca 7 ¢
Fal—vaVERETEETA,

ASAICE > TH AT HFAMPRESNIE, ROAyE—VRERINET,
‘Saving context ‘b’ ... ( 1/3 contexts saved ) '

T —DEOIZA L THFANPMRMEEINBNGEELH D T, =T —IZoWTIEL, ROEHRE
ZRLTLEEN,

c AFVARRDIEDIZAT HF X PPREFESHLRVGEIE, ROA v —UNRFIRSNE
‘j‘o
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The context 'context a' could not be saved due to Unavailability of resources

UE— FOFEIZRETERNEDIZA LT XA PRSI BRWVEEIE, ROA vE—
VINFTRSNET,

The context 'context a' could not be saved due to non-reachability of destination

ATHFRAMPRE Y7 STV DIEDIRFE SN2V EIE, RO A =V RERIN
£7,

Unable to save the configuration for the following contexts as these contexts are
locked.
context ‘a’ , context ‘x’ , context ‘z’ .

AUTRARRR Y7 INDHDE, BlOZ—FRTTIZar 7 Xalb—ra rERFL
TWAEA, FlEar T A FEHIBREL TWAEBEDHRTT,

AZ— R T v a7 4 FXalb—a RN AROERATHA=DIC (728 21X, HTTP
P—T) T THFANBREINLRVGER, HOTXTORA v =V DOREZIZRD
Ayt — LR—ERHASNET,

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:
context ‘a’ , context ‘b’ , context ‘c’ .

7T vva AE)ORIZ—PEATWDLIZD AT F A MERFETERVIGEIE, KD
Ayk—URFRINET,

The context 'context a' could not be saved due to Unknown errors

AB—Fr7yTaA0T74FX2L—>3VDOEFTIAVI4 Fal—3
oADIIE—
BLWRS = Ty T a7 Falb—rarz@frar Falb—vas{lat—45IC
X, koWFnroa~y Ra2ERLET,
* copy startup-config running-config

AL—=KT a7 Xalb—varcFfrar74Xal—rarkvw—YLET,
v —VICk o T, L ar 7 Fal—yarhbE,Tar 74 X¥ab—a UITHL
Wawr RNBMERET, 374X a2 b—2arRNRIUEES. ZEIIRAELEE A,
a2 RONEET LA, Fida~vr RRayTX A MOFEITICEEL 52 554,
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v —VORERIFa v R TRARV FT, =7 —0BETHZLL, PHITE 2V
BRAELHAZELHD F9,

¢ reload

ASA#Yu—RLEYT, TOREE, AF4— T v 7 arr7 4 Xalb—rvarPa—FKX
N, FHTar 74 Xal—Ta ryBNEEINET,

» clear configure all, #t\ T thencopy startup-config running-config

AP = T v T ar7 4 Fal—varku—RL, ETar7Fal—ra 2HlE
LE9, Vr—RFEIRETT,

1] =
RTEDRT
ETars 74X al—y g b A= NT v ar7 4 Xal— g rEERRTHITNE. RO
o< REFEHALET,

* show running-config
FFar74F¥al—varkERnRLET,
* show running-config command
FEDa~y FOFTar7 4 ¥alb—vara&RrLET,
* show startup-config

AH— K NT T a7 4 Xal—yar2FRrLET,

» > N~ =L ~ N 4
AVT4Xalb—2a VEREDY )7 EKLVHIBR
REZHET D12, ROWTFrDOa~xr e AN LET,
* clear configure configurationcommand [level2configurationcommand]

BEINZa~vy FOTRTOary 74 ¥alb—vars 7 V7 LET, avy ROE
N=arPar7 4 Xalb—alslEidar V735558, level2configurationcommand
WIEEZ AT LET,

72z, X TPDaaaa~r FOary 7 4 Xa2b—ya w27 07452, koo
Y READLET,

ciscoasa(config) # clear configure aaa

aaaauthentication 2~ > RO 7 4 X2 L —1 a3 7227 V7 4T5I21%, ROa~vw
FEALET,

ciscoasa(config) # clear configure aaa authentication

* no configurationcommand [level2configurationcommand) qualifier
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Ay RORFEDNRT A—F 34T v arveT 4 b—7 M LET, ZOHA. no
avy REfH LT, qualifier R SNARFED 2 7 4 F 2 b—a Y EHIBRLET,
7o & 23X, FFED access-list 7~ > REHIFRT 2I121F, FNE —BIZFET 2 DI2+557
avy REASILET, a~vr REEEANLRTNERLRWEELH Y 77,

ciscoasa(config) # no access-list abc extended permit icmp any any object-group
obj _icmp 1
* write erase

AA— KTy ar7 s Xal—Iar®2iEELET,
A\

GE)  ASAVOEA, Zoawy Fid) n— FRICEAMKRZHE T L E
T, AT 4 Fab—a UEFEEIZIEET HITIE, cearconfigure
all =~ > Rz LET,

* clear configure all
Frar 74 F¥al—rvarEWELET,
S

() ~NFar7FFANE—FRTHEH, VATLar74FXalb—vs
Y75 clear configureall Z A5 &, §XTHOa L TF X b &
HIBRL, AT oar 74 Fab—rvarzEEThZ b
DNET, aVTFXFRNaTrT74Xab—rary 774 NMIEE
ST, LGRS NET,

(GE)  Firepower 2100 DA 1 ZDET /L TiL, boot system =~ > N
ERINEREL, Ny 7 —VIEFXOS IZ L - TEHENET,

ZTOMTRTOETNLDEE : Z0Oa<y Rk, BOOREE &
HiZ bootsystem =~ K& 27 U7 LET ((FIET H%E) . boot
system 2~ Rix, M7 T v 2 AEY I—FKDA A=V %k
G, FEDA A—VnLOREIZAIREIC LET, ASAZREY
R—=RT5L N7 7 v a AEY ORPDOA A =T bHEH)
LET, W7 7 v a AEVIIA A—=IURRVEGS . ASA T
EEI L EHA,
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$754 TR av T ¥aL—2ay 77 Lok

AISAVTTEFR NI D4 F2L—23 2 T7A4ILDOER

ZDHA RiE, CLIZMEH L7z ASA DREFIEICOWTHMHLET, a~vr FERFTH &,
EENT XA 77 A NVCEZIAENET, —F4, CLLAZMEHT 2RbVIC, 7%FA L 77
ANHALVE2—ZTCHEHERELT, 2074 Fal—ar E—RDavwr R4/ Fn
VMG, A7 4 X2 b= arERHELIRITT ORI N TEET, H
DFHEELT, ASAWEHTZ T v a2 AFVIZTHXFAN 774 VvEX Ty a—RLET, ASA
NORET7ANDE T —RIZONWTL, Y7 hv=TBitary7 s Falb—rvar%
ZHRLTLZEN,

FEAEDHE, ZO~=a T VT T2a~y Mgt CLIZa > 7 MBAEITLET, &
OFITHT r 7 M [ciscoasa(configi#] T,

ciscoasa(config)# context a

aw Y ROANNERENRNTFA N ar 74 Xalb—vary 77 A LVDOEAIE, o
7 MIRO LS ITEMENET,

context a

Tr7ANDT F—=< v FOFEMZONTIX, a~ 2 RIA v A E—T x4 ADEREZSR L
TLTEEWY,

Bt D 5% 7 K B D A

AT 4 X2 b= a KL TEXRa VT 0 RN —OEFEEZMZHAE, TXTOHL
WEEETCTHT LWVEX 2 U7 ¢ R =N S E T, BEFOBRIL. BRI R E S
TR —2F &R LET, HWEHEO show =~ > R ITIEEWVERED S S 4,
HWEERICBET 2T — 2 2 S RWEARH Y 7,

7mE 2IE, A v H—T = A AD>5 QoS service-policy ZHIFR L, BIEA— 3 > &2 FHE BT
58545, show service-policy =~ > RiZiE, LW —ERXR R v— L —ET 2 HRER L
HAAT 6N TND QS WY U X DHEFRINET, HWRY U —DBEFOERIZa~ > R
DZITFRENEEA,

TRTOEREDFT LWR Y O —ZERIERT D X012, BIIEOBRAMERL, FHrLVARY
AL CHEBR TES LI LET,

Pl 2 bR 21213, RoWTFnroa~xy Rae A LET,
* clear local-host [ip_address] [all]

Zoa~v s NiE, Bl RMECHEEGEORIRR E, 7 I7A4 T NZEDT U Z A LA
T EEPAEELET, ZhICEY., Zoa<r R, ZhH0HRE#FEHAL TWET
NTOBEFELZHIRLET, SR FZEOBEDTRTOFERZE T 5I21%. showlocal-host
all 2~ FE2ZHL T EE0,

| IRy |


asa-96-general-config_chapter37.pdf#nameddest=unique_74
asa-96-general-config_chapter43.pdf#nameddest=unique_75

ERT 58 |
B ssaoun-—+

S ERRE LW E, Zoa~vy NiE, 8% %0) 53X TO through-the-box #fii & 7 U
7 LET, to-thebox i h 7 VU 7T 5121F BHEOEHE Y v a v &25T) | al¥—U—
REMEHLET, FEDIP T RLASND, ETTFRFED IP T FLANLOHRiE 7 V7T
I BHIZIL. ip address B EFEA L £,

* clear conn[all] [protocol {tcp udp}] [ address src_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ address dest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]

ZOawry RiE, T XTCOREBOEFREK T LET, FAEOT R TCOEFREFERT HIZ
1Z. showconn =2~ RZHMR LT &V,

SIBERELRNE, ZOa~vy NET~TO through-the-box #4f5i4 7 U 7 L £ 77,
to-the-box ##c b7 UV 7§ 512iE BEOEHE Yy a v &2ET) | al ¥—TU— R&fHEH
LET, #METIPT FLA, 5GP T FL A, R—F, 78 ha LIl ESWTEED#E
fea 2z V74 5120d, BERLS T a v ERETEET,

ASAD')A—k

ASA ZV u— RT52iF, ROPIEEZFITLET,

FIE

ASA%ZYVu—RLET,
reload

GE) =ATF arTHXFARET—FTIE. VAT AETAR—ADANS T o — R CTx F
A,
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