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AT 5,
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FHINET,
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*DNS BRERESNTWVND Z &,
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« Anonymous Reporting % 1 X —7 /MZ L TWAHEAE, M T AN AL MEHIBRT 5 Z &%
TEFEHA, $£72. Anonymous Reporting %7 4 E—7 /M LIZHE, T AR FA 2 b
XD FE FEFEY £7, Anonymous Reporting 37 4 B—7 /L OEEIL, T AR ARA B

Anonymous Reporting & & U' Smart Call Home .



Anonymous Reporting 5 & Uf Smart Call Home |
. Anonymous Reporting &5 & U' Smart Call Home D% 5E

ZHIFR T £9 %, Anonymous Reporting %7 4 E—7 /LI LTH b7 Ak RA > MIHI
PrENEE A,

s NT AT XA T— RRELMEHA L TWB54A1E, dns, interface, trustpoint =~
VRIIEEHa T XA MIHY ., call-home =~ RiZv AT A THAMILY 7,

« CAV—"DOHCEBEAEAENET I N7HA 12, Smart Call Home 237 7 7 ¢ 7 72K E%
HEFFCE D L 0T, EHIRZ trustpool N> RALVOEH ZHEMLTE £, ZDORT AL
TV HENE IR, v TF a TR A MOBEATIIVR— FENET A,

Smart CallHome D A4 K54 >

e ¥ /LF 2T H AN E— NTIL, subscribe-to-alert-group snapshot periodic =~ > N, ¥
AT h AT 4 Falb—vayPoFRERGT 22~ Mo, 2= a7 2 b
BEREBUSTHa~r RD2o0a~y RighBElshEd,

e« Smart Call Home DNy 7 = K H—F, XML ERXDRA v =V OBRZITED Z &N T
=%,

« SmartCallHome A v & —%, 7T AX VT A X—TMZLTEBY, Z VT L IR
HREZFFORMT 7 — ~ 70— T % X 912 Smart Call Home 5 E L Th 545
AlZ, BERITAL AR FELR— T 57200 A|TEE SN ET, Smart Call
Home 7 7 AZ U 7 A v—U1F, ROA XY ML TORERINET,
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e =y NI T AEZMBHIR LT & &

cJTAZ A=y NINT TAL v AZ—|Tpolc b &

I TGALZDEHFY =y PREL L &
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T IT AT TTAEDA LN

« VT AHZ < AHZ —"T®D show cluster info =~ > NI LU show cluster history =~ > N
DT
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Anonymous Reporting (& Smart Call Home —E 2D —HTH Y, ZhzflifldsL, =7—F
KONV R T 2 B/ NROIEHRAE T A A BV A2 TEAL THETEET, —7. Smart
Call Home —E A (X, VAT L ~NVADYVR— haeh AX~A AT 56 TT, Cisco TAC
DEEROT NA A= LT, MERSD X —AZBAL ZENRTEDXH 1T F
T, L OEAF. BEHENZTOMBEICZAM AR TE £,
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Anonymous Reporting 0 5% € .

W7 DY —E A% A7 5 ETRERFFICHRE TE £33, Smart Call Home — B X 28 E 31
&£, Anonymous Reporting &[] UHSEEIZIN A T, DAZ A XENTV—EABEHATE S XL
T2 E£9,

Anonymous Reporting D% 7€

ATy I
ATy T2
ATFvT3

ATy T4

Anonymous Reporting Z 7% Ed 2 121E, ROFNEZFETLET,

FIE

[Configuration] > [Device Management] > [Smart Call Home] DJIRIZER L F 97,

[Enable Anonymous Reporting] &= v 7 R v 7 A& AN LET,

[Test Connection] #27 U v 7 LT, Y AT A TAvE—UEEETEDL L 2R LET,
ASDM (I A v b=V ETiF= T — A v =V AR LT, 7 X MERZBHLET,

[Apply] #7 VU v 7 L CEEZRTF L. Anonymous Reporting % A £ — 7 /LIZ L £7,

Smart Call Home D& FE

ATy T
ATy T2

ATvT3

Smart CallHome V" —E A, VAT ALty T v BIOWT 79— P T R27 V73 7o
T ANEFRET HITIE, KOFIEEZFEITLET,

FIE

[Configuration] > [Device Management] > [Smart Call Home] DJIEIZER L £ 97,

[Enable Registered Smart Call Home] = > 7 7R v 7 2% # |2 L C, Smart Call Home % 1 % —
T L, ASA % Cisco TAC (284G L £,

[Advanced System Setup] % 7 /7 U > 7 LET, ZOMFEBIEL, 3HO~A o THAES TN
FT, XA UF XA MUTEXTAI Y v 795 ERBEAERIIMITEET,

a) [Mail Servers] 1 "C, SmartCallHome A v E—Y & E A A —/LDOYT 27 T A NZEUE
THRRICHIBT DA — L P—N"ERETEET,

b) ASA @ [Contact Information] ~<- >*"C, Smart Call Home A v &—VIZF RSN DHHEHD
BEABREATTEET, 2O AL, ROFRPEENET,

o IR SEH Y DAL,

o HHE I DERER .

o RS E S B DR,

c BESEDBE T A —L T RU A,
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« Smart Call Home F5+ A —/L® [from] BFA—/L T KL &,

« Smart Call Home & 7- A —/L® [reply-to] &\ A—/ 7 KL A,
e A H~—1D,

« 1 K ID,

« HE L 1D,

c) [Alert Control] XA > C, 77— FOHH/NNT A —Z EZFETEXET, ZTOA T,
[Alert Group Status] XA ' NEEIL, T IIWIIKRDT T — K IN—TDAT—H A (f F—
TNVELET 4 8—T0) BRI A RENET,

cBWIT T — |k I—T,

a7 4 FKal—ag T T—hK TN —TF,
CIRIRT T — b T —T,

e A RUNY TT—h T—7,

cAFyTFvay hTIT—F TN—T,

esyslog 77—k Zv—"7,

T VAN TT—hKITN—T,

BT T— kN IN—F,

o 1 3 S 3% Smart Call Home £ &2 — Y O KK,

+ Smart Call Home &1 A —/® [from] EFA—/N T KL &,

AT 74 [AlertSubscription Profiles] # 4 7 /v 27 Vw7 LET, HELILEY T A7V Tvar Tary
AMIEST, PTRIFANBIORGRET LT 77— I =T PREEINET,
a) [Add] £72X[Edit) 227 Vv 27 LT, $YTRHO YT 3y TAT7AIN I T4 25T "L
F, T IV T AV T v ar Ta T s A VEERLEZY BEOST AT Y
Frar FuadrANERELZY TEET,
b) [Delete] 7 U > 27 LT, BIRLTT w7 7 AV ZHIBRLET,
¢) [Active] F= vy /Ry 7 REF N LT, BREINZHYT A7V Fary 77y A00
Smart Call Home A v & —Y %% 727 74 NIZEELET,
ATw 75 [Add] £721X [Edit] 27 U >~ LT, [Add Alert Subscription Profile] A 7 12 7' 7R v 7 A E7=1%
[Edit Alert Subscription Profile] # A 7 1 2 7Ry 7 AR R LET,
a) [Name] 7 4 —/L NIEZEAMY HHTHY | RETETEEA,
b) [Enable this subscriptionprofile] = > 7 Ry 7 A% AN LT, ZOREDT LT 7 A V%
AX—TNVELIETT 4 B—T M LET,
c) [Alert Delivery Method] fEJ C, [HTTP] £ 721X [Email] 47> 3 & RZ L OWTnE Y
Vw27 LET,
d) [Subscribers] 7 4 —/L RIZE T A—/L T KL AE1EWeb 7 FLAZ AT LET,
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ATvT6

ATy T1

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

Smart Call Home D&% E .

e) [Reference Identity] (2, syslog % — 375 %A5 L7ZGEIZEIC x5 RFC 6125 S/ ID F = »
DA F—TMITHBRID ATV =7 bELARTTHRELET,

ZRID AT V=7 MZOWTEELLIE, ZRID ORELZSRLTIZS W,

[Alert Dispatch] fEHk Clx, FEEN, 7T X7 T A /NZE(ET 5 Smart Call Home 15 OFEIH
EEEOFHERETEET, FRHIN—RA LA XV NR—=2D 2 EHOT 7 — BBV, T
T—brD RN H—=FHEIDSCTERLET, a7 Falb—ar XU ATy
Tvavh, BEXOT LA NIOET T7— b Z—T 1IN — 2T, W, BBi. Syslog.
BROEBOKT 7— b ZV—T13A X b= TT,

[Message Parameters] fEIK ClL, BLEIND A v E— VALK KA vE—Y A XL
TR FTANZEBEINDA v =V ZHIT HNNT A —F 2P TEET,

S — 2 DT 5 — Y4, [Alert Dispatch] §E08 T [Add] £ 7= 13 [Edi) # 7 U v 7 LT, [Add
Configuration Alert Dispatch Condition] % 7= {3 [Edit Configuration Alert Dispatch Condition] # 1 7
nryRy I AT LET,

a) [Alert Dispatch Frequency] S C, V7 X7 T A4 NITHERAEEETHHELRRELET,

cADOY T AT YT arDioofERE LT, HER, BAEEELET, 20
ERLWEAIT. ASA DNHUIZEAZ RN L £,

cHEOY T A7) T arDbOERE LT, FMER, AZEELET, Z0E
TENRNGA L. ASA DNEU)Z2EA IR L £97,

ROV TR YTy a3, HREEETORAZHEELET, ZOEENLY
Gald. ASA MY ZEZ IR L £,

o R BLLOY T A7 V7o a ilid, BFHmEEETLH2REME (HA) ZHELET,
ZORENRWGEIE, ASADEY)EEZERLET, RBEBEM]OYT A7) g
UHEY DX, AF v T vay PEBIXOT LA RNY T — K IN—TDHTT,

b) [Basic] £721% [Detailed] A7 > a > R %7 U w7 LT, T AT T A NTHERIER
DL~V ERELET,
¢) [OK]#27 Vv s L TCar7 s ¥al—a 2 RELET,

ARy MR—=2OBW, B, BIOEET 7 — hO%4 . [Alert Dispatch] 8% T [Add] F 7=
/X [Edit]) %2 U v 27 LT, [Create Diagnostic Alert Dispatch Condition] ¥ 7213 [Edit Diagnostic Alert
Dispatch Condition] %4 7 2 7Ry 7 AR LET,

[EventSeverity] K2 v X7 YA RNT, ¥y T AT TAN~DT T— DT 4 AXvF &
H=F A4 POEBRELIEEL, [OK] 227 U v 7 LET,

BRI N—2 DA > X v T F— hDO%4E ., [Alert Dispatch] i3k C [Add] 721X [Edit) 227 U v
27 LT, [Create Inventory Alert Dispatch Condition] % 7z 1% [Edit Inventory Alert Dispatch Condition]
HATOaT Ry 7 AERRLET,

[Alert Dispatch Frequency] K2 v 7 X > UARNT, YT RIFANZT T7— T 4 ARy
FILMEAREL, [OK] 27 U v 27 LET,

K] N— 2 DA F > 7 g v b 77— MDA [Alert Dispatch] #85 T [Add] 7213 [Edit] %
7Y > 7 LT, [Create Snapshot Alert Dispatch Condition] % 7= (% [Edit Snapshot Alert Dispatch
Condition] ¥4 70 7Ry 7 AR RLET,
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a) [Alert Dispatch Frequency] fEIk C, Y7 X7 7 A4 NZHEHREZ X ETLH2HELIEELET,

CHADFT A YTy a v OEDOMRE LT, EER, R EELET. ok
EDRIRVGE L, ASA NI e fH & IR L £,

cHBHDYV T AT VT g DEOOFERE LT, BEH, HIAEREELET, 20
ENIRVEAIEL, ASA N2l 28I L £,

cHEHDOY T A7 YTy a s ilid, BMERETIHLZEE LET, ZORERR
AT, ASA DU MEE RN L £,

c FEHNLOY 7 27 U 7y g iR, 1ERERETHRE (DAL ZHELET,
ZORENRWNEGE X, ASAEY2EA SR L £9, KRB0V T 270U 7 g
UNETRDIX, ATy T ay hBEIXORTF LA NI 79—k S —TDOHRTT,
cMRY T 27 Y T g DE. VT AT T A NITIEREEET DHEE 2B T
TELET, ZOFHIF, AFvTvavy b TI7— M TN —TICORMEHAINET,

b) [OK]227 Vw7 L Car7 s Fal—a a2 R EFELET,

ATY T8 A FR—ZD syslog 77— b DA [Alert Dispatch] ik T [Add] F721% [Bdit] 27 VU »
27 L, [Create Syslog Alert Dispatch Condition] & 7= {3 [Edit Syslog Alert Dispatch Condition] % 1
TualRy 7 AR R LET,
a) [Specify the event severity which triggers the dispatch of alert to subscribers] = v 7 A8 v 7 A %
FZLT, Rey 7 Xy JRARNLARY NOBEREZRIRL £,
b) [Specify the message IDs of syslogs which trigger the dispatch of alert to subscribers] 7= v 7 7R v
JAEFNZLET,
) B DRI ST, FT AT FANNDT F— hDOF 4 2y F% N U H—F 73 syslog
Avt—VID ZRELET,
d [OK]Z27 Vw7 LTar7 i Xal—a r 2IRELET,
RATFYTB ARV ER—=ZADT LA N T Z7— hOA, [Alert Dispatch] Ik T [Add] F 7213 [Edit] % 7
U w27 LT, [Create Telemetry Alert Dispatch Condition] ¥ 721 [Edit Telemetry Alert Dispatch
Condition] ¥4 70 /Ry 7 AR RLET,
a) [Alert Dispatch Frequency] fEIk T, V7 X7 7 A4 NZHEHREZEETH2HELEELET,
cBAOYT A7) FarolodFRe LT, FEH, BAZHELET, Z0fH
ENRTRWNE AT, ASA MU E A IR L £ 77,

cHHEOYT A YT arDi-doERE LT, BEH, BREEELET, o
Hﬂi—’z)§fccll\%/lfl\bj:\ ASA Z]S\j@{jjfci/fﬁ%i%?)ﬂ Liﬁ—o

cHBADOYT AT YT a lF, BWRERETANAEHEELE T, ZOHBER LWV
BaiE. ASA DU AR L £,

« FEHEALOY 7 27 U 7 3 iR, TEREEGETHRE (AL ZHELET,
ZORENRWGE X, ASAEYI2EA SR L £ 9, KEMNOY T 27 ) 7 g
URTEIZRDIE, A F v T ay hBLXOT LA RN 75—k FA—TFDHTT,

b) [OK]27 Vw7 L TCarr s Fal—va a2 REFELET,
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ATv 716

trustpool AEFED BE) A »R— FDERTE .

[Test] #2 U v 7 LT, BELET T— FBELSBELTHEME 5 2a MBI LET,

trustpool FEFAZE D BEIA > 7R— FDERTE

2Z2<vw—hF 74 ATHE, SmartCallHome £ > 7 T A F T 7 F v MEFENET, ASAIT Ny
7 277 7 > RC Smart Call Home [E4 L7 — R 2R ET 5 & 12, Call Home H—/NGEBE % %%
TLIZCADREREZ ZL M T X FARA » b a2 ABIIZIER L E§, ASAIL, H— GEHFED
AT DA R SN EICGGEHEORGEAZ R — T2 L 912720 LT, HAFZ~—DGE
HEREOLEEZMEST 20 ETH Y A, CAYV—"DOACELMAENEE INTZ5E
\Z. Smart Call Home 237 7 7 ¢ 772K A HMERF T & 5 K 51, EMA7R trustpool /X2 K/LdD
WA HEb TEEd, ZOMEII~LTF ar T2 2 MEBRTIIR—FENERA,

trustpool DFEE N RV A2 HEIRIIZA VAR — b T 25I1201F, ASABNY RLoF 7o —RE
A VA= MCHAT % URL 2 H8iET 2 BER S ) 2T, kOa<y KEANTIE, 774
JL R Cisco URL &7 7 4/ h OR§fH] (22 K§f) 2 LT, HH —EDOMRBTA A — b
WEITSNET,

ciscoasa(config-ca-trustpool)# auto-import-url Default

Flo, WOa~v REMFHALT, #AZXAURLICEKDHBIA VAR — oA X—T M TEE
R

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

F 7 = BEE T OMOIE D LD R A o n— RERETE S LH12T 5
Wik, ko a<y REAA LT, BAX AL AL v BR— oA F—T NI LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B AH L URL & DAY AERORFIZLDHEA VR — FEFRET DL, kOoavr Rz
ERAT 20BN HD F5,

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

Anonymous Reporting & & Uf Smart CallHome D E=%4% 1) >

Z

Anonymous Reporting 33 & T8 Smart Call Home ' —EADE=F Y  J|ZHOWNTiL, IROa~
KZZM L TL 72 &V, [Tools] > [Command Line Interface] # i L CZ D a~ > K& AN T
TET,

* show call-home detail

Zo=avy R, BIED Smart Call Home OFEMRRE A FR LET,
* show call-home mail-server status

Zoawy NI, BEORA =V P —ROAT—Z A %FR LET,

* show call-home profile {profile name | all}
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Zoa~xy RiE, SmartCallHome 707 7 A hDaA LT 4 Fal—a AR RLET,
* show call-home registered-module status [all]

Zoavy N, BEINTVWDIEY 2a— VDA T—H A%FRLET,
* show call-home statistics

ZOa~y RiE, CallHome OFfIAT — X A% For L ET,
* show call-home

Zoawy RiE, BIED Smart CallHome D3> 7 4 X2 b— g U EFRLET,
* show running-config call-home

Zo=a~wy Rid, BIfED Smart Call Home DFITa L 7 4 Fa b —va vV EFRRLET,
* show smart-call-home alert-group

Z®a~y K&, SmartCallHome 77— ks ZNV—TDBIEDAT — X A% TR LET,
* show running-config all

Z® =~ RiE, Anonymous Reporting =—H% 7’10 7 7 A )VIZHT 552 R R L ET,

Anonymous Reporting & & U* Smart Call Home M &

%= 1: Anonymous Reporting & & U\ Smart Call Home O & FE

HEBE TSy bITH—LY)—R EBA

Smart Call Home 8.2(2) Smart Call Home H—E A%, ASA (T
B3 7a7 74 72HBLIRY T
IWEALNT T—hERMEL, xv b
U—7 QR ML ERFE AR S
S

ROBEAEASHLE LT,

[Configuration] > [Device Management] >
[Smart Call Home],

N

Anonymous Reporting 9.0(1) Anonymous Reporting % 1 % — 7 /L2 L
T, ASAT' T v b7+ —LZifbd %
Z & TEE T, Anonymous Reporting
&Y, =7 —BIUO~V AT
B/NROIERZ T A Zipnh 2 22T
HRICKETEET,

ROBANEL S NE LT,
[Configuration] > [Device Monitoring] >
[Smart Call Home],
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Anonymous Reporting & & Uf Smart Call Home O /& & .

T bITH—L))—R

B

Smart Call Home

9.1(2)

TULAN) 79—k TN —7 LiR—
k@72 @ show local-host =~ > K

[%. show local-host | include interface
v NIZEBIZRY E L,

Smart Call Home

9.13)

SmartCallHome A vt —1%, 7 7 &
HZY T X—T M LTEY, 7
UT 4 ANVIRERE ZROBW T 7 —
N 7V —IT8 GRS D X D I Smart

CallHome % E L THDHHAIC, EH
BRI TAZ AN Mo LR — kﬁ“é
72D A TR ESINET, Smart
CallHome 7 ZAZ VT A vg—
I, RO IFEFEDA X MIKFLTD
HIFESNET,

s =y BT TARIZEBIM LIz L
X

e = "I T AENLIIE LT
L x

cJITARE A=y NN TAE <
AN —|Thp ol b X

EEENDHE A v E— TR OIEHR
NEFENTHET,
T IT 4T JITAZDA LI

« J T AH < AKX —"TO show
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