FRAERS T a—Fa 5

ZDOETIL, CiscoASA D b T TN 2—TF 4 7 kR X OWRABGOT 2 h HIEICHSWT
AL E 9,

e f X =TI NAT— L Telnet 7S AU — FDEIE (1 2—)

» Packet Capture Wizard Z i L 725 ¥ 7' F ¥ O E & F(T (7 X—)

« ASAv ® vCPU & (13 ~—)

s REDT AN (15 =)

e NTF—RUAEVAT AV —=ADFT=HY T (24 X—)

cHEDE=K Y T (27 X—)

AF—TILINRXT— K & Telnet /N X J— KD MEIE

A RX—=T N NAT— RETT Telnet SN2V — FEERTEHGIX, FhbaxREIETCEET, F
JEIZ, TA R ZAFIZL->TERRVET, CLIZEH L TH AV ZFTTLHLERH Y F
D

ASA D/NRXJ— KMD[ElE

ASA D/RAV— R&EET HI121E, ROFIEEZFEITLET,

FIE

ATFYT1 ASAD= YV —)b R— M LET,

ATy T2 ASADERZY-THEH, HFOEREA ICLET,

ATvT3 AX—1T w7, ROMMONE— RIZAD L o2 a7 hi3FEREN7- 5, Escape ¥ —%
HLET,

ATYTE a7 4Fal—vary VLURAEET v 7T — T HIE, KOavr REANLET,

rommon #1> confreg 0x41
Update Config Register (0x41) in NVRAM...
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ATvTh

ATvT6
ATy T1

ATvT8

ATvT9
ATy 710

ATy 7N

ATvT12

ATy 713

ATy 714
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AZ—R Ty ar7 4 FXalb—TarElRET5L9I2ASA ZRET HIIE, ROa~w
KEATTLET,

rommon #1> confreg

ASAICE S THED AL 74 X2l —2a DL PRAZERE RSN, FNEEFTENE S
MR HLIVET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]: y

BTCEETELLIIC, BEDa Ly 7 4 Fab—va DLV P RAAEETHELET,
BEEETAEAIL. Tuar 7 ML TY ZANLET,
ASAIZE ST, FHILWVED AN ZRD DT a7 FRFErInET,

[disable system configuration?] DEZFRE ., T XTOREIZOWTT 7 4V MEZZIT AN E
T

T T MK LT, YREANLET,

wDa~v FeAJLT, ASAZYm—RFLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAX, A — T w7 ar74Xal—2arofRbViIZT 7/ bar7 4 ¥al—T3
:/75"[:[‘—‘ F‘L/Szwg‘*o

WDa~<ry REATI LT, ¥ EXECE— RIZT7Z7EALET,

ciscoasa# enable

INRAT—RKOANTTERD ST 5. Enter F—Z L £,
INRAYT— RKIIZEH T,
wKDa<w REAN LT, AA— Ty a7 4 FXal—arv2ua—RKLET,

ciscoasa# copy startup-config running-config

WKDa<wr REAHLT, Zu—)Lary7 4 FX¥al—yaryE—RIT7278ALET,
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ATv 715

ATy 716

ATV T

ASA 5506-X. ASA 5508-X. ASA5516-X TD/XXTJ— FDEE .

ciscoasa# configure terminal

KDa<wy REAHNLT, F74NV a7 4FXalb—3a  r TREIZEUT/RAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa(config) # enable password password
ciscoasa(config) # username name password password

WDa<wy REANLT, 7440k ar74F¥al—var%n—RFLET,

ciscoasa(config) # no config-register

FTT7FNE AT 4 X2l —a DUV VAFHEIZO0x]I T, 2T 4 Fal—ar LY
A DFMHONWTIE, 2~ F U 77 L AEBRLTIEEN,

WDa<w FEANLT, HILWRRAT—=RERAX— T v 7 a7 4Falb—3 g VIURTF
L/\i‘é—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA5508-X. ASA5516-X THD/\XJ— KD[EI{E

ATy 1
ATvT2
ATvT3

ATvT4

ASA 5506-X. ASA 5508-X. ASA 5516-X D/%A U — FOEEIZIZ. WOFIEEZFITLET,

FIE

ASA D=V —)L R— MR L 7,

ASA DEREZG > Tnb, BFOEREA IZLET,

AB— T v 7%, ROMMONE— RIZAD L) IZ7 v 7 FRRENTH, Escape ¥ —%
FLET,

AT A4 X2l —vay VORAEET v T T — N T AR, kOavr REALET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATEIED Y 7 4 X2l —vay LYVRKEEHRA T a0 A NREREINET,
BTHEETXALIC, BIEOa L 74 Xal—a DL VA EETLE T,

Configuration Register: 0x00000041
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. ASA 5506-X. ASA5508-X. ASA5516-X TD/\X 77— FDEITE

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

iguration Summary
] password recovery
display break prompt
ignore system configuration
auto-boot image in disks
console baud: 9600
oot: ...... auto-boot index 1 image in disks

1
1
1
1

wDa< REAH LT, ASA#)a—RKLZET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A —h"T v a7 4FXal—arofbiZTF 7/ hary7 X2l — g
via—RLET,

WDa<r RE AN LT, ¥l EXECE— RIZT 7 BALET,

ciscoasa# enable

NRAT—RKOANERD S-S, Enter ¥ —%Zf L F 3,
NRAY— K325 3 9,

ROA< R ALT, A= Ty 7 arysFalb—varkzn—RFLET,
ciscoasa# copy startup-config running-config

WKDOa<w  REAN LT, Fa—)L a7 4FXal—2 gy B—RNIT7E8ALET,

ciscoasa# configure terminal

WDa<wy REAALT, F74NV a7 4 X al—3 g r THREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa(config) # enable password password
ciscoasa(config) # username name password password

WDa<wy REANLT, 7740 ar74FXal—rar2ua—RFLET,

ciscoasa(config) # no config-register

FTT7FNVE AT 4 F 2l —a DU VAFEIZOx]I T, 2T 4 Fal—ar LY
AZDFHMZONTIE, a~vr K V77 L ZAZ2BMLTIIZEN,
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AT T12

Asav T2 T— kEREA A —voaE [

WDa<w s FEANLT, rLWSRATU—RERAX— KT v a7 4 Xalb—y g VIRTFE
L/\i‘a_o

ciscoasa(config) # copy running-config startup-config

ASAv TDO/IN\NRJ— KFElZA4 A —2DEIE

ATy T

ATy T2

ATvT3

ATvT4

ASAV D/NAY — REFIA A=V ZEET5I121E, ROFIRZETLET,

FIE

FIFAL T4 X2 L =Y a v EASAYV DNV I T v T T A A —LET,

copy running-config filename

&1

ciscoasa# copy running-config backup.cfg

ASAv ZFEhRE L £ 9,
reload
[GNUGRUB] A ==2—»b6, FREIZML, avI7qaF¥al—arvr EOo—FKLEWT V3

VT <filename> %33R L, Enter ¥—%2 ML FET, 77 A 1V4IE. ASAVDT 74/ kDT —
MAA—=TDT 7 ANLTT, TT7HNEDT— kA4 A=, fallback 2~ NIZL->TH
M7 — hENDZ EEHY EHA, FDOK, BRLET—F A A—T2a— RFNLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

1 -

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

ElfTary 74 FXal—a iRy Ty T arZJ 4 Xal—yary Iy VEa—LF
7,

copy filename running-config

51

ciscoasa (config)# copy backup.cfg running-config
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B <xo—rr#EOF£—T0it

ATy TH

ATvT6

NAT =Rty R,
enable password password

51

ciscoasa(config)# enable password ciscol23

HLWREZRIFLET,
write memory

51

ciscoasa(config) # write memory

INAT—KEEODT 1+ t—7TILit

N

GE)

ASAv L TRRAT—REEEZT 4 =TT HZ LIxTEEHAL

FEBRD 7o N2 =R RAT — REMEA D = XL Z M LT ASA ZERICE 5T 2 &N E
AT, NAT—REEE2T 4 B—7 T 51213, ROFIEEZFEITLET,

1R BHHIIZ

ASA T. noservice password-recovery =~ . RZffi ]9 % &£ ROMMON £— RIZ A>T, 2
T4 X2l —va YOERES I ENTEET, ROMMONE— FIZAD L, ASA TiE, T
RCDTTvva 774N VAT LAOWEEERDDL Ty 7 MRFRENET, ROICTHE
HFEITLIRVE . ROMMON £— REBETE EHA, 7T v a 774V VAT LETHE
L72WEA, ASA XY m— Ran £, /{2 YU — F[al{E 1L ROMMON £ — RO & BEFED
AT 4 X2 —2 a3 VORFIEFEL TWAD T, ZOHEEICLST, 2R2 T — ROEEN
TERLRVET, L, N"AU—RERETE2THI LT, RERZ—YFRa 7 4
Fal—araRmLizl, BIORATY—REHALEZDTAZ R R0 ET, T
By VAT LEEERREARIEICEIE TSI, BTILnA A=V Ry I Ty T a7 X
L—vay 7740 (ANRETZH5E) #u—FKLET,

service password-recovery 2~ NI, 2> 7 4 FXalb—ay 77rA VB E L TOH
FRENET, CLIZar 7 Mk L Ta~vr FEANT S L, REIINVRAMIZERFE SV E
T, REAXLEFETAHME—DHEZ, CLIZe P hTavwry REANTHZ LT, Znaw
VROBRBBZNR—T g THRa 7 4 Xal—aryEr—RLTH, REFEFINEY
ho (RAT— REEOHEFERET) AX— T v THRHIAX = T v 7 a7 X a2 b—
TarEEHTHE D ASANKE SN TV AHEFINSAT— NEEEZT 48— T 5 &,
WEEBVAEZ— Ty ar7 4 F¥al—aran— 1558910 ASA DFRENLEE S
NET, 72— A —N—%fEHL, AF¥— T v7ar74F¥al—Ta 2B ET5L9
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Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

IZA R U NAIEENREIN TV AHEETL, noservice password-recovery =< 2 R TR X LN
AAEBICHEB L X, a7 4 Fal—T gy LY ZAZICRUEERMZ N ET,

Fg
RAT— REEAF 4 —7 M LET,

no service password-recovery

1

ciscoasa (config)# no service password-recovery

Packet Capture Wizard ZfEF L /=% v T F v DERTE L E

1T

Packet Capture Wizard ZffH] L C, =7 —D 7 TNy a—T 4 VT E2{THOHEDF Y 7 F v
EREBIOFETCTEET, ¥ 7F Y THACLEHFEHLT, ¥ 7FYINbH 8774 v
I DEATH, FREILESEDT RLALER—, BLOYIDLEOA ¥ —T = A ZATHIR
TEET, 2OV —RE, AHIIA v F—T 2 ADZNENTHF XY 7 F v & 1HFETL
¥, ¥¥TFr LTy NI PCITRFL TSy h TFIAFTHHTEET,

G

&

ZOY—=E, 7747 MV ASSLVPN ¥ ¥ 7 F v 2 H R — KL TWEEA,

FYTTF v aRERBLOIATTLIIE, ROFIEZFEITLET,

FIE

[Wizards] > [Packet Capture Wizard] DJIEIZER L £ 5,

[Overview of Packet Capture] [ |Z1X, 7 4 — RZETTHETIITI ¥ A7 O—ENRER
ENFET, INLDOXAZITF, UTFREENRET,

s ANNA VB —T = A ADIEIR,
cHIIA B —T = A ADTEIR,
e RNy Ty RT A —=HDEIE,
o X STy DT,

s (ATFvay) ¥ TFx T—XDPC~DRAE,
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. Packet Capture Wizard % {18 L 7= % v 7 F v D% E & E1T

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17
ATvT8
ATvT9

ATv710

ATvIN

ATvT12

[Next] #27 U » 7 LE7d,
7 T AKBREETIX, [Cluster Option] HIHINFRINE T, AT v 7 3 IH#ERET,
I T AXEEETIL, [Ingress Traffic Selector] MEI AR /R INFE T, AT v 7 4IZERET,

[Cluster Option] H[ff T, ¥ v 7'F ¥ DZEFTx4 & L T [This device only] ¥ 7= % [The whole cluster]
DOWTNNDOF T a @R LUET, [Next] 22 U 7 LT [Ingress Selector] W % 3~ L
£

AHE—=T 2 A ATy NaeXx ¥ 7F ¥ 3 HITIL, [Select Interface] 47> a > R¥ %7
UwZ LET,

ASACX T —HX T L —> E TRy baFx v 7F v 3 5HI21E. [Use backplane channel] 473 =
YAREET Y T LET,

[Packet Match Criteria] 65 C., ROWTNNEFEITLE T,

« Ty NOBAIZHE T 5 ACL Zf57E T 5 121X, [Specify access-list] &7V a > R¥ %
7 ) w7 L, [Select ACL] K w7 &7 U A R ACL 3R L £9, LIARRE L
ACLZBUED Fu vy 7 X U A MZBMT 521X, [Manage] #7 U v 27 LT [ACL
Manager] ~<A > % %7 LEF. ACL %38 LC[OK] %7 U v 7 LET,

* [Specify Packet Parameters]| =7 2> R¥ %7 U w7 LT, Nry b "T A—H %5
E[—/ij‘o

PREOFIRIZOWTIE, AT 747 BLZZ (103—2) 2BRLTIEINY,

[Next] Z#2 U » 7 LC, [Egress Traffic Selector] [&fiZ 3/~ L £9°,

A H =T 2 A ZAT/Ty Xy 7F v T 5I21%, [Select Interface] 47> a & RF %7

Vw27 LET,

GE) [Egress Traffic Selector] D 7 ¢ —/L ROFEMUZOWTIIH I N T 7 0 v 7 BL 7 & (
11 ~=2) Z2Z2RLTIIEEN,

[Egress Traffic Selector] @ 7 4 —/b ROFEMIZOWTIZM AN T 7 407 BL 7 &2 (11—
V) BB TIIEEN,

[Next] 7 U »» 7 L C [Buffers & Captures] HjjfiZ &/~ LE T, HIT7THI2IL, [y 7 7]
(34-8 ~—) ZZMLTIZEW,

BHOX Y 7T ¥ & 10T EICHBIICEIFT 5 K 912, [Capture Parameters] fEJk T [Get
capture every 10 seconds] = v 7 Ry 7 A& AN LET, T 74NV ETIE, ZOFy I F v
W FEBR ANy 7 7 2 L9,

[Buffer Parameters] I T, Ny 77 A XL RXFry b A X2 ELET, Ny T 7 A X
. ¥ T TF BTy e RET DO RER AT ORKEZETT, N7y M A
R, FXTTF¥YPRFECTCEDLREO Ry T, TEXHRVZLIDEREXF YT ¥ T 5
oD, mEANTy b A X T L L 2R LT,

a) N7y b YA XEANUETS, ARV A XHIAIT 14 ~ 1522 /31 T,

b) N7y A XEANLET, AR A XEPHIX 1534 ~ 33554432 /31 KT,
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ATy 713

ATy 714

ATvT15

ATv 716

ATV T

ATv 718

ATy 719

ATvT20

ATv7T2An

ATvT2

T4y
Packet Capture Wizard Z{EfA L =¥ ¥ 7F v DR TE &L F1T .

c) ¥x¥ I TF ¥ INF Ty FELRFT HITIE, [Use circular buffer] 7= v 7 R 7 A% 4
IZLET,

GE) COREEHERTDHE, TXTONY 77 A PL—UMEAINTWBEA.
XY 7 FXIIRLEWV AT Y haD EEX B MRD FT,

[Next|ZZ U w27 LT, ALY TAZRNOREBED 7 G A2 F T ay (75 AX &
LTWAEE) . NI T7 47 BL X, Ny Ty RTA—XERKRT % [Summary] HE %
KR LET, 72121, [~V —] 34-8X—) ML TIESN,

[Next] 22 Y = 7 LT [Run Captures] B Z &/~ L, KIZ[Start] 227 U » 27 LT/ T v hDF ¥
TFxEBBLET, [Stop]HZ Vw7 LTHRY I F X &K T LET, BBEOFIEIZOWTIE,
XX T FXDOFEIT (123—2) BRLTLKEEN, 7 TAX Y T EERLTOL8451F.
ATy T 14 ITERET,

O DNy Ty AN—REMEERT 521X, [Get Capture Buffer]) 27 U v 7 LE 9, BFED
7y ROWNEZHIBRL T, Ny 77O Try bk v 7 F ¥ T2 A=A &R T 512
. [Clear Buffer on Device] %7 Y v 27 L£7,

7 7 A B BREETIL, [Run Captures] HE [ T, IROFINAD 1 SLL EEZFATL £ T,

* [Get Cluster Capture Summary] &2 U v 7425 & 7T AZNOREBEO/Nr v b ¥ 7
FrBHEROY~ U =TT, FEEO Ty N ¥y T FriFRBERINET,

s [Get Capture Buffer] 27 U v 7925 L, 7T AXDODEHEBEIZEDORE Ny 7 7 AX—Z 0
o TWADNERIINET, [Capture Buffer from Device] 44 7 1 7 Ry 7 ANRFRE
nE7,

s [Clear Capture Buffer] #7 V v 75 &, 7 7 AXZNOFEOHEEE - IXT X TOEED
BIEOa T Y HHIBRL, E6ICRTy haX ¥y 7T X 357200y 7 7 Kz ik
LET,

[Save captures] #27 U v 7 LC, [Save Capture] XA 7 0/ HRh v A%xFnrLET, AFx 7
Ty, ¥ 7 F v, ERFEOMFERFETOA TV a VE2BIRTEET, HITT 51T
X, (X 7T ¥ ORF) 349 3—) Z#ZBL T ZEN,

[Save Ingress Capture] 27 Y » 7 L C, [Savecapturefile] ¥ A 7 0 /KR v 7 A%&FrLE3, PC
FoORIESFEfRE LT, [Save]l 227 U v 7 LET,

[Launch Network Sniffer Application] 27 U v 7 LC, [Tools] > [Preferences] C{5iE L7z 7 v
N7 7V r—varazEH L, ANFY 7 TFr 2o LET,

[Save Egress Capture] % 7 V) v 77 L C, [Savecapturefile] ¥4 7 0 /KR v/ A%kFrLET, PC
LRI EEE LT, [Save] #7 U v 7 LET,

[Launch Network Sniffer Application] %2~ U > 2 LT, [Tools] > [Preferences] CfiE L7=/ 7 >
Nt T 7V r—varvazighl, ¥y 7Fxa2otrLET,
[Close] #7 U > L, WKIZ [Finish)| #27 Vv 7 LT 4 —K&E&TLET,
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B rorseT77v0si0r54>

NTY XY TFNYOHAFSA Y

AVTFERMNE—F

c AT HFANNDY TAXEEY 7 TRy T F Y ERECTEET, ZOEE, FDU T
AHAHMEY 7 TEEINDII T HFA MIEEMT LN TWDEI Ny MR 7

FxInET,
°WANQkkmﬁf%é%?7?%ilﬁtff?oAﬁWAN®@ﬁ®Z/T#XF
TX¥Y S F Y 2RELTY CEBICERELEX Yy ST S MERENET,

BRBICGRELT. (T7747) v 7T 2HIRLEEAIE. Bloa 7% X hTHEN
RELIEXF Y TF¥YNHoTh, 77T 47 WXRBXYT7F¥IEHYEHA, ¥ 7 F v
ETIT 47T HINE, Sy 7T 2HBRELGEMUETSLERS Y £,

XY T TXYERELTLA L E—T oA AEBTHTRXTON T T4 v I RF Y T TF ¥ &
NET, i, £ VLAN Fooa T2 v~ 57 0 v 7 b FENET,
L7=RoT, HHVLAND AU THFARA TOF Y FF v A X —T N LTZE X
FDOVLAN a7 %A N B THEHAINAGEE., :y%%x%A&z/T%be
DWIFTDOANNT T 4 v I R¥y T FyIvET,

MO NI 7497 D8RF. 772747 X7 Fvy0HDarTXANDNT T 4 w7712
FFx 7 F v SET, HE—DOBISME, ICMPRREZ A 1 — 7”6L@%(Lt#of
ICMP FT 7 4 w7 Dk vy a URNEE AR BETT, Zodaid, 4 VLAN
@¢&T®3V?#kakﬁkmﬁ@KMP%?74??ﬁ#?7??éﬂi¢o

TOMDAA FZ1 Y
« ASA MARIEZ2 XD TCP ~v X —%FFo/37 v h %55 L. ASP 2 invalid-tcp-hdr-length
ThHhrEWH) FryTHBATEONRTy Ve Ky 74558, 207y NaxfELT
A B =T A A LD show capture =~ > N JIX, ZORT7y FaRRLEREA,

*IP N7 74w Ry 7 F XY TEET, ARPREDIEIP N v MIF ¥ F v TX
E I

s 2 TAVSCT ¥ /&y hOBAE, ¥ 7FxInN 7y MZEENTWSIE
JMCMD ~v Z—%_ PCAP B a— 7 MEE L2V EnbH o 3,

Ry ¥ XY TF XK, VAT LEEET S, I A VAT U a DI EEIC
FASND /7> b, NAT, TCPOIERAL, 737~ NOWNEZFIET 52 OMOMEENE
FhET,

AALS T4 LI A

Nry b XX TFXYDANA L F =T = A A, FELLSEDRA NEFIRY FU—7 . B
FO7v b avERET LI, ROFIREZFATLET,
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FIE

ATV Ko7 T VRANPOANA LV E—T oA AL ERIRLET,
RAT9T2 ANJEEILHRA MBIy NT—27 %2 AN LET, ASACXT—4 7L —r ETRTy &
X 7F ¥ 3 BHIZ1%, [Use backplane channel] 7> a v R"¥ %27 Vv 7 LET,
RAT9T3 ANGEEAAIBLORy NT—27 2 AN LET,
ATYT8 XX TFxToH70 hal A TE#HEELET, HETEH7 12 ha/bid, ah, eigrp. esp.
gre, icmp, icmp6, igmp. igrp. ip. ipinip. nos. ospf. pcp. pim. snp, tcp. F7=iFudp T,
a) ICMPIZOAHICMP # A 7&2 AN LE T, fEETE L Z A &, all, alternate address,
conversion-error, echo, echo-reply. information-reply, information-request, mask-reply,
mask-request, mobile-redirect, parameter-problem, redirect, router-advertisement,
router-solicitation, source-quench, time-exceeded. timestamp-reply. timestamp-request,
traceroute, 3 7 (3 unreachable T,
b) TCP B LUNUDP 7'm ka2 OFEEILB L O ER— FO—ERAERELET, 15
ETEDATVa NIROEEY TT,
¢« TRTDOV—EREED D21, [All Services] ZiEIR L £,
e —ER VN —TEEDDHITIL, [Service Groups] Z IR L £ 7,

FFEDY —E A& & DHITIL, aol, bgp, chargen, cifx, citrix-ica, ctigbe, daytime.
discard, domain, echo, exec., finger, ftp. ftp-data, gopher, h323., hostname, http,
https, ident, imap4. irc, kerberos, klogin, kshell, ldap. ldaps, login, lotusnotes, Ipd.
netbios-ssn, nntp, pcanywhere-data, pim-auto-rp, pop2. pop3. pptp. rsh, rtsp. sip.
smtp, sqlnet, ssh, sunrpc, tacacs, talk, telnet, uucp, F 7213 whois DTN EE
LET,

AT 5 CiscoTrustSec h—ERAD /7y h Fx 7 F v & A x—T /T HITIL, [Security Group Tagging]
FEIK D [SGT number] = v 7 ARy 7 A% AN LT, X2 VT 4 IV—T X TTKF%NT)
LET, At xaV T4 Z0—7 Z7FZ132~ 65519 TT,

HARS 7400 LI A

Nry b F Yy I F ¥ TOHITA v H—T x4 A, FETLEHBEDFANERXY NU—T . B&
OEETL LR — DOV —E R ZRET DI, ROFEEZEITLET,

FIE

ATYTN A H—T 2 A ATy X v 7F v 3 5I21%, [Select Interface] 7' a v R¥ &7
Vo 27 LET, ASACXT =7 L—r ETRTy ha% vy 7 F v 5HIT1F, [Use backplane
channel]| 7> a > K& %7 ) v 7 LET,

ARTF9T2 Fry7EZUr URAIMNOIIA V2 —T 2 4 AL ZRINL £77,
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FRRERT TN a—TF125 |

. Ny I7

ATY T3 HIEELAA MBIOR Y V=22 AN LET,
ATy T4 HIBERA MBIy =2 2 AN LET,
ANRERFTEIR L7 1 b AL TR TIZY A FSRTHWET,

INY D7

NTy b FXTFXONRTy b YA X Ny T7 A4 X BELOWERNY 7 7 2T 2570
EDMERET DITIE. ROFIRZFEITLET,

FIE

ATYT1 X T FAyRRECEDIREONT Yy AN LET, TELETZLOEREX Y7/ F v T
DI, FREFRERREY A X2 LTI Zauy,

ATV T2 Xy hERETHEDICF Yy 7 F Yy MEATE DL AT ORREEEAILET,
AT T3 Ry hORFITIIBRAAy 77 2FHLE T, BRAAY 77Dy 77 AL —URT T
VRS ESndE, Fx 7 TFXiIRbLENT Y ML EEXEBODET,

M=

[Summary] BiEZ1E, 7 T AX ATV ay (PITAZ)VTEEALTHDER) . T 74w
7RV I H, HIOT 4= RHETERLEZ ATy F F T FyDDDONRy T 7 XT A—
ARFREINET,

(o] e I A
Iv TF v DEST
v TFv vy varOfBBIMEL, X¥ Ty Ry T rDRR, Xy NT—F TS T
AV TV r—2aryOlFE, STy b FYyTFYOMRME. BLORNY 7707 VT %179
12X, MOFNEEZFEITLET,

FIE

ATY T [Start] 227 Vv 7 LT, BRLIEA A —T 2 A A LTy h vy T7F v By a a2
HLET,

ATFY T2 [StoplaZ Vw7 LT, BRLIEA LV E—T 2 A A LDy hFZ Yy T F ¥y arafEEk
L/i‘j—o

AT w73 [GetCaptureBuffer] #7 U v 7 LT, £ vV H—T=2A A LTHy I F ¥ EINTTry hORF v
Tay VR LET,
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ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

v 77 v0RE |

[Ingress] #7 U v 27 LT, ANA L H =T oA ADXF X TF ¥ N 77 eForLET,
[Egress] 7 UV v 7 LC, HIA Vv Z—T A ADF ¥ I F ¥ N7 7R LET,

[Clear Buffer on Device] # 7 V v 7 LC, T A LDy 77 #HEELET,

[Launch Network Sniffer Application] 22~ U 2 LT, [Tools] > [Preferences] T{5& L7z, AJJ
XX T TFXEIENF Y T T Y20 T D7Dy ST 7V r—va v aEB L E
D

[Save Captures] #27 U v 7 LT, ANF ¥ 7T v BILOHTIF ¥ 7F v % ASCIl £721% PCAP
A TRELET,

F v TF ¥ DRF

ATy T
ATy T2
ATvT3

ATvT4

Nry NS LI T 570l ANMBLOHE N b %+ 7 F v % ASCIL £ 7213 PCAP
77 AN THRET BITIE. ROFIEEZFEITLET,

FIE

XX 7T ¥ Ny 77 &% ASCH X TRIFT DI21E, [ASCH) 27 U v 7 LT,

¥¥ 7 F ¥ N7 7% PCAP B TIRIET D121, [PCAP] &7 U v 7 L&,

ATy N XX T F X 2R/ T 57 7 A NVERET HITIEL. [Save ingress capture] %7 U v
7 LET,

HIINT > b X% T F v 2 RIG5T D7 7 A VEFRET HITIL, [Saveegress capture] 7 1 v 7
LET,

ASAv O vCPU [ FHE

ASAv O vCPU R TIL, T —% /NA, fillfllRA > b, BLOANH 7o ATHEHAI AT
5 vCPU &R LET,

vSphere TH#E S5 vCPU DO HRICIX, Z D ASAV DEARITIMNAZ T, ROLONEEN
£7

* ASAv 7 A R/VEFH
o ASAV VM IZfEH 372 %SYS A—/N—~v K

* vSwitch, WNICE X O'pNIC DR ZBEI§ 5 /37 v hDOA— 13—~y K, ZOF—/3—~y
RIFIEFIZRELS RDGEVRH Y £7,
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B crusm=onm

CPU EERZE DA
Wt S 7z vCPU O RN RIE IS R 72 DB 2 IR L £,
« ASAV D L7R— | : 40%
«DP : 35%
HETEE R 5%
« vSphere D L A— |k : 95%
*ASA (ASAV LR—FELT) :40%
«ASA T A R K=V 7 1 10%
o ==y R 45%
F—r3=rsy Rid, A _—=3 PEEREDFEAT, I KO vSwitch 2] L 72 NIC & vNIC D]
D3y MEFIER SN TWET,

ASAV DIz DA —/3—~y KL LT, ESXi y—"PBMO AL Ea—T 17 UV —R%
HEHT2HENH D120, FEHAZFRIT100% 2BAD 2 L03H YD £,

VMware @) CPU {EFHZED L 7R— k

vSphere C [VM Performance] # 7% 7 U v 7 L. [Advanced] %7 V v 7 32 & [Chart Options]
ka7 27 ) A2 NREREINET, ZIZIIEVMOEAT— b (%USER, %IDLE, %SYS
72E) OVvCPUMEHISRENRRINET, T OEHRIT. VMware DELE G CPU Y Y — Z03MEH
STV DG BFE 5 DI B £ 7,

ESXi — "D =/ (RA MA~OEFREIZ SSH Z#EH L T =z 7 7 EALET) Tl
esxtop Z i C& £ 9, Esxtop |Z Linux @ top =~ > R #EEENBZ D, RONKE
% & ip vSphere D/NT —< L AT D VM O A7 — MEHR AR L £,

+vCPU, AEV, Xy U=V HEHEROFM
« £ VM D AT — kT L ® vCPU fifi fH L

e XAFY (FETHIZ M) EAT)) &Ry FU—27 (FEITHIC IN) E A 12mzx <, #
FHEH L RX Moy 7%

ASAv D45 7 & vCenter DY S5

ASAv & vCenter D] T CPU R DETIIENRH Y F 7,
e vCenter D7 5 7 DIAEITHIZ ASAv DIME L V & KX 20 £,

« vCenter TILZ OfIE [%CPU usage| & MEIFAL, ASAv TILZ OffiiE [%CPU utilization]
ERETIVET S,
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FHEE T%CPU utilization] & [%CPU usage] 1ZBIDOHDEFEK L THET,
« CPU utilization 1Z. ## CPU OFEFHER A AL £,

« CPU usage /% CPU DA /= A L v F 4 o ZITHESWIZFEE CPU OFEHE R &2 #28t LU E
T LML, 1 DO VCPU OABEHIND720, NAN—AVL T 4 U TITEEL EH
/\-/O

vCenter | CPU % usage Z XD L 9 IZFHHE L £ 7,

T 7T 4 TIERHEINZEE CPU O &, #FIEEZ: CPU O&FHIX T 2EIG L LTHRES N
i‘j‘o

ZOFHEIF, RAMPOLRAZCPUMARTHY, YA N ITRXL—T 4T VAT LML R
CPUEHETIIH Y A, T2, ZIUIRE~ T THEMAIEEZR T T ORI CPU D)
CPU fEH=RIZ/2 0 9,

7o & 2, 1EORA CPU Z4&#k L7 1 DOIE~ 8, 4 O CPU 258 L7 1 &
DARANTIITEINTEY, O CPUMLAZEN 100% O%E, M~ 0%, 1{EOYE CPU
BT _NCHEALTCWET, B CPU O HARIE,  TMHz AL O /B CPU O¥ix 27
ERE) & LCEEESNET,

i % MHz TEe#3 % & . vCenter & ASAv DO O¥fEIZ—2 LE£4, vCenter 75 7 9>
5. MHz % CPU i FH =% 60/(2499 x 1 vCPU) =24 LR LN E T,

>

ZITIE, VUV E—FRASAE B TR 2V T 4 3T R R OO T R N T,
ASA A VB —T A A% ping THHE, BLORHDLA X —T oA A LEDHEA NP BAMDA
B —=T 2 A ALDOKRA MIping TEDLL T HHEZOWTHHLET,

K
it
S
ol
N

EXREHGEOTRA L : 7 KLRRITOD ping DELT

pingli%, FFEDT RUARFHAEET, BT EINE I DR T IO a~ KT
T, RO MY 7 T, ZDa~y ROFEMEFN M > THEITAREZ2 T A MZOWTHA L
i—a_o

ping TEATAIEEL TR +
TNA R ping TDHE, ZOT /A RINT Yy ERFEII, T ANELZRKLET,
o7t RAEMHEHALT, Fy NT—27 T80 2%, HAEICKRH, @3, BLXOTAMNT5HZ
LRTEET,
ping #FEHL T, WOT A NEFEITTETET,

2ODA U H =T 2 ADN—T 7 T AL [GACASA T—FHDA L H—T = A AN
bbb ) —HDA U H—T A R ping RNV —T Ny 7 FARELTEREITLHE, N
FDOA B =T oA ZADIERNR 7 v 7] AT —ZABIOEELBIFTX £7°,

FRARERS TNV a—F Y .-_



FRRERT TN a—TF125 |

B 1cmP ping & TeP ping dsEiR

* ASA D ping : BIIO ASA DA L H—T A A%k ping L, ZTDA L Z—T A ANBT v 7L
TWTURET D L 2R TEET,

« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, H ASA FH T
ping TAHZENTEXET, NTry NI, ENENOFANZBEIT S & X2, 2 DOHfH
ASADA L B —T A A& BB LET, ZOT7 27 a it Flla=y FoAf v Z—T <
A A, BfE, BLOIGERFMOEART X MR £7,

c F vy U= FARAZADEED LWEIEEZT A M T 57200 ping : ASA A > H—T = A A
MNH, ERICEREL TV NWEEbNND Ry NU—2 TA A Zping THIENTEE
Ty AVE—T A APELLRESNTNDICHL2ND LT a—03Z G SR WigEA
X, T ACHERSH D EEZEZLNET,

« PREEEET A T A720D ping : ASA AV Z—T = A Anb, IEFICHERET 5 Z LR
HBNRoTND Ry bT—2 FAL A pingT 52 LN TEET, Ta—%ZE LEEA.
HENZ 8 5T /3 AN TR CTEFICEEL, WHEICIE LS ERINTND Z LGRS
Nz &z £9,

ICMP ping & TCP ping M 33&4R

ICMP &1k

ASAZIX, ICMP =2 —H#R X7y R ZEF LT, ma—ibE 7 v N &%ZET H1EK D ping
DB LTWET, iUk, Y — LT, T XTOMI Ry U —27 T34 ZATICMP 7
T Ay I BRI ENDGAEIT) E<HEL ET, ICMPping ZfEH L T, IPv4/IPv6 7 KL 2%
TAEARA M & ping THZ LM TEET,

72720, ICMP 2281 L TWD Ry bU—2 60 7, ZHEHOR Y MU —27 2 ZHUTEEY
L5561, bV IZ, TCPping ZfEH L Txy MY =7 #fia 7T A N T& X9, TCPping T
I%. ping 7°5H TCP SYN /37 > F23IE[E S, IR T SYN-ACK 233215 ST B T % O ping
B LIz Re3nET, £/, TCPping TIX, IPv4 7 RL A E 2 (EAHA A M43 ping TX
F92%, IPv6 7 KL AT ping TX FH A,

IEH 72 ICMP £7-21X TCP ping & 1X, HINTWAT RLARHEYHTREDH A 7D hT
TAYZIINETHIEEZERL TWAIZTEEHA, ZHITEARERPHEEEL TSI %
B LES, A A LETEMETAMORY > —T, BEDFATDNT T 4 v T NTF A A
AEBTEARNEIICTHZENnTEET,

FIZFNVETIE, EXF 2V T4 0EWA v X —T A ANDEF2 )T 4 DERWVA L F—T =
AA~D ping ZFATTEET, V¥ —2 NI 74w 7 Z@BRIEDLLIITICMP A A
VarEAFR—TMIT LI EREINRMETT, X2 VT A DRWA U F—T = AbE
WA LB —T = A AT ping THITIE. T T 4 v 7 EFFATDH ACL ZEHT 5 BERH Y F
R

ASA A U B —T = A A% ping THHEIL, TDOA ¥ —7 = A AZiH &iiz ICMP L— )b
IZE-T, ma—8RNTry M a— 8% Ty RBRFASNDMLERH Y £3, ICMP/L—
JIEERIEETT, ZDON—AERELRDPSTZHEIL. AV F—T =2 A~DOTXTDICMP
7T 4y I FFR I SNET,
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ATy T

ATy T2

ATvT3

icmp ot [

ZOFNETIE, ASA A ¥ —7 A ADICMP ping & A F—7 /MZT D7, 721, ASA
R O ping HICHER T 2L EDOHDHICMP 2> 7 4 a2 b —3 3 L OFT_NTITHOWTHPA L E
ﬂ—o

FIE

ICMP /L—/L Cxa—BLR/m a—SERTHR END 2 Lo R L ET,

ICMP /L—/u (3, BIEWRET, A ¥ —7 = A AZEBEXEEN D ICMP 7 v MM s
F9. ICMP b — VR LR > 7235813, T XTOICMP 7 7 B ANFHFAISNET, ZD
L., 77 v a UIRRETT,

7277, ICMP L — /L &2 FET AT, 2a—BERA v —Vbaa—iE A vkt —V DT
RUAZEFATEIVL—NANEAS L F—T 24 ATEENTND T & 2R L E 7, [Configuration]

> [Device Management] > [Management Access] > [ICMP] XA > CICMP L —/VZFHE L E T,

TR A=V TICMP B SNDHZ 2R LET,

ASA R THRA % ping THEAIE. 727 EZL—/LTICMP T 7 1 v 7 OEZ(ENEFA]
SNBIHENRHY ET, TI7EANL—VF, Dl ma—FR/ma—GEICMP /Y7 v
AT AMENHLY T, ZNODOL— I a— L b— L LTBNT A2 LN TE
i@qo

TR AN—IVEERALZWGEAE, BERMOX A TDRNT T 4 v 7 bFFATALERH Y
FT, ThE, A X =T 2 A RITI7RAN—NVEHEAT D L. BEEROD deny 28BS 5D
72O, MOTXTONT 7 4 v I PEEINDTZDHTT,

[Configuration] > [Firewall] > [Access Rules] XA > CT7 7 EA V—/LEFRELET, HIZT A b
HE T — L ZBINT 25813, 7 A RO TRIZZEDOL—LVEZHIRTE £7,

ICMP A VAT g vk F—7 I LET,

A VB —T A AD ping &IEXRYIZ, ASA #RH T ping T 25E1E, ICMP A > A7 L3
VIRLEITY, A AR T a yEERTHE, VA= T T v (DFED, ma—RE
N ) Eoping ZRALIZAA MIIRTZENRTE DI 2, Ty EdH20 1 DOIRED
FEDMRESND T2, FFED XA TORBEILT5Z ENTEXET,

ICMPA v A v a0d, FIHNRDTa— A U ANXT g RY —TA F—T )L
ICTEET,

a) [Configuration] > [Firewall] > [Service Policy Rules] DJIRIZE&R L £ 9,

b) inspection_default 7' & —/N\/L L— L EfRE L £T,

¢) [Rule Actions] > [Protocol Inspection] % 7 C, ICMP % i#R L £,

d [OK]ZZ7 VU7 L, &5IC[Apply]l &7 Vv LET,
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T NA A% ping T4 I121F, [Tools] > [Ping] # &R L C, ping T5%5%D IP 7 KL AL 2IEAR
AN EANTIL, [Ping]l #27 VU v 7§ 57217 TY, TCPping DAL, [TCP] Zi&IN LT, %6
EAR—FbEOET, BFEIL. FITTHLEOHDLT A MO®PEICLET,

T L7z ping D Hi 7341

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping 3R L7285 508, REX L7237 2 TR &40, IR 100% KiiGic 720 £3 (73T
L7285 803 0% 12720 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)

72720, ping D— O ZHIET 537 A—2 28T L TExET, LUTFICERLT
varErLET,

« ICMP ping : 58%cAR A NI T DA v X —T =2 A AEBINTEET, /L H—T=A A
EIR L7 o Te 8, V=T 4 7 T =T N EMER LT, #blied v H—T = A AR
RESNET, IPv4/IPv6 7 RV AETIIHR A Ma%& ping 75 Z LN TXET,

* TCP ping : ping 754055 TCP AR— M ZBIRT 2040 bV £9°, 72 & L. HTTP A —
k% ping 951213 www.example.com 80 & L ¥, IPv4 7 R L AL 72 iEAHA A MM % ping
FTHZ LI TEETN, IPV6 T RL A& ping 752 LIFTEEHA,

ping ZXMETDREILT RLABILUOR—FERET LA T a b0 3, Z0HE
E EE T, HMELPLping PEESNLA v F—T = AZEIRNLET (¥ —T =
A RAEIBIR LR ey BlE, V=T 4 7 T—=7AMMERShET) .

BRI, ping VIR EE (F7 40 MESE) FREFRITOXA LT O (T74
VT2 H) EEEETEET,

ASA EREDIKRINET X b

ASA H5i D & BITHRI 2T X M E2FATT D581, RO—ILFIEZEHNTE £,

158 BRI

FIETHB Lz syslog A v —VEMERT 2HE1E, m¥ 724 x—7 /W LET (logging
enable =~ > R% 7213 ASDM O [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .
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Y e |

FIE

ATV A =T oA 24, BXa2VT 4 LUb, BIRIPT RLAZRT V7L E— KD ASA
FREFEXR 2T a TR RAMOKEER LET, KX, EEERINZTXTONL—
2. BXOASA % ping TH /N0 —X DFHINZHDHEA M BEDLMENRDH D 77,

1:4V3—Tx4 R, =8, BLUKRR+EETHY FT—IE

,_..
w

Hast Hosl Host Hao

-! 10.1.1.56 I:li 209.2685.200.230 I:li 10.1.36 209.165.201.24

% Router % Router % Router
/

\ﬂ_

Router

_w%

drmz1 uutslde dmza :
192.1 202.165.201.1 qgo { outside
B8.1. security0 68.3 security0
% 68.3.
Transp. ASA
Routed ASA 10.1.0.3
P e . i
dmz2 inside drnz4 inside
192.168.2.1 192 168.0.1 192.168.4.1 EECLJFH}"IDU

securltg.rA-U se-c:urlt1_.r1 op  Secu rl’q.rBD

% Router %Romer % Router
i 10.1.2.90 i 10.1.0.34 ! 10.1.4.67

d

Router

10.1.1.5

a3mn7

o

—— sr—— ——

Host Heost Host Hoat

||

ATY T2 HEERINIA—ZNDREASAAL X —T = A A% ping LET, T AT LUk E—
RTiX, BVIIP 7 KL A% ping LET, ZOTANTIE, ASAA U H =T = A AT I T 4
TThHHZE, BIOS v F—TxfRAar 7 4 Fal—varBELWI EEHERALET,

ASAA L E =T 2 A AWT VT 4 T TRHBRWGE, AV F—TxAfZXarT 4Fal—3
UHRIELL RWGE . ETEITASA EA—Z DTAAL v FRE T LTWDHEE, ping 13k
T 2R DY £7 ROKEZR) . ZOHAIE. X7y FBASAICEFELRNOT,
TRy T Ay—TURsyslog A vE—VIFFRRINERA,

R 2:ASAA >R —2T 4 ZATO ping DK

Eijlpmg & iiii; &

Host Router
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B ssazsoszussz v

ATvT3

ATvT4

ATy TH

3:IP7 FLy U OREREIZ& S ping DKREX

Ping =
192.168.1.2 192.168.1.1 ===

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping IRENRN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RUVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—F KA INDHEASAA LV H—T oA A% ping LET, hTU AT L kN E—RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRTy NaV—T 4 7 TELNE I, BEXOASA BTy NEIEREIV—T 4~
T LTHEANMIRELNE I DEHERLET,

HRL—H Zif > THRA MIRED/L— hA ASA IZ2 WA, ping 1ZKBT B AlREMER H 0 F
T (RORESH) . ZOLAIE. Ty 7 A vte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L WEGEEIZ, XEN—RV 2T B3 A v 4 —T =2 ADA LT 4 X2l —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTNAICHE2 b 6T, TBEROEE ] T
AANDBTaA—EEEZE LRWERIE, A v F—T =2 A A — U =7 OZ(EHEEEICH
BRboEeEZLNET, BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEEROER 2] T34 ZZx LT ping Z5E L Coa—42%Z 5 T 558, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LI 7,

BRARNEZNIN—EDORETA VX —T 2 A AZN L THOA v H—T = A A LEORIDKRA
NEIIL—ZIZping LET, HEABBERTXTOL v Z—T 2 2 _TIZH LT, 2O
ATy T HMBEVIRLET, NAT 2T 25613, ZOT A ME4T75 & NAT RIELSEIEL
TWAHI ERDLNMY FT,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DL I NT=Z & (302020) % HERRT D syslog A vE—UNFREET, show xlate 2~ >
KE7~iXshoweonns T~ FEZ AN L CZOBERERRTIHZ L TEET,

NAT N IELSRESILTWRNWZ ERRRE T, ping ICRT 22L& bH D 3, ZD5HA.
NAT 2MRIX U722 & &R 7 syslog A v EB—UNFEREET (305005 F 7213 305006) , ping
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#2 rEcor—roesn [

WOMEAR A FMOREIR R F~EE S, AXT 4 v 7 EBPIELRONGEIE, AvE—Y
106010 23K /R S AL E T,

5:ASAD7 KL ATHDRIREIZ & B ping D KEX

—'}:»%—r—f\m 7
H—Th ! E
Router Security —
Appliance Fater st

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, mA METO/L— b ZIBH
THZEILE TRy hT—7 RN NN E ) D EER TE £,

FIE

ATY 1 FL—Z )b— |k ED ASA OForx (21 2—2)
ART9 T2 RNy b b—bhOWRE 223—) AL TEDNT L ENTEET,

fL—X JL— kLD ASA DERR
TT7FNVET, ASAIZTRL—RA L— b Ry 7L LTERINERA, TNEERTDHIZ

=S

ASA Z i@ T 537 v b OLFRE P RERFH 25 LT, ICMP BEIEARREA v E—Y DL — |

HIR 2 LT HERH Y £,

FIE

AT9T1 H—

a)
b)

¢)

d)

e)

EZRY =2 LT TIL 26 LET,

[Configuration] > [Firewall] > [Service Policy Rules] DNEIZFEIN L £ 7,

N— NV BMETITRELET, L 2IE, TILZBO 720047 Y a 2B RER
VIR TIAFET D25 A 1E. FT LA — L EERT 20 8ITH Y £H A,

N— N T a—/N)VETIA =T oA ZAZHHA L, N7 74 v 7 BEZFEET % [Rule
Actions] X— U E T 4 P— KE#EDHET, =& 21X, 72— b matchany V—/L & VERK
TEET,

[Rule Actions] ~<—3"C, [Connection Settings] ¥ 7 % 7 1 v 7 LT, [Decrement time to live
for a connection] Z &R L F 7,
[OK] £7-1X [Finish| 227 U » 7 LTbH, [Applyl 227 UV v 7 LET,

ATv T2 ICMP BIEREEL— MIEZHEOLE7,
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a) [Configuration] > [Device Management] > [Management Access] > [ICMP] Z &R L £7°,

b) =T D FEHIZH % [IPv4 ICMP Unreachable Message Limits] > [Rate Limit] D & H1<° L &
9, 7o& ziX, S0 TR LET,

c) [Applyl %7 U w7 LET,

Ny R IL— FDRTE

traceroute A I 4L, 7w FOGEEICRIE T HETONL— M EFFETE £ 7, traceroute
3. B AR — N EOSESRICUDP Ny FERET DI E THRELET, A— MR AZITR
W2, SEHEA~DRHPITH B L—# X ICMP Time Exceeded Message CIn& L, FOxTF—%
ASA ITHE LET,

traceroute [11815 SN7-K o —T DR EZFRLET, HIDOKITHN 1 >0 TTL EIZHIG L
9 (FE) . koRIZ, HAOGRLFOHBAEZRLET,

HAHiEs 5 EA

* B A LT T NOWIBNIC T v —T ~DIRE &
ZIELEHATLE,

nn msec %/ —RNxtd 5, HELEHEDOTm—TD
FUry MY 7R (RUP) .

IN. ICMP 1y U —ZIZHETE £HA,

'H ICMP R 2 MZEZETE £ A,

'P ICMP ([ZEZETE 8 A,

A ICMP 3% EIC Lo TEEIE SN TV ET,

? ICMP DJFKRAH DT —03 3£ L E LT,

3R BRI

traceroute % IPv6 AR — F LEH A,

FIE

2T w1 Tools > Traceroute DJIEIZEIN L E7,

ATV T2 L— FEBWTA5EERA NEIZIP T RLAZ AN LET, A MNAEHEHTSL 1T
DNS #— &R E L ET,
ATFYF3 (FFvay) PL—20OEMEZRELET, T 74V INITEEAEOr —RITHEELET,

* [Timeout] : Z A L7 U M35 £ TINE LT HIEH, 774V MI3BTT,
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RTv74

Ky b bL—ygERLERY —BEoT2 ]

e [Port] : 9% UDP AR— bk, 7 7 4/L L 33434 T,
* [Probe] : % TTL LX)V TCEET 570 —T D8, 77+ /v ME3 TT,

« [TTL] : 7' v —7 O/ X O KAFFE fTRERE, 7 7 4V FOR/MEIX 1 TFB, 2o
EAEBEL LT, BEHMOKR Yy 7OFRRENH TN TEET, T 740 FORKMIZ30
T9, bl —R— KL, Ty EBSERICEET D0, FERKIEICETHEKTL
3

* [Specify source interface or IP address] : h L —ZADEEFEILE L THHT M 4 —T = A
Ay AVH =T oA AL, ARTETIZIP T RUATHETEET, hT7UAXT LU
E— RTIX, BT FLRAZFERTLILERDH Y £7°,

* [Reverse Resolve] : DNS 4 il 23 5% E STV A GAICHRE SN2 d v 7 O4 12 H )
WCRRTDODEI D, IPT RVADHRERRTHA TV a VA RIER L £,

* [Use ICMP] : UDP 7' —7 /X7 v hORDOVIZICMP 7' a—7 7y NeikfGd o0 E
RN
[Trace Route] #2 YV v 7 LT hL—Ab— b & Bl L ET,

[Traceroute Output] fEIKIZ, F L —A— FDFERIZONTOFEMA A v —VUBRERINE
ﬁ—o

WNry b FL—HZERALERYO—REDT A b

ATy T
ATy T2
ATvT3

ATy T4

EEILESEDOT FLABLOT R Fa/VORHEIZESH TRy NEET LT HZ &I
LFoTHRYVV—FEETAITEET, PL—RF, RV —BREFITLCT 7 A L—)L
RCNAT 72 8% T A ML, Ty NEfFa[3 50, HET50%/MELET,
TOXINTRry hETAMTDHZEICEST, AU —DOFEREZMHERL, LEIILU T, &
AELITHEETDE N T T4 v 7 OXA TR EINDENE I DET AN TEET, REDOHR
WA T, bL—HZHEHLTHFRATREATry RRES SN2 EOTHEREEEZT Ny
TTEET,

FIE

[Tools] > [Packet Tracer| DJIEIZ%R L F 77,

Ty N FL—ADEETXA VA —T A RZEIRL E7,

Ry N M=y b A TEBELET, HBETES 77 haL ¥ A X, ICMP,
IP, TCP, UDP, & X USCTP T,

(A7vary), BX=2 0T 4 IN—T X TN LA ¥ 2CMD ~ v Z—|ZH A E 7=
7y BT S (Trustsee) %A 1%, [SGT number] 42 L T, EXa VT 4 J—T7 X
T DFEF (0~ 65533) ZASILET,
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AT TSs Ry hoOEELEmEERRELET,

Cisco TrustSec i 4 2A1L. IPv4 7213 1Pv6 7 KL R, 522 KA A 4 (FQDN) .
FTEX 2T 4 TN—TDLAEH DX T EFRETEET, FEILT RLRIIX LT,
Domain\username JE . C—V L4 ZBETHZ L TEFET,

AT 6 Fu haLoRtEEEELET,

« [ICMP] : ICMP % A 7, ICMP =1— K (0~255) . BLOA 7 = > TICMP #3+ % A
HLET,

« [TCP/UDP/SCTP] : 5B LU DAR— hEFZEATLET,
«[Raw IP] : 7' h = /L& #5(0 ~255) Z ASILET,

RTYTT [Start] 27 Y v 7 LT, N7y b&E FL—ALET,
[Information Display Area] (2, /37 v b b L —ADFERIZET 23RN TR I N E T,

INTHF—RIVAREATFLYY—ADE=ZHR) Y

SFEEERIVAT LN Y —REEF=HTAHZ LT, XN p—~ A LOREEIZZD
OBHENREZ B ET D LN TEET,

INTHF—TADE=ZARY Y
ASA DT —< L AERE VT 7R E-IZRIBATERTEE T,

FIE

AT w71 [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] DJIEIZER L £,

AT w72 [Graph Window Title] (7T 7 7 4 ' RUDX A "AEANTDHZE L, BEFOX A ML EE
Ry EHTEET,

AT 73 [Available Graphs] U A b BHig K4 2O MY ZFRLTHD, [Add] 227V v 7 LTEh
b= [V % [Selected Graphs] U X MIBE) L E T, SEHAERA > a Tk DO LB T
j—O

* [AAA Perfmon] : #ZFE, #Frl. BLXOT DU T 4 ZERICEET B R EN OB RE,

* [Inspection Perfmon] : HTTP, FTP, B L NTCP A > AT ¥ g NI T 2 HEA DO/ v
]‘ i‘&o

« [Web Perfmon] : URL 7 7 & AR & URL ¥ — BLR(Z[H9 5 O EAL O BR K,
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* [Connections Perfmon] : 9T Oz, UDP #fi, TCP #fc. B L ONTCP RATZAFICEET
Y AR ARE e

* [Xlate Perfmon] : FVHA{iZ D NAT xlate,

AT 74 [Show Graphs] &7 U v 7 L ¥,

777 Ba—btT—T7N Ea—DOHMTENENDOERREZNYVEZ D LNTEET, ik,
THOEFHEELZER LY T2 2 AR— P EREFARM LY T52 L TEE
R

AED JOYIDOE=ZARYT

EAEY Ty 7 LEATOAEY Ty %277 7BAELITREATERRTE LT,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Blocks] DJIEIZEIR L 9,

AT w72 [Graph Window Title] I/ T 7 7 4 V' RUDX A "EANTHI E S, BFOX A ML EE
WTH2 b TEET,

AT 73 [Available Graphs] U A h23H =2 MU ZRIRL T, [Add] 227V v 7 LTENHDOT Y b
U % [Selected Graphs] U A MIREIL 7, EHAIRERA 7> a FRO LBY TT,

* [Blocks Used] : ASA TEHHFDOAEY 7 mv /7 2FRrLET,

* [Blocks Free] : ASA DZEX AEY T uv /7 2F R LET,

AT v 74 [Show Graphs] &7 U v 7 LET,

777 Ba—btT7—7N Ea—DMTENLENORREYVERZLZENTEET, .
T OEFMELZER LY, T2 22 AR—FEREFAHML7ZY 5526 TEE
j—O

CPUDE=RY Y

CPU fEH=®A#F~TEET,

FIE

AT 71 [Monitoring] > [Properties] > [System Resources Graphs] > [CPU] DJEIZER L £,

FRARERS TNV a—F Y .“
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AT w72 [Graph Window Title] (27T 7 7 4 ' RUDZ A "EANTHI LS, BEFOX A ML E®E
RIpHr b TEET,

AT 73 [Selected Graphs] U A h(Z [CPU Utilization] Z B L %3,

AT 74 [Show Graphs] &7 U v 7 L £,
757 Ca—btT—7 N Ea— DM TRFEY VBRI ZENTEETS, £, T4 ORF
FHEAEL LY, T— X527 AR—bERIFAR LD T2 TEET,

AEYDE=ZAYY

AEVMHHERREZ 77 7B E IR TERRTEET,

FIE

AT w71 [Monitoring] > [Properties] > [System Resources Graphs] > [Memory] DJIE|ZER L £,
AT w72 [Graph Window Title] (27T 7 7 4 V' RUDX A "AEANTDHZE L, BEFOX A ML EE
W&z b TEET,
AT 73 [Available Graphs] U A h/nDH=> R Y ZBIRLTHDH, [Add| 227V v 7 LTENLDOxT L K
U % [Selected Graphs] V A MIBE L E 3, FHAERA Y a IR O LB TT,
s [Free Memory] : ASA DZEZ AE Y ZRRLET,

* [Used Memory] : ASA DfEHFDAEY R R LET,

AT w74 [Show Graphs] %7 U v 7 L£9,

777 Ba—bT =N Ea—OMTENTNORREUVEZALZENTEEY, £z,
T—HOEFEELZER LY T2 2 AR— P EREFAML7ZY 352 TEE
D

JOvREGGDCPUFEREDE=S2) YT

CPU TETEINTNDL TR REZE=FTE LT, HEOT v A THM %D CPU OfEH
RICBET L HERABUF TEET, CPUMAROMEHERIZMIETIE S, HHEOR S E
TaRARNEEICERSNET, £, TrEATLOCPU KT 2AMICET 5 1E®R (e
SR O 5 BRT, 1081, BEOS pEIOEHR) bEEALTHET, ZOFHRITS BB EICTH
B HEHT S, U T E A LOFEHERP R R SIE T, ASDM TiE, 30 BB & ICHEH &
WET,

7'at AHALO CPU %279 521X, [Monitoring] > [Properties] > [Per-Process CPU
Usage] OJEIZEIR L £,
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HENER 212 1E LC, fHFfETEICER L, 77 A VIRIFT D 2 ENTEET, [Configure
CPU Usage Colors] 7 U v 7 LT, HBIZESNTHERALFRALZEIRT 52 LICL-
T, EHEORWT BB ADAF ¥y U EFET LT THI L TEET,

EHEOE=_A YUY

BEDO % £ TERT HITIE, ASDM A A > 7 ¢ K7 T, [Monitoring] > [Properties]
> [Connections] DIMAITER L 4, FEHICEAT HHEHRICIT. 7w bz, ™MELT FLR &
SETET KU ADRHE, D7y EBREFEELIIZEINTHLDOT A KK, IO
WO NT T v T ENEENET,
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