BEB7ItX

Z DOFTIL, Telnet, SSH, B L OHTTPS (ASDM %) fH TY AT AEHEITH 720DIC
CiscoASA LT 7B AT 5 hikE, 2—VEFBIEB L OFFAT 5 515, a2/ A v T —%{Ek
T B HECONTHALET,

EHYE— N TV EADORE (1 2—)

« VAT LEBEH AAA OFRTE (15 =)

cTFNARATIEADE=ZY T (33 X—)

cEHT 7 ADERE (34 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

HTTPS (ASDM) . Telnet. E7=[XSSHD ASA7 7 X

ZDIETIE, ASDM B L TICSM, Telnet, £721L SSH 72 &, HTITPSIZ ASA 7 7 ¥ A Z & ET
DHFEZOWTHBHALET, ROTA RTA 02 LTLIEIN,

CASA A U H—T 2 A RIEBT JEAOBMTT 7 BATHIZiE, RAMIPT FL A%
AT 27 7 8AN—VITRNED Y FH A, BEROIX, ZOEOKHOBMIUAE> TE
BT 7Y AERESTDH LT, 272U, HITP U XA L7 b &% E LT HTTP Bt
Z HTTPS ICHEWICY ¥4 L2 b4 512iX, HTTP 2571957 7 B X L—ZfGuhk
THILERHDET, £HLARNVE, AV F—T oA APHTTPAR— &2 U v AL TEE
.

e ASA~DEENL— N ERDBAH =T 2 A ALSDA L H—T =2 f A~DEHT 7 AL
PR—FINFERA, 2R, BEHERA IS L F—T oA AHDGE. IEA
VH—T oA ANOHEHEEBREH ORI TE T, ZOL—LOFISNT, VPN Z T
L7eB DA TT, VPN b RV EG ) LIZEHT 7 B ADEE (9 X—) 2B LT
<&,

* ASA CIELL F OGN RIS NET,

EETIEX
I
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Bl vres (asom) 7o wzoBE

c AVTHR AR TEITRA S DO RIFF Telnet #2777 L, WREZRGEIE, HK 100 D
HFERN TN TOar T X2 bOFTHEFISNET,

c LT FARTEITRA S SO SSH Hifi 2 FF el L, ATREZR Y B, SR 100 O
ERENT XTOarTHZX ORI THRIENET,

e AT XA NI LITHERS ODOFIEFEASDM A LV AX LV AZERATEX, a5 F% X
MR THER K32 D ASDM A > A X ZADOfE AN FIEE T4,

HTTPS (ASDM) 79U XADEKE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ZOWETIE., ASDM=°CSM 72 &, HTTPS IZ ASA 77 B A X/ ET B HIEICHOW T L F
7,

IR B
N F AT HRARNET—FRTIE, 2T HFANETARLR—ZATROFEEFITLET,
VAT A7 4 Fal—arhbarTXF AN aryZ 4 Fal—3i gl i
511X, [Configuration]>[Device List] A > C, T T 4 T 72T XA ZADIPT KL ADTF
WCHDarvTXARNGEL TN ) v LET,

FIE

[Configuration] > [Device Management]| > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
JIEIZEIR L, [Add]Z27 Y v 7 LET,

[Add Device Access Configuration] %A 7 2 77K v 7 ANERINET,

[ASDM/HTTPS] Z &R L £ 7,

BHA L —T oA ZAZRINL, FFA[T5HRA NPT RLVARELT, [OK]Z27 Y v 7 LE
ﬁ—O

R EA VA —T oA RAERELET, TV IN—TDEE, TV ITA—TF A
NA B —T 24 AZEELET,

AIEBAERRGE A B2 D 121E, [Specify the interface requires client certificate to access ASDM] &
WTIAdd 227 Vw7 L, A F—T A AL ATV arCiEE~ Yy 72 RE L1, iEN
B2y T ERET LA, TOMHE~ Y 7 E—ELRTE, BREIRI L ERA, EE
~ v 7 EAERT 5 IZ1L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [IPSec] > [Certificate to Connection Map] > [Rules] % &/~x L 9, FEMIZ DOV T
IZ. ASDM FEMAEGEREDORRE (18 X—2) ZZML T ZEuy,

[HTTP Settings] 5% E L £,

- [Enable HTTP Server] F = v 7 R v 7 ARA N2> TND I L AR LET, ZORE
X7 7 4V N CA R—T > TWET,

o YEEIZJE UC, [Port Number], [Idle Timeout]. [Session Timeout] DfE %A L £,

. EETIEX
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ATvT6

SSH7 7t AMEX

ATy T

ATy T2
ATvT3

ATv74

ssi7oexnzz i

[Applyl 27 U v 7 LET,

=

N
ZOHETIEL, SSHIZASA 7 7 B AZRET 2 FIEIZOW T L ET,

(8.4 LAKE) SSH T 7 4/ b —H ATV R — b2 720 F L, pix £72/d asa =—H
oAy AT — R TSSH 2 L CASA ICH#iT 5 2 L3 c& <2 £ L7, SSH
ZHEHT DI21E. AAARBIEZ R E L ([Configuration] > [Device Management] > [Users/AAA] >
[AAA Access| > [Authentication] DJIHIZEN) | TR —D/L 2 —FEZERTLLERH Y
%7 ([Configuration] > [Device Management] > [Users/AAA] DJEIZER) , v—H /L F—H
R=2DRDOVIZ AAA B —RZFREEHT 256, v — AR RNy 7 7 v T OFE L
LTHELTBL I EEBEIDLET,

1R BRI

INANTF ACTHEFARNE-RTE, a0 T7THFRAMEFTAR—ATROFIELETLES, v A
TAhArT7 4 X2 L= arnbarTXAN ar7 Xab—ra UIEDEZ DT,
[Configuration] > [Device List] XA > T, T 7T 4 77T A ZADIPT FLADFIZHB
TXRANZEE TN Y v 7 LET,

FIE

[Configuration] > [Device Management]| > [Management Access] > [ASDM/HTTPS/Telnet/SSH] &
NEIZER L, [Add] 27 U v 7 LT,

[Add Device Access Configuration] %A 7 B 77K v 7 ANKRINET,

[SSH] Z &R L £ 97,

WA LA —T oA AR, FATEHRARNPT FLARELT, [OK] 22 Vv 27 LE
T

LHiftEA A =T oA RAERELET, TV Y INN—TOHRE TV Y IN—T X
NAVE—T A AERELET,
(f£7) [SSH Settings] ##% & L £,

* [Allowed SSH Versions] : [1 &2]. [1]. F72lX 2] Z=IR L E£3, T 74/ hTiL, SSHIE
N—=T a1 L20WMGEFFAILET,

* [SSH Timeout] : 1 ~ 60 53Z¥ A AT U MR ELET, 774NV MEISHTT, 774
v OB CIE—RICET TS0 T, EHRIOTANE VT TN a—T 40 U THRFTRT
SETTHETIE, EOICRELTENTIZEN,

* [DH Key Exchange] : #4454 7 v a v R"¥ %27 Y 7 LT, Diffie-Hellman (DH)
XMW N—T 1 EF T N—T 14 Z&IRLET, DH /v —7 =N a2 EE

EETIEX .
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L72ne, DHZV—7 1 OF =3 FXMERA S £ 4, DH F—3#a 5706 8 ik
DFAZOWTIL, REC4253 2L TLFE&E W,

RATv 75 [Applyl 227 U v 7 LET,
ATvT6 SSH = —HWiRira &R E L £,

a)
b)
¢)

d)

2)

[Configuration] > [Device Management] > [Users/AAA] > [AAA Access] > [Authentication]
JEIZE R U E 7,

[SSH] F=v /Ry I A&t A LET,

[Server Group] K2 7 #7> U A M5 [LOCAL] T —F N—RAZ @RI L9, AAA Y —
NWEFHLUTRIEARET 52 &b TEET, L, AF—fIECTYR— b D
e = F—FRXR—=ZADHTT,

[Applyl 7 U v 7 LET,

B—A a—FEBNMLET, 2—F T 7B RZAAA YV —R"EHHTL L TEET
N, a—H) 22— OFHZHELEL 97, [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] DJAIZEIN L, [Add] =27 U v 7 LET,

[Add User Account-Identity] %A 7 1 77K v 7 ANFRINET,

2—PHENRRT—REAN L, NATU—REMHRLET, =PI AT — RRFETIE
2 ABRF =LA G T 2B AL, SAT—RR L TCa—VEERTHZ L2 HEEL £
T AF —FRERB LAY = ROWGE#RE LSS, =2—FlTnTholikTch e
A TEET,

(FR) Hroa—FZ Lz, RAU— FEGETIH < AR —EDH, £ b
W7 OREEE N T DI, RONWT DDA U ZRIR L E T,

» [Public Key Authentication] : Base64 CTx > 22— K XN 7-ABF—IZ8E 0 £ F 5,
SSH-RSAraw % — (REWI#E/2 L) ZAENKFRE/RER DO SSHFY =AY 7 b7 =7 (ssh
keygen72 &) ZEH LT, ¥—%AEkTcEET, BFEOXF—2FRR-TIHHE1F, F—
L SHA-256 Ny v 2 Z2 i L TSk Ed, ~nyia F—Z2ar—L T >
> BEA1E. [Keyishashed] F= v 7Ry 7 A4 2 LET,

FREF — 2 HIBRT D121, [DeleteKey]é”ﬁ Uy 27 LT, ﬁﬁﬁfﬁ47ﬂ7‘f/72%i§
ALET, WREX— %H b1 255 [Yes] 7V w7 L, @BiEX— %R 55
IZNol &2V w27 LET,

[Public Key Using PKF] : [Specify anew PKFkey] = v 7 HRv 7 A&7 U w7 LT, A
%%%774ﬂ/mq)@7¢%Vybéﬂt%%(M%E/Fif)%%@o&é
A UAR—FLET, Baseod BTV FITDICIEIRETELF—IZITZDOT7 +—
~y A LET, 72L& 21X, sshDkeygen ZfEH L T4096 & >~ }\ X — %ﬁiﬁk L.
PKF IZEHAL T, ZDOXA U TAUR—bhLET, BFEOXF—2FRT DY
SHA-256 ™y v 2 L TSk st 4, nydafdF—aab— L;U%Dﬁfé
VENH HYA1E,. [Public Key Athentication] X1 > 225 2 ' — L, [Key is hashed]
Frxw IRy 7 A A T LTEH L ASA DA AZHED (T E 5,

POREF— & HIBRT 5121, [DeleteKey]#27 U v LT, #ERL AT O TRy I Ak
RLET, RFIEX— %ﬁ”ﬁ??‘éiﬂ/\ [Yes] 7V w7 L, iRk —%2RET 556
IZNo] %27 VU7 LET,

. EETIEX
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ATy 71

ATvT8
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hy [OK]Z27 U >Z L, %\ T [Applyl #7 U v LET,

RSAF—D_7 Z A L ET (WEASA DYE DI, ASAv DAL, HARZRICHEIRIZRSA

F— RTPMERENET)

a) [Configuration] > [Device Management] > [Certificate Management] > [Identity Certificates]
DIRIZEIR L E T,

b) [Add] %7 U v 7 L. [Add anew identity certificate] 7" a > R¥ %227 Vv 7 LET,

c) [New] =27 VU w27 LET,

d) [AddKeyPair] ¥4 722Ky 7 AT, T 74 /V k%527 AT [Generate Now] & 7 U v 7
LET,

(EE) SSHEE SO ZALT VA AN EBEMET NV TY A LERELET,
a) [Configuration] > [Device Management] > [Advanced] > [SSH Ciphers] DJIEIZER L £,
b) [Encryption] IR L, [Edit]| %27V v 7 LET,
¢) [SSH cipher security level] K= v 7 #7 UZX RE | IROWTIDD L)L AR L E
D

o [All] 1 TXTOHES 770 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) EZEHATHLEIX. 24T a VEBRLET,

¢ [Custom] : W AZ LG A N U7 HFETDHGEIZIOF T a &38R L, [Cipher
algorithms/custom string] 7 4 —/L NIZEREZA N 72 an TRY->TANLE
R

« [Fips] : FIPS %t K55 /52 (aes128-cbe aes256-cbe) DA AT H5E1F. Z DA
Ta v aRRLET,

* [High] : 58E 3 & OB DA (aes256-cbe aes256-ctr) ZEHT HHAIX, 204
Tva v RRLET,
o [Low] : BREEDMEK, 1, @ DREE 57 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr) ZEMT L5 01L, ZOF T a 2 RIRLET,

e [Medium] : 582N F 36 L ONE OIS 770 (3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr) ZEHTHGAIL. ZOF T a v ERIRLET (7
TAIR)

d) [Integrity] Z R L, [Edit] Z#27 U v 7 LE7,
€) [SSH cipher security level] K2 v "X 7 U A Kb IROWTAND L 2RI L E
bd‘o
« [All] : T_TOHEF 730 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96) % i F 3~
LHZEEBRELET,

e [Custom] : W AH LHEHA MY T H2FET DGAEIXZDOA T a 23R L, [Cipher
algorithms/custom string] 7 4 —/V RIZKHEHA N v 72 an U TRY > TAN L FE
R

« [Fips] : FIPS %5 DK 57 D7 (hmac-shal ) Z#E L £9,

EETIEX .
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o [High] : 5823 m Ol H DA (hmac-shal ) #HEL ET,

o [Low] : TREEDMK, 1, @ DR55 20 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96)
BRI AT, ZOF T a U ERRLET,

* [Medium] : FREEDS 136 L OVE OIS /770 (hmac-shal hmac-shal-96) Z#5E L £3 (7
ANV

1

& OFITIE, Linux F 721% Macintosh > A5 A D SSH O ILH F—% 4% LT, ASA IZ
AR —FLFET,

1. 2B a2—FT4096 B> @ sshrsa A F—B L ORI —2 4/ L9,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id _rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:
c0:0a:a2:3¢c:99:fc:00:62:fl:ee:fa:f8:ef:70:cl:£f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+
| . |
| o |
[ +. o |
IBit..... |
|.B ..+ S |
| = o |
| + E |
| oo |
| ooooo |
fom e +

2. PKFERICF—%2LHL £,

jcrichton-mac:~ john$ cd .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnDaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGiqZwnyIl
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTffIh60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1lveLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOUIqORjo34+61+70PCtYXebxM

B gE7s+tx
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Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QgwluL4r99ChbZFINghY
NRxCQOY/7K77IQ==

--—- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. ¥—%227 Vv FR—Kar—L%x7,

4. ASDM T, [Configuration] > [Device Management]| > [Users/AAA] > [User Accounts]
DNEIZEIR L, = —HFHZEIR LT 5 [Edit) #27 V v 27 LET, [PublicKey Using
PKFl %7 Vw7 LT, Vg ¥ RUIZF—%A0 T ET,

8no Edit User Account

Identity Enter the PKF-formatted authentication key for a user.

Public Key Authentic

Public Key Using PKI
» VPN Policy

This panel is similar to the Public Key Authentication panel above, but you can enter the key in the PKF format.
Current hashed key: 04:b9:47.f3:69:67:7a:93:87:60:c2:00:0f bc:aB: 25:63:4e:ad:04:6a:5d:98:70:2f.3d:5f:32:24: 1c.e7.6c
™ Specify a new PKF Key
() File to import from: Browse.

(®) Paste key data in PKF format:

p4ECEdDaM+561+yf73NUigO7wYkgerzjml LrZRDLVegtjBQ9gD 3MgsV+PkIGSCig
QbfYxXHUSwWLAWxhUbA/xOjuZ 15TOMa7KLs 2u+RtrpQgeTCTHIREO+xKh93gw
CQ1kuMrRdNRzza0byLeYPISIvELyBFEACtwlgriSa+w/ tV awdWUg  rapekKloz3ts
pBEGAF2U +Z7pVR138SINUNJHQS7IUAZmOcciluCM2we [ tVaMPYJl+ xgKAkuHDkE
Wezyd +4EUMDOGZVeO +corKTLWFO 1wllieRk lUaCzjComGY ZdzrQT2mXBcS KONV
Jr5uTCnKpCNWIL7vd/sRCHyHKsxjsXR15C/ 5zgHmCTAaGOulg0Rjo34+61+70P
Wwml9eleH2PudZd +rjldedfr2 [IrisIEBRJWCLoR/N + xswwW VM 10gwlul4r99ChZ
NRxCQOY/7K77IQ==

==== END S5H2 PUBLIC KEY ====

Delete Key

304009

5, 2—HNASAICSSH TXHZ L %&MER (T A M) LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:22:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

WDEAT TRy I AP, WAT =R AT H72DICFRSnNET,

fa Enter your password for the S5H key "id_rsa”.

Password: l

_ | Show password

| Remember password in my keychain

Cancel OK

ap4oin

—J7. WRE v a T, LTEREREINET,

EET7 IR
I




. Telnet 7 ¥ £ R DR E

Telnet 7 7 XM

ATy T

ATy T2
ATvT3

ATvT4
ATy T5
ATvT6

gE7tx |

Warning: Permanently added '10.86.118.5"' (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

19—

ax ;&
Z DI T, Telnet IZ ASA 77 B A&ZKET D HIEIZHOWTHHALET, VPN F > R/LNT

Telnet ZfEH T 256 %2R, ZbIERW\WEXF 22U T 4 £ 0 F—T = A AZ%F LT Telnet 134 H
TXEHA,

1R BHIIZ
cINF AUTHRAREF-RTIE, I T HFANETAR—ZATROFIEZFATLET,
VATA AT 4 Fal—arhbarTXF AN ary 7 4 FXFal—3i gl i
511X, [Configuration]>[Device List] A > T, T T 4 77T XA ZADIPT KL ADTF
WCHDarvTXA NG EL TN ) v LET,

* ASACLIIZ Telnet Z#fEfH L CT 7 B A4 A%, v A XA T —RK&EAJILFET, Telnet
BEATHRNCFE TRAT— RERETHLEND Y 7,

FIE

[Configuration] > [Device Management| > [Management Access| > [ASDM/HTTPS/Telnet/SSH] ?
JIEIZEIR L, [Add]Z27 Y v 7 LET,

[Add Device Access Configuration] %A 7 2 77K v 7 ANERINET,

[Telnet] Z 4R L £,

WA U H—T oA AERINL, FA[TH5RARNIPT RLUAFRELT, [OK]Z27 U7 LE

R

BRI EA =T A ZAERELET, TV v TA—TORE, TV vV IN—T 2

NAVE—=T oA ZAEEELET,

(&) [Telnet Timeout] X E L ET, 7 74/ DX A LT 7 MEIXS 55T,

[Applyl #7 U v 7 LET,

Telnet THHE T DHNC, BV A NRATV—FRERELET, 774NV FONRNRT—REIHY %

A,

a) [Configuration] > [Device Setup] > [Device Name/Password] D JIEIZEIN L F 7,

b) [Telnet Password] £}k T [Change the password to access the console of the security appliance]
Frv IRy I A% F A LET,

) HWARARTU—REANLT BLWASADEAIFZDT7 4 —L REZEHICTD) . #Hil
WRZAT — REASL TG, ERELTHLWARTY—=REHADNLET,

. EETIEX
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ASDM 75 £ R %1135 547> kLR SSLVWPN 00 HTTP U 51 Lo toiE [

d) [Applyl®7 U v 7 LET,

ASDM 7Ot A E=IEH 5S4 7> LA SSLVPN D 1=6®D HTTP 1 &
ALY FDETE

&

ATy T2
ATvT3

ATvT4

ASDM F£7:1%7 74 7 LA SSL VPN Z i LT ASA IZH&i 9 5 121X, HTTPS Z{# 5
LB H Y EF, FIEMED 20T, HTTP F B4 HTTPS IC) ¥ A L7 52 LT
TET, LTI HTTP 2V XA L7 b4 252 LIk - T, http://10.1.8.4/admin/ F 72 1%

https://10.1.8.4/admin/ & A\ Jj L, ASDM f#E)j~—THTTPS 7 KL R|{ZT /7 EATE LT,

IPv4 & IPV6 DD NT 7 4 v 7%V XA V7 NTEET,

158 DRI

WHE. ORARNIPT RLAEHFATHT VA L—WINEHY A, 7272 L. HTTP U ¥
A 1V7 hOEDIZIE, HTTPAH AT AT 7 A L— L EHMETALERHLY ET, 95 L
RNE, AV E—T A ANHTITP AR— b2 ) v AL TEXEH A,

FIE

[Configuration] > [Device Management] > [HTTP Redirect] DJIEIZEIRN L F 97,
RIIT, BEREESNTWDHA v F—T oA AL UEA VT "BRA X2 —T = A A THEML
ENTVENE I DERLTNET,
ASDM IZEHT A4 v 2 —T7 oA Z%RINL, [Edit) #27 Vv 7 LET,
[Edit HTTP/HTTPS Settings] ¥ A 7 R VR v 7 ATROA T v a v EHELET,
* [Redirect HTTP to HTTPS] : HTTP %K% HTTPSIZU ¥ A L7 K LET,
« [HTTPPort] : A ' Z—7 = A ARHTTPHEHED U XA L7 MIMEHT R — MEfREL
. 7 74/ ML 80 TT,

[OK] %7 Vw27 LET,

VPN F O RILENLE-BET7 IV ERADHRTE

DA H—T 2 A ATVPN F > IARKIHLTWAIEGE, O ¥ —T7 A AT 7%
ZLTASA ZEHT LI, FOA L E—T oA RAEEHT VA A L Z—T x4 AL LT
BETHLERDHY 3, 72L& 21X, outside 1 ¥ —7 = A A5 ASAIZADEAIX., 20
FEREA I L C. ASDM, SSH. Telnet, £ 72/% SNMP £&H T Inside A > % — 7 = A AT
T 57 outside f ' F—T A ANH AL L EIT Inside 1 ¥ —7 = A AT ping ZFATTE
e

EETIEX .
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B -2v-rstn7orozs

ATy T

ATy T2

ATvT3

ASA ~DFEN— M ERDBA U E—T oA ALUSNDA L H—T = A A<D VPN T 7 & A FH
R—=FENFEHA, FEXIE, VPN T 7 BANRHEA v X —T = A ATHDHEE, HEA v
B—T 2 A A~DOEEEROLHGTEET, HEOT FLAZRZDLENRNE ST,

ASADEHET 7B AFREA V F—T = A4 ADOVPNEZANI L, ARIRERZHH L T ZEN,

HET 72 AL, IPsec 7 74 7T > b, IPsec A K#], Easy VPN, AnyConnect SSL VPN 7 7
AT RO VPN bV &4 FRATITZ £,

1R BHHEIIZ

BE OB/ T — % V—F 4 v T —T NV TON—TF 4 v T HERTH L. VPN Ok~ >
H—=T 2 A RALEHT IR Z—T o4 AR CEETHD (OFVWGFEHEFHEHA
VE—T 2 A ATHHN, BEDT—FZ A B —T A ATHD) LERHY £,

FIE

[Configuration] > [Device Management] > [Management Access| > [Management Interface] ®JIH
(IR L £,

[Management Access Interface] K2 > 77X > UZX MpbtEXa 74 BN bEWNA 4 —7 =
AA (NEA v F—T A R) BRIRLET,

TV Y IAN—F L =T =g AFHHE— P SHEEA,
[Applyl 27 U v 7 L £,

BHA L Z—T 2 A ADNEID B TEN, BENENETI L 74 F2b—ra VITREENRE
7,

aAVY—ILEZAA LTI NDESR

ATy

ATy T2

ATvT3

gy =)L A LT NTIE, BB EXECE— REZ a7 Falb—var £—
RIZLTBL ZENRTEXORMERELET, YA LT U NMIETLE, By vaida—
EXECE— RV ET, T74L Tl By a i A L7 FLERA, ZORE
1L, a2V — ViR — b ~DOEER 2 RFFCEDIRRICITEE L EY A, BN Z A LT U7 M5
ZEIEHY EREA,

FIE

[Configuration] > [Device Management] > [Management Access] > [Command Line (CLI)] > [Console
Timeout] DJEIZER L £,

HLWZA LT Y MEZ BN CER L E T, BHIROFHZIFEES 25803, T0) L AN
LET, 774/ MEIZ0TYE

[Applyl 27 U v 7 LET,

. EETIEX



| gE7 +Z

cwrnrTronzav1zx |

A LT MEOEENFATAL T 4 X2 b—a VITRFSIET,

CLI7A> T MDARETA R

77 MIEREZBINTH2EEICEY #ROEY 2 —ARFETLIHEEICr 74 LT
5 ASAZ—H THERT D2 LMW TEET, ZOWRRIL, 72— A — —FFZ, WD ASA
IR AR A DR E SN TV D EEITER] T,

~NNTF AT HRRANET=RTE, VAT LAETAR—RAELTEEa TR A MNIr A v
THEEI, MR r T NERRTEET, HFEH TR INNTIEL, 7740 07 R
VTR (FARMBLORaUTXRA M) OADPRRINET,

T7H/NNTEH, TR MIASADKRA MEBFERENET, VT ar7F X hE—F
TiE, a7 MIaryTXAMMLERINET, CLIZe 7 MIE, ROEBZFRT

TET

cluster-unit

I AR A=y MEFRRLET, 7T AH
D=y MI—EDAFIZFFOZ LN TE
£

aAVTFRE

(VT E—FRDOHR) BEOILTHFA D
SRR LET,

domain

RAAL B EFRRLET,

hostname

RA M ZRILET,

priority

T2 — VA== T FAF VT 4 % [pri] (7
FA4=<V) Flld[sec] (BB HVY) LT
FRLET,

EETIEX .



B oo sronze<axz

gE7tx |

state

2=y "D T T 4y ZEEREE -T2 —
NEFRRLET,

T =)V — = DA, state F— T — NIZ
kL TCIROERRRENET,

ofact] : 7 = — VA —N=DBHEHTHY
BETIEINT T4 2T 7T 4 7@
WEETHET,

[stby] : 7 = —/LA—"—|FA F—T LT
T, 2=y MINT 74 w7 2l IE
TWERA, AZ A R £700%
thoIET 77 4 TIREET T,

[actNoFailover] : 7 = —/L 4 — S — [T HE%)
ThHY, EETIEN T T4 v 25T VT4
Tl STV ET,

[stbyNoFailover] : 7 = — /L A4 —/3— |31
WHTHY, EETIENT T 4 v 7 EiER
SETWEEA, ZhiT, AF 31 2
=y P CLEWMHEZ EFHA L H—T =
A ABEENRFEE L EEIZAELDZ LN
HYFET,

7T AR T DA state F— T — RITxf
L CROIENFERESINET,

* master

« slave

FIE

AT 71 [Configuration] > [Device Management] > [Management Access] > [Command Line (CLI)] > [CLI

Prompt] OJIEIZER L E 9,

RTFVT2 RONTNDEETL Ty T he DAL~ A ALET,
s [Available Prompts] U A h ClEMEEZ 7V v 7 LT 6, [Add| 227 Vv 7 LET, a7

MIIFEE DR ZBITE £9, BN [Available Prompts] U A k75 [Selected Prompts]
UARMIBELET,

* [Selected Prompts] U A N TlEtEx 27 U v 27 LT, [Delete] 7 U2 LET, BEIEN
[Selected Prompts] U A k7>5 [Available Prompts] U 2 MZBEI L £7,

* [Selected Prompts] U A N TEMt%E2 27 U v 7 LC, [Move Up] £721% [Move Down] =7 U v

7 LCRMEDFoRIAFF 2 £ H L £ 7,

. EETIEX



| gE7 +Z
nvqvrir—osE ||

7'vu 7 N LT, [CLI Prompt Preview] 7 4 —/V RIZFE RSN E T,
AT T3 Apply z27 V w7 LET,
TEINTa TR, #rar 74 Xalb—ra VIRESIET,

054 > NF—DRE
Z—PNASAITEERT DL X, vl A T D], Fi3EE EXEC E— RIZADHNIICE RS
NHEA Y —VERETEET,
IR& BHHIIC

X2 VT 4 DOBLEAND, NF—TCRET 7 EAZBIETAZENEETT, [Wold
L] X TBEWLET) REORFUIBAZEZBEANTWD LS REIREE 2 5D THE
ALARNWTLIEE N, BLFOARF—TIE, RET 7 BRI L TIELWERRZHREL TW
i'@"o

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NF—EMESNTZ%, IROLAEIZ ASA IZxET 5 Telnet £721XSSHE v a BT
HAREMEDR B Y £,
e NF—= Ay —=UHENITEZOD AT A AEFUNRELTWAEEE,
P ST Ay E—VORFERRT L XIT, TCP WEIABLT T — 2 LI,

e NRNF— Ry —TDHA RTA 22O TIE, RFC2196 ZHBMM L T Z &0,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [Command Line (CLI)] > [Banner]
DINEIZ IR L E,

ATw T2 CLILAWHERT AN — ZATHDOT 4 — Rl F— FF 2 hEBMLET,

* [session (exec)] /3T —I%, = —¥ M CLI THi#E EXEC E— RIZT7T 7B A LTZGEIZERS
ET,

e [login] 3 F—iF, =—PNCLIICu /A v LIEEAICFERENET,

» [message-of-the-day (motd)] /37 —{%, = — CLIIZW® THHfe T 2L ICER RS E
R

EETIEX .



gE7tx |

B s=tooavor—s0mE

« [ASDM] T —IE, 2 —VRREEE 2T 7% ASDM I L e BB iR Eah i+, 22—
FIL, WOWTNIHOFT v a U EFEHALT, BRENTEAT—EHETEET,

« [Continue] : /XN —ZHEL T, /A 2% T LET,

* [Disconnect] : N F—ZHEL T, #Eia&T LET,
HATE DL, 4T (Enter ¥—) HE® T ASCI XFEETTY, 72770, &A73050%
2LFITAHE LET,
« Elo. ATLEFT, CLIN—V a U TRERIND 2O, NP3 LanTEs
U,
*RAMBLOT7 T vz AEVICEATL DL, AT —ICRSHIRITH Y A,

« ASA DR A ML ETZIX R A A 41%, $(hostname) T4 & $(domain) T8 & FH A iA T
ZEIZ X o TEHMICEMTE £7,

VAT AAT A Fal—a TR —ERETIHEEIL. 2T FA a7 4 ¥
L—3/3 U C §(system) &\ SLFHNEHEHTHZ LI2ED, a0 TFAMATAS— 7
FRANEHEHTEET,

ATY T3 [Applyl 227 U v 7 LET,

EEtv g

ATy T

ATy T2

HLWAF—N, FEfTar 74Xz b— g VITRESRET,

v I+ —2DEE

ASA T# R[4 2% ASDM, SSH., B X Telnet DFEIFHR K v a v BERETEET, 2D
RAEIZET D&, ENLBEOE v > g AFFFT ST, syslog A v B— VB ERSNET,
VAT LAy Ty MRS L0, BHE Yy v a VEID Y TEDOAI=ALTIEFHa S
V—tvarEvay s TEEEA,

1n HAEINIC

YNF AUTHFARNE-RTIR, VAT LAETAN—ATROFIEZFETLES, 207 F
ZAharZ4Xal—yalrnhbyAT A AT 4 Falb—a Il 5T,
[Configuration] > [Device List] XA > C, 7277 4 77T /34 ADIP 7 KL AD F® [System]
EXTNVIY I LET,

FIE

[Configuration] > [Device Management] > [Management Access|] > [Management Session Quota]
DIEIZEIR L £,

ASA THFR &5 ASDM, SSH., B LW\ Telnet DRIt v a v O KREE A LET, A
SMEOHFFAIE 0 ~ 10000 T,

. EETIEX



| gE7 +Z
varrgmamamaonE ]

ATV T3 [Applyl 227 U v 7 LT, BREDEFZREFELET,

\'I

AT LEEERAADERTE

ZOHETIE, Y AT LEHEOGE, FHFFA, 2~ NF2@ET 5 HECO N THI L
ij‘o

EEFRELDRTE

CLIBXONASDM 7 7 E ZDFIFEEZHTELF T,

EIEBEFIZDLNT
ASA ~Dua 7 AV FER, FBFEEZ AL THAENE I NI > TR 97,
SSH EZEEIZDULNT
FFEH Y FIFFEEER L TO SSH 77 B RIZHOW T, IROBMEEZSIL T 7Z &0,
* it uiEch L/ SSH iu»u uLEfJ? LVC j{iﬁﬁ(% i“@‘f\/

FFEH Y SSH RFFEEZ AN L72HAIE. AAA V—_"Fmidn—hla—PFF— 2 —
’**éﬁf%énw%%kﬂxv FE AT LET, AF— ®M£TH4MAH
0—H N T —=ERXR=ADHEYHR— s LET, SSHE—DLGEIAEERET HHE1F,. v—

NN 2—FO/RAT— REBFEL AN L E T, AT — REH A Lfocb\cto _ﬁ‘éia/\

X, NAT—=RRLO2—VLEERTEET, 2—VPEXECE—RIZTZ7®ALET,

Telnet ZREEIZDLNT
FREOFEIC) BT, Telnet 77 B RAIZHOWTIE, IROEMEEZSL T 7Z &V,

« FWHF7R L ¢ Telnet OFBFFZ AN L TWARWIESIX, 2—F L E2 AN LERA, v /A
NRAT—FREANLET, T4V FORZAT—REHY A, LN -T, ASA ~
Telnet #%f¢ 3 5 121X, RAT—REZHRETHMLENRH Y £§, =—H EXECE— RIZT 7~
AL,

M HL thEXD D Telnet [T thE%ﬁ)‘jJ L/fx_ j: AAA ’H‘*‘/\i 711_. i‘j?‘jj/]/j—%—]j-T 57/\*‘
AIZERSNTND l%ﬁ%kh%?%%%lﬁbiﬁol“ﬁEMﬁ%%Fk?ﬁﬁx
L/\iﬂ—o
ASDM EBEEIZDLNT

uqu&)@iﬁ_ uquiﬁLf@ASDMT&“‘ZX B’éb(j Yk®§b{’ﬁ%2§ﬁﬁbf< f:‘éb\o A A A
RAEDHIEIZ b HF AR BRAARET 5 = & b i TT,

EETIEX
I



gE7tx |
B . 7rzaoms

ROAEZe L T 7 AN R TIX, 777 D—H 4 L enable password 2~ 2 K& LT
ASDM [Zu 7 A CEET, ZZADEFFIZLARNE ST, TELEITRIA RX—T L
AU—REEETHZLEEBHOLET, SA MM, RAL V4, BIXOS 2—T /8%

7 — K& Telnet’SAT— ROFREEZZR LTI, B A VEET (2—V4%27 5
YIDEEIZLRNT) =P/ ENRNRT— R AN LTEGATE, ASDMIZ L > Tr—7
VT —=ER=AT—ENTF 7 SNDHZ LICEFEELTL téb‘o

AERAERRGE (o7, =T v KR E—RKOHKR)  2—FICHZRAEHELERTE E
T, sEAEOZ—WLH ERXAT—REANTHE, ASANPKI T A RARA 2 MMIxtL
TREEZMREEL 77,

*« AAAFEGE : ASDM (HTTPS) #BiEZ AN L7261, AAAY—_"FEIn—h L 22—
P F—H =2 :ﬁ%énﬂ\én%#%}:/\zv%M’:/Ujbiﬁ T, T
Da—P4L LA 32 —T N )XAT— K TASDM i C& <2 F L7,

o AAA FREF L EFESRFEF O (v, —F v RE—RKD&AL) : ASDM (HTTPS)
PRREE A LTS E1E. AA AV —R"FEmidue—h L 2—F F—F X=X IEHFEINT
WA Z—HL LR 7 FEANTLET, EAERIEH O —F4 L XA T — KRR %
BElE., I b AT koo nET, 2—HFAEZEIENLFEL TH LT
HOATTLTEBL L9 BIRTEET,

D) T IVEREI DM E

FEED O EFIIEGER L TOY I T ay ) — )L IR— h~DT 7 AIZE L TiX, RoOEME
LT TIEE N,

FRER L VU TNAT 7B ADOBIEE AN L TORWEAIL, 2—H4, "ATU— K%
AN LFERA, =2—HPF EXECE— RIZT7TZ7EALET,

FREEDH Y - U TNT I ADFRIEEF D LIEGAIE. AAAT—"EiTe—h L 2—
P F e N 2T gﬂ(u\él~‘ﬁ‘%&/\27 KEATTLET, =—HFEXECE—
Riz7 7t A LET,

A *—TILEREIZ DT

0 A U ABICEMEEXECE— RIZASIZIZ, enable~ > RA AN LET, 2o~ RO#E)
ﬁzbi nAL‘nEi)}‘/I)X 7/1/2))<E 9 Iz J:OTE%& ] i‘?‘o

« FBFE72 L ¢ enable F8FEZ RLE L CWVRWEAIL, enable 2~ REANTHEEIZVAT
AAR—=T NIRRT —RKEANLET, T 740 MIZEATY, 7272 L. enable RiE%
A L722WE4A . enable 2~ K& AD) L7213, CFIF/E@:L**‘H‘J: LCTeZ A LTnE
HFh, ZHIZEY, avr FRBARE2—PFR—ZADOKEENEEBLZITHZERHY £
T, 22—V EHERFT HITIE. enable FBFEZ A L’C<7Zéb\

PRED Y enableiBAE AR E L7c A lE, ASAIZT B 7 MV AAAY— " Foidn—
v — 7‘“*5“\“—2’@]?%5%?1/‘ A=Y/ ENAY— FZERLET, ZOK
REIE. 22—V BANTE D3~y Feffld o edlla— A NEEREKE Z R =~
/FﬁT%ﬁ%ﬁﬁ“éiﬂ/\ IZRFICRAL B £ 9

. EETIEX
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| gE7 +Z

AR ARL—F 4 27 VRFLb S ASA~DEy Y3y [

a— v 7= _X— R % H T 35 enable FRFiEDH A 1E. enable 2~ > KDV I login =~
Y REFHTEET, login 2~ RIZE D 2 —PFLRHERFSNETH, B2 41T 57
OOREFTMLEDH Y FH A,

A

FE CLICT 7B ATX D a—PORMEEXEC E— RZBETE VWL ) ICTHa—Haru—hL
T A RX—=R BT HHEE, 2~y RBAEZRETLHIHNERHY £§, I~ REANAR
m%é\ﬁ%v«wwzui(2#77jwb)@Jaﬁi CLI THA D/ AU — K&
LT%%EXEC:&*‘]‘ (%J:U—é«/\’(@:"V/}\) ;77'127<’Cé°i‘ﬁ H DL ntunftﬂfi
TR—HINT—H_X—=ZATEHR AA A —R"EEH LT A a<x > F‘%Iﬁliﬁiﬁ’“éﬁ\ ES
T RTOR— I 2—F 2 LYV NCERETH I LICED, VAT AA X =T NIRRT —
RZfEfH L CH#E EXEC E— RICT 7 B A TE Ha—VaHllcx £,

RRARNARL—F 4T DRATFLISASAANDEY 3V

—¥DT T N7 F—LTIE, ASADFETEHOT IV r—ra b LTHR—FLTWET
(5] : Catalyst 6500 @ ASASM, Firepower 4100/9300 ® ASA) , mA N AXL—F 4 7 R
T EMD ASA ~Dt v a vy OEE. BEHOX A TS LTy 7R L Telnet FRFFEZ 7%
ETEET,

“NANF ALTFHRRARNET—RTIE, VATFTLA A7 4 F¥al— a3 TAAA I~ RERE
T&EFHA, 72720, Telnet 72152V TRBIEZEHa T XA N TRE LGS, RiElX
b0ty valbiEfINET, oA, FHEa T A NDAAAY—ANFEiTe—
H A= F—H_R=ZARMERA SN ET,

CLI. ASDM. & UWenable a7 K 7Y RBIENETE

1R BHIIZ
e Telnet, SSH. ¥7-IZHTTP 77 A ZRELET,

o SMERFRGED iE'/\ﬁj AAA B — NN T N—T %5 Hﬂiﬂbiﬂ— 2 — 27 JLEREED iE/\fj: 7 —7
T =B R= AL — BN LT,

« HTTP FHFRRETIE, AAA Y — N L—7D SDI 7'u haizHiR— kL TWhERA,

FIE

AT 971 enable 2~ REMHT 52—V 2585E9 5554 1%, [Configuration] > [Device Management] >

[Users/AAA] > [AAA Access] > [Authentication] DJIEIZEIR L, ROBTEEITWVET,

a) [Enable] F= v 7Ry 7 XA&BINLET,

b) V=N T N—THEIXLOCAL T —F RX—AERINLET,

o) (FFvar) AAA T —A"EZRIRTH561E. AAA T— "\BERARICR > 728
TA =Ry 7 FRELTRr—IV T —F_X—ZARFEHEND X I 2 ASA %5 T‘E“C%i
9, [Use LOCAL when server group fails] &= v 7 R v 7 A& AN LET, a—/L 7—

EETIEX .



gE7I R |
B asomimzzioss

AR—=AZATITAAA Y —NREFE L=V LB L ORNA T — REH AT 52 L 2HER L £4,
ZiUE, ASA DT a7 M TR, EOFKPMEA SN TR REINRNTZDHTT,
ATY T2 CLLEITZASDM IZT 7 ¥ AT 52—V %2583ET 554 1%, [Configuration] > [Device

Management] > [Users/AAA] > [AAA Access] > [Authentication] DJIEIZER L, RO EZITWV
i ﬁ‘o

a) WOF =y IRy At A LET () .

« [HTTP/ASDM] : HTTPS ZfEH L T ASAIZT 7 &A% %5 ASDM 7 74 7 > h %3l
L/\ij—o

«[Serial] : 2> Y —/L R— b EEH L TASAILT VAT H2—VEWIEL 77,
ASASM DG . ZD/3F A —H X service-module session 7~ REZFEHLTAA v
FNET 7 AT B Y — B L £,

*SSH : SSH Z#fiH L TASAIZT 7 AT 52—V ERFEL 7,

* [Telnet] : Telnet Z{#H LT ASAIZT 7t AT 52 —HE2FFEL £3, ASASM O
Gy TODO/RT A—HTsession I v 2 REFEHTEAAL v TFNLOE v a Al b %
]\/ij—o

b) Tz IRy I RAEF NI L — AT L, =R TN —T 4 FET2IT LOCAL 7 —#
N—2 2B L £,

) (A7 ay) AAA F—RERINT 2E1E. AAA F—A"RERARAIC R 5723540
T =Ny 7 FREL TR T —=F_X=ZARHHID L HIZASA ZRETE E
9, [Use LOCAL when server group fails] 7= v 7 R 7 A& 4 LEd, a—hiL 5—
AR—=ZATIEAAA T —NELF L2 — LB L ONRNRAT— REMHT L 2 L2 HE L £,
ZHUE, ASADTa T TR, EOFABEHEN TV D PRRINRNTZDTT,

RTY T3 [Applyl 227 UV v LET,

ASDM FEFAZEFEREDER TE

AAA FBREOF ) )b b RFAEZEIE A VAEICTE 7, ASAIZFEAESL PKI F T A bR
/]):/]\ \—Hﬁ/\bf*ﬁﬂﬁbiﬁ‘o

1R BHHEIIZ
ZOMRRIZ. v —T v RE— R TOLAYR—FENET,

FIE

AT w71 [Configuration] > [Device Management] > [Management Access] > [ASDM/HTTPS/Telnet/SSH]|
JNELZEIR L £,

. EETIEX
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ATy T2

ATvT3

ATy T4

wEHAICL S cUsLUASIM 7 5 £ 204 [

[Specify the interface requires client certificate to access ASDM] fEIk T [Add] # 27 U >~ 27 L, A~
B =T A AL F T a CitAE~ y 72 EELET, RAEDEEIT 51213, £ DREFHF
vy 7B LT HUENRDHY 7,

FEAEREREIEA VX — T A AT LICRETEE T, TOME, FBEHTEL2M 0 F—T =/ R
FNINEA v H—T = A A EOBHICOWTUTGEAEOIR TN ALY £3, iEE~ v
7% AERT A 121E, [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPSec] > [Certificate to
Connection Map] > [Rules] % %/~ L £,

({EE) ASDM TREMEN b 2 —W4 2§ 2B 2 B2 ET 51213
[Configuration] > [Device Management| > [Management Access] > [HTTP Certificate Rule] D JIH
IR L £

ROIFEDH NG 1 DEERL T IZEN,

* [Specify the Certificate Fields to be used] : [Primary Field] K& v 7% 7 J X | & [Secondary
Field]| k> 7 X0 URX MpbEZ@EIRNL £,

* [Use the entire DN as the username]|

» [Use script to select username] : [Add] #27 UV >~ 27 L, A7 U7 bORNFEZEML ET,

MAEZ RO H T v T Ma—Y4H ZFHEIA ST SI2IE, [Prefill Username] F = » 7 R » 7 A
EAANCLET, TO2—VEANRONIATI LIzt O L B2 D5E . KO —F 4R FRIA
HNENTFHLWE AT TRy 7 ARERINET, £, BFEHO/RA T — K& AJ)T&
ij‘o

F 7 )L hTliL, ASDM IZCNOU etEx R L £,

[Applyl 27 U v 27 LET,

EHEFAIZL S CU E LU ASDM 7 7 X D HIR

ASA TlE2—VOFRGFICERT /v A a2—VF LV Ee— T 78R 22—V E2XBITEB L)
o TWET, 2—HF u—nL2XBI+5ZE T, VE—F TFZ7EAVPN2—HLRy b
U—0 TR 2—FN ASA [CEBEHGREZHNS T 05 EZ ENTEET,

1R BHEIIZ

RADIUS F£7=[Z LDAP (¥ v EVTEH) 21—

Z— N LDAPRRH CRFESIND &, A 7 1 7 LDAP B L OV OFED Cisco ASA BIEIC
vy BTSN, FREOFFAIRSRED R S L E T, Cisco VSA CVPN3000-Privilege-Level DfE %

0~ 15 OFIPHTEEE L7-1%. LDAP J&ME% Cisco VAS CVPN3000-Privilege-Level |2~ v B> 7
L/ i ﬁ—o

RADIUS IETF @ service-type &3, RADIUS F8EF L OFF AT ZE R OF5 R & L T access-accept
AvtE—UTHEEINDGE, ZOBMTERIEESN 22— EDF A T DY — X%t 5F
HINERRET HI-OIERSET,

EETIEX .



B e=sacs s cuBL0ASIM 7 & £ ROHR

gE7tx |

RADIUS Cisco VSA privilege-level B (<> % —ID 3076, 7 1D 220) 7 access-accept A >
-V TREINLIGEIEL. 22— FOMRLNLVERET D7D I ET,

TACACS+ 11—

I'service=shell] TFFRIDNFER Z41, H$— 3T PASS F 7213 FAIL TIRE L E£7,

O—A)L a1—%

FBE LT —4 @ [Access Restriction] 47> a V&R ELET, 727 v AHIBOT 7 41 b

fE VX [Full Access] T9, Z DA

BRI LT, I T I EARNTFREINET,

EHEFAIDOREMS

[Authentication] Z 7 DA 7Y a o THRESN-TXTHOY—

BHFFAT O AAA T — RN Z A TEBIXOHEHZREICON TR, ROEREZZL T EE, ASA
TIEINODEEEA L TEHT 7R LNLEZRELET,

Management Level

RADIUS/LDAP 0D
(RyEVHEh
=) B

TACACS+ 1%

O—AIL T—2R—XDE
%

[Full Access] : [Authentication] % 7 D74 7
Ya Y THRESNIZT NTOY—E Tk
LTIV T 7 RARTFAESNET,

Service-Type 6 (7 K
S=APb—T 4
7)
1

. Privilege-Level

PASS, FHEL L |

admin

[Partial Access] : [Authentication] % 7 D4

T a U TRET H L, CLI £721% ASDM
WX T 7 B ARFFRI S IVET, 722 L,

[Enable] 47"+ = > & i L T enable 335
ERET HYA. CLI y = — | enable =
~ v Fafd ] L TR EXEC £ — FIZT 7
TATHZEIFTEERA,

Service-Type 7 (NAS
Tar7h)
Privilege-Level 2 LA 1=
Framed 2) B L O}
Login (1) —t' X #
A ZIERERIC DI
EJpe

PASS. HfHEL L 2
Vi E

nas-prompt

[NoAccess] : BHLT 7 v ARSI E T,
= —|Z [Authentication] ¥ 7 DA 7' a >
THESNZWThO—E A LA TX
FHA ([Serial] 47 v a Ibr&E £4, o
FO, VITATIZRBRAFTHFANEINE

T) ., UE—F 7Z7EA (IPsec BLO
SSL) =—¥i%, fl&mMEAFDOY E— b
TIeAEyYa rERIEBLIBKR T T
FT, LOTRTOY—ER X AT (KA
A, Ty 7 ARE) bERICAEINET,

Service-Type 5 (7
rRT7 L R)

FAIL

remote-access

FOMDHA FSA4 >
I UTIN Y=L T AIEBETICEENEEA,

. EETIEX



| gE7 +Z

ATy T

ATy T2

ATvT3

ATvT4

SEIT OO |

o« ZOMREAEAT AT, BET 7B AT AAARIELRET HILENH Y £, CLIL
ASDM, Bl Wenable 2~ K 77 B REIHEOHRTE (172—) R LTI ZE,

-%Bmﬁ%ﬁmTéFA L ORERE R A 2 — T T T BN, AAA — X T —T %
REL TS MLEND V)iffo

«HTTP #H L. v 7NV —FT v KR E— R TOAYHR—FENET,
Fig

HTTP & v ¥ a v OFEFF [ % A 31— 7 /LIZT HIZIL, [Configuration] > [Device Management] >
[Users/AAA] > [AAA Access] > [Authorization] DJIRIZ3&R L, [Enable Authorization for ASA
Command Access] fEIR®D [HTTP] = v 7 R v 7 A& AN LET,

GE) ASAa~ U RT7T7EBRAZRETDHICE. a—hLa<wy REAOHFRE 23-2—2)
BT IZEN,

Telnet 33 X UNSSH & v ¥ 3 VOE B[ % A *— 7 W2 T 5121, [Configuration] > [Device
Management] > [Users/AAA] > [AAA Access] > [Authorization] DJIEIZi# R L, [Perform authorization
for exec shell access] FHIK D [Enable] = v 7 Ry 7 A=A 2 LET,

[Remote] F 721 [Local] 7' a > RZ &R L T, EXEC ¥ =)V 7 7 B ZADOFF AL
LY —REHELET,

B &2 A X —TWIZT HIZIE, [Allow privileged users to enter into EXEC mode on login] 7 =
IRy I R F AT LET,

[auto-enable] 4 7'Y a L EEIRT B L. T T U ANTA STz — PN EEEE EXEC
T— Nzt cE T, NN T, =2—V T2 —F EXEC £— KNIz £7,

A< Y REERDETE

Oy R~DT7 78 A EHIHT 28E8. ASATIEa~ 2 FFM2RETE, a—PRfifcx
Lavy RERETEET, 774V 8T, vV A0 T5HE2—FEXECE— RIZT 7 EX
T, &KIEBRBOa~ 2 RETHPEEEINE T, enable2~ 2> F (F721%X, e —HF L5 —H X—
2EFEHTHEEXFLlogina~ 2 R) ZANTHE, FHEEXECE— FBXUary7 1 F¥aLb—
Varvavry NeEFURERAT Y RIZT 7 BEATEET,

WKD2ODavwy RHEAFROWTNHEHEHATEET,
o T — I VRFHE L~V

* TACACS+ T — Kb L~ )L

O FERR[IZDINT

avy FRAZAML, KRBEHLOAL—FIZOHa~y FANEHET DI ENRTEET,

EETIEX .



gE7tx |

B v&—rshza< rrass

HR—brEhda7y FRETAK

WD 2HODa<wy REFAFROWTNHE2EHTX 1,

s B —IVEFHEL UL ASATa~» REFHEL VAR E L ET, rm—h/L 22— RADIUS
o —H F72IZLDAP =—¥ (LDAP &% RADIUS Bz~ v ¥ 79 584) % CLI
T I ACOWTHEIET 254, ASAIZFD2—V %o —h )5 —H~—RZ  RADIUS,
FIXLDAP =N TERINTVWDFRHEL VTR S E T, =—HiF, FIvYToH
NIZRHEL AL T O a~y RIZT 7B ATEET, $XCO2—FE, idTr s (v
THLEEIL, 2=V EXECE—F (L L0 EiZ1oa~rR) 778 ALET,
2 —WE, BHEEXECE— R (L2 ko a< o R) 127 27 & AT 57912 Nenable
av Y RCRIET D, login 2~ KTl Ay (a—HL 7F—H2X—X(Z[RD) TX

£
Y

GE) m—InNT—FX—ANIZZ—PRHFELRL TH, £ CLIGR
FEX° enable FAEN 2 WA TH, v—h)b a~ 2 FFA[&/FH
TEXFEd, fPVIT, enable 2~ REANTHEEIZT T A
AR—=T NV IINAT—=REANTDHE, ASAICL>TL~L 151
%#hiToWK\T&T®VNw®4*F7WNXU~F%W
BLET, 2k ammn<r~w)%ﬁﬁbkkém\
,ﬁALiovawn EPNDHEIICRYET, TNbDLN
I, v—HhLa<r l\anT%‘:ﬁxJJ T ETHERESNETA,

* TACACS+ Y — Hi#E L ~UL : TACACS+ Y — T, 22—V E=F I/ N—TNCLI T 7 &
ANWZOWTCHRIEL7-B THATE2a~r FEaRELET, CLIT2—YRANTHT X
ToHa<y Fix, TACACS+ y— XTHIEINET,

tXxa)TFTs aTEXERAMEOATY REFT

AAABRTIFZ v TXF AT EICEMNTHY, = THF A MEITHEESNLEE A,

a~vy RHFAZRETHIHEE, X2V T 4 2T A MEHLIHRETILERDHY £
T, TORTEICLY, BAereXa2) T4 arTHFAMIHLTCRERS o~ REFREZFE(TT
%i‘a—o

X2 VT ar TRV REZL5G, BHEIX, v A VRFCHEE Lo — 4 T
TENDZAS FRH LV THRA My a r TIERRDIAEMENRS S Z L0, HrLna
YTRARNTEHAYY FFAINESTESRESILTWRWAREMER H D Z & 2 SBHICE VT
7V, avwr RHFRtEXF2 VT 4 3T XA MIESTERDIGERH D Z & 2EEHEN
HEL CWiWnWE | RELDAELDEEENH Y £9, ZOEEIX. ROMAFHAIZL > TEHIZ
BHEZ 20 £,

GE)

VAT LFEITAR—=ATIZI AAA 2~ RRPR— XNV, VAT LAETAR—AT
iTa<y RHFREHHATEETA,

. EETIEX



| gE7 +Z

av Y FERLAL

SESIY IV

FT7 /N T, RO~ RBFHEL L 0IZED S ToNET, TOMMOITXRTha~v
RITEHE L~V 15 2B 4 THNET,

* show checksum

 show curpriv

* enable

* help

* show history

* login

* logout

* pager

» show pager

* clear pager

* quit

* show version
a7 4Falb—TaryE—RNavr Rz 15 L0EWD LB EIT 5851, configure =

U RBEICLLIZBEIL TS FE, Zokoiclrneg, a—HFiFar 7 4 FXFalb—
aryE—RICADZ ENTEERA,

A—AJ)L AT FRHEADHRTE

ATy T

ATvT2
ATvT3
ATvT4

O—Hh) a<wy RERAZFHLT, a2 RE 16 DEEL~L (0~15) @1 DI 4T
HZENTEFET, T7HNALPTIE, o~y NIZEHEL~L0 703151280 4 ThnE
ﬁo%;—ﬁ%%imﬁﬁv&w**ifé Ba—PFITH D B TONIRFEL VLT oA
<~V REANTEET, ASAX, B—D /LT —H~_X—Z_ RADIUS #— 3 F72|ZLDAP ¥ —
/N (LDAP @& %% RADIUS B~ v B 7T 558) ICERSN TV D2 —HHREL L%
PR—=FLTHET,

FIE

[Configuration] > [Device Management] > [Users/AAA] > [AAA Access] > [Authorization] DJIHIZ
BEIR L ET,

[Enable authorization for ASA command access] > [Enable] 7= v 7 Ry 7 A& 412 LET,
[Server Group] K= > 7% 7 J A k)25 [LOCAL] @8R L £,

n—h)avy RFaZ A 32— NI TBE, 7 a T, BELVE2ilxcDa< L NE
Tixa~ry R Z—7ICFECTEY YT, FRIEREAL—Y T ML A —
T L TEET,

EETIEX .



B o—sra~rsan

ATy TH

ATvT6

P

X JE

gE7tx |

FHIEROZ—F T U MNHEZ T %1Z1X,. [Set ASDM Defined User Roles] % 7 U v
& Lij‘o

[ASDM Defined User Roles Setup] # 4 7 R 7R v 7 ABRKREINET, [Yes] &7 Vv 77

DL, FRIERFHAL—Y THU L NEHEZERATE L5120 7, FAERKEH

a—H T h v MFHEIZIZ, [Admin] (FFHEL UL 15, $RTOCLI 2< > R~D 7 )b

7 7% AKE) . [Read Only] (ReHEL UL 5, FiAH 0 BHT 72 AHE) | [Monitor Only]
(F#tE L~V 3, [Monitoring] 7 ¥ a VU ~DT 7 B AMEDRH) BNdHV 7,

av R LUL%k FEICROET 5121, [Configure Command Privileges] 227 U » 7 L&
ﬁ‘o

[Command Privileges Setup] # A 7 7 7' 7R v 7 ANF/R S E T, [Command Mode] K& 7
27 UZARDG [All Modes] #i#IRTH &, T _XToa~vy RERRTEET, bV
I, Ay 7 4F¥a2lb—varE—REERL, £20F— RCHEHMERa~ > FERRT
HTEHTEET, L& 2L, [context] ZiBRNTHE, 20 TFANary 7 s Fal—
vary B— R CHAAERT XA COavy REFRRTEET, a7 4 Fa2lb—T g
T— RET TR, 2—PFEXECE— RORHMEEXECE— R TH ANDARET, noE—
RTEIWCEB R DT 7 a v PNEITENA Lo a~y REEAT LA, ZhbDE—
Rz U CHMEIC R HE L L AR ETE £ T,

[Variant] 7 7 2121, [show]. [clear]. E7-1F[cmd] RFERINET, X, =~ FD
show JER., clear TG, F 71 configure XK L TOHRFRETEET, a~v RO
configure X%, B, RIEE=a~2 F (show E£/zldclear 7’V 7 ¢ v 7 A7 LT) £/
Fno AL LT, av 74 Fal—rarOofFE5&RITHATT,

A ROUVR_RNLVEELTTLEEX, a~v 2 REXT7 V7 Uy 7350 [Edit) 227V v
JLET, LULZ0~ 1S OFFATHRETEET, HETEXDHDIL, main 2~ FOFF
MLV T, 2l 2iE, $_TChaaaa~2 ROL-ULERETE F92,

aaa authentication =< > N & aaa authorization =~ > FO LUV A ARBNCRETE £4
/Vo

FRINTWNLETRTOa~vy ROV EEETH8551E, [SelectAlll 227 U v 27 Lz
%Iz, [Edit] #27 Vv 7 LET,

[OK] %27 U w7 LTERNELZMELET,

({f£&) [Perform authorization for exec shell access] > [Enable] = v 7 v 7 A& 4L

<.

gy RRADEDD AAA 2—FE2HNCLET, ZOF 7 a2 A LARNWES.

ASA T, B— AN F—FR—R 2 —HFORHEL~NVTEITFEYR—F L, OX A TO2—
BT RCT 74 R T 1512EY Y TET,

BT, Zoa<wy NIIEHEEEZ AN LET, BEHEFIZLS CLIBLXWASDM 77 &
ZDOHIBE (19 X—) LT Z IV,

[Applyl &7 U v 7 LET,
FFATRRENED HTHh, TOEENERFITA L T 4 Fab—ra VIRFSNET,

. EETIEX



| #B7/+%
TacAcss 4—icnavy koxz [

TACACS+ H—/ATHOIaT Y FDETE
TN—TF il x Da—FoETa 77 ()L aR—x2 b & LT Cisco Secure Access
Control Server (ACS) TACACS+H— N"Ta<r RERETEET, ¥— F/%—F ¢ D TACACS+
P—ROGAIL, a~vy REAHR— FOFEMIIOWTIR, ZHEADY—RO~=aT ViS5
LT,

Cisco Secure ACS X— 3 3.1 Ta~vwy RERETHIHEAE. WOHA RT74 025 LT
<TEEV,
cASA L., Yz avwr RELTHATLHa~vwr Ra%EE L, TACACS+ — T =L
a<w s RELTCavwry RERTELET,

N

(GE)  CiscoSecure ACS |Z1E, [pix-shell] EPFEEND 2~ K XA 70
GENTVDIHARD Y T, ZDOXA F1LASA 2~ RFFA[
A LT 2 &0,

« 2w ROREPIDTU—KRiZ, AAfravr RERRENET, ZOMDOU— NiT+7TH|
e R2INET, ZHUL, permit £7213 deny DRICES LENDH Y £79°,

72 & 21X, show running-configuration aaa-server =~ > RZ #4521k, a2~ K7 1 —
JL RiZ show running-configuration Zi8/J1 L, 5[#~ 1 —/L F|Z permit aaa-server % A /]
LET,

* [Permit Unmatched Args] F— v 7 R > 7 A& A 12T 5 & BRIICHERS L TnZeng
ThOa~vy R EFATEET,

72l 21X, BFED show 2~ RERTET AT T, $_XTD show 2~ KBTI &
F9, CLIOMHEEZ R TEREFCAEIER Y, a~ 2 ROERZ T TR L 0EN
RRBDT, ZOFHEEZFHATIHIZL2BED LET ROXEZEMR) |

B 1:B&ESHFATOIATY FOFHFHA

¥ Permit Unmatched Args

114412

AddiCommand | Remowe Command |

s enable ° help 72 &', H—U— RO a~ 2 RZOWTiE, TDa~wy RN 2 WGE
TH, ~HLARWVBIEEFATHILERDHY £ ROKEZR) |

EETIEX
I



gE7I R |
B mcacsi v—icoavs rosgE

H2:8—7—FOaT Y ROFH

[ Permit Unmatohed Args

114411

Add Command | Remove Command |

c SIBEHELT 521X, ZDO5IEDHNT deny A LET,

72 & 21X, enable =~ RZFFA L. enable password =~ > R & A LRWEEIZIE,
a<y K7 4—/L RiZTenableZ AJJ L., 5137 4 —/L NiZ denypassword # A7 L £ 7,
enable 727 3T &5 L 912, &, [Permit Unmatched Args] = v 7R 7 A%k
IZLTL7ZSn (kDK EZR) |

B 3:51%0EE

[V Pemit Unmatohed Args

deny pasanard

Add Command I Femowe Command |

114410

AT RTIA L Tavy REAEETATILIZGE, ASAIZT V7 w7 AL AL o

VY R&ERRTFA MR LET, TOMOGIEITIATI L7z LBV IZ TACACS+
P—NIZEHELET,
7o & 2L, shlog & AJ1T % & ASA [F5E472 2~ | show logging % TACACS+ #—/
WZEFELET, — ., shlogmess & AJ77 5 & ASA [ZEBI &4 72 =2~ 2 K show logging
message Clx72 <. show logging mess %2 TACACS+ H— NZkfE L4, AMEEZ FHRL
TRICHEDBHD AN ERETCEET (ROXEZH)

. EETIEX
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Tacacs+ o v > rranzz [

4: BT OIEE

[T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

114414

Add Command | Remowve Command |

c T RTOZ—FICH L TRDOEARa~ Y REFAITHZ L A2BEID LET,
» show checksum
* show curpriv
* enable
* help
* show history
* login
* logout
* pager
» show pager
* clear pager
* quit

« show version

TACACS+ O > FEFRIDERE
TACACS+ 2~ RiRA[ & A X —T7 /WL, 2—H¥NCLITa~vy K& ANT5H L, ASAIEF

Da<w Rea—HF4% TACACS+H — NZEE L, a~< 2 RBRAEINTNENE 9 0 EH
BLET,

TACACS+ 2~ RFFA[ % A X —7 M T HRNZ, TACACS+ Yy — N"TEZRSI N2 —HF L L

TASAIZR T AL L TWNDHI L BEWASADRELEFT HT-DICH T ra~y RFAIND
HIEHEMERLTLLTEEN, HExiE, ¥ Coa~vy RRRAENEEFEHa—F L LT
AT HRERHYET, ZOXHCLrneE, BEETr Yy 77U MWD AREENRH D F
7

EETIEX
I
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B o575~z 1-—vorz7— Ky s—oBE

ATy I

ATvT2
ATvT3
ATv74

ATy T5

a—AIL

—

> —

BHRL7ZEBVITHEIET D Z EMER CTEDHE T, REZHRFLARVWTLSZE VY, FEWZ X
Ve vy 7 7T NENTHEE, BEIZASAZEHREITHZ LICL - T 7 AZRIETEET,

TACACS+ AT ANFERIZLZE L TEETE LI L4 LET, LEREREEL LIS
W, BEIT. ZEATE TACACS+ H— R 25 AL ASA ~DOELETEEGEPLETT, -
& ZI1E, TACACS+ H— N T — L2, f v H—T =24 A LICEERESNTZ 1 DDV — LA v
H—T 2 A A2IZHHR SN O — "2 EHET, TACACS+ h—"\BNEHTERWGEEIC
Tr—NANy I HFRELTe—H)L a~vy RFAERETHII L L TXET,

TACACS+ — "R LIza~ 2y R 2R ET HI2IE, ROFIREZETLET,

FIE

[Configuration] > [Device Management] > [Users/AAA] > [AAA Access| > [Authorization] DJIHIZ
ERLET,

[Enable authorization for command access] > [Enable] = v 7 R v 7 A& A2 LET,
[Server Group] K2 7 &7 U R RinD AAA — 3 T —T 4 238 IR L 77,

(A7 ay) AAAT— AP oo 8D 7 +— ANy 7 FRE L Tr— LT —
HR—ABFEHEND LIICASA ZHRETETET, RET HITIE. [Use LOCAL when server
group fails] F= > 7 Ry 7 A% AN LET, n—/b T—=F_X—=ZATITAAA F—/ LR L
2—PAB IR = REFHT L2 2R LET, i, ASAOT a7 KT, &
DHAPEH SN TNDEDRRINRNOTT, UTr—I LT —F_X—2ADa—}La~v
VRERHEL L ERE L TS IE &N,

[Applyl 27 U v 27 LET,

Ay FFFABRGENEID B THH, TOEENANIFITA L 7 4 Fab—va U kfFShE
ﬁ‘o

AR—R A—HFDINRT— KR —DHRTE

a—W ) F—H_X—2%FEH LT CLL £7212 ASDM 7 7 & Z DRFFEZET HHEA51L. BE
M ZIRE5 L a2—FITAT— ROEFTEZZR L, NAT— RORFEE & FARZE 70750072
EORAY — NEHREIZHE) Z L ZERTHNATV—R R O —2RETETET,

NRAT— KRR —Fn—hn 5—FZRXR—2 52T HrEH—VIZH L CoL@EHINE
T, B—WNTF—ER—ZAEFHTHFOMDEZATDRNT 7 v 7 (VPNRAAAICL S
Ry NT—=I T 7RG E) R, AA AV — NIk o CGREEEN -2 —PIiTdEf S EE A,

NAT—=RRY —OREXRIL, BRELITNOZ—FDONRRAT— REETT5H L FLw
AU =Rz LTRRAT = FRY o=@l SN ET, BFEO/SAT— RZonTiE, BT
AU —mEASET, #HrLAR Y 2 —Id, [User Accounts] <A > 33 L O [Change My Password]
N VEERH LI RAT — ROETITHEA S ET,

. EETIEX



| #B7/+%
O—nL F—a~A—2 1—Fn27—F K o—nEE [

1R BHIIZ
e — N T —H_X—=2%FH L CCLIEZIZASDM 7 7 £ 2D AAAREZHRT L E7,
e —H)F—ER—ZARNIC—FLEFEELET,

FIE

AT w71 [Configuration] > [Device Management] > [Users/AAA] > [Password Policy] DJIEIZER L £,
RT9T2 ROFT v a v ELBIHARDETRELET,

* [Minimum Password Length] : /XA U — ROF/NeE AN LET, AMEOHFEIL 3 ~ 64
LFTT, HRENDH AT — FOE/NEIL 8 LFETT,

« [Lifetime] : U “E— h ==—% (SSH, Telnet, HTTP) D/ X2 U — KO h#IM % B4 CHRE
LET, a3 Y= R —bDOa—%R, NZAU—FOEYDHRYINTr v 7 Shb 2 L
b FEHA, HHRMIZ, 0~65536 T, T 74/ MAIZOHATY, ZOHAE, SAT—
RiEk UCTHIRRGIALIZZ2 0 E8 A,

NAT— ROEHFBRNGIND 7T HAGNZ, BEX ve—URERRINEST, NAT— KD

FHWWBERGINA L, VE—F 2—FDOL AT A T 72 ATETINET, GLHIEMN

UIN-%7 7235120, ROWTNHIDOFIEEZFEITLET,
cMDEFEHFICNNAT—RELEFELTHHWET,

W oL — )L R—hZua A LT, NAU—FREEFELET,

* [Minimum Number Of] : IRD ¥ A 7' O FHAEEBE L 7,

s [Numeric Characters] : /XA U — RIZE O 2T X7 b2 WETFOF/INUTFExE AT L
£9. ARDREE 0~ 64 LFTT, 774/ MAIZO0TT

* [Lower Case Characters] : /XA U — RIZE O 2T UL B 720 VINTFO RN UFHE A
HLET, AHEOHPHILO ~ 64 LFTT, 774/ MEIZO TT

* [Upper Case Characters] : /\°7< U — RIZEDRTIUTR B I WRICF O Fe/ N SCF R A
NLET, AHEOHHIL 0 ~ 64 LFTT, 77 4/L MEIZOTT

* [Special Characters] : /XA U — RIZEDRITIULR B I WRFERSCF O Fo/ NCF 4% AT
LET, ADEOFIHIL 0~ 64 T TY, FHLTITIE, 1L @ # 8. %, "~ &,
A(BE)BEERET, T 74V MEIZO T,

« [Different Characters from Previous Password] : # LVWXRA T — K & HUWRA T — R THE
2T L2 B 7o W/ N T A AT L ET, AR7RMEIX. 0~64LFCTT, 774
wk@ﬁov#i$7y%yﬁm&%KWﬁbiﬁh L7=2->TC, %Lwﬂx7~
RCHERENDLFR, BHIEDONAT— RO EZICHHEH I TWRWEEIZIRY |
NAT — RPERINTZ e Bl SNET,

EETIEX .



B <xv—roz=

ATvT3

ATy T4

gE7tx |

(47 a3 ) [Enable Password and Account Protection] = v 7 R v 7 A% A NI LT, 2—
23 [User Accounts] ~<A > TlL72 <, [Change My Password] ~XA » C/RAT— R&EEHT5H 2
EERFEMELET, TTANIREITT 4 B—TATT, EHLLDHETH, —HIFRR
U—RaERT L5 LNRTEET,

ZDOMRER A 1 —7 WIZ LT, [User Accounts] A > CHRAU—REZEHL LI ETDHL, K
DET— Aye—VNERINET,

ERROR: Changing your own password is prohibited

[Apply] 27 U » 7 LT, RENEEZRIELET,

INAT—FKDZEHE

ATvT1
ATvT2
ATv7T3
ATvT4
ATvT5
ATvT6

NAT—RRY —TRAT— FOFHMEZRE LHE, Al zEREs L AU —F
PH LSRR — RIZEFETAHILENH Y £, AT —RRY —303 2 A 32—z L=
AR, ZONRZAT— REED A —ARMETT, NAT— RRY —3ENA X —T LT
WAL, TOAYy REMATLHZ G, BT IV FEELETHI L TEE
R

username /XA U — REEFFTH21E, ROFNEEZFEITLET,

FIE

[Configuration] > [Device Management] > [Users/AAA] > [Change Password] DJIHIZi®IR L £ 9,
HOWRRAT — REANLET,

LR T—RE AN LET,

WERDT-DIZH LWARAT — REFHEAHNLET,

[Make Change]l %7 U v 7 LE7,

[Save] TA 2o %27 Uy 7 LT, EfTar 74 Xal—a NILEEARFLET,

BET VA THIVT AV ITDEE

CLI Cshow 2~ > RUSDa~> REANT DA, THUT 47 A vt—% TACACS+
THOT 4T = NIZEETEETS, 2—FRn s (95L&, =—V) enable 2~
VREANTREE, £ Na~v RERITIALEDT I T4 T HRETE
F9,

avw U R T T 4 TIERTE 59—\ %, TACACS+ 7211 T,

BT 7 ABI A RF—=T NV a~v U RTHO T 4 v T H2FRET HITiE, ROFNEE ELT
L/iﬁ‘o

. EETIEX



| gE7 +Z

ATy

ATy T2

ATvT3

ATvT4

nys 7y rnsonE [

FIE

enable 2~ RE AN LTca—HFDT AU T 4 T HANTT HI120E, ROFIAEETLE

R

a) [Configuration] > [Device Management] > [Users/AAA] > [AAA Access] > [Accounting] D JIH
|23 L, [Require accounting to allow accounting of user activity] > [Enable] 7 = > 7 7~ v
J AEF AT LET,

b) RADIUS ¥ 721% TACACS+ —/ )L —T7 4 2 RINL £,

Z—H Telnet, SSH, F7/2IZT VT ar Y — a2 FEHLTASAILT 7 A LEGEICE

DA—=YPDT AT T 4 > T 2FIMET DI121E, ROFIRZFATLET,

a) [Require accounting for the following types of connections] 7Bk G, [Serial], [SSH]. F7=i%
[Telnet] F= v 7/ Ry 7 A A N LET,

b) A4S A 7 D RADIUS F 721X TACACS+ Hh— 3 Z)L— T4 &38R £7,

AR RTATST 4 T ERET DL, ROFIEZETLET,

a) [Require accounting for the following types of connections] == U 7 “C [Enable] = > 7 R v 7 A
EAACLET,

b) TACACS+ H—/N 7L —T7 4 %@L 9, RADIUS [T AR — S TWEH A,
CLI Tshow =~ RLSD A~ REANTLGE, TV T 427 Ayt —V%
TACACS+ 7 AT T 4 7 = NICKETEET,

¢) [Command Privilege Setup] A 7 Ry 7 AL Ta~vy REHELNLVE DAL~
A AFDBE, [Privilege level] Ru w7 X7 A N CR/MFHEL NV EIRET HZ L T,
ASADT NI T 4 o IRBLRD A~y REFIRTEET, R/FHELLED S TO
av 2 RIE, ASA TRUELOKRR L 720 £/ A,

[Applyl 7 V v 7 LET,

THOT AV TRENE DL THIN, TOEENENF T 74 Falb—Ta VIRES
nEJ,

Oy 979 MO ETE

RIIZ L > TE, a~r RFARCLIRGEZ A 275 &, ASACLI by 7 77 hEnb
BAENHY 3, BHFIL. ASAZHEETIZ LIk~ TTF 7 A %EETEET, 72720
TTCICar 74 X2 —ya B RELERSIE. vy 70 hENEEFICRDAREMEN D
D E£7,

ROFIZ, — Wi em 777 bRIELE ZDOREIEGEZRLET,

EETIEX .
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K1 CUZBESSPAR Y FFAIOAY I 7O~ T UA

gE7tx |

Ay 79 &
HeRE % £ BA WMEE: UL E—FK |®ISE: TILFE—F
O—H)VCLIFRGE | o —h )V T—X |a—h)T—HX— |a AL, WRAT—=RL | AL vTFNHASA~DE v
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[Monitoring] > [Properties] > [Device Access] > [ASDM/HTTPS/Telnet/SSH Sessions]|
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[Monitoring] > [Properties] > [Device Access] > [Authenticated Users]
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[Monitoring] > [Properties] > [Device Access] > [AAA Locked Out Users]
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[Tools] > [Command Line Interface]
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[Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]
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ROBHNPELSHE LT,

[Configuration] > [Device
Management] > [Management Access] >
[ASDM/HTTPS/Telnet/SSH]

[Configuration] > [Device
Management] > [Users/AAA] > [User
Accounts] > [Add/Edit User Account]

ASDM ‘& PG 9.4(1) HTTP 7 7 & A & Telnet 33 X OVSSH 7
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2720 ¥ L7,

WOBEMEAZEE SIE LT,
[Configuration] > [Device Management]
> [Users/AAA] > [AAA Access] >
[Authorization]
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WOBEMEAZEANSILE LT,
[Configuration] > [Device Management]
> [Management Access| > [HTTP
Certificate Rule]
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EXEC E— RIZBITTE £,
auto-enable 7' 3 >/ aaa
authorization exec =~ > NIZIBINE
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[Configuration] > [Device Management] >
[Users/AAA] > [AAA Access] >

[Authorization],
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9.1(7)/9.6(1)
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Z SSL VPN ™ HTTPS |Z HTTP U %
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[Configuration] > [Device
Management] > [HTTP Redirect]
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X, ssh cipher encryption custom

aes128-cbe Z i L £7,
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[Configuration] > [Device
Management] > [Advanced] > [SSH
Ciphers]
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[Configuration] > [Device Management] >
[Users/AAA] > [Password Policy]s
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[Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] > [Edit
User Account] > [Public Key
Authentication][Configuration] > [Device
Management] > [Users/AAA] > [User
Accounts] > [Edit User Account] > [Public

Key Using PKF],
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[Configuration] > [Device Management] >
[Management Access] >

[ASDM/HTTPS/Telnet/SSH],
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[Fkf ASDM, SSH, Telnet &>+ = >
DERERBERETE LT,
ROWHPAHEAISNE LT,
[Configuration] > [Device Management] >
[Management Access] > [Management

Session Quota],

SSHEX=UTF 428mEL, SSHT
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Y FELE,

8.4(2)

8.4(2) LIKE, pix 701X asa =2 —H 4 &
oy A RAT— RKTSSH #fif L
TASA ITHET 5 Z N TE R
WELZ, SSHZfEHT 5ITIE, aaa
authentication ssh console LOCAL =~
> F (CLD) #721% [Configuration] >
[Device Management] > [Users/AAA] >
[AAA Access]>[Authentication (ASDM)]

ZfH L TAAARREZ SRE L T b,
H—A N =P ERT DUERD Y
£9, EF T DHITIL, username 2 ~¥
R (CLD ZAJ$ %70,
[Configuration] > [Device Management] >
[Users/AAA] > [User Accounts (ASDM)]
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[Configuration] > [Device Management] >
[Management Access] >
[ASDM/HTTPS/Telnet/SSH][Configuration]
> [Device Management] > [Management
Access] > [Command Line (CLI)] >
[Banner][Configuration] > [Device
Management] > [Management Access] >
[CLI PromptConfiguration] > [Device
Management] > [Management Access] >
[ICMP][Configuration] > [Device
Management] > [Management Access] >
[File Access] > [FTP Client][Configuration]
> [Device Management] > [Management
Access] > [File Access] > [Secure Copy
(SCP) Server][Configuration] > [Device
Management] > [Management Access] >
[File Access] >
[Mount-Points][Configuration] > [Device
Management] > [Users/AAA] > [AAA
Access] > [Authentication][Configuration]
> [Device Management] > [Users/AAA] >
[AAA Access] >
[Authorization][Configuration] > [Device
Management] > [Users/AAA] > [AAA

Access] > [Accounting],
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