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T w77 —RTH50ERHD 9, ZNETIE, ASAZHERNITLHZ L TEHIZ213
AfBEE ST 2 tncaEd, JoRBREZFHATE2HALHY 9, ¥EBE2ZT5
N— a3 B I OFEHIZOW T, Field Notice FN-64291 Z &R L T 72 &0,

* ASA 5506H-X DA, ASAXN—T 3957 v 7 7L —RT5L, ELWIA &Y
AL~ULNEHASNET, DEIONR—T 9 D ASA Tk, ASAS506-X AT Az R L
FUT7A v An@EASNET, URIONR—T 9 Tl ¥ A2 2E# LT ASA 5506-X
Security Plus 7 4 £ A& T lH Z &3 TE £ 7, i, 1IELV ASAS5506H-X AT
AR LRETT, £20F, HIZ95Q) T vy 77— RLET,

ca1=TU7A NaIa=r— 3z B/ 8 ¥ L Intercompany Media Engine 7" & & /13 FE
HELE : ASA X— 294 TlE, EIF7 ¥ E IME VX U3 AR — b &2y
F L7,

« SSL/TLS DOF5 M th#Ris 54k« K5 #hffstits SSLVPN 7 7 4 7 > b AS ASA ([ZHEi 45 &\
FEM AR 5 A A — BRI m— b SfL, ®IET DA ¥ —7 = A AP RSA X—AD
FZARKA Y R THERESNTNDHETH, ASA IX, FEMHIRRERE 46 LT SSL
VPN 7 747 v haeFor LET, ASA NHEA SSLAEAEZIE R LW E 52T 57
OIZ, KT DHEE A A — hZEBLE D ssl cipher 2~ > FEEH L CHIBRT 24BN H
DET, 722X, RSA R T A RKRA YV MBRBRESINTZA VX —T = A ADLE, BHE
TR D a~y REFEITLT, RSAR—ZADBEOLPX I 2— FINDH L HITTEE
R

ssl cipher tlsvl.2 custom
"AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:
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¢ ASA9X CETARSA Y — /¥y hONA—T 3 0t ASA84A CHEHAIN-NR—TV a0
CITRRATD, D2 o0 — 3 RIT PKI OEWEIZEWDAE T ET,

e ZIE 9x Y7 by =T HFEITL TS ASA TlE, 74— /L RENR T3 LFETD
[Organizational Name Value] (OU) 7 1 —/L K& HOFEHED A R — MR FFAT SN E T,
84V 7 My =T HFEITLTUVDH ASA TIX, 60 XL FETHOOU 7 ¢ —/b R4 % SO #E
DA VR—FIRFAEINET, ZOMHEDTZD, ASAIXx TA VR— hTE 53 EL
ASA84 TlIA v R—hTEEH A, ASAIXGEHELZ - 3 845 FE(TL T 5 ASA
WA VAR —hLE D ET DL, =7 — [ERROR: Import PKCS12 operation failed.] 237/~ &
nET,

AT LEH
ORI varyTiEH, 2OV —RAEETTHRODVAT LB E - EFXRTRLET,

ASA & ASDM O B #at4%

ASA/ASDM YV 7 F 7 = 7 B L UN— R = 7 OFEMER L OVE Y 2 — /L) BIPE 25 e Bk
DFEAMZ OV TIL,  [Cisco ASA Compatibility] ZZM L T 7Z&W,

VPN O E 1%
VPN O HHalE 2 2\CTlid,  [Supported VPN Platforms, Cisco ASA 5500 Series J| 2 &M L T<L 72
S,
ik ag
Zok7varTiE £V U —A0OHREZ R LET,
)
GE)  syslog A v &= WA R, Fil, BEFER, BILOBEIL Sz syslog A v E— Y AFH L T
WET,
ASA 9.4(4.5) DFTHRE
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GE)  N—=T = 94@) 1%, /37 CSCvd78303 M7=, Cisco.com 2> HHIFRS L E L7z,

ZOV Y —RTHHERRIEH D FH A,
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Jb— b DULHINZ %3 5 B A —
IWREDT U HA LT T b

P CHEAENTVEL— IR L IFEL TR, F3IET 7T 4 712727
EXIZ, VAT A AR T AR ARETE LRV ELE, ZOKR—
N RE T CHIRINICV— N3 T 7T 4 T2 B WA, BRI S E T,
J— MO E HIZHEIATOND LI A=V R T A ~—%5fET 5 2
ENRTEET, ZEL, FEAEDRY NU—Z TlE, W— DT T v 7 %S
T B0 F 7 4/ b 15 B2y ¢,

WD a<2 RPEMENE L7, timeout conn-holddown

JE—F 79t XHHEE

R FIBEZ: SSH KE S+ RE
HMAC 73U R A

2 — WX SSHIFB(L 2 E T 5 & Z I bET— RZ®RINL, S FIE 72—
TAY XAIH L THMAC LB L ERTETE £,

WD~ RPNEAIHLE L7, ssh cipher encryption. ssh cipher integrity,
9.1(7) THEEMRETT .

IPv6 D HTTP U XA L2 k%
R—k

ASDM 7 7 £ A E 721327 A 7 > b L A SSL VPN 1 HTTPS {Z HTTP V % A L~
FERNTT DL, IPV6T RLANEREESND NI 747 b U A AL b TED
EolZmhEL,

WD <y RITHEEN B S 3LE L=, http redirect
9.1(7) THMEHFIRETT,

EZAY) MR

7 = — /)L A —s3— @ SNMP
enginelD D[]

7 =)L A== RT T, —%FD ASA @ SNMP enginelD [Lfi 7 D= = k T[d]
HMEnEd, ASA T &1, R &7z enginelD, *A 7 « 7 enginelD, LY
E— I enginelD |Z X % enginelD 7% 3 & v MERF S E T,

SNMPv3 = —H (X, B—H T A XX {17- snmp-server user idilk & 77 A /N — 47
arERAT DO e Ty A NVEERT D L &I ASA @ enginelD $5iE T
EFET, =N A T 1 7 enginelD Z5iE L 72\ 54 . show running config (i /)
(2 enginelD 3L —HF T L2 2 oFTORREINFET,

WD A< RPEE X E L7z, snmp-server user
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show tech support O i#{l,

show tech support =~ > NIIBI/ERDO LY TT,
» dir all-filesystems O H IR EENFT T, ZOEHNIROBEITHEILSZ EBH

D E9,
«SSLVPN 2 7 4 FXalb—Yal  LBERYVY—ZANASAICHDHENE D
MEHRLET,
VT va VT a Tl T ANDAMNDE A LAR T L ERHERL
9,

+ show kernel cgroup-controller detail ® [ /DR : = D=2~ KHJJiE show
tech-support detail O H /JNICFE S E T,

WD a~ 2 RPER I LE L7, show tech support
9.1(7) THEM IRETT,

CISCO-ENHANCED-MEMPOOL-MIB
@ cempMemPoolTable D H 7" — K

CISCO-ENHANCED-MEMPOOL-MIB @ cempMemPoolTable 237~ — k &4 E L7z,

T, BEHMU AT ADOT R TOMHT T 4T A DAT) ST =F ) T

T M) DT =TT,

(G(¥)  CISCO-ENHANCED-MEMPOOL-MIBIX64 £ D h 7 2 2 L C,
T 7 x—AEDAGBLULEDOAE)DVR—FT 4 T Y R—FL
e

BINELIERESNZa~x Y FlEdH D £ A,
9.1(7) THEEHATRE T,

ASA 9.4(2.145) D $#4%HE

1)) —X : 2015511 H13H
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N

— ACHTHEREIZ D D FHE A,

G¥) oyl

— A% Firepower 9300 ASA t¥ 2 V7 ¢ EV 2 — L DOHEYR—FLET,

ASA 9.4(2) DFHLRE
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GE)  ASAv9.4(1.200) DFAKREIZZ DV U —RZIEEFENEH A,

N

GE) ZDON—=T =3 UIXISA 3000 Y AR— N LERE A,

ASA 9.4(1.225) D #rikEE

1J1)—X :2015%49817H
A\

GE) Z DY Y —A1% Cisco ISA 3000 DA%V AR — k LET,

HRE Bl

TS5y b7+ — LR

Cisco ISA 3000 HAR— K Cisco ISA 3000 (X, DIN L' —/LZ~v U v hInlcmiAROERER X271+ 7
TIATATY, FHEY bA—Hxy b EFAERR— M &z, KHEE
MW7 7 VAT NA RATT, ZDOFT /MITIE ASA Firepower £ 3 = — /LIS HATIS A
VA=A SNTWET, ZOETADORRIREREE LT, BAZ YA XSz b
TUANRT LY N E—ROT 740 bE L, BREKSL T T4 v I NT T T
ATV AZ@IET DI EEAREICT HN— R0 =7 NANZERENDH Y 7,
WD a~< 2 RPEAILE L=, hardware-bypass. hardware-bypass manual,
hardware-bypass boot-delay. show hardware-bypass

ZOREREIX, N—T 3 v 9.5() TIREATE £ AL

ASA 9.4(1.152) D E#éEE

1J1)—X :2015%7813H
~

GE)  Z®»VU U—RAL, Firepower 9300 O ASA DA %R —k LET,

HRe Bkl

T3y b7+ — Lk
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Firepower 9300 ™ ASA ¥ = U
T EY 2L

Firepower 9300 D ASA ¥ ¥ 2 U T 4 Y 2 —/LIC ASA Z#E AL F L7z,

(G£)  Firepower Chassis Manager 1.1.1 i Firepower 9300 ® ASA ¥ = U 7 1 &
Va—/LOVPNERE (A MNEEIZVE— T 27 ®R) 22— F—

FLEEA,

N TRASEYT 118

Firepower 9300 2 ¥ — < PN ASA
I TGARY T

FirePOWER 9300 > ¥ —YWNTlX, K32 F2 VT4 TV a—VE27 T AX{L
TEET, Yy —IHNOTRTOEY 2—)UF, ZVIAZICELTWALENRHY
E3r

WDz~ REEANLE LT, cluster replication delay. debug service-module.
management-only individual, show cluster chassis

SAuL LT

Firepower 9300 ® ASA O A =
Av—hF YT UxT T4
T

FirePOWER 9300 |2 ASA DY A A~— K~ V7 " =T IA4® U TREAE
E LT,

WD a2 RPEAILE LT, feature strong-encryption. feature mobile-sp.
feature context

ASAv 9.4(1.200) O Fr & EE

)—=A
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: 201555 A 128

GE)

ZDOY U —AL, ASAY DHEPR— K LET,

HaE
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T3 v b7+ — LK

VMware F® ASAv Tix vCenter
PAR— MIAEIZ T2

vCenter 72 L C, vSphere 77 74 7 > K £721X OVFTool D7 A Bk E %= L T
ASAv % VMware BICA VA M=/ TE L X920 £ LT,

Amazon Web Services (AWS) @
ASAv

Amazon Web Services (AWS)
776

G¥)

ETABRRETASAY 2T 5L 912 kL

Amazon Web Services 1% ASAVI0 & ASAv30 DET /LDHE VP R— b LE
j‘o
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ASA 5506W-X, ASA 5506H-X, |UA YL AT 7 EANRAL MW LT ASA5506W-X, FR{k S 4172 ASA 5506H-X,
ASA 5508-X, ASA 5516-X ASA 5508-X, ASA 5516-X ODKET ANEAINE LT,

hw-module module wlan recover image, hw-module module wlan recover image D%

avy RPREAINE LT,

SRTEHEHE
EpG#ad (DoD) #t—HEREMIH | ASA 1L, DoDUCR2013 AP X ICEFS N TOET, ZOFEHEISE
(UCR) 2013 FFBHE MENTZIROMEEEICOWTIT., ZORDITEZRL T &N,

® /\dEﬂ/ﬂ;qé/‘jfcﬁnE%Euun
FREEA RO T 7 — K
FEARHIKI CA 77 70w

SFFAE a7 X2 L—3 3 D ASDM = —H4

. ASDM hi_;;}iipuu M
« IKEV2 #8%ht L 7 Z OB E

o 16 ¥ D IKEV2 HERijdes x—
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FIPS 1402 F8GED T T A T
A B

<MATH%%%”%ﬁ%K?6E\A%ﬁWmmmaK@%?éiﬁKﬁmﬂ@
NHRESINET, ROFIRNRH Y £,

*RSABLODH F— Y1 XDOHIE : RSA B LDH F—2K (2048 £ k) LA
tompnFHFaTEnNEd, DHOEFE., Ziuisn—71 (768 > ) | 2 (1024
By R) L5 (U536 By b)) BNFFATENAWIEEERLET,

G¥) X— P A ZOFIRIZ L D . FIPS TO IKEvl Off AN ENZ/2 D F

97,
CTUANBHD Ny Y2 T ) ZLOFIR - SHA256 LL O HDFFAT S E
R
o SSH 5= DR : FF A SN 7= 513 aes128-cbe F 7213 aes256-cbec T4, MAC
X SHA1 T,

ASA @ FIPS GBREA T —# A& KR T HICIE, RO URL 22 ML TS IZE0,
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140InProcess.pdf
Z O PDF (3 EH S ET,

FEAIZ DU T, Computer Security Division Computer Security Resource Center @ -1
FEZ LT ZEN,

http://csrc.nist.gov/groups/STM/cmvp/inprocess.html
fips enable =~ > RPN EHFINE L7,

T7A4 T+ — )L

D a7 285k L7- ASA TD
SIPA VAR gV DINT F—
~ AN R

DT TASAZ@ETHSIPY 7TV v IF v I RERGEET D50 SIP A
VARG g R T p—< U ANB ELE LR, 7277 L, TLS. EEE. 721X IME
Tax AT LIREAE, N7 r—~ ADH TR ONFEE A,

EHEINF-avy RiEbh) FHA,

FEET 1 ¥ LN UC-IME 7
B ST B SIP A ALY
va rOFR— FAHIBRE

sm4/XA7/a/% RET LR, BIE 2 F L E£721T UC-IME 7 12 % 1 3fF
TERLIBRVET, B bENTZ T 7 4 v 7 Z2HRET DI, TLS X U &2 ff
)EH L\i—g—o

phone-proxy, uc-ime D% 2~ FRHIFRIILE L7z, inspectsip 2~ R D
phone-proxy ¥ —7 — K& uc-ime ¥— 7V — R HIBR S E LT,

ISystemMapper UUID A »t&—
RemoteGetClassObject opnum3 @
DCERPC A ¥ A7 v 3 DY
A—k

ASA X, U U—2A 83 TEPM LI#® DCERPC A v t&—Y D AR— FEBIa L,
ISystemMapper UUID A - -z —3 RemoteCreatelnstance opnum4 % 7R — K L TV E
T, ZTOEHEIZL Y, RemoteGetClassObjectopnum3 A vt — T F THAR— MLk
SIET,

EEINF-avy NiEb FHA,
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IUTFHF AR EITEHIRO
SNMP H#—/% 7 v 7 R A b

ASA TlE, VT FA BRI EIZSNMP 4 — "D T v 7 R A MEOHIERH 0 £
/A, show snmp-server host =~ > RO JIZITASA ZR—Y 7 LTW5HT 7
TATIRBRA RN, BICHRESINTZRA NORRERINET,

show snmp-server host =~ > RBEH I E Lz,

VXLAN/NT > b AV ANRT Vg
Ve

ASA 1T, BEHETERUTHEILT 5 72D VXLAN ~v ¥ —Z i T& £9°,
inspect vxlan =~ > R)3E A XjuE L7z,

IPv6 ® DHCP =4 U >

IPv6 @ DHCP #eHEMB L ODHCP A T 4 v 2 E=F TEE T,

ESMTP A > A7 2 3 > @D TLS
Ty arTOT 7 /v hOH]
TENRET I T

ESMTP A VAT 2 a DT 7 )V hid, BREINRW, TLS v v a v &7
THEICEREENE L, 2L, ZOF 740 MIFH LW, E0EHEA A—Y
VITENTEV AT AMIEA SN ET, noallow-tls ¥ Eie Y AT L ET v T L— R
THHEE, ZOoavr NIEFEINET A,

F7 4L NOBEOEF L., HW =g THIThILE LT - 84 (725) .
(1.23) . 8.6 (1.16) . 8.7 (1.15) . 9.0 (4.28) . 9.1 (6.1) . 9.2 (32) . 9.3
(12) . 93 (2.2) .

8.5

N TARASE) T 1 HRE

AL 234 ASA TO syslog A f%
A=

A B NA BEE THRFED syslog DK ET7 v v 7 TEET,
no logging message syslog-id standby =1~ > R23VE A S E L7z,

A B —T 2 A AT LITASA 7
FABZDNVA TR T &
A X—=TNEET 4 =T

ANNVAEZRY LI, A VB —T oA AL WA X —TNETIIT 4 B—TNIC
THIENTEET, 774N FTHE, A—FFr 3, TE, BLOHE—DFTX
TOWEEA VX —T 2 ATNVAE=H Y TN, F—T I TWET, -~
NWAE=H Y TIEVLANY 7 A U H—T = A A £721X VNI X°BVI 72 & OAE
AUV B =T 2 ATIEEITESNE A, ZTAZHY 7 OF=H 1 7 IXRE
TEFEHA, 2OV U ZIEFWICE=FINTWVET, EzE, BHEA V¥ —T =
ARIRE MABAUNDA L H—T 2 A ADNNVAT=H ) T %T 4 2—T T
HZEWTEET,

health-check monitor-interface =~ RO EA I E L7,

DHCP UL —®D ASA 7 T A%
YT DY ER—k

ASA V7 7 AXTDHCP J L—%RETEET, 7747 > h®DDHCP ERiL, 7
FAT U MOMACT RVADNy VaZBfH LTI T AX AR |lZr— KRR
AENET, DHCP 7 74 7 2 FRBI O —HREIZ T R— ST EHEA,

debug cluster dhep-relay =~ > RAE A S E Lz,
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ASA V7 T AZ Y 7 TOSIP A
VAT g DY R—

ASAV TAZTSIPA VAN v a v ERECTEET, filflflvoe—1z, £FEO=
=y FTERTEETE (=R RS20 700E0) | ZOFTF—F 7u—%
FLla=y MIFETHIVLERHY £, TLS 7o F VR EIT T R— I TWE
A,

show cluster service-policy =~ > F23E A S E LTz,

W—T 4 VT HRE

Policy Based Routing : 8 U 3 —
NR—R JV—TF 4 7

RNY v —=_—=Z b—7 17 (PBR) %, ACL ZfiH L CT{EE 472 QoS THZ
T4y I PRFEDONAEZRBTADIEHNTHIAI=ALTT, ACL TiL, /N
Ty hDOLAYIBIR VLA, V4N X —DONFIZHKSWTRNT 7 4 v 7 58T
TFET, TV Y a—vaikh, FEHFEXSNZNT 7 4 v Z712QoS &t
L, AR R, (K= X FOkFE A, @R, ma A DAL v F R NZDH]
TAVETIT AT NTFT T4 T ERYTF NT T4 T EHJHTE, A ¥ —F
b =B X T SAfH— L ZOMOMBITAMEICER I NTZA ¥ —3 v MER
ENLTCHOIFEIERI—YNOEREENDINT T4 v I EBNL—T 4 VT TE
£,

set ip next-hop verify-availability, set ip next-hop. set ip next-hop recursive. set
interface, setip default next-hop. set default interface. setip df. setip dscp.
policy-route route-map. show policy-route. debug policy-route D% =1~ > F238 A
ShE LT

A8 —7 x4 AHRE

VXLAN O H# 7R — K

VXLAN OH¥R— 28BN ENE L7z (VXLAN h gl RARA >+ (VTEP)
DY R— I 2ET) . ASAF-IZEXF2VT 4 a2 TFHFARNT LT 150 VIEP
BERETA LV E—T oA AEERTEET,

WD a< RPEANENE L7z, debug vxlan, default-mcast-group, encapsulation
vxlan, inspect vxlan. interface vni, mecast-group. nve. nve-only. peer ip.
segment-id. show arp vtep-mapping. show interface vni. show mac-address-table

vtep-mapping. shownve. show vnivlan-mapping. source-interface. vtep-nve. vxlan
port

TS VB

EEMDAEY 7 vF 7

AEVDED YL AT ORI ER ZICHRELTAEY aX 707 v
AR NMISETHEDOH LT Ny JTHEEENBMENE L=,

WD~ RPEAFEZITER S E L2, memorylogging, show memory logging.
show memory logging include. event memory-logging-wrap

NTGTNY =T 4 TDT T
Ta

show tech-support ==~ > KO H{ 7] & show crashinfo =~ > FOH Ji2iE, k&
7z syslog DFEHT S0 TR EENE T, TNHDORREZRRTE D LT DITIL,
logging buffer =~ > N& A X —7 /W T HMERH Y £7,
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ECDHE-ECDSA K5 D ¥ 7R — bk [TLSv1.2 TiX, ROBEESOHHR— bBEBEMS A TWET,
« ECDHE-ECDSA-AES256-GCM-SHA384
« ECDHE-RSA-AES256-GCM-SHA384
« DHE-RSA-AES256-GCM-SHA384
+ AES256-GCM-SHA384
« ECDHE-ECDSA-AES256-SHA384
« ECDHE-RSA-AES256-SHA384
« ECDHE-ECDSA-AES128-GCM-SHA256
« ECDHE-RSA-AES128-GCM-SHA256
« DHE-RSA-AES128-GCM-SHA256
+ RSA-AES128-GCM-SHA256
« ECDHE-ECDSA-AES128-SHA256
« ECDHE-RSA-AES128-SHA256
GE) LR D EVOIX ECDSA 535 X OV DHE 5T,

ssl ecdh-group =~ > RV A S E L7z,
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7 A7 ML ASSL VPN = v
g Cookie 7 7 & A DR

77 A7 > kLA SSLVPN t v = Cookie 7% JavaScript 72 E D27 A 7 MMl
DAZ YT RE LT —=RR=T 4 MET T EAISNBRNEIICTDHILNTE
ij‘o

GE) Z OFEEEIL. Cisco TAC NOEHAZHER S NG EOAEH L T ZE
W, ZDavwy ReEARX—TNWITDHE, ROV FA47 2 kL ASSLVPN
MRREN L7 UTEE L2 B, BX 2T 4 EOY AT NIEAL
7,

clava o7 7 A v

eJava ! 74 %
cAR—hTAT—T 4T,
Ty AN T T TH

e T AY by T r—3 3 (Microsoft Office 7 7Y r—3 3 v
70 &) ZW#L L 5 Sharepoint HRE

+ AnyConnect Web #Z )
« Citrix Receiver, XenDesktop, 3 & U Xenon
cEOMDIET T I N2 T TV = a rBLOT IO ST
A RXR=ADT TV r—var
http-only-cookie =~ > R/VE A XjuE L7z,
ORI, 923)I2b Y T,

¥X2 VT4 IN—TF EZXLT
FRERLIARET A7 by 7O
7 7 A

ASA TlX, W7 7V r—va v BIOWeb A b~DFF A7 ML ASSL Y
EF—h T ARCEXF 2T 4 TN—T HX L T_XR=ZADKR Y > —Hili#l &R —
FLTWET, ZOHEETH., BEEEa Fr—FBXWASA DT Y EHx
> & LT XenDesktop |2 & % Citrix DIRAET A7 by T A VT TFARNT I F v
(VDD #fEHLET,

ZEIZ OV TR, RO Citrix DO~ =2 T L E BB L T F X0,

* XenDesktop 35 & T XenApp DR Y ¥ — :
http://support.citrix.com/proddocs/topic/infocenter/ic-how-to-use.html

* XenDesktop 7 CTOR Y > —DEHL :
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-wrapper-rho.html

* XenDesktop 7 DR U > —HDO 7 NV—TF R >— 7 4 X OffH -
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-use-gpme.html
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